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Abstract
Autonomous robots such as robot assistants, healthcare robots, industrial robots, autonomous
vehicles etc. are being developed to carry out a range of tasks in different environments. The robots
need to be able to act autonomously, choosing between a range of activities. They may be operating
close to or in collaboration with humans, or in environments hazardous to humans where the robot is
hard to reach if it malfunctions. We need to ensure that such robots are reliable, safe and trustworthy.
In this talk I will discuss experiences from several projects in developing and applying verification
techniques to autonomous robotic systems. In particular we consider: a robot assistant in a domestic
house, a robot co-worker for a cooperative manufacturing task, multiple robot systems and robots
operating in hazardous environments.
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1 Formal Verification of Autonomous Robots

Autonomous robots are being developed for many purposes across society. These may be
autonomous cars or pods, home robot assistants, warehouse robots, museum guides, delivery
robots, companion robots, agricultural robots etc. Whilst these robots have the potential to
be of great use to society, improving our lives, we need to make sure that they are reliable,
safe, robust and trustworthy. We discuss work from several projects about experiences
verifying autonomous robots.

1 www.robosafe.org
2 www.dcs.gla.ac.uk/research/S4/
3 www.fairspacehub.org
4 rainhub.org.uk
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Formal verification is a mathematical analysis of all behaviours using logics and tools such
as theorem provers or model checkers. Formal verification is often applied to an abstraction
of the real system to obtain a discrete and finite system that is not too large. There has
been recent interest in applying formal verification to autonomous robot systems, see for
example [14] for a overview.

Here we focus on temporal verification using automatic tools and techniques such as
model checking and deduction (see for example [8]) that do not require user interaction.
Model checking [4, 12, 3] is a fully automatic, algorithmic technique for verifying the temporal
properties of systems. Input to the model checker is a model of the system and a property
to be checked on that model specified in temporal logic. For temporal deduction both the
system (S) and the property (P ) are specified in logic and a calculus is applied to check that
P is a logical consequence of S.

2 Domestic Robot Assistants

Robots can be used in healthcare or elderly care environments enabling people who need
assistance to continue living in their own homes. Such robots can help carrying things,
provide reminders to drink water or take medicine, inform the user when something in the
house needs attention such as the doorbell is ringing or the bath is overflowing, or provide
alerts to care givers if the person is not responding.

We considered a personal robot assistant located in the robot house at the University
of Hertfordshire [16]. The house has sensors that provide information to the robot about
the kettle or the television being on, the fridge door being left open, someone sitting on
the sofa etc. The robot is controlled by a set of “if-then” rules (with priorities) where the
“if” part checks whether a condition on the sensor data or internal Boolean flags is satisfied
and the “then” part contains actions for the robot to execute and flags to be set. We
modelled the decision making rules using a model checker, checking properties relating to
the expected execution of the rules. We considered two different approaches: one modelling
the system using Brahms [17] a human agent modelling language translated into the model
checker Spin [20, 19]; and the other via direct modelling in the NuSMV model checker [5, 9].
Experiments with real robots were also carried out considering whether mistakes by the
robot affected people’s trust in them [15].

3 Collaborative Manufacture

A second use case for robot assistants is in collaborative manufacture. We considered a robot
co-worker with a scenario of a handover task for collaboratively constructing a table [21].
We considered this scenario using three types of verification: formal verification using model
checking, simulation based testing [1] and user experiments with the robot.

We modelled the scenario using probabilistic timed automata and carried out verification
using the PRISM model checker [11]. Simulation based testing involved developing a
simulation of the system under consideration and generating and executing tests systematically
that cover interesting parts of the state space. Also experiments with the robot and users
were carried out. Issues found using one form of verification were used to improve the
models and therefore the verification for the others. Some properties were more amenable to
verification with some of these methods rather than others.
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4 Swarm Robots and Wireless Sensor Networks

A robot swarm is a collection of simple, often identical, robots working together to carry
out some task. Each robot has a small set of behaviours, is typically able to interact with
other nearby robots and with its environment usually without a central controller. Robot
swarms are often thought to be fault tolerant in that it may be possible to design a swarm
so that the failure of some of the robots will not endanger the success of the overall mission.
Wireless sensor networks are similar being a collection of simple, often identical, sensors with
no centralised control.

We have modelled and verified properties of swarm robots relating to coherence [6] and
energy optimisation for foraging robots [13] and relating to synchronisation properties for
wireless sensor networks [10, 18] enabling us to detect cases and parameter settings where
the required property does not (or is unlikely to) hold.

5 Robots in Dangerous Environments

In certain environments it may be preferable or we may need to use robots to carry out tasks
because they are dangerous or hard to access for example underwater, space or nuclear clear
up. Ensuring such robots are reliable and robust is particularly important as we may not
be able to access them to reset or repair them if they go wrong. Here we advocate using
different types of verification for different components [7, 2].

6 Conclusions

We have discussed experiences in verifying autonomous robots from robot assistants in
the home and for collaborative manufacture, to swarm robots and robots in hazardous
environments. We believe that the decision making aspects of the robot should be separated
from other components to allow verification and explainability of the decisions made. We
advocate using a range of verification techniques including formal verification, simulation
based testing and end user experiments to improve the reliability of such systems. Different
components or different types of property may require different types of verification. We
believe better verification will lead to improvements not only in their safety and reliability
but may also be used as evidence of this to regulators and improve trust in them by the
public. Many challenges remain including how to verify systems that learn, designing systems
in a modular way amenable to verification, modelling the environment, and how to provide
evidence to certify autonomous robotics.
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