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—— Abstract

Following the pioneering work of Boneh and Franklin (CRYPTO ’01), the challenge of constructing
an identity-based encryption scheme based on the Diffie-Hellman assumption remained unresolved
for more than 15 years. Evidence supporting this lack of success was provided by Papakonstantinou,
Rackoff and Vahlis (ePrint ’12), who ruled out the existence of generic-group identity-based encryp-
tion schemes supporting an identity space of sufficiently large polynomial size. Nevertheless, the
breakthrough result of Déttling and Garg (CRYPTO ’17) settled this long-standing challenge via a
non-generic construction.

We prove a tight impossibility result for generic-group identity-based encryption, ruling out
the existence of any non-trivial construction: We show that any scheme whose public parameters
include npp group elements may support at most n, identities. This threshold is trivially met by
any generic-group public-key encryption scheme whose public keys consist of a single group element
(e.g., ElGamal encryption).

In the context of algebraic constructions, generic realizations are often both conceptually simpler
and more efficient than non-generic ones. Thus, identifying exact thresholds for the limitations of
generic groups is not only of theoretical significance but may in fact have practical implications
when considering concrete security parameters.
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1 Introduction

Identity-based encryption [16, 5, 9] is one of the key pillars underlying modern cryptography,
enabling a variety of access-control applications and paving a path towards more expressive
forms of encryption schemes. Starting with the first realizations of identity-based encryption
schemes by Boneh and Franklin [5] (based on the bilinear Diffie-Hellman assumption) and
Cocks [9] (based on the quadratic residuosity assumption) in the random-oracle model [2],
extensive research has been devoted to constructing such schemes in the standard model
(e.g., [7, 3, 4, 18]) and based on other cryptographic assumptions (e.g., [12, 8, 1]).

Despite the significant progress, a substantial gap remained for nearly two decades
between the cryptographic assumptions that are known to imply public-key encryption
and those that are known to imply identity-based encryption. This gap was first studied
by Boneh, Papakonstantinou, Rackoff, Vahlis, and Waters [6] who showed that identity-
based encryption cannot be realized in a black-box manner based on trapdoor permutations
or CCA-secure public-key encryption. Then, Papakonstantinou, Rackoff and Vahlis [15]
studied the possibility of constructing generic-group identity-based encryption schemes
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(i.e., identity-based encryption schemes that do not exploit any particular property of the
representation of the underlying group [17, 14]). They showed that there are no generic-group
constructions of identity-based encryption schemes supporting an identity space of sufficiently
large polynomial size. The result of Papakonstantinou, Rackoff and Vahlis explained, in
particular, the lack of success in resolving the long-standing open problem of constructing an
identity-based encryption scheme based on the Diffie-Hellman assumption. Nevertheless, the
recent breakthrough of Déttling and Garg [11, 10] settled this open problem via a non-generic
construction.

Our contribution: A tight impossibility result for generic-group IBE. In the context of
algebraic constructions, generic realizations are often both conceptually simpler and more
efficient than non-generic ones. Thus, identifying exact thresholds for the limitations of
generic groups is not only of theoretical significance but may in fact have practical implications
when considering concrete security parameters.

For identity-based encryption schemes, such a potential threshold naturally arises by
comparing the size of the scheme’s identity space to the number of group elements that
are included in the scheme’s public parameters. Specifically, for any n,, > 1, already
ElGamal encryption yields a generic-group identity-based encryption scheme that supports
npp identities and whose public parameters consist of np, group elements (not including the
group’s generator). However, the work of Papakonstantinou, Rackoff and Vahlis [15] only
ruled out the existence of generic-group identity-based encryption schemes over an identity
space of sufficiently large polynomial size'.

We prove a tight impossibility result for constructing generic-group identity-based en-
cryption schemes, showing that any such scheme whose public parameters consist of ngp
group elements may support up to npp identities. This matches the above-mentioned naive
threshold that is obtained via ElGamal encryption, and more generally via any generic-group
public-key encryption scheme whose public keys consist of a single group element. We prove
the following theorem:

» Theorem 1 (Simplified). Let ZBE be a secure generic-group identity-based encryption
scheme over an identity space ID = {ID} en whose public parameters consist of npp(N)
group elements, where A\ € N is the security parameter. Then, |IDy| < npp(A) for all
sufficiently large A € N.

We prove our result by presenting a generic-group adversary that breaks the security of
any identity-based encryption scheme whose public parameters consist of n,, group elements
and supports more than n,, identities. Our result applies to schemes satisfying a rather
weak (non-adaptive) notion of security (thus ruling out, in particular, schemes that satisfy
more standard notions of security), and to schemes with imperfect correctness.

Compared to the work of Papakonstantinou, Rackoff and Vahlis [15], on the one hand our
proof follows a similar two-step structure: We first show that any generic-group identity-based
encryption scheme can be transformed into one in which secret keys do not contain group
elements, and then we present an attack on any such scheme that supports more identities
than the number of group elements included in its public parameters. On the other hand,
however, our result does not only provide a tight impossibility result, but in fact provides
a somewhat more direct technical description of our attack and of its analysis. Such a
description is enabled partially due to the fact that we prove our result within Maurer’s

I Papakonstantinou et al. proved their result for an identity space of exponential size, but their proof
seems to hold for an identity space of sufficiently large polynomial size.
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generic-group model [14], whereas Papakonstantinou et al. proved their result within Shoup’s
incomparable generic-group model [17], as discussed in Section 1.1 (e.g., in Maurer’s model
we do not have to take into account the additional randomness that is somewhat artificially
“injected” into cryptographic computations in Shoup’s model due to its random injective
encoding of group elements).

Specifically, for our first step, our transformation for eliminating group elements from
secret keys is essentially identical to the corresponding transformation of Papakonstantinou
et al. and is provided together with a significantly more direct analysis. For our second step,
our attack is based on that of Papakonstantinou et al. which relies on the common technique
of attacking the security of an idealized-model scheme relative to a partly-simulated view of
the model. Unlike our first step, in this step our attack and its analysis simultaneously refine
and simplify those of Papakonstantinou et al. for obtaining a tight bound.

1.1 Overview of Our Approach

The framework. We prove our result within the generic-group model introduced by Maurer
[14], which together with the incomparable model introduced by Shoup [17], seem to be the
most commonly used approaches for capturing generic-group computations. At a high level,
in both models algorithms have access to an oracle O for performing the group operation
and for testing whether two group elements are equal. The difference between the two
models is in the way that algorithms specify their queries to the oracle. In Maurer’s model
algorithms specify their queries by pointing to two group elements that have appeared in the
computation so far (e.g., the 4th and the 7th group elements), whereas in Shoup’s model
group elements have an explicit representation (sampled uniformly at random from the set of
all injective mappings from the group to sufficiently long strings) and algorithms specify their
queries by providing two strings that have appeared in the computation so far as encodings
of group elements.

Jager and Schwenk [13] proved that the complexity of any computational problem that is
defined in a manner that is independent of the representation of the underlying group (e.g.,
computing discrete logarithms) in one model is essentially equivalent to its complexity in the
other model. More generally, however, these two models are rather incomparable. On one
hand, the class of cryptographic schemes that are captured by Maurer’s model is a subclass
of that of Shoup’s model — although as demonstrated by Maurer his model still captures all
schemes that only use the abstract group operation and test whether two group elements
are equal. On the other hand, the same holds also for the class of adversaries, and thus in
Maurer’s model we have to break the security of a given scheme using an adversary that
is more restricted when compared to adversaries in Shoup’s model. We refer the reader to
Section 2.1 for a formal description of Maurer’s generic-group model.

Generic-group identity-based encryption. A generic-group identity-based encryption
scheme ZBE over an identity space ZD consists of four algorithms, denoted Setup, KG,
Enc and Dec. Informally (and quite briefly), the algorithm Setup produces a master secret
key msk € {0,1}* and public parameters pp, and the algorithm KG on input the master
secret msk and an identity id € ZD produces a secret key sk;qy. Next, the algorithm Enc
on input public parameters pp, an identity id € ZD and a message b € {0, 1}, produces
a ciphertext ¢, which should be correctly decrypted (allowing decryption error) by the
decryption algorithm Dec using the secret key sk;q. The outputs of these four algorithms
may consist of a combination of group elements and an explicit string, with the exception
of assuming without loss of generality that the master secret key msk is always an explicit
string (e.g., the internal randomness on which Setup is invoked).
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The structure of our proof. We prove our result by presenting a generic-group adversary
that breaks the security of any identity-based encryption scheme whose public parameters
pp counsist of ny, group elements (and, possibly, an additional explicit string) and supports
more than n,, identities. As mentioned above, at a high level, we follow a two-step structure
similar to that introduced in the work of Papakonstantinou et al. [15]: We first show that any
generic-group identity-based encryption scheme can be transformed into one in which secret
keys do not contain group elements (while modifying only its key-generation and decryption
algorithms), and then we present an attack on any such scheme that supports more identities
than the number of group elements included in its public parameters. The remainder of
this section consists of a high-level informal description of these two steps (we note that the
following description omits crucial technical details, and we refer the reader to the relevant
sections for formal descriptions and proofs).

In what follows, given a generic-group identity-based encryption scheme we let ppy, ...,
PPnyy> SKid1s- -5 8kidny and ci1,..., ¢y, denote the group elements included in its public
parameters pp and in each of its secret keys sk;q and ciphertexts ¢, respectively (for simplicity,
we assume throughout this informal overview that public parameters, secret keys and
ciphertexts do not additionally contain explicit strings).

Step I: Eliminating group elements from secret keys. Given a generic-group identity-based

encryption scheme ZBE = (Setup, KG, Enc, Dec), we modify its key-generation algorithm KG

and decryption algorithm Dec as follows:
The modified key-generation algorithm KG on input the public parameters pp, the master
secret key msk € {0,1}* and an identity id € ID, first produces a secret key sk;q by
invoking the underlying key-generation algorithm KG. Then, for each message b € {0, 1},
it repeatedly computes Deco(pp,skid, Enco(pp,z'al7 b)) using fresh randomness for Enc
and Dec, and collects into a set L;4 all linear equations that result from the positively-
answered equality queries in these computations. Note that since the group elements
that are given as input to these computations are those included in pp and sk;q (as well
as the generator 1 € Zy that is given as input to all computations), then each such
equation is of the form aq -1+ Z,’;:l o ppe + D02, Be - skiae = 0 for some coefficients
Q0 vy Oy By -5 By € Zy. The algorithm then outputs the modified secret key
s/kzi = L;q which consists of (npp + nsk + 1)-dimensional vectors of coefficients over Zy
(and does not contain group elements).
The modified decryption algorithm Dec on input the public parameters pp, a modified
secret key ST<;1 = L;q and a ciphertext ¢, emulates the computation Deco(pp, skid, ¢) using
symbolic variables instead of the group elements skiq 1,. .., Skidn, included in the secret
key sk;q. As long as it is able to obtain and to respond with the correct answer to all
emulated equality queries, then the emulation will be identical to the actual computation
Deco(pp7 skid, €).
Note that since the group elements that are given as input to the actual computation are
those included in pp, sk;g and ¢ (as well as the generator 1 € Zy ), then each emulated
equality query corresponds to a linear equation of the form aq-1 +EZ:1 Qp-ppe+ Zgjl Be-
Skidge + D2 vi - ¢ = 0, for coefficients ay, .. ., Qs B1s s Brgs Y1y -+ + s Ynee € Zn- Now,
the algorithm Dec uses the set L;q and the actual oracle O for responding to this query as
follows. If there exist g, ..., ;€ Zy such that (ag,..., a5 . B1,-..,Bny) € span(Liq),
then Dec issues to the actual oracle O an equality queries corresponding to the linear
equation (g — ) - 14 3,7 (cp — ) - ppe + Y. p%, Ye - ¢ = 0, and return its output as

the response. If there do not exist such «f, ...,

ny € L, then Dec responds negatively.

In other words, the algorithm Dec uses the knowledge provided by the set L;4 in order to
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translate each equality query involving the group elements of pp, sk;q and ¢ into an equality
queries that involves the group elements of only pp and c¢. A simple probabilistic argument
(see Claim 6) shows that this translation introduces only an arbitrary polynomially-small
decryption error 1/p(A) when setting the number of iterations performed by the modified
key-generation algorithm to p(A) - (npp(A) + ne(A)).

Step II: Our attack. Let ZBE = (Setup, KG, Enc, Dec) be a generic-group identity-based
encryption scheme over an identity space ZD whose public parameters consist of np, group
elements, whose secret keys do not contain group elements, and that supports at least npp +1
identities. For simplicity and without loss of generality we assume that {1,...,n,,+1} CZD.

The key observation underlying our attack is based on considering the set of linear
equations that result from the positively-answered equality queries in the computations
Dec® (pp, skia, Enc® (pp, id, b)) for each message b € {0,1} and identity id € {1,...,npp + 1}.
Given that the secret keys sk;q do not contain any group elements, then the group elements
that are given as input to these computations are only those that are included in the public

parameters pp (as well as the generator 1 € Zy that is given as input to all computations).

Thus, each such equation is of the form ag -1+ Z?ﬂ’l ay - ppe = 0 for some coefficients
QQ, - - -5 Qn,, € Zy. Given that (1,ppyy---» ppnpp) is a non-zero vector, then the vectors of
coefficients of these sets of equations span a linear subspace of dimension at most np.
Therefore, for at least one identity id € {1,...,npp+ 1}, it must be the case that the set of
linear equations that result from the positively-answered equality queries in the computation
Dec® (pp, skiq, Enc® (pp, id, b)) is contained in the linear subspace spanned by the sets of
linear equations that result from the positively-answered equality queries in the computations

Deco(pp7 Skl) Enco(pp, 1a b))7 LR Deco(pp, Skid—17 Enco(pp, id — 1’ b))

Moreover, once our adversary discovers this subspace by using the secret keys sky, ..., sk;q—1,
then it can intuitively generate alternative public parameters pp* that are consistent with
this subspace, together with a matching alternative master secret key msk®. Then, it
uses the alternative public parameters pp* and master secret key msk™ for generating an
alternative secret key sk}, for decrypting the challenge ciphertext. The correctness of the
scheme guarantees that, with high probability, sk, will decrypt correctly a ciphertext that is
encrypted and decrypted relative to pp*, and we show that sk, is in fact useful also when
encrypting and decrypting relative to pp.

1.2 Paper Organization

The remainder of this paper is organized as follows. First, in Section 2 we present the basic
notation used throughout the paper, and formally describe the framework of generic-group
identity-based encryption. Then, in Section 3 we show that any generic-group identity-based
encryption scheme can be transformed into one in which secret keys do not contain group
elements. Finally, in Section 4 we present an attack on any generic-group identity-based
encryption scheme whose secret keys do not contain group elements, and that supports more
identities than the number of group elements included in its public parameters.

2 Preliminaries

In this section we present the basic notions and standard cryptographic tools that are used
in this work. For a distribution X we denote by x <— X the process of sampling a value z
from the distribution X. Similarly, for a set X we denote by = <— X the process of sampling
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a value z from the uniform distribution over X. For an integer n € N we denote by [n] the
set {1,...,n}. A function v : N — R¥ is negligible if for any polynomial p(-) there exists an
integer N such that for all n > N it holds that v(n) < 1/p(n).

2.1 Generic Groups and Algorithms

We prove our results within the generic-group model introduced by Maurer [14]. We consider
computations in cyclic groups of order N (all of which are isomorphic to Zx with respect to
addition modulo N), for a A-bit prime N that is generated by an order-generation algorithm
PrimeGen (1), where )\ € N is the security parameter.

When considering such groups, each computation in Maurer’s model is associated with
a table B. Each entry of this table stores an element of Zy, and we denote by V; the
group element that is stored in the ith entry. Generic algorithms access this table via an
oracle O, providing black-box access to B as follows. A generic algorithm A that takes
d group elements as input (along with an optional bit-string) does not receive an explicit
representation of these group elements, but instead, has oracle access to the table B, whose
first d entries store the Zy elements corresponding to the d group elements in A’s input.
That is, if the input of an algorithm A is a tuple (g1, ..., 94, z), where g1,...,gq are group
elements and z is an arbitrary string, then from A’s point of view the input is the tuple
(71,---,0q, ), where g1,...,Jq are pointers to the group elements g1, ..., gq (these group
elements are stored in the table B), and z is given explicitly.

All generic algorithms in this paper receive as input the order N and a generator of the
group (we capture this fact by always assuming that the first entry of B is occupied by
1 € Zn). The oracle O allows for two types of queries:

Group-operation queries: On input (4, 7,0) for 4,j € N and o € {4, —}, the oracle

checks that the ith and jth entries of the table B are not empty, computes V; o V; mod N

and stores the result in the next available entry. If either the ¢th or the jth entries are

empty, the oracle ignores the query.

Equality queries: On input (i, j,=) for 4,j € N, the oracle checks that the ith and jth

entries of the table B are not empty, and then returns 1 if V; = V; and 0 otherwise. If

either the ith or the jth entries are empty, the oracle ignores the query.

In this paper we consider interactive computations in which multiple algorithms pass
group elements (as well as non-group elements) as inputs to one another. This is naturally
supported by the model as follows: When a generic algorithm A outputs k group elements
(along with a potential bit-string o), it outputs the indices of k (non-empty) entries in
the table B (together with o). When these outputs (or some of them) are passed on as
inputs to a generic algorithm C, the table B is re-initialized, and these values (and possibly
additional group elements that C receives as input) are placed in the first entries of the table.
Additionally, we rely on the following conventions:

1. Throughout the paper we refer to values as either “explicit” ones or “implicit” ones.
Explicit values are all values whose representation (e.g., binary strings of a certain length)
is explicitly provided to the generic algorithms under consideration. Implicit values are
all values that correspond to group elements and that are stored in the table B — thus
generic algorithms can access them only via oracle queries. We will sometimes interchange
between providing group elements as input to generic algorithms implicitly, and providing
them explicitly. Note that moving from the former to the latter is well defined, since a
generic algorithm A that receives some of its input group elements explicitly can always
simulate the computation as if they were received as part of the table B.
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2. For a group element g, we will differentiate between the case where g is provided explicitly
and the case where it is provided implicitly via the table B, using the notation g in the
former case, and the notation g in the latter. Additionally, we extend this notation to
a vector v of group elements, which may be provided either explicitly (denoted v) or
implicitly via the table B (denoted ).

2.2 Generic-Group ldentity-Based Encryption

The following definition adapts the standard notion of an identity-based encryption scheme
to the generic-group model.

» Definition 2. A generic-group identity-based encryption scheme over an identity space
ID = {IDx}xen is a quadruple TBE = (Setup, KG, Enc, Dec) of generic algorithms defined
as follows:
The algorithm Setup is a probabilistic algorithm that receives as input the security para-
meter A € N and the group order N, and outputs a master secret key msk € {0,1}* and
public parameters pp = (ppg, PPsty), Where ppg is a tuple of np, group elements and ppg,
s a binary string.
The algorithm KG is a (potentially) probabilistic algorithm that receives as input public
parameters pp, a master secret key msk and an identity id. It outputs an identity secret
key skig = (skiq,G, SKid str), where skiqc is a tuple of group elements and skiqer s a binary
string.
The algorithm Enc is a probabilistic algorithm that receives as input public parameters pp,
an identity id, and a bit b € {0,1}. It outputs a ciphertext ¢ = (cg, cstr), where cg is a
tuple of group elements and cs, s a binary string.
The algorithm Dec is a (potentially) probabilistic algorithm that receives as input public
parameters pp, an identity secret key sk;q, and a ciphertext c. It outputs either a bit
b € {0,1} or the special rejection symbol L.

We consider the standard correctness and security requirements of identity-based encryp-
tion schemes. In fact, we consider a rather weak notion of non-adaptive security asking the
attacker to choose both the challenge identity and the identities for which secret keys are
provided ahead of time (since we prove an impossibility result then this can only strengthen
our result).

» Definition 3. A generic-group identity-based encryption scheme IBE =
(Setup, KG, Enc,Dec) over an identity space ID = {IDx}xen has decryption error
e = €()\) if for any security parameter A € N, for any N produced by PrimeGen(1*), for any
(msk, pp) produced by Setup®(1*), for any id € IDy, and for any b € {0,1} it holds that

Pr [Deco(pp7skid, Enc®(pp,id, b)) = b| > 1 — ¢

where sk;q < KGO(pp, msk, id), and the probability is taken over the internal randomness of
the algorithms KG, Enc and Dec.

We note that our results can be easily adapted to a more relaxed notion of correctness,
asking that the above holds for almost all (msk, pp) produced by Setupo(lk) instead of for
all such (msk, pp).
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» Definition 4. A generic-group identity-based encryption scheme IBE =
(Setup, KG, Enc,Dec) over an identity space ID = {IDx}xen is non-adaptively se-
cure if for any generic-group algorithm A = (A1, As) that issues a polynomial number of
queries there exists a negligible function v(\) such that
1

Pr [Exptzge 4(A) = 1] — 3| S v
for all sufficiently large X € N, where the experiment Exptzge 4(\) is defined as follows:
1. N « PrimeGen(1?).
2. (id*,idy, .. .idy,state) < AP (1%, N), for a polynomial k = k(\), where id*,idy, . ..id} €

ID, and id* ¢ {idl, ce de}

. (msk, pp) < Setup®(1*, N).
. skig, < KGO (pp, msk, id;) fori € [k].
L Enco(pp,id*,b) for b+« {0,1}.
. b« A9 (state, pp, c*, skid, , - - - » Skia,, )-
. If V' = b then output 1, and otherwise output 0.

~No o~ Ww

3 Eliminating Group Elements From Secret Keys

In this section we show that any generic-group identity-based encryption scheme can be
transformed into one in which secret keys do not contain group elements. The transformation
supports the same identity space, and does not modify the scheme’s setup and encryption
procedures (in particular, it does not increase the number of group elements that are
contained in the scheme’s public parameters). The transformation does modify the scheme’s
key-generation and decryption algorithms, leading to an arbitrary polynomially-small increase
in the scheme’s decryption error. We prove the following theorem:

» Theorem 5. Let ZBE be a generic-group identity-based encryption scheme over an identity
space ID = {IDy}ren with decryption error e(\) and whose public parameters consist of
Npp(A) group elements. Then, for any polynomial p(\), there exists a generic-group identity-
based encryption scheme IBE over the identity space ID with decryption error e(A)+1/p(N),
whose public parameters consist of npp(A\) group elements, and whose secret keys do not
contain group elements.

Preliminaries. Let A be a generic-group algorithm that receives as input group elements
gi,---, g, (in addition to the group element 1 € Zy that is always provided as the first
input to all algorithms) and an explicit string str. We let £Q (A°(g1, ..., gk, str)) denote the
random variable corresponding to the set of all (k + 1)-dimensional vectors over Zy resulting
from the positively-answered equality queries in the (possibly randomized) computation
AC(q1, ..., gr,str).

Formally, for each equality query (i, j) that is positively answered during this computation,
let V; and V; denote the group elements that are located in the ¢th and jth entries of the table
B associated with oracle O in this computation (i.e., V; and V; are the two group elements
for which A issues this equality query). Then, V; and V; are linear combinations of the group
elements 1, ¢, ..., g, that are provided as input to the computation, and the coefficients
of these linear combinations can be determined by keeping track of the computation’s
group-operation queries. Let V; —V; = ag -1+ Zif:l ag - gp for ag,...,ar € Zn. The set
EQ(A®(q1, ..., Gk,str)) consists of all such vectors (ao, ..., ax) € ZE ™.
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In addition, for a generic-group identity-based encryption ZBE = (Setup, KG, Enc, Dec),
and for any public parameters pp produced by Setup we let pp = (pp1, . . ., PPn,,, PPst,), Where
PP1, - - -, PPn,, are group elements and ppy,, is an explicit string (recall that any msk produced
by Setup is an explicit string). Similarly, for any secret key sk;q produced by KG we let
skia = (skidg,1, - - s SKidng, SKid str) Where skig 1, ..., 8kign, are group elements and sk;q st is
an explicit string, and for any ciphertext ¢ produced by Enc we let ¢ = (c1,. .., ¢y, Cstr)s
where c1,. .., ¢y, are group elements and cg, is an explicit string.

Finally, our proof relies on the following lemma (which is proved in Appendix A):

» Lemma 6. Letk > 1, and let X1, ..., Xy be independent and identically distributed random
variables over subsets of a linear vector space V' of dimension dim(V'). Then,
dim(V)
e
The remainder of this section consists of the proof of Theorem 5.

Pr(X) ¢ span (X1 U---UXj_q1)] <

Proof of Theorem 5. Let ZBE = (Setup, KG, Enc, Dec), and let p = p(A\) be a polynomial.

We construct a generic-group identity-based encryption scheme IBE = (Setup, RE}, Envc, Bzelc)

by letting §éﬁ$ = Setup and Enc = Enc, and by defining the algorithms KG and Dec as
follows.

—0
The key-generation algorithm KG (pp, msk, ¢d):

1. Generate skig = (5kid.1, - .-, Skidny,, Skid.str) < KGO (pp, msk, id).

2. For every b € {0,1} and ¢ € [M — 1], where M = p - (npp + ne), compute
Dec® (pp, skia, Enc® (pp, id, b)) using fresh randomness for Enc and Dec, and let

Liap: = EQ (Dec® (pp, skia, Enc® (pp,id, b)) C Zp» "+,

3. Output sk;q = (ﬁid, Skid,str)7 where L;q = Ube{o,l},ie[Mfl] Lidb,i-

__ O __
The decryption algorithm Dec (pp, sk;q, c):

1. Let pp = (pp1,. .- ,ﬁn\pp, PPet), Skia = (Lid,Skid,str), and ¢ = (Gl .., Crgs Cstr)-

2. Emulate the computation Dec?(pp,skiq4,c) using symbolic variables instead of
skid1,s ..., Skidng (vecall that skiq = (Skid,1, .., SKid,ng , SKid,str)) by responding to each

equality query (7, 7) as follows:

a. Let V; and V; denote the corresponding group elements, and let

Tpp Mesk Tt
Vi=V; :OZO'1+Za£'pp£+2ﬁé'5kid,é+z’ﬁ'Ci7
=1 =1 =1
where oo, ..., Qnyp, 81,3 Brgs V1, -y Yne € Zn (as explained above, these coeffi-
cients can be found by keeping track of the emulated computation’s group-operation

queries ).

b. If there exist ag,..., 0y, € Zn such that (ag,...,an,,B1,. .-, Bn,) € span(Lia),
then issue group-operation queries for positioning the group element W; ; = (ao —
ag) - 1+ D)% (a0 — af) - ppe+ Y _,=, e - ce in the table B. If W; ; = 0 (this can be
determined by issuing a single equality query), then answer the equality query (i, 7)
positively, and otherwise answer it negatively.
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c. If there do not exist such ag,...,a, , € Zn, then answer the equality query (4, )
negatively.

3. Output the result of the emulated computation.

First, in terms of efficiency, note that if the algorithms (Setup, KG, Enc, Dec) issue at most
a polynomial number of queries, then so do the algorithms (s/éﬁfp, P,(\é, Eﬁ/c, 6&) Second, in
terms of security, note that the scheme IBE€ is at least as secure as the scheme ZBE: The
schemes have the same setup and encryption algorithms, and the modified key-generation
algorithm KG is defined by applying a poly-query procedure to the output of the underlying
key-generation algorithm KG. Therefore, any adversary attacking the scheme TBE while
issuing a polynomial number of queries (recall Definition 4) can be efficiently transformed
into an adversary attacking the scheme ZBE while issuing a polynomial number of queries
and with (at least) the same advantage.

We are thus left with bounding the decryption error of the scheme IBE (recall Definition
3). Fix a security parameter A € N, an integer N that is produced by PrimeGen(1*), a pair
(msk, pp) that is produced by Setup®(1*), an identity id € ZDy, and a message b € {0,1}.
The scheme ZBE has decryption error at most €(\), and therefore

0 —
Pr [Dec (pp, skig, Enc® (pp,id, b)) # b (1)

0 —
e(A) + Pr [Dec (pp, skid, Enco(pp,id, b)) # Deco(pp, skiq, Enco(pp,id, b))}

In order to bound the probability in which the computations B\ezo(pp, sszl, Enco(pp7 id, b))
and Deco(pp,skid, Enco(pp,id, b)) do not produce the same output, it suffices to bound
the probability in which an equality query is answered positively in one computation but
negatively in the other computation (as long as the responses to all equality queries are
consistent then the emulated computation carried out by Dec perfectly simulates Dec’s
computation).

Assuming that the responses to equality queries are consistent among the two computations
up to a certain point, then both computations issue the exact same next equality query (3, j).
Following the description of BEE let V; and V; denote the group elements in the ¢th and
jth entries of the emulated table B, and let V; — V= aét) L+3,7 aé cppe+ D0 ét) .

skiqge + Z?“l %gt) ¢g. There are three cases to consider:

Case I: If there exist ay), ..., a;p € Zy such that (ag, RN §t)7 . ,652) € span(Liq),
then a- 1—&—2[ 1042 PP+ ﬂz -skiq,e = 0. Therefore, ozo) +>,7 aft) PP+ By ().
Skige+Y v ¢ = 0if and only if (ay (t) —ap)- 1—1—22"”1(04e 2 —ay) ppet+ Yo,y Wt) NTE

and thus the emulation obtains the correct answer to the equality query (4, 7).

Case Il: If the equality query (4, ) is negatively answered in Dec’s computation, and there
do not exist o, ..., O‘;m,,p € Zp such that (aé, ce, o/npp, ft), cee 7(f2> € span(L;q), then it is

also answered negatively in Dec’s computation.

Case Ill:  If the equality query (4, ) is positively answered in Dec’s computation, and there
do not exist o, ..., a;pp € Zy such that (aé, . ,a;pp, §t), ceey ,(fﬂ) € span(L;4), then the
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equality query (7, j) is negatively answered in Dec’s computation. However, we show that
this case occurs with probability at most 1/p(A).

Recall that a ciphertext ¢ < Enco(pp, id,b) is of the form ¢ = (e1, ..., ¢n,, Cstr), Where
Cl,.-.,Cn, are group elements and cg, is an explicit string. Since the only group elements
that are given as input to the computation EncO(pp7 id,b) are 1,pp1,...,ppn,,, then each
¢y is of the form ¢, = 6,01+ E?ﬂ’l v, * ppe, for coefficients d,0, ..., 0u.n,, € Zy that are
determined by the group-operation queries issued during the computation Enco(pp, id, b).
Therefore,

Tpp sk Mt

Vi — VJ = aét) 14 Zagt) - ppe + Zﬂét) . Skid,z +Z’Yét) - Cy
/=1 =1 =1

Net Tpp Net Nk
= (aét) + Z '(51;,0) 14 Z (aét) + Z '51;,5) - ppe + Z Bét) . Sk‘id’g.
v=1 =1 v=1

=1
Now, in this case there do mot exist ag,...,e;, ~ € Zy such that
(ag, ce 041,,,)7 B{t), ceey %2) € span(L;q), and  therefore in  particular
(a{), cee, 04;1,,,3, Bit), cee, 7(12) ¢ span(Uie[M%l Liqp;) for the specific choice of

v=1

o) = (agt) + >0 -51),@) for every ¢ € {0,...,npp}. That is, this implies that for
the computation Deco(pp,skid, Enco(pp,id, b)) it holds that

£Q (Deco(pmskid,Enco(pp,id7 b))) Zspan | | Ligw

i€[M—1]

Applying Lemma 6 with the linear subspace V C ZK,"”"*H defined as

Mpp Tk
g+l
V={(a07~-~,04np,,,,51,~--,ﬁnsk) € ZYT ‘ ap -1+ E Qg - ppe + E ﬁe'Sk‘id,zzo},
=1 =1

which is of dimension at most ny, + ns since (1, pp1, ... s PPy SKid, 15 - -+, skidng ) is & non-
zero vector, and with random variables X1,..., X, that are independently sampled from

the distribution £Q (Deco(pp, skid, Enco(pp, id, b))), we obtain from Eq. (1) that
o
(

Pr | Dec pp7skaz,Enco(pp,id7b))#b]

<e(N\)+Pr[€Q (Deco(pp,skid7 Enc® (pp, id, b))) ¢ span U Lidpi
i€[M—1]
=¢e(A) +Pr[Xp € span(XqU---UXpq)]
dimV
M(X)
Npp(A) + 1k (N)
M(X)

e(A) +
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4  Attacking Generic-Group IBE Schemes

In this section we present a generic-group adversary that breaks the security of any generic-
group identity-based encryption scheme whose secret keys do not contain group elements,
and that supports more identities than the number of group elements included in its public
parameters. We prove the following theorem:

» Theorem 7. Let npp(A) be a function of the security parameter A € N. Let TBE be a secure
generic-group identity-based encryption scheme over an identity space ID = {ID)}ren with
decryption error €(A) < 1/160(npp(X) + 1), whose public parameters consist of npp(X) group
elements, and whose secret keys do not contain group elements. Then, |IDy| < npp(A) for
all sufficiently large A € N.

Regarding the decryption error e(A) < 1/160(npp(A)+ 1) considered in the above theorem,
recall that our transformation from Section 3 leads to an arbitrary polynomially-small increase
in the scheme’s decryption error.

Preliminaries. Recall that for any generic-group algorithm A that receives as input group
elements g¢1,...,g, and an explicit string str we let £Q (AO(gAl7 . ,gAk,str)) denote the
random variable corresponding to the set of all (k + 1)-dimensional vectors over Zy resulting
from the positively-answered equality queries in the computation A®(gi, ..., gk, str) (see
Section 3 for the more formal definition). Our proof relies on the following lemma (which is
proved in Appendix B):

» Lemma 8. Let k > 1, and let Xy,..., Xy be random variables over subsets of a linear
vector space V' of dimension dimV. Let Y be distributed uniformly over {1,...,k} and
independent of X1,...,Xy. Denote by GoodSpan the set of all (i,Uy,...,Ux) C [k] x (2V)k
for which

k —dimV
Pr [Xy Qspan (Xlu---UXy_l) ‘ Y:i,Xl =U1,...,Xi_1 = Ui—l] Z 7Im
X150y Xi, Y 2k
Then,
k —dimV
> — .
Xl,h?g(}gy (Y, X1,...,X})) € GoodSpan| > %

The remainder of this section consists of the proof of Theorem 7.

Proof of Theorem 7. Let ZBE be a generic-group identity-based encryption scheme over an
identity space ZD = {IDj}ren with decryption error €(\) < 1/160(np, + 1), whose public
parameters consist of np, = npp(A) group elements, and whose secret keys do not contain
group elements. Assume toward a contradiction that |ZD,| > nyp, + 1 for infinitely many
values of A\ € N, and assume without loss of generality that {1,...,np, + 1} C ZD) for
any such A\ € N. We present a generic-group adversary A that issues a number of queries
which is polynomial in A, n,,, and in the number of queries issued by Enc and Dec, and for
which |Pr [Exptzze 4(A) = 1] — 1/2| is non-negligible for any such A € N (recall Definition 4
describing the experiment Exptzpe 4). The adversary A = (Aj, Ag) is defined as follows:
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Our adversary A = (A1, A45)

The algorithm A?(1*, N):
1. Sample i < {1,...,npp + 1}, and output the challenge identity id* = ¢, the identities
(1,...,i—1) for which secret keys will be provided to Az, and the state state = (1*, N, ).

The algorithm A (state, pp, c*, ski, ... ,sk;_1):
1. Let pp = (pp1,- - -, PPnpy, PPs,) for group elements ppi, ..., ppn,, and an explicit string
pp, (and recall that skq,...,sk;—1 are explicit strings).

[Part I: Using sky,...,sk;_; for learning information on pp]

2. For each j € {1,...,i — 1} perform the following steps:

a. Initialize a set & = 0 of (npp + 1)-dimensional vectors over Zy.

b. For each message b € {0, 1} repeat the following step for 8(np, + 1) iterations:
Compute Dec® (pp, sk;, Enc® (pp, 4,b)) using fresh randomness for Enc and Dec, and
update & < & UEQ (Deco(pp7 sk;, Enc® (pp, 7, b)))

c. Emulate a fresh oracle O in order to find (pp*, msk*,sk}), where pp* =
(PP, -+ s PPnyps PPay) for group elements ppi, ..., pp;, . and explicit strings ppg,, msk™

and sk}, subject to the following requirements:

i. (pp", msk*) and sk} are in the supports of Setup? (1%, N) and KG® (pp*, msk*, 5),
respectively.

ii. PPy = PPyt

ii. For every (ao,...,Qn,,) € E1U---UE&;_1 it holds that ap - 1+ Z;Z"l ag-pp; =0
(i.e., pp* satisfies the constraints induced by &1 U---UE;_1).

iv. For each b € {0,1} it holds that Pr [Deco(pp*,sk;, Enc®(pp*, ,b)) = b} > 19/20,
where the probability is taken over the internal randomness of Enc and Dec (i.e.,
the decryption error of skj is at most 1/20).

v. For each b € {0,1} it holds that

) * * o * - 1
Pr [SQ (Deco(pp , skj, Enco(pp s b))) ¢ span (&1 U--- U 57'71)} < =

where the probability is taken over the internal randomness of Enc and Dec.
d. If such (msk™, pp*, sk}) are found then for each message b € {0, 1} repeat the following
step for 8(npp + 1) iterations:
Compute Dec® (pp, sk, Enc®(pp, 7,b)) using fresh randomness for Enc and Dec, and
update &; + E; UEQ (Deco(pp7 sk, Enc® (pp, 4, b)))

[Part II: Constructing an alternative sk for decrypting the challenge
ciphertext]

3. Emulate a fresh oracle O in order to find (pp*, msk*,ski), where pp* =
(PP1; - - - PPryys PPa) for group elements ppi,...,ppy,, and explicit strings ppg,, msk”
and skj, subject to the following requirements:

a. (pp*,msk*) and sk are in the supports of Setup®(1*, N) and KG® (pp*, msk*, 1),
respectively.

b. pp = PPy

c. For every (ao,...,an,,) € E1U---U&; 1 it holds that ap - 14 ZZ"l ae-ppp =0 (ie.,
pp” satisfies the constraints induced by & U---U &;_1).

d. For each b € {0,1} it holds that Pr [Deco(pp*7sk;‘,Enco(pp*,i,b)) = b} > 19/20 ,
where the probability is taken over the internal randomness of Enc and Dec (i.e., the
decryption error of skj is at most 1/20).
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e. For each b € {0,1} it holds that
%) * * o * . 1
Pr [EQ (Deco(pp ,ski, Enc® (pp ,z,b))) ¢ span (& U---U&_1)| < =
where the probability is taken over the internal randomness of Enc and Dec.

4. If such (msk*, pp*, sk;) are not found then sample and output b" < {0, 1}.

5. If such (msk*, pp*, sk}) are found then compute Dec® (pp, sk}, Enc® (pp, i, b)) for A times,
where each computation uses fresh randomness for Enc, Dec and b, and count the
number of times in which decryption was correct. If decryption was correct less than
A % . (1 — %) times, then sample and output b’ «+ {0,1}.

(

6. Compute and output b’ + Dec® (pp, sk, c*).

v

In what follows we first analyze the number of queries issued by A4, and then analyze its
success probability. It terms of oracle queries (i.e., group-operations queries and equality
queries), note that 4; does not issue any queries, and that 4y issues queries only in Steps
2(b), 2(d), 5 and 6. These queries result from invoking the algorithms Enc and Dec, where
Steps 2(b) and 2(d) consist of at most O((np,)?) such invocations, Step 5 consists of A such
invocations, and Step 6 consists of one such invocation.

For analyzing A’s success probability, fix a security parameter A € N, a prime integer
N that is produced by PrimeGen(1*), and a pair (msk, pp) that is produced by Setup®(1*).
Our proof relies on the following notation:

The experiment Exptrze 4 and the description of our adversary define the random

variables ski,...,sk;_1 corresponding to the secret keys that A5 is given as input. For

our analysis, we additionally consider the random variables sk;,...,sky, , that are

independently sampled by computing sk; < KGO(pp, msk, j) for each j € {i,...,npp + 1}.

We denote by Y the random variable corresponding to the choice of the challenge identity

i {1,...,npp + 1} by A;.

For each j € {1,...,ny + 1} we let &; = Ui(znfpﬂ)

random variable corresponding to the set of vectors of coefficients of the equations found

& v, where each &;, denotes the

in one iteration of Step 2(b) and of Step 2(d). More specifically, each &;, is sampled
from the distribution

£Q (Deco(pp, sk, Enc® (pp, j, 0))) uéQ (Deco(pm sk;, Enc® (pp, j, 1)))
UEQ (Dec® (pp, sk}, Enc(pp, . 0)) ) U £Q (Dec(pp, sk;, Enc® (pp, 3,0)) ) .
where if Ay does not find a suitable sk} in Step 2(c), then we define
£Q (Deco(pp, sk, Enc®(pp, i, 0))) =£Q (Deco(Pp, sk, Enc® (pp, i, 0))) =0.
n npp+1
We denote by GoodSpan the set of all (4, Uy, ..., Up,,41) € {1,...,npp+1}x (QZNPPH) o
for which

1
P C DY =i&=U,.. . E1=U_1]>——.
r[Ey_span(51U UEY 1)| 2,51 Ul, 8 1 U 1] 2(npp+1)

For avoiding additional notation, we abuse notation and denote by GoodSpan the event
in which (Y,&1,...,&n,,+1) € GoodSpan.
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> Claim 9. Pr[GoodSpan] > Wiﬂ)

Proof. This is direct application of Lemma 8 with k = np, + 1, (X1,..., Xg) = (&1, .., &),
Y as defined above, and

Tpp
1
V= {(Oéo,-.~,oznpp)GZX}’"+ a1+ E ag~ppz—0}.
(=1

Note that since (1, pp1,...,ppn,,) is a non-zero vector then dimV < np,. <

For the next claim, we denote by FindKey the event that Az finds (msk™, pp*,sk;) in Step
3 that satisfies the required properties.

> Claim 10. GoodSpan C FindKey.

Proof. We show that whenever the event GoodSpan occurs, then msk, pp, and at least one
sky in the support of KGO(pp, msk, Y) already satisfy the the required properties. Therefore,
in particular, As finds some (msk*, pp*,sk;) in Step 3 that satisfies the required properties.
Properties (a), (b) and (c) are trivially satisfied by (msk, pp,sky) for any sky in the support
of KG®(pp, msk,Y). In what follows we show that properties (d) and (e) are satisfied by at
least one sky in the support of KGO(pp, msk, Y).

The decryption error of the scheme is at most
holds that

m. Therefore, for any value of Y it

1

P Dec? ky,Enc®(pp,Y,0))=b| >1— —
r |: eC (ppﬂs Y7 nc (pp’ b )) ] —_ 160(npp+1)

KG,Enc,Dec
where sky KGO(pp, msk,Y"), and the probability is taken over the internal randomness of
the algorithms KG, Enc and Dec. The above holds for any value of Y and independently of
E1U---U&y_1, and therefore

1

Pr [Deco(pp,sky, Enco(pp,Y,b)) =b ‘ GoodSpan] >1- m,
PP

KG,Enc,Dec

where sky < KGo(pp, msk,Y’), and the probability is taken over the internal randomness
of the algorithms KG, Enc and Dec. Denote by SkSmallErrory the set of all outputs sky of
KGO(pp, msk,Y) for which

1
ekt [DGCO(PP’Skyv Enc®(pp, Y,b)) = b ‘ GoodSpan] > £,

where now the probability is taken only over the internal randomness of the algorithms Enc
and Dec. Then,

1 160(ng, +1) — Pr |Dec™ (pp, sky, Enc™ (pp, Y, b)) = b GoodSpan}
< Pr[sky € SkSmallErrory | GoodSpan] - 1

1
+ (1 — Pr [sky € SkSmallErrory | GoodSpan]) - %

Therefore,

1

Pr[sky € SkSmallErrory | GoodSpan] > 1 — 8 1 1)’
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Similarly, denote by SkGoody the set of all outputs sky of KGO(pp7 msk,Y") for which

1

Pl‘[gy - span (51 J---u gy_l) | (}/, 51, . ,gnpp+1) S GoodSpan, Sky} > m

Then, from the definition of GoodSpan we obtain

1
— < Pr[f,’y C span (81 U--- U(c,’yfl) | (K E,...,&En +1) € GoodSpan]
2(npp + 1) PP

1

< Pr[SkGoody | GoodSpan] - 1 4 (1 — Pr[SkGoody | GoodSpanl) - m
PP

and therefore

1
Pr[sky € SkGoody | (Y,&1,...,&n,,+1) € GoodSpan] > W 5 1) (3)
Therefore, combining Eq. (2) and (3) we obtain
Pr[sky € SkGoody N SkSmallErrory | (Y, &1, ..., &, +1) € GoodSpan]
1 1
> —
~ A(npp +1)  8(npp +1)
1
= 4
8(npp +1) @

Note that property (d) is satisfied by any sky € SkSmallErrory. We will now show that

property (e) is satisfied by any sky € SkGoody conditioned on GoodSpan, which together

with Eq. (4) (and the fact that Pr{GoodSpan] > 0 as shown in Claim 9) settles the proof.
Recall that & = U ™Vey | where {Ey,,}3" ™) are identically distributed and

v=1 v=1
independent given &, ..., y_1 and sky. Therefore, the definition of SkGoody implies that
1
4(npp + 1)

<Pr [é’y Cspan(&U---UEy_q)

(Y,&1,...,&n,,+1) € GoodSpan
sky € SkGoody

_ 8(npp+1) c . (K 517 - >gnpp+1) S GoodSpan

Pr [Av—l (5}/’1, C span (51 U U gyfl)) ’ sky € SkGoody

8(npp+1)

= H Pr |:(5y7v g span (51 J---u Ey_l))

v=1

(Y,&1,...,&n,,+1) € GoodSpan
sky € SkGoody

(Y, &, ... ,Snpp+1) € GoodSpan 8(npp+1)
sky € SkGoody :

= <PI‘ |:(5y71 g span (51 J---u gy_l))
Therefore,

Pr[(éyq Cspan (&1 U---U&y_1)) | (Y, &1,...,E) € GoodSpan, sky € SkGoody |

1 S D 4
>(— > =,
- (4(npp+1)> 5

Ev = E£Q (Dec”(pp,sky, Enc(pp,Y,0) ) U £Q (Dec®(pp, sky, Enc(pp, . 1))

UEQ (Deco(pm ski-, Enc®(pp, Y, 0))) uEQ (Deco(pp, sk, Enc®(pp, Y, 0))) :

In addition, recall that,
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Now, since for each b € {0,1}, £Q (Deco(pp,sky, Enco(pp, Y, b))) C &y, then for each
b € {0,1} it holds that

SQ (Deco(pp, SkYa Enco(pp7 Y? b))) (K 51, N ,gnpp+1) S GoodSpan

4
> =
Cspan(&1U---UE&—1) sky € SkGoody -5

Pr

as required. 4

For the next claim, note that if the event GoodSpan occurs, then by Claim 10 the event
FindKey occurs as well, and therefore pp*, msk* and sk} are well defined.

> Claim 11. For each b € {0,1} it holds that

Pr [Deco(pp, ski,Enc®(pp,i,b;7);7") = Dec® (pp”, sk;, Enc® (pp”, i, bsr); 7")

GoodSpan] > %,

where the probability is taken over the internal randomness r € {0,1}* and ' € {0,1}* of
Enc and Dec, respectively.

Proof. Fix b € {0,1}. The definition of the set GoodSpan, together with the fact that

Ey = Ui(:"fﬁl)é’ym where {Ey,, i(:"f”ﬂ) are identically distributed and independent given
&1,...,E -1 and sky, imply that
1
2(npp +1)

<Pr[fy Cspan (&1 U---U&Ey_1) | (Y, &1,...,E) € GoodSpan, sky]

= Pr[/\i(jf"ﬂ) (Ey,j Cspan (&1 U---U&y_1)) | (Y, &1,...,E) € GoodSpan, sky ]
8(npp+1)

= H PI‘[(EYJ‘ C span (51 U---u gyfl)) ‘ (Y, &, ... 75k) € GoodSpan, Sky]

v=1

8(nppt1)
= (Pr[(é’xl Cspan(&1U---U&y 1)) | (Y, &1,...,E) € GoodSpan, Sky]) .

Therefore,

Pr[(éy1 Cspan (&1 U---U&y_1)) | (Y,&4,..., &) € GoodSpan, sky ]

< 1 ) S(np1p+1)
> —
2(npp +1)

Y%
S

Since
Ei1=EQ (Deco(pp,ski, Enco(pp,i,O))) Uég (Deco(pp,ski, Enco(ppJ, 1)))
UéQ (Deco(pp, sk?, Enco(pp, i, 0))) UéQ (Deco(pp, sk, Enco(pp, 1, 0))) ,
then, in particular, it holds that

Pr[£Q (Deco(pp, sk}, Enco(pp,i7 b))) Cspan (&1 U---U&;_1) | GoodSpan, sk;] >

G|~

Since sk and the randomness of Enc and Dec are independent of sk;, then also

4
Pr [SQ (Deco(pp,skz‘7 Enco(pp,i,b))) Cspan(&U---U&1) ’ GoodSpan} > 5
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One of the requirements of (msk*, pp*,sk;) is that

Pr {SQ (Dec (pp*, sk, Enc® (pp b))) Cspan(&1U--- Ué'i,l)} > ?

where the probability is taken over the internal randomness of Enc and Dec, and therefore

EQ (Deco(pp, sk, Enco(pp, i,b;7); 7")) U

Pr
£Q (Dec (pp*, sk ,Enc® (pp* z,b;r);r’)) Cspan(&1 U--

GoodSpan
-1)
4
5

where the probability is taken over the internal randomness r € {0,1}* and r’ € {0,1}* of
Enc and Dec, respectively. Now, for each such r and 7’ that satisfy

£Q (Deco(pp7sk;-“, Enco(pp,z’,b; r);r')) Uuégao (Deco(pp*,sk Enc® (pp 4,05y ))
Cspan(&U---U&—q)

we claim that
Dec®(pp, sk}, Enc® (pp, i, b;7); ') = Dec® (pp sk, Enc? (Pp S, b)),

The two computations have the same explicit inputs since pps, = ppf, and sk does not
contain group elements. Assuming that the responses to the equality queries are consistent
among the two computations up to a certain point, then both computations issue the exact
same next equality query (i1,i2). Let V;, and V;, denote the group elements that are located
in the corresponding entries of the table B associated with oracle O. Let V;7 and V;} denote
the group elements that are located in the corresponding entries of the table B associated
with oracle O. Let Vii—Vi,=ap-1+ Z:ﬁ’l a, - pp, for ag,...,a, € Zy. Since the two
computations are the same up to this point, V;7 — V> = ap -1+ Z > o PPy

On the one hand, if the equality query (i,i2) is answered positively in the computation
Dec® (pp, ski, Enc® (pp, i, b; 7); '), then

(@0, -, an,,) € £Q (Dec(pp, sk, Enc® (pp, i, bi )i7"))

and therefore (ag,...,an,) € span (&1 U---U&_1). But pp* is chosen to satisfy & U
--U&;_1,and so ag-1+ Zfﬂ’l o, -ppr = 0, and this equality query is also answered positively
by the computation Dec® (pp*, sk}, Enc® (pp*, i, b;7); 7).
On the other hand if the equality query (21, i2) is answered positively by the computation
Dec® ( pp*, sk}, Enc® (pp ,i,0;7); 1), then an symmetric argument shows that this equality
query is also answered positively by the computation Deco(pp, sk, Enco(pp7 ,byr);r'). <

> Claim 12. For each b € {0, 1} it holds that
11
Pr {Deco(ppﬁkf, Enco(pp,i,b)) =b ‘ GoodSpan} > 20"

Proof. The event GoodSpan implies the event FindKey, and therefore the secret key sk
chosen in Step 3 satisfies

%) 19
T {Deco(pp*,sk Enc® (pp 1, b)) = b} > —
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where the probability is taken over the internal randomness of the algorithms Enc and Dec.
Combining this with Claim 11 we obtain

Pr {Deco(pp,skf, Enco(pp, i,0)) #b ’ GoodSpan]

Dec® (pp, sk}, Enc® (pp, i, b; ); 1’
. l ( (oo, 7))

~ o~

+ Deco(pp’ﬂskf7 Enco(pp*, i,b;r);r")

GoodSpan]

+Pr [Deco(pp*, sk;,Enc®(pp*,i,b)) # b]
<21
=57 20
9

=—. <
20

For the following claims, we denote by Pass the event that sk} passes the test in Step 5,
and denote by Win the event in which Exptzge 4(A) = 1.

> Claim 13. Pr[Win | GoodSpan] > 41 . (1 — e=%().
Proof. Claim 12 and Chernoff’s bound imply that
Pr[Win | GoodSpan] > Pr[Win | Pass N GoodSpan] - Pr[Pass | GoodSpan]

11 .05)2
220-(1—6_(02’)'%"1"/\>. <
> Claim 14. Pr[Win | GoodSpan] > % - (1 — e=%™).

Proof. Recall that FindKey denotes the event in which A finds (msk™, pp*,sk;) in Step 3 that
satisfies the required properties. Therefore,
Pr[Win | GoodSpan] = Pr[Win | FindKey N GoodSpan] - Pr[FindKey | GoodSpan]
+ Pr[Win | FindKey N GoodSpan] - Pr[FindKey | GoodSpan]
= Pr[Win | FindKey N GoodSpan] - Pr[FindKey | GoodSpan]

+ % - Pr[FindKey | GoodSpan]| (5)

Denote by FoundUseful the event in which A finds sk} in Step 3 and the success probability
of sk} at decrypting correctly is at least 1/2. That is, FoundUseful is the event in which
for each b € {0,1} it holds that Pr[Dec®(pp,sk},Enc®(pp,i,b)) = b] > 1/2, where the
probability is taken over the internal randomness of the algorithms Enc and Dec. Then,
FoundUseful C FindKey, and therefore,

Pr[Win | FindKey N GoodSpan]

= Pr[Win | FoundUseful N GoodSpan] - Pr[FoundUseful | FindKey N GoodSpan] (6)

+ Pr[Win | FindKey N FoundUseful N GoodSpan] - Pr[FoundUseful | FindKey N GoodSpan]

Now, it holds that

—_—— 1
Pr[Win | FoundUseful N GoodSpan] > B (7
and that
Pr[Win | FindKey N FoundUseful N GoodSpan]
> Pr[Win | Pass N FindKey N FoundUseful N GoodSpan]
- Pr[Pass | FindKey N FoundUseful N GoodSpan] (8)
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11

Recall that in Step 5 sk} passes the test when decryption is correct for more than X - 55 °
(1 — %) = 0.5225 - X\ times out of A times. Therefore, by Chernoff’s bound,

5)2
Pr[Pass | FindKey N FoundUseful N GoodSpan] < em EE R — 00, (9)

In addition,

1
Pr[Win | Pass N FindKey N FoundUseful N GoodSpan] = 3 (10)

Thus, combining Eq. (8), (9) and (10) we obtain

1
Pr[Win | FindKey N FoundUseful N GoodSpan] > 3 (1 - e_Q(’\)) (11)
and combining Eq. (6), (7) and (11) we obtain
s CocdSoany > L —a)
Pr[Win | FindKey N GoodSpan] > 3 (1 —e ) . (12)
Finally, combining Eq. (5) and (12) we obtain
_— 1
Pr[Win | GoodSpan] > — - (1 - e_Q()‘)) . <
2
> Claim 15, Pr [Exptzpe 4(A) = 1] 2 § + g5y — ¢ *W

Proof. From Claim 13 and Claim 14 we obtain

Pr[Win] = Pr[Win | GoodSpan] - Pr[GoodSpan] 4+ Pr[Win | GoodSpan] - Pr[GoodSpan|

2 (1 — e*QO‘)) - Pr[GoodSpan] + % : (1 - e*QO‘)) - (1 — Pr[GoodSpan])

20
o411 —a()
+ <20 2) Pr[GoodSpan] — e

2
1
2

Y

1
+ 2 - Pr[GoodSpan] — =¥,

Lemma 9 now implies that

1 1 1
PrWin] >~ + — . ———— — ¢~ %W
2 20 2(npp+1)
i : —aM)
ot _ <
2 Wyt 1) ©
This settles the proof of Theorem 7. |
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A Proof of Lemma 6

The random variables X1, ..., X} are independent and identically distributed, and therefore
for every i € [k] it holds that

Pr[Xk Qspan(Xlu---UXk,l)] :PI‘[XZ Qspan(Xlu---UXi,l UXZ+1UUX]€)]
Thus,
Pr(X, € span (X1 U -+ U Xp_1)]

k
1
:g-ZPr[Xi,Q_span(X1U~~-UX¢,1 UXiJrlU'“UXk)]

=1

k
Z Z Pr [(Xl,,Xk) = (Ul,,Uk)] '1{U¢§Zspan(U1u-uuUi,lUUiJrlU---uUk)}
i=1 Uy,...,.U,CV

x| =

k

EER] Xk) = (U17 ey Uk)] : Z 1{Uig5pan(U1U.HUUi_lUUi_*_lu..AUUk)}a

Uy,...,U,CV i=1

Il
ol il
]

o
=

26:21
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where for any event £ we denote by 1¢ its indicator. Since the vector space V' is of dimension
dim(V), then for any Uy,...,U, C V there are at most dim(V) indices i € [k] for which
U; € span(Uy U+~ UU;—1 UUj41 U--- U Uy). Therefore,

Pr[Xj, & span (X; U -+ U Xp_1)]
. Pr{(Xi,...,X3) = (U,...,Up)] - dim(V) = dimk:(V)'
Ui,...,U,CV

<

| =

B Proof of Lemma 8

Our proof of Lemma 8 relies on the following lemma (note that, unlike in the statement
of Lemma 6, here the random variables X7, ..., X} are not assumed to be independent or
identically distributed):

» Lemma 16. Let k > 1, and let Xq,..., X be random variables over subsets of a linear
vector space V' of dimension dim(V'). Let Y be distributed uniformly over {1,...,k} and
independent of X1,..., Xy. Then,

dim(V)
P

Xh_wg(kvy[ y €span (X, U---UXy_1)] <

Proof of Lemma 16. Observe that

AAAAA

:Z Z X PI)‘(k,Y[Y:i/\(Xl"“7Xk):(Ul“"’Uk)}'1{U1gspan(U1U~-UUi,1)}

,,,,,

= > Pry =i Pr [(Xa Xe) = (Un U] L gapan(nov,y)y (13)

.....

k
1
- k- Z lerxk[(X17-~~7Xk) = (U1,...,Uk)] - (2 l{UiSZSPan(UlLJ“'UUil)}) (14)

g%- S Pr (X X0) = (Ur,.. U] - dim(V) (15)

where Eq. (13) follows from the fact that Y is independent of Xi,..., X, Eq. (14) follows
from the fact that Y is uniformly distributed, and Eq. (15) follows from the fact that V is of
dimension dimV'. <

Equipped with Lemma 16, we now prove Lemma 8.
Proof of Lemma 8. On the one hand, Lemma 16 implies that

k —dimV
7Im SPI‘[XY gspan(XlLJu-UXy,l)].
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On the other hand,

Pr[Xy Cspan(Xj;U---UXy_1)]
=Pr[Xy Cspan(X;U---UXy_1) | (Y, X1,...,X) € GoodSpan| - Pr[GoodSpan]
+Pr[Xy Cspan(X;U---UXy_1) | (Y,X1,...,X;) € GoodSpan| - Pr[GoodSpan]
k—dimV
2k

< Pr[GoodSpan] +

Therefore,

k —dimV

Pr[Good >
r[GoodSpan] > ok
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