Sample-Based Proofs of Proximity
Guy Goldberg #
Weizmann Institute of Science, Rehovot, Israel
Guy N. Rothblum #
Weizmann Institute of Science, Rehovot, Israel
Abstract
Suppose we have random sampling access to a huge object, such as a graph or a database. Namely,
we can observe the values of random locations in the object, say random records in the database
or random edges in the graph. We cannot, however, query locations of our choice. Can we verify
complex properties of the object using only this restricted sampling access?
In this work, we initiate the study of sample-based proof systems, where the verifier is extremely
constrained; Given an input, the verifier can only obtain samples of uniformly random and i.i.d.
locations in the input string, together with the values at those locations. The goal is verifying
complex properties in sublinear time, using only this restricted access. Following the literature on
Property Testing and on Interactive Proofs of Proximity (IPPs), we seek proof systems where the
verifier accepts every input that has the property, and with high probability rejects every input that
is far from the property.
We study both interactive and non-interactive sample-based proof systems, showing:
On the positive side, our main result is that rich families of properties / languages have sub-linear
sample-based interactive proofs of proximity (SIPPs). We show that every language in N C has
a SIPP, where the sample and communication complexities, as well as the verifier’s running
e √n), and with polylog(n) communication rounds. We also show that every language
time, are O(
that can be computed in polynomial-time and bounded-polynomial space has a SIPP, where the
sample and communication complexities of the protocol, as well as the verifier’s running time
√
are roughly n, and with a constant number of rounds.
This is achieved by constructing a reduction protocol from SIPPs to IPPs. With the aid of
an untrusted prover, this reduction enables a restricted, sample-based verifier to simulate an
execution of a (query-based) IPP, even though it cannot query the input. Applying the reduction
to known query-based IPPs yields SIPPs for the families described above.
We show that every language with an adequate (query-based) property tester has a 1-round
SIPP with constant sample complexity and logarithmic communication complexity. One such
language is equality testing, for which we give an explicit and simple SIPP.
On the negative side, we show that interaction can be essential: we prove that there is no
non-interactive sample-based proof of proximity for equality testing.
Finally, we prove that private coins can dramatically increase the power of SIPPs. We show a
strong separation between the power of public-coin SIPPs and private-coin SIPPs for Equality
Testing.
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1

Introduction

A fundamental question in the theory of computing is understanding the power of efficiently
verifiable proof systems. This question was studied in various computational models, and
with various restrictions on the verifier. In this work we initiate a study of proof systems
with an extremely restricted sample-based verifier. Such a verifier can only obtain samples of
uniformly random and i.i.d. locations in the input string, together with the values at those
locations. It cannot query locations of its choice. The goal is verifying complex properties in
sublinear time, using only this restricted access. We begin this introduction with background
on interactive proof systems and proof systems with sublinear verifiers, before presenting
more formally the model we study in this work.
An interactive proof system [20, 1] is an interactive protocol between a prover and a
weaker verifier, in which the prover tries to convince the verifier of the validity of some
computational statement. The computational statement is most commonly considered to
be x ∈ L, where x is an input (that is usually known to both the prover and the verifier),
and L is some language. We require that if x ∈ L, then there exists a prover strategy that
makes the verifier accept (“completeness”). A prover that follows this strategy is named an
“honest” prover. The second requirement (“soundness”), is that if x ∈
/ L, then no prover can
make the verifier accept, except for a small probability of error. The famous IP = PSPACE
Theorem [28, 35] shows that interactive proof systems with polynomial-time verifiers are
remarkably powerful. Such proof systems can be used to prove any statement computable in
polynomial space.
There are various resources one can consider when restricting the verifier in a proof system.
One challenging frontier is sublinear-time verification [11, 33]. In such a proof system, the
verifier cannot even read the input in its entirely. Following the literature on sublinear-time
algorithms and property testing [34, 15], soundness is relaxed. In an Interactive Proof of
Proximity (IPP), the verifier has to only make an approximate verification. Instead of
rejecting any inputs x ∈
/ L, the verifier is required to reject (with high probability) only
inputs that are far from L, where we say that x is ϵ-far from L if the (fractional) Hamming
distance of x from every input in L is at least ϵ ∈ (0, 1). The verifier should still accept
any input that is in the language. IPPs are known for general families of languages [33, 30].
This stands in contrast to the study of property testing, where testers rely on the specific
structure (e.g combinatorial or algebraic) of the problem at hand.
In a standard IPP, the verifier has query access to the input. The input x ∈ {0, 1}n
is treated as an oracle. For each query, the verifier chooses an index i ∈ [n], and “reads”
the i-th bit of the input xi . The main goal of an efficient sublinear proof system is for the
verifier to have sublinear running time. In addition, we also consider the query complexity of
the verifier, which is the number of queries the verifier makes (the number of bits it reads
from the input). Other measures of complexity are communication complexity (total number
of bits exchanged between the prover and the verifier), round complexity (where in each
round, each party sends a single message to the other party) and the running time of the
honest prover. We stress that the prover has full (explicit) access to the input. Whereas we
are interested in the running time of the honest prover, a cheating prover is unreliable and
untrusted, and is computationally unbounded.
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We can also consider non-interactive proof systems, which is a more limited type of proofs.
In such a proof system, the prover is restricted to send a single message to the verifier (a
proof); the verifier cannot send any messages to the prover. In a non-interactive proof of
proximity [25] the verifier has query access to the input, and should have sublinear running
time and query complexity. Soundness is relaxed in a similar manner to IPPs, and the
verifier needs to reject only inputs that are far from the language. Such proofs are named
Merlin-Arthur Proofs of Proximity, or MAPs. See the full version of the paper for formal
definitions of (query-based) IPPs and MAPs.

2

This Work

The queries of a sublinear verifier in a proof system can be restricted in various ways. In this
work, we take the restriction on the verifier input access to the extreme. We consider proof
systems where the verifier has only sample-based access to the input. In this model, the
verifier is only provided with uniformly distributed labeled samples from the input. Namely,
it draws samples from the input x ∈ {0, 1}n , each one of the form (i, xi ). The index i of
each sample is distributed uniformly and i.i.d from the set of all possible indices [n], and
xi ∈ {0, 1} is the value of the input x at index i. The model of sample-based access is inspired
by the literature on property testing [15, 17], and it is common in various models of machine
learning, including PAC learning [36].

SIPPs
The main objects we study in this work are interactive proof systems of proximity, where the
verifier has only sample-based access to the input. We call such proof systems Sample-based
Interactive Proofs of Proximity, or SIPPs. Such proof systems are essentially IPPs, where
the verifier is restricted to be sample-based, as described above. We emphasize that while
the verifier is restricted in its access to the input, the prover still has full access to it. In such
proof systems we replace the term query complexity with sample complexity, as the verifier
now draws samples, instead of making queries. Other measures of complexity are similar to
the measures of complexity of IPPs. For a formal definition of SIPPs see the full version of
the paper.

SMAPs
We are also interested in non-interactive proof systems of proximity, where again the verifier
is restricted to be sample-based. We call such proof systems Sample-based Merlin-Arthur
proofs of Proximity, or SMAPs. We emphasize that in SMAPs (as in MAPs) the verifier
has full access to the proof. Its access to the input x is the only additional restriction. As
in SIPPs, we use the term sample complexity to denote the number of samples the verifier
draws from the input. The other important measure of complexity of a SMAP is the proof
length. For a formal definition of SMAPs see the full version of the paper.

Research Question
We now present the main research question of this work
What are the power and the limitations of interactive and non-interactive
proofs of proximity when the verifier has only sample-based access to the input?
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A Concrete Motivation: Delegation of Sample-based Computations
We find the sample-based access model to be very natural, and worthy of study in its own
right. It captures access to objects for which obtaining labeled samples is easy, whereas
querying them in arbitrary locations is infeasible. In addition, verification with a samplebased verifier is also motivated by real-world applications. Consider the scenario in which a
passive observer (a client) wants to study some complex phenomena, even though it only
sees a small random part of the world. For examples, consider a statistician who wants to
compute some statistical quantity over a large population (by performing a survey on a small
group), a website that tries to learn the preferences of its potential clients (and only sees a
random sample comprised of users that currently use it), or a weather forecaster who wishes
to understand weather patterns, based on data it receives from a few sensors deployed at
random locations. An untrusted company might claim to have already computed a model of
the phenomena, based on data that is not available to the observer. The company offers to
sell the model to the client. How could the client ascertain that the model indeed represent
the reality, when it only sees a small random part of the relevant data?
A solution we propose in this work is to have the company provide a proof for the quality
(approximate correctness) of its output. Such a proof can be a “written” proof, in which
the company explains succinctly the validity of the claimed model. A second option is to
have an interactive proof, in which one asks the company questions regarding the model in
order to be convinced of its validity. A written, non-interactive proof is the easier option.
Therefore, it is of interest to distinguish between tasks that must have interaction for their
verification, and tasks that can be verified by non-interactive proofs. In both cases, the
observer would need to consider the resource gap between learning and verifying, where the
main resources for verification are the “proof complexity” (length of written proof, or the
cost of communicating with the company in interactive proofs), along with the data it needs
to gather on its own (the samples). If verifying is easier than learning, it can purchase the
model from the company and cost-effectively verify the proof, instead of learning the model
on its own.
We note that delegation of computation was considered in previous works, starting with
[19], who studied how a a powerful server (but not unbounded) can run a computation
for a weaker client, and provide an interactive proof of the output’s correctness. It was
extended to the case when the verifier can only run in sublinear time in [33], and to the area
of machine learning in [21]. In this work we further extend this line of study, to delegation of
computational problems where the access of the client is sample-based.

3

Our Results

In this work we show that sample-based interactive proofs of proximity can be very powerful.
In some cases, sample-based IPPs are almost as powerful as query-based IPPs. This is
perhaps surprising, as sample-based testers are much more limited compared to query-based
testers.
Our main result is that rich families of languages have sub-linear SIPPs. In addition, we
show that even a single round of communication increases the power of the verifier. On the
other hand, interaction is necessary to utilize the power of a prover. We show limits on the
power of non-interactive proofs of proximity. We next describe our results in more detail.
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Interactive Sample-Based Verification for Rich Families
The first family we consider is log-space uniform N C.
▶ Theorem 1 (informal). Let L be a language in log-space uniform N C, and let ϵ ∈ (0, 1) be
a fixed constant. Then there is a SIPP with proximity parameter ϵ for L. The sample and
e √n).
communication complexities of the SIPP, as well as the verifier’s running time, are O(
In addition, the SIPP has poly(log n) rounds, and the (honest) prover runs in time poly(n).
The second family is languages that can be computed in polynomial-time and boundedpolynomial space.
▶ Theorem 2 (informal). Fix a constant σ ∈ (0, 1), and let L be a language that is computable
in poly(n)-time and O(nσ )-space. Let ϵ ∈ (0, 1) be a fixed constant. Then there is a SIPP
with proximity parameter ϵ for L. The sample and communication complexities of the SIPP,
as well as the verifier’s running time, are n1/2+O(σ) . In addition, the SIPP has a constant
number of rounds, and the (honest) prover runs in time poly(n).
In order to prove these theorems, we construct a generic reduction from SIPPs to IPPs.
This reduction is the most technically-involved part of this work. We then apply the reduction
to the IPPs of [33, 30, 32], and prove Theorem 1 and Theorem 2.
We make several remarks on the SIPPs of Theorem 1 and Theorem 2. First, Kalai and
Ruthblim [26] showed that, under cryptographic assumptions, the sample and communication
√
complexities cannot both be o( n), so both results are nearly optimal. Both SIPPs use
private coins, and we note that this is in contrast to known query-based IPPs for general
computations, which use public coins [33, 30, 32]. The power of SIPPs with public coins is an
intriguing open question. Finally, the communication and sample complexities can be traded
√
off: For desired sample complexity s ≤ n, we can obtain similar results with communication
roughly ns . Note, however, that we do not know how to obtain communication complexity
√
o( n) (unlike the case of IPPs). See Section 6 for further discussion on the above points.

1-round SIPPs
We show that even with a single round of communication, SIPPs are exponentially more
powerful than sample-based testers. Specifically, we consider the problem of Equality Testing.
In this problem, an algorithm gets as input two binary strings x, y, and needs to accept if x = y
and reject if x is far from y. Formally, we define EQU = {(x, x) | x ∈ {0, 1}n } ⊆ {0, 1}2n .
▶ Theorem 3 (informal). For any fixed ϵ > 0:
1. Any sample-based tester with proximity parameter ϵ for EQU has sample complexity
√
s = Ω( n).
2. There exists a 1-round, private coin, sample-based interactive proof of proximity for
EQU, with proximity parameter ϵ, communication complexity c = O(log n/ϵ) and sample
complexity s = O(1/ϵ).
That is, we prove an exponential separation between the power of sample-based testers
and the power of 1-round sample-based interactive proofs of proximity.1 The first item of
Theorem 3 follows from first principles, and for the second item we construct and analyze a
simple SIPP. Note that the lower bound in Theorem 3 is tight; for every ϵ > 0 there exists a
√
sample-based tester for EQU with proximity parameter ϵ and sample complexity O( n/ϵ).

1

We compare the sample complexity + communication complexity of the SIPP with the sample complexity
of the tester.
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We then extend and generalize the SIPP for equality to every property that has a
non-adaptive and fair (query-based) tester.2
▶ Theorem 4 (informal). Let ϵ > 0, and let L be a property with non-adaptive (query-based)
fair tester, with proximity parameter ϵ, and query complexity q = q(n, ϵ). Then L has a
1-round SIPP, with proximity parameter ϵ, communication complexity O(q 2 ·log n) and sample
complexity s = O(q).
In particular, if the query complexity q of the query-based tester is constant (i.e., does
not depend on n), then the sample complexity of the resulted SIPP is also constant, and
its communication complexity is logarithmic. For languages that have POTs (proximity
oblivious testers) we give SIPPs with slightly better communication complexity. See the full
version of the paper for the exact statement and parameters.

Lower Bounds
We showed that sample-based interactive proofs of proximity are very powerful, when
compared to sample-based testers. Our next result is on the limitation of sample-based
non-interactive proofs, which we call SMAPs. We show that for the Equality Testing Problem,
such proofs are very limited in their power. Namely, we prove the following result:
▶ Theorem 5 (informal). Let ϵ > 0. If a SMAP for EQU with
proximity parameter ϵ has
√
proof length p = o(n), then its sample complexity is s = Ω( lognn ).
As observed by [33], if we allow a linear proof length, a prover can simply send the entire
input as the proof. The verifier can read the proof, and verify it is equal to the real input
by drawing a constant number of samples from it. Hence, Equality Testing has a SMAP
with linear proof length and constant sample complexity (i.e., s = O(1/ϵ)). In addition,
√
Equality Testing has a sample-based tester with sample complexity of O( n) (without a
proof). Theorem 5 shows that equality testing has no SMAP that is “non-trivial”. A SMAP
for this problem must have linear proof length, or sample complexity as large as the sample
complexity of a tester that is not aided by a proof (up to a logarithmic factor).
The proof of Theorem 5 is by a reduction to a communication complexity protocol. We
show that a SMAP for equality with short proof length and low sample complexity, implies a
communication protocol for equality with parameters that are impossible to achieve.
Finally, our last result is regarding the limitation of public-coins SIPPs. We consider
again the Equality Testing Problem, and show that public-coins SIPPs for this problem are
very limited.
▶ Theorem 6 (informal). If a public-coins SIPP for EQU with proximity parameter ϵ = 0.1
√
has communication complexity c and sample complexity s = o( n), then c · s = Ω(n).
We note that the lower bound of Theorem 6 is weaker than the one of Theorem 5, but it
√
is tight (up to a logarithmic factor). For every s ≤ n and ϵ > 0 there exists a 1-round
public-coins SIPP for equality testing with proximity parameter ϵ, sample complexity s and
e n ). Also note that Theorem 6 implies an exponential
communication complexity c = O(
ϵ·s
2

A tester is said to be non-adaptive if it determines all its queries based on its internal coin tosses,
independently of the specific (implicit) input it gets. A testers is said to be fair if each of its queries to
an input x ∈ {0, 1}n , is uniformly distributed in [n].
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separation between the power of private-coins SIPPs and public-coins SIPPs. This result
stands in contrast to the model of query-based IPPs, in which [33] showed that the expressive
power of private-coin IPPS is essentially equivalent to that of public-coin IPPs.
For full and formal statements of the theorems, please see the full version of this paper.

4

Related Models

In the previous sections we discussed query-based and sample-based property testers, as
well as query-based interactive and non-interactive proofs of proximity. We next discuss two
additional models that are related to sample-based proofs of proximity.

Comparison With Distribution Testing
In distribution testing, a tester is given samples of an unknown distribution over a finite
domain Σ = [N ]. It is asked to determine whether the distribution has some property or is
far from any distribution that has this property (i.e., the variation distance is large).3 The
main complexity measure of interest is the tester’s sample complexity, as a function of the
support size of the distribution. See Canonne [4] for a survey on this area.
Chiesa and Gur [5] initiated the study of proofs of proximity for distribution testing, and
explored both interactive and non-interactive proof systems. Note that the prover in such
a proof system has full knowledge of the distribution, even if it cannot be represented in a
finite manner. They showed that such proof systems can be powerful. For example, every
√
property of distributions has a non-interactive proof system with sample complexity O( N )
and proof length O(N log N ).
In the sample-based setting we can also consider a large input alphabet Σ. Such an
input implicitly defines a distribution over Σ, where the probability of every σ ∈ Σ is in
proportion to the number of its appearances in the input string. However, a sample-based
tester gets more information than just samples from this distribution; It gets the index of
each sample. This allows for expressing much richer properties in the sample-based settings
than in distribution testing. Other properties, that are invariant under permutations of the
indices, are called symmetric properties.4 Goldreich and Ron [17] showed that without a
prover, testing such properties is equivalent to distribution testing. That is, the advantage of
seeing the indices of the samples does not increase the power of the tester significantly.
This is not the case when the tester is aided by a prover. Namely, sample-based interactive
proofs (of symmetric properties) are stronger than interactive proofs for distributions. With
the aid of a prover, a verifier can take use of the indices it sees. For example, consider the
problem where the input is a string x ∈ Σn , and one needs to test if the distribution of xi ,
for a uniformly random choice of i, is itself uniform over Σ. On the one hand, [5] proved that
in the distribution testing setting, when the verifier
√ does not see the indices of the samples,
any proof system for this problem requires Ω( N ) samples. On the other hand, a result
of [11] implies a SIPP with constant sample complexity (and logarithmic communication
complexity) for verifying this property.5

3

4
5

The variation distance between D and D′ is 12 · v |D(v) − D′ (v)| where D(v) (resp., D′ (v)) denotes
the probability that an element distributed according to D (resp., D′ ) equals v.
Formally, a property L ⊆ Σn is said to be symmetric if for any permutation π : [n] → [n], if it holds
that x ∈ L if and only if π(x) ∈ L, where π(x) ∈ Σn is defined by [π(x)]i = xπ(i) for every i ∈ [n].
The result of [11] is stated for verifying that the input is a “permutation”, which is equivalent to the
uniformity testing problem defined above.

P
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We note that one result of [5] is similar in spirit to a result in this work. Theorem 1.4
in [5] shows an exponential separation between the power of distribution testers and the
power of 1-round interactive proofs of proximity for distributions. In Theorem 3 in this work
we show an exponential separation between the power of sample-based testers and the power
of 1-round SIPPs.
Also note that [5] showed a strong separation between the power of interactive proofs
and the power of public-coins interactive proofs for distributions. Namely, [5] shows that
if a distributions property has a public-coins interactive proof system with communication
complexity c and sample complexity s, then this property has a tester with sample complexity
O(c · s).
In Theorem 6 we also show a separation between the power of private-coins protocols and
the power of public-coins protocols, in the model of sample-based IPPs. The lower bound in
our result is of different nature than the one of [5]. First, we give a lower bound for a specific
problem (equality testing), wheres [5] showed a general separation result. Second, equality
√
testing has a tester with sample complexity O( n). We give a lower bound which is not of
√
the form c · s = Ω( n). In Theorem 6 we prove that if a public-coins SIPPs for equality has
√
sample complexity s = o( n) and communication complexity c, then c · s = Ω(n). We have
√
that (assuming s = o( n)), the product c · s is (much) larger than the sample complexity of
testing equality (without a prover). Also note that the proof uses very different tools than
the ones used by [5].

Machine Learning
Goldwasser et al. [21] studied verification of machine learning. In this setting, a verifier
has sampling access to an unknown distribution over labeled examples, and wants to verify
that a given hypothesis, which has error ϵ, is the best one in some fixed hypothesis class.
From a property testing perspective, the prover wants to convince the verifier that the input
distribution D has the property “every hypothesis in the class has error larger than ϵ on D”.
The verifier should reject distributions that are far from this property.
The work of [21] shows that for some hypothesis classes, verification can be easier than
learning, where the measure of complexity is sample complexity. An important case studied
in machine learning is when the distribution of the samples (without the labels) is uniform.
This scenario is similar to the one we study in this work, in the sense that the view of the
verifier is the same: In both cases, it receives labeled samples from a large “world”, where
the distribution over the domain set / indices is uniform. Even for the case of a uniform
distribution, one difference between [21] and this work, is that they focus on verification
of specific types of properties (namely, machine learning properties as above), with sample
complexity smaller than the VC dimension of the hypothesis class in question. We, on the
other hand, study verification of general properties, and in some of our results the sample
complexity is as large as the square root of the domain size (which is still sublinear).

5

Technical Overview

Main Result
Our main technical contribution is the reduction from SIPPs to IPPs. We next give a
high-level sketch of this reduction, which we describe formally and prove in the full version
of the paper.
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Consider a language L that has a sublinear IPP (i.e., an IPP with query complexity,
communication complexity and verifier running time that are all sublinear). Also assume
the IPP uses only public coins, and so w.l.o.g the verifier queries the input only after its
interaction with the prover ends.6 Furthermore, assume the indices of the queries depend
solely on the public coins. That is, they do not depend on the messages sent from the prover,
nor on the input itself. Note that this assumption holds for many useful sublinear IPPs, see
e.g. [33, 30, 32].
Our goal is to show that L has a sublinear sample-based IPP. Consider the following
strategy: The verifier of the SIPP privately tosses the coins that a verifier of the query-based
IPP would have tossed publicly. It then computes the indices Q ⊆ [n] it needs to query for
these coin tosses, before it starts the interaction with the prover. But now, the verifier faces
an issue. These queries have structure; they are dependent on each other. The SIPP verifier
can draw a set of i.i.d samples from the input, but it cannot query the indices Q.
The first key idea of the reduction is to execute a (query-based) IPP on a permuted version
of the input. That is, rearrange the bits of the input string x according some permutation,
such that the indices of the queries the IPP verifier needs to make to the permuted input are
mapped to the indices of samples the SIPP verifier drew. I.e, the SIPP verifier draws a set
of samples, let S be their indices. The verifier then chooses a permutation π mapping Q to
S, sends π to the prover, and executes the query-based IPP on the input y = π −1 (x) with
respect to the claim π(y) ∈ L7 where in the IPP the verifier uses the coins chosen above
(leading to queries Q). The completeness of this protocol is immediate. But what about its
soundness?
The issue is that sending the permutation to the prover might reveal Q. The prover
can use the knowledge on Q to deduce what coin tosses the verifier is going to use for the
execution of the query-based IPP. This is a big problem, as the soundness of an interactive
proof relies heavily on the prover not knowing the verifier’s coins in advance.
A possible solution is to use a random permutation. We show that, if the indices in S are
distributed uniformly and i.i.d, then a random permutation that maps Q to S does not leak
information regarding Q. One can show that this implies that the soundness of the IPP is
maintained. An issue with this solution is that the representation of a random permutation
is large: it requires Θ(n log n) bits. As the verifier needs to send the prover a representation
of the permutation, this results in a protocol with super-linear communication complexity.
Instead, use can use a family of k-wise independent permutations, where k is the query
complexity of the IPP (i.e., the size of Q). A permutation sampled from such a family is
indistinguishable from a permutation chosen at random from the set of all permutations,
for any process that receives the value of either of the permutations at any k points of its
choice. The verifier can choose a (random) permutation from the family, that maps Q to
S. We show that sending this permutation to the prover does not reveal Q, as long as it
represented in a canonical way. In addition, such a permutation can be represented by a
small number of bits. Known construction of approximate k-wise independent permutations
e
can be represented by only O(k)
bits, where again k is the query complexity of the original
8
IPPs, and hence sublinear.

6

7

8

In a public coins protocol the coin tosses are the only messages the verifier sends to the prover. Hence,
the verifier’s messages do not depend on its queries, and we can assume the verifier queries the input
only after the interaction is over.
Note that in order to execute an SIPP for one language, we need to perform an IPP for another language.
This is why the actual reduction is on a family of languages, that should be closed under the appropriate
operation.
For our purposes it is enough to consider a relaxed notion of almost k-wise independence, where the
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Say that we have such a family of permutations. How can we choose a random permutation
from it that maps the indices Q to the indices S? A possible process is for the verifier to
draw permutations again and again, until it is “lucky” and finds a suitable permutation.
This process may take exponential time, which results in a verifier with runtime that is very
much not sublinear. Unfortunately, we do not know of a family that allows for performing
such a sampling process in significantly more efficient manner.
Thus, rather than k-wise permutations, we use k-wise independent hash functions. This
solves the issue of efficiently sampling a function that maps the indices Q to the indices
S.9 But what about the other indices? In hash functions, unlike permutations, there are
collisions. A function might map two indices to the same one, or have an index in the range
without a source. Hence, it might be impossible to “recover” the original input from its
transformed version.
Our solution to this uses two ideas. First, observe that a k-wise independent hash function
indeed can have collisions, but not too many. With high probability, at least a constant
fraction of the indices are mapped one-to-one, and hence the bits at these “good” locations
can be recovered. For a single function we can ignore all the other indices, and consider only
the “good” ones.
Next, rather than a single one, we use many hash functions. We prove that using
m = O(log n) functions ensures that every bit can be recovered by at least a constant fraction
of the functions, with high probability. As its first message, the verifier sends to the prover
all of the m hash functions. See the full version of the paper for the exact construction. The
protocol is well-defined, and it is complete (since the honest prover can recover the entire
input).
We turn back to soundness. One concern (that was already discussed), is that the
prover might learn something about the coins that are going to be used for the IPP, from
the functions sent by the verifier. We prove that this is not the case. From the prover’s
perspective, the coins used for the IPP are totally random, even conditioned on the hash
functions it gets from the verifier. Another concern is that during the transformation process
we might damage the distance of the tested input from the language. We prove that this
transformation is distance preserving, and can only decrease the distance by a constant factor.
If an input x is ϵ-far from from the original language L, and f (x) is the transformed version
of x, then with very high probability (over the samples of the verifier) f (x) is 120ϵ-far from
the set {f (x′ ) | x′ ∈ L}.
We next phrase formally the reduction from SIPPs to IPPs, and the theorems we prove
by using this reduction. We first introduce the following definition.
▶ Definition 7. A family L of languages is closed under composition with log-space uniform
N C 1 circuits, if the following condition holds: For every language L : {0, 1}∗ → {0, 1}
in L (which might be a pair language10 or not) and every function g : {0, 1}∗ → {0, 1}∗
that can be computed by an ensemble of log-space uniform N C 1 circuits, the composition
L(g(·)) : {0, 1}∗ → {0, 1} is in L.

advantage of a distinguisher is limited by some δ. For efficient constructions of such families see the
work of Kaplan, Naor and Reingold [27].
9
Namely, we use polynomials of degree at most k − 1 as the hash functions. The verifier can find a
suitable function by performing polynomial interpolation, which can be done in sublinear time by using
the Fast Fourier Transform.
10
In a pair language, one part of the input is explicit and fully known to both the prover and the verifier,
and one part of the input is implicit, and the verifier has only partial access to it (query or sample
based). In the soundness requirement of a protocol for a pair language, distance is measured in respect
to the implicit input. I.e., for every explicit input, and every implicit input that is far from the language
(conditioned on the specific explicit input), the verifier should reject. See the full paper for a formal
definition of pair languages.
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Note that, for example, the family of languages that can be computed by a log-space Turing
Machine, and log-space uniform N C i (for i ≥ 1) are families of languages that are closed
under composition with log-space uniform N C 1 circuits.
We now state formally the reduction theorem:
▶ Theorem 8. Let L be a family of pair languages that is closed under composition with
log-space uniform N C 1 circuits. Assume that there are functions q, c, v, d : N → N and a real
value ϵ > 0 such that every L ∈ L has a (query-access) IPP with proximity parameter ϵ, with
the following properties:
1. The protocol uses only public-coins.
2. The query complexity of the protocol is O(q(n)), its communication complexity is O(c(n)),
its randomness complexity (the number of public coins the verifier tosses) is r = r(n),
the verifier running time is O(v(n)), and its round complexity is poly(d). Also assume
(w.l.o.g) that the verifier tosses exactly r(n) coins.
3. The indices of the queries depend only on the public coins of the verifier. That is, for each
L ∈ L, there is a deterministic function that maps the public coin tosses of the verifier
to the indices it queries in the input. Also assume (w.l.o.g) that the verifier queries the
input only at the end of the IPP, after the interaction with the prover ends.
4. The (honest) prover runs in time poly(n).
Then every L ∈ L has a sample-based IPP with proximity parameter 120ϵ. The sample
e
e
complexity of the protocol is O(q(n)),
its communication complexity is O(c(n)
+ q(n)), the
e
verifier running time is O(v(n) + q(n)), its round complexity is poly(d), and it is a private
coin protocol. In addition, the (honest) prover runs in time poly(n).
We use this reduction to prove that rich families of languages have SIPPs with sub-linear
sample and communication complexities. The first family we consider is log-space uniform
N C. Rothblum, Vadhan and Wigderson [33] showed that any language in this family has a
sub-linear (query-based) IPP. By applying the reduction of Theorem 8 on their result we
prove the following:
▶ Theorem 9. Let L be a language in log-space uniform N C, and let ϵ ∈ (0, 1) be a
fixed constant. Then there is a SIPP with proximity parameter ϵ for L. The sample and
e √n).
communication complexities of the SIPP, as well as the verifier’s running time, are O(
In addition, the SIPP has poly(log n) rounds, and the (honest) prover runs in time poly(n).
Reingold, Rothblum and Rothblum [30] proved that every language that can be computed
in polynomial-time and bounded-polynomial space has a sub-linear constant-round IPP. We
apply our reduction on their result, and show that every such language also has a sub-linear
constant-round sample-based IPP:
▶ Theorem 10. Fix a constant σ ∈ (0, 1), and let L be a language that is computable in
poly(n)-time and O(nσ )-space. Let ϵ ∈ (0, 1) be a fixed constant. Then there is a SIPP with
proximity parameter ϵ for L. The sample and communication complexities of the SIPP, as
well as the verifier’s running time, are n1/2+O(σ) . In addition, the SIPP has a constant
number of rounds, and the (honest) prover runs in time poly(n).
We next give more technical details regarding the construction and the protocol. The
transformation of the input is represented as a function f : {0, 1}n → {0, 1}m·n , where
m = O(log n). Denote by F the family of all the transformation functions that can be used
for the protocol. We index the functions in F by keys from a set KEYS (which is defined
formally in the full paper). Each key is a short binary string that describes / encodes the
function fkey ∈ F, and F = {fkey }key∈KEYS . The key of a function has some additional
properties that will be described later in this section.
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For a language L define the pair language L′ = {(key, fkey (x)) | key ∈ KEYS, x ∈ L},
where key is the explicit part of the input, and fkey (x) is the implicit part of the input.
KEYS and fkey are chosen in a way that ensures that if L ∈ L then L′ ∈ L, and therefore
there exists a (query access) IPP for L′ .
The protocol between a verifier and a prover for testing if x ∈ {0, 1}n is in L or 120ϵ-far
from L is described formally in the full paper. We next give a high-level description of the
protocol.
e
First, the verifier draws m · k = O(q(n))
samples from x, where k = log n · q(n).11 Denote
m·k
their indices by S ∈ [n] . Next, it “simulates” privately the coin tosses that are required
for the execution of the query-access IPP to prove a claim of the form (key, fkey (x)) ∈ L′ , for
some key ∈ KEYS. Note that key and the transformation function fkey were not chosen yet.
However, by the hypothesis of Theorem 8 (Property 2) the verifier knows in advance the
number of coins r(n) that are needed for the execution of the IPP for L′ . Based on the coin
tosses, the verifier computes the indices it will need to query at the end of that IPP. Denote
those indices by Q ∈ [m · n]{k} .12 Again, from the hypothesis of the Theorem (Property 3),
the indices Q depend only on the coin tosses (and independent of the explicit and implicit
inputs), and therefore they can be computed even though fkey has not been chosen yet.
Next, (and only now), the verifier chooses the transformation function fkey ∈ F, based
on S and Q. The key of the chosen function has some important properties: First, having
key allows efficient computation of fkey (x) for any x ∈ {0, 1}n . In other words, the key of
the function fkey describes the operation of the function. Second, the key is computed as a
function of Q and S, but (when S is chosen i.i.d and uniformly at random) the key does not
reveal any information about Q. Third, fkey is constructed in a way that allows recovering
the value of fkey (x) at the indices Q from the value of x at the indices S. More specifically,
each one of the bits of fkey (x) at the indices Q equals to some bit of x at an index from the
set S. The exact construction of fkey and the formulation of the properties are explained
below.
Now, as its first message, the verifier sends the key of the function fkey to the prover. Next,
the verifier and the prover interact and execute the IPP for the statement (key, fkey (x)) ∈ L′ ,
where key ∈ KEYS is an explicit input (both the verifier and the prover have direct access
to it), and fkey (x) is the implicit part of the input. While executing the protocol, instead of
sending fresh public coins to the prover, the verifier uses the same coins it tossed for the
computation of Q.
After the interaction ends, the verifier has to query the transformed input fkey (x) at
indices Q. But now, from a property of fkey that was described above, the verifier can recover
the value of fkey (x) at the indices Q from the value of x at the indices S. As the verifier
already has the value of x at the indices S (from the samples it drew ), it can use these
values instead of querying fkey (x) directly. To finish the protocol, the verifier now accepts or
rejects x according to the instructions induced by the IPP it executed for (key, fkey (x)) ∈ L′ .
Note that the IPP is executed with i.i.d random coins - the coins that the verifier tossed
privately at the beginning of the protocol. In addition, since the key sent to the prover does
not reveal any information regarding Q, it also does not reveal any information regarding
these coin tosses. Therefore, from the prover’s perspective, these coins seem like they were
generated by fresh randomness, and the soundness of the protocol is maintained.

11

recall that q(n) is a function such that all languages in L have (query-based) IPP with query complexity
O(q(n)).
12
Note we can assume w.l.o.g that the query indices are distinct (that is, the protocol does not query the
input on the same index twice). We use tuples of distinct elements here instead of sets for technical
reasons.
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This concludes the high-level description of the reduction. For the full details (including
how we untangle some of the circular definitions that hide in the description above) see the
full version of this paper.

1-round SIPPs
In Theorem 3 we show an exponential separation between the power of sample-based testers
and the power of 1-round SIPPs. In the full version of the paper we prove that every
√
sample-based tester for the Equality Testing problem requires Ω( n) samples. The proof is
√
based on the fact that with high probability, a sample-based tester that draws o( n) samples
from an input z = (x, y) does not see both xj and yj for any value of j (a “collision”). This
implies the tester cannot distinguish between accepting inputs, and uniformly random inputs
(which it must reject with high probability).
In the full version of this paper, we present a 1-round SIPPs for verifying equality. At
a high level, the protocol is as follows. The verifier draws a sample (i, zi ) from the input
z = (x, y) ∈ {0, 1}2n . If i ≤ n it sends to the prover j = i. Otherwise, i > n, and it sends
j = i − n. The prover sends to the verifier a bit b, and the verifier accepts iff zi = b.
In the completeness case, when x = y, the honest prover sends back to the verifier the
value of xj = yj and the verifier accepts. In the soundness case, when x is ϵ-far from y, with
probability ϵ xj ̸= yj . In this case, the best a prover can do is to send a random bit as b,
and the verifier rejects with probability 1/2. The soundness of the protocol can be amplified
to 2/3 by O(1/ϵ) parallel repetition of this basic protocol.
More generally, we show that every property with a non-adaptive (query-based, fair)
tester has a 1-round SIPP. See the full version of the paper for details.

Lower Bound for Non-interactive proofs
In Theorem 5 we show a lower bound on the power of non-interactive proofs of proximity
(SMAPs) for Equality Testing. The proof is by a reduction to a communication complexity
problem in the consecutive messages (CM) model setting [29]. In such a protocol, Alice and
Bob get inputs x and y (respectively) from an adversary, and their shared goal is to make
Carol compute a function f of x and y, by sending her short messages. In addition, after
Alice gets her input (and before Bob gets his), she sends a public message that all parties
can see (adversary included).
Naor and Rothblum [29] showed a lower bound on the length of the (private) messages
required in a CM protocol for Equality, when the public message length is sublinear. We
show that a SMAP for Equality with low sample complexity and sublinear proof length
implies a CM protocol for Equality with short private messages and sublinear public message
(that are impossible to achieve, by the above lower bound). The key observation for the
reduction is that the samples of a verifier in a SMAP are drawn i.i.d. Hence, Carol can “ask”
Alice to sample the x part of the input, Bob to sample y, and “simulate” the execution of
the SMAP verifier by using these samples, and using the public message as the proof string.

Lower Bound for Public-Coins SIPP
We say that an interaction uses public-coins if the verifier reveals the outcome of its coins
immediately after tossing them. In such a protocol, the messages the verifier sends to the
prover are simply the results of its coin flips, and he is not allowed to send any other messages.
We call other interactive protocols private-coins protocols.
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Note that the all of the protocols discussed above are private-coins protocols. In particular,
the 1-round SIPP for Equality Testing uses private coins. It is not clear if it is possible to
convert these protocols into public-coins protocols, or how.
A classic result in the theory of standard interactive protocols is that the expressive power
of private-coin interactive proofs is essentially equivalent to that of public-coin interactive
proofs [22]. This fact was extended to the IPP setting by [33], when the verifier has
query-access to the input.
In the full paper we prove that this fact does not extend to the case where the verifier
has sample-access to the input. We prove that public-coins SIPP are much weaker than
private-coins SIPP. Specifically, in Theorem 6 we show that Equality Testing does not have
a public-coins SIPP with communication and sample complexities that are as good as the
private-coins SIPP described above.
We prove this theorem by using tools from the area of Information Theory. At a high
level, we show that a verifier cannot distinguish between an input it should accept (sampled
uniformly from the set of all accepting inputs) and an input sampled uniformly from the set
of all possible inputs (which it should reject with high probability). We consider the view of
the verifier in an execution of the protocol with a (random) input it should accept. We show
that if the communication complexity of the protocol is low, then the input (conditioned on
the transcript of the protocol) still has a lot of entropy. We then use Shearer’s Lemma to
show that since the samples of the verifier are distributed uniformly and i.i.d, the entropy
of its view (i.e., the part of the input the verifier sees in the samples) is also large. This
implies, by a corollary of Pinsker’s inequality, that the view of the verifier is close to uniform
(even with the help of the prover), and hence it cannot distinguish the accepting input from
a uniformly random input that it should reject.

6

Further Related Work

Related Work on Interactive Proofs
The area of interactive proofs has a long and rich history. Interactive proofs were introduced
by Goldwasser, Micali and Rackoff [20], and independently by Babai and Moran [1]. The
surprising expressive power of IP was determined in a sequence of works by Lund, Fortnow,
Karloff and Nissan [28] and Shamir [35], who showed that every language in PSPACE has
an interactive proof.
The notion of interactive proofs was considered under various restrictions on the verifier.
The power of finite state verifiers was studied by Dwork and Stockmeyer [9, 10]. Condon
and Ladner [7], Condon and Lipton [8], and Condon [6] studied space (and time) bounded
verifiers. Goldwasser et al. [18] considered the parallel running time of the verifier, and
showed results for N C 0 verifiers. Goldwasser, Kalai and Rothblum [19] explored the power of
doubly-efficient interactive proofs, where the honest prover runs in polynomial-time, and the
verifier runs in linear-time. A main result of [19] is that every language in logspace-uniform
N C has such a proof system, where the protocol has poly(log n) rounds.
Interactive proofs of proximity were first considered by Ergun, Kumar and Rubinfeld
[11], (where they were called approximate interactive proofs). Rothblum, Vadhan and
Wigderson [33] conducted a systematic study of the power of such proofs, which they named
Interactive Proofs of Proximity (IPPs). Beyond the works of [11, 33, 5, 21], interactive and
non-interactive proofs of proximity have drawn considerable attention recently [12, 26, 16,
30, 24, 2, 23, 25, 31, 32]. We next compare this work to some of these results.
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Comparison With IPPs for N C languages
One of the main result of [33] is that every language in logspace-uniform N C has a (querybased) IPP with O(n1/2+o(1) ) query and communication complexities (and similar verifier
running time), and polylog(n) communication rounds. This result was later improved by
e √n)
Rothblum and Rothblum [32], which showed that these languages have IPPs with O(
query complexity, communication complexity and verifier running time. The protocols in
both results use the GKR protocol [19] as a sub-routine.
One of our results (Theorem 1) builds upon the result of [33, 32], and extends it to the
case where the verifier is extremely restricted - it only sees sampled labels from the input,
and cannot perform queries. That limitation on the verifier power comes with (almost) no
degradation in the protocol complexities, but it does have some costs. As discussed above,
one of the down-sides of our construction is that the protocol of Theorem 1 uses private-coins,
whereas the protocol of [33, 32] is a public-coin protocol. An open question is whether this
limitation in inherent to sample-based interactive protocols, or just an artifact of the specific
construction of this work. Note that for query-based IPPs [33] showed that the power of
public-coins protocols is almost equivalent to the power of private-coins protocols.
A second difference between the protocols, is that the protocol of [33, 32] allows a
“full” trade-off between the query complexity and the communication complexity. It allows
the protocol to have any query complexity q and communication complexity c such that
e
q · c = Θ(n).
In our construction there is a limited trade-off; the communication complexity
must be at least as large as the sample complexity.
Note that trade-off of the communication and query complexities in the result of [32]
is optimal, up to poly-logarithmic factors. Kalai and Rothblum [26] showed that, under
a reasonable cryptographic assumption, there exists a language L in N C 1 such that the
product of the query and communication complexities of any IPP for L cannot be sublinear.
As SIPPs are a restriction of IPPs, this lower bounds also holds also for the sample-based
setting. Namely, the result of Theorem 1 is tight, up to poly-logarithmic factors.

Comparison With IPPs for Languages Computable in Bounded Space
Reingold, Rothblum and Rothblum [30] studied the power of interactive proof systems
with constant number of rounds. Their main result is that any language computable in
bounded polynomial space and polynomial time has a public-coin interactive proof system
with constant number of rounds, low communication complexity and verifier running time,
and efficient honest prover. By replacing the [19] step in [33] with their result, they show that
every such language has a public-coin, constant-round IPP, with query and communication
√
complexities, as well as verifier’s running time, roughly n. In addition, the running time
of the honest prover in the IPP is poly(n) (Theorem 3 in [30]). In this work, we apply our
new SIPP to IPP reduction on this result of [30], to show that every such language has
sample-based IPP with similar parameters (Theorem 2). As above, one difference between our
SIPP and the IPP of [30] is that the SIPP uses private coins whereas the IPP is public-coin.
Again, it as an open question whether this limitation in inherent to SIPPs or not.

Non-interactive Proofs of Proximity
Gur and Rothblum [25] initiated a study of non-interactive proofs of proximity. Such proof
systems can be viewed as the property testing analogue of an N P proof system (whereas
IPPs are the property testing analogue of IP). In contrast to polynomial-time algorithms,
sublinear-time algorithms inherently rely on randomization. Since an N P proof system
with a randomized verifier is known as a Merlin-Arthur (MA) proof system, [25] named
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sublinear non-interactive proof systems Merlin-Arthur proofs of Proximity (MAPs). In this
work we study non-interactive proofs of proximity, with sample-based verifiers. Following the
naming of [25], we name such proof systems Sample-based Merlin-Arthur proofs of Proximity
(SMAPs).
Gur and Rothblum [25] show that MAPs can be exponentially stronger than property
testers, but exponentially weaker than IPPs. In this work, the focus of the study of noninteractive proofs is on lower bounds. Namely, we prove that SMAPs can be extremely
limited in their power (see Theorem 5). We note that Theorem 5 of [25] implies a generic
lower bound on the power of SMAPs. For the problem of equality testing, Theorem 5 (of
this work) gives an improved lower bound, in terms of the possible trade-offs between sample
complexity and proof length. See the full version of the paper for various results from [25]
that are relevant to the setting of this work.
Fischer, Goldhirsh and Lachish [12] introduced the notion of partial testing, which is
closely related to MAPs. A property L is a said to be L′ -partially testable, for L′ ⊆ L, if
inputs in L′ can be distinguished from inputs that are far from L by a tester that makes
only few queries. This notion can be naturally extended to the sample-based setting.

Query-access vs. Sample-based Access in Property Testing
In the standard definition of property testers, the tester has the ability to make arbitrary
queries to the input. This definition was presented by Rubinfeld and Sudan [34], and it is
the main definition studied by Goldreich, Goldwasser and Ron [15]. Sample-based testers
were defined by Goldreich, Goldwasser and Ron [15], and were studied more extensively by
Goldreich and Ron [17]. The sample-based access model is syntactically weaker than the
query-access model. A randomized algorithm with query access can simulate a sample-based
algorithm by simply choosing indices uniformly and i.i.d, query these indices, and “feed” the
sample-based algorithm with these queries.
Furthermore, sample-based testers are strictly weaker than query-based testers. One
example is Linearity Testing, where the input is a Boolean function f : {0, 1}n → {0, 1}, and
one needs to decide if f is a linear function or ϵ-far from any linear function. In their seminal
work, Blum, Luby and Rubinfeld [3] showed that there exists a query-based tester for this
problem, with query complexity O(1/ϵ) (independent of the input length). On the other
hand, [17] showed that any sample-based tester for linearity requires s = Ω(1/ϵ + n) samples
(provided ϵ ≥ 1/2n ).
A second example of such a separation is in testing Bipartiteness in the Dense Graph
model (we do not define formally the model or this property in this work). There exists a
query based tester for this property with query complexity of O(1/ϵ2 ) ([13], section 8.3.1),
√
whereas [17] showed that any sample-based tester for it requires s = Ω( n/ϵ) samples
√
(provided ϵ > 1/ n).
Another example is of Monotonicity Testing. The input is again a Boolean function
f : {0, 1}n → {0, 1}. Golderich et al. [14] showed a query-based tester for this property
with query complexity O(n/ϵ). The authors also
p showed (Theorem 5 in [14]) that any
sample-based tester for this property requires Ω( 2n /ϵ) samples (provided ϵ = O(n−3/2 )).
Note that all of the 3 properties above have query-based testers with low query complexity,
and those testers are fair and non-adaptive. Hence, we can directly apply Theorem 4 to deduce
that each one of this properties has a 1-round SIPP with low sample and communication
complexities.13

13

In fact, Linearity Testing and Monotonicity Testing have POTs, so we can apply the POT version of
Theorem 4 to get SIPPs for these properties with better communication complexity.
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