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Abstract

A hash function family H is correlation intractable for a t-input relation R if, given a random
function h chosen from H, it is hard to find x1 , . . . , xt such that R(x1 , . . . , xt , h(x1 ), . . . , h(xt ))
is true. Among other applications, such hash functions are a crucial tool for instantiating the
Fiat-Shamir heuristic in the plain model, including the only known NIZK for NP based on the
learning with errors (LWE) problem (Peikert and Shiehian, CRYPTO 2019).
We give a conceptually simple and generic construction of single-input CI hash functions from
shift-hiding shiftable functions (Peikert and Shiehian, PKC 2018) satisfying an additional onewayness property. This results in a clean abstract framework for instantiating CI, and also shows
that a previously existing function family (PKC 2018) was already CI under the LWE assumption.
In addition, our framework transparently generalizes to other settings, yielding new results:
We show how to instantiate certain forms of multi-input CI under the LWE assumption. Prior
constructions either relied on a very strong “brute-force-is-best” type of hardness assumption
(Holmgren and Lombardi, FOCS 2018) or were restricted to “output-only” relations (Zhandry,
CRYPTO 2016).
We construct single-input CI hash functions from indistinguishability obfuscation (iO) and
one-way permutations. Prior constructions relied essentially on variants of fully homomorphic
encryption that are impossible to construct from such primitives. This result also generalizes to
more expressive variants of multi-input CI under iO and additional standard assumptions.
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Introduction

The random oracle model [4] is a powerful but controversial paradigm in cryptography
in which the proof of security of a cryptographic scheme assumes that a certain publicly
computable function H that is used in the scheme behaves like a random function to the
adversary. The random oracle model is hugely influential in designing concretely efficient
cryptosystems, but is inherently problematic theoretically: how could a public, and therefore
completely predictable, function behave in all aspects like a random function? Indeed,
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Canetti, Goldreich and Halevi [15] demonstrated cryptographic schemes that one could
prove secure in the random oracle model, but which are insecure no matter how one tries to
instantiate the oracle with a concrete function (or even a function chosen at random from
an exponential-size family). Nevertheless, this negative result and the notions introduced
therein led to a long line of research that asked what concrete properties of a random oracle
are instantiable in the standard model (see, e.g., [16] for an early work in this direction), and
opened the door to groundbreaking positive results two decades later [12–14, 26, 28, 34].
The key notion introduced in [15] is that of correlation intractability (CI), which captures
a general and powerful form of cryptographic hardness for a hash family H. For any binary
relation R(x, y), a hash family H is correlation-intractable for R if it is computationally
hard (given a hash function h ← H) to find an input x such that R(x, h(x)) is true. For
this definition to make sense, we require that the relation R is sparse: for any x, all but a
negligible fraction of y do not satisfy the relation with x.
For decades, there was little progress on building correlation-intractable hash functions
in the standard model outside of a few extremely simple cases (such as one-way functions).
However, there has been much recent work [10, 12–14, 26, 28, 30, 34] on instantiating restricted
but expressive variants of CI. Namely, these works made the following simplifications:
Starting with [13, 26], additional efficiency requirements were placed on the relation R.
For example, one can require that R(x, y) is decidable in (bounded) polynomial time.
Starting with [12], the relation R was further specialized to represent an efficiently
computable function f . A hash family H is CI for f if it is hard, given h, to find an input
x such that h(x) = f (x).
While these restrictions may seem extreme, these limited forms of CI remain expressive
and powerful. In particular, even CI for efficiently computable functions has implications
for the instantiability of the Fiat-Shamir transform [20] in the standard model [3, 13, 19] for
constant-round public-coin interactive proof systems. Most notably, [12, 34] construct hash
families H that are CI for efficiently computable functions under standard cryptographic
assumptions related to the learning with errors (LWE) problem, and use these hash families
to build the first lattice-based non-interactive zero-knowledge (NIZK) proof systems for NP.
Let us recall the [12, 34] constructions at a high level. [12] gives a generic construction
using fully homomorphic encryption (FHE) [11, 22]. The construction is simple: a hash
function h ← H is parameterized by a FHE ciphertext Enc(g) for some (dummy) function g.
To evaluate h(x), simply homomorphically evaluate g on x to obtain some ciphertext of the
form Enc(g(x)). One can show that this hash family is CI for a function f if the FHE scheme
is circular secure: since g is computationally hidden, we can replace it in the security proof
with a function g ∗ (x) = Decsk (f (x)) + 1 specifically designed to avoid f (x) at the ciphertext
level.
While this construction is both simple and generic, it has the significant drawback that
it relies on the circular security (rather than semantic security) of the FHE, and therefore
cannot be proven secure under the plain LWE assumption. Peikert and Shiehian [34] then
gave an ingenious construction of CI based on plain LWE. Their construction uses the algebra
of the [23] FHE scheme to give a special-purpose variant of the [12] approach that avoids
reliance on circular security. However, this requires making a number of changes to the
hash function: at a high level, they “downgrade” plain LWE-based GSW ciphertexts after
evaluation to Regev “ciphertexts” (where the plaintext space is Zq and decryption correctness
is only approximate) with circular dependencies. This results in a LWE-based CI hash family,
but loses the conceptual simplicity of the [12] construction.
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Our Results and Techniques

Our main result is a new framework for constructing CI hash functions using a cryptographic
primitive called shift-hiding shiftable functions (SHSFs) [33], a twist on private constrained
pseudorandom functions [7,8,29]. A SHSF family is a function family {Fmsk } that additionally
supports the ability to delegate a constrained key skf that enables computation of the map
x 7→ Fmsk (x) + f (x), without revealing the “shift function” f . Shift-hiding shiftable functions
were originally introduced for the purpose of constructing private constrained PRFs, but
have since found several other applications [18, 35].
In a nutshell, we show that SHSFs are intimately tied to correlation intractability via an
extremely short proof. We further develop this framework in three directions.
1. We obtain a conceptually simple construction of CI for functions based on LWE. This
construction can replace the FHE-based approach of [12, 34] and shows that the prior
function family of [33] (constructed for an entirely different purpose) was already a good
CI hash family.
2. We show that our construction transparently generalizes to new variants of multi-input
CI, which is currently poorly understood.
3. We give additional instantiations of our framework (which are new, in both the singleand multi-input settings) using indistinguishability obfuscation and other standard assumptions.
Moreover, we believe that our framework and new approach to constructing CI hash
functions may be useful for future progress on and understanding of this primitive.

Lifting CI
We begin with a description of (1). Our main technique is a lifting theorem (Theorem 17)
that allows us to construct CI hash functions for complex relations starting from CI hash
functions for simpler relations. In the single-input setting, it states that any SHSF family
(for a function class F) satisfying a very weak form of correlation intractability is essentially
already a CI hash family for F.
▶ Theorem 1 (Informal). Suppose that SHSF = {Fmsk } is a family of SHSFs for a function
class F, and suppose that Fmsk satisfies either of the following two one-wayness properties:
−1
Given msk, it is hard to find an element in Fmsk
(0), or
−1
Given msk and a uniformly random target r, it is hard to find an element in Fmsk
(r).
Then, the shifted evaluation algorithm of SHSF describes a hash family H that is correlationintractable for all functions f ∈ F.
The CI hash function is extremely simple to describe. Hash keys are shifted keys skZ
for the all-zero function Z, and hash function evaluation is simply the shifted evaluation
using skZ which computes exactly the function Fmsk . (Philosophically, the CI hash family
constructed in this theorem is a form of “obfuscated PRF evaluation” although shift-hiding
functions are decidedly more complex to construct than PRFs.) The proof of Theorem 1 is
also simple.
Proof Sketch. If an adversary A, given a hash key skZ , finds an input x such that
Hash(x) := FskZ (x) = f (x) ,
then by the shift-hiding property of SHSF, A also produces such an x when given skf instead
of skZ . In that case, A solves the equation
f (x) = Fskf (x) = Fmsk (x) + f (x),
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which is equivalent to the equation Fmsk (x) = 0. This yields a 0-inversion attack on Fmsk .
The “random target” version of the theorem holds by the same argument, using a shifted
key skfr for the function fr (x) = f (x) − r.
◀
We note that Theorem 1 could be proved under a weaker one-wayness assumption, namely,
that it is hard to find an input x such that Fmsk (x) = 0, given a shifted key skf for any
pre-specified f ” (as opposed to being given msk in the clear). However, we phrase Theorem 1
under the assumption that Fmsk is one-way (given msk in the clear) because this is a clean,
f -independent security property, which also makes it more amenable to instantiation/proof.
In our constructions below, we prove the stronger one-wayness property of Fmsk .

Instantiation from LWE
Given Theorem 1, it remains to construct an SHSF family satisfying this one-wayness
property. We show that a variant of the Peikert-Shiehian SHSF [33] satisfies this.
▶ Theorem 2 (Informal, see the full verion [31]). Assuming the hardness of standard lattice
problems (LWE and 1-dimensional SIS variants), the [33] SHSF1 is one-way.
We now sketch our proof assuming some knowledge of LWE-based cryptography.
Proof Sketch. In the Peikert-Shiehian SHSF construction, msk = s ∈ Znq is an LWE secret,
and
Fmsk (x) = ⌊sAx + u · G−1 (Ax )⌉p ∈ Zµp
n×µ
where G ∈ Zn×m
is the gadget matrix, u ∈ Zm
q
q is a uniformly random row vector, Ax ∈ Zq
is a matrix constructed out of (uniformly random) matrices A1 , . . . , Aℓ using the gadget
homomorphisms from [6], and ⌊·⌉p denotes the rounding operation that (roughly speaking)
keeps the top log p bits of the argument and discards the rest. By [33], this family is
shift-hiding under the LWE assumption and (computationally) correct under the 1D-SIS
assumption.
If the adversary finds an x such that Fmsk (x) = 0, there are two cases; the first case is
when G−1 (Ax ) is non-zero. This gives an approximate subset sum solution for the instance
sG + u, that is,

q q
(sG + u)G−1 (Ax ) ∈ qZµ + [− , ]µ .
p p
This violates (on whichever column of G−1 (Ax ) is nonzero) a natural one-dimensional variant
of SIS that we show is as hard as worst-case lattice problems provided that p is large enough2
(see the full version [31]).
The second case is when the adversary finds an x such that G−1 (Ax ) = 0, which implies
that Ax = 0. We show that the adversary cannot make this happen without violating SIS
(again!) Roughly speaking, we use the fact that if we program the matrices Ai = ARi + hi G
where Ri are matrices with small entries and h is the description of a constant function with

1
2

Compared to [33], (1) our construction is slightly modified for ease of proof, and (2) particular parameter
settings are required.
Some care must be taken to set parameters so that the SHSF security reductions still hold for this
choice of p.
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(j)

image y ̸= 0 ∈ Zµq , the following equation holds for each column ax of Ax due to the gadget
homomorphisms of Boneh et al. [6]:
ax(j) = Arx(j) + yj u1
(j)

(where u1 is the first standard basis vector) for some rx that is a function of R1 , . . . , Rℓ . We
know by assumption
that Ax =i 0. Since y ̸= 0, this means that the adversary found a valid
h
(1)
(µ)
solution Rx = rx
to the (inhomogenous) SIS problem ARx = −u1 y ⊤ ∈ Zn×µ
,
. . . rx
q
which is hard assuming that worst-case lattice problems are hard. This finishes the proof of
one-wayness.
◀
Combining Theorem 2 with Theorem 1, we already recover a similar result to [34]. That
is, assuming the hardness of standard lattice problems, there exists a hash family that is
correlation-intractable for all bounded-size functions. By appealing to [12], this also gives
a lattice-based NIZK argument system for NP. However, our approach leverages this new,
conceptually simple connection to SHSFs and shows that [33] were “most of the way” to
LWE-based CI. Besides the extremely simple bootstrapping theorem, the missing piece was
whether a natural PRF construction [33] satisfies a one-wayness property given msk in the
clear. A similar question was previously studied for the GGM PRF family [17], but does not
appear to have been addressed for other concrete PRF families.
Next, we describe how our techniques extend to give new feasibility results in two different
directions:
They immediately generalize to setting of multi-input CI, and
They allow for new generic instantiations based on indistinguishability obfuscation.
We remark that constructing (single- or multi-input) CI hash functions even assuming
indistinguishability obfuscation is far from straightforward. Indeed, the initial works [13,26,28]
in this line all made non-standard assumptions in addition to iO. Non-standard assumptions
were required until the work of [12] which constructed single-input CI hash functions under
circular-secure LWE. However, they only managed to do this for a tiny subset of relations
that [13, 28] achieved. In particular, replicating the results of [28] or even [13] assuming only
iO (plus standard assumptions) is a challenging open problem.

1.2

Applications: Multi-Input CI from LWE and CI from iO

So far, we have only discussed single-input CI; that is, we considered CI for relations with a
single input x and single corresponding output y. However, there is a natural generalization
of CI to relations with many input-output pairs: a hash family H is defined to be CI for
a relation R(x1 , . . . , xt , y1 , . . . , yt ) if if it is computationally hard (given a hash function
h ← H) to find inputs x1 , . . . , xt such that (x1 , . . . , xt , h(x1 ), . . . , h(xt )) ∈ R. In contrast
to the single-input case, multi-input correlation intractability (for any t ≥ 2) is a far less
well-understood primitive. Perhaps the simplest nontrivial example of multi-input CI is for
the relation R where R(x1 , x2 , y1 , y2 ) = 1 if and only if y1 = y2 but x1 ̸= x2 . A CI hash
family for R is precisely a collision-resistant hash family. However, most multi-input relations
do not correspond to security notions that are simple-to-understand or previously studied.
CI for more general multi-input relations also has interesting applications, including:
1. As a useful tool for the untrusted setup of public parameters [13, 38]: Multi-input CI hash
functions allow n parties P1 , . . . , Pn with inputs x1 , . . . , xn to compute public outputs
yi = H(xi ) that can be used to generate public parameters for a multi-party protocol.
Correlation intractability of H is necessary to ensure that a “bad CRS” is not accidentally
(or maliciously) agreed on.
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2. As a hash function in proof-of-work protocols [13,14]: In the bitcoin protocol [32], a miner
succeeds in adding a block to the blockchain when she finds an x such that y = H(x||Bi )
starts with a specified number of zeroes (here, Bi is the i-th block and once found, y is
placed in the next block Bi+1 ). A very desirable property in this setting is that a single
miner (or collection of colluding miners) cannot find multiple consecutive blocks with
significantly less effort than finding them sequentially. This property can be formalized
as a quantitatively precise3 variant of multi-input CI. For example, in the case of two
consecutive blocks, simplifying the setting a little, we require a 2-input CI for the relation
R where R(x1 , x2 , y1 , y2 ) = 1 iff y1 and y2 start with a pre-specified number ℓ of zeroes,
and y1 is a suffix of x2 .
Unfortunately, multi-input CI has so far proved hard to achieve. In particular, the
constructions of [10, 12–14, 28, 34] are only known to achieve single-input CI. Holmgren and
Lombardi [26] do achieve multi-input CI for a large class of relations that they call locally
sampleable relations. However, they require both an indistinguishability obfuscation (iO)
scheme [2] as well as an “optimally-secure” one-way product function [26]. While iO can now
be achieved under relatively standard assumptions [9, 21, 27, 37], the latter is a very strong
“brute force is optimal”-type assumption. Zhandry [38] constructed a hash family satisfying a
very special form of multi-input CI called “output intractability”. Output intractability is a
form of CI for relations R(x1 , . . . , xt , y1 , . . . , yt ) that depend only on the yi , which captures
some variants of application (1) above. On the plus side, the construction is based on the
exponential hardness of the Diffie-Hellman problem.4 To summarize, multi-input CI is either
known for a small class of relations under standard assumptions, or for a larger class of
relations under very strong assumptions. We refer the reader to Section 1.3 for more details
and further comparisons.

Multi-Input CI via Shift-Hiding
One consequence of our shift-hiding technique is a collection of feasibility results for multiinput correlation intractability based on standard assumptions. We obtain two flavors of
results: constructions from standard (lattice) assumptions, and constructions from indistinguishability obfuscation.
Our results are obtained via a generalization of our lifting theorem (Theorem 1) to
multi-input relations. This gives us three new constructions of multi-CI hash functions under
different assumptions:
Our first construction considers the shifted linear relation
X
X
Rlin = {(x1 , . . . , xt , y1 , . . . , yt ) :
wi yi =
wi f (xi ) (mod p)}
where p is some large integer (roughly 2λ ), wi are small weights and f is an arbitrary
polynomial-time computable function. We construct a multi-input CI hash function for
Rlin under the same lattice assumptions as in the single-input case (all approximation
ratios are larger by a factor of t).

3

4

As noted in [13], CI following the (poly, negl) security definition framework is insufficient for this
application. Instead, these protocols desire a concrete “moderately small” probability of breaking CI
and a tight gap between honest and adversarial parties’ probabilities of doing so in a fixed runtime. We
do not attempt to address this subtlety in this work.
Moreover, given an inverse-subexponential lower bound on the sparsity of the relation, Zhandry’s
construction is secure under (the more standard) sub-exponential DDH.
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Our second and third constructions consider the shifted general relation
R = {(x1 , . . . , xt , y1 , . . . , yt ) : R0 (y1 − f (x1 ), . . . , yi − f (xi )) = 1}
where R0 is any polynomial-time decidable relation. In particular, our second construction
achieves a multi-input CI hash function for R under subexponential iO, subexponential
OWFs, and (sufficiently) lossy functions.

Our Generalized Lifting Theorem
Given any output-only relation R0 , we say that a hash family H is R0 -output intractable
if it is hard (given h) to find distinct5 inputs x1 , . . . , xt such that (y1 , . . . , yt ) ∈ R0 for
yi = h(xi ). Output intractability as a standalone property (like collision-resistance) is known
to be instantiable based on standard cryptographic assumptions (e.g., lossy functions [36])
as we discuss in Section 1.3. Our generalization of Theorem 1 states that SHSFs that are
output-intractable lead to interesting new CI constructions.
▶ Theorem 3 (Also see Theorem 17). Suppose that SHSF is a shift-hiding shiftable function
family. Assume that it is hard, given msk, to find distinct x1 , . . . , xt such that R0 (y1 , . . . , yt ) =
1 where yi = Fmsk (xi ) and R0 is some polynomial-time computable relation. Then, there is a
CI hash family for the shifted output relation
R = {(x1 , . . . , xt , y1 , . . . , yt ) : R0 (y1 − f (x1 ), . . . , yi − f (xi )) = 1}
The proof of Theorem 3 follows from that of the single-input CI case mutatis mutandis.
Thus, all that remains is to construct SHSFs that are output-intractable. We show three
constructions.

Instantiation from LWE
To obtain a form of multi-input CI from LWE, we combine Theorem 3 with a generalization
of Theorem 2:
▶ Theorem 4. Under standard lattice assumptions, there exists a SHSF family SHSF satisfying
the following form of correlation intractability: for every nonzero vector w ∈ {−1, 0, 1}t , it is
hard (given msk) to find t distinct inputs x1 , . . . , xt such that
X
wi · Fmsk (xi ) = 0,
i

where the sum is computed modulo some (large enough) integer p.
Our modification of the Peikert-Shiehian [33] construction satisfies this more general
form of output intractability (for small linear equations), although the proof (in “Case 2”
above) is more complicated (see the full version [31]). Note that this is a strict generalization
of both single-input CI for functions (where t = 1, w = 1) and collision-resistance (where
t = 2, w = (−1, 1) and f is the constant function). Previously, this form of correlation
intractability was only known assuming iO and (extremely hard) one-way product functions
[26].

5

P

For the relation
w y = 0 implicitly described above, it is enough to assume that the inputs xi are
i i i
not all equal for the relation to be sparse. We elaborate on this weakening of output intractability as
compared to [26, 38] in Section 2.
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Instantiation from IO + lossiness
Our second construction achieves correlation intractability for shifted R0 -output relations
for a large class of R0 simultaneously (as opposed to linear R0 as in the LWE case above).
It can be thought of as a (non-black-box) combination of our approach with a construction
due to Zhandry [38] of output-intractable hash functions.
▶ Theorem 5. Assume the existence of subexponential iO, subexponential OWFs, and lossy
functions with input domain {0, 1}n with a range of size ≤ 2ℓ in lossy mode. Then, there
exists a hash family H that is CI for all (efficiently decidable) shifted t-ary output relations
with sparsity at most 2−tℓ .
As a corollary, we conclude that additionally assuming the existence of extremely lossy
functions [38], there is a hash family H that is CI for all (efficiently decidable) shifted t-ary
output relations with sparsity 2−ω(t) . As another corollary, we note that by combining
Theorem 5 with [12], we obtain a construction of dual-mode NIZKs for NP based on iO,
(injective) lossy functions, and lossy encryption. This closely matches the assumptions used
in the work [25] but with a simpler construction. The corollary follows because the hash
family from Theorem 5 satisfies “somewhere statistical correlation intractability.”

A Separation between Single-Input and Multi-Input CI
Finally, we show that single-input and multi-input CI hash functions are fundamentally
different primitives by demonstrating a separation between them. This follows from our
third new CI instantiation, which is interesting even in the single-input setting.
▶ Theorem 6. Assume the existence of subexponentially secure indistinguishability obfuscation,
subexponentially secure one-way functions, and a hash family H such that H is R0 -output
intractable, and for a random input X, hk (X) is 2−n -indistinguishable from uniform (even
given k). Then, there exists a hash family that is CI for shifted R0 -relations.
This theorem says that assuming subexponential iO and one-way functions, shifted-CI
for R0 can be constructed (semi-)generically from output intractability for R0 . Theorem 6
is proved by combining Theorem 3 with a construction of an R0 -output intractable SHSF
using iO, puncturable PRFs, and an output-intractable hash function satisfying the above
statistical requirement.
We note that as a corollary to Theorem 6, we obtain a construction of single-input CI for
all efficient functions from iO and one-way permutations.6
▶ Corollary 7. If subexponential iO, subexponential OWFs, and (polynomially-secure) OWPs
exist, then there exists a hash family that is CI for all efficient functions, that is, relations
R(x, y) which is true iff y = f (x).
Corollary 7 follows from Theorem 6 by setting the output-intractable hash function H
to be hk (x) := f (x) + k, where f is a one-way permutation7 and k is a uniformly random
key. This construction is notable in that it separates single-input correlation intractability
6

7

As is common [24], one must be careful about which definitions of “one-way permutation” suffice for
this result. In our proof (which suffices for the separation), we assume that the one-way permutation
has domain {0, 1}n . It turns out that the proof can be made to work for discrete log-based one-way
permutations, but does not appear to work for the (trapdoor) permutations constructed based on iO [5].
It suffices for f to be a OWF whose output distribution is close to uniform, e.g., a surjective regular
OWF.
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(theoretically) from two-input correlation intractability: due to an impossibility result of
Asharov-Segev [1], it is known that there is no (black-box) construction of CRHFs from iO
and one-way permutations (even with exponential security). A similar separation was shown
in [26], but the “positive result” required assuming optimally hard one-way functions along
with iO to obtain CI for all efficient functions (and more). In contrast, our construction is
based on assumptions in the quantitatively standard regime.

1.3

Additional Related Work Discussion

Multi-Input Correlation Intractability
We summarize what was previously known regarding multi-input correlation intractability:
For subexponentially sparse output relations R0 , output intractability for R0 can be
constructed based on lossy functions (following [38], but relying on less extreme forms of
lossiness). Based on “extremely lossy functions”, Zhandry [38] constructs a hash family
that is CI for all sparse (efficiently decidable) output relations.8
Similarly to Zhandry [38], the construction x 7→ p(Hk (x)) (where Hk is a sufficiently
shrinking collision-resistant hash function and p is sampled from a t-wise independent
hash family) also yields output intractability for subexponentially sparse (and efficiently
decidable) output relations.
Holmgren and Lombardi [26] construct output-intractable hash functions for all sparse
(even inefficient) R based on “one-way product functions” (OWPFs), OWFs satisfying
a quantitiatively extreme assumption about the hardness of inverting many one-way
function challenges in parallel. OWPFs (in different parameter regimes) are existentially
incomparable to lossy functions and CHRFs. Under sufficiently strong assumptions, these
hash families achieve quantitiatively better security than is possible for the previous two
constructionss.
Holmgren and Lombardi [26] also construct correlation-intractable hash families for
relations R(x, y) that include all shifted output relations. However, they rely on both
indistinguishability obfuscation and OWPFs (as above).

Comparison with Peikert-Shiehian [34]
[34] constructs single-input CI based on the LWE (or SIS) assumption. Their construction
improves upon the construction of [12] based on circular-secure FHE: by making use of
special properties of the [23] (and related) FHE schemes, they can remove the need for a
circular ciphertext Enc(sk, sk) in a specific GSW-based construction. By comparison, we
show that any SHSF that is one-way is also CI for bounded functions, and that (essentially)
the [33] SHSF is one-way. It does not seem easy to abstract out a simple, generic property of
the [34] hash function that implies multi-input correlation intractability.
Given our generalization to multi-input CI, it is also reasonable to ask whether the [34]
hash function also satisfies a form of multi-input CI. In fact, it appears likely that it satisfies
CI for shifted-sum relations (just like our construction). However, a proof of this fact requires
some of our analysis in the security proof of our multi-input CI construction (Theorem 4).

8

This is a special case of Zhandry’s actual result; we refer the reader to [38] for more details.
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Comparison with Brakerski-Koppula-Mour [10]
We also note that our construction shares some conceptual similarity to the recent CI
construction of [10]. We highlight the similarity here:
In [10], they show that a hash function x 7→ hk (x) − r (for a random r) is CI for a
(low-degree) function f by writing down an indistinguishable key distribution kf so that
hkf (x) − f (x) lies in some sparse set Sf . Then, hkf (x) − f (x) = r typically has no
(information theoretic) solution.
In our construction, we show that a hash function x 7→ hk (x) − r is CI for f by writing
down an indistinguishable key distribution kf so that hkf (x) − f (x) is the evaluation of a
PRF PRFs (x). Then, as long as it is computationally hard to find a PRF inverse Fs−1 (r)
(i.e. as long as Fs is one-way), we can conclude that the equation hkf (x) − f (x) = r is
computationally hard to solve.

2

Preliminaries

Some of the preliminaries below are adapted from [12, 26].

2.1

Hash Functions and Correlation Intractability

▶ Definition 8. For a pair of efficiently computable functions (ν(·), µ(·)), a hash family
with input length ν and output length µ is a collection H = {hλ : {0, 1}κ(λ) × {0, 1}ν(λ) →
{0, 1}µ(λ) }λ∈N of keyed hash functions, along with a pair of p.p.t. algorithms:
H.Gen(1λ ) outputs a hash key k ∈ {0, 1}κ(λ) describing a hash function h.
H.Hash(k, x) computes the function hλ (k, x) = h(x). We may use the notation h(x) to
denote hash evaluation when the hash family is clear from context.
Following [12, 26], we consider the security notion of correlation intractability [15] for
multi-input relations.
▶ Definition 9 (Multi-Input Correlation Intractability). For a given relation ensemble R =
{Rλ ⊆ ({0, 1}ν(λ) )t(λ) × ({0, 1}µ(λ) )t(λ) }, a hash family H = {hλ : {0, 1}κ(λ) × {0, 1}ν(λ) →
{0, 1}µ(λ) } is said to be R-correlation intractable with security (s, δ) if for every s-size adversary
A = {Aλ },
h
i

Pr
x, y = (h(x1 ), . . . , h(xt )) ∈ R = O(δ(λ)).
k←H.Gen(1λ )
x=(x1 ,...,xt )←A(k)

We say that H is R-correlation intractable with security δ if it is (λc , δ)-correlation intractable
for all c > 1. Finally, we say that H is R-correlation intractable if it is (λc , λ1c )-correlation
intractable for all c > 1.
A random oracle is correlation intractable for relations that are sparse, defined as follows:
n
o
▶ Definition 10 (Sparsity). A relation R = Rλ ⊆ ({0, 1}ν(λ) )t(λ) × ({0, 1}µ(λ) )t(λ) is
ρ(λ)-sparse if for every x ∈ ({0, 1}ν(λ) )t(λ) ,
Pr

[(x, y) ∈ R] ≤ ρ(λ).

y←({0,1}µ(λ) )t(λ)

We say that R is sparse if it is negl(λ)-sparse.
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In this work, we focus on distinct input relations, i.e., relations R such that for any
(x, y) ∈ R, we have that xi ̸= xj for any pair (i, j).
We now describe some special cases of the above definition. Two of them (CI for efficient
functions and Output Intractability) have been discussed in prior works [12, 26, 34, 38], while
a third – which we call “CI for shifted relations” – we introduce in this work.
▶ Definition 11 (Correlation Intractability for Functions). For a given function ensemble F =
{fλ : {0, 1}ν(λ) → {0, 1}µ(λ) }, a hash family H = {hλ : {0, 1}κ(λ) × {0, 1}ν(λ) → {0, 1}µ(λ) }
is said to be f -correlation intractable if it is R-correlation intractable for the single-input
relation
n
o
R = (x, f (x)) : x ∈ {0, 1}∗ .
Formally, the requirement is that for every poly-size A = {Aλ },
h
i
Pr
h(k, x) = f (x) = negl(λ).
k←H.Gen(1λ )
x←A(k)

▶ Definition 12 (Output Intractability). For a given relation ensemble Rout = {Rout,λ ⊆
({0, 1}µ(λ) )t(λ) }, a hash family H = {hλ : {0, 1}κ(λ) × {0, 1}ν(λ) → {0, 1}µ(λ) } is said to be
Rout -output intractable if it is R-correlation intractable for the relation
n
o
R = (x, y) : y ∈ Rout and xi ̸= xj for all i ̸= j .
Formally, the requirement is that for every poly-size A = {Aλ },
h
i
Pr
xi ̸= xj for all i ̸= j and y = (h(x1 ), . . . , h(xt )) ∈ Rout = negl(λ).
k←H.Gen(1λ )
x=(x1 ,...,xt )←A(k)

In this work, we also consider a strengthening of Rout -output intractability (as defined
above) in which the inputs x1 , . . . , xt are not required to be distinct; of course, this larger
relation must still be sparse in order for correlation intractability to be feasible.
▶ Definition 13 (Not-All-Equal (NAE) Output Intractability). For a given relation ensemble
Rout = {Rout,λ ⊆ ({0, 1}µ(λ) )t(λ) }, a hash family H = {hλ : {0, 1}κ(λ) × {0, 1}ν(λ) →
{0, 1}µ(λ) } is said to be not-all-equal Rout -output intractable if it is R-correlation intractable
for the relation
n
o
R = (x, y) : y ∈ Rout and x1 , . . . , xt are not all equal .
When t is a constant, not-all-equal output intractability for a t-output relation Rout
follows from standard output intractability for ≤ tt different relations defined based on Rout
(there is one distinct-input relation for each partition of [t]). When t is superconstant it
becomes better to prove the security property directly (without incurring a tt security loss).
▶ Definition 14 ((Not-All-Equal) Multi-Input CI for Zp -Shifted Relations). Let p = p(λ) be an
efficiently computable function of λ.
µ(λ)
For a given function ensemble F = {fλ : {0, 1}ν(λ) → Zp } and relation ensemble
µ(λ)
µ(λ)
Rout = {Rout,λ ⊆ (Zp )t(λ) }, a hash family H = {hλ : {0, 1}κ(λ) × {0, 1}ν(λ) → Zp }
is said to be (Rout , f )-correlation intractable (respectively,not-all-equal (Rout , f )-correlation
intractable) if it is correlation intractable for the shifted relation
n
o
R = (x, y) : xi ̸= xj for all i ̸= j and (y1 − f (x1 ), . . . , yt − f (xt )) ∈ Rout ,
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respectively,
n
o
RNAE = (x, y) : x1 , . . . , xt are not all equal (y1 − f (x1 ), . . . , yt − f (xt )) ∈ Rout .
We note that Definition 14 generalizes both Definition 11 and Definition 12/Definition 13. In
particular, when p(λ) is a power-of-two, Definitions 12 and 13 can be recovered (identifying
Zµp = {0, 1}µ log p ) by setting f to be the all-zero function, while Definition 11 can be recovered
by setting Rout = {0µ ∈ Zµp = {0, 1}µ log p }.
Finally, we describe an interesting special case of Definition 14 that we securely instantiate
under LWE.
▶ Definition 15 (Weighted Sum Resistance mod p). Let t = t(λ). A hash function family H
with output space Zµp is weighted sum resistant mod p with weights w ∈ {−1, 0, 1}t if it is
output intractable for the t-output relation
t
n X
o
Rout = y :
wi yi = 0µ (mod p) .
i=1

Similarly, it is not-all-equal weighted sum resistant mod p with weights w if it is NAE
output intractable for Rout .
We say that H is weighted sum resistant if it is sum resistant for all nonzero weight vectors
w, and NAE-weighted sum resistant if it is NAE-sum resistant for all weight vectors w such
P
that i wi =
̸ 0. As shown in the full version [31], our LWE-based hash family satisfies (NAE)
multi-input CI for (both variants of) shifted weighted sum resistance mod p with p ≈ 2λ .

2.2

Shift-Hiding Shiftable Functions

We consider a weakening of the original definition of Peikert and Shiehian [33] that does not
give the adversary oracle access to the SHSF. We also consider a modified definition with
exact correctness rather than approximate correctness (this corresponds to the “rounded
version” of the [33] construction).
▶ Definition 16 (Shift-Hiding Shiftable Functions [33]). Let p = p(λ) be an efficiently
computable function of λ. We define a family of shift-hiding shiftable functions with input
µ(λ)
space {0, 1}ν(λ) and output space Zp
= {0, 1}µ(λ) log p(λ) for arbitrary polynomial functions
(ν(λ), µ(λ)).
µ(λ)
For a given class C of function ensembles F = {fλ : {0, 1}ν(λ) → Zp }, a shift-hiding
shiftable function family SHSF = (Gen, Shift, Eval, SEval) consists of four PPT algorithms:
Gen(1λ ) outputs a master secret key msk and public parameters pp.
Shift(msk, f ) takes as input a secret key msk and a function f ∈ F. It outputs a shifted
key skf .
Eval(pp, msk, x), given a secret key msk and input x ∈ {0, 1}ν(λ) , outputs an evaluation
µ(λ)
y ∈ Zp .
SEval(pp, skf , x), given a shifted key skf and input x ∈ {0, 1}ν(λ) , outputs an evaluation
µ(λ)
y ∈ Zp .
We will sometimes use the notation Fsk (x) to mean either Eval(sk, x) or SEval(sk, x) when
the context is clear.
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We require that SHSF satisfies the following two properties:
Computational Correctness: for any function f ∈ C, given public parameters pp and
a shifted key skf ← Shift(msk, f ) (for (pp, msk) ← Gen(1λ )), it is computationally hard
to find an input x ∈ {0, 1}ν(λ) such that Eval(skf , x) ̸= Eval(msk, x) + f (x) (mod p). In
other words, the equation
Fskf (x) = Fmsk (x) + f (x)
holds computationally (mod p).
Shift Hiding: for any pair of functions f, g ∈ C,
skf ≈c skg ,
where skf ← Shift(msk, f ), skg ← Shift(msk, g), and msk ← Gen(1λ ).

3

Correlation Intractability from Shift-Hiding Shiftable Functions

In this section, we show that shift-hiding shiftable functions (Definition 16) that are output
intractable (Definitions 12 and 13) can be used to construct correlation-intractable hash
functions for shifted relations (Definition 14). As a special case, this shows that SHSFs that
are hard to invert yield correlation-intractable hash functions for all circuits (Definition 11)
supported by the SHSF function class C. In other words, SHSFs allow us to lift a form of
output intractability to a more general form of correlation intractability.
Formally, let SHSF = (Gen, Shift, Eval) be a SHSF family that represents functions of
µ(λ)
the form Fsk : {0, 1}ν(λ) → Zp
and supports shifts for functions f ∈ C, where C is some
class that contains the all zero function ensemble. We then consider two hash functions
Hplain , Hshift :
Hplain uses msk as a hash key, and computes the function h(msk, x) = Fmsk (x).
Hshift uses skZ as a hash key, where Z : {0, 1}ν → Zµp is an identically zero function. It
computes the function h(skZ , x) = FskZ (x).
▶ Theorem 17. Let Rout be an efficiently decidable output relation. If SHSF is a shifthiding shiftable function family for C and Hplain is Rout -output intractable, then Hshift is
(R, f )-correlation intractable for any f ∈ C.
Moreover, if Hplain is NAE-Rout -output intractable, then Hshift is NAE-(R, f )-CI for any
f ∈ C.
Proof. Suppose that a PPT adversary A breaks the (R, f )-correlation intractability of Hshift ,
which means that A wins the following challenger-based security game with non-negligible
probability:
1. The challenger samples msk ← Gen(1λ ).
2. The challenger samples sk = skZ ← Shift(msk, Z) and sends sk to A.
3. A(sk) outputs x = (x1 , . . . , xt ).
4. A wins if (i) the inputs xi are distinct, and (ii) for yi = Fsk (xi ) − f (xi ), the relation
Rout (y) holds.
Then, A also wins each of the following modified security games with non-negligible probability.
Hybrid Hyb1 : same as the honest security game, except that in step (2), we sample
skf ← Shift(msk, f )
This is indistinguishable from the original security game by the shift-hiding of SHSF.
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Hybrid Hyb2 : same as Hyb1 , except that in step (4), we change the win condition (ii) so
that A wins if for yi = Fmsk (xi ), the relation Rout (y) holds.
This is indistinguishable from Hyb1 by the computational correctness of SHSF.
Finally, we show that A’s success in Hyb2 leads to an attack A′ on the Rout -output intractability of Hplain . The attack works as follows:
1. The challenger samples msk ← Gen(1λ ) and sends msk to A′ .
2. A′ (msk) samples sk = skf ← Shift(msk, f ).
3. A′ then calls A(skf ) and outputs x = (x1 , . . . , xℓ ).
4. By definition, A′ wins if (i) the xi are distinct, and (ii) for yi = Fmsk (xi ), the relation
Rout (y) holds.
By construction, A′ above wins with the same probability that A wins in Hyb2 , contradicting
the Rout -output intractability of Hplain .
The same argument as above applies to NAE-CI, with the condition (i) replaced by “the
inputs xi are not all equal.” This completes the proof of Theorem 17.
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