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Preface
The third Conference on Information-Theoretic Cryptography (ITC 2022) was held in-person
in Cambridge, MA on July 5–7, 2022, with virtual attendance an option. Yael Tauman
Kalai and Vinod Vaikuntanathan were the general chairs and Dana Dachman-Soled was the
program chair. The conference was held in cooperation with the International Association
for Cryptologic Research (IACR).
In its third year, ITC has continued to fill the role in the cryptographic community of
disseminating research advances on all aspects of information-theoretic security. The breadth
of topics covered by the papers and invited talks reflects the fact that information theoretic
techniques are pervasive in essentially all areas of cryptography. ITC has also sought to foster
the creation of a community bringing together researchers from coding theory, information
theory (classical and quantum), theory of computation, privacy, and cryptography.
This year, the conference received 30 submissions, of which the Program Committee
(PC) accepted 17. The 19 PC members were helped in selecting the program by many
external reviewers. The small size of the conference afforded the reviewers the opportunity
to send anonymous questions to the authors to clarify technical issues. In several cases,
this interactive process consisted of multiple rounds and continued until the questions were
resolved. The proceedings consist of the revised version of the 17 accepted papers. The
revisions were not reviewed, and the authors bear full responsibility for the content.
In addition to the accepted papers, the conference included six invited talks. They were
selected by the PC to be “spotlight talks,” highlighting the most exciting recent advances in
cryptography and theoretical computer science that interest the ITC community.
Many individuals helped make ITC 2022 a success. We offer our sincere thanks to: All the
authors who chose to submit their papers to this conference; the PC members for providing
thorough reviews, for their dedication to resolving technical issues, and for their active
participation in discussing each paper; the external reviewers for providing us with their
valuable expert opinions; the ITC Steering Committee, and especially Benny Applebaum, for
providing support, guidance, and advice throughout the process; and last but not least, the
invited speakers, presenting authors, and participants for committing their time to making
the conference a success.
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Abstract
An ℓ-server Private Information Retrieval (PIR) scheme allows a client to retrieve the τ -th element
aτ from a database a = (a1 , . . . , an ) which is replicated among ℓ servers. It is called t-private if
any coalition of t servers learns no information on τ , and b-error correcting if a client can correctly
compute aτ from ℓ answers containing b errors. This paper concerns the following problems: Is there
a t-private ℓ-server PIR scheme with communication complexity o(n) such that a client can detect
errors with probability 1 − ϵ even if ℓ − 1 servers return false answers? Is it possible to add error
correction capability to it? We first formalize a notion of (1 − ϵ)-fully error detecting PIR in such a
way that an answer returned by any malicious server depends on at most t queries, which reflects
t-privacy. We then prove an impossibility result that there exists no 1-fully error detecting (i.e.,
ϵ = 0) PIR scheme with o(n) communication. Next, for ϵ > 0, we construct 1-private (1 − ϵ)-fully
error detecting and (ℓ/2 − O(1))-error correcting PIR schemes which have no(1) communication, and
a t-private one which has O(nc ) communication for any t ≥ 2 and some constant c < 1. Technically,
we show generic transformation methods to add error correction capability to a basic fully error
detecting PIR scheme. We also construct such basic schemes by modifying certain existing PIR
schemes which have no error detection capability.
2012 ACM Subject Classification Security and privacy → Information-theoretic techniques
Keywords and phrases Private Information Retrieval, Error Detection, Error Correction
Digital Object Identifier 10.4230/LIPIcs.ITC.2022.1
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Introduction

Private Information Retrieval (PIR) was introduced by Chor, Goldreich, Kushilevitz, and
Sudan [7]. In an ℓ-server PIR scheme, a client can retrieve the τ -th element aτ of a database
a = (a1 , . . . , an ) replicated among ℓ servers without revealing any information on the index
τ to the servers. A trivial solution is that servers send the entire database to the client.
However, it results in communication complexity O(n), which is shown to be optimal in the
information-theoretic setting when ℓ = 1 [7]. To get around this, Chor et al. [7] considered
ℓ-server PIR schemes for ℓ ≥ 2 in which servers do not collude. More generally, a PIR scheme
is called t-private if any coalition of t servers learns no information on τ .
© Reo Eriguchi, Kaoru Kurosawa, and Koji Nuida;
licensed under Creative Commons License CC-BY 4.0
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Since then, many ℓ-server PIR schemes have been developed to improve communication
cost [1, 3, 4, 6, 7, 10, 11, 14, 22]. Currently, the most communication-efficient schemes are
1-private 2O(r) -server PIR schemes with sub-polynomial (in n) communication complexity
Ln [1/r, Or (1)] [6, 10], where Ln [s, c] denotes a function exp(c(log n)s (log log n)1−s ) and the
notation Or (·) hides constants that depend on r only.1 To achieve t-privacy for t ≥ 2,
Woodruff and Yekhanin [20] proposed a t-private ℓ-server PIR scheme with communication
−1
complexity n⌊(2k−1)/t⌋ ℓO(1) for any 1 ≤ k ≤ ℓ.
As more servers are involved, there is a higher possibility that servers are malicious or
fault, or that the databases are not updated simultaneously. It is then important to enable a
client to detect or even correct errors when part of servers return false answers. Beimel and
Stahl [5] introduced b-error correcting PIR, which enables a client to retrieve a correct value
aτ even if b (or less) servers return false answers. They showed that a b-error correcting PIR
scheme can be generically obtained from any k-server PIR scheme if b ≤ (ℓ − k)/2 while the
time complexity of error correction is proportional to kℓ . Kurosawa [15] proposed a more
time-efficient error correction algorithm specialized for the t-private PIR scheme in [20] and
as a result, it performs ⌊(ℓ − k)/2⌋-error correction in polynomial time in ℓ for any 1 ≤ k ≤ ℓ.
However, as pointed out in [5], b-error correcting PIR is possible only if b < ℓ/2. It is
therefore important to consider a weaker notion of error detecting to tolerate more malicious
servers. Specifically, we define (1 − ϵ)-fully error detecting PIR as the one which enables a
client to detect errors with probability 1 − ϵ even if ℓ − 1 out of ℓ answers are false. To the
best of our knowledge, there are no fully error detecting PIR schemes in the literature except
for the trivial scheme or the one implicitly used in [21] both of which have communication
cost O(n). This paper concerns the following problem:
Is there a t-private (1 − ϵ)-fully error detecting ℓ-server PIR scheme with communication complexity o(n)? Is it possible to add error correction capability to it?

1.1

Our Results

We first formalize the notion of (1 − ϵ)-fully error detecting PIR. We then prove an impossibility result that there exists no 1-fully error detecting (i.e., ϵ = 0) PIR scheme with o(n)
communication. Next, for ϵ > 0, we construct 1-private (1 − ϵ)-fully error detecting and
(ℓ/2 − O(1))-error correcting PIR schemes which has no(1) communication. For t ≥ 2, we
also propose a t-private one which has O(nc ) communication for some constant c < 1. Here,
we ignore a factor of log ϵ−1 in communication cost. Our constructions are based on the
following technical contributions:
We prove that the transformations [5], which add error correction capability to PIR
schemes, preserve full error detection capability and even reduces the probability of
failure.
We construct (1 − ϵ)-fully error detecting PIR schemes by modifying certain existing
schemes.
In what follows we briefly discuss each of these contributions.
Formalization of Fully Error Detecting PIR. Let Π be a t-private ℓ-server PIR scheme. In
our model, a set of at most ℓ − 1 malicious servers T is partitioned into pairwise disjoint
subsets T = T1 ∪ · · · ∪ Tm such that |Th | ≤ t for any h, and servers in each Th can collude to
1

If c = O(1), Ln [1, c] is polynomial in n and Ln [0, c] is polylogarithmic in n. For 0 < s < 1, Ln [s, c] is
sub-polynomial in n.
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generate their false answers. Our model is natural since due to the t-privacy, no malicious
server is allowed to see more than t queries and hence its false answer should not depend on
more than t queries. We say that Π is (1 − ϵ)-fully error detecting if a client can detect errors
with probability 1 − ϵ for any T = T1 ∪ · · · ∪ Tm satisfying the above condition. We prove
that there exists no 1-fully error detecting (i.e., ϵ = 0) PIR scheme with o(n) communication
(Theorem 13). This implies that it is necessary to consider (1 − ϵ)-fully error detecting PIR
with ϵ > 0.
Transformation to Increase Robustness of Fully Error Detecting PIR. To transform a
k-server PIR scheme Π to an ⌊(ℓ − k)/2⌋-error correcting ℓ-server PIR scheme Π′ , Beimel
and Stahl [5] presented a naive method, which executes an independent instance of Π for
each group of k servers, and a more refined method, which uses perfect hash families.2 We
prove that the two transformation methods preserve full error detection capability and even
reduces the probability of failure. Therefore, they can be used to add ⌊(ℓ − k)/2⌋-error
correction capability to a fully error detecting PIR scheme.More specifically, the method using
a perfect hash family transforms a 1-private (1 − ϵ)-fully error detecting k-server PIR scheme
Π to a 1-private (1 − ϵ)-fully error detecting ℓ-server PIR scheme Π′ (Theorem 14). The
overhead in communication cost is 2O(k) ℓ log ℓ. The naive method can be used to transform a
t-private (1 − ϵ)-fully error detecting k-server PIR scheme Π to a t-private (1 − ϵM )-fully error
detecting ℓ-server PIR scheme Π′ , where M = ⌈(ℓ − k + 1)/(k + t − 2)⌉ (Theorem 15). The
communication cost of Π′ is kℓ times larger than Π. Although the method in Theorem 14 is
more communication-efficient for large k, the naive transformation in Theorem 15 has the
following advantages:
From any 1-private 2-server (1 − ϵ)-fully error detecting PIR scheme, we can obtain a
1-private ℓ-server (1 − ϵ)-fully error detecting one which has lower communication cost by
a factor of O(log ℓ) than if Theorem 14 is applied.
It works for any t ≥ 1, where t is the number of servers who can collude.
Constructions of Fully Error Detecting PIR Schemes.
1-Private two-server PIR scheme. Dvir and Gopi [10] showed a 1-private 2-server PIR
scheme with communication complexity Ln [1/2, O(1)] by using a matching vector family
and a kind of polynomial interpolation. Based on their scheme, we construct a 1private (1 − ϵ)-fully error detecting 2-server PIR scheme with communication complexity
Ln [1/2, O(1)] · log ϵ−1 (Theorem 16). Our technical novelty is modifying the scheme [10]
in such a way that a client chooses interpolation points at random and carefully analyzing
its error detection capability. By applying the naive transformation in Theorem 15, we
obtain a 1-private ℓ-server (1 − ϵ)-fully error detecting and ⌊(ℓ − 2)/2⌋-error correcting
PIR scheme with communication complexity Ln [1/2, O(1)] · ℓ log ϵ−1 (Corollary 17).
1-Private ℓ-server PIR scheme for larger ℓ. We show that the communication complexity
of fully error detecting PIR can be further reduced by increasing the number of servers.
We invoke a basic PIR scheme based on a matching vector family shown in [9], which
uses Lagrange interpolation to retrieve aτ . We carefully choose parameters for the
matching vector family and let a client choose interpolation points at random. As a result,
for any fixed r ≥ 2, we obtain a 1-private (1 − ϵ)-fully error detecting kr -server PIR
scheme with communication complexity Ln [1/r, Or (1)] · log ϵ−1 , where kr is a constant

2

We note that their method shown in [5, Section 3.1] is a special case of the latter based on perfect hash
families.
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depending on r (Corollary 19). By applying the transformation in Theorem 14, we obtain
a 1-private (1 − ϵ)-fully error detecting and ⌊(ℓ − kr )/2⌋-error correcting ℓ-server PIR
scheme with communication complexity Ln [1/r, Or (1)] · 2O(kr ) ℓ log ℓ log ϵ−1 for any ℓ ≥ kr
(Corollary 20). By setting r = 3, we obtain a (1 − ϵ)-fully error detecting ℓ-server PIR
scheme with communication cost Ln [1/3, O(1)] · ℓ log ℓ log ϵ−1 for ℓ ≥ 217 .
t-Private ℓ-server PIR scheme for t ≥ 2 and ℓ ≥ 2. Our construction for t ≥ 2 is based
on the best known t-private ⌊(ℓ − k)/2⌋-error correcting ℓ-server PIR scheme [20] with
communication complexity O(dnd ℓ log ℓ), where 1 ≤ k ≤ ℓ and d = ⌊(2k − 1)/t⌋. Their
scheme uses Hermite interpolation [17] to retrieve aτ . By choosing interpolation points
randomly, we obtain a t-private (1−ϵ)-fully error detecting and ⌊(ℓ−k)/2⌋-error correcting
ℓ-server PIR scheme with communication complexity O(dn1/d ℓ log ℓ log ϵ−1 ) (Theorem 21).
We note that the polynomial-time error correction algorithm [15], which was originally
proposed for the scheme [20] with no error detection, is applicable to our fully error
detecting scheme. Hence, this scheme achieves error correction without the transformations
in Theorems 14 and 15.

1.2

Related Work

Beimel and Stahl [5] introduced (k, ℓ)-robust PIR, which allows a client to retrieve a correct
value from answers of any k out of ℓ honest servers. They presented generic transformations
from any k-server PIR scheme to (k, ℓ)-robust PIR scheme. They also showed that any (k, ℓ)robust PIR scheme achieves b-error correction
for b ≤ (ℓ − k)/2 while the time complexity

ℓ
of error correction is proportional to k . Any (k, ℓ)-robust PIR scheme implies an ℓ-server
PIR scheme that detects errors if at most ℓ − k servers are malicious, by letting the client
recover data from answers of every k servers and check the consistency. However, it cannot
be better than the trivial scheme if there are ℓ − 1 malicious servers.
Yang, Xu, and Bennett [21] proposed a PIR scheme which achieves b-error correction by
performing error detection for all subsets of servers of size b + 1 for b = ⌊(ℓ − 1)/2⌋. Their
scheme satisfies our definition of fully error detecting PIR. However, the communication
complexity is O(n) and it is not better than the trivial scheme downloading the whole
√
database. Although it can be reduced to O( n) by the balancing technique of [7], the
communication complexities of our schemes are still lower than theirs.
Goldberg [12] proposed a list decodable ℓ-server PIR scheme with communication com√
plexity O( n), in which a client outputs a √
list including a correct value instead of just one.
However, the scheme tolerates at most ℓ − ⌊ ℓ⌋ malicious servers and hence it cannot detect
errors in the presence of ℓ − 1 malicious servers. Devet, Goldberg, and Heninger [8] considered
a different scenario where a client performs multiple queries and runs a decoding algorithm
on multiple answers simultaneously. In this setting, they proposed a list decodable ℓ-server
√
PIR scheme for ℓ − O(1) malicious servers with communication complexity O( n).
Sun and Jafar [18, 19] and Banawan and Ulukus [2] considered error correction in the
setting where the size of each block of a database is very large, and hence only the download
cost is of interest.

2

Preliminaries

Notations. For m ∈ N, define [m] = {1, . . . , m}. For a vector x, let xi denote the i-th
entry of x. Let f ∈ Fq [X1 , . . . , Xm ] be an m-variate polynomial over a finite field Fq of size
q. We say that f is a degree-d polynomial if its total degree is at most d. Define the partial
derivative of f with respect to Xj as
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Xiei

i∈[m]\{j}

P
Q
if f = e∈I ce i∈[m] Xiei , where ce ∈ Fq and I is a finite set of m-tuples of non-negative
integers. For a univariate polynomial f , we denote by ∂f the derivative of f with respect
to its unique variable. We write u ←$ U if u is randomly chosen from a set U . For two
P
vectors x = (xi )i∈[m] , y = (yi )i∈[m] over a ring U , we define ⟨u, v⟩ =
i∈[h] ui vi and
wt(u) = |{i ∈ [m] : ui ̸= 0}|. Let Ln [s, c] denote the function of n defined as
Ln [s, c] = exp(c(log n)s (log n)1−s ),
where 0 ≤ s ≤ 1 and c > 0. Note that if c = O(1), Ln [1, c] is polynomial in n and Ln [0, c] is
polylogarithmic in n. For 0 < s < 1, Ln [s, c] is sub-polynomial in n.

2.1

Lagrange and Hermite Interpolation

Lagrange interpolation recovers a polynomial using its values on given points. Let ℓ ∈ N
and Fp be a prime field such that p ≥ ℓ + 1. Let α1 , . . . , αℓ be ℓ pairwise distinct non-zero
elements of Fp and let yj ∈ Fp for each j ∈ [ℓ]. Then, there exists an explicit formula for
finding a unique polynomial g ∈ Fp [X] such that deg g ≤ ℓ − 1 and g(αj ) = yj for all j ∈ [ℓ].
Hermite interpolation is a generalization of Lagrange interpolation, which recovers a
polynomial using its derivatives and values on given points. Let yj,w ∈ Fp for each j ∈ [ℓ] and
w ∈ {0, 1}. Then, there exists an explicit formula for finding a unique polynomial g ∈ Fp [X]
such that deg g ≤ 2ℓ − 1 and g(αj ) = yj,0 and ∂g(αj ) = yj,1 for all j ∈ [ℓ] [17].

3

Private Information Retrieval (PIR)

3.1

Definitions

In an ℓ-server PIR scheme, each server has a copy of a database a = (a1 , . . . , an ) ∈ {0, 1}n .
A client can obtain aτ by interacting with ℓ servers without revealing any information on τ
to the servers.
▶ Definition 1 (Syntax). An ℓ-server PIR scheme Π consists of three algorithms Π =
(Q, A, R), where Q is probabilistic while A and R are deterministic.
A query algorithm Q takes τ ∈ [n] as input and outputs ℓ queries que1 , . . . , queℓ together
with auxiliary information aux. A client computes
Q(τ ; r) → (que1 , . . . , queℓ ; aux)
and then sends quei to the i-th server for i ∈ [ℓ], where r is a random string.
An answer algorithm A takes as input an index i ∈ [ℓ], a query quei and a database
a = (a1 , . . . , an ) ∈ {0, 1}n , and outputs an answer ansi . The i-th server computes
A(i, quei , a) → ansi
and then returns ansi to the client.
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A reconstruction algorithm R takes as input ℓ answers ans1 , . . . , ansℓ and auxiliary information aux, and outputs e
a ∈ {0, 1}. The client computes
R(ans1 , . . . , ansℓ ; aux) → e
a
and outputs e
a.
We say that Π is correct if for any database a = (a1 , . . . , an ) ∈ {0, 1}n and any τ ∈ [n],
it holds that R(ans1 , . . . , ansℓ ; aux) = aτ , where (que1 , . . . , queℓ ; aux) ← Q(τ ) and ansi ←
Pℓ
A(i, quei , a) for i ∈ [ℓ]. The (total) communication complexity of Π is given by i=1 |quei | +
Pℓ
i=1 |ansi |, where |quei | and |ansi | are the bit lengths of quei and ansi , respectively.
We say that an ℓ-server PIR scheme is t-private if any t servers learn no information on
the client’s secret index τ even if they collude. Formally,
▶ Definition 2 (t-Privacy). An ℓ-server PIR scheme Π = (Q, A, R) is said to be t-private if
for any t indices i1 , . . . , it ∈ [ℓ] and any τ, τ ′ ∈ [n], the joint distributions of (quei1 , . . . , queit )
and (que′i1 , . . . , que′it ) are perfectly identical, where (que1 , . . . , queℓ ; aux) ← Q(τ ) and
(que′1 , . . . , que′ℓ ; aux′ ) ← Q(τ ′ ).
Beimel and Stahl [5] introduced the notion of robust and error correcting PIR.
▶ Definition 3 (Robust PIR). An ℓ-server PIR scheme Π is said to be (k, ℓ)-robust if for
any K = {i1 , . . . , ik } ⊆ [ℓ], there exists an algorithm RK that correctly computes aτ from k
answers ansi1 , . . . , ansik .
▶ Definition 4 (Error correcting PIR). An ℓ-server PIR scheme Π = (Q, A, R) is said
to be b-error correcting if R can correctly compute aτ even if b (or less) answers among
(ans1 , . . . , ansℓ ) are false.
In [5, Theorem 6.2], it is shown that a (k, ℓ)-robust PIR scheme is ⌊(ℓ
 − k)/2⌋-error
correcting while the time complexity of error correction is proportional to kℓ since R needs
to perform RK for all subsets K of size k.

3.2

Known Transformation from k-Server PIR to (k, ℓ)-Robust PIR

Beimel and Stahl [5] showed a generic transformation from any k-server PIR scheme Π into
a (k, ℓ)-robust PIR scheme Π′ for any ℓ > k. Their transformation is based on a minimal
perfect hash family.
▶ Definition 5. Let ℓ ≥ k. An (ℓ, k)-minimal perfect hash family H = {h1 , . . . , hw } is a
family of functions of the form hj : [ℓ] → [k] such that for each A ⊆ [ℓ] of size k, there exists
an index j such that hj (A) = [k].
Let Π = (Q, A, R) be any k-server PIR scheme and H = {h1 , . . . , hw } be an (ℓ, k)minimal perfect hash family. Beimel and Stahl [5] construct a (k, ℓ)-robust PIR scheme
Π′ = (Q′ , A′ , R′K ) where R′K is a reconstruction algorithm for a set K of k servers, as follows:
Q′ (τ ). To obtain aτ , a client executes w times Π independently and generates w query
(j)
(j)
vectors que(j) = (que1 , . . . , quek ), j ∈ [w] along with auxiliary information aux(j) . For
(1)
(w)
each i ∈ [ℓ], the client sends quei = (queh1 (i) , . . . , quehw (i) ) to the i-th server.
(j)

A′ (i, quei , a). The i-th server replies to each query q = quehj (i) for j ∈ [w] as the hj (i)-th
server would reply to q in the original k-server PIR scheme Π. The i-th server returns
(j)
ansi = (A(hj (i), quehj (i) , a))j∈[w] to the client.
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R′K (ansi1 , . . . , ansik ; aux). If the client receives answers from a set of k servers K =
{i1 , . . . , ik } ⊆ [ℓ], let hj ∈ H be a function such that hj (K) = [k]. Due to the correctness
(j)
of Π, the client can obtain aτ from {A(hj (i), quehj (i) , a)}i∈K and aux(j) .
A construction of H with w = 2O(k) log ℓ is also given in [5]. Therefore, the communication
complexity of Π′ is c · 2O(k) ℓ log ℓ if Π has communication complexity c per server. Since
each execution of Π is independent, if Π is t-private, so is Π′ .

4

Matching Vector Family

4.1

Definitions and Constructions

▶ Definition 6. Let m ∈ Z and S ⊆ Zm \ {0}. We say that U = (u1 , . . . , un ) and
V = (v1 , . . . , vn ), where ui , vi ∈ Zhm , form an S-matching vector family if the following
condition is satisfied:
⟨ui , vi ⟩ = 0 for every i ∈ [n];
⟨ui , vj ⟩ ∈ S for every i ̸= j.
We say that an S-matching vector family is d-bounded if s ≤ d for all s ∈ S in terms of the
usual order on Z.
There exists an explicit construction of a matching vector family.
▶ Proposition 7 ([13]). Let p < q be two primes and set m = pq. For any integer
n > 1, there exist a constant θm depending on m only and an S-matching vector family
U = V = (u1 , . . . , un ) over Zhm such that h = Ln [1/2, θm ] and S = {p, q, p + q}.
There also exists an explicit construction of a bounded matching vector family.
▶ Proposition 8 ([9]). Let p1 , . . . , pr be r ≥ 2 pairwise distinct primes and set m = p1 · · · pr .
Let u, w be positive integers such that u ≥ w. For each i ∈ [r], let ei be the smallest integer such
P
that pei i > w1/r . Set c = maxi∈[r] pei i and d = m i∈[r] p−1
exists a d-bounded
i . Then, there 

Pc
u
u
matching vector family of size n over Zhm such that n = w
and h = ≤c
:= i=0 ui .

4.2

Basic PIR Based on a Matching Vector Family

Following [9], we can construct a (d + 1)-server PIR scheme Π = (Q, A, R) based on a
d-bounded S-matching vector family U = (u1 , . . . , un ) and V = (v1 , . . . , vn ) over Zhm as
follows. Let q be a prime such that q = 1 mod m. Let γ be an m-th root of unity of Fq . Let
α1 , . . . , αd+1 be distinct elements of Zm . Let a = (a1 , . . . , an ) ∈ {0, 1}n be a database.
Q(τ ). To obtain aτ , the client chooses w ∈ Zhm randomly. He then computes ρi =
(ρi1 , . . . , ρih ) = w + αi uτ , sends quei = (γ ρi1 , . . . , γ ρih ) to the i-th server for i ∈ [d + 1],
and stores aux = w.
A(i, quei , a). The i-th server returns
ansi = ξi =

X
σ∈[n]

aσ (γ ρi1 )vσ1 · · · (γ ρih )vσh =

X

aσ γ ⟨ρi ,vσ ⟩

σ∈[n]

to the client for i ∈ [d + 1], where vσj is the j-th coordinate of vσ .
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R(ans1 , . . . , ansd+1 ; aux). The client computes aτ from ξ1 , . . . , ξd+1 as follows. Note that
X
ξi =
aσ γ ⟨ρi ,vσ ⟩
σ∈[n]

=

X

aσ γ ⟨w+αi uτ ,vσ ⟩

σ∈[n]

= aτ γ ⟨w,vτ ⟩ +

X

aσ γ ⟨w,vσ ⟩ γ αi ⟨uτ ,vσ ⟩

σ̸=τ

= c0 +

X

cs (γ αi )s

s∈S

where cs = σ∈[n]:⟨uτ ,vσ ⟩=s aσ γ ⟨w,vi ⟩ for each s ∈ S and c0 = aτ γ ⟨w,uτ ⟩ . Let f (x) =
P
c0 + s∈S cs xs . The degree of f is at most d and ξi = f (γ αi ) for i ∈ [d + 1]. By using
Lagrange interpolation, the client can compute f (0) = c0 = aτ γ ⟨w,uτ ⟩ from ξ1 , . . . , ξd+1
and obtain aτ .
P

5

Formalization of Fully Error Detecting PIR

5.1

Definitions

We formally define error detecting PIR. In a t-private PIR scheme, any t servers learn no
information on τ even if they collude, where τ is the secret index of the client. In a t-private
error detecting ℓ-server PIR scheme, we require that the client can detect errors even if ℓ − 1
servers return false answers. We allow only t servers to collude when computing their false
answers, which is the same condition as that for t-privacy. Namely a set of malicious servers
T is given by a union of pairwise disjoint subsets T = T1 ∪ · · · ∪ Tm in such a way that
|T | ≤ ℓ − 1, |Th | ≤ t for h ∈ [m] and the servers in each Th can collude. We formalize such
malicious servers by using a tampering function f such that
f 1 , . . . , ans
f ℓ ),
f (que1 , . . . , queℓ , a) = (ans

(1)

where quei is a query sent to the i-th server and a = (a1 , . . . , an ) ∈ {0, 1}n is a database.
▶ Definition 9 (Tampering function). Let T1 , . . . , Tm ⊆ [ℓ] be pairwise disjoint subsets. We
say that a function f given by Eq. (1) is a tampering function for an ℓ-server PIR scheme
Π = (Q, A, R) with respect to (T1 , . . . , Tm ) if for each i ∈ [ℓ], it holds that
(
A(i, quei , a),
if i ∈
/ T1 ∪ · · · ∪ Tm ,
fi =
ans
(2)
fi ({quei′ }i′ ∈Tj , a), if i ∈ Tj for some j ∈ [m],
for some function fi . We denote the family of all such tampering functions by FTΠ1 ,...,Tm .
▶ Definition 10 (Error detecting PIR). We say that an ℓ-server PIR scheme Π = (Q, A, R)
is (1 − ϵ)-error detecting with respect to (T1 , . . . , Tm ) if Π is correct and
Pr[EDΠ (a, τ, f ) = 1] ≥ 1 − ϵ
for any database a = (a1 , . . . , an ) ∈ {0, 1}n , any τ ∈ [n] and any f ∈ FTΠ1 ,...,Tm , where the
experiment EDΠ (a, τ, f ) is defined as follows:
1. Let (que1 , . . . , queℓ ; aux) ← Q(τ );
f 1 , . . . , ans
f ℓ );
2. Let f (que1 , . . . , queℓ , a) = (ans
f 1 , . . . , ans
f ℓ ; aux) ∈ {aτ , ⊥} and return 0 otherwise.
3. Return 1 if R(ans
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We say that a t-private ℓ-server PIR scheme Π is (1 − ϵ)-fully error detecting if it is (1 − ϵ)error detecting with respect to any tuple of pairwise disjoint subsets (T1 , . . . , Tm ) such that
|T1 ∪ · · · ∪ Tm | ≤ ℓ − 1 and |Ti | ≤ t for i ∈ [m].
▶ Remark 11. Although tampering functions are supposed to be deterministic, it can be
seen that they capture randomized behavior of malicious servers. This is because the
success probability is considered over a random string of Q, which is independent of servers’
randomness, and also because servers are assumed to be computationally unbounded.
▶ Remark 12. In a t-private fully error detecting PIR scheme, incorrect answers are allowed
to depend on at most t queries. In particular, if t = 1, this means that the incorrect answers
are generated independently. We note that this somewhat restricted adversarial model is
still practically important. For example, consider a situation where a database a is updated
frequently. If an honest server i has an old database b ̸= a, then it returns an incorrect
answer A(i, quei , b). Such errors can be detected by a 1-private fully error detecting PIR
scheme.

5.2

Impossibility of 1-Fully Error Detecting PIR

The trivial scheme clearly achieves 1-full error detection, i.e., ϵ = 0. Theorem 13 shows that
we cannot do better than the trivial scheme in the case of ϵ = 0.
▶ Theorem 13. Let Π = (Q, A, R) be a 1-private 1-fully error detecting ℓ-server PIR scheme
for a universe of databases {0, 1}n . Then, the bit length of an answer of any server is at
least n.
Proof. Suppose that A outputs a c-bit string and the set of random strings for Q is
{0, 1}ρ . We show that c ≥ n. Let r(1) ∈ {0, 1}ρ be any random string for Q and let
(1)
(1)
(q1 , . . . , qℓ ; aux(1) ) = Q(1; r(1) ). Since Π is 1-private, for any τ ∈ [n] \ {1}, there exists
(τ )
(1)
(τ )
(τ )
r(τ ) ∈ {0, 1}ρ such that q1 = q1 , where (q1 , . . . , qℓ ; aux(τ ) ) = Q(τ ; r(τ ) ). We define
(1)
(2)
(n)
q1 := q1 = q1 = · · · = q1 .
We define a function ϕ : {0, 1}n → {0, 1}c as ϕ(a) = A(1, q1 , a). It is sufficient to
show that ϕ is injective. Assume that A(1, q1 , a) = A(1, q1 , b) for some a ̸= b ∈ {0, 1}n .
(τ )
(τ )
Let τ ∈ [n] be such that aτ ̸= bτ . Then, we have that A(1, q1 , a) = A(1, q1 , b). Set
Π
T = [ℓ] \ {1}. Let f ∈ F{2},...,{ℓ} be any tampering function such that
(τ )

(τ )

(τ )

(τ )

(τ )

f (q1 , q2 , . . . , qℓ , a) = (A(1, q1 , a), (A(i, qi , b))i∈T ).
Consider the experiment EDΠ (a, τ, f ) in Definition 10. If r(τ ) is chosen, we have that
(τ )
(τ )
(τ )
f 1 = A(1, q1 , a)
Q(τ ; r(τ ) ) = (q1 , . . . , qℓ ; aux(τ ) ) at Step 1. At Step 2, it holds that ans
(τ )
f i = A(i, qi , b) for i ∈ T . Then, EDΠ (a, τ, f ) returns 0 since
and ans
(τ )

(τ )

(τ )

(τ )

f 1 , (ans
f i )i∈T ; aux(τ ) ) = R(A(1, q1 , a), (A(i, qi , b))i∈T ; aux(τ ) )
R(ans
= R(A(1, q1 , b), (A(i, qi , b))i∈T ; aux(τ ) )
= bτ ∈
/ {aτ , ⊥}.


Hence Pr[EDΠ (a, τ, f ) = 0] ≥ Pr r(τ ) ←$ {0, 1}ρ > 0, which contradicts the 1-full error
detection of Π.
◀
In view of Theorem 13, we will consider (1 − ϵ)-fully error detecting PIR with ϵ > 0 in
the following sections.
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6

Transformation to Increase Robustness of Fully Error Detecting PIR

Beimel ans Stahl [5] presented two generic transformations from a k-server PIR scheme Π
to (k, ℓ)-robust (and hence ⌊(ℓ − k)/2⌋-error correcting) PIR scheme Π′ . One is based on a
perfect hash family and the other simply executes Π for all groups of k servers. We prove that
these methods preserve full error detection capability and can be used to add error correction
capability to fully error detecting PIR schemes. Specifically, let Π be a (1 − ϵ)-fully error
detecting k-server PIR scheme and Π′ be an ⌊(ℓ − k)/2⌋-error correcting ℓ-server PIR scheme
obtained by applying one of the transformations [5] to Π. We prove that Π′ is (1 − ϵ′ )-fully
error detecting for a certain ϵ′ ≤ ϵ. Although the method based on a perfect hash family is
more communication-efficient for large k, the naive method has the following advantages:
From any 1-private 2-server (1 − ϵ)-fully error detecting PIR scheme, we can obtain a
1-private ℓ-server (1 − ϵ)-fully error detecting one which has lower communication cost by
a factor of O(log ℓ) than if Theorem 14 is applied;
It works for any t ≥ 1, where t is the number of servers who can collude.
First, we consider the transformation based on a perfect hash family H = {hi : [ℓ] → [k] :
i ∈ [w]} (see Definition 5). In Π′ , a client executes w independent instances Π1 , . . . , Πw of Π
and sends to Server i ∈ [ℓ] a query sent to Server hj (i) ∈ [k] in Πj for all j ∈ [w]. We show
that if Server i is honest, for any subset S ⊆ [ℓ] of size k containing i, the (1 − ϵ)-full error
detection of Π′ follows from that of Πj , where j is an index such that hj (S) = [k]. We note
that this transformation does not provide a t-private (1 − ϵ)-fully error detecting ℓ-server
PIR scheme for t ≥ 2, that is, Π′ is not necessarily t-private (1 − ϵ)-fully error detecting even
if Π is. Roughly speaking, this is because the answer of a malicious server may depend on
the query which is sent to an honest server. In summary the following theorem holds. See
the full version for the proof.
▶ Theorem 14. Suppose that there exists a 1-private (1 − ϵ)-fully error detecting k-server
PIR scheme Π = (Q, A, R) such that the communication complexity is c per server. Then,
for any ℓ ≥ k, there exists a 1-private (1 − ϵ)-fully error detecting ℓ-server PIR scheme Π′
with communication complexity c · 2O(k) ℓ log ℓ. Furthermore, Π′ is (k, ℓ)-robust and hence
⌊(ℓ − k)/2⌋-error correcting.

Second, the naive transformation executes p = kℓ independent instances of Π for all
groups S1 , . . . , Sp of k servers. Let T be a set of ℓ − 1 malicious servers. Suppose that T is
partitioned into pairwise disjoint subsets T = T1 ∪ · · · ∪ Tm such that |Th | ≤ t for any h and
servers in each Th can collude. For i ∈ [p], we show that if |Si ∩ T | ≤ k − 1, the (1 − ϵ)-full
error detection of Π′ follows from that of the instance of Π corresponding to Si . More
generally, based on the fact that a client’s randomness for Si , Sj (i ̸= j) are independent,
we show that Π′ is even (1 − ϵM )-fully error detecting if there are M subsets Si1 , . . . , SiM
such that for every pair Si , Sj , servers in Si and in Sj do not receive the same query. We
formalize that condition in a combinatorial way and show that the maximum number of M
is at least (ℓ − k + 1)/(k + t − 2). As a result, Π′ is t-private (1 − ϵ′ )-fully error detecting for
ϵ′ = ϵM . See Appendix A for the proof.
▶ Theorem 15. Suppose that there exists a t-private (1 − ϵ)-fully error detecting k-server
PIR scheme Π = (Q, A, R) with communication complexity c. Let ℓ ≥ k. Set


ℓ−k+1
′
M =
k+t−2
′

and ϵ′ = ϵM . Then, there exists a t-private (1 − ϵ′ )-fully error detecting ℓ-server PIR
scheme Π′ with communication complexity c · kℓ . Furthermore, Π′ is (k, ℓ)-robust and hence
⌊(ℓ − k)/2⌋-error correcting.
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In this section, we show 1-private (1 − ϵ)-fully error detecting ℓ-server PIR schemes Π′1 and
Π′2 such that:
For any ℓ ≥ 2, Π′1 is ⌊(ℓ − 2)/2⌋-error correcting and has the communication complexity
Ln [1/2, O(1)] · ℓ log ϵ−1 .
2
For any r ≥ 2 and any ℓ ≥ k := rr 2r +2r−3 + 1, Π′2 is ⌊(ℓ − k)/2⌋-error correcting and
has the communication complexity Ln [1/r, 2O(r) ] · ℓ log ℓ log ϵ−1 .

7.1

How to Construct Π′1

In this subsection, we show a 1-private (1 − ϵ)-fully error detecting 2-server PIR scheme
Π1 with communication complexity Ln [1/2, O(1)] · log ϵ−1 . We can obtain Π′1 by applying
Theorem 15 to Π1 . The scheme Π1 is a variant of the 1-private 2-server PIR scheme of Dvir
and Gopi [10] with communication complexity Ln [1/2, O(1)]. Their scheme uses a matching
vector family given by Proposition 7 with p = 2 and q = 3, and does a sort of polynomial
interpolation with fixed points β1 = γ 0 and β2 = γ 1 . On the other hand, Π1 uses a matching
vector family with p ≥ 3 and q = 1 mod p, and does polynomial interpolation with random
points β1 = γ α1 and β2 = γ α2 where α1 , α2 are randomly chosen from {0, 1, . . . , p − 1}. A
more formal description of Π1 is shown in Figure 1. We obtain the following theorem. See
Appendix B for the proof.
▶ Theorem 16. For any ϵ > 0, Π1 is a 1-private (1 − ϵ)-fully error detecting 2-server PIR
scheme with communication complexity Ln [1/2, O(1)] · log ϵ−1 .
By applying Theorem 15 to the (1 − ϵ)-fully error detecting 2-server scheme Π1 , we obtain
a (1 − ϵΘ(ℓ) )-fully error detecting ℓ-server scheme Π′1 , which means that the overhead in
communication cost is only O(ℓ). Note that if we apply Theorem 14 to Π1 , then the overhead
is O(ℓ log ℓ).
▶ Corollary 17. Let ϵ > 0. For any ℓ ≥ 2, there exists a 1-private (1 − ϵ)-fully error detecting
and ⌊(ℓ − 2)/2⌋-error correcting ℓ-server PIR scheme Π′1 for a universe of databases {0, 1}n
such that the communication complexity is
Ln [1/2, O(1)] · ℓ log ϵ−1

(3)

and the time complexity of its reconstruction algorithm is polynomial in ℓ, n and log ϵ−1 .

7.2

How to Construct Π′2
2

In this subsection, for r ≥ 2 and k = rr 2r +2r−3 + 1, we show a 1-private (1 − ϵ)-fully error
detecting k-server PIR scheme Π2 such that the communication complexity is Ln [1/r, 2O(r) ] ·
log ϵ−1 . We can obtain Π′2 by applying Theorem 14 to Π2 .
To construct Π2 , we first consider a variant of the 1-private k-server PIR scheme of
Section 4.2 such that α1 , . . . , αk are chosen randomly (Figure 2). The following theorem
holds. See the full version for the proof.
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Notations.
A positive integer λ
Two primes p < q such that q ≡ 1 mod p
m = pq and a {p, q, p+q}-matching vector family U , V over Zhm given by Proposition 7
A primitive root δ ∈ F∗q and γ = δ (q−1)/p
The ring homomorphism ϕ : Zm → Fq defined as ϕ(x) = x mod q
Polynomials Fa ∈ Fq [z1 , . . . , zh ] and Ga ∈ (Fhq )[z1 , . . . , zh ] associated with a =
P
vτ 1
(a1 , . . . , an ) ∈ {0, 1}n defined as Fa (z1 , . . . , zh ) =
· · · zhvτ h , and
τ ∈[n] aτ z1
P
vτ h
vτ 1
Ga (z1 , . . . , zh ) = τ ∈[n] aτ ϕ(vτ )z1 · · · zh , where we assume a ∈ Fnq , vτ j is the
j-th coordinate of vτ ∈ Zhm , and ϕ is applied on vectors entry-wise.
Q(τ ). Given an input τ ∈ [n]:
1. For each j ∈ [λ]:
(j)
(j)
a. Choose two distinct elements α1 , α2 ∈ {0, 1, 2, . . . , p − 1} randomly.
b. Choose w(j) ←$ Zhm .
(j)
(j)
(j)
c. Let (ρi1 , . . . , ρih ) = w(j) + αi uτ ∈ Zhm for i ∈ {1, 2}.
(j)

(j)

2. Output quei = (γ ρi1 , . . . , γ ρih )j∈[λ] for i ∈ {1, 2} together with aux =
(j)
(j)
((α1 , α2 )j∈[λ] , (w(j) )j∈[λ] , uτ , vτ ).
A(i, quei , a). Given i ∈ {1, 2}, a query quei , and a database a ∈ {0, 1}n :
(j)
(j)
1. Parse quei = (γ ρi1 , . . . , γ ρih )j∈[λ] .
(j)

(j)

(j)

(j)

2. For each j ∈ [λ], let ξi = Fa (γ ρi1 , . . . , γ ρih ) and ζi
(j)
(j)
3. Output ansi = (ξi , ζi )j∈[λ] .

(j)

(j)

= Ga (γ ρi1 , . . . , γ ρih ).

(j)
(j)
f i = (ξei , ζei )j∈[λ] ∈ (Fh+1
R(g
ans1 , ag
ns2 ; aux). Given two answers ans
)λ and auxiliary
q
(j)

(j)

information aux = ((α1 , α2 )j∈[λ] , (w(j) )j∈[λ] , uτ , vτ ):
1. Let L = ∅.
2. For each j ∈ [λ]:
(j)
(j)
(j)
(j)
a. Let ηei = ⟨ϕ(uτ ), ζei ⟩ and βi = γ αi for i ∈ {1, 2}.
b. Define an invertible matrix M (j) as

(j)
(j) 
1 1 β1
β1
(j) 

0
pβ1 
0 p
M (j) = 
.
 ∈ F4×4
q
1 1 β2(j) β2(j) 
0 p
(j)

(j)

(j)


(j)
M (j) e
c0

e
cp

0

(j)

pβ2

(j)

cp , e
cq , e
cp+q ∈ Fq such that
c. Find e
c0 , e

(j)

(j)

(j)

(j)

e
cq

(j)

e
cp+q
(j)

⊤


= ξe1(j)

(j)

ηe1

(j)
ξe2

(j)

ηe2

⊤

(j)

.

d. Add e
c0 γ −⟨w ,vτ ⟩ to L if e
c0 γ −⟨w ,vτ ⟩ ∈ {0, 1}. Otherwise, output ⊥.
3. If L = {s} for some s ∈ {0, 1}, output s. Otherwise, output ⊥.
Figure 1 A 1-private (1 − ϵ)-fully error detecting 2-server PIR scheme Π1 .
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▶ Theorem 18. Given a d-bounded matching vector family U , V of size n over Zhm , there
exists a 1-private (1 − ϵ)-fully error detecting k-server PIR scheme with communication
complexity O(khλ log m) for k ≥ d + 1 and

ϵ :=

k−1
m−k+1

λ
.

In the full version, we present a matching vector family that is suitable for the scheme in
Theorem 18. The following corollary can be obtained by combining Theorem 18 and that
matching vector family. See the full version for the details.
2

▶ Corollary 19. Let r ≥ 2 and ϵ > 0. Set k = rr 2r +2r−3 + 1. Then, there exists a function
n0 = n0 (r) = exp(O(2r r)) such that the following holds: For any n ≥ n0 , there exists a
1-private (1 − ϵ)-fully error detecting k-server PIR scheme Π2 for a universe of databases
{0, 1}n such that the communication complexity is Ln [1/r, 2O(r) ] · k log ϵ−1 and the time
complexity of its reconstruction algorithm is polynomial in k, n and log ϵ−1 .
By applying Theorem 14 to the k-server PIR scheme Π2 , we obtain a (1 − ϵ)-fully error
detecting ℓ-server PIR scheme Π′2 while the overhead in communication cost is 2O(k) ℓ log ℓ.
2

▶ Corollary 20. Let r ≥ 2 and ϵ > 0. Set k = rr 2r +2r−3 + 1. For a sufficiently large n
(depending on r only) and any ℓ ≥ k, there exists a 1-private (1 − ϵ)-fully error detecting
and ⌊(ℓ − k)/2⌋-error correcting ℓ-server PIR scheme Π′2 for a universe of databases {0, 1}n
such that the communication complexity is
Ln [1/r, 2O(r) ] · 2O(k) ℓ log ℓ log ϵ−1
and the time complexity of its reconstruction algorithm is

ℓ
k




· poly k, n, log ϵ−1 .

If we set r = 3, for any ℓ ≥ 217 , there is a 1-private (1 − ϵ)-fully error detecting ℓ-server
PIR scheme such that the communication complexity is Ln [1/3, O(1)] · ℓ log ℓ log ϵ−1 , which
is lower than the communication complexity (3) of Corollary 17 as functions of n.

8

t-Private Fully Error Detecting PIR with Polynomial Communication

In this section, we show a t-private (1−ϵ)-fully error detecting and ⌊(ℓ−k)/2⌋-error correcting
PIR scheme Π with polynomial (in n) communication. Our scheme Π is the same as the tprivate ℓ-server PIR scheme [20] except that it uses Hermite interpolation with random points
αi to achieve error detection (Figure 3). Note that Π has in common with the scheme [20] that
a client can compute {(g(αi ), ∂g(αi )) : i ∈ B} for the unique polynomial g with g(0) = aτ ,
where B is a set of honest servers. This property implies that the polynomial-time error
correction algorithm of [15] is applicable to Π. We obtain the following theorem. See the full
version for the proof.
▶ Theorem 21. Let ϵ > 0 and ℓ ≥ k ≥ t ≥ 1. Set d = ⌊(2k − 1)/t⌋. Then, there exists a tprivate (1 − ϵ)-fully error detecting and ⌊(ℓ − k)/2⌋-error correcting ℓ-server PIR scheme for a
universe of databases {0, 1}n such that the communication complexity is O(dn1/d ℓ log ℓ log ϵ−1 )
and the time complexity of its reconstruction algorithm is polynomial in ℓ, n and log ϵ−1 .
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Notations.
Positive integers k, d, λ
m ≥ k and a d-bounded S-matching vector family U = (u1 , . . . , un ), V = (v1 , . . . , vn )
over Zhm
A prime field Fq such that q ≡ 1 mod m
A primitive root δ ∈ F∗q and γ = δ (q−1)/m
A polynomial Fa associated with a = (a1 , . . . , an ) ∈ {0, 1}n defined as
X
Fa (z1 , . . . , zh ) =
aτ z1vτ 1 · · · zhvτ h ∈ Fq [z1 , . . . , zh ],
τ ∈[n]

where we assume a ∈ Fnq and vτ j is the j-th coordinate of vτ ∈ Zhm
Q(τ ). Given an input τ ∈ [n]:
1. For each j ∈ [λ]:
(j)
(j)
a. Choose k pairwise distinct random elements α1 , . . . , αk ∈ Zm .
(j)
h
b. Choose w ←$ Zm .
(j)
(j)
(j)
c. Let (ρi1 , . . . , ρih ) = w(j) + αi uτ ∈ Zhm for i ∈ [k].
(j)

(j)

2. Output quei = (γ ρi1 , . . . , γ ρih )j∈[λ] for i
(j)
(j)
((α1 , . . . , αk )j∈[λ] , (w(j) )j∈[λ] , vτ ).

∈

[k] together with aux

=

A(i, quei , a). Given i ∈ [k], a query quei , and a database a ∈ {0, 1}n :
(j)
(j)
1. Parse quei = (γ ρi1 , . . . , γ ρih )j∈[λ] .
(j)

(j)

(j)

2. For each j ∈ [λ], let ζi = Fa (γ ρi1 , . . . , γ ρih ).
(j)
3. Output ansi = (ζi )j∈[λ] .
(j)
f i = (ζei )j∈[λ] ∈ Fλq and auxiliary information
R(g
ans1 , . . . , ag
nsk ; aux). Given k answers ans
(j)

(j)

aux = ((α1 , . . . , αk )j∈[λ] , (w(j) )j∈[λ] , vτ ):
1. Let L = ∅.
2. Choose any subset A ⊆ [k] of size d + 1.
3. For each j ∈ [λ]:
(j)
(j)
a. Compute a degree-d polynomial ge(j) (x) ∈ Fq [x] such that ge(j) (γ αi ) = ζei for all
i ∈ A, using Lagrange interpolation.
(j)
(j)
(j)
b. Add ge(j) (0)γ −⟨w ,vτ ⟩ to L if ζei
= ge(j) (γ αi ) for all i ∈
/ A and
(j)
ge(j) (0)γ −⟨w ,vτ ⟩ ∈ {0, 1}. Otherwise, output ⊥.
4. If L = {s} for some s ∈ {0, 1}, output s. Otherwise, output ⊥.
Figure 2 A 1-private (1 − ϵ)-fully error detecting k-server PIR scheme Π.
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Notations.
A prime field Fp such that p ≥ ℓ + 1.
A positive integer k

d = ⌊(2k − 1)/t⌋ and m ∈ N such that m
d ≥n
An injection E : [n] → {0, 1}m such that wt(E(τ )) = d
Q
uE(τ ) = j:E(τ )j =1 uj for u = (uj )j∈[m] , where E(τ ) = (E(τ )j )j∈[m]
A polynomial Fa associated with a = (a1 , . . . , an ) ∈ {0, 1}n defined as
X
Fa (z1 , . . . , zm ) =
aτ z E(τ ) ∈ Fp [z1 , . . . , zm ],
τ ∈[n]

where z = (z1 , . . . , zm ) and we assume a ∈ Fnp
Q(τ ). Given an input τ ∈ [n]:
1. Choose ℓ pairwise distinct random non-zero elements α1 , . . . , αℓ ∈ Fp .
2. Choose v1 , . . . , vt ←$ Fm
p .
3. Let qi = E(τ ) + αi v1 + · · · + αit vt for i ∈ [ℓ].
4. Set wi = v1 + 2αi v2 + · · · + tαt−1 vt .
5. Output quei = qi for i ∈ [ℓ] together with auxiliary information aux =
((αi )i∈[ℓ] , (wi )i∈[ℓ] ).
A(i, quei , a). Given i ∈ [ℓ], a query quei = qi , and a database a ∈ {0, 1}n :
(0)
(1)
1. Let ζi = Fa (qi ) and ζij = ∂zj Fa (qi ) for j ∈ [m].
(0)

(1)

2. Output ansi = (ζi , (ζij )j∈[m] ).
(0)
(1)
f i = (ζei , (ζeij )j∈[m] ) ∈ Fm+1
R(g
ans1 , . . . , ag
nsℓ ; aux). Given ℓ answers ans
and auxiliary
p
information aux = ((αi )i∈[ℓ] , (wi )i∈[ℓ] ):
(1)
(1)
(1)
1. Let ζei = (ζei1 , . . . , ζeim ) for all i ∈ [ℓ].
(0)
(0)
(1)
(1)
2. Let ξei = ζei and ξei = ⟨ζei , wi ⟩ for all i ∈ [ℓ].
3. Choose any subset A ⊆ [ℓ] of size at least (td + 1)/2.
(0)
4. Compute a polynomial ge(x) ∈ Fp [x] of degree at most td such that ξei = ge(αi ) and
(1)
ξei = ∂e
g (αi ) for all i ∈ A, using Hermite interpolation.
(0)
(1)
5. Output ge(0) if ξei = ge(αi ) and ξei = ∂e
g (αi ) for all i ∈
/ A and ge(0) ∈ {0, 1}.
Otherwise, output ⊥.

Figure 3 A t-private (1 − ϵ)-fully error detecting ℓ-server PIR scheme.
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Proof of Theorem 15

We first show a lemma used in the proof of Theorem 15.
▶ Lemma 22. Let T1 , . . . , Tm be m pairwise disjoint subsets of [ℓ] such that T1 ∪ · · · ∪ Tm =
[ℓ] \ {1} and |Ti | ≤ t for all i ∈ [m]. Consider the following conditions on a family
F = {S1 , . . . , SN } of subsets of [ℓ]:
1. For any i ∈ [ℓ], |Si | = k and 1 ∈ Si ;
2. For any h ∈ [m], there exists at most one i ∈ [N ] such that Th ∩ Si ̸= ∅.
Define M be the maximum size of F satisfying the above conditions. Then,


ℓ−k+1
M ≥ M′ =
.
k+t−2
Proof of Lemma 22. It is sufficient to construct a family F with |F| ≥ M ′ satisfying the
conditions 1 and 2. We consider the following algorithm to generate a sequence u1 , u2 , . . .
in [m]:
1. Set i = 1 and u0 = 0;
2. Repeat the following:
P
a. If ui−1 +1≤h≤m |Th | ≥ k − 1, let ui be the smallest element such that |Tui−1 +1 | +
|Tui−1 +2 | + · · · + |Tui | ≥ k − 1. Otherwise, go to Step 3.
b. Set i ← i + 1.
3. Output u1 , . . . , ui−1 .
Let u0 = 0, u1 , . . . , uN be an output of the above algorithm. For each i ∈ [N ], choose any
subset Si′ of size k − 1 such that Si′ ⊆ Tui−1 +1 ∪ · · · ∪ Tui . We define F = {Si′ ∪ {1} : i ∈
[N ]}. It easily follows from the definition that F satisfies the conditions 1 and 2. Since
P
P
ui−1 +1≤h≤ui −1 |Th | ≤ k − 2 and |Tui | ≤ t, it holds that
ui−1 +1≤h≤ui |Th | ≤ k + t − 2 for
any i ∈ [N ]. By adding them up, we have that
X
X
ℓ−1−
|Th | =
|Th | ≤ N (k + t − 2)
uN +1≤h≤m

1≤h≤uN

and hence
|F| = N ≥
since

P

ℓ−k+1
k+t−2

uN +1≤h≤m

|Th | ≤ k − 2.

◀


We consider a PIR scheme Π′ = (Q′ , A′ , R′ ) where (Q′ , A′ ) runs kℓ independent instances
of (Q, A) between
a client and every subset of k servers. The communication complexity

of Π′ is c · kℓ . Since each execution of Q(τ ) is done independently, Π′ is also t-private.
Furthermore for each execution of (Q, A), R′ runs R on the corresponding input. If R
outputs the same value a for every execution, then R′ outputs a. Otherwise R′ outputs
⊥. Then it is clear that Π′ is correct. It also follows that it is (k, ℓ)-robust and hence
⌊(ℓ − k)/2⌋-error correcting.
We prove that Π′ is (1 − ϵ′ )-fully error detecting. Without loss of generality, suppose that
the first server is honest and all the other servers are malicious. Consider pairwise disjoint
subsets T1 , . . . , Tm such that T1 ∪ . . . ∪ Tm = [ℓ] \ {1} and |Th | ≤ t for h ∈ [m]. We assume
that all the servers
in each Th can collude.

Let p = kℓ and let S1 , . . . , Sp be all k-sized subsets of [ℓ]. Let F be a family of subsets of
[ℓ] with |F| = M ≥ M ′ given by Lemma 22. By rearranging the order, we may assume that
F = {S1 , . . . , SM }. Let Πj denote the instance of Π executed by the client and servers in Sj .
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(j)

During the execution of Πj , the client generates Q(τ ; rj ) → ({quei : i ∈ Sj }; aux(j) ), where
(j)
rj is a random string and quei is sent to the i-th server for i ∈ Sj . The i-th server then
(j)
receives que′i = {quei : j ∈ [p] with i ∈ Sj }. In each Πj , the i-th server with i ∈ Sj returns
( (j)
(j)
ans1 = A(1, que1 , a), if i = 1,
(j)
fi =
ans
(j)
fi ({que′i′ }i′ ∈Th , a),
if i ∈ Th
(j)

for some function fi , where a = (a1 , . . . , an ) is a database. It then follows from our
definition of R′ that
Pr[R′ outputs some a′ ̸∈ {aτ , ⊥}]
h
i
(j)
(j)
f i }i∈Sj \{1} ; aux(j) ) ̸∈ {aτ , ⊥} .
Pr ∀j ∈ [M ] : R(ans1 , {ans

≤

Since ϵM ≤ ϵ′ , it is enough to show that
h
i
(j)
(j)
f i }i∈Sj \{1} ; aux(j) ) ̸∈ {aτ , ⊥} ≤ ϵM .
p0 := Pr ∀j ∈ [M ] : R(ans1 , {ans
(j)

Now fix r′ = (rM +1 , . . . , rp ) arbitrarily. Then quei is a fixed constant for any j ∈
{M + 1, . . . , p} and i ∈ Sj . Let j ∈ [M ], i ∈ Sj \ {1} and let h ∈ [m] be the unique index
such that i ∈ Th . Since F satisfies the condition 2 in Lemma 22, we have that Th ∩ Sj ′ = ∅
for any j ′ ∈ [M ] \ {j}. Therefore, we can write
(j)

fi
ans

(j)

(j)

= fi ({que′i′ }i′ ∈Th , a) = gi,r′ ({quei′ }i′ ∈Th , a)
(j ′ )

(j)

f i }i∈Sj \{1} and {ans
f i }i∈Sj′ \{1} are independusing some function gi,r′ . In particular, {ans
ent if j ̸= j ′ ∈ [M ]. Let X denote the random variable which represents r′ = (rM +1 , . . . , rp ).
Then, for any fixed r′ = (rM +1 , . . . , rp ), we have that
h
i
(j)
(j)
f i }i∈Sj \{1} ; aux(j) ) ̸∈ {aτ , ⊥} | X = r′
Prr1 ,...,rM ∀j ∈ [M ] : R(ans1 , {ans
h
i
Y
(j)
(j)
f i }i∈Sj \{1} ; aux(j) ) ̸∈ {aτ , ⊥} | X = r′
≤
Prrj R(ans1 , {ans
j∈[M ]

≤

ϵM

since Π is (1 − ϵ)-fully error detecting. Therefore, it holds that
h
i
X 

(j)
(j)
p0 =
Pr X = r′ Prr1 ,...,rM ∀j ∈ [M ] : R(ans1 , {ans
f i }i∈Sj ; aux(j) ) ̸∈ {aτ , ⊥} X = r′
r′

≤

X

Pr X = r′ × ϵM





r′
M

≤ϵ .

B

Proof of Theorem 16

Using the notations in Figure 1, the 1-privacy of Π1 follows from the fact that a random
vector w(j) masks uτ for each j ∈ [λ].
First we show the correctness of Π1 . Fix a database a = (a1 , . . . , an ) ∈ {0, 1}n and a
(j)
client’s index τ . Note that ξi at Step 2 of A in Figure 1 is computed as
X
X
(j)
(j)
(j)
(j)
(j)
αi
ξi =
aσ γ ⟨w ,vσ ⟩+αi ⟨uτ ,vσ ⟩ = c0 +
c(j)
)s
s (γ
σ∈[n]

s∈{p,q,p+q}
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for each j ∈ [λ], where c0 = aτ γ ⟨w

(j)

,vτ ⟩
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(j)

and cs =

P

σ∈[n]:⟨uτ ,vσ ⟩=s

aσ γ ⟨w

(j)

,vσ ⟩

. Similarly,

(j)
ζi

at Step 2 of A is written as
X
(j)
(j)
(j)
ζi =
aσ ϕ(vσ )γ ⟨w ,vσ ⟩+αi ⟨uτ ,vσ ⟩ .
σ∈[n]
(j)

Hence, ηi
(j)

ηi

at Step 2(a) of R is computed as follows:
(j)

:= ⟨ϕ(uτ ), ζi ⟩
X
(j)
(j)
=
aσ ϕ(⟨uτ , vσ ⟩)γ ⟨w ,vσ ⟩ (γ αi )⟨uτ ,vσ ⟩
σ∈[n]

= aτ ϕ(0)γ ⟨w

(j)

,vτ ⟩

+

X

(j)

αi
c(j)
)s
s ϕ(s)(γ

s∈{p,q,p+q}

=

X

(j)

αi
c(j)
s ϕ(s)(γ

)s .

s∈{p,q,p+q}

On the other hand, the matrix M (j) computed by R is written as


(j)
(j)
(j)
(β1 )p+q
1
(β1 )p
(β1 )q
(j)
(j)
(j)


0 ϕ(p)(β1 )p ϕ(q)(β1 )q ϕ(p + q)(β1 )p+q 
M (j) = 

(j)
(j)
(j)
1

(β2 )p
(β2 )q
(β2 )p+q
(j)
(j)
(j)
0 ϕ(p)(β2 )p ϕ(q)(β2 )q ϕ(p + q)(β2 )p+q
(j)

(j)

(j)

(j)

since (βi )p = (γ p )αi = 1, (βi )q = βi in Fq , and ϕ(p) = p, ϕ(q) = 0, ϕ(p + q) = p due to
the definition of ϕ. We therefore have that
 (j)   (j) 
ξ1
c0
 (j)   (j) 
η
c
 p  

M (j)  (j)  =  1(j)  .
(4)
 c q   ξ2 
(j)

cp+q

(j)

η2

(j)

(j)

(j)

(j)

Furthermore, it holds that det M (j) = p2 (β1 − β2 )2 =
̸ 0 since α1 ̸= α2 . Therefore R
(j)
(j)
(j)
(j)
correctly recovers c0 , cp , cq , cp+q for each j ∈ [λ]. Hence L = {aτ } and R outputs aτ .
Thus the correctness of Π1 holds.
We next show that Π1 is (1 − ϵ)-fully error detecting. The reconstruction algorithm R
computes e
c0 , e
cp , e
cq , e
cp+q such that
 (j)   (j) 
e
c0
ξe1
 (j)   (j) 
cp  ηe 
e
M (j)  (j)  =  1(j) 
(5)
e
cq  ξe2 
(j)

e
cp+q

(j)

ηe2

(j)
(j)
(j)
(j)
for all j ∈ [λ]. Without loss of generality, we may assume that (ξe1 , ηe1 ) = (ξ1 , η1 ) and
(j)
(j)
(j)
(j)
(ξe2 , ηe2 ) ̸= (ξ2 , η2 ). Namely the first server is honest and the second server is malicious.
From Eqs. (4) and (5), it holds that
 (j)


(j) 
e
c0 − c0
0
(j) 

 (j)

cp − cp   0 
 e
M (j)  (j)
=


 (∀j ∈ [λ])
(j)
(j)
 e
cq − cq  µ2 
(j)
(j)
(j)
ν2
e
cp+q − cp+q
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(j)

(j)

(j)

(j)

(j)

(j)

where µ2 = ξe2 − ξ2 and ν2 = ηe2 − η2 . By multiplying the adjugate matrix adj(M (j) )
from the left, we obtain the first entry as
(j)

(j)

(j) (j)

(j) (j)

(det M (j) )(e
c0 − c0 ) = M13 µ2 + M14 ν2
(j)

(∀j ∈ [λ]),
(j)

(j)

where Mkℓ is the (k, ℓ)-entry of adj(M (j) ). Let e
c0 = a′ γ ⟨w ,vτ ⟩ , and define ∆ := a′ − aτ
(j)
and δ (j) := γ ⟨w ,vτ ⟩ . By calculating the adjacent matrix adj(M (j) ) directly, we have
(j)

(j)

(j)

(j)

(j)

(j)

(j)

p2 (β1 − β2 )2 ∆δ (j) = (pµ2 − ν2 )p(β1 − β2 )β1
(j)

(6)

(j)

for any j ∈ [λ]. Let x1 = β1 = γ α1 . Then we have
(j)

(j)

(j)

(j)

p2 (x1 − β2 )2 ∆δ (j) − (pµ2 − ν2 )p(x1 − β2 )x1 = 0
and hence


(j)
(j)
(j)
(j)
p(x1 − β2 ) (p∆δ (j) − pµ2 + ν2 )x1 − p∆δ (j) β2
= 0.
(j)

(j)

Since x1 = β1 ̸= β2 , it must hold that
(j)

(j)

(j)

(p∆δ (j) − pµ2 + ν2 )x1 − p∆δ (j) β2 = 0.

(7)
(j)

(j)

Now suppose that ∆ = a′ − aτ ̸= 0. Then it must hold that p∆δ (j) − pµ2 + ν2 ̸= 0 since
(j)
(j)
p∆δ (j) β2 =
̸ 0. Furthermore x1 ̸= β2 is randomly chosen independently from the other
values in Eq. (7). Therefore Eq. (7) holds for all j ∈ [λ] with probability at most (p − 1)−λ .
This means that R adds a′ ̸= aτ to L at Step 2(d) with probability at most ϵ = (p − 1)−λ
since ∆ takes at most one value. Therefore our PIR scheme is (1 − ϵ)-fully error detecting.
Finally, a prime q satisfying q ≡ 1 mod p can be chosen as q = pO(1) from Linnik’s
theorem [16]. It then holds that λ log q = O(λ log p) = O(log ϵ−1 ) and the communication
complexity is given by O(hλ log q) = Ln [1/2, θm ] · log ϵ−1 from Proposition 7, where θm is a
constant depending on m = pq only. Since m = pq can be chosen as a constant, we conclude
that the communication complexity is Ln [1/2, O(1)] · log ϵ−1 .
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Property-preserving hash (PPH) function is a class of hash functions that allows an evaluation of
the property of inputs from their hash values. Boyle et al. at ITCS 2019 recently introduced it and
considered the robustness of PPH against an adversary who accesses the internal randomness of
PPH, and proposed two robust PPH constructions for a weak form of Hamming distance predicate.
The second construction received attention for its short hash value, although it relies on an ad-hoc
security assumption. The first construction, which is entirely hash-based and based on the classical
collision-resistance assumption, has been largely overlooked. We study their first construction and
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detection using the theory of Combinatorial Group Testing (CGT). We show some consequences of
this discovery. In particular, we show that some existing proposals in the field of CGT-based error
detection can be converted into a PPH for the Hamming distance property, and they immediately
improve and generalize Boyle et al.’s hash-based PPH proposal. We also show that the idea of Boyle
et al. is useful in the context of a variant of CGT problem.
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Introduction

Compressing a large amount of data into small digests while maintaining some of their
properties is one of the fundamental goals in computer science. Popular algorithms such as
Bloom filter [2] or Cukoo hashing [31] offer such property-preserving hashing for approximate
set membership property. Locality-sensitive hash (LSH) functions [22] allow for compressing
two inputs independently and evaluating if they are close or not with respect to some metric
from their digests. These algorithms are randomized and usually studied in the setting where
inputs are independent of the internal random coin. In real-world use cases, this may not be
enough, because we often need to consider an adversary who has an incentive to corrupt the
algorithm by giving maliciously crafted inputs. Such an adversary would somehow try to
learn the internal random coin, however, basic property-preserving hashing algorithms have
no guarantee against such attacks.
Based on this motivation, Boyle et al. [4] (BLV19) initiated the study of robust propertypreserving hash (PPH) functions that resist such attacks. They proposed two constructions
for the Gap Hamming predicate, which is a weak form of Hamming distance predicate. The
first construction was entirely hash-based and relied on the classical collision resistance of
the hash function. The second was based on an ad-hoc assumption related to the hardness
of decoding linear codes. The second construction has a much shorter hash size than the
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first and stipulated research on pairing or lattice-based PPHs for (exact) Hamming distance
predicate with similar hash size, as shown by Fleischhacker and Simkin [18] and Fleischhacker
et al. [17]. In contrast, the first construction has been largely overlooked since the proposal,
possibly because of its large hash size. However, its simplicity and computational efficiency,
and high-security reliance may make it attractive in practical applications.

1.1

Our Contributions

The core idea of BLV19’s first construction (hereafter PPH1) is subsampling. That is, taking
hash values for a predetermined set of input subsequences and concatenating them. We
discover that this idea of PPH1 is closely related to a different application field of hash functions or message authentication codes (MACs), namely hash/MAC function with detection
capability [19, 14, 25]. Such a hash/MAC function can be interpreted as an application of
classical Combinatorial Group Testing (CGT) to the detection of data corruptions, where
detection means to pinpoint the parts of the input data that have been corrupted. For
convention, we say CGT-based hash function to mean this application. Our finding derives
several interesting consequences.
In more detail, we show that known schemes in the aforementioned field of CGT-based
hash can be interpreted as a robust PPH (in the sense of BLV19) for the Hamming distance
predicate, with a much better compression rate, i. e. smaller hash size, than PPH1. Note
that PPH1 only preserves a weaker Gap Hamming distance predicate. CGT-based hash
functions also have smaller computation time for hashing and preserve more informative
properties than plain Hamming distance predicate. The security (robustness) against the
adversary is also proved with minor modifications to the original proofs for the security
notions of CGT-based hash. Moreover, a MAC-based PPH is also naturally derived from the
known CGT-based MACs [19, 25, 26]. As well as the hash-based counterpart, a MAC-based
PPH preserves the Hamming distance property and fulfills a weak form of robustness defined
by BLV19. Moreover, by using the technique of [25], the resulting scheme can significantly
reduce the hashing time thanks to its special structure for the internal MAC function. Finally,
we show that the construction of PPH1, which uses a bipartite expander graph, is also useful
in building a test matrix for CGT that aims at estimating the number of defectives rather
than detecting them [7]. Therefore, the connection is not one-way.
We came up with this finding while studying the existing CGT-based hash/MAC schemes.
Our study did not present any new scheme. Once found, the connection may look rather
obvious, while we are not aware in the literature and present a formal security analysis. We
think bridging two seemingly different areas is important and will help understanding and
development of both areas.

2
2.1

Preliminaries
Notations

Let [i] denote {1, . . . , i} for i ≥ 1. The set of all binary strings is denoted by {0, 1}∗ , which
includes the empty string ε. We write the bit length of X ∈ {0, 1}∗ by |X|, where |ε| = 0. The
Hamming weight of a binary string X is denoted by Hw(X). For X = (X1 , . . . , Xn ) ∈ X n for
some finite set X and V = (V1 , . . . , Vn ) ∈ {0, 1}n , let X|V be the sub-sequence of X indexed
by V . That is, X|V is (Xi1 , . . . , Xiv ), where Hw(V ) = v and ij ∈ [n] is the index of the j-th
bit set at V . For X, X ′ ∈ X n , let D(X, X ′ ) := (test(X1 , X1′ ), . . . , test(Xn , Xn′ )), where test
is a test function (i. e., test(A, B) = 1 if A = B and 0 otherwise). For X, Y ∈ {0, 1}n , X ∨ Y
denotes the bitwise Boolean sum (logical OR) of X and Y .
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For a keyed function F : K × X → Y for key space K, we may write FK (X) instead
of F (K, X). Let negl(λ) for a security parameter λ ∈ N be a negligible function. For a
$
finite set X we write X ← X to mean X is uniformly sampled over X . For a probabilistic
polynomial-time (PPT) adversary A and the oracles O1 , O2 , Oc , AO1 ,...,Oc → Y denotes the
event that A possibly adaptively queries to Oi in an arbitrarily order and outputs Y . The set
of all functions of domain X and range Y is written as Func(X , Y) and a uniformly random
function (URF) R : X → Y is a random function that uniformly distributes over Func(X , Y).

2.2

Advantage Functions

Let F, G : X → Y be two (possibly randomized) functions. Let A be an adversary who tries
to distinguish F from G using oracle access, and outputs a binary decision. We define
F
G
AdvIND
F,G (A) := Pr[A → 1] − Pr[A → 1]

as the advantage of A in distinguishing F and G. Similarly, let AdvEvent
(A) denote the
F
probability of an event Event invoked by A in the game.

2.3

Matrix Representation

Let M be an n × m binary matrix. We write Mi,∗ to denote the i-th row, and M∗,j to denote
the j-th column, and Mi,j to denote the entry at i-th row and j-th column. For simplicity
we may abbreviate Mi,∗ to Mi . The rows and columns of M are interchangeably seen as sets,
e.g. Mi = {j ∈ [m] : Mi,j = 1}, and a ∈ Mi means Mi,a = 1. This may also apply to any
binary string.

2.4

Property-Preserving Hash Function

Following BLV19, we describe the basics of property-preserving hash functions. For a
finite set Z, a Z-valued property for a pair of messages in message space X is a function
P : X × X → Z. When |Z| = 2 it is called a predicate. A property is called promise if it is
undefined for some inputs and otherwise called total. We only consider the latter case. This
paper focuses on two-input properties, but generalization is possible.
▶ Definition 1. Let X = B n for some set B and a positive integer n. let Hd(X, X ′ ) for
X, X ′ ∈ X be the generalized Hamming distance defined as
Hd(X, X ′ ) := Hw(D(X, X ′ )).
As we may see a binary string as a set, we also have Hd(X, X ′ ) = |D(Xi , Xi′ )|. The Hamming
predicate with threshold d ∈ [n] is defined as
(
1 if Hd(X, X ′ ) ≥ d
d
′
HAM (X, X ) :=
0 otherwise
Moreover, the (generalized) Gap-Hamming predicate with parameter (d, ϵ) for ϵ ∈ (0, 1) is
defined as


if Hd(X, X ′ ) ≥ d · (1 + ϵ)

1
d,ϵ
′
GapHAM (X, X ) := 0
if Hd(X, X ′ ) ≤ d · (1 − ϵ)


undefined otherwise
As shown above, Gap-Hamming is a premise predicate.
For simplicity, we assume B = {0, 1}b for some b ≥ 1. When b = 1, Hd(∗, ∗) corresponds
to the classical Hamming distance between the bit strings.
ITC 2022
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HashK
HK

X

Y
≈ HAM(X, X 0 )

EvalK
X0

HK

Y0

X

HK

Y

Detection
DecodeK

≈ D(X, X 0 )

Corruption
X0

HK

Figure 1 PPH (top) and CGT-based MAC/Hash scheme defined at Section 4 (bottom).

▶ Definition 2 (Property-preserving Hash Function). Let H : K × X → Y be a keyed function.
If H is a property-preserving hash (PPH) function for a property P : X × X → Z, it requires
the following algorithms:
Sampling (key-generation) function Sample(λ) for the security parameter λ that efficiently
$
samples K over K (we hereafter assume λ as a fixed constant and simply write K ← K
to represent this)
Hash output evaluation function Hash : K × X → Y that returns H(K, X) on input (K, X)
Property evaluation function Eval : K × Y × Y → Z
We say H is η-compressing if log |Y| ≤ η log |X | for 0 < η < 1.
The role of Eval is to give an estimate of P (X1 , X2 ) for some X1 , X2 ∈ X , using the key K
and their corresponding hash values.

2.5

Robustness Notions for PPHs

Let H : K × X → Y be a PPH for a property P : X × X → Z and let H.hash and H.Eval be
the corresponding Hash and Eval functions. The goal of PPH has some similarities to the
existing objects, such as LSH [22], which is a randomized hashing algorithm that preserves the
distance between the inputs for some metric. However, the security against the adversary who
may query the hashing and evaluation processes or even access the internal randomness has
not been formally studied. Based on this observation, BLV19 introduced multiple robustness
notions of PPH to capture such security, using the security parameter λ. Each robustness
notion has a different adversary model, as shown below.
▶ Definition 3 (Non-Robust PPH [4]). If H is a non-robust PPH for a property P , for any
PPT adversary A,
AdvNR-PPH
(A)
H
:= Pr[K ← K : A → (X, X ′ ), Eval(K, HK (X), HK (X ′ )) ̸= P (X, X ′ )] ≤ negl(λ).
$

▶ Definition 4 (Evaluation-Oracle-Robust PPH [4]). If H is an Evaluation-Oracle (EO) robust
PPH for a property P , for any PPT adversary A,
AdvEO-PPH
(A)
H
:= Pr[K ← K; AOH.Eval → (X, X ′ ) : Eval(K, HK (X), HK (X ′ )) ̸= P (X, X ′ )]] ≤ negl(λ).
$
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▶ Definition 5 (Double-Oracle-Robust PPH [4]). If H is an Double-Oracle (DO) robust PPH
for a property P , for any PPT adversary A,
AdvDO-PPH
(A)
H
:= Pr[K ← K; AOH.Hash ,OH.Eval → (X, X ′ ) : Eval(K, HK (X), HK (X ′ )) ̸= P (X, X ′ )]]
$

≤ negl(λ).
▶ Definition 6 (Direct-Access Robust PPH [4]). If H is a Direct-Access (DA) PPH for a
property P , for any PPT adversary A,
AdvDA-PPH
(A)
H
:= Pr[K ← K; (X, X ′ ) ← A(K) : Eval(K, HK (X), HK (X ′ )) ̸= P (X, X ′ )]] ≤ negl(λ).
$

A DA-robust PPH may be simply called a robust PPH.
In DA-PPH the adversary is given K, hence can also simulate OHash and OEval .
For example, classical universal hash function [35] can be interpreted as a non-robust
PPH for the collision property (i. e. P (X, X ′ ) = 1 iff X = X ′ ). BLV19 provides in-depth
discussions on these notions and relations to the existing ideas such as one-way communication
protocols. They are not relevant to our work, so refer to BLV19 for more details.

2.6

Constructions of PPHs

As described in Introduction, BLV19 showed two constructions of PPH for Gap-Hamming
predicate (Definition 1), which we call PPH1 and PPH2. PPH1 is entirely based on a
collision-resistant hash function. The construction takes hash values for multiple subsets of
the input, where the subsets are specified by a class of bipartite expander graph, and the
output is the concatenation of these hash values (see Sections 4.2 and 5 for more details).
While intuitive, its large hash size is problematic. PPH2 supports a smaller gap and better
efficiency than PPH1 (although the compression rate is constant for both schemes) and is
based on a new assumption related to the hardness of syndrome decoding of LDPC codes.
BLV19 stipulated research on PPHs. Fleischhacker and Simkin [18] showed a PPH for the
(exact, rather than Gap) Hamming distance predicate with a hash length for threshold t,
which is much better than PPH1. The security is based on a new bilinear discrete-logarithm
assumption in pairing friendly curves. Fleischhacker et al. [17] proposed a PPH for the
Hamming distance predicate whose security is proved under a standard lattice hardness
assumption while having a larger hash size than [18]. These studies have been done with
PPH2 in mind.
Compared to PPH2, PPH1 has not been studied since the proposal, possibly for its larger
hash size. However, hash-based constructions may be worth studying for their simplicity,
computational efficiency, and classical security. The reduction to classical symmetric-key
cryptographic assumption is also meaningful in the context of post-quantum cryptography.
These observations made us turn our attention to PPH1. As a result, we discover a connection
between the idea of PPH1 and the classical Combinatorial Group Testing.

3

Combinatorial Group Testing

We provide some basic ideas about Combinatorial Group Testing (CGT). It is a method to
detect defectives among a set of items by using a set of group tests. A group test specifies
a subset S of the whole samples M and returns a binary output indicating if S contains a

ITC 2022

2:6

Property-Preserving Hash Functions and Combinatorial Group Testing

defective. Originally Dorfman invented CGT in WWII [15] to effectively find blood samples
infected by syphilis. We write M = [n] and I ⊆ M to denote the (indices of) whole items
and the defectives, and in the classical setting we know |I| ≤ d for some d ∈ [n]. In the
non-adaptive setting, which is relevant for our case, the set of k group tests is determined by
a k × n binary matrix M, where Mi,j = 1 means j-th item is included in the i-th test.
The fundamental goal of CGT is to detect all the defectives, using as few tests as possible.
In the case of non-adaptive CGT, we detect all the defectives when the test matrix satisfies
a property called d-disjunct [15].
▶ Definition 7. A k × n binary matrix M is d-disjunct if, for any S ⊆ [n] and |S| ∈ [d],
W
M∗,j ̸⊆ h∈S M∗,h holds for any j ̸∈ S. That is, a sum of any distinct i ≤ d columns of M
does not cover any other column.
An n × n identity matrix is n-disjunct. When the test matrix is d-disjunct and |I| ≤ d, it
is known that the so-called naive decoder can detect all the defectives. Algorithm 1 shows
the naive decoder for n items, k tags using k × n test matrix M, taking the test result
R = (R1 , . . . , Rk ) ∈ {0, 1}k , where Ri = 1 denotes that i-th test is positive (indicating the
test contains defectives).
Algorithm 1 Naive Decoder.
1: procedure Decode(M, R)

5:

P ← [n]
for i = 1, . . . , k do
if Ri = 1 then
P ← P \ Mi

6:

return P

2:
3:
4:

▷ k × n binary matrix M, test result R ∈ {0, 1}k

Naturally, we want to minimize the number of rows (k) of a d-disjunct matrices given d
and n. Disjunct matrix has extensively been studied from the viewpoint of combinatorics
or designs or codes; refer to Du and Hwang [15] for classical constructions and the bounds.
Most importantly it is known that k = O(d2 log n). Porat and Rothchild (PR11) [32], and
Cheraghchi and Nakos (CN20) [9] presented polynomial-time constructions that achieve this
bound, i. e., these constructions are order-optimal.
Since the inception, the most typical application of CGT is biology, such as DNA
screening [28]. One can also find a recent surge of research on applying CGT to COVID-19
PCR testing (e. g. [27] and there are lots of many others). Moreover, CGT has many other
applications in the field of computer science, such as image compression [21], streaming
computation [10], digital forensics [19] and (aggregate) MAC with detection capability [25,
26, 20, 30].

4

Constructing PPHs from CGT

4.1
4.1.1

CGT-Hash as Direct-Access Robust PPH
Defining CGT-Hash

We describe a class of CGT-based hash function (recall that this is to detect data corruptions
rather than telling the binary verification result). For X = B n , B = {0, 1}b for some fixed b,
let G : K × [k] × X → T for T = {0, 1}t be the atomic (keyed) hash function, and let M be
a k × n binary matrix. Taking G and M as parameters, CGT-Hash[G, M] : K × X → Y for
Y = T k is defined as
CGT-Hash[G, M](K, X) = (Y1 , . . . , Yk ),

Yi = G(K, i, X|Mi )
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Note that M is a fixed, public matrix. This could be used to detect corruptions on X ∈ X :
first we take Y = CGT-Hash[G, M](K, X) with key K and store Y to a tamper-free storage.
Later, we take Y ′ = CGT-Hash[G, M](K, X ′ ) for X ′ which is a possibly corrupted version of
X by the adversary, and try to detect the locations of corruptions (namely, D(X, X ′ )) via Y
and Y ′ . CGT-Hash is an application of CGT described in Section 3. From the definition of
d-disjunct matrix, if X consists of n items and the adversary can corrupt at most d items, by
using d-disjunct matrix M and the naive decoder (Alg. 1), we can detect D(X, X ′ ) without
an error, if G is secure. CGT-Hash will bring more useful information than just taking one
hash for the entire X. Moreover, it significantly reduces the size of tamper-free storage than
taking hash values for each item. In other words, it allows a trade-off between the size of
hash values and the resolution of detection.
Effectively the same idea has been seen in Corruption-localizing hashing by Crescenzo et
al. [14] and follow-up works [11, 3], where different attack models and different decoders are
used. From a practical viewpoint, a basic form of hash-based corruption detection (say by
taking hash values for all the files in a server) has been extensively used by major commercial
integrity protection/management products, such as TripWire1 or Splunk2 . In principle, the
use of CGT-Hash will reduce the size of tamper-free storage in these applications.

4.1.2

Connection to PPH

We can use CGT-Hash as a PPH for Hamming distance property. By writing H(K, ∗) to
denote CGT-Hash[G, M](K, ∗), Hash procedure just performs HK (X) for input X, and the
Eval procedure taking (K, Y, Y ′ ) s.t. Y = H(K, X) and Y ′ = H(K, X ′ ) for some X ̸= X ′ ∈ X
first obtains D(Y, Y ′ ) and performs the naive decoder. If decoder output is larger than d,
Eval returns 1 and 0 otherwise. Formally, the following theorem shows that CGT-Hash is
a DA-robust PPH for the Hamming distance predicate if G (given the random key K) is
collision-resistant.
▶ Theorem 8. In the aforementioned problem setting, if M is d-disjunct and G is collisionresistant, CGT-Hash[G, M] is a DA-robust PPH for the (generalized) Hamming predicate with
threshold d (HAMd ) over B n .
Proof. In the game of DA-Robust PPH, suppose the adversary A uses q Hash queries, with
total σ blocks and τ time. Note that Eval oracle does not need the key, hence this can be
accessed for free. The i-th Hash query and the corresponding tag vector are denoted by
(i)
(i)
X (i) and T (i) = (T1 , . . . , Tk ). Let Cons (for consistency) be the event that [∀i, j ∈ [q], i ̸=
(i)
(j)
(i)
(j)
j, ∀h ∈ [k] : X|Mh ̸= X|Mh ⇔ Th ̸= Th ].
It is clear that to invoke
(i)

(j)

Th = Th

(i)

(j)

for some distinct i, j ∈ [q] and h ∈ [k] s.t. X|Mh ̸= X|Mh , A needs to invoke a collision on G.
(i)

(j)

(i)

(j)

If Th ̸= Th we must have X|Mh ̸= X|Mh for any G. Thus, invalidation of Cons is equivalent
to finding a non-trivial collision on G.
We also observe that, as long as Cons holds, the problem exactly matches with nonadaptive CGT with error-free tests. Moreover, whenever the difference is larger than d, Eval
will always detect this fact because the decoder output is always larger than d from the

1
2

https://www.tripwire.com/
https://www.splunk.com/
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property of the naive decoder (i. e., it never evicts non-corrupted items). A group testing
scheme with this property is called a strict group testing [13], and any non-adaptive CGT
scheme with a naive decoder and a disjunct test matrix is a strict group testing. This means
that HAMd property is always preserved. Therefore,
Coll
AdvDA-PPH
CGT-Hash[G,M] (A) ≤ AdvG (B)

holds for some collision adversary B against G using qt queries with total σ blocks, τ ′ =
τ + O(σ) time.
◀
By using order-optimal d-disjunct matrices derived by PR11 or CN20, the compression
rate of CGT-Hash[G, M] is kt/bn for k = O(d2 log n). The evaluation Eval runs in time O(nk)
relying upon the naive decoder. We note that, the evaluation complexity can be greatly
improved if efficient decoder is available for the test matrix. For example, the disjunct matrix
construction by Indyk et al. [23] achieves k = O(d2 log n) tests with O(d4 log n) decoding
time, and that by Ngo et al. [29] achieves k = O(d2 log n + d log n · log logd n) tests with
O(k log2 n) decoding time. The construction by CN20 also has an efficient decoder. More
precisely, it presented a construction achieving k = O(d2 min{log n, (logd n)2 }) tests with
O(k + d log2 (n/d)) decoding time.

4.2

Beyond Predicate

Theorem 8 is easily extended to a more informative property defined below:
(
D(X, X ′ ) if Hd(X, X ′ ) ≤ d
d
′
DETECT (X, X ) :=
0
otherwise.
The DETECTd property tells exact indices of different components when the difference is
smaller than the threshold, and otherwise tells that the difference is indeed larger than d.
Such a property will facilitate further investigation and is useful for some applications, e. g.,
biometrics or digital forensics.

4.2.1

Comparison with PPH1

BLV19’s first construction (PPH1) is a PPH for the Gap-Hamming property with parameter
(d, ϵ), taking b = 1. It utilizes a bipartite expander graph with a certain regularity. Using
a hash G of t-bit output, its output is k · t bits, where k = O(n/ log n) [4, Lemma 47],
d = O(n/t). Direct comparison is not possible, however, CGT-Hash (for the same input,
using the same G) implements a robust PPH for the exact Hamming distance predicate
with k · t-bit output, where k = O(d2 log n). Thus, the size reduces by a factor of about
n/(d2 log2 n), which is non-negligible when we focus on the case d ≪ n.
We remark that PPH for relatively small d is still usable: it allows to check if two inputs
are close even the adversary has full knowledge of the hashing scheme, which is a typical and
intuitive application of PPH to (e. g.) biometrics.

4.3

CGT-MAC as Double-Oracle Robust PPH

We consider a MAC-based counterpart to CGT-Hash. Namely, using a variable-input-length
pseudorandom function (PRF) F : K × [k] × X → T ,
CGT-MAC[F, M](K, X) = (Y1 , . . . , Yk ),

Yi = F (K, i, X|Mi )

K. Minematsu
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Table 1 Comparison of Hash-based PPHs. We assume that the baseline hash G runs in O(n)
time for n-bit/item input.
Property
PPH1 [4]
GapHAMd,ϵ
CGT-Hash HAMd , DETECTd

Output

Hash time

Eval time

2

nt
n
O( log
)
O( log
)
O( logn n )
n
n
2
2
O(d t log n) O(d n log n) O(d2 n log n)1)

1) Improved to poly(d2 log n) if efficient decoders are available (see Section 4.1)

as in the same manner to CGT-Hash. Eval is identical to that of CGT-Hash and does not
involve the key. We cannot give K to the adversary, as there is no security guarantee for
PRF once the key is known. Thus Robust PPH is impossible in the first place. The next
strong robustness notion is DO-PPH. Assuming F is a monolithic, black-box PRF, proving
DO-PPH security for the above CGT-MAC is almost identical to the DA-PPH security proof
of CGT-Hash, hence we omit it here. Such an instantiation of CGT-MAC scheme is the same
as the core component of what Goodrich et al. [19] proposed for data forensics applications.
To achieve a further efficiency improvement from the above scheme, we take a CGT-based
MAC scheme proposed by Minematsu [25], called GTM. It is a blockcipher-based scheme,
however, instead of a conventional variable-input-length PRF (or MAC) such as CMAC,
GTM uses a variant of vector-input PRF [34] that accepts an empty string as a component
of an input vector, where a vector consists of (a fixed number of) bit strings. Namely, if
the i-th row of the test matrix is (1, 0, 1), the input to the underlying vector-input PRF is
(X1 , ε, X3 ), rather than conventional (X1 , X3 ), together with additional index i. Such a PRF
is easily built on any variable-input-length PRF via an input encoding, but if we adopt a
structure similar to PMAC [1, 33] and simply skip the computation for j-th component if
it is an empty string, it allows a significant computational improvement in our application
while maintaining appropriate security. Concretely, CGT-MAC uses F which is defined as


X
F (K, i, X|Mi ) = E ′ K2 , i,
E(K1 , j, Xj ) .
(1)
j∈Mi

To learn why this F can be interpreted as a vector-input PRF, please refer to [25]. The
above F is based on two PRFs, E : K1 × [k] × X → C for C = {0, 1}c for some positive c, and
E ′ : K2 × [k] × C → T . The key is K = (K1 , K2 ). As mentioned above, it is closely related
to PMAC. Let GTM[F, M] denote the PPH using F and the test matrix M that is d-disjunct.
The Hash and Eval procedures are defined as in the same manner to CGT-Hash. We show
that GTM[F, M] is a DO-PPH for HAMd .
▶ Theorem 9. Let F be a keyed function built on E, E ′ as Eq. (1). If M is d-disjunct and
E, E ′ are PRFs, GTM[F, M] is a DO-robust PPH for the (generalized) Hamming predicate
with threshold d (HAMd ) over B n .
Proof. Since Eval is a keyless function, the proof approach is almost identical to that of
CGT-Hash, and the proof is similar to that of [25]. We first analyze the information-theoretic
setting. Let RF be a function having the same domain and range as F , and uses two b-bit
URFs R, R′ instead of E and E ′ . Using a similar argument as the proof of Theorem 8, we
observe that breaking the DO-PPH security implies the invalidation of Cons event. Let A
be an adversary using q queries to GTM[RF , M].Hash oracle and infinite computation time
(note that queries to the key-less GTM[RF , M].Eval oracle are simulatable hence we omit).
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We have
Cons
′
AdvDO-PPH
GTM[RF ,M] (A) ≤ AdvGTM[RF ,M].Hash (A ),

for some adversary A′ using q Hash queries. Let Ideal be the idealized version of GTM[RF , M],
namely using an independent URF instead of F (K, i, ∗), for each i ∈ [k]. Using the standard
hybrid argument, we have
IND
Cons
′
′′
AdvCons
GTM[RF ,M] (A ) ≤ AdvGTM[RF ,M].Hash,Ideal.Hash (B) + AdvIdeal.Hash (A )

(2)

Since each component function of Ideal is an independent random function, as in the case
of CGT-Hash, the last term of the right hand side of Eq. (2) is reduced to the collision
probability (in the same component function; we do not have to care about collision between
different components). Let AdvColl
Ideal.hash (A) denote such a collision probability by A. We have
Coll
′′
′′
AdvCons
Ideal.hash (A ) ≤ AdvIdeal.hash (A ) ≤

q2
,
2t+1

(3)

where the last equation follows from the standard collision analysis. For the first term
(i)
(i)
of the r.h.s. of Eq. (2), define X (i) and T (i) = (T1 , . . . , Tk ) as the i-th Hash query
(i)
(i)
and its response, and let S (i) = (S1 , . . . , Sk ) ∈ ({0, 1}c )k be the inputs to R′ , i. e.,
P
(i)
(i)
Sj = h∈Mj R(K1 , h, Xh ). Based on the analysis [25] (which is also a variant of PMAC’s
security proof [33]), we show that the indistinguishability is reduced to the collision between
S, namely the first term of the r.h.s. of Eq. (2) is bounded by
 
 
q2
q
q
1
(h)
(h′ )
(h)
(h′ )
(4)
· Pr[∃h, h′ ∈ [q], i ∈ [k] : X|Mi ̸= X|Mi , Si = Si ] ≤
· c ≤ c+1 ,
2
2
2
2
where the probability is defined by A′′ and GTM[RF , M]. The second inequality follows
from the observation that each component of keyed message hashing procedure, Y ←
P
′
(h)
and X (h ) and i ∈ [k] such that
j∈Mi R(j, Xj ), is XOR-universal, that is, for any X
(h)

(h′ )

(h)

(h′ )

X|Mi =
̸ X|Mi , the sum Si ⊕ Si
is uniform. Note that we do not have to count collisions
between different component functions thanks to the “finalization” by R′ taking the index of
component as a part of input (often called a domain separation). From Eqs. (2), (3), and (4),
we have
AdvDO-PPH
GTM[RF ,M] (A) ≤

q2
q2
+ t+1 .
c+1
2
2

(5)

Eq. (5) immediately tells that the computational security of GTM[F, M] assuming that E
and E ′ are PRFs. More precisely, AdvDO-PPH
GTM[F,M] (A) for any A with q Hash queries with t time
is at most the sum of PRF advantages of E and E ′ (i. e., the advantage in distinguishing
them from the URF), and the bound shown above. This bound is shown via the standard
information-theoretic-to-computational hybrid.
◀

4.3.1

Reduced Hashing Time

A significant difference from the generic CGT-MAC is the time complexity for hashing:
assuming F runs in O(n) for n-block input (where a block is b-bit), which holds for the most
of popular constructions such as HMAC or CMAC, CGT-MAC[F, M] needs O(kn) time for
hashing an input. In contrast, the hashing of GTM needs n calls of E and k calls of E ′ –
hence O(k + n) time – by caching the outputs of E (See [25]). If we use the parameters
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of Table 1, hashing time is reduced from O(d2 n log n) to O((d2 log n) + n), assuming the
MAC runs in O(n) for n input items. Typically k ≪ n, as otherwise, the hashing does not
compress well, hence this simple trick of [25] allows to reduce the cost of hashing to that of
single MAC/PRF computation3 . We also note that this computation cost does not depend
on the contents of M.

4.4

XOR-GTM

Minematsu and Kamiya [26] (MK19) proposed a new approach to CGT-based MAC, dubbed
XOR-GTM. It enables to detect d corruptions among n data items using a significantly
smaller number of MAC tags than O(d2 log n), namely what CGT-MAC or GTM can achieve
with a disjunct matrix.
We only briefly describe the scheme. The scheme has almost the same procedure as GTM,
using a test matrix M and PRF E, except that the final E ′ is a tweakable block cipher [24]
taking i ∈ [k] as a tweak. Here, a tweakable block cipher is an extension of a conventional
block cipher that takes a chosen public value, called tweak, as a part of input in addition
to the message block. On the detection of corruptions, it first decrypts the received tags
using the inverse of E ′ . Next, it takes linear combinations of the decrypted tags, following
the “extended” test matrix MR , which is a submatrix of row span of M. It also takes the
same combinations from the received message and compares the linear combinations. MK19
showed that if MR is d-disjunct, this scheme allows detecting of up to d corrupted items.
Since the communication cost (number of tags) only depends on M, not MR , this implies
the communication cost can be possibly smaller than the limit of the number of rows of
d-disjunct matrix. In other words, what is needed here is a disjunct matrix of small rank for
MR . MK19 presented several such instances using error-correcting codes derived by finite
geometry.

4.4.1

Robustness of XOR-GTM

It is natural to expect DO-PPH security for XOR-GTM in the same manner as GTM. However,
unlike GTM, the Evaluation oracle of XOR-GTM involves the key. This fact makes the
security proof for DO-PPH not directly derived from the original proof of XOR-GTM. Most
importantly, the original security proof of XOR-GTM requires that the forward evaluation of
E ′ is pseudorandom, but does not require the pseudorandomness of the inverse. Technically
speaking, MK19 requires Tweakable Pseudorandom Permutation (TPRP, for CPA-secure
TBC) but not Tweakable Strong PRP (TSPRP, for CCA-secure TBC). Proving DO-PPH
security appears to require the latter. This difference comes from the fact that the adversary
in the game defined for XOR-GTM (called Decoder Unforgeability, DUF) in MK19 does not
have freedom in choosing the tag given to the decoder, while the adversary in the game
of DO-PPH notion has no restriction on the choice of tags given to the evaluation oracle.
Considering that XOR-GTM significantly reduces the number of tags beyond O(d2 log n),
proving DO-PPH for XOR-GTM assuming TSPRP for E ′ is an interesting open question.

3

A more detailed comparison of GTM and CGT-MAC is possible by instantiating F as a variant of PMAC
using b-bit block cipher, and letting c = b and E and E ′ be the same b-bit block cipher. CGT-MAC
needs w = O(kn) block cipher calls, where w denotes the weight of M, and GTM needs (k + n) calls.

ITC 2022

2:12

Property-Preserving Hash Functions and Combinatorial Group Testing

5

Expander Graph-based Constructions for PPH and CGT

As stated earlier, PPH1 relies on a bipartite expander graph. The graph has node sets
L = [n] and R = [k], by defining the i-th test as its neighbors in L for i ∈ R. We find the
relationship between this expander-based PPH with a variant of CGT problem that aims at
determining the number of defectives rather than identifying them. This problem has been
actively studied for its practical and theoretical importance, say [8, 6, 16, 12] for example.
Among these studies, a CGT scheme proposal by Bshouty and Haddad-Zaknoon [7]
(BH21) has an interesting overlap with BLV19’s PPH. In detail, they first proposed the
construction of matrix using a bipartite expander matrix in the same manner as BLV19.
Let M = [n] be the item set and I ⊆ M be the set of defectives. The proposed matrix
allows a distinguisher A(ℓ, ∆) who uses m(ℓ, ∆) tests to distinguish whether |I| < ℓ/∆2 (A
returns 0) or |I| ≥ ℓ/∆ (A returns 1) without error, for certain parameters ℓ and ∆ > 1.
Given the maximum value for |I|, |I| < D, the proposed test (for n items and the defective
set I ) runs A(D/∆i , ∆) for i = 0, 1, . . . , ⌈(log D/ log ∆)⌉, and outputs dˆ = D/∆i+1 for the
smallest i such that A(D/∆i , ∆) → 1. The dˆ guarantees |I|/∆ ≤ dˆ ≤ |I|∆. Using a known
3
construction of bipartite expander graphs, the number of tests is (D/∆2 ) · 2O(log (log n)) . This
construction of A(ℓ, ∆) in BH21 is essentially identical to the idea of PPH1. We note that
the problem setting of BH21 requires D as prior information on |I| and if D is not known
there is no non-trivial testing to estimate |I| [5]. BH21 can be a variant of hash-based PPH
whose goal is to give an estimate of the generalized Hamming distance with a predetermined
margin, however, such a variant is not covered by the original definition of PPH by BLV19.
Therefore, we cannot expect a direct translation from CGT scheme into a PPH as we did in
the previous sections. It may be interesting to further explore the relationships.

6

Conclusions

This paper has shown the connection between the property-preserving hash (PPH) functions
and the adversarial error detection schemes combining the classical Combinatorial Group
Testing (CGT) and hash/MAC functions. Our findings brought several implications and
improvements to the hash/MAC-based PPHs, which has been initially proposed by Boyle et
al. [4] but largely overlooked since the proposal. PPH is still in its infancy as a research field,
and we believe that the connection we have discovered will be useful for developing PPH.
Moreover, we hope that our results will also encourage the CGT research community to look
into research on PPH.
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Abstract
Leakage-resilient cryptography aims to protect cryptographic primitives from so-called “side channel
attacks” that exploit their physical implementation to learn their input or secret state. Starting
from the works of Ishai, Sahai and Wagner (CRYPTO‘03) and Micali and Reyzin (TCC‘04), most
works on leakage-resilient cryptography either focus on protecting general computations, such as
circuits or multiparty computation protocols, or on specific non-interactive primitives such as storage,
encryption and signatures. This work focuses on leakage-resilience for the middle ground, namely
for distributed and interactive cryptographic primitives.
Our main technical contribution is designing the first secret-sharing scheme that is equivocal,
resists adaptive probing of a constant fraction of bits from each share, while incurring only a constant
blowup in share size. Equivocation is a strong leakage-resilience guarantee, recently introduced by
Hazay et al. (ITC‘21). Our construction is obtained via a general compiler which we introduce,
that transforms any secret-sharing scheme into an equivocal scheme against adaptive leakage. An
attractive feature of our compiler is that it respects additive reconstruction, namely, if the original
scheme has additive reconstruction, then the transformed scheme has linear reconstruction.
We extend our compiler to a general paradigm for protecting distributed primitives against leakage,
and show its applicability to various primitives, including secret sharing, verifiable secret sharing,
function secret sharing, distributed encryption and signatures, and distributed zero-knowledge proofs.
For each of these primitives, our paradigm transforms any construction of the primitive into a scheme
that resists adaptive party corruptions, as well as adaptive probing leakage of a constant fraction of
bits in each share when the share is stored in memory (but not when it is used in computations).
Moreover, the transformation incurs only a constant blowup in the share size, and respects additive
reconstruction – an important feature for several of these primitives, such as function secret sharing
and distributed encryption.
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1

Introduction

Starting with the works of Kocher et al. [65, 66], and more recently in works on Meltdown
and Spectre attacks [71, 64]), it has been demonstrated time and again that cryptographic
primitives are susceptible to side-channel attacks.
The goal of leakage-resilient cryptography is to protect against such attacks. The focus
of this work is on constructing lightweight leakage-resilient variants of central distributed
and interactive cryptographic primitives. We first survey the main results in the field.
There has been a long and successful line of works on protecting either general computations
(initiated by Ishai, Sahai and Wagner [60], and Micali and Reyzin [74]), or specific noninteractive primitives such as storage (e.g., in [42, 32, 2]), signatures [20], and encryption
schemes [41, 2, 77, 39, 22, 24]. (We refer the interested reader to the excellent survey by
Kalai and Reyzin [62] for a discussion of works in the field.)

1.0.1

Previous works on leakage-resilience

Works protecting general computations from leakage constrain the permissible leakage in
various ways, either restricting the complexity class from which leakage functions can be
chosen [60, 46, 79, 76, 75, 3], or assuming leakage functions operate on disjoint sets of
wires of the circuit [50, 61, 51, 43, 33, 34, 52] (the so called “Only Computation Leaks”
– or OCL – model). Due to their generality, these works are usually complex, rely on
additional computational assumptions (such as public-key cryptography [50, 61, 52] or even
indistinguishability obfuscation [52]), or incur high (polynomial) overheads. There are also
works on leakage-resilient Multi-Party Computation (MPC) protocols [18], as well as works
on interactive protocols (such as MPC [10, 16, 11] and zero-knowledge proofs [49, 10]) that
achieve a weaker leakage-resilience guarantee known as leakage tolerance, which allows the
ideal-world adversary to obtain leakage on the inputs of the honest parties.
On the other extreme, there are leakage-resilient constructions of storage [42, 32, 2, 41,
23, 40]), signatures [20], and encryption schemes [41, 2, 77, 39, 22, 24]. While focusing on
these primitives admits simpler and more efficient constructions than in the general case,
these constructions are naturally more limited since they offer solutions for specific (and
non-interactive) tasks only, and do not readily extend to the distributed setting in which
multiple parties wish to jointly compute on their inputs in a leakage-resilient manner.
There are only a handful of works on the middle ground, namely on protecting distributed
(and interactive) primitives from leakage, despite the centrality of such primitives in designing
cryptographic protocols.1 Specifically, Boyle et al. [19] use randomness extractors to construct
coin-tossing and verifiable secret sharing secure against a single leakage query (i.e., nonadaptive leakage), and [49, 10] design leakage-tolerant zero-knowledge proofs (as noted above,
leakage tolerance is a weaker notion than leakage-resilience).

1.0.2

Leakage-resilient secret sharing

Unlike other distributed primitives, the leakage-resilient notion of secret sharing – an important cryptographic primitive with various applications in different areas of cryptography –
has received extensive attention from the community in recent years [44, 35, 53, 54, 8, 81, 4,

1

We note that one could protect such primitives from leakage using works protecting general computations,
or by employing generic leakage-resilient MPC protocols. However, as discussed above these are complex,
and either incur high costs or require additional computational assumptions.
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67, 1, 29, 69, 72, 73, 82, 28]. Focusing on secret sharing, which only protects information (as
opposed to protecting computation, as in the works on general leakage-resilient computation
discussed above) allows to obtain simpler and more efficient constructions.
Works on Leakage-Resilient Secret Sharing Schemes (LR-SSSs) can be roughly divided
into two categories. The first category, initiated by [8] (though some results appeared already
in earlier works, e.g., [12]), analyzes the leakage-resilience properties of existing secret-sharing
schemes. They show that linear secret sharing schemes2 resist non-adaptive local leakage,
namely the adversary can make a single leakage query, which returns few leakage bits
computed on each share independently.
Proving leakage-resilience of existing primitives has several advantages. First, applications
can still exploit specific design features or additional properties, such as additivity or linearity
of reconstruction (which are very useful, as discussed in Section 2 below). Moreover, classic
cryptographic primitives are usually more efficient than special-purpose leakage-resilient
schemes. However, restricting oneself to existing primitives has a major disadvantage: we are
restricted by the leakage-resilience properties of a scheme, which was not designed with the
goal of protecting against leakage. In some cases, it is unknown whether leakage resilience
can be enhanced (e.g., to allow adaptive leakage in which the adversary makes several
leakage queries, each depending on the answers to previous queries). There are also inherent
limitations to the leakage-resilience of some schemes, in terms of the leakage bound and
reconstruction threshold (see Section A). For example, Shamir’s secret sharing scheme over
fields of characteristic 2 does not resist leakage of even a single bit from each share [55].
These limitations of existing secret sharing schemes have motivated the second category of
LR-SSSs which focuses on designing new schemes – thus offering the possibility to overcome
the inherent limitations of existing schemes. The goal of this line of works is to resist
leakage from a wide range of leakage functions and arbitrary thresholds [1, 81, 67, 29, 69, 28].
The advantage of designing new schemes is clear: we can (potentially) protect against a
wide range of leakage classes, and in particular ones against which classic secret sharing
schemes are insecure, such as adaptive leakage queries [67, 29, 69, 28], or global leakage
(for restricted classes of permissible leakage functions) [12, 69]. Unfortunately, the stronger
leakage-resilience guarantee does not come without a price: these constructions are typically
complex [67, 29, 69, 28]; some works are considerably less efficient than standard (non-LR)
schemes [53, 54, 29]; and most (if not all) works do not maintain the design benefits of classic
constructions (such as linear reconstruction) and thus cannot be used in many applications
of standard secret sharing [44, 35, 53, 54, 1, 81, 4, 67, 29, 69, 28]. Some of these works
describe a general compiler that transforms any secret sharing schem into a leakage-resilient
one [81, 1, 29], while others describe specially-tailored constructions [53, 67, 69, 28].
The literature on LR-SSSs can be viewed as studying two extremes: either focusing on
existing schemes and analyzing their leakage-resilience guarantees, or alternatively pushing
leakage-resilience “to the limit”, mostly by designing new specialized (and often also complex
and significantly less efficient) schemes.3 But what can we obtain by only slightly modifying
existing schemes? In particular,
Can we obtain LR-SSSs that surpass the leakage-resilience of classic schemes while
maintaining their structural features?

2
3

Roughly, in a linear secret sharing over a finite field each share is a linear combination of the secret and
random field elements.
As noted above, the works of [81, 1, 29] construct general compilers. However, [81, 1] resists only
non-adaptive leakage and the construction of [29] has low rate.
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More generally, we study the leakage-resilience of distributed cryptographic primitives such
as Verifiable Secret Sharing (VSS), Function Secret Sharing (FSS), Threshold Encryption
(TES), threshold signatures, and distributed Zero-Knowledge (dZK) proofs, asking the
following:
Do there exist simple leakage-resilient variants of distributed cryptographic primitives such
as VSS, FSS, TES, threshold signatures, and dZK?
We focus on a setting in which the adversary can maliciously and adaptively corrupt parties
(i.e., the adversary does not need to commit ahead of time to the set of corrupted parties).
Similar to the case of secret sharing, our goal is to devise simple schemes that preserve the
main design features of existing (non-LR) schemes. To the best of our knowledge, there are
no leakage-resilient constructions of FSS, TES, distributed signatures, and dZK proofs, even
disregarding the desiderata of simple schemes. Existing leakage-resilient VSS schemes [19] are
only secure against static corruptions (i.e., when the set of corrupted parties is determined
at the onset of the computation), and employ randomness extractors that do not preserve
linearity, which – as explained below – is one of our main goals in this work. (See Section A
for a detailed discussion of the VSS scheme of [19], and a comparison with our results.)
Considering leakage-resilience in the more general context of distributed primitives also
helps in identifying the important structural features of existing schemes which we should
strive to preserve. For example, applications of FSS require linear sharing (namely, that the
reconstruction procedure is linear), and applications of TES in MPC require that parties
hold additive shares of a secret key.4 Thus, in this work we focus on designing leakageresilient secret sharing schemes – and more generally, distributed primitives – with linear
reconstruction.

1.0.3

Our leakage model: adaptive probing-resilience for data at rest

We focus on protecting cryptographic primitives against local probing leakage. We provide
information-theoretic security against adversaries that can adaptively probe the shares, as
well as corrupt any unauthorized set (i.e., a subset of parties such that their collective shares
reveal nothing about the shared secret).5 Our focus on probing resilience stems from our
goal of preserving linear reconstruction, which implies we cannot hope to protect against
leakage classes that are significantly more general than probing.
For distributed primitives beyond secret sharing, we focus on protecting data at rest.
That is, we protect the shares from leakage throughout the lifetime of the process, except
when they are directly computed on. Our leakage model is related to several leakage models
(in particular, that of [8]), and can be seen as a combination of the leakage model of [60]
that restricts the function class from which leakage functions can be chosen, and the “Only
Computation Leaks” (OCL) model of [74] which assumes that different memory components
leak separately. (As noted in Section 1.1 below, our constructions actually achieve a stronger
notion known as OCL+ [9].)

4

For example, in the TES based on Diffie-Helman, parties hold public-key shares of the form g sk1 , . . . , g skm ,
where g P
is a public group generator, and sk1 , . . . , skm are the secret-key shares. In this case, the public
sk

5

P

key is g i i and the secret key sk =
ski is unknown to any party. See the full version [58] for
i
further details.
For primitives with computational security (such as FSS and TES), we provide the best possible security,
namely computational security for party corruptions, and information-theoretic for leakage. See the full
version [58] for further details on the security definition.
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Our focus on protecting data at rest is motivated by many application scenarios in which
following a short sharing phase – in which one party locally generates and distributes shares
to the other parties – the shares are stored in memory for extended time periods, during
which the adversary can adaptively leak on them. Since leakage may accumulate over time,
and the adversary might be able to infiltrate the devices of certain parties (in effect making
them – passively or actively – corrupted), it is important to incorporate party corruptions
into the security model. We expect the periods of time during which shares are computed
on – which involve fast local computations, or fast interactive protocols requiring all parties
to be online simultaneously – to be much shorter than the lifetime of the system (indeed,
state-of-the-art practical secure multi-party computation protocols last milliseconds [83]).
Therefore, an adversary would not be able to launch a meaningful leakage attack during
these short computation phases.
Example: Function Secret Sharing (FSS). We demonstrate our leakage model and its
motivation through the example of FSS. FSS consists of a generation phase in which a function
f is shared between multiple parties by generating function keys; and a local evaluation
phase – whose duration we expect to typically be marginal compared to the lifetime of the
system – in which each party can locally compute from its function key a share of the output
f (x), for any input x. These output shares form an additive (or, more generally, linear)
secret sharing of f (x). During this process, we protect the function keys and output shares
from leakage, except during the evaluation phase in which the output shares are (locally)
computed from the function keys. (We stress that once the evaluation phase terminates,
function keys and output shares are again protected from leakage.)
In FSS applications, the function and output shares are often stored in memory for
extended time periods, thus naturally necessitating leakage-resilience for data at rest. Indeed,
in one FSS application, statistics (such as website traffic statistics [17]) – in the form of
output shares – are accumulated over time. In particular, output shares are stored in memory
for long periods of time. Another application is “FSS as a service”, namely when the function
keys are distributed between multiple servers (each server holds a single function key), and
users can ask the servers to evaluate the function on inputs of their choice. More specifically,
a data-owner generates function keys k1 , . . . , km for a secret function f , and stores ki on
server i. Users can then ask the servers for the value f (x) by sending x to each server i, who
locally evaluates its function key ki on x (using the FSS-evaluation procedure), and sends
the output share yi back to the user, who can then recover f (x) from the output shares
y1 . . . , ym . Thus, the user learns f (x) but does not learn f , and none of the servers learn f
or f (x). In this scenario, function keys may be stored on the servers indefinitely, and output
shares yi might likewise be stored for extended time periods, e.g., for backup purposes, so it
is important to protect both from leakage.
Our leakage model is further motivated by other situations in which shares are stored in
memory for a long time, e.g., when using Beaver triples [7] that are generated in an offline
phase and later consumed during the execution of an MPC protocol. We describe further
applications (e.g., for TES) in the full version [58], and note that in some cases (e.g., for
certain TES constructions) we are able to protect the entire process – including computation
– from leakage.

1.0.4

Beyond leakage-resilience

In the context of secret sharing, we also explore a stronger leakage-resilience guarantee
known as equivocation, recently introduced by [57] and employed towards constructing zeroknowledge proof systems. Roughly, equivocation guarantees that there exists an efficient
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simulator that can answer adaptive leakage queries, as well as adaptively simulate the views
of corrupted parties. Moreover, at some point during the simulation, the simulator is given
an arbitrary secret, and is then able to generate an entire secret sharing of this secret which
is consistent with the leakage and the views of corrupted parties. That is, the leakage can be
efficiently “explained” as leakage on the shares of any arbitrary secret. More specifically, we
consider semi-honest adversaries that can adaptively obtain the shares of any unauthorized
set, as well as adaptively probe a constant fraction of bits from the shares of every other
party.
Unfortunately, the existing equivocal SSS [57] is a degenerate one-party scheme,6 so the
adversary cannot obtain the share in full. Therefore, we ask:
Can we construct multiparty equivocal SSSs secure against probing leakage?

1.1

Our Results

We construct the first multiparty equivocal secret sharing scheme. Our scheme can withstand
any number of corrupted parties, as well as leakage of a constant fraction of bits from each of
the other shares. Our scheme is also tamper-resilient against arbitrary tampering of every
share that modifies a constant fraction of bits (below the error-correction bound) in the
share. We then extend our technique to obtain leakage-resilience and tampering-resilience for
other distributed primitives.

1.1.1

Equivocal secret-sharing

We design a compiler that transforms standard (possibly non-leakage-resilient) SSSs into
LR-SSSs with the following features. First, it obtains the stronger guarantee of equivocation.
Second, it respects additive reconstruction, namely if the underlying SSS has additive
reconstruction, then the resultant LR-SSS will have linear reconstruction. Third, our
compiler guarantees leakage-resilience against any access structure, in the following sense.
Given any SSS for an access structure Acc, the resultant LR-SSS is leakage-resilient against
an adversary obtaining the shares of an unauthorized set T ∈
/ Acc, as well as the answers to
adaptive probing queries that can leak a constant fraction of bits from each share. Finally,
the resultant scheme is also tampering-resilient in the following sense: the correct secret will
be reconstructed, even if an external adversary can arbitrarily modify a constant fraction
of bits in each share. In fact, we obtain the stronger guarantee that the original share can
be efficiently recovered from the modified share. (Thus, necessarily, we can only handle
tampering of a fraction of bits which is below the error-correction bound. See Section A
for a comparison with other tampering-resilient notions.) Our compiler is also conceptually
simple: roughly, it protects the shares by encoding them using a linear code with equivocation
properties (known as an RPE [30, 6, 31, 5], see Section 2).
Our construction is summarized in the following theorem, where (Acc, ℓ)-equivocation
means the adversary can adaptively obtain the shares of any unauthorized set T ∈
/ Acc, as
well as adaptively probe ℓ bits from every other share, and τ -tampering-resilience guarantees
that the correct secret will be reconstructed even if an external adversary can arbitrarily
modify τ bits in every share. (See the full version [58] for the formal statement.)

6

In such schemes there is a single party and only one share. Secrecy holds under the supported leakage
class, but not if the share is revealed in full. This is a degenerate scheme since it is not useful as a
secret-sharing mechanism, but has application to, e.g., construction of zero-knowledge probabilistic
proof systems.
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▶ Theorem 1 (Equivocal SSS from standard SSS – informal). Let SSS be an m-party secret
sharing scheme for secrets in S and an access structure Acc, with shares of length N .
Then there exists an ℓ = Ω (N ) for which there exists an m-party secret sharing scheme
SSS′ for secrets in S and access structure Acc, with ℓ-tampering-resilience, and (Acc, ℓ)equivocation. Moreover, the secret shares have length O (N ). Furthermore, if SSS has additive
reconstruction, then SSS′ has linear reconstruction.
In Table 1 (Page 12) we compare our equivocal SSS with existing LR-SSSs. Applying
Theorem 1 to Shamir’s secret sharing, we obtain the following (see the full version [58] for
the formal statement).
▶ Corollary 2 (Equivocal SSS – informal). There exists an ℓ ∈ N such that for any t < m ∈ N
there exists an m-party (Acc, ℓ)-equivocal and ℓ-tampering-resilient secret sharing scheme,
where Acc consists of all subsets of [m] of size more than t. Moreover, ℓ = Ω (N ), where N
is the share length.
Corollary 2 demonstrates that by applying our transformation to Shamir’s secret sharing
scheme, we can circumvent the impossibility result of [55] on the leakage-insecurity of Shamir’s
scheme over fields of characteristic 2, as well as the lower bounds of [8] and [78] (which are
discussed in Section A), while still preserving the main features of Shamir’s scheme.

1.1.2

Leakage-resilient distributed primitives

We extend our compiler to a general paradigm for securing cryptographic primitives against
adaptive probing leakage, and show its applicability to a wide range of primitives in which a
secret is distributed between multiple parties. Specifically, we obtain leakage-resilient variants
of verifiable secret sharing, function secret sharing, threshold encryption and signatures, and
distributed zero-knowledge proofs. In all our constructions, the blowup in the share size is
constant (compared to the original, non-leakage-resilient scheme), and the resultant scheme
is secure against adaptive probing of a constant fraction of bits from each share separately
even if the adversary adaptively corrupts parties. (We note that in certain primitives – such
as TES and FSS – each party may store several shares of different secrets, in which case we
assume that each share leaks separately. As discussed above, this is similar to the restriction
on leakage in the OCL model. However, our constructions satisfy a stronger guarantee known
as OCL+ [9] which allows to alternately leak from the shares, where each leakage query
might depend on the responses to previous queries. In particular, the leakage on different
shares is not necessarily independent.) All our constructions are also tamper-resilient against
tampering of a constant fraction of bits in each share. (See the full version [58] for the
constructions and formal theorem statements.)
We note that defining leakage-resilience for these primitives is highly non-trivial. This
is especially true for computational primitives such as TES and FSS, in which we need to
combine the computational security guarantee for fully-revealed shares, with an informationtheoretic guarantee for leakage on the other shares.7 Even for information-theoretic objects
such as dZK proofs, we encounter subtleties since standard definitions are only staticallysecure. As an additional contribution, we generalize these definitions to the adaptive setting,
7

We note that similar security models – with information-theoretic security against leakage, and computational security for the underlying primitive itself – have been considered in the leakage resilience
literature, e.g., for public-key primitives in the bounded retrieval model [42, 32]. However, due to the
distributed nature of the primitives we consider, our security definitions are more intricate than in these
aforementioned works.
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and prove that existing protocols (e.g., a protocol of [13]) are adaptively-secure, a result
which may be of independent interest. See Section 2, and the formal definitions in the full
version [58], for a discussion of the subtleties of the definitions.

1.2

Applications

In this section we describe several applications of equivocal SSSs.

1.2.1

Deniable Secret Sharing Schemes

Deniability in the context of encryption. The notion of deniable encryption, introduced by
Canetti et al. [26], ensures private communication in the presence of attackers that are also
provided with all the private information: the plaintext, the random bits used for encryption,
and any secret keys the parties have. Specifically, deniable encryption introduces an additional
efficient “faking” algorithm that is not part of the standard secure communication definitions.
This new algorithm generates “fake” internal states for the participating parties, that are
indistinguishable from the real states, and are consistent with the (public) communication
transcript and any plaintext of the parties’ choice. In addition to being an interesting object,
deniable encryption has important applications, the most immediate one being preventing
vote-buying in electronic voting schemes. Deniability is a very strong security guarantee.
Specifically, deniable encryption schemes require stronger hardness assumptions than classic
encryption schemes [80, 27].8
Deniable secret-sharing. The notion of deniability can be highly useful in applications
using secret sharing, where a dealer distributes the shares of a sensitive database – e.g., a
clinic sharing a database containing the medical records of its patients – amongst a set of
parties or servers.9 Clearly, if the attacker obtains sufficiently many shares (specifically, of an
authorized set), it can fully recover the secret. On the other hand, obtaining only the shares
of an unauthorized set implies deniability since the secret is information-theoretically hidden.
(We stress, however, that even in this case the “faking” algorithm may not be efficient.)
Deniable secret sharing explores an intermediate scenario where the adversary holds the
shares of some unauthorized set, and additionally obtains partial knowledge of the honest
parties’ shares. This model is motivated by the fact that an attacker may attack servers in
various ways, in some cases succeeding in extracting the entire share, while in other cases it
may only be able to gather (through physical observations) some leakage on the share.
Formally defining deniable secret sharing requires some care, in particular in deciding
what information is available to the faking algorithm. In the context of public-key deniable
encryption, the faking algorithm knows the ciphertext it is trying to “explain”, so a natural
adaptation to secret sharing is to give the faking algorithm the secret shares it is trying to
equivocate. This, however, is useless – it should be intuitively clear that the faking algorithm
cannot successfully explain the leakage without knowing which parts of the secret shares had
leaked. Therefore, we define deniability by giving the faking algorithm the leakage, rather than
the entire secret sharing. Specifically, the faking algorithm is given the leakage queries and
responses (but not the secret shares in their entirety), and using them “explains” the sharing

8

9

We note that information-theoretic symmetric-key encryption schemes are easily deniable as every
ciphertext can be explained with respect to every plaintext. However, symmetric-key encryption requires
the parties to agree on the secret key, i.e., a-priori agree on common randomness, and it is unclear how
to do so in a deniable way.
We assume no a-priori common randomness between the dealer and the parties.

C. Hazay, M. Venkitasubramaniam, and M. Weiss

3:9

as a sharing of an arbitrary (possibly different) secret, by providing “fake” randomness for the
sharing algorithm. This notion of “public leakage” arises naturally in many settings, since
oftentimes leaked data becomes public (e.g., via social or other forms of media). For example,
in the application scenario described above where a clinic A shares its database of patient
medical records, this database might contain medical records of celebrities. A competing
clinic B might be able to obtain leakage on the shares, allowing it to learn the identity and
medical history of some celebrity patients. Clinic B might publish this information with the
hopes of ruining the reputation of clinic A. Deniability allows clinic A to give an alternative
explanation for the shares – in particular, replacing the identities of all celebrity patients –
and publish it to dismiss the leaked information.
Our deniable secret-sharing scheme. We design deniable secret sharing schemes based
on equivocal SSSs, where the faking algorithm emulates the equivocal SSS simulator. We
note that to equivocate the shares, the equivocal SSS simulator needs to know the leakage
queries and responses, and these are indeed available to the faking algorithm. Using the
equivocated secret shares, the dealer can convincingly renounce the original secret, where
the equivocated shares serve as a “proof” that validates an arbitrary secret, even given the
adversary’s view. Denying the secret provides a strong guarantee against coercing the dealer,
especially since our focus is on efficient deniability. We further elaborate on this application
in the full version [58].

1.2.2

MPC Resilient to Leakage of “Data at Rest”

Equivocal SSSs are useful towards designing Multiparty Computation (MPC) protocols
which guarantee leakage-resilience of private inputs (alternatively, secret local states) when
they are stored in memory. That is, MPC with leakage-resilience in the same “data at rest”
leakage model described above. More specifically, we consider protocols in which following a
leak-free Sharing phase, in which each party locally secret-shares its input (either sending
them to other parties, or storing them locally until they will be communicated at a later
point), the shares are stored in memory until a later leak-free Computation phase, in which
parties run an MPC protocol on the secret shares to compute the outcome. We stress that
the sharing phase is function oblivious, namely it can be executed before parties even know
which function they wish to jointly compute on their inputs.
Similar to the other primitives considered in this work, this model is motivated by realistic
application scenarios in which the (short) computation phase might be executed well after the
(short) sharing phase. In particular, the leak-free assumption for the sharing phase is justified
by situations in which parties obtain their secret inputs (e.g., bank account balance when the
input is for the Millionaire’s problem) while in their own homes, i.e., in locations which are
less vulnerable to side-channel attacks; or because once they are given their private inputs,
parties are likely to quickly “protect” them by performing a fast local computation (i.e.,
sharing, similar to how one would protect a sensitive word document by adding a password).
The leak-free assumption for the computation phase is likewise justified because interactive
protocols that require all parties to be online at the same time, and for the duration of the
execution, are expected to be fast.
However, between the sharing and computation phases, the secret shares are stored in the
internal state of the parties, e.g., on their laptops. Thus, the shares might be subjected to
various side channel attacks (as laptop would most likely be carried around by their owners),
especially since the computation phase might be executed long after the sharing phase had
ended. Moreover, during this time leakage on one party’s state might accumulate, up to the
point that its internal state might leak entirely. Alternatively, an adversary might be able to
infiltrate the party’s laptop, thus obtaining its entire internal state.
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Equivocal SSSs naturally give a leakage-resilient solution for MPC protocols in this
leakage model, against adaptive leakage, by having parties share their inputs using an
equivocal SSS. Specifically, leakage on the shares can be adaptively simulated, where if the
actual amount of leakage on a party passes some a-priori bound then we consider the party
as being (semi-honestly) “corrupted”, which is supported by the equivocal SSS (that allows
for adaptively leaking full shares). If, at the onset of the computation phase, a party is
corrupted, we can equivocate the shares consistently with its actual input. (We note that
if the MPC protocol run during the computation phase is adaptively-secure, then we can
also handle adaptive corruptions during the computation phase.) Thus, equivocal SSSs can
be used to protect MPC protocols from adaptive leakage and adaptive semi-honest party
corruptions. We note that LR-SSSs which are not equivocal provides no guarantees against
adaptive party corruptions (and sometimes not even against adaptive leakage queries).

1.3

Future Directions and Open Questions

We initiate the study of designing leakage-resilient cryptographic primitives by applying a
light-weight procedure which respects additive reconstruction. We demonstrate the usefulness
of our paradigm by applying it to various cryptographic primitives.
Our work still leaves several interesting research directions to explore. First, it would be
interesting to explore which other primitives could be protected from probing leakage using
our paradigm. Second, our constructions “respect” additive reconstruction, in the sense that
applications relying on additive reconstruction can use our leakage-resilient primitives. As
discussed above, this is helpful in the context of FSS and TES. Extending our paradigm
to respect general linear reconstruction procedures will allow using our leakage-resilient
constructions in an even wider array of applications. Moreover, devising an equivocal SSS
with a multiplicity property (which enables multiplying shared secrets by operating locally
on the shares, and then executing some simple “correction” protocol), would yield leakageresilient MPC which resists leakage even during computation, thus extending our results
beyond the “data at rest” model. Finally, it is natural to ask whether our results extend to
more general leakage classes.

2

Techniques

In this section we describe our paradigm and the resultant constructions in more detail. We
start by describing our compiler for SSSs.
Recall from Section 1.1 that our goal is to obtain simple SSSs with linear reconstruction
and probing resilience against an adaptive adversary that can probe a constant fraction
of bits from each share. More generally, we wish to design a general compiler from SSSs
to LR-SSSs which preserves efficiency and respects additive reconstruction (namely, if the
original scheme has additive reconstruction then the resultant LR scheme will have linear
reconstruction). A natural starting point would be to use some sort of encoding, similar
to how leakage-resilient compilers for general computations first encode the input for the
computation. This encoding can either apply to the vector of secret shares, or to each share
separately. To obtain leakage-resilience, it should posses some leakage-resilience guarantees.
Moreover, to achieve linear reconstruction, this encoding should have linear reconstruction
(i.e., be a linear code). However, to obtain equivocation, as needed by our main application
of equivocal SSSs, the linear code should posses an additional equivocation property which,
roughly, guarantees that given the leakage on the encoding of any message msg, and given
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any arbitrary message msg′ , the leakage can be “explained” in retrospect as the leakage
on an encoding of msg′ . We note that such leakage-resilience and equivocation properties
necessitate randomized encoding. Fortunately, such encodings exist.

2.0.1

Main building block: Reconstructible Probabilistic Encodings
(RPEs)

RPEs [30, 6, 31, 5] are, roughly, linear codes with an equivocation property. More specifically,
an RPE consists of a randomized encoding procedure Encode, a deterministic linear decoder
Decode, and a randomized resampler algorithm Rec, where Encode (msg) outputs a random
codeword from a set of possible codewords for msg. (For example, this set can consist of all
codewords obtained by applying the generator matrix of a linear code to msg◦s, namely to the
string obtained by concatenating an arbitrary suffix s to msg.) An RPE satisfies the following
properties. First, it has error correction from a constant fraction of errors. Second, it has
probing resilience for a constant fraction of probed bits, in the sense that for every msg, msg′ ,
the leakage on random encodings of msg, msg′ are statistically close. Finally, it is equivocal
in the sense that for any message msg, any subset I of probed bits leak from a random
encoding c ← Encode (msg) of msg, and any message msg′ , Rec (I, leak, msg′ ) outputs an
encoding c′ of msg′ which is statistically close to an encoding of msg′ that is random subject
to being consistent with the leakage.10 We note that RPEs resist non-adaptive leakage (also
in the equivocation property), but since all properties are statistical, this naturally extends
to resisting adaptive leakage, as we show in the full version [58].

2.1

Equivocation from RPEs and Standard Secret Sharing

There is a natural connection between RPEs and equivocal secret sharing, since both offer
a method of encoding a message in a way that can later be equivocated. This connection
was recently used in [57], who used the equivocation of RPEs to construct zero-knowledge
probabilistic proof systems. More specifically, Hazay et al. [57] interpreted RPEs as a
degenerate form of equivocal secret sharing, in which there is a single share, which the
adversary can probe. This, of course, does not provide any meaningful way of distributing
(i.e., sharing) the data, which is the main purpose of a SSS (but it does give a meaningful
notion of equivocal encoding of the data). Moreover, equivocal SSSs can provide a much
stronger LR guarantee – the secret remains protected even if an (unauthorized) subset of
shares are leaked in full. In particular, equivocal SSSs can potentially obtain a much larger
leakage rate than RPEs.
Our main observation in this work is that instead of interpreting RPEs as equivocal SSSs,
one can use them to transform essentially any standard SSS into an equivocal one. The
transformation is conceptually simple: to share a secret, first share it using the underlying
SSS, then encode each share separately using the RPE. To reconstruct the secret, first
decode each RPE encoding, then recover the secret using the reconstruction procedure of the
underlying SSS. The resultant scheme resists adaptive probing leakage, since leakage can be
simulated by answering queries using encodings of 0 (or any arbitrary message). Moreover, a

10

We note that RPEs are usually defined with perfect security, in the sense that leakage-resilience
guarantees that the bits leaked from a random encoding of any message msg are uniformly distributed,
and the output of Rec is distributed identically to a random encoding of msg′ subject to being consistent
with the leakage. We chose to present a relaxed version of RPEs because it suffices for our needs, and
allows us to quantify exactly how errors in the RPE carry over to the resultant constructions.
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combination of the equivocation of the RPE and the secrecy of the underlying SSS guarantees
that the resultant SSS is equivocal. Indeed, a simulator can initially answer leakage queries
according to an honestly-generated sharing of 0. At some point, the simulator is given an
arbitrary secret msg′ . At this point, secrecy of the underlying SSS guarantees the simulator
can generate a secret sharing of msg′ which is consistent with the subset of shares that were
revealed in full to the adversary. Then, the resampler algorithm of the RPE can be used to
equivocate encodings for the remaining shares, consistently with the leakage already provided
on them. (We note that the actual analysis is more complex; see the full version [58] for
details.) Finally, tampering-resilience follows from the error-correction of the RPE.
The equivocal SSS described in Corollary 2 is obtained by applying our compiler to
Shamir’s secret sharing and the RPE of [36, 37]. More specifically, Decatur et al. [36, 37]
construct a linear code with constant rate, and leakage resilience against a constant fraction
of leaked bits. Linearity of the code implies it is also equivocal due to its large dual distance
(see [5, Lemma 2]).
Table 1 compares our equivocal SSS construction to known LR-SSSs. We elaborate on
these schemes further in Section A.

Specialized

Table 1 Comparison of Existing Leakage-Resilient Secret Sharing Schemes.
Here, “Equiv.” denotes whether the scheme is equivocal, “adaptive queries” states whether the scheme
is secure against adaptive leakage queries, “linear recon.” describes whether the reconstruction
procedure of the SSS is linear, m is the number of parties, and the “restricted joint” leakage model
refers to the joint leakage model in which each share can be queried by a single leakage query. The
first four rows construct specific LR-SS schemes while the last three rows give a general compiler
that transforms any SS to a LR one.

General
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2.2

Scheme

Equiv.
No
No
No

Adaptive
Queries
No
No
Yes

Linear
Recon.
No
Yes
No

[53, 54]
[8]
[67]
[28]

No

Yes

[81]
[29]

No
No

This work

Yes

Rate
1
O( m
)
O(1)
1
O( poly(m)
)

Leakage
Rate
1
O( m
)
O(1)
1
O( poly(m)
)

Leakage
Model
Local
Local
Joint

No

O(1)

O(1)

Restricted
Joint

No
Yes

No
No

O(1)
1
O( poly(m)
)

O(1)
1
O( poly(m)
)

Local
Joint

Yes

Yes

O(1)

O(1)

Probing

Share-then-Encode: A General Paradigm for Leakage- and
Tampering-Resilience

We show that our technique is applicable to a wide range of distributed cryptographic
primitives, constructing leakage-resilient primitives against probing leakage of data at rest,
that are also tampering-resilient. For the primitives discussed below, we identify distinct
sharing and reconstruction procedures, and protect the shares by RPE-encoding each share
separately. These primitives include protocols and procedures during which the shares are
computed on. To execute these protocols/procedures, parties first RPE-decode their share,
perform the computation on it, RPE-encode the result, and finally erase the intermediate
values of the computation. We note that several of the applications described below crucially
rely on the linear reconstruction property of the underlying primitive.
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In all our constructions, the blowup in share size (compared to the underlying nonleakage-resilient scheme) is constant, and the resultant scheme resists adaptive probing and
tampering of a constant fraction of bits from each share separately. We stress that security
is maintained even if the adversary simultaneously corrupts parties and obtains leakage on
the shares of the honest parties. By default, we allow for adaptive corruptions as well as
adaptive leakage queries. With the exception of verifiable secret sharing, the primitives we
study below are usually defined with static security. Thus, to obtain security in the presence
of leakage with adaptive party corruptions, we need to first define adaptive security for these
primitives (without leakage), which we then extend to adaptive security in the presence of
leakage. As we explain below, defining adaptive leakage-resilience is quite subtle, especially
for primitives (such as threshold encryption and function secret sharing) with computational
security. We note that if one is willing to settle for security against adaptive leakage queries
but with static party corruptions, then we can simplify our definitions to only handle static
corruptions (and rely on the standard static-security of the underlying primitives), however
defining security in the presence of leakage remains quite intricate also in this case.

2.2.0.1

Verifiable Secret Sharing (VSS)

A VSS scheme strengthens standard SSSs to protect against a scenario in which the entity
generating the shares (called the “dealer”) is corrupted. More specifically, a VSS scheme
consists of sharing and reconstruction procedures as in standard SSSs, but is also associated
with a Verification protocol in which parties verify their shares are consistent.11 VSS
has secrecy and correctness as in standard secret sharing, and guarantees an additional
commitment property, stating that even if a small subset of corrupted parties collude with
a corrupted dealer, then following the verification phase the dealer is committed to some
secret which will be reconstructed, regardless of the behavior of the corrupted parties during
reconstruction.
We define leakage-resilient VSS as VSS schemes with a stronger secrecy guarantee that
holds even in the presence of leakage on the shares. This is formalized through a distinguishing
game between the adversary and a challenger, in which the adversary can adaptively corrupt
parties throughout the sharing and verification phases (as in standard VSS), but once
verification ends, it can additionally adaptively probe a constant fraction of bits from the
share of every honest party. (Our construction also generalizes to protect against leakage
between the sharing and verification phases.) We require that the adversary obtains only a
negligible advantage in distinguishing between any two secrets shared by the dealer.
We obtain LR-VSS similarly to our equivocal SSS described above. Roughly, we transform
a standard VSS scheme VSS into a Leakage-Resilient VSS (LR-VSS) VSS′ by having the
dealer generate the shares as in VSS, and then the parties verify the shares by running the
verification protocol of VSS. Once verification ends, each party RPE-encodes its updated
share and erases all information except for this (encoded) updated share.
Given that VSS is oftentimes used as a building block in constructing general multiparty
computation protocols, as well as specific distributed tasks (e.g., coin tossing), we believe
that our LR-VSS could be useful towards constructing future leakage-resilient protocols.

11

We note that standard VSS schemes consider only a sharing protocol (which includes the verification
protocol) and a reconstruction procedure. We chose to separate the sharing algorithm and the verification
protocol, since this enables us to more clearly capture the leakage-resilience guarantees of our VSS
protocols.
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2.2.0.2

Distributed Zero-Knowledge (dZK) Proofs

Distributed ZK proofs [14] generalize the notion of standard ZK proofs to a setting in
which the prover interacts with a set of verifiers, where the input statement to be verified
is distributed between the verifiers, and the prover holds the input statement and the
corresponding witness (in cases when such a witness exists). throughout the protocol
execution, the prover distributes proof shares between the verifiers, which the verifiers then
use to determine their output (either accept or reject). Our paradigm can be used to protect
the proof shares, except when they are directly computed on. We note that in existing dZK
proofs (e.g., [14]) there are extended time periods during which parties perform computations
that are independent of the proof shares (e.g., running a coin-tossing sub-protocol). During
such times, our paradigm protects the proof shares from leakage.
More specifically, we define leakage-resilient dZK by comparing a real-world execution,
in which the adversary A interacts with a challenger C, to an ideal execution in which A
interacts with a simulator Sim. The adversary is allowed to adaptively corrupt verifiers, as
well as adaptively probe proof shares of honest verifiers. In both executions, the challenger
and simulator emulate the honest parties, whereas A assumes full control of the corrupted
parties. We note that the standard security notion for dZK proofs is for static corruptions.
Our constructions can be instantiated with such statically-secure dZK proofs, in which case
LR holds for static party corruptions and adaptive leakage queries. To obtain fully-adaptive
LR-dZK proofs – in which the adversary can also adaptively corrupted verifiers – in the full
version [58] we extend the ZK definition of dZK to adaptive corruptions, and prove that a
protocol of [13] is adaptively-secure. This could be of independent interest.
The high-level idea of our dZK proofs is similar to the VSS scheme described above: we
employ a standard dZK proof Π as follows. The prover in our LR-dZK proof emulates the
prover of Π, and RPE-encodes the proof shares before sending them to the verifiers. The
verifiers store these encoded proof shares, except when Π requires that they compute on
them. In this case each verifier locally decodes the proof shares needed for the computation,
performs the computation, RPE-encodes the proof shares and the outcome (if needed) and
erases all intermediate values generated during the computation.

2.2.0.3

Function Secret Sharing (FSS)

Function Secret Sharing (FFS) [17, 15] is a cryptographic building block that enables
evaluation of a function f in a distributed manner. An FSS consists of two algorithms Gen
and Eval. The former algorithm outputs secret function keys (k0 , . . . , km ), one for each party
. The latter algorithm is run locally by each party. Given a public input x, and the party’s
P
secret key ki , it computes an output share fi (x) such that f (x) = i∈[m] fi (x). The security
requirement ensures that the individual keys do not disclose (to a computationally-bounded
adversary) any information about the function description.
Current FSS constructions are motivated by applications that involve private and distributive access to a large database, and crucially rely on the fact that FSS has linear
reconstruction. (In fact, existing FSS schemes have additive reconstruction.) Two notable
applications of FSS are Private Information Retrieval (PIR) or keyword search, and statistics
collection. (See [17] for further discussion of these applications.) In both cases (a set of)
clients generate the keys, and upload them to corresponding servers, where the keys are
then used to repeatedly execute the desired operation (e.g., keyword search). Since multiple
executions are performed, this also requires aggregating the output shares fi (x) which
strongly relies on the linearity of the FSS reconstruction algorithm.
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Defining leakage-resilience for FSS is subtle. This is because on the one hand, our goal is
to obtain leakage-resilience against the strongest type of adversarial attacks – namely against
computationally unbounded adversaries, while on the other hand, FSS is a computational
primitive which only guarantees computational indistinguishability in the real/ideal paradigm.
Thus, a main challenge which one faces when modeling security of leakage-resilient FSS is
to decouple FSS-secrecy from leakage-resilience. We capture this separation by splitting
the adversary into two algorithmic entities, one that attacks the scheme via queries to a
leakage oracle, and another that receives the state of the former adversarial entity and
attacks the secrecy of the underlying FSS. We stress that the former adversarial entity may
be computationally unbounded. Another obstacle is that we need to maintain consistent
answers (e.g., to repeated leakage queries on output shares generated for the same input x).
That is, we need to ensure all responses are consistent with prior responses. This is achieved
by maintaining a list which, for every input queried to the function, specifies the randomness
used to generate the corresponding output shares in Eval. This randomness is used to answer
all leakage queries related to this input. (We note that when an input is queried for the first
time, a new entry is added to the list.)
At a high level, our construction modifies the key generation algorithm, where function
keys are generated using the FSS generation algorithm, and then RPE-encoded. Similarly, to
compute the output shares from the function key shares, each party locally RPE-decodes the
key share, generates the output share using the evaluation algorithm Eval of the underlying
FSS, and then RPE-encodes it. Since the original FSS has additive reconstruction, and
the RPE has linear decoding, the resultant scheme has linear reconstruction. Thus, clients
can remotely operate on the encoded output shares as in the original FSS scheme, and can
decode the outcome f (x) after it was reconstructed from the output shares. Thus, function
and output shares can still be aggregated as required by FSS applications.

2.2.0.4

Threshold Encryption Schemes (TES) and Threshold Signatures

Lastly, we study the usefulness of our paradigm in the context of threshold cryptography [38,
70, 47, 56] where the secret key underlying some cryptographic task (e.g., encryption or
signing), is used in a distributed manner. Namely, a set of parties mutually choose the
secret key, where each party picks a random share and neither party (or a strict subset)
can reconstruct the secret. Furthermore, each secret key share has a corresponding public
key share. The latter shares are combined into the public key of the underlying object.
Consequently, each party can encrypt or verify a signature as these operations are public,
but decrypting (or, alternatively, signing) a message can be performed in a distributed
manner by running a secure computation protocol. A notable example is an extension of the
Diffie-Hellman key exchange protocol to the multiparty setting [38] that serves as a threshold
public key encryption scheme for El Gamal [48].
Threshold encryption is a more involved computational object than FSS since it needs
to preserve the secrecy of the secret key as well as the semantic security of the underlying
encryption scheme. The scheme consists of a key generation protocol which generates the
secret key shares in a distributed manner, an encryption algorithm which is similar to the
encryption algorithm in standard encryption schemes, and a decryption protocol in which the
parties use their secret key shares (from the key generation phase) to decrypt a ciphertext.
Existing security definitions come in different flavours depending of whether security is
game-based or simulation-based, and are typically specially-tailored to the specific underlying
encryption scheme. We thus first provide a unified security definition that captures the
security properties of any threshold encryption scheme. This definition – which might
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be of independent interest – will later be used as the starting point for our definition of
leakage-resilience for threshold encryption. Our security definition for threshold encryption is
simulation-based against adaptive corruptions, but can be easily adapt to the static setting.
It additionally captures the fact that the adversary can observe the decryption results of the
honest parties – which is needed, for instance, to guarantee that security is preserved even
when all parties learn the decryption for some plaintext – by giving the adversary access
to a reveal oracle that discloses the decryption shares of a specific (valid) cipherext of the
adversary’s choice.12
Next, we extend this definition to obtain leakage-resilience by equipping the adversary
with an additional leakage oracle. This oracle takes as input a leakage function, and returns
its output on the key and decryption shares of the honest parties. Our leakage model
protects the secret key shares of the honest parties (and of corrupted parties prior to their
corruption), as well as the plaintext shares of honest parties prior to their decryption. This
raises a similar challenge to the one described above in the context of FSS – we wish to
protect the shares from leakage against computationally unbounded adversaries, while TES
is computationally-secure. The assumption of separate leakage on ciphertext and key shares
is motivated by the fact that these are physically separated in natural application scenarios.
Indeed, different secret key shares are stored on different parties, and in many cases are also
physically separated from ciphertexts. For example, a remote server (that does not know
any secret key share) may generate a ciphertext c (this is possible because TES is a public
key object). An adversary that is able to leak on the internal states of the parties will then
obtain separate leakage on the ciphertext c, as well as on the key shares, and might also
obtain several key shares in full. In this case, our definition guarantees that the plaintext, as
well as the secret key shares that were not fully revealed, remain information-theoretically
hidden.
To achieve information-theoretic security against leakage queries, we separate the secrecy
of TES from the leakage-resilience property by splitting the adversary into three entities.
The first entity is computationally-bounded and has access to an encryption oracle. The
second entity is computationally-unbounded, and has access to a leakage oracle. We stress
that these two entities must be kept separated, since the unbounded adversary can break the
computational security of TES. Therefore, these adversarial entities do not share a state.
Finally, the third adversarial entity takes the states of the former adversaries as input, and
has access to corruption and reveal oracles. (The reveal oracle provides decryption shares
of the honest parties on valid ciphertexts.) We note that the need to handle reveal queries
makes the definition of leakage-resilient TES even more involved than that of leakage-resilient
FSS.
Our definition captures both semi-honest and malicious adversaries, and can be adapted
to signature schemes as well, where the property of indistinguishability of ciphertexts is
replaced with unforgeability.
At a high-level, our TES construction works as follows. Key shares are generated by
first generating TES key shares (by running the key generation protocol of the underlying
TES), and then RPE-encoding each key share separately. Encryption is identical to the
underlying TES. Finally, the decryption algorithm, given a key share and ciphertext, first
RPE-decodes the key, then computes the decryption share using the decryption algorithm of
the underlying TES, and then RPE-encodes the decryption share.

12

We note that the actual formulation is more involved as it needs to eliminate chosen ciphertext attacks.
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Related Work

There is a vast body of works on leakage-resilient cryptography. In this section we review
the works which are most relevant to our model and results, in most cases only citing the
first papers introducing the leakage model or LR construction. (See [62], and references
therein, for a more detailed discussion of these models and various works in the field.) In the
following, m denotes the number of parties, and t denotes the reconstruction threshold (in
secret sharing schemes).
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Leakage-Resilience for Data at Rest

Our leakage model is related to several leakage models considered in the past. In the
context of secret sharing, the model most relevant to ours is that of [8], who also consider a
computationally-unbounded adversary that can obtain the shares of an unauthorized set,
as well as leakage computed separately on every other share. However, there are several
notable differences. Specifically, in their model leakage is non-adaptive (whereas we protect
against adaptive leakage), but can compute any function that is (1) sufficiently shrinking (i.e.,
the output is sufficiently shorter than the input) and (2) operates on each share separately,
whereas our focus is on probing-resilience.
More generally, our model can be seen as a combination of the leakage model of [60]
(that restricts the function class from which leakage functions can be chosen), and the “Only
Computation Leaks” (OCL) model of [74] (which assumes that different memory components
leak separately), though, as noted above, our constructions achieve the stronger OCL+
property [9]. We note that similar to standard OCL, our model is likewise motivated by
scenarios in which physical separation of the shares, which are stored in different locations –
e.g., on different remote servers – guarantees that leakage will indeed apply to each share
separately. We note that the notion of protecting data at rest was studied in the past in the
context of the bounded retrieval model [42, 32], bounded memory leakage [2], and several
other models (see [62] and references therein). We elaborate more on these works, and their
connection to our model, in Section A.3 below.

A.2

Leakage-resilient Secret Sharing

Most relevant to our work is the notion of Leakage-Resilient Secret-Sharing Schemes (LRSSSs), which were first implicitly studied by Dziembowski and Pietrzak [44] (under the name
“intrusion-resilient secret-sharing”), and explicitly (and independently) defined by [53, 8].
Following [53, 8], there has been a long line of works exploring various aspects of leakageresilient secret-sharing [44, 35, 53, 54, 8, 81, 4, 67, 1, 81, 29, 69, 72, 73, 28]. These works
consider different leakage models, as we now explain.
Local Leakage Model. The intrusion-resilient secret-sharing of [44] designed an n-out-of-n
secret sharing scheme that resists adaptive leakage queries applied separately on each share,
where each query is defined by an arbitrary polynomial-time computable function, and there
are a-priori bounds on the total number of queries and leakage bits. Their scheme required
interactive reconstruction. A subsequent work by Davi et al. [35] designed a 2-out-of-2
secret-sharing scheme with non-interactive reconstruction. (We note that [42] allowed leakage
of full shares, but [35] do not.)
More recently, the works of [53, 8] independently (formally) introduced the notion of
LR-SSSs, and studied leakage-resilience in the presence of non-adaptive local leakage, namely
when the adversary can make a single leakage query that leaks from each share independently
of the other shares. These works were motivated by different goals, and focus on different
aspects of LR-SSSs. Specifically, Goyal and Kumar [53] used LR-SSSs as a stepping stone
toward constructing non-malleable secret sharing, and designed m-party 2-out-of-m LR-SSSs.
LR-SSSs for arbitrary thresholds were later constructed by Srinivasan and Vasudevan [81],
who achieve constant rate and leakage rate, through a general compiler that employs an
extractor and Shamir’s secret sharing scheme as building blocks. In particular, their scheme
does not have linear reconstruction. On the other hand, Benhamouda et al. [8] focused on
analyzing leakage resilience of standard schemes – such as additive secret sharing, and Shamir
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secret-sharing over large prime fields. Their motivation was the attacks of Guruswami and
Wooters [55] on secret sharing over fields of characteristic 2.13 Specifically, [8] proved that
Shamir’s scheme has constant leakage rate for thresholds t = m − o(m). This was recently
improved by Maji et al. [73] who extended the analysis of [8] to arbitrary thresholds (by
analyzing random linear codes), with the caveat that they instantiate Shamir’s scheme over
random (as opposed to fixed) evaluation points.
Limitations of standard secret-sharing schemes. The aforementioned works show some
limitations to the leakage-resilience properties of existing schemes. As noted above, Shamir’s
secret sharing scheme over fields of characteristic 2 does not resist leakage of even a single
bit from each share [55], and similar insecurities hold more generally for fields of small
characteristic (not necessarily 2) [8]. In terms of the reconstruction threshold t in m-party
schemes, the analysis of Benhamouda et al. [8] holds only for certain parameter regimes
√
(either t ≥ 0.85m when leaking a constant number of bits from each share, or t = m − 4 m
when leaking a quarter of the bits). There are also known lower bounds on the values of t for
which Shamir’s scheme resists leakage (even of a single bit) [78], which can be circumvented
by instantiating Shamir’s scheme using random evaluation points [73].
Joint Leakage Model. Kumar et al. [67] extend the works of [53, 54, 8] in a different
direction, focusing on a stronger leakage resilience guarantee, namely against adaptive
leakage queries that depend jointly on shares of multiple parties. Specifically, they introduce
the Bounded Collusion Protocol (BCP) leakage model, in which the adversary can adaptively
leak an a-priori bounded number of bits, where each leakage bit is computed jointly from
the shares of a subset of at most p parties, for an a-priori bound p. Roughly, BCP leakage
models the leakage as a communication protocol run by the leaking adversary, where in each
round the adversary chooses a set P of at most p parties that compute a “message” based on
their shares and the previous protocol messages. The leakage consists of the transcript of this
protocol. The schemes of [67] support any threshold, but can only withstand joint leakage of
p = O(log m) shares.14 This result was further refined recently by Chattopadhyay et al. [29],
who design LR-SSSs withstanding larger collusion bounds of up to p = t/ log t parties, They
also consider a weaker leakage model in which the (adaptive) leakage queries are restricted
to using disjoint sets of parties, namely, no share can be accessed by two leakage queries. In
this restricted leakage model, they obtain leakage-resilience for any collusion bound p ≤ t,
with O(1/m) rate and leakage rate. This was recently improved by Chandran et al. [28],
who obtain constant rate and leakage rate in this restricted leakage model.
Global Leakage Model. Another line of works [12, 69] consider global leakage which
is computed jointly on all shares, but restrict the class of permissible leakage functions.
Bogdanov et al. [12] proved that Shamir’s scheme over finite fields of characteristic 2 is
leakage-resilient against constant-depth polynomial-sized circuits (i.e., AC 0 circuits), and
sign polynomials of degree 2,15 so long as the threshold t = ω (polylog (m)). The work of [69]
designed LR-SSSs that are secure against affine leakage functions over F2 . These works are

13

We note that [8] extended this result by showing attacks on secret sharing over fields of small characteristic
(not necessarily 2).
14
We remark that the adversary can choose a different subset of O(log m) shares for each adaptive query,
as long as the total number of leaked bits is bounded.
15
A sign polynomial is a function f (x) = sgn(p(x)) for some polynomial p(·), where sgn is the sign function.
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somewhat orthogonal to ours since they allow for global leakage (i.e., on all shares) but
obtain a very low leakage rate, which, in particular, does not even allow leaking a single bit
(on average) from each share.
All the works mentioned above, except for [67, 29, 28, 69], only support non-adaptive
queries, and the constructions secure against adaptive leakage queries do not admit efficient
equivocation or linear reconstruction. In Table 1 we provide a curated list of works that are
closest to our work, and identify the properties satisfied by the leakage-resilient schemes they
construct.

A.3

Leakage-Resilient Memory and Storage

There is a vast body of works on protecting memory from leakage in different models, such as
the bounded-retrieval model [42, 32], bounded memory leakage [2], auxiliary-input memory
leakage [41], and continual memory leakage [23, 40]. These models can be seen as protecting
against leakage of data at rest (e.g., protecting the secret key while stored in memory), but
differ significantly from our model in the security guarantees (they permit information leakage
on the secret state as long as the security of the scheme using the key is not compromised,
whereas our goal is to hide the secret), the security quality (usually computational, whereas we
protect against computationally-unbounded leaking adversaries), and the permitted leakage
functions (usually arbitrary shrinking functions computable in polynomial time, whereas
we focus on probing leakage). The model of leakage-resilient storage [35] – which aims to
protect (properly encoded) storage – is similarly a model of leakage-resilience for data at rest.
Similar to our model, the goal is to prevent any information leakage on the stored secret.
Constructions in this model usually rely on complex primitives such as extractors, which do
not result in linear reconstruction procedures.

A.4

Leakage-Resilient Distributed Primitives

Boyle et al. [19] introduce and study the notions of leakage-resilient coin-tossing and leakageresilient VSS. Similar to our work, their constructions are secure against a computationally
unbounded, malicious adversary that corrupts t parties, as well as obtains adaptive “local”
leakage, namely the leakage function applies to each party separately. However, there are a
few notable differences between our leakage model and results, and those of [19], which make
them incomparable. First, their corruption model is non-adaptive, and this is inherent to
their results since they delegate certain computations to committees (a-la [21]), whereas we
allow for adaptive corruptions. Unlike our schemes, their constructions rely on (2-source and
multi-source) randomness extractors with an additional robustness guarantee, 16 and therefore
do not preserve algebraic properties of the original primitives (e.g., linear reconstruction).
However, they allow for general leakage of up to ℓ information bits throughout the entire
lifetime of the system, where ℓ is a constant fraction of the view size, whereas we focus on
probing resilience for data at rest and can handle a constant fraction of leaked bits from each
share. There are also works obtaining zero-knowledge protocols [49, 10] as well as MACs,
commitment schemes, and OT [10] with a weaker leakage-resilience guarantee known as
leakage-tolerance, in which the ideal-world adversary obtains leakage on the witness/secret.
Thus, these works guarantee graceful degradation of security – instead of full security –
against leakage.

16

We note that they do have a VSS protocol that does not use extractors, but it only achieves a weaker
LR guarantee in which the secret retains some min-entropy given the leakage.
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A.5

Leakage-Resilient MPC and General Computations

Following the works of [60, 74], there has been a long line of works on protecting general
computations against leakage (see [62] and references therein). These constructions usually
consider a continuous leakage model in which the adversary observes repeated executions
of the computation on inputs of its choice. Due to their generality, these constructions are
less efficient (incurring polynomial blowups), complex, and in particular do not preserve the
structure of the original computation (e.g., linear reconstruction). There are also works on
protecting MPC protocols from leakage, either with full security against leakage [18, 8], or
allowing some leakage in the ideal world [10, 16, 11]. The latter protocols achieve only a
weaker leakage-resilience guarantee (since the ideal-world simulator also obtains leakage),
whereas the former either achieve only computational security [18], or a poor leakage rate [8].

A.6

Tampering-Resilience

The notion of tampering-resilience for secret-sharing, also known as non-malleable secretsharing [53], has received a lot of attention lately [53, 54, 81, 4, 45, 1, 25, 67, 68, 29, 28,
63]. Roughly speaking, non-malleable secret-sharing guarantees that even if an adversary
tampers with all the shares, reconstruction either outputs the original secret, or a completely
independent secret which is unrelated to the original secret. This should be contrasted with our
notion of tampering-resilience, which guarantees that the original secret will be reconstructed.
On the other hand, non-malleable secret-sharing can withstand higher tampering rates,
in particular ones exceeding the error-correction bound for which unique recovery of the
underlying secret is possible.
We note that another – very different – notion of tampering-resilience appeared in
the literature in the context of protecting secrecy (e.g., of the input or internal state of a
cryptographic scheme) in the presence of a tampering adversary. These works, originating
from [59], are unrelated to our notion of tampering since they aim at protecting secrecy,
whereas our goal is to maintain correctness.
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Introduction

Fully Homomorphic Encryption
Fully homomorphic encryption (FHE) [18] has caused a paradigm shift in achieving round
and communication efficient secure computation. FHE allows an untrusted server to publicly
evaluate any function over encrypted data without the help of a secret key. FHE has become
a tremendous success story in the last ten years, with constructions from increasingly weaker
assumptions and achieving better efficiency [29, 11, 10, 21, 12, 2]. By now (levelled) FHE is
even considered a standard cryptographic primitive, which can be based on the standard
Learning with Errors (LWE) problem [27] with polynomial modulus-to-noise ratio. An
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important feature of FHE is ciphertext compactness, which means that homomorphically
evaluated ciphertexts do not grow with the size of the evaluated circuit. Furthermore, a
recent line of work [16, 9, 19] has succeeded in achieving FHE with essentially optimal
rate, i.e. for sufficiently long messages, the size of ciphertexts is only an additive amount
larger than the encrypted plaintext. Thus, we say that these schemes achieve (or approach)
plaintext-size to ciphertext-size ratio 1; we call this a rate-1 scheme for short.

Circuit-Private FHE
The standard security notion of FHE, IND-CPA security, guarantees the privacy of encrypted
data. But it does not guarantee any concrete security for the evaluator beyond the guarantee
that a ciphertext can convey only a limited amount of information about the computation from
which it resulted due to compactness. In a circuit-private FHE scheme, an evaluator holding
a circuit C has the following security guarantee. Assume that c is a ciphertext encrypting
a message x, and assume the evaluator homomorphically evaluates C on c, resulting in
a ciphertext d. The evaluator has the guarantee that d encrypts the output C(x) of the
homomorphic computation but does not convey any further information about the circuit
C. We say that an FHE scheme satisfies semi-honest circuit privacy if this property holds
for honestly generated keys and ciphertexts. Gentry [18] describes a simple drowning-based
mechanism to achieve semi-honest circuit privacy (which typically leads to poor parameters
for the underlying hardness assumption). Later works [17, 8] provided transformations adding
semi-honest circuit privacy with very little overhead and without parameter deterioration.
In essence, circuit privacy can be seen as a property of a specific homomorphic evaluation
algorithm. A circuit-private evaluation algorithm must be randomized, while non-circuit
private evaluation algorithms can be deterministic.
Ostrovsky, Paskin and Paskin [26] provided the first maliciously circuit-private FHE
scheme. This scheme was later generalized to the multi-key setting by Chongchitmate and
Ostrovsky [13]. Malicious circuit privacy requires that the above property holds even for
maliciously generated keys and ciphertexts. On a technical level, the notion of malicious
statistical circuit privacy requires the existence of an (unbounded) ciphertext extractor,
which extracts a plaintext from a given pair of public key and ciphertext, and a simulator
which, given an output C(x) simulates a homomorphically evaluated ciphertext encrypting
C(x). In the presence of a common reference string (CRS), the well-formedness of both keys
and ciphertexts can be enforced by requiring keys and ciphertexts to include non-interactive
zero-knowledge proofs of knowledge (NIZKPoK) of their well-formedness, such that plaintexts
can be extracted using the knowledge extractor for the NIZKPoK.
However, [26] provide a maliciously circuit-private FHE scheme in the plain model (i.e.
without CRS) and guarantee statistical circuit privacy. The main idea of their construction
is to leverage a conditional disclosure of secrets protocol [1] instead of NIZK proofs. That is,
an input ciphertext c contains additional encrypted well-formedness information γ, which
they use in the maliciously circuit-private evaluation algorithm to enforce that the output
ciphertext d is independent of the circuit C if c was not well-formed. This well-formedness
information γ is consumed by the maliciously circuit-private evaluation algorithm, and the
output ciphertext d contains no such well-formedness information. Hence, d cannot be used
as input for the maliciously circuit-private evaluation algorithm but can still serve as input
for standard (non-maliciously-circuit-private) homomorphic evaluation.
We outline the main ideas of [26] in the appendix of this paper’s full version.
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Multi-Hop FHE
We say that an FHE scheme is single-hop if ciphertexts resulting from a homomorphic
evaluation cannot be used as input ciphertexts for further homomorphic evaluations. We
refer to FHE schemes where homomorphically computed ciphertexts can again be used as
input ciphertexts for further homomorphic computation as multi-hop (a notion introduced
by [20]).
The basic scheme of [26] is only single-hop, but they show how to modify it to support
multi-hop (non-maliciously-circuit-private) homomorphic evaluation. By the discussion in the
last paragraph, this means that in the multi-hop setting, circuit privacy is only guaranteed if
all evaluators are honest. Furthermore, it seems hard to establish that their techniques could
yield a scheme that satisfies malicious circuit privacy even if some evaluators are malicious.
That is, consider a scenario in the 2-hop setting, where we have a malicious key-generator
and encryptor as well as a malicious first evaluator E1 and an honest second evaluator E2 .
The basic issue is that while the techniques of [26] enforce that both keys and ciphertexts
produced by the encryptor are well-formed, they cannot provide a similar guarantee for
ciphertexts produced by the first evaluator E1 . Consequently, E1 may pass an arbitrarily
malformed ciphertext to E2 . Then all circuit privacy guarantees for E2 are lost.

1.1

Our Results

This work provides a conceptually simple construction of a fully homomorphic encryption
scheme with malicious circuit privacy. As a bonus, ciphertexts generated by the encryption algorithm and ciphertexts produced by the homomorphic evaluation procedure are
syntactically the same. This means our scheme supports malicious circuit privacy even if
the input ciphertexts themselves are potentially the result of a homomorphic evaluation.
Our construction significantly departs from the blueprint of [26]. On a technical level, our
constructions build on and leverage rate-1 FHE schemes [19, 9], but also inherit the rate-1
property. As we will explain below, our construction equips a rate-1 FHE scheme with
a novel evaluation algorithm but otherwise leave the underlying construction unmodified
and is black-box in the underlying rate-1 FHE scheme. This means, in particular, that
our maliciously circuit-private evaluation algorithm also supports input-ciphertexts which
themselves are the result of homomorphic evaluations. We call such a scheme a multi-hopsecure maliciously circuit-private FHE scheme. Note that this property solely comes down
to the type of input-ciphertext supported by the maliciously circuit-private homomorphic
evaluation algorithm but otherwise leaves the definition of malicious statistical circuit-privacy
unchanged.
Compared to the construction of [26], our construction can be considered a more direct
way of achieving malicious circuit privacy.

1.2

Applications

We will briefly discuss two related applications we envision as use-cases for our multi-hopsecure MCP-FHE scheme.
Encrypted Databases with privacy for Write-Queries: Consider a scenario where
a cloud server holds a database encrypted under an FHE scheme. The owner of the
database, who generated the FHE keys goes offline, but several mutually mistrusting
workers perform homomorphic computations on the database, and these computations
involve sensitive data held by the workers. While the IND-CPA security of the FHE
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scheme protects the privacy of the database, the privacy of the workers’ operations is
ensured by the circuit privacy of the FHE scheme. However, if a malicious database
owner and several malicious workers collude against a worker, then single-hop circuit
privacy does not offer any guarantee to this worker. Consequently, to protect the privacy
of this worker’s operation, we need a multi-hop-secure MCP-FHE scheme.
Federated Learning with Model-Privacy: In the machine-learing subfield of federated
learning [25], the training data is distributed among several (physically) separated servers.
A central server, coordinating a learning process sends partially-trained models to the
training servers, who compute model-updates using their local training data and send the
updates back to the central server. The purpose of this separation of the training data
is two-fold. First, by ware-housing the training-data locally with the servers and only
communicating (relatively small) model updates, an enormous amount of bandwidth can
be saved which would otherwise be needed to transfer vast quantities of training data.
Second, and maybe more importantly, each server is in control of the amount of outgoing
data and therefore has the guarantee that his local data cannot be retrieved entirely by
the central server.
Now consider a scenario where a model-owner, in possession of a partially trained model,
wants the training servers to compute updates on his model. However, the model may
contain sensitive data which should not be leaked to the training servers. Consequently,
encrypting the model under an FHE scheme protects the privacy of this model. To
protect the privacy of the training servers’ training data, we need to require circuit
privacy. However, if the model owner colludes with some of the training servers, standard
malicious circuit privacy is insufficient to protect the privacy of any of the training servers
training-data. By using a multi-hop-secure MCP-FHE scheme, the training servers have
the guarantee that even if the model owner colludes with other users, they will not learn
more about this users data than they would have in a plain federated learning protocol
(i.e. without the additional layer of homomorphic encryption).

1.3

Technical Outline of our Approach

Our construction significantly departs from the OPP approach [26]. On a very high level, our
approach is to augment a given FHE scheme to natively support malicious function privacy
for a very basic class of functions, namely affine functions, without resorting to tools which
enforce the well-formedness of input ciphertexts. We will then be able to amplify this to the
class of all functions by relying on the machinery of affine randomized encodings [22, 5], aka
information-theoretically secure garbled circuits.

Statistically Sender-Private OT from High-Rate OT
We will first describe how a high-rate FHE scheme can be augmented to support malicious
function privacy for affine functions. As described above, such high-rate FHE schemes were
recently constructed by Gentry and Halevi [19] and Brakerski et al. [9].
Our starting point is a recent work of Badrinarayanan et al [6], who observed that high
rate (sender-input to sender-message ratio) can be leveraged to achieve statistical sender
privacy. This is similar in spirit to the work of [14], who build an OT protocol in the
bounded-quantum-storage model. In more detail, [6] observed that any string-OT with high
rate (i.e. greater than 1/2) yields a statistically sender private OT protocol (called weak
OT in [6]) via a simple information-theoretic transformation. Specifically, the high-rate
OT is used to transfer two random strings r0 and r1 . But since the OT has high rate,
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the OT-sender message ot2 is shorter than the concatenation of the two random strings.
Consequently, one can argue that one of the two strings r0 and r1 must have high conditional
min-entropy given ot2 . Thus, using a suitable randomness extractor Ext, one can derive two
masks k0 = Ext(r0 , s0 ) and k1 = Ext(r1 , s1 ) (for two seeds s0 and s1 ) and argue that either
k0 or k1 must be statistically close to uniform conditioned on ot2 . The sender then also
sends (m0 ⊕ k0 , m1 ⊕ k1 ), i.e. the actual messages blinded with the corresponding mask. An
honest receiver will then be able to recover the mb corresponding to his choice-bit b.
Note that this argument did not assume the well-formedness of the OT-sender message
ot1 1 . So consequently, no matter how malformed ot1 is, the message ot2 must lose information
about either r0 or r1 , and consequently one of the masks k0 , k1 is uniformly random from
the view of the receiver.
While the high-level idea of the proof and the statement of the corresponding theorem in [6] is true, there is a subtle loophole in their proof, which we will briefly explain
here. To establish malicious statistical sender privacy, one needs to show the existence
of an (unbounded) extractor which extracts the receiver’s choice bit from the ot1 message. In [6], this is achieved via the following argument: For a fixed ot2 it holds that
H∞ (r0 , r1 |OT2 (ot1 , r0 , r1 ) = ot2 ) ≥ n, thus it must either hold that H∞ (r0 |OT2 (ot1 , r0 , r1 ) =
ot2 ) > n/2 or H∞ (r1 |OT2 (ot1 , r0 , r1 ) = ot2 ) > n/2. The unbounded extractor then computes
both hb = H∞ (rb |OT2 (ot1 , r0 , r1 ) = ot2 ) for b ∈ {0, 1}, and sets the extracted bit b∗ to 0 if
h0 < h1 , otherwise to 1.
This reasoning assumes that conditional min-entropy obeys a chain-rule, i.e. the conditional min-entropy of (r0 , r1 ) must split into the conditional min-entropies of r0 and r1 .
However, in general this is not the case. There are (contrived) choices of the ”leakage function”
OT2 (ot1 , ·, ·), for which even though H∞ (r0 , r1 |OT2 (ot1 , r0 , r1 ) = ot2 ) > n, it holds that
H∞ (r0 |OT2 (ot1 , r0 , r1 ) = ot2 ) = H∞ (r1 |OT2 (ot1 , r0 , r1 ) = ot2 ) ≈ 1,
i.e. even (r0 , r1 ) have n bits of min-entropy, each of them individually only has a single bit
of min-entropy2 .
Essentially, the problem is that it might depend on (r0 , r1 ) which one of r0 or r1 is
leaked by OT2 (ot1 , r0 , r1 ), i.e. the choice of the bit b is not necessarily fixed by the function
OT2 (ot1 , ·, ·) as implicitly assumed in the above argument. In other words, the function
OT2 (ot1 , ·, ·) does not fix a choice bit b, but rather a distribution of choice-bits b(r0 , r1 ) which
may depend on r0 , r1 in arbitrary ways.
Consequently, a more involved extraction strategy is required to make the proof rigorous.
This can indeed be achieved by resorting to the min-entropy splitting lemma of [14]. In essence,
translated to our context, this lemma states that for every leakage function OT2 (ot1 , ·, ·)
there does exist an explicit random variable b = b(r0 , r1 ) such that H∞ (rb |OT2 (ot1 , r0 , r1 ) =
ot2 , b) > n/2 − 13 .
Thus, we can adapt the extractor of [6] to extract based on the conditional min-entropies
H∞ (r0 |OT2 (ot1 , r0 , r1 ) = ot2 , b = 0) and
H∞ (r1 |OT2 (ot1 , r0 , r1 ) = ot2 , b = 1) and make the proof strategy of [6] work.

1
2
3

Indeed, we haven’t even mentioned it yet.
Example: If first bit of r0 is 0, leak last n − 1 bits of r0 , otherwise leak last n − 1 bits of r1 . See
also [24, 28].
The actual statement holds for smooth min-entropy, but we omit this somewhat technical detail for the
sake of this outline.
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FHE with Statistical Function Privacy for Affine Functions
Our core-observation is that this very same approach also works if we replace the high-rate OT
by a high-rate FHE scheme. As explained above, such FHE schemes with a rate approaching
1 were recently constructed in [19] and [9].
We remark that these schemes have two different ciphertext types. Type 1 ciphertexts
are decompressed and allow for homomorphic operations, but these ciphertexts have a poor
rate, as each ciphertext encrypts (say) just a single bit4 . Type 2 ciphertexts are in a
compressed format, and each ciphertext encrypts say ℓ bits, and these ciphertexts have a
rate approaching 1, but do not support homomorphic computations. These have a public
compression procedure, which takes a vector of ℓ type 1 ciphertexts and produces a single type
2 ciphertext. Likewise, there is a public decompression procedure which takes a single type 2
ciphertext and returns a vector of ℓ type 1 ciphertexts. We remark that compressing type 1
into type 2 ciphertexts is fairly efficient, but decompressing type 2 into type 1 ciphertexts
involves a rather expensive bootstrapping operation in current schemes [19, 9].
In essence, we will harness the compress operation to lose information about strings which
should remain private. Specifically, assume we have such a compressible FHE scheme Π. Now
let c = Enc(pk, b) be a ciphertext encrypting a bit b under Π. We obtain malicious statistical
function privacy for affine functions via the following evaluation procedure, which mimics an
oblivious transfer in Π. The evaluator chooses two uniformly random strings r0 , r1 ∈ {0, 1}ℓ
and evaluates the affine function f (x) = x · r1 + (1 − x) · r0 on c, obtaining an encryption
of c′ = Enc(f (b)). The ciphertext c′ is of type 1 and has thus low rate. The evaluator now
compresses c′ into a high-rate type 2 ciphertext and immediately decompresses it into a type 1
ciphertext d, which is an encryption of rb . As above, the evaluator now chooses two extractor
seeds s0 and s1 and computes v0 = m0 ⊕ Ext(k0 , s0 ) and v1 = m1 ⊕ Ext(k1 , s1 ). Finally, It
homomorphically evaluates the function g(x, y) = (Ext(y, s1 )⊕v1 )·x+(Ext(y, s0 )⊕v0 )·(1−x)
on the ciphertexts c and d, obtaining an encryption e of
g(b, rb ) = (Ext(rb , s1 ) ⊕ Ext(r1 , s1 ) ⊕ m1 ) · b
+ (Ext(rb , s0 ) ⊕ Ext(r0 , s0 ) ⊕ m0 )(1 − b)
= mb ,
and the ciphertext e is the output of the homomorphic evaluation.
Thus, correctness follows from the derivation above. To argue statistical function privacy,
we argue analogously as in the last paragraph. Namely, even if both the public key and
the ciphertext c are arbitrarily malformed, we observe that when we compress c′ into a
type 2 ciphertext, call it ĉ, then since ĉ is high-rate, it cannot fully determine both r0 and
r1 . Consequently, as in the argument above, either r0 or r1 must have high conditional
min-entropy given ĉ5 . Since d is computed from ĉ, the same holds for d, i.e. conditioned
on d either r0 or r1 has high min-entropy. Consequently, by the extraction property of Ext
either v0 or v1 is statistically close to uniform conditioned on d. Thus, e does not depend on
both m0 and m1 . To make the argument formal, we can argue as above that a bit b can be
extracted from the ciphertext c (via an unbounded extractor) and that the output ciphertext
e can be simulated given only mb .

4
5

In both [19] and [9] the ciphertexts in this mode are essentially GSW ciphertexts [21]
Where the same caveat as above applies, i.e. we need to condition on an additional spoiling bit b.
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Note that our construction makes no additional non-black-box of underlying cryptographic
primitives beyond whatever the underlying FHE scheme does. That is, given the current
high-rate FHE constructions [19, 9] the only operation in the above construction which needs
to do any heavy lifting is the decompression step, which in these constructions involves a
bootstrapping operation.
We remark, however, that even though bootstrapping involves making non-black-box use of
the decryption circuit of the underlying FHE scheme. This non-black-box use typically comes
to just performing a rounding operation homomorphically. Furthermore, it is conceivable that
there might exist construction of high-rate FHE schemes which deviate from the blueprint
of [19, 9] and do not rely on bootstrapping to achieve high rate.

Malicious Statistical Circuit Privacy for NC1 Circuits
We will now outline how malicious statistical circuit privacy for affine functions can be
amplified to malicious statistical circuit privacy for NC1 circuits. The go-to tool to achieve
this are decomposable affine randomized encodings (DARE), also known as garbled circuits.
A garbling scheme allows us to encode a computation into an affine and a non-affine part. For
any input it holds that the output of the affine part together with the non-affine part does not
leak more than the result of this computation on this input. Information-theoretically DAREs
are known for NC1 circuits (i.e. circuits of logarithmic depth) [23, 22, 5]. Randomized
encodings have, e.g. been used to bootstrap KDM security for affine functions to KDM
security for bounded-size circuits [3].
We make use of DAREs/GCs as follows, starting with an FHE scheme with malicious
function privacy for affine functions as described in the previous paragraph. Assume that the
evaluator wants to homomorphically evaluate an NC1 circuit C on a potentially maliciously
generated input ciphertext c. First, the evaluator computes a randomized encoding of C
˜ Then, it evaluates the affine function
consisting of an affine part T and a non-affine part C.
T on the ciphertext c using the maliciously function private evaluation procedure for affine
functions, resulting in a ciphertext d. Finally, it evaluates the non-affine part C˜ on d, resulting
in an output ciphertext e. Correctness follows immediately from the correctness of the FHE
scheme and the DARE. To argue malicious circuit privacy, first note that by the malicious
function privacy for affine functions, the ciphertext d does not leak more than T (x) (where x
is the value which can be extracted from c) about T . Consequently, it holds that e does not
leak more than T (x) and C˜ about C, which by the security of the DARE scheme does not
leak more than C(x).
We remark that in our construction the output ciphertext e potentially leaks the same
information about the circuit C that T (x) and C̃, i.e. essentially the size of C. This is
somewhat in contrast to the construction of [26], which ensures that no information about
the evaluator’s circuit is leaked. Whether leaking the size of the evaluator’s circuit is inherent
in multi-hop-secure MCP-FHE remains an (in our opinion interesting) open problem.

Malicious Statistical Circuit Privacy for all Circuits
We will briefly outline how the above techniques can be leveraged to handle arbitrary
polynomial depth circuits. To achieve this, we will resort to an idea of Kilian [23]. Specifically,
given a polynomial-depth circuit C, we will slice C into layers C1 , . . . , Ck such that each Ci is
an NC1 circuit and C = Ck ◦ · · · ◦ C1 (i.e. we can evaluate C by sequentially evaluating the
Ci ). The circuits Ci can now be evaluated using the techniques described in the previous
section. However, this basic idea has an issue as the intermediate outputs of the Ci are not
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protected and may therefore leak information about the Ci and therefore C. To deal with this
issue, we will replace the circuits Ci by circuits Di which encrypt their output wires using a
one-time pad. Specifically, the circuit D1 first computes C1 , but xors a one-time pad K1 on
the output, i.e. D1 (x) = C1 (x) ⊕ K1 . The circuit D2 first decrypts its input using the key K1
and encrypts its output using a key K2 , i.e. D2 (x) = C2 (x ⊕ K1 ) ⊕ K2 . We continue in the
same fashion, until we reach Dk which computes Dk (x) = Ck (x ⊕ Kk−1 ). By the security of
the one-time pad, the outputs of the Di leak no information about the outputs of the Ci .
We will further show that if one is willing to settle for computational rather than
statistical circuit privacy, then the transformation described in the previous paragraph can
be implemented using computational garbled circuits, which means that the most expensive
step, the function private evaluation of the affine function, only needs to be performed once.
In this setting, some care has to be taking in the security proof as our input-extractor is
unbounded but security of the garbled circuits only holds computationally. However, this
issue can be dealt with using a standard trick which moves the information obtained by
the unbounded extractor into non-uniform advice, which is provided to the non-uniform
reduction against the garbling scheme.
This concludes the overview.

Roadmap
In Section 2 we show how to turn any high-rate FHE into one, which allows for circuit private
evaluation of affine functions. We use this in Section 3 to build a circuit private scheme
for NC1, which we extend to arbitrary circuits in Section 4. We cover the preliminaries in
Appendix A.
For more information see the full version of the paper.

2

OT from High-Rate LHE

Here we reiterate the statistical sender private OT of [6] with slight modifications in notation
and sender-privacy proof. It transforms a high-rate linearly homomorphic encryption scheme
(LHE) into a statistically sender private OT.

2.1

Construction of [6]

Let (KeyGen, Enc, Dec, Eval) be a high-rate LHE scheme where the messages are vectors over
{0, 1}. We will use the following circuit C where strings r0 and r1 are hard-wired into the
circuit, and one of them is selected according to input bit b. Notice, this circuit is a linear
function over {0, 1}.
Circuit C[r0 , r1 ](b):
output rb
Now follows the construction. In this construction n is the size of the messages m0 , m1
and the parameter m is dependent on λ but can be chosen arbitrarily large.
OT1 (1λ , b):
Generate keys (pk, sk) ← KeyGen(1λ )
Let c ← Enc(pk, b)
return (pk, c)
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OT2 (1λ , ot1 = (pk, c), m0 , m1 ):
Choose s0 , s1 ←$ {0, 1}m uniformly at random
Choose r0 , r1 ←$ {0, 1}m uniformly at random
Hardwire r0 , r1 into C[r0 , r1 ] to get circuit C ′
return s0 , s1 , Ext(s0 , r0 ) ⊕ m0 , Ext(s1 , r1 ) ⊕ m1 , e, and Eval(C ′ , c)
In the output, c is an encryption of b and Eval(C ′ , c) an encryption of rb .
OT3 (sk, ot2 ):
Let s0 , s1 , x0 , x1 , c, and e be the content of the message ot2
Let b ← Dec(sk, c)
Let rb ← Dec(sk, e)
return xb ⊕ Ext(sb , rb )

2.2

Correctness

Since (KeyGen, Enc, Dec, Eval) is correct c is a correct encryption of b in that scheme. OT2
then outputs s0 , s1 , Ext(s0 , r0 ) ⊕ m0 , and Ext(s1 , r1 ) ⊕ m1 together with correct encryptions
of b and rb . In OT3 we then decrypt b and rb . Because Ext is deterministic (with a fixed
seed sb ) we can reconstruct mb = mb ⊕ Ext(sb , rb ) ⊕ Ext(sb , rb ).

2.3

Computational Receiver’s Security

The sender only ever sees encryptions of the receivers input b and the public key of the LHE.
Therefore, if the sender can learn anything about b he can also break the CPA security of
the LHE.

2.4

Statistical Sender’s Security

▶ Theorem 1. Let (KeyGen, Enc, Eval, Dec) be an LHE with high rate, then (OT1 , OT2 ,
OT3 ) as detailed in Subsection 2.1 is a statistically sender private OT protocol.
Proof. In the following, we show an unbounded simulator Sim that does not know m0 or m1
but has one-time access to an oracle for the function f (b) = mb . With this oracle access, she
produces an output which is statistically close to the output of OT2 , which has full access to
r0 and r1 .
Simf (ot1 = (pk, c)):
Choose s0 , s1 ←$ {0, 1}m uniformly at random
Choose r0 , r1 ←$ {0, 1}m uniformly at random
Hardwire r0 , r1 into C[r0 , r1 ] to get circuit C ′
Let e ← Eval(C ′ , c)
Let C be the value such that H∞ (R1−C |C, E) is minimal with C being chosen as in
corollary 31.
Query the oracle f for mC
Choose S1−C ←$ {0, 1}n uniformly at random
If C = 0:
return s0 , s1 , Ext(s0 , r0 ) ⊕ m0 , S1−C , c, and e
Else:
return s0 , s1 , S1−C , Ext(s1 , r1 ) ⊕ m1 , c, and e

ITC 2022

4:10

Maliciously Circuit-Private FHE from Information-Theoretic Principles

We now use a hybrid argument to show that the above construction is statistically sender
private. H0 is the honest execution of the protocol.
H0 (pk, c, m0 , m1 ):
Choose s0 , s1 ←$ {0, 1}m uniformly at random
Choose r0 , r1 ←$ {0, 1}m uniformly at random
Hardwire r0 , r1 into C[r0 , r1 ] to get circuit C ′
return s0 , s1 , Ext(s0 , r0 ) ⊕ m0 , Ext(s1 , r1 ) ⊕ m1 , c, and Eval(C ′ , c)
In hybrid H1 we replace Ext(s1−C , r1−C ) by a uniformly random S0 of same size.
H1 (pk, c, m0 , m1 ):
Choose s0 , s1 ←$ {0, 1}m uniformly at random
Choose r0 , r1 ←$ {0, 1}m uniformly at random
Hardwire r0 , r1 into C[r0 , r1 ] to get circuit C ′
Let e ← Eval(C ′ , c)
Let C be the value such that H∞ (R1−C |C, E) is minimal
with C being chosen as in corollary 31.
Choose S1−C ←$ {0, 1}n uniformly at random
If C = 0:
return s0 , s1 , Ext(s0 , r0 ) ⊕ m0 , S1−C ⊕ m1 , c, and e
Else:
return s0 , s1 , S1−C ⊕ m0 , Ext(s1 , r1 ) ⊕ m1 , c, and e
In H2 we remove the real sender inputs.
H2f (pk, c):
Choose s0 , s1 ←$ {0, 1}m uniformly at random
Choose r0 , r1 ←$ {0, 1}m uniformly at random
Hardwire r0 , r1 into C[r0 , r1 ] to get circuit C ′
Let e ← Eval(C ′ , c)
Let C be the value such that H∞ (R1−C |C, E) is minimal with C being chosen as in
corollary 31.
Query the oracle f for mC
Choose S1−C ←$ {0, 1}n uniformly at random
If C = 0:
return s0 , s1 , Ext(s0 , r0 ) ⊕ m0 , S1−C , c, and e
Else:
return s0 , s1 , S1−C , Ext(s1 , r1 ) ⊕ m1 , c, and e
Now we argue why the hybrids are statistically close.
H0 ≈ H 1 :
In H1 we replace Ext(s1−C , r1−C ) by a uniformly random chosen S1−C . Here we argue
that the statistical distance between the two hybrids is negligible using 31.
Lemma 30 gives that
H∞ (R0 , R1 |E = e) > H∞ (R0 , R1 ) − log(1/Pr [E = e])
≥ 2m − |e|
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Then corollary 31 gives that
ε
H∞
(R1−C |C, E = e) > (2m − |e|)/2 − 1 − log(1/ε)

for any ε. Then the smooth min-entropy conversion lemma 32 gives that
H∞ (R1−C |C, E = e) ≥ −log(2−(2m−|e|)/2−1−log(1/ε) + ε)
In the following, this number will be called α. Notice that α can only be positive if
2m − |e| is positive and e encrypts a message of size m. Therefore, the rate ρ need to be
bigger than 1/2 (i.e. 1/2 < ρ = m/|e|).
Then we use the property of the extractor to ensure that Ext(s1−C , r1−C ) is statistically
close to uniform (i.e. SD(Ext(s1−C , r1−C ), S1−C ) ≤ ε′ ). Clearly, this can be reached if
the rate ρ > 1/2. Therefore, the statistical distance between H0 and H1 is at most ε′ .
H1 ≈ H2 :
In this hybrid, we altogether remove m1−C which we can do because it is being XORed
with a uniformly random string and therefore is perfectly hidden. Thus, H1 and H2 are
identically distributed in this case.
◀

2.5

FHE with Circuit-Private OT Evaluation

Here, we show how to add a evaluation procedure EvalOT to a high-rate FHE, which can
evaluate choice functions in a circuit private manner.
The construction is the same as for the OT above but the message reconstruction of OT3
is done on the sender’s side. Again, we use circuit C
Circuit C[r0 , r1 ](b):
output rb
But we also use circuit C˜ which except for decrypting takes the role of OT3
Circuit C̃[s0 , s1 , x0 , x1 ](b, rb ):
output xb ⊕ Ext(sb , rb )
EvalOT (1λ , pk, m0 , m1 , c):
Choose s0 , s1 ←$ {0, 1}m uniformly at random
Choose r0 , r1 ←$ {0, 1}m uniformly at random
Hardwire r0 , r1 into C[r0 , r1 ] to get circuit C ′
Let e ← Eval(1λ , pk, C ′ , c)
˜ 0 , s1 , x0 , x1 ]
Hardwire s0 , s1 , x0 = Ext(s0 , r0 ) ⊕ m0 , and x1 = Ext(s0 , r0 ) ⊕ m1 into C[s
′
˜
to get circuit C
return Eval(1λ , pk, C˜′ , (c, e))
Correctness and receiver’s security (in this case CPA security) stay the same as before. For
circuit privacy (previously sender privacy) we now need to argue over the compression in e.
The last step in EvalOT can be thought of as post-processing and does not change anything
about the circuit privacy.

3

Circuit-Private NC1-HE from FHE with OT

An OT is similar to a circuit private HE for affine functions. We use Decomposeable Affine
Randomized Encodings (DARE) to increase the set of function that we can evaluate with
circuit privacy to all functions in NC1. We achieve this by letting the OT do the affine
operations and then evaluate the DARE inside another layer of FHE.
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3.1

Construction

Let (KeyGen′ , Enc′ , Eval′ , Dec′ ) be an FHE with circuit private choice function evaluation
procedure Eval′OT and (Garble, GarbleInput, Ev) be a ϕ-private DARE. In this construction
we use a circuit C with hardcoded garbled function F which simply evaluates the garbled
function on the input.
C [F ](d = (di )i∈[n] ):
return Ev(F, (di )i∈[n] )
The construction then is:
KeyGen(1λ ):
return KeyGen′ (1λ )
Enc(pk, m):
return Enc′ (pk, m)
Eval(1λ , pk, f, c = (ci )i∈[n] ):
(F, (ri,j )i∈[n],j∈{0,1} ) ← Garble(f, 1λ )
For each i ∈ [n] let zi ← Eval′OT (1λ , pk, ri,0 , ri,1 , ci )
Hardwire F into C[F ] to get the circuit C ′
return Eval′ (1λ , pk, C ′ , z = (zi )i∈[n] )
Dec(sk, c):
return Dec′ (sk, c)
First Eval garbles f and then emulates the encoding mechanism GarbleInput inside of the
FHE with the help of EvalOT . This works because the GarbleInput is a choice function which
is exactly what an OT calculates. With the encoded input and the garbled circuit F we run
the Ev function inside the FHE and will only be able to leak as much information about the
function as (F, GarbleInput(r, m)) would have.
The correctness of (KeyGen, Enc, Dec, Eval) follows routinely from the correctness of
(Garble, GarbleInput, Ev), and (KeyGen′ , Enc′ , Eval′ , Eval′OT , Dec′ ). Likewise, CPA security
of (KeyGen, Enc, Dec, Eval) follows routinely from the CPA security of (KeyGen′ , Enc′ , Eval′ ,
Eval′OT , Dec′ ).

3.2

Malicious Statistical Circuit Privacy

▶ Theorem 2. Let (KeyGen′ , Enc′ , Eval′ ) be an FHE with circuit private choice function
evaluation procedure Eval′OT and (Garble, GarbleInput, Ev) be a ϕ-private DARE (for some
function ϕ) then the NC1-HE as detailed in Subsection 3.1 is ϕ-circuit-private.
The proof of the theorem is in the full version of the paper.

3.3

Computational Circuit Privacy

If we use a computationally ϕ-private garbled circuit in this transformation instead of its
information theoretical counterpart we instantly get an FHE which is ϕ-circuit-private against
computational adversaries. Nothing about the construction needs to change; we only need to
adjust the proof as detailed in the full version.

3.4

Multi-Hop-Security

Since evaluating does not change the structure of the ciphertexts the N C1-HE inherits the
multi-hop-security property from the FHE (if the FHE is multi-hop then the N C1-HE is as
well).
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Circuit-Private FHE from Circuit-Private NC1-HE

To build a circuit-private FHE from a Circuit-Private NC1-HE, we go back to techniques
from Kilian’s classic paper [23]. On a high level, we split up the circuit into NC1 circuits
and encrypt the connecting wires with the one-time pad.
Assume we want to evaluate a circuit C of polynomial depth. We show an example of
this in Figure 1.

C3
C2

C

C1

Figure 1 Circuit C.

Figure 2 Circuit C split into subcircuits C1 , C2 , and C3 .
We chose three subcircuits for illustrative reasons. The
amount of subcircuits depends on the depth of circuit C.

We split up that circuit into subcircuits of depth log(λ) such that they are N C1 circuit
(as in Figure 2). If the circuit-private N C1-HE scheme is multi-hop, we can then evaluate
each of these subcircuits sequentially in a circuit-private manner. This construction is an
FHE scheme which leaks the depth of the circuit and the intermediate values.

We can, however, encrypt these intermediate values with a one-time pad and then decrypt
it in the next subcircuit. We demonstrate this modification of the circuit in Figure 3.

C3

C3′
k2
k2
C2′

C2
k1
k1
C1

C1′

Figure 3 Subcircuits of C together with OTP encryption and decryption. Each thick wire
represents a collection of wires. We use the circuits C1′ , C2′ , and C3′ .
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This is possible because encrypting and decrypting the one-time pad is incredibly (computationally) cheap. Therefore, the subcircuits combined with encryption and decryption
are still in N C1. This way the intermediate values are statistically hidden.
The result is an FHE scheme, which is Φdepth,width circuit private. Φdepth,width leaks the
depth of the circuit and the size of the intermediate values.
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Appendix: Preliminaries

In this appendix, we define the concepts and notation that we use in the paper.

A.1

Notation

Assignments
Assignment of a value to a variable is denoted by ← and ←$ is used for choosing a value
from a set uniformly at random.

Negligible Functions
A function f : N → R is negligible in λ if there exists no positive polynomial p such that
1
f (λ) < p(λ)
for all but finitely many λ.
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Logarithms
The base of every logarithm in this document is 2.

Circuits
Typical implementations of FHE evaluate using circuit representation for functions. Therefore,
we create circuits and then evaluate them. If C[a] is a circuit, a is a value which we hardwire
into the circuit. The input size of a circuit C is called in(C).

A.2

Public-Key Encryption Schemes

A public-key encryption scheme uses two keys, a public key pk and a secret key sk. We use the
public key to encrypt messages, the result of which is called ciphertext. Without knowledge
of the secret key, it is virtually impossible to recover the message from the ciphertext. The
secret key, however, enables the holder to reliably retrieve the message from the ciphertext.
▶ Definition 3 (Public-Key Encryption). The following PPT algorithms describe a public-key
encryption scheme:
KeyGen(1λ ): The key-generation algorithm takes the security parameter λ as input and
outputs a key pair (pk, sk).
Enc(pk, m): The encryption algorithm takes a public key pk and a message m as input and
outputs a ciphertext c.
Dec(sk, c): The decryption algorithm takes a secret key sk and a ciphertext c as input and
outputs a message m. It rarely requires randomness.
In the rest of the document, every encryption scheme will be public key.
▶ Definition 4 (Correctness). An encryption scheme (KeyGen, Enc, Dec) is correct if for
all message m and security parameters λ and (pk, sk) in the range of KeyGen(1λ ) we have
m = Dec(sk, Enc(pk, m))
The most popular notion of security for encryption schemes is CPA security (also known
as IND-CPA security or semantic security).
▶ Definition 5 (CPA Security). An encryption scheme (KeyGen, Enc, Dec) is cpa secure if for
all PPT adversary pairs (A1 , A2 )


′
Pr 
b = b


(pk, sk) ← KeyGen(1λ )
(m0 , m1 , σ) ← A1 (1λ , pk) 
− 1
 2
b ←$ {0, 1}
′
b ← A2 (Enc(pk, mb ), σ)

is negligible in λ.

A.3

Homomorphic Encryption

Certain changes on a ciphertext change the underlying plaintext in a structured way.
▶ Definition 6 (Homomorphic Encryption). These four PPT algorithms describe a homomorphic encryption scheme: KeyGen,Enc, and Dec as in pubilc-key encryption and
Eval(1λ , pk, f, c1 , ..., cn ): The evaluation algorithm takes a security parameter λ, a public
key pk, a string representation of a function f and n where n is the input size of f
ciphertexts c1 , . . . , cn as inputs and outputs a new ciphertext c.
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▶ Definition 7 (Homomorphic Correctness). Let F be a set of functions, f be an arbitrary
element of F, and n = in(f ). An F -homomorphic encryption scheme (KeyGen, Enc, Eval,
Dec) is correct if (KeyGen, Enc, Dec) is a correct encryption scheme, and for all messages
m1 , . . . , mn , security parameters λ, and (pk, sk) from the support of KeyGen(1λ ) we have
f (m1 , . . . , mn ) = Dec(sk, Eval(1λ , pk, f, Enc(pk, m1 ), . . . , Enc(pk, mn )))
▶ Definition 8 (Linearly-Homomorphic Encryption). A linearly-homomorphic encryption
scheme (LHE) is an F -homomorphic encryption scheme where F is the set of all multivariate
linear functions.
▶ Definition 9 (Fully-Homomorphic Encryption). A fully-homomorphic encryption scheme
(FHE) is an F -homomorphic encryption scheme where F is the set of all computable functions.
CPA security is unchanged from public key encryption.
The ability to use a homomorphic evaluation on a ciphertext which has already gone
through evaluation is called multi-hop. To define the correctness of a multi-hop HE we need
to define a set Cpk correctly generated ciphertexts. Each ciphertext comes from encryption
or homomorphic evaluation on a correct plaintext.
▶ Definition 10 (Multi-Hop Homomorphic Encryption). Just like a F−HE scheme, a multi-hop
F−HE scheme is a quadruple of PPT algorithms (KeyGen,Enc,Eval,Dec). Let λ be a security
parameter, (pk, sk) be the output of KeyGen(1λ ) then


m ∈ M ∧ c = Enc(pk, m)∨
Cpk = c
f ∈ F ∧ n = in(f ) ∧ c1 , . . . , cn ∈ Cpk ∧ c = Eval(1λ , pk, f, c1 , . . . , cn )
is a set of correctly generated ciphertexts under public key pk. Such a quadruple of algorithms
is a multi-hop F−HE scheme if it is a F−HE and for all security parameters λ, outputs of
the KeyGen(1λ ) (pk, sk), functions f ∈ F , n = in(f ), and ciphertexts c1 , . . . cn ∈ Cpk we have
f (Dec(sk, c1 ), . . . , Dec(sk, cn )) = Dec(sk, Eval(1λ , pk, f, c1 , . . . , cn ))
The rate captures how big a ciphertext is in comparison to its plaintext content.
▶ Definition 11 (Rate). An F−HE scheme (KeyGen, Enc, Eval, Dec) has rate ρ if there exists
a polynomial µ such that for all security parameters λ, possible outputs of KeyGen(1λ ) (pk, sk),
correctly generated ciphertexts c ∈ Cpk of size ≥ µ(λ) we have |Dec(sk, c)|/|c| ≥ ρ(λ)
We call an encryption scheme high rate if it has a rate greater than 1/2.
Typically a HE is also defined with compactness. For compactness, we require the
ciphertext to be independent in size from the functions evaluated to arrive at the ciphertext.
▶ Definition 12 (Compactness). An F−HE scheme (KeyGen, Enc, Eval, Dec) is compact if
there exists a rate ρ that only depends on λ.
There is also a notion of malicious circuit privacy that guarantees that the ciphertext
does not leak information about the function which was homomorphically evaluated on it
beyond the result even if the public key and the ciphertexts are maliciously generated [26].
▶ Definition 13 ((Malicious) Circuit Privacy). We say an F−HE scheme is maliciously,
statistically circuit private if there exists an unbounded simulator Sim with one-time oracle
access to f such that for all λ, and for all public keys pk, functions f ∈ F , and ciphertexts
c = (c1 , . . . , cn ) for n = in(f ) we have SD(Simf (1λ , pk, c), Eval(1λ , pk, f, c)) is negligible in λ.
Our constructions do not quite achieve the malicious, statistically circuit privacy guarantee
of [26]. However, we achieve a slightly weaker notion defined in the following.
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▶ Definition 14 (Φ-Circuit Privacy). Let Φ : F → {0, 1}∗ be a (leakage) function. We say
an F−HE scheme is Φ (maliciously) circuit private if there exists an unbounded simulator
Sim with one-time oracle access to f such that for all λ, public keys pk, ciphertexts c =
c1 , . . . , cn , functions f ∈ F , and PPT adversaries A we have |P r[A(Simf (1λ , pk, c, Φ(f )))] −
P r[A(Eval(1λ , pk, f, c))]| is negligible in λ.
The only difference to the above notion of circuit privacy is that the simulator gets
some leaked information Φ about the circuit. In most cases, Φ would leak some structural
information such as the size of the circuit or its topology. This notion is adapted to expose
some properties of the circuit from privacy definitions for garbled circuits.

A.4

Garbling Schemes

Garbling schemes were famously introduced by Yao in an oral presentation [30] about
techniques for secure function evaluation. Our notation is adapted from [7] and also influenced
the definition of Φ circuit privacy for HE. It allows to split up the evaluation of a function
such that different parties can do parts of the computation. One party knows the input x to
the function f and encodes it such that the other party can evaluate the function on the
encoding (i.e. learn f (x)) without being able to compute the input.
▶ Definition 15 (Garbling Schemes). A garbling scheme is described by the following PPT
algorithms:
Garble(1λ , f ): The circuit garbling algorithm takes a security parameter and the circuit
representation of a function f as inputs and outputs a garbled circuit F and 2n bitstrings
X10 , X11 , . . . , Xn0 , Xn1 where n is the input size of f .
GarbleInput((X10 , X11 , . . . , Xn0 , Xn1 ), m): The input garbling mechanism takes 2n bitstrings
X10 , X11 , . . . , Xn0 , Xn1 and a message x as inputs and outputs the n bitstrings X1x1 , . . . , Xnxn .
Ev(F, (X1 , . . . , Xn )): The evaluation algorithm takes a garbled function F and n bitstrings
X1 , . . . Xn as inputs and outputs f (x).
▶ Definition 16 (Correctness). A garbling scheme (Garble, GarbleInput, Ev) is correct if f
is a function, x is an input to that function, λ is the security parameter, (F, e) is from the
range of Garble(1λ , f ) then Ev(F, GarbleInput(e, x)) = f (x).
▶ Definition 17 (Statistical Privacy). A garbling scheme is Φ statistically private if there
exists a unbounded algorithm Sim(1λ , y, Φ) such that,


(F, e) ← Garble(1λ , f )
SD(Sim(1λ , y, Φ(f )))|y = f (x)], D(F, X)
)
X ← GarbleInput(e, x)
is negligible in λ.
Garbled circuits with statistical privacy are usually researched under the guise of Decomposable Affine Randmized Encodings (DARE) [22, 5, 4].
An example for this is [23]’s construction for branching programs.

A.5

Oblivious Transfer

String oblivious transfer (OT) is a protocol which allows two parties (sender and receiver) to
interact in the following way: The sender has two strings m0 , m1 and the receiver has a bit b.
The goal is that the receiver learns mb but the sender does not learn anything about b.
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▶ Definition 18 (Oblivious Transfer). A (two-message) OT is described by the following PPT
algorithms:
OT1 (1λ , b): With the input of a security parameter λ and a bit b, the algorithm returns ot1
and state.
OT2 (1λ , ot1 , m0 , m1 ): With the input of a security parameter λ, request ot1 , and two
strings of same length m0 , m1 , the algorithm returns a response ot2
OT3 (ot2 , state): With the input of a response ot2 and a state state, the algorithm returns
a string m
▶ Definition 19 (Correctness). An OT (OT1 , OT2 , OT3 ) is correct if for all security parameters
λ, bits b, messages m0 , m1 , (ot1 , state) from the range of OT1 (1λ , b) and ot2 from the range
of OT2 (1λ , ot1 , m0 , m1 ) we have mb = OT3 (ot2 , state)
▶ Definition 20 (Receiver’s Security). An OT (OT1 , OT2 , OT3 ) has (computational) receiver’s
security if for every PPT adversary A, and security parameters λ we have
P r[A(OT1 (1λ , 0)] − P r[A(OT1 (1λ , 1)] is negligible in λ.
▶ Definition 21 (Statistical Sender’s Security). An OT (OT1 , OT2 , OT3 ) has statistical sender’s
security if there exists a deterministic unbounded simulator Sim such that for all security
parameters λ, strings ot1 , strings m0 , m1 of length k we have
SD(OT2 (1λ , ot1 , m0 , m1 ), Simm(·) (1λ , ot1 , k)) is negligible in λ with Sim having one time
access to a m(·) oracle.
▶ Definition 22 (Rate). An OT (OT1 , OT2 , OT3 ) has rate ρ if there exists a polynomial µ
such that for all security parameters λ, possible outputs ot1 of OT1 (1λ , b), and messages
m0 , m1 with |m0 | = |m1 | ≥ µ(λ) we have |m0 |/|OT(1λ , ot1 , m0 , m1 )| ≥ ρ(λ)
For the purposes of this document every OT has computational receiver’s security, and
statistical sender’s security.

A.6

Information Theory

The statistical distance is a metric on probability distributions. It is often used in cryptography
because it is at the core of the definition of statistical indistinguishability. Statistical
indistinguishability is a strictly stronger notion than computational indistinguishability,
which is the most popular tool to define security notions in cryptography.
▶ Definition 23 (Statistical Distance). Let X and Y be two distributions with support in
{0, 1}k . The statistical difference between X and Y , SD(X, Y ) is given by,
SD(X, Y ) =

1
2

X

|Pr [X = x] − Pr [Y = x] |

x∈{0,1}k

▶ Lemma 24. The statistical distance has an equivalent definition
SD(X, Y ) = maxf :{0,1}k →{0,1} |Pr [f (X) = 1] − Pr [f (Y ) = 1] |
Entropy measures a lack of knowledge about a system. The most famous entropy is
the Shannon entropy H, which measures the lack of knowledge in a system that behaves
randomly. Min-entropy, on the other hand, assumes a system which behaves maliciously.
▶ Definition 25 (Min-Entropy). Let X be a distribution. The min-entropy of X is
H∞ (X) = −log(maxx Pr[X = x])
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▶ Definition 26 (Conditional (Smooth) Min-Entropy [14]). The conditional smooth min-entropy
ε
ε
H∞
(X|Y ) is defined as H∞
(X|Y ) = maxE miny H∞ (XE|Y = y), where the maximum is
over all events E with P r(E) ≥ 1 − ε.
ε
▶ Corollary 27 (Corollary of Lemma 1 from [14]). Let X, Y be distributions then H∞
(X|Y ) >
H∞ (X, Y ) − H0 (Y ) − log(1/ε) for all ε.

Strong extractors make it possible to use one source of uniform randomness to convert a
non-uniform distribution with some min-entropy into a uniform distribution.
▶ Definition 28 (Strong Extractor). A function Ext : {0, 1}m × {0, 1}d → {0, 1}n is a (k, ϵ)strong extractor if for every distribution X with support in {0, 1}m and H∞ (X) = k, we have
SD((Ext(X, Ud ), Ud ), (Un , Ud )) ≤ ϵ where Ud is a uniform distribution over {0, 1}d and Un
is one over {0, 1}n .
Many of the useful rules like the chain rule for conditional Shannon entropy H(X|Y ) =
H(X, Y ) − H(Y ) do not hold for min-entropy. Therefore we have to do hard work to handle
claims about min-entropy.
The next lemma allows to lower bound the min-entropy using the average conditional
min-entropy.
▶ Lemma 29 (Weakened Lemma 2.2 of [15]). For all random variables X, Y , δ > 0 the
conditional min-entropy we have H∞ (X|Y = y) ≥ H̃∞ (X|Y ) − log(1/δ) with probability 1 − δ
over the choice of y
The leakage lemma for min-entropy helps with bounding the min-entropy of distributions
that are conditioned on events.
▶ Lemma 30 (Leakage Lemma for Min-Entropy of [28]). For all random variables X and
events A, B we have H∞ (X|B, A) > H∞ (X|B) − log(1/P r(A|B))
▶ Corollary 31 (Corollary 4.3 of [14]). Let ε ≥ 0, and let X0 ,X1 and Z be random variables
ε
such that H∞
(X0 , X1 |Z) ≥ α. Then, there exists a binary random variable C over {0, 1}
ε+ε′
such that H∞ (X1−C |Z, C) ≥ α/2 − 1 − log(1/ε′ ) for any ε′ > 0.
ε
▶ Lemma 32 (Smooth Min-Entropy Conversion). If H∞
(X) ≥ α then H∞ (X) ≥ −log(2−α +ε)
ε
Proof. Since H∞
(X) ≥ α there exists a distribution Y such that H∞ (Y ) ≥ α and SD(X, Y ).
This means, for all y ′ , Pry←Y [y ′ = y] ≤ 2−α . Therefore, the biggest probability of X can
only be bigger by ε. Then, for all x′ , Prx←X [x′ = x] ≤ 2−α + ε.
◀
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1

Introduction

Oblivious Transfer (OT), introduced by Rabin [41], is a core primitive in cryptography.
Intuitively, an OT protocol considers a sender with input a pair of strings (s0 , s1 ) and a
receiver with input a choice bit b. At the end of the protocol, the receiver should learn the
string sb (and nothing more), without the sender obtaining any information about b.
Privacy-only OT. Perhaps, the most basic way to define security of OT is to require that
the receiver’s messages are computationally indistinguishable when b = 0 and when b = 1,
while the sender’s messages computationally hide s1−b . An OT protocol satisfying this
property in the presence of malicious adversaries is sometimes referred to as privacy-only [22].
Privacy-only OT can be constructed from both generic assumptions such as the existence of
trapdoor permutations, additively homomorphic encryption and public-key encryption with
oblivious public key generation (see, e.g., [2, 15]), and concrete assumptions such as Decisional
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Diffie-Hellman [36, 1], Quadratic Residuosity and Decisional Composite Residuosity [21], and
Learning with Errors [5]. In particular, 2-round privacy-only OT protocols against malicious
adversaries are known under all such assumptions in the plain model.
Simulatable OT. Kilian [30] shows that an ideal “OT oracle” is sufficient to securely
compute any cryptographic task. This seminal result has been extended in many different
ways [27, 26, 4, 14], thus making OT a central tool in cryptography. Unfortunately, privacyonly OT is not sufficient to instantiate an ideal OT oracle, which instead requires a flavour
of security known as simulatability. A simulatable OT protocol admits a polynomial-time
algorithm, called simulator, that is able to fake transcripts of the real protocol without
knowing the inputs of the honest parties, and by only having access to the ideal OT oracle.
To make an OT protocol simulatable, intuitively, one needs to augment the protocol with
mechanisms that allow a simulator to extract the inputs of the malicious party from the
protocol messages, as well as to correctly compute the messages from the honest parties
without knowing their inputs. When a setup assumption, such as a Common Reference
String (CRS) is available, it is possible to transform privacy-only OT to simulatable OT
by embedding special trapdoors in the CRS: the simulator can use these trapdoors to
“decrypt”/“equivocate” the protocol messages of the malicious/honest party. Indeed, a rich
line of work shows that two rounds are sufficient in order to obtain simulatable OT in the
CRS model [13, 28, 40, 9, 11]. Alternatively, 2-round simulatable OT can be obtained in the
Random Oracle Model (ROM) [3, 7, 6] where parties have oracle access to a truly-random
hash function.
Round-optimal simulatable OT in the plain model. While two rounds are sufficient to
build simulatable OT in the CRS model and in the ROM, Katz and Ostrovsky [29] show that
four rounds are necessary for simulatable OT in the plain model. The need for four rounds
comes from the fact that, without assuming setup, there are no extraction trapdoors that the
simulator can use. Hence, to extract the inputs of the malicious party, the simulator must
use rewinding, which requires at least three rounds of communication. 1 In the same paper,
Katz and Ostrovsky show that four rounds are also sufficient, by providing a simulatable OT
protocol from certified trapdoor permutations. Their construction leverages 3-round witness
indistinguishable (WI) arguments of knowledge (AoK) and 4-round zero-knowledge (ZK)
AoK, to force parties to behave honestly and consistently with the OT protocol.
It is folklore2 that a similar approach, based on adding general WI/ZK-AoK, could be
used to transform any 2-round privacy-only OT to round-optimal simulatable OT. However,
the latter would entail unrolling the computation of the underlying OT into a Boolean (or
arithmetic) circuit, and using the OT circuit and the transcript as a statement for the WI/ZK
proof of consistency; the secret inputs used to compute the transcript would instead be the
witnesses for the proof. The AoK property of WI/ZK proofs enables a simulator to extract
the witness for the proof by rewinding, whereas the soundness property ensures that the
witnesses extracted by the simulator are consistent with the transcript of the underlying
privacy-only OT protocol. While very general, such a non-black-box approach requires to
unroll the circuit of the OT, hence the complexity of the compiler depends on the circuit
complexity of the underlying OT (and not on the security parameter and inputs/outputs of
the protocol).

1

2

The lower bound of [29] works only for black-box simulators. However, note that even assuming a
non-black-box simulator we are not aware of any technique allowing to extract inputs in less than three
rounds (unless one assumes non-falsifiable assumptions, which are not considered plain model).
Though we are not aware of any paper formally proving this.
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Table 1 Comparing our work to existing compilers to fully simulatable oblivious transfer.
Work

OT from

[29]
[20]
[37]
[12]
[10]
This work
This work

Certified TDPs
Semi-honest OT
Certified TDPs
Strongly-uniform OT
TDPs
Defensible OT
Semi-honest OT

Black-box
Black-box
✗
✓
✓
✓
✓
✓
✓

Plain Model
✓
✓
✓
✓
✓
✓
✗

Optimal
Optimal
✓
✗
✓
✓
✓
✓
✓

Information
theoretic
✗
✗
✗
✗
✗
✓
✓

A central question in cryptography is to understand whether a given task can be performed
having only black-box access3 to other cryptographic primitives. Thus, it is natural to ask
whether one can provide a general black-box compiler from privacy-only OT to (possibly
round-optimal) simulatable OT.
Black-box round-optimal simulatable OT in the plain model. When treating the underlying
OT as a black-box the main challenge is to add an extraction/rewinding mechanism, from
which the simulator can extract values that are consistent with the actual secret inputs
played in the OT protocol, and such that the output of the honest parties is distributed
identically in the real and ideal world.4 In fact, Lindell and Pinkas [34] show that there are
input-dependent attacks that emerge uniquely in the black-box approach. Haitner, Ishai,
Kushilevitz, Lindell, and Petrank [19, 20] showed that input-extraction and input-consistency
are possible to achieve via cut-and-choose techniques, but unfortunately their compiler
requires at least 12 rounds (assuming some steps can be parallelized).
In a different work, Ostrovsky, Richelson and Scafuro [37] provided a 4-round simulatable
OT from black-box use of certified trapdoor permutations. Very recently, Friolo, Masny and
Venturi [12] greatly generalized the approach of [37] by exhibiting a compiler that transforms
any strongly-uniform 2-round OT protocol into a 4-round simulatable OT. Strong uniformity
means that the messages sent by the receiver appear computationally indistinguishable from
random to a malicious sender.5 Importantly, as shown in [12], strongly-uniform OT can be
instantiated from the most common number-theoretic assumptions (e.g., DDH, CDH, LPN,
Subset Sum, and LWE).
Yet, the compiler of [12] inherits the complexity and significant overhead of its predecessor.
Indeed, as in [37], it entails two intermediate transformations: one for achieving simulatability
against malicious receivers, and one for achieving simulatability against malicious senders.
Each transformation is somewhat complex and requires the use of extractable commitments (to
extract the inputs) and black-box commit-and-prove of equality (in particular, a modification
of the one built by Kilian [30]) to enforce input consistency w.r.t. the underlying OT. In
particular, the resulting communication complexity of this compiler is quartic in the security
parameter (i.e., O(|µR |λ4 + 2|µS |λ) where µR is the message sent by the receiver and µS is
the message sent by the sender in the underlying 2-round OT protocol).

3
4
5

Black-box means that the underlying OT is treated as an oracle.
Note that this consistency property comes for free when using the underlying OT protocol in a
non-black-box way, since the protocol transcript is part of the statement of the WI/ZK proof.
Specifically, they require an OT protocol that is strongly-uniform against malicious senders and
simulatable in presence of semi-honest receivers.
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More recently, Choudhuri, Ciampi, Goyal, Jain and Ostrovsky [10] constructed 4-round
simulatable OT from black-box use of trapdoor permutations. Their construction still
relies on the inefficient transformation from [37] to go from one-sided simulatable to fully
simulatable OT.
Hence, the question:
Does there exist an efficient, information-theoretic, black-box transform from privacyonly OT to round-optimal simulatable OT in the plain model?

1.1

Our Contribution

In this work, we answer the above question in the positive by providing a simple, black-box,
information-theoretic, transformation turning any privacy-only 2-round OT protocol into a
round-optimal simulatable OT protocol. We elaborate on our contributions in more details
below.
An information-theoretic transform. Our transformation does not require any additional
cryptographic assumption besides the existence of privacy-only OT. As a result, our approach
is much simpler than previous work and, in fact, yields an improved communication complexity
of O(|µR |λ + |µS |λ + λ2 ). In particular, we prove the following theorem:
▶ Theorem 1 (Main Theorem, informal). There is a black-box information-theoretic transformation from any 2-round privacy-only OT protocol to a 4-round simulatable OT protocol
in the plain model.
Towards assuming semi-honest privacy only. From a theoretical perspective, the holy grail
in this line of research would be to build a round-optimal simulatable OT protocol that
makes black-box usage of any semi-honest privacy-only 2-round OT protocol. While we do
not settle this question in the plain model, we do give a positive answer in the ROM as
explained below.
First, we observe that our compiler only requires privacy against defensible receivers [20],
which is a weaker flavour of privacy than privacy only OT, which is private against malicious
receivers. Defensible here refers to the fact that, while a malicious receiver can cheat in
the protocol and learn both inputs of the sender without being detected, it should be hard
to later convince the sender that it behaved honestly. Second, we prove that any 2-round
semi-honest privacy-only OT is necessarily private against malicious senders.
Putting together the above two observations, we can plug into our transform any 2-round
OT protocol that is both: (i) private against defensible receivers, and (ii) private against
semi-honest senders. Next, we show that in the ROM we can relax the security requirements
for the underlying OT even further to just requiring semi-honest privacy against both the
sender and the receiver. More in details, we exhibit a transformation turning any 2-round
semi-honest privacy-only OT into one satisfying properties (i) and (ii) above. Our transform
is round-preserving, and simply requires the receiver to use randomness derived from the
output of the random oracle. The programmability of the random oracle is used only in the
reduction.
As mentioned earlier, it is well known that if the simulator is allowed to both observe
and program the random oracle, it is fairly easy to build a simulatable OT protocol. Yet,
since in our transform the random oracle is used only to lift (game-based) privacy against
semi-honest receivers to (game-based) privacy against defensible receivers, we believe the
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gap to fill towards a result in the plain model is much narrower. In other words, future work
must only focus on finding a round-preserving transformation from OT with privacy against
semi-honest receivers to OT with privacy against defensible receivers in the plain model.

1.2

Our Techniques

As mentioned above, in the black-box setting, the main challenge towards obtaining simulatable OT is to design extraction mechanisms which allow the simulator to extract inputs that
are consistent with the ones played by the parties in the real world. The latter is particularly
challenging when only 4 rounds of communication are available.
The compiler of Friolo, Masny and Venturi [12] achieves extractability and input consistency by adding black-box commit-and-prove proofs of consistency. In particular, they rely
on such proofs for two reasons: (1) to force the receiver to sample one of the messages for
the underlying OT protocol uniformly, and (2) to force the sender to create a valid secret
sharing of its inputs (without opening the way to input-dependent abort attacks against the
receiver), while allowing the simulator to successfully reconstruct both inputs.
In this work, we take a completely different approach. In particular, instead of adding
mechanisms to force good behaviour, we only add publicly-verifiable checkpoints to assess
good behavior. Public verifiability here means that the checkpoints are verifiable by looking
only at the protocol transcript (without requiring access to secret inputs), which avoids
attacks based on input-dependent aborts. As a result, we can enforce both extractability and
indistinguishability of the simulation, by simply having parties justify some of their actions
(when challenged). Thanks to this feature, our transform does not require any additional
cryptographic primitives (e.g., commitments), and can be based just on privacy-only OT
and threshold secret sharing.
Overview of our compiler. The sender and the receiver engage in m parallel sessions
(i)
(i)
(µR , µS ) of the underlying 2-round privacy-only OT protocol, using uniformly random
inputs: the receiver uses random choice bits b(1) , . . . , b(m) , whereas the sender uses pairs of
(1)
(1)
(m)
(m)
(i)
random keys (κ0 , κ1 ), . . . , (κ0 , κ1 ). This results in messages µR which are sent from
the receiver to the sender in the first round of the compiled protocol.
In the second round, the sender responds to the messages received from the receiver with
(i)
its own messages µS (computed via the underlying 2-round OT protocol), but also selects
a random subset A of tR indices in [m] for cut-and-choose: In the third round, for each
(i)
i ∈ A, the receiver is asked to provide the randomness ρR and the input b(i) (we call these
(i)
a defense) that explain the message µR sent in the i-th session. Additionally, the receiver
(i)
selects a random subset B of tS indices in [m] \ A and forwards B and the defenses (δR )i∈A
along with a bit d(i) = b ⊕ b(i) for each of the n = m − tR − tS sessions that were not selected
for cut and choose (we call those the alive sessions). The bit d(i) allows to adjust the bit b(i)
in the i-th session to the choice bit b of the receiver.
We note that, since the underlying OT satisfies privacy against malicious senders, the
random bits b(i) used by the receiver are computationally hidden, which implies the adjusting
bits d(i) are computationally close to uniform and hide the receiver’s choice bit b to the
eyes of a computationally-bounded malicious sender. Moreover, observe that at the end
of the execution of the underlying 2-round OT sessions, the receiver might have already
(i)
noticed that some of the messages µS played by the sender are “bad”, in the sense that
they yield an invalid output (we do not make any assumption about how the underlying
OT protocol deals with bogus inputs). Hence, in such a case, it seems the receiver should
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just abort (and righteously so) instead of continuing with the protocol. Doing so, however,
opens the door to attacks based on input-dependent abort. For instance, the sender could
(j)
plant a single ⊥ in, say, the j-th session, by playing with the inputs (κ0 , ⊥), and thus
(j)
learning that b = 0 in case the receiver did not abort. Later, after observing d(j) , the
sender can compute b = d(j) ⊕ 0 which is a clear security breach. To prevent this type of
attack, in our compiler we never let parties abort depending on their local view. (In fact, up
to this point, in our protocol the parties eventually abort only after checking the responses
to cut-and-choose challenges, which do not involve secret inputs.)
(i)
In the fourth (and last) round, for each i ∈ B, the sender reveals the randomness ρS and
(i)
(i)
(i)
the inputs (κ0 , κ1 ) that explain the message µS sent in the i-th session. Moreover, it uses
(i)
(i)
(i)
the n pairs of keys (κ0 , κ1 ) corresponding to each alive session to mask n shares s0 and
(i)
(i)
(i)
s1 of the actual secret inputs s0 and s1 , yielding ciphertexts (γ0 , γ1 ); here, we make use
(i)
(i)
of the bits d(i) sent by the receiver to align the shares s0 and s1 with the keys obtained
(i)
(i)
by the receiver in the i-th session. Namely, the share s0 (resp. s1 ) is encrypted using key
(i)
(i)
(i)
(i)
κd(i) (resp. κ1⊕d(i) ) to create the ciphertext γd(i) (resp. γ1⊕d(i) ).
After checking the defenses from the sender, for each alive session, the receiver decrypts
(i)
(i)
the ciphertext γb(i) using the key κb(i) previously obtained as output in the i-th session, which
(i)

yields the i-th share sb of sb and thus allows to reconstruct sb using any subset of t shares
(where t is the minimum number of shares required for reconstruction in the underlying
secret sharing scheme).
We will show how to choose the parameters m, tR , tS and t when discussing the simulator
below. Note that the receiver does not check if different subsets of shares lead to different
secrets, neither it aborts if in some of the alive sessions it retrieves a bogus string. The
only other aborting case in the real world would be when the receiver gets less than t “valid
keys”, and thus shares, which however we bound to happen with negligible probability if the
number of parallel sessions and the cut-and-choose parameters are set appropriately.
Simulator for malicious receivers. Let R∗ be a malicious receiver. The simulator Sim starts
(i)
by running R∗ and thus receiving the messages (µR )i∈[m] that the receiver sends in the first
(i)
round. Hence, it can perfectly simulate the second round ((µS )i∈A , A) of the protocol using
(i)
(i)
pairs of random keys (κ0 , κ1 ) for each of the sessions i ∈ [m] \ A (as the honest sender
would do).
(i)
(i)
Next, R∗ replies with ((δR )i∈A , di∈Alive , B) where Alive = [m] \ (A ∪ B) contains all the
indices corresponding to alive sessions. We call the execution up to this point the main
thread. Now, after checking the defenses from the receiver are good, Sim rewinds R∗ and
(i)
forwards it a freshly sampled second round ((µS )i∈A′ , A′ ). This process is repeated until
the cut-and-choose sets A′ allows the simulator to obtain good defenses for at least 2/3 of
the the alive sessions in the main thread. The Sim aborts whenever there are more than m/9
bad defenses.
A combinatorial analysis shows that setting m = O(λ) and tR = tS = m/3 suffices
in order to ensure that: (i) the simulator runs in expected polynomial time, and (ii) the
simulator aborts with probability that is negligibly close to the probability that the honest
party would have aborted in the real world.
At this point, Sim can extract a bit b(i) for 2/3 of the alive sessions. This in turn
allows to define b as the value b̂(i) = b(i) ⊕ d(i) that appears at least t/2 times, where
t = 2/3|Alive| = 2m/9. Note that at this point the simulator will have received good defenses
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for at least 2/3 of the alive sessions, otherwise the simulator will have aborted. The simulator
forwards b to the OT ideal functionality and completes the simulation with R∗ by using the
value sb returned from the functionality, along with a uniformly random string s′1−b .
The rationale behind the above simulation strategy is that whenever a bit b appears
more than t/2 times the adversary can only learn the value sb or nothing at all. Note that
R∗ requires at least t shares to compute s1−b . Out of the m/3 sessions in Alive, assume R∗
is able to learn both strings for |Alive| − t = m/9 shares. Now if there exist greater than
t/2 = m/9 shares for the bit b, then there exist at most m/9 − 1 shares for s1−b . Thus the
adversary is only able to learn at most m/9 + (m/9 − 1) shares of s1−b . This allows the
simulator to randomly sample s1−b in the simulation. On the other hand if the adversary
plays honestly it learns sb as in the real-world protocol.
Simulator for malicious senders. The simulator Sim for the case of malicious senders is
based on similar ideas. Let S ∗ be a malicious sender. This time, Sim starts by sampling the
(i)
first round (µR )i∈[m] exactly as the honest receiver would do, upon which S ∗ replies with
(i)
(i)
((µS )i∈[m]\A , A). Hence, the simulator generates the third round ((δR )i∈A , (d(i) )i∈Alive , B)
as the honest receiver would do, except that the bits d(i) are picked uniformly at random (as
Sim does not know b).
(i)
(i)
(i)
Next, the malicious sender sends the final round ((δS )i∈B , (γ0 , γ1 )i∈Alive ). Now,
after checking the defenses from the sender are good, Sim rewinds S ∗ and forwards it
(i)
a freshly sampled third round ((δR )i∈A , (d(i) )i∈Alive′ , B ′ ) where Alive′ = [m] \ (A ∪ B ′ ).
This process is repeated until the cut-and-choose sets B ′ allows the Sim to obtain defenses
(i)
(i)
(i)
(i)
δS = ((κ0 , κ1 ), ρS ) for 2/3 of the alive sessions in the main thread. An analysis similar to
the case of malicious receivers shows that Sim runs in expected polynomial time and aborts
only with negligible probability.
(i)
(i)
At this point, the simulator can use the keys (κ0 , κ1 ) for each index corresponding to
an alive session for which S ∗ showed a good defense, in order to decrypt both ciphertexts
(i)
(i)
(γ0 , γ1 ). This allows Sim to extract both s0 and s1 , after re-aligning the index of the shares
consistently with the values d(i) used in the simulation of the main thread. Moreover, the
fact that the underlying OT protocol satisfies privacy against malicious senders ensures that
the bits b(i) used by the simulator in the alive session of the main thread are indistinguishable
from random, and thus so are the values d(i) (as in the simulation).
Defensible privacy and the ROM. It is not hard to see that the proof for the case of
malicious receivers actually only requires the underlying OT protocol to satisfy privacy
against defensible (rather than malicious) receivers. Intuitively, this is because the sender
can check the defenses of the receiver before sending the messages that contain its actual
input.6
While many known constructions of 2-round OT satisfy the stronger property of privacy
against malicious receivers, we observe that in the ROM one can obtain privacy against
defensible receivers from any OT protocol with semi-honest privacy. The idea is to simply
force the receiver to use good randomness by hashing a random string along with the choice
bit.

6

Unfortunately, the opposite is not true as the receiver obtains the defenses from the sender after it has
already sent the bits d(i) . This is the reason why we need to assume privacy against malicious (rather
than defensible) senders for the underlying OT protocol. Nevertheless, recall that we also show the
latter property comes for free in the case of 2-round protocols.
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1.3

Comparison with Friolo et al. [12]

Besides using a very different approach, which leads to a significantly more efficient compiler,
the main difference between our compiler and the one by Friolo et al. [12] is in terms of
starting assumptions. Our compiler starts from any 2-round privacy-only OT, whereas [12]
starts from any 2-round strongly-uniform OT. While is tempting to consider the latter as a
much weaker assumption than the former and hence the resulting compiler more general, we
notice that the two assumptions are somewhat incomparable. To appreciate the difference,
first, consider an edge case where we try to instantiate the two compilers using any 2-round
universally composable OT protocol. Since universal composability does not necessarily7
imply strong uniformity, the compiler of [12] would not work. In contrast, our compiler
would work as universal composability implies privacy-only.
Also, it is not hard to see that 2-round strongly-uniform OT is not implied by a 2-round
semi-honest OT. Indeed, it is easy to come up with a 2-round semi-honest OT that is not
strongly uniform. For example, consider the classical 2-round OT construction based on
PKE with oblivious key generation instantiated with a contrived PKE where each public key
is concatenated with a dummy bit that always equals zero. This PKE scheme still implies a
2-round semi-honest OT, yet the distribution of public keys is far from uniform (and thus
the OT protocol is not strongly uniform).
We do acknowledge however that building a 2-round strong uniform semi-honest OT
protocol appears to be an easier task than building a 2-round privacy-only OT protocol.
One may wonder whether the compiler of [12] can be simplified if starting with a 2-round
privacy-only OT, instead of a strong-uniform OT. For instance, by removing the burden
of the commit-and-open protocol on the receiver side. We note that the commit-and-open
protocol in [12] is essential to achieve input extraction for both sides, which is required in
order to prove simulation-based security. Hence, even when starting with a privacy-only
OT protocol, the compiler of [12] cannot forgo the use of commit-and-open (or some other
mechanism) for the simulator to extract the inputs.
We refer the reader to the full version[35] for a more detailed comparison between the
efficiency of our compiler and the one of [12] in terms of communication complexity. For
the sake of concreteness, we also discuss there an explicit instantiation of both compilers
in the plain model, based on the hardness of LWE. In this case, we can instantiate our
compiler using the 2-round OT protocol by Brakerski and Döttling [5] (which satisfies privacy
against malicious, and hence defensible, receivers and semi-honest senders, and thus suffices
for our compiler in Theorem 1). For the compiler in [12], instead, we can use the 2-round
strongly-uniform OT protocol based on the PKE scheme by Peikert et al. [40]. As we show,
this results in a communication complexity of Õ(λ3 ) for our compiler, against Õ(λ6 ) for the
compiler of [12] (where λ is the security parameter).

1.4

Related Work

The compilers in [37, 12, 10] yield the only known round-optimal black-box constructions of
simulatable OT in the plain model. In this section, we survey other relevant work on blackbox constructions for two-party functionalities. Lindell, Oxman and Pinkas [33], relying on
ideas from Ishai, Prabhakaran and Sahai [27], provide a significantly more efficient black-box
compiler from semi-honest OT to malicious OT, which however takes at least 8 rounds

7

See, e.g., [11] for a concrete example of a 2-round universally composable OT protocol that is not
strongly uniform.
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(and thus is not round-optimal). Pass and Wee [38] build commitment and zero-knowledge
protocols from black-box access to one-way functions. Hazay and Venkitasubramaniam [24]
improve this result by giving a round-optimal construction. More recently, a rich body of
work [44, 39, 16] culminated in round-optimal black-box constructions for non-malleable
commitments [17, 18], and commit-and-prove [31].
In the CRS model, Choi, Dachman-Soled, Malkin and Wee [8] show a black-box compiler
from adaptive semi-honest OT into constant-round adaptive UC-secure two-party computation. Kiyoshima, Lin and Venkitasubramaniam in [32] provide a unified approach to build
black-box protocols under trusted setup assumptions, improving on a previous approach by
Hazay and Venkitasubramaniam [25]. These works are not round-optimal and are not in the
plain model.

2

Preliminaries

Notation. We denote with λ ∈ N the security parameter. For n ∈ N, we let [n] =
{1, . . . , n}. A negligible function, denoted negl(λ), is a function that vanishes faster than the
reciprocal of any polynomial poly(λ). We use standard notation for computational/statistical
indistinguishability of distribution ensembles.
For an interactive protocol Π between parties A, B holding inputs x, y respectively,
we denote the transcript of a protocol execution as ⟨A(x), B(y)⟩. Additionally, we let
ViewB
Π,A (λ, x, y) be the random variable corresponding to the view of A in a run of Π with
input x when interacting with B with input y. This view consists of A’s input, randomness,
and messages received.
Oblivious Transfer. Oblivious transfer (OT) is a two-party protocol Π in which a sender S
has two input strings s0 , s1 ∈ {0, 1}λ , and a receiver R has a choice bit b ∈ {0, 1}. An OT
protocol is called non-trivial if for any pair of strings s0 , s1 ∈ {0, 1}λ , and for any b ∈ {0, 1},
after participating in the interactive protocol, S outputs nothing and R learns sb . Below, we
recall relevant security notions for OT protocols.
Simulatable OT. The standard security definition for OT compares an execution of Π in
the real world, where an attacker can corrupt either the sender S or the receiver R, with an
execution in the ideal world where a trusted-third party knows all inputs and computes the
output on behalf of the players. The corresponding ideal functionality is depicted in Figure 1.
In what follows, we denote by RealΠ,R∗ (z) (λ, s0 , s1 , b) (resp., RealΠ,S ∗ (z) (λ, s0 , s1 , b)) the
output of the malicious receiver R∗ (resp., sender S ∗ ) during a real execution of the protocol
Π (with s0 , s1 as inputs of the sender, b as choice bit of the receiver, and z as auxiliary input
for the adversary), and by IdealFOT ,SimR∗ (z) (λ, s0 , s1 , b) (resp., IdealFOT ,SimS∗ (z) (λ, s0 , s1 , b))
the output of the malicious receiver R∗ (resp., sender S ∗ ) in an ideal execution where the
parties (with analogous inputs) interact with FOT , and where the simulator is given black-box
access to the adversary.
▶ Definition 2 (Simulatable OT). We say that Π = (S, R) securely computes FOT if the
following holds:
For every non-uniform PPT malicious receiver R∗ , there exists a non-uniform PPT
simulator Sim such that
n
o
n
o
c
RealΠ,R∗ (z) (λ, s0 , s1 , b)
,
≈ IdealFOT ,SimR∗ (z) (λ, s0 , s1 , b)
λ,s0 ,s1 ,b,z

λ,s0 ,s1 ,b,z

where λ ∈ N, s0 , s1 ∈ {0, 1}λ , b ∈ {0, 1}, and z ∈ {0, 1}∗ .
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Ideal Functionality FOT :
Upon receiving message (send, s0 , s1 , S, R) from S, where s0 , s1 ∈ {0, 1}λ , store
s0 , s1 and answer send to R and Sim.
Upon receiving message (receive, b) from R, where b ∈ {0, 1}, send sb to R and
receive to S and Sim, and halt. If no message (send, ·) was previously sent, do
nothing.
Figure 1 Ideal functionality for oblivious transfer.

For every non-uniform PPT malicious sender S ∗ , there exists a non-uniform PPT
simulator Sim such that
n
o
n
o
c
RealΠ,S ∗ (z) (λ, s0 , s1 , b)
,
≈ IdealFOT ,SimS∗ (z) (λ, s0 , s1 , b)
λ,s0 ,s1 ,b,z

λ,s0 ,s1 ,b,z

where λ ∈ N, s0 , s1 ∈ {0, 1}λ , b ∈ {0, 1}, and z ∈ {0, 1}∗ .
Privacy-Only OT. A weaker guarantee than simulatable security is the so-called privacy
property, which does not require the existence of a simulator. Roughly, privacy for the
receiver means that the choice bit is computationally hidden, whereas privacy for the sender
means that the receiver can obtain at most one input from the sender. Below, we formalize
this notion for different adversarial behaviours and assuming that the input of the players
are uniformly random (which will suffice for our purpose).
Semi-honest privacy. The definition below formalizes privacy in the semi-honest setting
(i.e., when corrupted parties do not deviate from the protocol).
▶ Definition 3 (Semi-honest privacy for random inputs). Let Π = (S, R) be a non-trivial OT
protocol. We say that Π = (S, R) is private for random inputs against semi-honest receivers if
the following holds:
n
o
n
o
c
ViewSΠ,R (λ, s0 , s1 , b), s1−b
≈ ViewSΠ,R (λ, s0 , s1 , b), s′
λ,b

λ,b

where λ ∈ N, b ∈ {0, 1}, and s0 , s1 , s′ ←$ {0, 1}λ . Similarly, Π is private for random inputs
against semi-honest senders if the following holds:
n
o
n
o
c
′
ViewR
≈ ViewR
Π,S (λ, s0 , s1 , b), b
Π,S (λ, s0 , s1 , b), b
λ,s0 ,s1

λ

λ,s0 ,s1

′

where λ ∈ N, s0 , s1 ∈ {0, 1} , and b, b ←$ {0, 1}.
Malicious privacy. The definition below (adapted from [23]) formalizes privacy in the
malicious setting (i.e., when corrupted parties can arbitrarily deviate from the protocol).
▶ Definition 4 (Malicious privacy). Let Π = (S, R) be a non-trivial OT protocol.
Π is private for random inputs against malicious senders if for every non-uniform PPT
malicious sender S ∗ :
n
o
n
o
R
′
ViewR
(λ,
s
,
s
,
b),
b
≈
View
(λ,
s
,
s
,
b),
b
∗
∗
0
1
c
0
1
Π,S (z)
Π,S (z)
λ,s0 ,s1 ,z

where λ ∈ N, s0 , s1 ∈ {0, 1}λ , z ∈ {0, 1}∗ , and b, b′ ←$ {0, 1}.

λ,s0 ,s1 ,z
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Defensible privacy. Following Haitner et al. [19, 20], we call defense by R∗ an input b ∈ {0, 1}
and a random tape ρR ∈ {0, 1}∗ provided by the receiver at the end of the protocol. Intuitively,
a defense is good if the honest receiver using this very input and randomness would have sent
the exact same messages as the malicious receiver sent. A similar notion can be considered for
the sender, where defenses are of the form (s0 , s1 , ρS ) with s0 , s1 ∈ {0, 1}λ and ρS ∈ {0, 1}∗ .
The definition below formalizes the concept of good defense in the special case of 2-round
OT protocols, which we model as follows. Let OTR a PPT algorithm taking as input the
choice bit b ∈ {0, 1} and the random tape ρR ∈ {0, 1}∗ for the receiver, and outputting
a message µR ∈ {0, 1}∗ for the sender; similarly, let OTS be a PPT algorithm taking as
input the strings s0 , s1 ∈ {0, 1}λ and the random tape ρS ∈ {0, 1}∗ for the sender, as well
as a message µR ∈ {0, 1}∗ from the receiver, and outputting a message µS ∈ {0, 1}∗ for the
receiver. Finally, let OTD be a PPT algorithm taking as input the choice bit b ∈ {0, 1} and
the random tape ρR ∈ {0, 1}∗ for the receiver, as well as message µS from the sender, and
outputting a value s in {0, 1}λ .
▶ Definition 5 (Good defense for 2-round OT). Let Π = (OTR, OTS, OTD) be a 2-round OT
protocol. Fix any transcript τ = (µR , µS ) ∈ ({0, 1}∗ )2 for Π. We say that the pair δR = (b, ρR )
(resp. δS = (s0 , s1 , ρS )), where b ∈ {0, 1}, constitutes a good defense by the receiver (resp. by
the sender) for τ in Π if it holds that µR = OTR(b; ρR ) (resp. µS = OTS(s0 , s1 , µR ; ρS )).
Loosely speaking, an OT protocol has defensible privacy if the privacy property holds
against malicious adversaries that can provide a good defense.
▶ Definition 6 (Defensible privacy for random inputs). Let Π = (S, R) be a non-trivial OT
protocol. We say that Π is private for random inputs against defensible receivers if for every
non-uniform PPT malicious receiver R∗ :
n 
o
n 
o
Γ ViewSΠ,R∗ (z) (λ, (s0 , s1 ), b), s1−b
≈c Γ ViewSΠ,R∗ (z) (λ, s0 , s1 , b), s′
λ,b,z

λ,b,z

where λ ∈ N, b ∈ {0, 1}, z ∈ {0, 1}∗ , s0 , s1 , s′ ←$ {0, 1}λ , and Γ(v, ∗) is set to (v, ∗) if
following the execution R∗ outputs a good defense (and to ⊥ otherwise). Similarly, Π is
private for random inputs against defensible senders if for every non-uniform PPT malicious
sender S ∗ :
n 
o
n 
o
′
Γ ViewR
≈c Γ ViewR
Π,S ∗ (z) (λ, (s0 , s1 ), b), b
Π,S ∗ (z) (λ, s0 , s1 , b), b
λ,s0 ,s1 ,z

λ,s0 ,s1 ,z

where λ ∈ N, s0 , s1 ∈ {0, 1}λ , z ∈ {0, 1}∗ , b, b′ ←$ {0, 1}, and Γ(v, ∗) is set to (v, ∗) if
following the execution S ∗ outputs a good defense (and to ⊥ otherwise).
Secret Sharing. A threshold secret sharing scheme allows to share an input string s ∈ {0, 1}λ
into n shares s1 , . . . , sn ∈ {0, 1}λ in such a way that it is possible to efficiently recover s from
any subset of at least t shares, while at the same time an attacker corrupting up to t − 1
share holders obtains no information about the secret.
▶ Definition 7 (Secret sharing). An (n, t)-secret sharing scheme over {0, 1}λ is defined by a pair
of algorithms (Share, Recon), where Share is a randomized mapping of an input s ∈ {0, 1}λ
to shares s = (s1 , s2 , . . . , sn ) ∈ ({0, 1}λ )n , and Recon is a function mapping a subset I of
[n], along with the corresponding shares sI = (si )i∈I , to a value in {0, 1}λ , such that the
following holds:
1. Reconstruction. For all s ∈ {0, 1}λ , and for all sets I ⊆ [n] with |I| ≥ t, the output of
Recon(I, sI ) such that (s1 , . . . , sn ) ←$ Share(s) is equal to s.
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2. Security. For all s ∈ {0, 1}λ , and for all sets I ⊆ [n] with |I| < t, the joint distribution
sI = (si )i∈I of shares received by the subset of parties I, where (s1 , . . . , sn ) ←$ Share(s),
is independent of the secret s.
We call a share valid if it is a λ-bit string. For our construction, we will implicitly assume
that running algorithm Recon upon input any sequence of t valid shares (possibly outside the
support of Share) still yields a λ-bit message. Note that, e.g., Shamir’s secret sharing [42]
satisfies this property.

3

Observations on Two-Round OT

Here, we collect a few observations on 2-round OT protocols. First, in Section 3.1, we show
that any 2-round OT protocol with privacy against semi-honest senders is already private
against malicious senders. Next, in Section 3.2, we overview existing 2-round OT protocols
that satisfy the notion of privacy against defensible receivers. Furthermore, we show a
simple compiler in the ROM that adds the latter property to any 2-round OT protocol with
semi-honest privacy only.

3.1

Privacy against Malicious Senders

The lemma below states that any 2-round OT protocol with privacy against semi-honest
senders is already private against malicious senders.8 Intuitively, this is the case since in a
2-round OT protocol the only thing a sender can do is to respond to the first message sent
by the receiver, however, this does not help to learn the choice bit of the receiver. While we
prove the lemma for the case of privacy with random inputs, a similar statement holds for
any distribution of the receiver’s choice bit.
▶ Lemma 8. Any 2-round OT protocol that is private (for random inputs) against semi-honest
senders is also private (for random inputs) against malicious senders.
We defer the proof of this lemma to the full version [35].

3.2

Privacy against Defensible Receivers

Two-round OT protocols (for random inputs) with privacy against defensible receivers exist
under standard number-theoretic assumptions, including DDH [36, 1], QR and DCR [21], and
LWE [5]. In fact, these protocols satisfy the stronger property of privacy against malicious
receivers.
In this section, we present a round-preserving transform turning any 2-round OT protocol
with semi-honest privacy into one with privacy against defensible receivers in the ROM.
Intuitively, our transform ensures that the receiver cannot influence the randomness used to
generate the first OT message. This is achieved by hashing the choice bit b along with a
random string ρR chosen by the receiver. We refer the reader to the full version [35] for a
formal proof of the statement below.
▶ Lemma 9. If there exists a 2-round OT protocol with privacy (for random inputs) against
semi-honest senders and receivers, then there exists a 2-round OT protocol with privacy (for
random inputs) against defensible receivers and semi-honest senders in the ROM.
8

A similar observation appears in [12, p. 12].
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Protocol Π = (S, R)
Sender’s Input: s0 , s1 ∈ {0, 1}λ

Receiver’s Input: b ∈ {0, 1}
(i)

1. (R → S): For each i ∈ [m], the receiver picks b(i) ←$ {0, 1} and ρR ←$ {0, 1}∗ ,
(i)
(i)
(i)
lets µR = OTR(b(i) ; ρR ), and sends (µR )i∈[m] to the sender.
2. (S → R): The sender’s first message is computed as follows.
a. Sample α1 , . . . , αtR ←$ [m] and let A = {α1 , . . . , αtR }.
(i)
(i)
(i)
b. For each i ∈ [m] \ A, pick κ0 , κ1 ∈ {0, 1}λ and ρS ←$ {0, 1}∗ , and let
(i)
(i)
(i)
(i) (i)
µS = OTS(κ0 , κ1 , µR ; ρS ).
(i)
Send (µS )i∈[m]\A and A to the receiver.
3. (R → S): The receiver’s second message is computed as follows.
(i)
(i)
a. For each i ∈ A , let δR = (ρR , b(i) ).
b. Sample β1 , . . . , βtS ←$ [m] \ A and let B = {β1 , . . . , βtS }.
(i)
(i) (i)
c. Let Alive = [m] \ (A ∪ B). For each i ∈ Alive, let κb(i) = OTD(b(i) , µS ; ρR ) and
(i)
(i)
define d = b ⊕ b.
(i)
Send (δR )i∈A and (d(i) )i∈Alive , along with the set B, to the sender.
4. (S → R): The sender’s last message is computed as follows.
(i)
a. For each i ∈ A, check that δR is good. If not, abort.
(i)
(i)
(i) (i)
b. For each i ∈ B, let δS = (κ0 , κ1 , ρS ).
(i)
(i)
c. Let |Alive| = n = m − tR − tS . Run (s0 )i∈Alive ←$ Share(s0 ) and (s1 )i∈Alive ←$
Share(s1 ) (i.e., secret share s0 and s1 and assign one share to each of the alive
sessions).
(i)
(i)
(i)
(i)
(i)
(i)
d. For each i ∈ Alive, let γ0⊕d(i) = κd(i) ⊕ s0 and γ1⊕d(i) = κ1⊕d(i) ⊕ s1 . (Note
(i)

(i)

(i)

that this implies γb⊕d(i) = κb⊕d(i) ⊕ sb for all b ∈ {0, 1}.)
(i)

(i)

(i)

Send (δS )i∈B and (γ0 , γ1 )i∈Alive to the receiver.
5. (Receiver’s Output:) The receiver determines the final output as follows. For
(i)
each i ∈ B, check that δS is good. If not, abort. Else, for each i ∈ Alive, let
(i)
(i)
(i)
(i)
sb = γb(i) ⊕ κb(i) , pick any subset I of (sb )i∈Alive containing at least t valid
(i)

shares, and return sb = Recon((sb )i∈I ).
Figure 2 Formal description of our black-box compiler.

4

Our Compiler

In this section, we show a black-box compiler for obtaining round-optimal simulatable OT
starting from any 2-round OT satisfying privacy for random inputs against defensible receivers
(cf. Definition 6) and malicious senders (cf. Definition 4). Recall that, by Lemma 8, the latter
property follows from privacy for random inputs against semi-honest senders.

4.1

Protocol Description

Let Π′ = (OTR, OTS, OTD) be a 2-round OT protocol. We transform Π′ into a 4-round OT
protocol Π as depicted in Figure 2. Intuitively, the protocol Π proceeds as follows:
Round 1: The receiver starts m parallel sessions of the underlying OT protocol Π′ . In each
(i)
session i ∈ [m], it uses a uniformly random choice bit b(i) , which yields a message µR .
(1)
(m)
Hence, it forwards µR , . . . , µR to the sender.

ITC 2022

5:14

From Privacy-Only to Simulatable OT

Round 2: The sender picks random indices α1 , . . . , αtR ∈ [m] for cut-and-choose, where
(i)
(i)
tR = m/3. For the remaining sessions, it picks two random strings (κ0 , κ1 ) and
(i)
(i)
computes µS as a response to the message µR using the underlying OT protocol.
Looking ahead, these random strings will serve as masks to hide the input messages in the
last round of the protocol. Hence, it forwards the indices α1 , . . . , αtR and the messages
(i)
µS (for all sessions but the ones selected for cut-and-choose).
Round 3: For each session that the sender asked to open, the receiver prepares a defense
(i)
(i)
(i)
δR = (b(i) , ρR ) which explains the message µR that was sent in the first round. Then, it
picks random indices β1 , . . . , βtS ∈ [m]\{α1 , . . . , αtR } for cut-and-choose, where tS = m/3;
looking ahead, in the next round the sender will have to provide defenses for those indices,
which allows to extract the inputs of the sender in the simulation proof. Denote by Alive
the set of indices corresponding to sessions which are still alive (i.e., that were not selected
for cut-and-choose). Using the underlying OT protocol, the receiver obtains the mask
(i)
κb(i) and forwards to the sender an adjusting bit d(i) = b(i) ⊕ b for each alive session;
intuitively, the bit d(i) tells the sender how to encrypt the input strings in the last round.
(i)
Round 4: The sender first checks that each of the defenses δR are good (and aborts if
not). The privacy property (against defensible receivers) of the underlying OT protocol
(i)
guarantees that the receiver does not learn the masks κ1−b(i) corresponding to these
(i)

(i)

(i)

(i)

sessions. Additionally, the sender prepares its own defenses δS = (κ0 , κ1 , ρS ) for each
index i ∈ B. Hence, it secret shares the input strings s0 and s1 , obtaining n = m − tR − tS
(i)
(i)
shares (s0 )i∈Alive and (s1 )i∈Alive , so that each pair of shares can be associated to a single
(i)
(i)
alive session. Finally, the sender uses the key κ0⊕d(i) (resp. κ1⊕d(i) ) in order to encrypt
(i)

(i)

the share s0 (resp. s1 ) in the i-th session, and forwards the resulting pairs of ciphertexts
(i)
(i)
(γ0 , γ1 )i∈Alive to the receiver.
(i)
Output Computation: Since b(i) = b ⊕ d(i) , the receiver can use the keys κb(i) in order to
(i)

obtain all the shares (sb )i∈Alive and thus reconstruct sb using any subset of t valid shares9
(and abort if there are less than t valid shares).
The theorem below states the security of our compiler.
▶ Theorem 10. Let Π′ = (OTR, OTS, OTD) be a 2-round OT protocol with privacy for random
inputs against defensible receivers and against malicious senders, and let (Share, Recon) be a
t-out-of-n secret sharing scheme. Then, for parameters m, tR , tS , t, n such that m = O(λ),
tR = tS = n = m/3 and t = 2n/3, the protocol Π = (S, R) from Figure 2 securely realizes
FOT .
We defer an overview of the proofs to the appendix and a more formal treatment to the
full version[35].

5

Conclusions

We have shown a compiler for turning any 2-round privacy-only (i.e., game-based) OT
protocol against malicious adversaries into a round-optimal simulatable OT protocol against
malicious adversaries. Our transform is black-box (in that it only uses the underlying 2-round
OT protocol as an oracle), information-theoretic (in that it does not rely on cryptographic
assumptions), and in the plain model (in that it does not require any form of trusted setup).
In fact, our compiler works even assuming the underlying 2-round OT protocol satisfies
privacy against semi-honest senders and defensible receivers.

9

Recall that a share is called valid if it is a λ-bit string.
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It remains an open problem to find a similar transform (with the same properties)
starting with any 2-round OT protocol satisfying only privacy against semi-honest (rather
than defensible) receivers. Also, it would be interesting to find simple constructions of
2-round OT protocols in the plain model that are private against defensible receivers, and
that rely on hardness assumptions from which we do not know how to obtain 2-round OT
protocols that are private against malicious receivers (e.g., CDH, LPN, and Subset Sum).
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Simulator for Malicious Receivers

The simulator Sim, with oracle access to R∗ , is defined in Fig 3. The definition below is
useful to reason about the simulator.
▶ Definition 11. Let Bad ⊂ Alive be the set of indices for which the simulator does not get a
defense.
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Main thread:
(1)

(m)

1. Upon receiving µR , . . . , µR from R∗ :
a. Sample indices α1 , . . . , αtR ←$ [m] and let A = {α1 , . . . , αtR }.
(i)
(i)
(i)
b. For each i ∈ [m] \ A, pick κ0 , κ1 ∈ {0, 1}λ and ρS ←$ {0, 1}∗ , and let
(i)
(i)
(i)
(i) (i)
µS = OTS(κ0 , κ1 , µR ; ρS ).
(i)
c. Send µS (for each i ∈ [m] \ A) and A to R∗ .
(i)
2. Upon receiving ((δR )i∈A , (d(i) )i∈Alive , B) from R∗ (where Alive = [m] \ A ∪ B),
(i)
(i)
check that all defenses δR = (b(i) , ρR ) are good. If not, simulate the sender
aborting. Else initialize Bits = ∅ and ctr = 0
Rewind thread:
a. Sample A′ = {α1′ , . . . , αt′ R } randomly as in Item 1a.
(i)
b. Recompute µS using fresh randomness (for each i ∈ [m]\A′ ), send these
(i)
messages along with A′ to R∗ and receive ((δR )i∈A′ , B ′ , (d(i) )i∈Alive′ )
in response, where Alive′ = [m] \ (A′ ∪ B ′ ).
(i)
(i)
c. For every defense δR = (b(i) , ρR ) corresponding to an index i ∈ Alive
(from the main thread) that was not observed in a previous rewind: If
the defense is good add the bit b(i) to the set Bits.
d. Increment ctr = ctr + 1. If ctr = 2λ , abort.
e. If |Bits| + m/9 < |Alive| go to Item 2a; else proceed to the next step.
3. Complete the simulation in the main thread as follows.
a. For each b(i) ∈ Bits, compute b̂(i) = b(i) ⊕ d(i) .
b. Let b be a bit that appears among the b̂(i) more than t/2 times
c. Forward b to FOT obtaining sb ∈ {0, 1}λ , sample s′1−b ←$ {0, 1}λ and simulate
(i)

(i)

(i)

the final message ((δS )i∈B , (γ0 , γ1 )i∈Alive ) as the honest sender would do.
Figure 3 Simulator against a malicious receiver.

▶ Lemma 12. Conditioned on the fact that Sim did not abort in the main thread, the
cardinality of Bad (Definition 11) is strictly less than m/9 with overwhelming probability.
Proof. We defer this proof to the full version [35].

◀

▶ Lemma 13. The above simulator Sim runs in expected time that is polynomial in m and λ
except with negligible probability.
Proof. The number of rewind attempts needed to cover all indices of Alive \ Bad is a variation
of the coupon collector’s problem [43] which has a polynomial time solution. We defer proofs
to the full version [35].
◀
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Proof by hybrids. We next prove by a sequence of hybrids that the distribution of the
output of R∗ in the real world is computationally close to that in the ideal world with the
above defined simulator. The hybrids are described10 below:
Hybrid Hyb0 (λ, s0 , s1 , b): This is identical to RealΠ,R∗ (z) (λ, s0 , s1 , b).
Hybrid Hyb1 (λ, s0 , s1 , b): Identical to the previous experiment, except that we now perform the rewinding as done by the simulator before concluding the protocol.
Hybrid Hyb2 (λ, s0 , s1 , b): Identical to the previous experiment except when generating
(i)
(i)
(i)
(i)
(i)
the message ((δS )i∈B , (γ0 , γ1 )i∈Alive ) redefine γ1−b(i) = κ̂1−b(i) ⊕ s1−b̂(i) using an in(i)

dependent κ̂1−b(i) ←$ {0, 1}λ (instead of κ1−b(i) ) for each bit b(i) ∈ Bits (recall that
b̂(i) = b(i) ⊕ d(i) ).
Hybrid Hyb3 (λ, s0 , s1 , b): Identical to the previous experiment except for the following
difference. After successfully completing the rewinding proceed as follows: For each
b(i) ∈ Bits, compute b̂(i) = b(i) ⊕ d(i) . Let b be a bit that appears among the b̂(i) more
than t/2 times. Forward b to FOT obtaining sb ∈ {0, 1}λ , sample s′1−b ←$ {0, 1}λ and
(i)

(i)

(i)

simulate the final message ((δS )i∈B , (γ0 , γ1 )i∈Alive ) as the honest sender would do.
Since the final hybrid is identically distributed to the ideal world with the above defined
simulator Sim, it remains to show that the above hybrids are all computationally indistinguishable. In the full version[35] we show that the hybrids are indistinguishable.

B

Simulator for Malicious Senders

The simulator Sim, with oracle access to S ∗ , proceeds as follows in Figure 4.
▶ Lemma 14. The above simulator Sim runs in expected time that is polynomial in (m, λ).
Proof. The analysis is similar to that of Lemma 13 and we defer a more formal treatment
to the full version [35].
◀
Proof by hybrids. We next prove by a sequence of hybrids that the distribution of the
output of S ∗ in the real world is computationally close to that in the ideal world with the
above defined simulator. The hybrids are described below:
Hybrid Hyb0 (λ, s0 , s1 , b): This is identical to RealΠ,S ∗ (z) (λ, s0 , s1 , b).
Hybrid Hyb1 (λ, s0 , s1 , b): Identical to the previous experiment, except that we now perform the rewinding as done by the simulator before concluding the protocol.
Hybrid Hyb2 (λ, s0 , s1 , b): Identical to the previous experiment except that the d(i) are
(i)
(i) (i)
sampled randomly and for eachi ∈ [m] \ (A ∪ B) compute κb(i) = OTD(b(i) , µS ; ρR ).
(i)

(i)

(i)

And the sb is computed as γb⊕d(i) ⊕ κb⊕d(i)
Since the final hybrid is identically distributed to the ideal world with the above defined
simulator Sim, it remains to show that the above hybrids are all computationally indistinguishable. We defer the formal proofs to the full version[35] where we show that the hybrids
are indistinguishable.

10

Note that the hybrids further depend on the malicious receiver R∗ and on the OT protocol Π, but we
omit those to simplify notation.
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Main thread:
(i)
(i)
1. For each i ∈ [m], pick b(i) ←$ {0, 1} and ρR ←$ {0, 1}∗ , compute µR = OTR(b(i) ;
(i)
(i)
ρR ) and send (µR )i∈[m] to S ∗ .
(i)
2. Upon receiving ((µS )i∈[m]\A , A) from S ∗ :
(i)
(i)
a. For each i ∈ A, let δR = (b(i) , ρR ).
b. Sample β1 , . . . , βtS ←$ [m] \ A and let B = {β1 , . . . , βtS }.
(i)
(i)
c. Let Alive = [m] \ (A ∪ B). For each i ∈ Alive, compute κb(i) = OTD(b(i) , µS ;
(i)

ρR ) and sample d(i) ←$ {0, 1}.
(i)
d. Send ((δR )i∈A , (d(i) )i∈Alive , B) to S ∗ .
(i)
(i)
(i)
(i)
3. Upon receiving ((δS )i∈B , (γ0 , γ1 )i∈Alive ) from S ∗ , check that all defenses δS =
(i)
(i) (i)
(κ0 , κ1 , ρS ) are good. If not, simulate the receiver aborting. Else initialize
Keys = ∅ and ctr = 0.
Rewind thread:
a. Sample randomly B ′ = {β1 , . . . , βtS } as in Item 2b.
b. Let Alive′ = [m] \ (A ∪ B ′ ). For i ∈ Alive′ , sample d(i) ←$ {0, 1} using
(i)
fresh randomness, send these values along with B ′ and (δR )i∈A to S ∗ ,
(i)
(i)
(i)
and receive ((δS )i∈B ), (γ0 , γ1 )i∈Alive′ ) in response.
(i)
(i)
(i) (i)
c. For every defense δS = (κ0 , κ1 , ρS ) corresponding to an index
i ∈ Alive (from the main thread) that was not observed in a previous
(i)
(i)
rewind: If the defense is good, adda the keys (κ0 , κ1 ) to Keys.
λ
d. Increment ctr = ctr + 1 and if ctr > 2 abort.
e. If |Keys| < |Alive| − m/9 go to Item 3a; else proceed to the next step.
a

In case either of the two keys is not a λ-bit string, we assume the defense is bad.
(i)

(i)

(i)

(i)

(i)

4. For each pair of keys (κ0 , κ1 ) in Keys, compute s0 = γ0⊕d(i) ⊕ κ0⊕d(i) and
(i)

(i)

(i)

s1 = γ1⊕d(i) ⊕ κ1⊕d(i) using the adjusting bits d(i) sampled in the main thread.
Finally, use these shares to reconstruct s0 and s1 , forward (s0 , s1 ) to FOT and
output whatever S ∗ outputs.
Figure 4 Simulator for malicious sender.
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On the Distributed Discrete Logarithm Problem with Preprocessing

1

Introduction

The Distributed Discrete Logarithm problem (DDLog) serves as an abstraction for a noninteractive multiplicative-to-additive share conversion procedure central to many recent
constructions of homomorphic secret sharing schemes [4, 2, 11]. On a high-level, during
a homomorphic evaluation of a restricted multiplication straight-line program using a homomorphic secret sharing scheme, two parties hold encryptions of the secret inputs under
some homomorphic public-key encryption scheme (e.g., ElGamal encryption in [4] or Paillier encryption in [11]), as well as the additive shares of the inputs. After performing the
multiplication operation “multiply an input value by a memory value”, the parties naturally
obtain multiplicative shares of the result. Though, additive shares are needed for further
evaluation, and this is where the DDLog problem plays its crucial role.

Distributed discrete logarithm problem for prime-order groups
Let (G, ·) be a group in the multiplicative notation. Two parties P0 and P1 are holding
h0 ∈ G and h1 ∈ G (respectively) such that hh10 = ω x for some ω ∈ G and secret x ∈ Z.
Without communicating, the parties need to convert their multiplicative shares h0 and h1 to
additive shares a0 ∈ Z and a1 ∈ Z such that a1 − a0 = x. For example, in the case of [4],
the underlying group is a prime-order group and the element ω is its generator. Next, we
consider the DDLog problem in this case in more detail.
Let (G, ·) be a cyclic group of prime-order N with a generator g. A natural parameter of
the DDLog problem is the magnitude of the secret x. In the distributed discrete logarithm
problem in G on interval of size W ∈ N such that W ≤ N , the parties P0 and P1 get as input
g b and g b+x respectively, where x ← {x ∈ Z∩[−W/2, W/2]} and b ← ZN . The representation
of the group G and the generator g is known to both the parties. At the end of their local
executions, the parties output elements P0 (g b ), P1 (g b+x ) ∈ ZN respectively and they succeed
in solving the distributed discrete logarithm problem instance if P1 (g b+x ) − P0 (g b ) = x.
[4] gave a protocol solving the DDLog problem achieving error probability at most ε
with time complexity O(W ε−1 log(ε−1 )) group operations. Using a pseudorandom function
shared among the parties, their protocol selects a set of “special” group elements and each
of the parties searches through T points closest to her input, in sense of multiplication by
the group generator g. When a party finds a “special” point, the output of the DDLog
procedure on her input is the number of steps (i.e., multiplications by g) she made until
finding the “special” point. It is clear that if both parties find the same “special” point,
P0 (g b ) − P1 (g b+x ) = x holds. Therefore, the success probability of the above DDLog protocol
is exactly the probability of the parties synchronizing on the same “special” point. In
the application towards a construction of a homomorphic secret sharing scheme, the error
probability introduced by the DDLog protocol propagates throughout the whole homomorphic
evaluation process and, subsequently, significantly affects its efficiency.
The DDLog problem in prime-order groups was further explored in [7]. First, the authors
proposed a more sophisticated DDLog protocol resulting in error probability O(W/T 2 ) in T
group operations. Their procedure consists of iterating random walks with carefully chosen
parameters of maximal step-length and number of steps in each stage in a way that they
continuously reduces the probability of the two parties not synchronizing on their path.
Second, the authors also analyzed the limitations of protocols solving the DDLog problem.
By a reduction of the Discrete Logarithm in Interval (DLI) problem to the DDLog problem,
they proved that the error probability of DDLog protocols running in time T is Ω(W/T 2 ) in
specific families of groups where the DLI problem is hard. Additionally, [7] also analyzed the
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DDLog problem in the generic group model [12, 9], i.e., in a model inhibiting the attacker
from exploiting a particular structure and properties of the underlying group. Specifically,
they showed that the error probability of any generic DDLog protocol is Ω(W/T 2 ).
Due to the matching negative results, the DDLog protocol can be considered as optimal.
The error probability Ω(W/T 2 ) also implies a non-negligible correctness error in the HSS
construction from [4].

DDLog as a synchronization problem
Note that, at its core, the distributed DLog problem is different than the standard DLog.
In order to succeed, the parties can “merely” synchronize on some special element with
high probability. In particular, they certainly do not need to find the discrete logarithms of
their respective inputs to synchronize.1 One could thus attempt to construct more efficient
DDLog protocols by leveraging some precomputed group-specific advice that, on one hand,
would allow to synchronize with high probability faster while, on the other hand, would not
compromise the security of the DLog problem in the underlying group. This approach is
particularly well motivated, for example, from the perspective of trying to amortize the cost
of the many DDLog instances generated during a homomorphic evaluation in a homomorphic
secret sharing scheme.

1.1

Our Results

In this work, we focus on the distributed discrete logarithm problem for prime-order groups
in the preprocessing model and examine to what extent can preprocessing help to solve
the distributed discrete logarithm problem. In other words, we allow an offline phase of
the protocol for precomputing a bit-string of length S before receiving the challenge pair
(g b , g b+x ) without any restriction on the time of its computation. Then, the precomputed
advice bit-string is passed as an additional input to the two parties running in the online
phase, i.e., after receiving the respective challenges. Regarding the time complexity of the
protocol, we are interested in the performance of the online phase. To examine whether the
additional advice computed during the offline phase can help to reduce the error probability
in the DDLog problem, we study this question in the generic group model.
▶ Theorem 1 (main – informal). Let N, W ∈ N, such that N > W , N be a prime. Then any
generic protocol solving DDLog in a group of order N in time T using precomputed advice of
size S has success probability
 2

T
max{S, log W } · T 2
ε=O
+
,
W
N
where W denotes the length of the interval in the DDLog problem. Furthermore, if N ≥
W · log W then
 2

T
S · T2
ε=O
+
.
W
N
Our main result summarized above is an upper bound on the success probability of
protocols leveraging preprocessing. Assuming N ≥ W log W , our bound for a “large”
preprocessing advice of size S = Ω(N/W ) translates into a bound on time-space tradeoff

1

Importantly, standard DLog is hard in the groups employed in the current applications of DDLog.
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in the DDLog problem ST 2 = Ω(εN ). Note that this bound matches the lower bounds for
standard discrete logarithm problem with preprocessing given by [5] and [6]. As the DDLog
problem naturally reduces to two instances of the classical discrete logarithm problem, the
DLog algorithms matching these lower bounds give an optimal algorithm for DDLog in this
regime of parameters.
For any “small” preprocessing advice of size S = O(N/W ), our bound translates to a
lower bound on the time complexity of the DDLog problem T 2 = Ω(εW ). Interestingly, for
DDLog protocols with constant success probability in this regime of parameters, our lower
bound on time-complexity of protocols with preprocessing is matched by the time complexity
W
of the protocol with no preprocessing running in time T 2 = O( 1−ε
) from [7]. Hence, if we
want to achieve a constant success probability in the DDLog problem, then allowing the
attacker to precompute a preprocessing advice of size S = O(N/W ) does not asymptotically
help to save computation time in the online phase of the DDLog problem.
Finally, let us consider the regime of parameters relevant to the application of DDLog
in homomorphic secret sharing, i.e., the original motivation for DDLog. There, we expect
W to be a polynomial function in the security parameter, i.e., W = O(polylog(N )). In this
case, our assumption N ≥ W log W is fulfilled. Then, in order to leverage the time-space
trade-off matching our lower bound,
we would need to allow advice of size S = Ω(N/ log N ),
√
which is larger than, e.g., S = 3 N . Moreover, advice of this size allows to calculate discrete
logarithms in polynomial time, which would ultimately break the security of the HSS scheme.

Non-generic DDLog protocols
It is important to stress that neither our results nor the results of Dinur et al. [7] rule out
non-generic DDLog protocols exploiting particular structure of some groups in which DLI is
not a difficult problem, or where the order of the underlying group is not prime. For example,
this is the case of the DDLog protocol and a subsequent construction of homomorphic
secret sharing in [11] from Paillier encryption scheme. Specifically, [11] exploits the fact that
computing discrete logarithms is easy in a particular subgroup of the Paillier group, which
allowed them to construct an efficient protocol with perfect correctness. Nevertheless, the
problem of designing efficient generic DDLog protocols is of interest besides the applications
to homomorphic secret sharing schemes. For example in the recent work of Boyle et al. [3],
the DDLog protocol of Dinur et al. [7] was exploited towards constructions of a new flavour
of locality-preserving hash function.

1.2

Our Techniques

On a high-level, our approach is similar to works that studied the standard discrete logarithm
problem with preprocessing in the generic group model [6, 5]. Though, as explained above,
there are significant differences to the standard DLog problem. In particular, the online
adversary is distributed in our context and, thus, we need to introduce the corresponding
formalism. Additionally, the DDLog problem is parameterized by the “magnitude” bound W
corresponding to the width of the interval used for sampling the secret. We strive to derive
quantitative bounds on the power of generic preprocessing adversaries that depend both on
W and the order of the group N , which corresponds to analyzing the power of algorithms
exploiting the knowledge of the parameter W .
Similarly to [5], we use the auxiliary-input generic group model in order to analyze
DDLog protocols with preprocessing. Given that proving lower bounds in the auxiliary-input
model directly is notoriously challenging, we first prove a lower bound in the more amenable
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bit-fixing model, which captures the presampling technique of Unruh [13]. Then, in order
to translate our lower bound from the bit-fixing model into the auxiliary-input model, we
leverage an analogue of theorem from [5] relating the security of primitives in the bit-fixing
and auxiliary-input model in the presence of distributed online attackers. 2
First, we notice that the proof of the correspondence between bit-fixing and auxiliaryinput models in the presence of distributed online attackers follows via minor adjustments
from the analogous correspondence for standard online attackers in [5]. We give the formal
statement (Theorem 17) and a proof sketch highlighting the important points in Section 3.3.
The most technical part of our work is the upper bound on the success probability of a
distributed online attacker for DDLog in the bit-fixing generic group model (BF-GGM). The
high-level approach for proving an upper bound on the success probability in BF-GGM is to
consider an alternative experiment in which the adversary clearly has limited probability of
succeeding and then bounding the power of the adversary to distinguish such alternative
experiment from the real security experiment. In more detail, we can create a list of formal
polynomials capturing the relations among the group elements in terms of the encoding
of the challenge g x induced by the queries of the adversary to the group oracle. In the
context of standard DLog, these are univariate polynomials in ZN [X]. The core of the proof
is then analysing the probability of a collision event when substituting an actual value x
into the polynomials – such a collision event corresponds to an inconsistent answer in the
alternative experiment. In the context of distributed DLog, it is natural to consider bivariate
polynomials in ZN [X, B] that capture relations in terms of the encodings of the DDLog
challenge (g x , g x+b ). Though, the most significant technical difference is induced by the
distributed nature of the online attacker. Specifically, we need to additionally handle a
collision event among the queries of the two distributed parts of the online attackers.

2

Preliminaries

Below, we review the Schwartz-Zippel lemma (Proposition 2) and the standard Boole’s
inequality, also known as the union bound (Proposition 3).
▶ Proposition 2 (Schwartz-Zippel). Let F be a field. Let f ∈ F[X1 , . . . , Xk ] be a non-zero
polynomial of total degree d ≥ 0. Let S be a finite subset of F and let x1 , . . . , xk be chosen
independently uniformly at random from S. Then it holds that
Pr[f (x1 , . . . , xk ) = 0] ≤

d
.
|S|

▶ Proposition 3 (Union Bound). Let n ∈ N and consider events E1 , . . . , En , then
"
Pr

n
[
i=1

2

#
Ei ≤

n
X

Pr [Ei ] .

i=1

We note that one could possibly obtain similar results to ours by adapting the more recent technique
from [8] leveraging an alternative characterization of the bit-fixing model.
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3
3.1

DDLog with Preprocessing in the Generic Group Model
The Generic Group Model

In this section, we describe a variant of the generic group model that we consider in this
work, and we define the DDLog problem in this generic group model. We use a variant of
the generic group model [12, 9] similar to the one in [5] with adjustments accommodating
distributed attackers.
Let G be a cyclic group of prime-order N with a generator g. The generic group model
allows to capture the power of algorithms that do not leverage additional knowledge about
the structure of the group or the specific representation of group elements. In more detail, the
structure of G is random in the sense that the access of the adversary to the group elements
is given by a random injective function σ : ZN → [M ] for some natural number M ≥ N .
Thus, the elements of G are represented by the elements from Im(σ), i.e., for a ∈ ZN , the
representation of the group element g a is σ(a). We call the mapping σ an encoding function.
▶ Definition 4 (Encoding function). Let N, M ∈ N be natural numbers such that M ≥ N .
Consider ZN , the additive group of integers modulo N , and the set [M ] = {1, . . . , M }. An
encoding function of ZN on [M ] is an injective mapping σ : ZN → [M ]. We denote IN,M the
set of all encoding functions of ZN on [M ] and Yσ the image of σ.3
In order to perform group operations in the generic group model, the adversary A is
granted access to a group-operation oracle O, which chooses a random encoding function
σ ← IN,M at the beginning of the experiment and then answers adversary’s queries of the
following types:
Forward query: Any query a ∈ ZN is answered by σ(a) ∈ [M ].
Group-operation query: Any query (s1 , s2 ) ∈ [M ] × [M ] is answered by σ(x1 + x2 ), where
x1 , x2 are elements of ZN such that σ(x1 ) = s1 and σ(x2 ) = s2 . If any of s1 , s2 is not in
Yσ , the query is answered by ⊥.
Inverse query: Any query s ∈ [M ] is answered by σ(−x), where x ∈ ZN is the preimage of
s, i.e., σ(x) = s. If s ∈
/ Yσ , the query is answered by ⊥.
In the generic group model, we measure the time complexity of the attacker by the number
of oracle queries performed during its execution.
▶ Remark 5 (Explicit inverse queries). Unlike previous works studying the standard DLog with
preprocessing [6, 5] and the DDLog without preprocessing [7] in the generic group model,
we allow the adversary to make explicit inverse queries. This choice is important for our
results in order to achieve quantitatively better bounds. Note that an inverse query can be
implemented using O(log N ) group-operation queries. Thus, a lower bound in a variant of
the generic group model without explicit inverse queries yields an equivalent lower bound
in our model up to a multiplicative logarithmic factor in N . However, in order to derive
meaningful bounds for the DDLog problem, we cannot afford to neglect logarithmic factors
in N and, therefore, we analyse the performance of protocols that can make explicit inverse
queries. We note that other works previously considered explicit inverse queries in GGM.
See, for example, Neven, Smart, and Warinschi [10] or Blocki and Lee [1].

3

We omit the subscript σ in Yσ when the encoding is clear from the context.
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O

ExpG
A (λ):
1. On input 1λ , the challenger C generates a secret x from a space of secrets X and
a challenge (c0 , c1 ) from the challenge space CHx . It forwards (1λ , c0 ) to A(0) and
(1λ , c1 ) to A(1) .
2. For i = 0, 1:
a. On input (1λ , ci ), the attacker A(i) makes queries to oracle O and receives
answers from the oracle.
b. The attacker A(i) chooses a guess xi ∈ X and sends it to C.
3. The output of the experiment is 1 if x1 − x0 = x and 0 otherwise.
Figure 1 Distributed unpredictability experiment.

Unpredictability application
The distributed discrete logarithm problem can also be seen as a problem of guessing
secret information given a challenge from some challenge space dependent on the secret. In
particular, the attacker tries to guess x given the challenge of the form g b , g b+x . Nevertheless,
the unpredictability application does not provide a good representation for this problem, as it
carries several differences compared to it. Especially, the attacker in the distributed discrete
logarithm problem is composed of two algorithms who cannot communicate and each of these
algorithms only gets to see half of the challenge, moreover, “to solve” the DDLog problem, is
to get the secret x secret-shared between these two algorithms, not known explicitly by any
of them. We call this special type of attacker a distributed attacker and we represent similar
problems by distributed unpredictability application.
▶ Definition 6 (Distributed attacker). A distributed attacker (A(0) , A(1) ) is a pair of independent PPT A(0) and A(1) , who cannot communicate. We say the distributed attacker runs
in the time T if each of A(0) and A(1) does not make more than T oracle queries during its
execution.
Below, we define a distributed unpredictability application, which captures the problem
of guessing some secret information x given a challenge from a challenge space CHx in the
generic group model.
▶ Definition 7 (Distributed unpredictability application). Let λ ∈ N be a security parameter.
A distributed unpredictability application G in the oracle O-model is defined by a space of
secrets X, a set of challenge spaces {CHx | x ∈ X}, where the elements of CHx are of form
(c0 , c1 ), a PPT challenger C with oracle access and an oracle O. We define the advantage
O
of the distributed attacker A = (A(0) , A(1) ) on G, denoted AdvG
A (λ), as the probability of
O
λ
success of A in the distributed unpredictability experiment ExpG
A (1 ) defined in Figure 1, i.e.,
h
i
O
GO
AdvG
A (λ) = Pr ExpA (λ) = 1 .
Now, we define the distributed discrete logarithm problem in the generic group model.
▶ Definition 8 (Distributed discrete logarithm application). Let λ ∈ N be a security parameter,
let N, W ∈ N, N > W and O be a group operation oracle. The (N, W )-distributed discrete
logarithm application GO
DDLog (N, W ) is a distributed unpredictability application in O-model,
where the space of secrets is X = {x | x ∈ Z ∩ [−W/2, W/2]}, the challenge space for x ∈ X
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is defined as CHx = {(σ(b), σ(b + x)) | σ ∈ IN,M , b ∈ ZN }, and the challenger C DDLog is
a PPT that samples b ← ZN and x from the set of integers in the interval [−W/2, W/2]
uniformly at random. Then C DDLog makes two forward queries b, b + x to the oracle and
passes (1λ , σ(b)) as a challenge to A(0) and (1λ , σ(b + x)) as a challenge to A(1) .

3.2

Preprocessing in the Generic Group Model

In this section, we introduce the definitional framework of the generic group model for
the algorithms with preprocessing. The framework is adapted from [5] with some small
adjustments in order to capture the distributed attacker. First, we define the preprocessing
oracle.
▶ Definition 9 (Preprocessing oracle). The preprocessing oracle O is an oracle formed by a
pair of oracles (Opre , Omain ), where Opre can only be queried during the offline phase of an
experiment, i.e., before the challenge is generated and Omain can only be queried in the online
phase of an experiment.
The attacker in the preprocessing model is composed of two algorithms, one of them
running in the offline phase and having access to Opre , the other one running in the online
phase and having an access to Omain .
▶ Definition 10 ((S, T )-attacker, [5, Definition 1]). Let S, T ∈ N and O = (Opre , Omain ) be
a preprocessing oracle. An (S, T )-attacker A = (A0 , A1 ) in the O-model consist of two
probabilistic algorithms:
1. A preprocessing algorithm A0 , which is computationally unbounded and which interacts
with Opre and outputs a bit-string of length at most S bits.
2. An online algorithm A1 , which takes as input an S-bit output of A0 and a challenge from
the challenger, then makes at most T queries to Omain , and outputs a guess.
Now, we define the notions of unpredictability application and distributed unpredictability
application in the preprocessing model. Definitions 12 and 13 correspond to Definitions 6
and 7 extended to the preprocessing model. The (S, T )-attacker (Definition 10) and the
unpredictability application with preprocessing (Definition 11) correspond to the model
used by [5], whereas the distributed (S, T )-attacker (Definition 12) and the distributed
unpredictability application with preprocessing (Definition 7) allow us to model the DDLog
problem with preprocessing in the generic group model.
The following definition formalizes the problem of guessing secret information x given a
challenge from a related challenge space CHx , while we allow the attacker to precompute
advice string before receiving the challenge.
▶ Definition 11 (Unpredictability application with preprocessing). Let λ ∈ N be a security
parameter. An unpredictability application with preprocessing G in the oracle (Opre , Omain )model is defined by a space of secrets X, a set of challenge spaces {CHx | x ∈ X}, a PPT
challenger C with oracle access to Omain and a preprocessing oracle (Opre , Omain ). We define
(Opre ,Omain )

G
the advantage of A on G, denoted AdvA
(λ), as the probability of success of A in the
(Opre ,Omain )
unpredictability experiment with preprocessing ExpG
(λ) defined in Figure 2, i.e.,
A
h
i
(Opre ,Omain )
(Opre ,Omain )
AdvG
(λ) = Pr ExpG
(λ) = 1 .
A
A

We say that an unpredictability application with preprocessing G is (S, T, ε)-secure in the
(Opre , Omain )-model if, for every (S, T )-attacker A and every λ ∈ N, it holds that
(Opre ,Omain )

AdvG
A

(λ) ≤ ε(λ).
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(Opre ,Omain )

ExpG
(λ):
A
1. The attacker A0 makes queries to oracle Opre and receives answers from the oracle.
2. At the end of its execution, A0 outputs an advice bit-string adv of maximal length
S bits and forwards adv to the online phase attacker A1 .
3. The challenger C generates a secret x from the space X and a challenge c from
the challenge space CHx . It forwards (1λ , c) to A1 .
4. On input (1λ , adv, c), the attacker A1 makes queries to the oracle Omain and
receives answers from the oracle.
5. The attacker A1 chooses a guess x′ ∈ X and sends it to C.
6. The output of the experiment is 1 if x = x′ and 0 otherwise.
Figure 2 Unpredictability experiment with preprocessing.

As the online attacker in the DDLog problem is not a single algorithm, yet an attacker
composed of two algorithms who cannot communicate, we need to introduce a definition of
such attacker in the preprocessing model.
▶ Definition 12 (Distributed (S, T )-attacker). Let S, T ∈ N and O = (Opre , Omain ) be a
(0)
(1)
preprocessing oracle. A distributed (S, T )-attacker A = (A0 , (A1 , A1 )) in the O-model
consist of three probabilistic algorithms:
1. A preprocessing algorithm A0 , which is computationally unbounded and which interacts
with Opre and outputs a bit-string of length S bits.
(0)
(1)
2. A pair of online algorithms (A1 , A1 ), which cannot communicate and each of which
takes as input an S-bit output of A0 and a challenge, then makes at most T queries to
Omain , and outputs a guess.
Now, we define the distributed unpredictability application with preprocessing, which
formalizes the problem of the distributed (S, T )-attacker’s online algorithms guessing additive
shares of secret information x, given a challenge from the related challenge space CHx .
▶ Definition 13 (Distributed unpredictability application with preprocessing). Let λ ∈ N be
a security parameter. A distributed unpredictability application with preprocessing G in
the oracle (Opre , Omain )-model is defined by a space of secrets X, a set of challenge spaces
{CHx | x ∈ X}, where the elements of CHx are of the form (c0 , c1 ), a PPT challenger C
with oracle access to Omain and a preprocessing oracle (Opre , Omain ). We define the advantage
(0)

(1)

(Opre ,Omain )

of a distributed (S, T )-attacker A = (A0 , A1 , A1 ) in G, denoted AdvG
(λ), as the
A
probability of success of A in the distributed unpredictability experiment with preprocessing
(Opre ,Omain )
DistExpG
(λ) defined in Figure 3, i.e.,
A
h
i
(Opre ,Omain )
G(Opre ,Omain )
AdvG
(λ)
=
Pr
DistExp
(λ)
=
1
.
A
A
We say a distributed unpredictability application with preprocessing G is (S, T, ε)-secure in
the (Opre , Omain )-model if, for every distributed (S, T )-attacker A and every λ ∈ N, it holds
(Opre ,Omain )

that AdvG
A

(λ) ≤ ε(λ).

Now, we define the DDLog problem with preprocessing in the generic group model.
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(Opre ,Omain )

DistExpG
(λ):
A
1. The attacker A0 makes queries to oracle Opre and receives answers from the oracle.
2. At the end of its execution A0 outputs an advice bit-string adv of maximal length
(0)
(1)
S bits and forwards adv to the online phase attackers A1 , A1 .
3. The challenger C generates a secret x from the space X and a challenge (c0 , c1 )
(0)
(1)
from the challenge space CHx . It forwards (1λ , c0 ) to A1 and (1λ , c1 ) to A1 .
4. For i = 0, 1 :
a. On input (adv, 1λ , ci ) the attacker A(i) makes at most T queries to oracle Omain
and receives answers from the oracle.
b. The attacker A(i) chooses a guess xi ∈ X and sends it to C.
5. The output of the experiment is 1 if x1 − x0 = x and 0 otherwise.
Figure 3 Distributed unpredictability experiment with preprocessing.

▶ Definition 14 (Distributed discrete logarithm application with preprocessing). Let λ ∈ N be
a security parameter, let N, W ∈ N, N > W . The (N, W )-distributed discrete logarithm
(Opre ,Omain )
application with preprocessing GDDLog
(N, W ) is a distributed unpredictability application
with preprocessing in (Opre , Omain )-model, where Opre is an oracle that samples σ ← IN,M
at the beginning of the experiment and Omain is a group operation oracle for the encoding
function σ, the space of secrets is X = Z ∩ [−W/2, W/2], the challenge space for x ∈ X is
defined as CHx = {(σ(b), σ(b + x)) | b ∈ ZN }. The challenger C DDLog is a PPT algorithm
that samples x ← X and b ← ZN . Then C DDLog makes two forward queries b, b + x to the
(0)
oracle Omain and passes (1λ , σ(b)) as a challenge to A1 and (1λ , σ(b + x)) as a challenge
(1)
to A1 .

3.3

The Auxiliary-Input and Bit-Fixing Models

Following the technique of [5], we define two different preprocessing oracles: Auxiliary-input
generic group oracle and Bit-fixing generic group oracle. The auxiliary-input generic group
oracle allows us to model the preprocessing experiment. Nevertheless, it seems difficult to
perform an analysis of complexity directly in this model, while the bit-fixing generic group
oracle offers a model that is easier to analyse. [5, Theorem 1] proved a relation between an
attackers’ success probabilities in these two models. We state this result in Proposition 16.
The auxiliary-input generic group oracle allows modelling the preprocessing experiments
for generic groups, in the sense that the interface Opre allows the offline attacker to see the
entire group structure, i.e., the mapping σ. Then, A0 can choose a bit-string of maximal
length S and pass it to the online phase attacker A1 as an additional input.
On the other hand, the bit-fixing generic group oracle allows the offline attacker to fix P
points (a, s) ∈ ZN × Y and the mapping σ is chosen afterwards, in the way that it respects
these fixed points.
▶ Definition 15. We define:
Auxiliary-input generic group oracle AI-GG(N, M ) is a pair (Opre , Omain ), where:
Opre : Samples σ ← IN,M and outputs σ.
Omain : Answers forward queries, group-operation queries, and inverse queries using σ
sampled by Opre .

P. Hubáček, Ľ. Jančová, and V. Králová

6:11

Bit-fixing generic group oracle BF-GG(P, N, M ) is a pair (Opre , Omain ), where:
Opre : Samples Y ⊂ [M ] of size N uniformly at random, takes as input at most P ∈ N
pairs of the form (a, s), a ∈ ZN , s ∈ Y with no collisions, and samples σ uniformly
at random from the subset of IN,M containing all the injections consistent with the
sampled image Y and the given fixed points.
Omain : Answers forward queries, group-operation queries, and inverse queries using σ
sampled by Opre .
▶ Proposition 16 ([5, Theorem 1]). Let P, N, M ∈ N, N ≥ 16 and γ > 0. Consider a
(S, T, ε′ )-secure unpredictability application with preprocessing G in the BF-GG(P, N, M )model. If P ≥ 6(S + log γ −1 ) · TGcomb , then G is (S, T, ε)-secure in the AI-GG(N, M )-model
for ε ≤ 2ε′ + γ. Where TGcomb denotes the combined number of queries of the attacker and
the challenger.
Proof. For the proof we refer to [5, Appendix A].

◀

Importantly, Proposition 16 was formulated in [5] only for (S, T, ε)-secure unpredictability
applications with preprocessing, while not considering distributed applications. However,
we are interested in proving upper bounds on the success probability of an attacker in
the distributed discrete logarithm application with preprocessing, which is a distributed
unpredictability application with preprocessing. If we applied Proposition 16 to the DDLog
problem directly, we would be forced to represent the distributed attacker as a non-distributed
attacker in the BF-GG(P, N, M )-model, i.e., an attacker with an online algorithm that gets
both challenges and performs up to 2T oracle queries. Then, we would apply the theorem on
this stronger attacker and we would obtain the bounds in the AI-GG(N, M )-model. Thus, the
clear disadvantage of the distributed attacker of having the challenge given to two separate
algorithms that are not allowed to communicate cannot be exploited in the BF-GG(P, N, M )model before applying the Proposition 16. Overall, this approach leads to loose bounds on
the success probability of the distributed attacker. Nevertheless, our central observation is
that the theorem holds in the same way for a distributed attacker.
We also remark that the generic group model used in [5] does not allow the attacker
to perform inverse queries. This approach is justified by the fact that the authors apply
Proposition 16 to derive bounds precise up to polylogarithmic factors in N . The inverse
of an element x in a group of order N is equal to xN −1 . Therefore, applying the standard
square-and-multiply algorithm, we can simulate the inverse operation using O(log N ) groupoperations. Thus, the analysis in a version of the generic group model without the inverse
queries translates to the result precise up to polylogarithmic factors in N in a model where
these queries are allowed. However, we seek to get bounds for the DDLog problem without
neglecting logarithmic factors in N , and, therefore, we explicitly include the inverse query in
our generic group model. We note that Proposition 16 holds also in our version of the generic
group model. We explain the siginificant differences in more detail in the proof sketch of
Theorem 17 below.
▶ Theorem 17. Let P, N, M ∈ N, N ≥ 16 and γ > 0. Consider a (S, T, ε′ )-secure distributed
unpredictability application with preprocessing G in the BF-GG(P, N, M )-model. If P ≥
6(S + log γ −1 ) · TGcomb , then G is (S, T, ε)-secure in the AI-GG(N, M )-model for ε ≤ 2ε′ + γ.
Where TGcomb denotes the combined number of queries of the attacker and the challenger.
Proof sketch. The proof follows from the proof of Proposition 16 stated in [5, Appendix A]
replacing the (S, T )-attacker with preprocessing by a distributed (S, T )-attacker with preprocessing.
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In order to prove [5, Theorem 1], the authors first prove closeness of two distributions of
encoding functions, in the sense that they bound the probability that a distinguisher which
is allowed to make T forward (query a ∈ ZN is answered by σ(a)) and backward (query
l ∈ [M ] is answered by σ −1 (l)) oracle queries succeeds to guess from which distribution the
encoding function σ of ZN on [M ] was chosen. In fact, this part of their proof is general and
can be applied in the same manner in the setting with distributed attackers.
Then, to prove Proposition 16, they construct an (S, T )-attacker A′ = (A′0 , A′1 ) for the
BF-GG(P, N, M ) oracle model from an (S, T )-attacker A = (A0 , A1 ) for the AI-GG(N, M )
oracle model. Their A′1 is defined as A1 and their A′0 first simulates A0 to get the advice
string and, based on it, it fixes at most P points in the encoding function. Thus, A′0 forces
the oracle to choose the encoding function from a convenient distribution. Then, they let
the distinguisher D for the encoding function internally run the online algorithm A1 on the
advice string calculated by A0 and, subsequently, the challenger C for the unpredictability
experiment with preprocessing. The output of the distinguisher is defined as the output of
the unpredictability experiment with preprocessing resulting from the interaction of A1 and
C. The probability of the distinguisher outputting 1 corresponds either to the probability of
success of A in the AI-GG(N, M ) oracle model or to the probability of success of A′ in the
BF-GG(N, M ) oracle model, depending on which distribution was σ chosen from. Due to the
bound on the distinguishing probability between the two aforementioned distributions, they
get a relation between the success probabilities of A in the AI-GG(N, M )-model and A′ in
the BF-GG(P, N, M )-model stated in the theorem, which concludes their proof.
If we replace the attacker A by a distributed attacker and define A′ in the same way as
in the original proof, A′ will also be a distributed attacker (as the online algorithms of A
and A′ are defined to be the same) and we can perform the proof in the very same fashion
as in [5] and get the same results for the distributed attacker.
The proof of Proposition 16 can also be adapted to the version of generic group model
which allows inverse queries. When the distinguisher D simulates A1 and C, it must provide
the answers to their oracle queries. In their proof, [5] only dealt with the forward query, which
D passes as a forward query to its oracle and passes the answer back, and the group-operation
query, which is a query of the form (a1 , a2 ) ∈ [M ]2 , answered by σ(σ −1 (a1 ) + σ −1 (a2 )). The
group-operation query is simulated by D by performing two backward queries σ −1 (a1 ), σ −1 (a2 )
and one forward query σ(σ −1 (a1 ) + σ −1 (a2 )) to its oracle. In our case, we have to deal
also with the inverse query, which is a query of the form a ∈ [M ], answered by the element
corresponding to the inverse of a. This query can be simulated as one backward query σ −1 (a)
and one forward query σ(−σ −1 (a)). As in the original proof, our distinguisher makes at
most 3T comb queries, where T comb is the combined number of queries of A1 and C. The rest
of the proof is the same, and the same results follow.
◀

4

Lower Bounds for DDLog with Preprocessing in the Generic Group
Model

Now, we present our main theorem giving an upper bound on the success probability of a
distributed attacker with preprocessing in the DDLog problem. Our theorem is based on [5,
Theorem 10], which examines the discrete logarithm problem in the preprocessing model.
The structure of our proof is similar to the one of [5, Theorem 10]. However, if we simply
adjusted the proof of [5, Theorem
to our case,
 10]
 we would get the bound for the success
2
2
probability of an attacker ε = O ST +TW·log(W ) .

P. Hubáček, Ľ. Jančová, and V. Králová

6:13

Nevertheless, the distributed attacker allows us to make a more careful analysis and
obtain quantitatively better results. As the distributed attacker is a weaker attacker than its
non-distributed representation, we can obtain a tighter bound in the BF-GG(P, N, M ) oracle
model. Then, we translate this bound to the AI-GG(N, M ) oracle model using Theorem 17.
▶ Theorem 18. Let N, W ∈ N, N > W , N be a prime. The (N, W )-distributed disAI-GG(N,M )
(N, W ) is (S, T, ε)-secure in the
crete logarithm application with preprocessing GDDLog
AI-GG(N, M )-model for any
 2

T
max{S, log W } · T 2
ε=O
+
,
W
N
where W denotes the length of the interval in the DDLog problem. Furthermore, if N ≥
W · log(W ) the theorem holds for
 2

T
S · T2
ε=O
+
.
W
N
The proof of Theorem 18 is given in Appendix A.
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A

Proof of Theorem 18

We start with a short overview of the proof. In order to bound the advantage of a distributed
attacker in the AI-GG(N, M )-model, we analyse its advantage in the BF-GG(P, N, M )-model
and we use Theorem 17 to translate this bound to the AI-GG(N, M )-model. To bound the
attacker’s advantage in the BF-GG(P, N, M )-model, we construct an alternative experiment,
where we answer the attacker’s queries with randomly chosen elements, while we keep answers
consistent in between themselves maintaining a table of already seen elements. The secrets
x ∈ Z ∩ [−W/2, W/2] and b ∈ ZN are chosen uniformly at random from the respective sets
at the end of the experiment, after the attacker outputs its guess. Then, we express the
probability of success of the distributed attacker in this alternative experiment and we bound
the probability that the distribution of query responses given in the alternative experiment
differs from the one that would be given in an honest execution (Lemmas 20 and 21). This
gives us the bound on the attacker’s advantage in the BF-GG(P, N, M )-model.
Now, we proceed with the formal proof of the theorem. First, consider the interaction
(0)
(1)
of A = (A0 , A1 , A1 ) with C DDLog in the BF-GG(P, N, M )-model, during which the Opre
outputs Y, the image of σ. In the rest of the proof, we condition on the choice of Y. Next,
we define an alternative experiment, during which we construct a table of pairs (v(X), s),
where s ∈ Y and v(X) ∈ ZN [X, B] is a formal polynomial corresponding to the preimage of
s under σ. The experiment and, correspondingly, the construction of the table proceed as
follows:
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1. A0 fixes σ in at most P points (a, s), a ∈ ZN , s ∈ Y. We add each such point to the
table as a pair (a, s), where a is a constant polynomial.
(0)
2. To create the challenge sb ∈ Y for A1 , C DDLog chooses sb from all unused values in Y
uniformly at random. The pair (B, sb ) is stored in the table.
(0)
3. The execution of A1 :
a. Upon a forward query q ∈ ZN the table is checked for the occurrence of q ∈ ZN [X, B]
as a constant polynomial. If such occurrence is found, we respond by the corresponding
sq ∈ Y that occurs in the table in a pair with q. Otherwise, we sample sq uniformly at
random from all the unused values in Y and we store the pair (q, sq ) in the table.
b. To a group-operation query (s1 , s2 ) we respond by ⊥ if s1 or s2 is not in Y. Otherwise,
if s1 is not in the table, we sample a1 uniformly at random from all unused values in ZN
and we store the pair (a1 , s1 ) in the table. The same applies for s2 . Afterwards, both
s1 , s2 are already stored in the table in pairs with some polynomials u1 , u2 ∈ ZN [B].
We check the table for an occurrence of the polynomial u1 + u2 . If there is a record
(u1 + u2 , s3 ) for some s3 ∈ Y in the table, we respond by s3 to the query. Otherwise
we sample s3 uniformly at random from all unused values in Y, we store (u1 + u2 , s3 )
in the table, and we respond by s3 to the query.
c. To an inverse query s1 , we respond by ⊥ if s1 ̸∈ Y. If s1 ∈ Y and s1 is not in the table,
we sample u uniformly at random from all unused values in ZN and we append the pair
(u, s1 ) to the table. Now, s1 is in the table in pair with some polynomial u ∈ ZN [B].
We check the table for an occurrence of (N − 1) · u, if such entry ((N − 1) · u, s2 ) is
found for some s2 ∈ Y, we answer the query by s2 . Otherwise, we sample s2 uniformly
at random from all unused labels from Y, answer the query by s2 , and we add the pair
((N − 1) · u, s2 ) to the table.
(0)
d. At the end of its execution, A1 outputs x0 .
(1)
4. To create the challenge sb+x for A1 , C DDLog chooses sb+x from all unused values in Y
uniformly at random. The pair (B + X, sb+x ) is stored in the table.
(1)
(0)
5. The execution of A1 is handled in the same way as the execution of A1 . Except if
(1)
A1 queries a group-operation query (s1 , s2 ) such that either (α · B + β, s1 ), or
(α · B + β, s2 ), for some α, β ∈ ZN , α ̸= 0 is already in the table, or
(1)
A1 queries an inverse query s1 such that (α · B + β, s1 ) for some α, β ∈ ZN , α ̸= 0 is
already in the table.
We denote the event when either one of the above bullet points happens as F . If the
event F occurs, we answer the query by ⊥ and we do not append anything to the table.
(1)
At the end of its execution, A1 outputs x1 .
6. C DDLog chooses x uniformly at random from all integers in [−W/2, W/2] and b uniformly
at random from ZN . C DDLog outputs 1 if and only if x1 − x0 = x.
Note that all of the polynomials in the table at the end of the execution are distinct, as
we always first check for an occurrence of a polynomial before adding it to the table. We
define a collision event, denoted E, as the event when, after a substitution of the values
x, b chosen by C DDLog for the variables X, B (respectively) in the polynomials in the table,
there exist two entries (a, s) and (a, s′ ) in the table such that s ̸= s′ . Note that the event E
corresponds to a discrepancy in the query responses to the attacker. In other words, there is
no encoding function σ such that all of our query responses would be correct because we
associated the image of a with two distinct elements s, s′ . If the event E does not occur
and the event F does not occur either then there exists an encoding function σ compatible
with all of our query responses. Furthermore, as we always choose the elements uniformly
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at random from the appropriate sets, also the distribution of responses in the alternative
experiment is identical to the distribution of responses in the real unpredictability experiment
with preprocessing.
Thus, the distribution of answers seen by A in the alternative experiment differs from the
one in the honest experiment only if at least one of the events E, F occurs. We bound the
probability that the execution differs from the honest execution by bounding the probability
Pr[E ∪ F ] ≤ Pr[E | ¬F ] + Pr[F ].
Below, we introduce a lemma that characterizes the structure of the contents of the table
at the end of the alternative experiment.
▶ Lemma 19. At most 2T + 2 non-constant polynomials are in the table at the end of the
execution of the alternative experiment. Moreover,
1. at most T + 1 of those are of the form αB + β, for some α, β ∈ ZN , α ̸= 0 (we say
(0)
“polynomials of type 1”) and they were added either as the challenge for A1 in the step 2
or as a polynomial corresponding to a group-operation query response during the execution
(0)
of A1 in the step 3 b, or as a polynomial in pair with a response to an inverse query in
the step 3 c. Furthermore, the value s ∈ Y in pair with such polynomial in the table is
(1)
never returned as an answer to a query made by A1 . Also,
2. at most T + 1 of non-constant polynomials in the table are of the form α(X + B) + β,
for some α, β ∈ ZN , α =
̸ 0 (we say “polynomials of type 2”) and they were added either
(1)
as the challenge for A1 in the step 4 or as a polynomial corresponding to a group(1)
operation query response or inverse query response during the execution of A1 in step 5.
Furthermore, the value s ∈ Y in pair with such polynomial in the table is never returned
(0)
as an answer to a query made by A1 .
There are no non-constant polynomials in the table of forms different than the polynomials of
type 1 and 2.
Proof of Lemma 19. First, notice that a non-constant polynomial can only be introduced in
the table in a pair with a challenge sb , sb+x , or in a pair with a response to a group-operation
or inverse query, where at least one of the queried elements s1 , s2 or the queried element s1
(for the inverse query) has already been in the table in pair with a non-constant polynomial.
As there are two challenges and at most 2T queries performed by the distributed attacker,
there is at most 2T + 2 non-constant polynomials in the table at the end of the execution.
Next, we show that the second part of the lemma holds. Notice that the first polynomial
with a non-zero coefficient next to the variable X is added to the table with the challenge sb+x
in the step 4. Therefore, the polynomials with a non-zero coefficient next to the variable X
can be added to the table as a result of a group-operation query or an inverse query only after
this moment. Since there are at most T queries performed after this moment, there cannot
be more than T + 1 polynomials with a non-zero coefficient next to the variable X, and, thus,
not more than T + 1 polynomials of type 2. Furthermore, when a new polynomial is added
to the table, we sample its pair value s from the unused values in Y. As the polynomials
(0)
of type 2 appear in the table only after the end of execution of A1 , none of the values s
(0)
in pairs with such polynomials could have been returned as an answer to a query made by A1 .
Next, we prove that, at the end of the alternative experiment, there are no non-constant
polynomials of forms different than polynomials of type 1 and 2 in the table.
Recall that non-constant polynomials are only being added to the table in the challenge
pair, during a group-operation query as a sum of two polynomials already present in the
table, where at least one of them is non-constant, or during an inverse query as an (N − 1)
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multiple of a polynomial in pair with the queried element if it is non-constant. Therefore, it is
obvious that all polynomials in the table are at most of degree one in both B and X. Now, it
is enough to show there is no polynomial of the form α1 B + α2 X + β, where α1 , α2 , β ∈ ZN ,
α2 =
̸ 0, α1 ̸= α2 that we refer to as a “polynomial of type 3”. We already know no polynomial
of this form has been added to the table before the step 4 of the experiment because all of the
polynomials until this step are of degree zero in the variable X. The polynomial added with
the challenge in step 4 is X + B, which is a polynomial of type 2. Therefore, it is enough to
look at the polynomials added to the table during step 5. We prove by induction that no
non-constant polynomials of type different than type 2 are added to the table during step 5.
Suppose no non-constant polynomials different than type 2 were added to the table during
step 5 before the i-th query in step 5. For i = 1, the assumption holds trivially. We prove
the inductive step for i + 1 next. By the inductive hypothesis, it follows that there are no
polynomials different from the constant polynomials, polynomials of type 1, and polynomials
of type 2 before the i-th query of step 5 in the table. In case i-th query is a forward query,
either a constant polynomial or no polynomial is added to the table. In case the i-th query
is a group operation query (s1 , s2 ), the following cases can occur:
1. At least one of the pair s1 , s2 is not in Y. Then ⊥ is returned and no polynomials are
added to the table.
2. Both s1 , s2 lie in Y, and either none of them is in the table or one of them is in the table
in pair with a constant polynomial and the other one is not in the table or both are in
the table in pair with a constant polynomial. Then, only constant polynomials are added
to the table.
3. Both s1 , s2 lie in Y, one of them is in the table in pair with a polynomial of type 2, and
the other one is not in the table, is in the table in pair with a constant polynomial, or is
in the table in pair with a polynomial of type 2. Then, the response will be in the table
in pair with a polynomial of type 2 or a constant polynomial.
4. Both s1 , s2 lie in Y and one of them is in the table in pair with a polynomial of type 1.
Then, the query is answered by ⊥ and no polynomials are added to the table.
In case the i-th query is an inverse query s1 , the following cases can occur:
1. The element s1 does not lie in Y. Then, ⊥ is returned and no polynomials are added to
the table.
2. The element s1 lies in Y and s1 is not in the table, or it is in the table in a pair with a
constant polynomial. Then, only constant polynomials are added to the table.
3. The element s1 lies in Y and s1 is in the table in a pair with a polynomial of type 2.
Then, the response is in the table in pair with a polynomial of type 2.
4. The element s1 lies in Y and s1 is in the table in pair with a polynomial of type 1. Then,
the query is answered by ⊥ and no polynomials are added to the table.
By the above exhaustive case-analysis, no non-constant polynomial of type different than
type 2 was added during the i-th query. Therefore, no non-constant polynomial of type
different than type 2 was added during step 5. Thus, no non-constant polynomials of forms
different than the polynomials of type 1 and 2 are in the table at the end of the execution of
the alternative experiment.
Part 1 of the lemma follows from the fact that no non-constant polynomial of type
(1)
different than type 2 is being added to the table during the execution of A1 . More precisely,
the polynomials of type 1 can only be introduced in the table in a pair with the challenge sb
(0)
or in a pair with a response to a group-operation query or an inverse query by A1 . Since
(0)
A1 makes at most T queries, at most T + 1 polynomials of type 1 are in the table at the
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end of the execution. By the analysis of the possible group-operation and inverse query
responses during step 5, an s in a pair with a polynomial of type 1 is never returned as an
(1)
answer to a query made by A1 . This concludes the proof of Lemma 19.
◀
The following lemma bounds the probability Pr[E | ¬F ] (Due to space restrictions, the
proof of the lemma appears in the full version).
▶ Lemma 20. The probability Pr[E | ¬F ] can by bounded as follows
Pr[E | ¬F ] ≤

(T + 1)2
(2T + 2) · (P + 6T + 1)
+
.
W
N

In the following lemma, we bound the probability Pr[F ] (Due to space restrictions, the
proof of the lemma appears in the full version).
▶ Lemma 21. The probability Pr[F ] can be bounded as follows
Pr[F ] ≤

2 · T · (T + 1)
.
N − (P + 5T )

By the above Lemmas 20 and 21, we get
Pr[E ∪ F ] ≤

(2T + 2) · (P + 6T + 1)
2 · T · (T + 1)
(T + 1)2
+
+
.
W
N
N − (P + 5T )

Since x is chosen at the end of the experiment uniformly at random from the integer
values in the interval [−W/2, W/2] in the alternative experiment, the success probability of
any A in the alternative experiment is at most 1/W . By the union bound, we can bound
the success probability ε′ of A in the standard experiment as
ε′ ≤

2 · T · (T + 1)
(T + 1)2 + 1 (2T + 2) · (P + 6T + 1)
+
+
.
W
N
N − (P + 5T )

In the rest of the proof, we assume that N ≥ 16 (required by Proposition 16). This can
be done without loss of generality since we are proving an asymptotic bound. Now, we apply
Theorem 17 in order to bound the attacker’s success probability ε in the AI-GG(N, M )-model.
It holds that TGcomb
DDLog = 2T + 2, and we set γ := 1/W and P := 6(S + log(W )) · (2T + 2). By
Theorem 17, we get that
ε ≤ 2 · ε′ + γ
≤

2 · (T + 1)2 + 3 2 · (2T + 2) · (P + 6T + 1)
4 · T · (T + 1)
+
+
.
W
N
N − (P + 5T )

In the rest of the proof, we assume T ≥ 72. Note that, after proving our result for the
attackers with T ≥ 72, we can bound the advantage of an attacker making less queries
as follows. Suppose an attacker A makes 0 < T < 72 queries during its execution. Note
that any attacker B making T̃ := 72 · T queries
 2can simulate A. However,
 by our result,
T̃
max{S, log W } · T̃ 2
we can bound the advantage of B as ϵB = O
+
. Therefore, the
W
N
advantage
by this expression and, as T̃ = 72 · T , it also holds that
 ϵ2A of A is also bounded2 
T
max{S, log W } · T
ϵA = O
+
.
W
N
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Furthermore, assume that N ≥ 72 · max{S, log(W ), 1} · T . Otherwise if N < 72 ·
max{S, log(W ), 1} · T 2
max{S, log(W ), 1} · T ≤ max{S, log(W ), 1} · T 2 , then
> 1 and the
N
theorem’s bound is looser than ε = O(1), which holds trivially. Thus, we get
N − (P + 5T ) = N − (6(S + log(W )) · (2T + 2) + 5T )
≥ N − (12 · max{S, log(W ), 1} · (2T + 2) + 5T )
≥ N − 36 · max{S, log(W ), 1} · T
≥ N/2.
Consequently, for the sum of the second and the third term, we have
2 · (2T + 2) · (P + 1 + 6T )
4 · T · (T + 1)
+
N
N − (P + 5T )
2 · (2T + 2) · (P + 1 + 6T ) 8 · T · (T + 1)
≤
+
N
N
4 · (T + 1)(P + 1 + 8T )
=
N
4 · (T + 1)(6 · (S + log W )(2T + 2) + 1 + 8T )
=
N
48 · (T + 1)2 · (S + log W ) + (4T + 4) · (1 + 8T )
=
N
96 · max{S, log(W )} · (T + 1)2 + (4T + 4) · (1 + 8T )
≤
N
192 · max{S, log(W ), 1} · T 2
≤
,
N
where the last inequality holds as we assume T ≥ 72. Specifically, for all T ≥ 72, it holds
that
96T 2 ≥ 96 · (2T + 1) + (4T + 4) · (1 + 8T ) = 32T 2 + 228T + 100,
which we use to bound the sub-quadratic terms in T in the nominator.
Therefore, it holds that
 2

192 · max{S, log(W ), 1} · T 2
T
max{S, log(W )} · T 2
3T 2
ε≤
+
=O
+
.
W
N
W
N
Furthermore, if N ≥ (W · log(W )) then we get that
3T 2
192 · max{S, 1} · T 2
192 · log(W ) · T 2
+
+
W
N
N
 2

192 · max{S, 1} · T 2
192 · T 2
T
S · T2
3T 2
+
+
=O
+
.
≤
W
N
W
W
N

ε≤

The above bounds establish Theorem 18.
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1

Introduction

In this note, we consider private simultaneous message (PSM) protocols. In this setting,
we are given as public input a function f : [N ]k → {0, 1}.1 There are k parties, each with
private inputs x1 , x2 , . . . , xk and access to a shared random string. Each party sends a single
message to a referee in such a way that the referee can reconstruct f (x1 , x2 , ..., xk ) but learns
no other information about the private inputs. The communication complexity, or size, of a
PSM protocol is the total number of bits sent by all parties.

1

We write f : {{0, 1}n }k → {0, 1}, where n = log2 (N ), interchangeably.
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The (2-party) PSM model was introduced as an elegant variant of secure computation
by Feige, Kilian, and Naor in 1994 [8], and readily extended to the k-party case by Ishai
and Kushilevitz [11]. The simple protocol structure makes the model an attractive proving
ground for understanding the “cost of privacy” (i.e., communication complexity) in secure
computation over distributed protocols with no privacy or security guarantees.
In addition to their theoretical importance, PSM protocols have practical import because
they readily decompose into an expensive offline phase and an efficient single-message online
phase.2
Significant progress on upper and lower bounds on the communication complexity of
PSM has occurred since its introduction. In 2019, Assouline and Liu, building on the work of
Beimel, Kushilevitz, and Nissim [5, 6], demonstrated a general PSM protocol with complexity
Ok (N (k−1)/2 ) for infinitely many k [2]. Also in 2019, Applebaum, Holenstein, Mishra, and
Shayevitz [1] patched up a hole in the original PSM paper to establish a 3n − O(log(n))
lower bound for the two party case. This bound can be trivially extended to the k-party
case by dividing the input of a boolean function on kn bits between k parties, in which case
the bound becomes 3kn − O(log(n)).
The PSM setting can also be viewed as the addition of a security requirement to simultaneous multi-party communication complexity. Although the number-on-forehead model,
in which players can see every input but their own, is more common in this setting, perfect
multi-party PSM corresponds well to the deterministic number-in-hand model, in which
k parties receive inputs x1 , x2 , · · · , xk and send messages that allow a referee to compute
f (x1 , x2 , · · · , xk ). Ω(kn) lower bounds exist in this setting (see, for example, [9]). Every
multi-party PSM protocol with perfect correctness can be converted to a deterministic
simultaneous number-in-hand communication protocol by fixing a shared random string, so
these lower bounds apply to our setting.
A final related notion is that of randomized encodings, which originate from Yao’s garbled
circuits [15] and were elaborated by Ishai and Kushilevitz [12]. A randomized encoding
of a function f : {0, 1}k → {0, 1} is a function fˆ that takes as input x ∈ {0, 1}k and a
random string r. For any r, given fˆ(x, r) it must be possible to recover f (x) but no other
information about x. A randomized encoding is decomposable if fˆ(x, r) can be written
(fˆ1 (x1 , r), fˆ2 (x2 , r), ..., fˆn (xk , r)); that is, if every bit of the output depends only on a single
bit of x. Thus a DRE immediately implies a PSM protocol: parties compute the relevant
portions of fˆ using their shared randomness and send them to the referee. Moreover, a
k-party PSM scheme in which every party receives exactly one bit is a DRE. A recent
paper by Ball, Holmgren, Ishai, Liu, and Malkin establishes Ω(k 2 /log(k)) lower bounds on
the communication complexity of DREs, implying corresponding lower bounds on PSM
protocols [3]. Their result relies on a measure of function complexity first introduced by
Nečiporuk in 1966 [13] and subsequently used to prove lower bounds on the sizes of formulas,
branching programs and span programs [4, 7].
In this note, we introduce a new variant of Nečiporuk’s measure of function complexity
(as defined in [3]) and show it suffices to extend the approach of [3]: demonstrating that PSM
complexity is lower-bounded by our modified Nečiporuk measure. We give two natural examples of explicit functions with modified Nečiporuk measure Ω(k 2 n/ log(kn)) and additionally
show that nearly all functions have such measure. Our main result is the following theorem:

2

This paradigm has gained significant traction in recent years. However, typical use cases require stronger
security requirements than that provided by PSM, such as resilience to the referee colluding with senders
(Non-Interactive Secure Multiparty Computation). Note that lower bounds on the communication
complexity of PSM protocols immediately extend to lower bounds on its stronger cousins.
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▶ Theorem 1. As long as k = ω(log(n)), there exist (explicit) functions f : [N ]k → {0, 1}
such that any perfect PSM X for f has size
|X | ≥

k2 n
− O(kn).
2 log2 (kn)

To the best of our knowledge, this is the first unconditional, explicit 3 lower bound on the
communication of PSM that increases with k and n, the first to grow quadratically with k,
as well as the best in the many-party (k = ω(log(n))) setting.
In Appendix B, we argue that significantly better bounds (i.e., ω(k 2 n)) will likely require
very different techniques due a certain kind of natural proof barrier [14] which may be of
independent interest.

2

Preliminaries

▶ Definition 2 (PSM Protocol). A PSM protocol (M, R, (Π)i∈[k] , Ref) for a function f :
[N ]k → {0, 1} specifies a message space M , a randomness space R, a tuple of functions,
Πi : [N ] × R → M for i ∈ [k], and a referee Ref : [M ]k → {0, 1}. It must satisfy that for
every input x ∈ [N ]k and every r ∈ R,

Ref (Πi (xi , r))i∈[k] = f (x)
(perfect correctness), and that for all x, y ∈ [N ]k such that f (x) = f (y), when r is sampled
uniformly from R,
{(Πi (xi , r))i∈[k] }r∼R ≡ {(Πi (yi , r))i∈[k] }r∼R
(perfect security).
Informally, each function Πi captures the behavior of one of the k agents. Given an input
in [N ] and a shared random string drawn from R, each agent produces a private message
m ∈ M that is sent to the referee. The referee evaluates f based on the messages she receives.
Correctness and security requirements ensure that the referee always evaluates f correctly
but never learns any other information about the input.
For this note, we consider perfect correctness and security. This choice keeps our
presentation tidy while focusing on our contribution, which is a modification of Nečiporuk’s
measure and the extension of [3] to the multiparty PSM setting. The perfect security case
highlights the core conceptual techniques of [3]. The result extends to multiparty PSMs with
statistical or even (nonuniform) computational security, following the presentation of [3].
The traditional definition of the PSM setting is provided for completeness and comparison.
For our investigation, it will be convenient to use the following equivalent definition of a
PSM.
▶ Definition 3 (Random Family Definition of PSM). A PSM protocol for a function f : [N ]k →
{0, 1} is a family of random variables
i∈[k]

X = (Xji )j∈[N ]
3

Applebaum et al. [1] show a random function requires high communication unconditionally. They
only construct an explicit function with high communication under a hardness assumption on conondeterministic circuits. In contrast, we give an unconditional explicit lower bound.
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supported on M and a referee function Ref such that for all x ∈ [N ]k ,
Pr[Ref((Xxii )i∈[k] ) = f (x)] = 1
(correctness) and for all x, y such that f (x) = f (y), we have
(Xxii )i∈[k] ≡ (Xyii )i∈[k]
(security).
▶ Definition 4 (PSM size [3]). The size of a PSM X is
X
|X | = max
⌈log2 (|Supp(Xxii )|)⌉,
x∈[N ]k

i∈[k]

where Supp(Y) indicates the support of Y.
This coincides with the multiparty extension of Applebaum et al.’s definition of size as
log |A| + log |B|, where A and B are the message spaces of the two parties, in the two party
case. This notion of size corresponds to the sum of the channel widths required by the
sending parties.

3

A Measure of the Complexity of a Function

To lower bound PSM size, we use Nečiporuk’s measure of function complexity, which counts
the maximum number of distinct nonzero restrictions of a boolean function over any partition
of the input. For any subset S ⊆ [k], we write S to denote [k] \ S, and fS|z to indicate the
restriction of f to S in which the coordinates corresponding to S are fixed to the vector
z ∈ {0, 1}S .
▶ Definition 5 (Nečiporuk’s Measure [13, 3]). Let f : {0, 1}k → {0, 1} be any boolean function.
For any subset S ⊆ [k], define
gS (f ) := log2 (|{fS|z : z ∈ {0, 1}S , fS|z ̸≡ 0}|).
For any positive integer m ≤ k, let V = (V1 , V2 , ..., Vm ) denote an m-partition of [k]. The
P
measure is G(f ) := maxV Vi ∈V gVi (f ).
We are interested in functions that take boolean input in {{0, 1}n }k . Unlike in the DRE
setting, each message sent to the referee depends collectively on n bits of the input. Thus,
when we restrict functions, we will need to carefully distinguish between inputs in {0, 1}n
in which all bits are restricted and inputs in {0, 1}n in which only some bits are restricted.
This requires a corresponding modification of Nečiporuk’s measure.
▶ Definition 6 (First-Bit Restriction). For any function f : {{0, 1}n }k → {0, 1} and any set
S ⊆ [k], the first-bit restriction of f to S using (α, β) is the function
fS|(α,β) : {0, 1}S → {0, 1}
defined by restricting the inputs as follows:
1. Fix the n-bit inputs corresponding to S to α ∈ {{0, 1}n }S .
2. Fix the last n − 1 bits of each n-bit input corresponding to S to the values described by
β ∈ {{0, 1}n−1 }S .
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Thus a first-bit restriction of f to the set S is a boolean function on |S| bits.4
▶ Definition 7 (Modified Nečiporuk’s Measure). Let f : {{0, 1}n }k → {0, 1} be a function.
For any subset S ⊆ [k], define
gS∗ (f ) :=

max

β∈{{0,1}n−1 }S

log2 (|{fS|(α,β) : α ∈ {{0, 1}n }S , fS|(α,β) ̸≡ 0}|).

For any positive integer m ≤ k, let V = (V1 , V2 , ..., Vm ) denote an m-partition of [k]. The
P
measure is G∗ (f ) := maxV Vi ∈V gV∗i (f ).
We can easily bound the largest possible Modified Nečiporuk Measure for any boolean
function.
▶ Proposition 8. For any boolean function f : {{0, 1}n }k → {0, 1},
G∗ (f ) ≤

k2 n
.
log2 (kn)

Proof. For any S ⊆ [k], gS∗ (f ) ≤ (k − |S|)n as α can take no more than 2(k−|S|)n different
values. Moreover, gS∗ (f ) ≤ 2|S| , the log of the number of distinct |S|-bit boolean functions.
Balancing these two restrictions gives the upper bound.
◀
In Section 4, we show examples of functions with large modified Nečiporuk measure.
Then, in Section 5, we show that modified Nečiporuk measure is a lower bound on PSM
complexity. Together, these results imply Theorem 1.

4

Functions with Large Modified Nečiporuk Measure

For k = ω(log(n)), many functions have modified Nečiporuk measure that is asymptotically
optimal. For instance:
▶ Proposition 9 (Modified Nečiporuk Measure of Random Functions). As long as k = ω(log(n)),
a random function f : {{0, 1}n }k → {0, 1} has
G∗ (f ) ≥

k2 n
− kn − 1
log2 (kn)

with probability at least 1 − exp(−N log2 (kn) ).
We prove Proposition 9 in Appendix A. In addition to most randomly sampled functions,
we describe two explicit functions with optimal modified Nečiporuk measure. The first is a
straightforward generalization of the distinct elements function.

4

One can consider a generalization of first bit restrictions by allowing α to specify a sequence of pairs
from some partitioning of the input domains {0, 1}n into pairs, and allowing “free variables” in the
restricted function to correspond to evaluating f on either the first or second string in the pair. Suitably
modifying G∗ with such restrictions should yield identical bounds on PSM complexity. However, the
present definition is more intelligible and sufficient for our purposes.
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▶ Definition 10 (Set Disjointness). The (k, n) set disjointness function is defined for k such
that k = ω(log n) as follows:
1. DISJk,n takes as input kn bits, parsed as bit strings of length n. We fix m such that
2m log2 (mn) = k,5 and divide the k input strings into m “blocks”, each containing
2 log2 (mn) n-bit strings.
2 log(mn)
2. We interpret each block i ∈ [m] as a multiset Si ⊂ [(mn)2 ] as follows. Let x1i , · · · , xi
2 log(mn)
denote the n-bit strings in block i. We consider x1i , . . . , xi
as the columns of an
n × 2 log(mn)-matrix, and read the 2 log(mn) elements of Si off the rows. (That is, we
concatenate the first bits of each n-bit string to get the first element of Si , the second bits
to get the second element, etc.)
3. DISJk,n outputs 1 if all sets are pairwise disjoint (Si ∩ Sj = ∅ for all i ̸= j).
▶ Proposition 11. G∗ (DISJk,n ) = Ω(k 2 n/ log(kn)).
Proof. For i ∈ [m], let Vi denote the ith block of bit strings, which corresponds to the subset
Si ⊂ [(mn)2 ]. We will show gV∗i (DISJ) = Ω(mn log(mn)) = Ω(kn). As k = 2m log2 (mn)
implies m > 2 logk(kn) , this implies the result by symmetry on the m other choices for Vi .
2

Consider building first-bit restrictions as follows. Set β ∈ {{0, 1}n−1 }Vi so that all but
the first element of Si take the value (mn)2 . (By the definition of first-bit restrictions, the
first element of Si is unrestricted.)
Then consider values for α, which specifies each Sj , j ̸= i, that select disjoint subsets of
[(mn)2 − 1]. Each such α yields a restriction with respect to β: namely, the function that
S
evaluates to 1 whenever the free element of Si is not a member of Sj ,j̸=i Sj . Thus, every
S
choice of α that specifies a distinct set Sj ,j̸=i Sj composed of disjoint members corresponds
to a distinct restriction.
Finally, we can bound the choices of α via

#α =

n(m−1)
 
(mn)2 − 1
(mn)2 − 1
n(m−1)
≥
≥ (mn)
.
n(m − 1)
n(m − 1)

Thus, gV∗i (DISJ) ≥ n(m − 1) log2 (mn) = Ω(kn).

◀

We additionally show a variation on the Indirect Storage Access function has maximal
modified Nečiporuk measure.
▶ Definition 12 (First-bit Indirect Storage Access). The (k, n) first-bit indirect storage access
(FISA) function is defined for k such that k = ω(log n) as follows:
1. F ISAk,n takes as input log2 (k) + kn bits. The first log2 (k) bits are parsed as an integer
y ∈ [k] and the remainder as the matrix A ∈ {0, 1}k×n .
2. F ISAk,n first identifies the n-bit string Ay (i.e., the y th row of A), and then identifies
y+log(kn)−1
an index in [kn] corresponding to the bit string x = Ay0 Ay+1
...A0
. (If we
0
overflow the boundaries of A, we continue from A0 .) It then returns the xth bit of A (i.e.,
⌊x/n⌋
Ax (mod n) ).
▶ Proposition 13. G∗ (F ISAk,n ) = Ω(k 2 n/ log(kn)).
5

Strictly speaking, this limits us to pairs (k, n) such that some integer m satisfies our condition. In order
to define the function for arbitrary k, we might choose the largest m such that 2m log2 (mn) ≤ k, set
k′ := 2m log2 (mn), and compute the (k′ , n) set disjointness function on the first k′ input strings.
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Proof. For simplicity, we treat F ISAk,n as a kn-bit boolean function when calculating
G∗ (F ISAk,n ), as the additional log2 (k) bits of input are absorbed by Ω. Consider a partition
V = (y, V1 , V2 , ..., Vk/ log2 (kn) ), in which each Vi contains log2 (kn) contiguous n-bit strings
in A.
Fix i ∈ [k/ log2 (kn)] and consider gV∗i (F ISAk,n ). In particular, consider the first-bit
restrictions of F ISAk,n to Vi in which y is set so that the bit string x is read from the first
bit of each n-bit string in Vi . Fixing the remaining bits of A to every possible string results
in 2kn−n log(kn) − 1 distinct non-zero restrictions. Summing over each set in the partition of
A gives G∗ (fk,n ) = Ω(k 2 n/ log(kn)).
◀

5

A New Lower Bound for Many-Party PSM

We conclude by showing that the modified Nečiporuk measure provides a lower bound on
PSM size. To prove this fact, we use an “information squeezing” argument enabled by the
following observation that follows from the perfect security requirement in Definition 3 and
is further elaborated in the proof of Lemma 15 below.
▶ Observation 14. Let f : {{0, 1}n }k → {0, 1} be a kn-bit boolean function and S ⊆ [k]
denote a subset of parties. If there exist two first-bit restrictions fS|(α,β) and fS|(α′ ,β) to S
such that for some x ∈ {0, 1}S , fS|(α,β) (x) = fS|(α′ ,β) (x), the distribution over messages sent
by S must be identical on α and α′ in any PSM with perfect security.
In other words, if two first-bit restrictions agree on at least one input, the perfect security
requirement implies that the distribution over messages sent by S must be identical. Thus,
in order to ensure correctness, the messages sent by a subset of parties S must contain
enough information to distinguish between the distinct first-bit restrictions of f to S created
by setting the inputs S to different values. The precise amount of information required is
captured by the modified Nečiporuk measure.
▶ Lemma 15 (Nečiporuk Lower Bounds PSM Size). Let X be a PSM for any function
f : {{0, 1}n }k → {0, 1}. Then
|X | ≥ G∗ (f )/2.
Combining Lemma 15 with Proposition 9 yields Theorem 1 as an immediate consequence.
In Appendix B, we argue that stronger lower bounds are beyond a certain kind of natural
proof barrier.

5.1

Proof of Lemma 15: Nečiporuk Lower Bounds PSM Size

Proof. Fix f : {{0, 1}n }k → {0, 1}, and let V be a partition of [k] that maximizes our
modified Nečiporuk measure for f ; that is,
X
∗
V ∈ arg max
gU
(f )
i
U

Ui ∈U

Consider an arbitrary set S ∈ V . Select β ∈ {{0, 1}n−1 }S to fix all but the first bits of S and
maximize |{fS|(α,β) : α ∈ {{0, 1}n }S , fS|(α,β) ̸≡ 0}|. Let D denote the uniform distribution
over a minimal set T such that
{fS|(α,β) |α ∈ T } = {fS|(α,β) : α ∈ {{0, 1}n }S , fS|(α,β) ̸≡ 0}.

ITC 2022

7:8

A Note on the Complexity of Private Simultaneous Messages with Many Parties

We observe that H(D) = gS∗ (f ), where H denotes the entropy function. Given a PSM
X for f , we proceed to define two subfamilies of random variables that will capture the
information in D.
i
i
A := (X{0}×β
, X{1}×β
)
i
i i∈S

B := (Xdii )i∈S,d∼D .
Consider drawing (a, b) ∼ A × B, conditioned on a particular d ∈ Supp(D). Given any
y ∈ {0, 1}|S| , the referee can use the appropriate members of a and b to compute fS|(d,β) (y).
Computing fS|(d,β) (y) for each y ∈ {0, 1}|S| uniquely identifies d because each member of T
corresponds to a unique restriction; thus H(D|A, B) = 0.
Furthermore, for any distinct d, d′ ∈ Supp(D), there exist y and y ′ such that fS|(d,β) (y) =
fS|(d′ ,β) (y ′ ) = 1. (This follows by definition, as every d ∈ Supp(D) corresponds to a restriction
that is not the zero function.) Thus, by the security property of PSM, we know that
(Xdii )i∈S ≡ (Xdi′ )i∈S . In other words, B contains no information about D: H(D|B) = H(D).
i
Using fundamental properties of the entropy function, we have that
H(A) ≥ H(A|B) = H(A, D|B) − H(D|A, B).

(1)

As H(D|A, B) = 0 and H(A, D|B) ≥ H(D|B) = H(D), we have
H(A) ≥ H(D) = gS∗ (f ).

(2)

Partition A into A0 := (Xβii ×{0} )i∈S and A1 := (Xβii ×{1} )i∈S . As H(A) = H(A0 , A1 ) ≤
H(A0 ) + H(A1 ), H(Ab ) ≥ H(A)/2 for some b ∈ {0, 1}. Thus
2 · log2 (|Supp(Ab )|) ≥ gS∗ (f ).
Repeating this argument for each S ∈ V demonstrates the existence of x ∈ {{0, 1}n }k for
Pk
which i=1 log2 (|Supp(Xxii )|) ≥ G∗ (f )/2.
◀
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A

Proof of Proposition 9: Random Functions have Large Nečiporuk
Measure

With k = ω(log(n)), let f : [N ]k → {0, 1} be a random function. Recall that
∗

2gS (f ) :=

max

β∈{{0,1}n−1 }S

|{fS|(α,β) : α ∈ {{0, 1}n }S , fS|(α,β) ̸≡ 0}|.

For a given S, we define the convenient function
zS∗ (f, β) := |{fS|(α,β) : α ∈ {{0, 1}n }S }|.
∗

Thus 2gS (f ) ≥ maxβ zS∗ (f, β) − 1, where the -1 arises because zS∗ (f, β) may also count the
zero function.
Fix b, the parameter that will specify the fixed bits of the inputs in S, arbitrarily. For
every function ϕ : {0, 1}|S| → {0, 1}, define the indicator random variable Yϕ,b as follows:
(
1, if ∃a ∈ {{0, 1}n }S : fS|(a,b) = ϕ
Yϕ,b =
0, otherwise
Thus we have
zS∗ (f, b) =

X

Yϕ,b .

ϕ

For any fixed ϕ, we can lower bound E[Yϕ,b ] as follows using the fact that (1 + x)n ≤
for x ∈ [−1, 0], n ∈ N.
E[Yϕ,b ] = 1 − (1 − 2−2

|S|

)2

n|S|

≥1−

1
1+2

n|S|−2|S|

=

1
1−nx

2n|S|
2

2|S|

+ 2n|S|
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Rewriting using linearity of expectation, we get
E[zS∗ (f, b)] = E[

X

Yϕ,b ] =

ϕ

X

E[Yϕ,b ] ≥ 22

|S|

ϕ

·

2n|S|
22|S| + 2n|S|

.

Furthermore, we note that we can upper bound E[zS∗ (f, b)] by 2n|S| , the number of ways to
fix values for S.
We can consider zS∗ (f, b) as a doob martingale on the independent random variables
fS|(a,b) for a ∈ {{0, 1}n }S . As zS∗ (f, b) counts the number of distinct restrictions, changing
fS|(a,b) for a single value of a changes zS∗ (f, b) by at most 1. As a result, we can apply
McDiarmid’s inequality to get
Pr[E[zS∗ (f, b)] − zS∗ (f, b) ≥ t] ≤ exp(
f

−2t2
).
E[zS∗ (f, b)]

Substituting our lower and upper bounds for E[zS∗ (f, b)] on the left and right, and using the
∗
fact that 2gS (f ) ≥ zS∗ (f, b) − 1 for any choice of b by definition, we have
Pr[2

∗
gS
(f )

f

≤

22

|S|

+n|S|

22|S| + 2n|S|

− t − 1] ≤ exp(

−2t2
2n|S|

).

Finally, setting |S| = log2 (kn) and t = 2kn/2 yields
∗

Pr[2gS (f ) ≤
f

2kn
2n log2 (kn) + 1

− 2kn/2 − 1] ≤ exp(−2N log2 (kn) ).

Taking a union bound over k/ log2 (kn) choices of S, it follows that G∗ (f ) >
for all but an exponentially small fraction of functions.

B

k2 n
log2 (kn)

− kn − 1

On the Possibility of ω(k2 n) PSM Lower Bounds

We conclude by observing that the existence of strong pseudo-random functions 6 (PRFs)
with efficient PSM schemes would rule out the possibility of proving ω(k 2 n) lower bounds
using a natural class of arguments. Specifically, if there exists an exponentially strong PRF
that admits a PSM of size O(k 2 n), an argument due to Razborov and Rudich rules out the
possibility that any natural proof with sublinear-time constructivity can prove an ω(k 2 n)
lower bound. We conjecture that a candidate PRF presented by Ball et al. [3] meets these
requirements.
Ball et al. conjecture that taking the quadratic residue of the sum of an input with the
secret key in prime fields is exponentially secure, if the input domain is slightly restricted.
▶ Conjecture 16 ([3]). Let p(m) be a sequence of primes such that p > 22m+1 , for all m ∈ N.
Let f : {0, 1}m × {0, 1}m → {0, 1} denote the function,
f : (k, x) → (k + x + 1)

p−1
2

(where k, x are interpreted as integers.)

Then, for some s(m) = 2Ω(m) , any size-s(m) circuit can distinguish oracle access to either
fk where k is sampled uniformly from {0, 1}m or a truly random function with advantage at
most 2−s(m) .
6

For definitions and further discussion on pseudo-random functions we refer the reader to [10].
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▶ Proposition 17. The DRE for f (with m = kn/2 and p(m) ∈ (22m+1 , 22m+2 ] as defined
in Conjecture 16) outlined in [3] can be extended to give a PSM with size O(k 2 n).
Proof. The ith component of the DRE for f is
fˆi (xi ; s, r1 , . . . , rk ) = s2 · (xi · 2i−1 ) + ri ,
where s is sampled uniformly from Z∗p and r1 , . . . , rk are sampled uniformly from Zp condiP
tioned on the fact that
ri = 0.
P
Note that fˆi (xi ; s, r) = s2 ·x. Consequently, if f (x) = 1 the sum is uniformly distributed
over residues and if f (x) = −1 the sum is distributed over non-residues. Moreover, any sum
of an incomplete subset of DRE components is uniform over Zp . Thus, in the PSM setting,
k parties can consolidate the fˆi ’s corresponding to their input into an O(kn)-bit message to
create a PSM with size O(k 2 n).
◀
We recall Razborov and Rudich’s concept of natural proofs of explicit circuit lower
bounds [14]. They observed that all known explicit circuit lower bounds proceeded by
defining a natural combinatorial property, showing a certain complexity class cannot compute
functions with such a property, and then exhibiting an explicit function that does have the
property. Their ingenious contribution was to formalize the notion of a natural property P
as a subset of all boolean functions with following properties:
1. (Largeness) A random function is in P with high probability.
2. (Constructivity) Given its truth table, it is possible to decide if a function is in P in
polynomial time.
3. (Useful) P does not contain functions from the class one wishes to prove a lower bound
against. For us, this means P does not contain functions with DREs of size ck 2 n for any
constant c (and large enough k, n).
The definition can be naturally extended to capture sublinear-time 7 natural properties.
We note all examples of natural properties that we are aware of can be made to admit
sublinear-time constructivity, including that of Applebaum et al. [1].
▶ Definition 18. Π = (ΠY , ΠN ) is a natural property with sublinear-time constructivity,
useful against a class C if ΠY , ΠN are disjoint subsets of boolean functions such that
1. (Largeness) A random n-bit function is in ΠY with probability 2/3.
2. (Sublinear-Time Constructivity) The promise problem Π admits a randomized oracle
machine, A(·) that runs in time o(2n ) such that
f ∈ ΠY =⇒ Pr[Af = 1] > 2/3.
f ∈ ΠN =⇒ Pr[Af = 0] > 2/3.
3. (C-useful) C ⊆ ΠN .
We now conjecture that the PRF candidate of Ball et al. is resilient to any uniform attack
that runs in slightly less than exponential time.
▶ Conjecture 19. Let p(m) be a sequence of primes such that p > 22m+1 , for all m ∈ N. Let
f : {0, 1}m × {0, 1}m → {0, 1} denote the function,
f : (k, x) → (k + x + 1)

7

p−1
2

(where k, x are interpreted as integers).

In this case “sublinear” refers to the size of the truth table of the function.
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Then, any randomized oracle-algorithm A that runs in time o(2m ) on input parameter
u
1 cannot distinguish between fk where k ← {0, 1}m and a truly random function with
non-negligible probability.
m

Following Razborov and Rudich’s argument in this new setting yields the following
proposition.
▶ Proposition 20. If Conjecture 19 is true, then sublinear-time-natural proofs of size ω(k 2 n)
PSM lower bounds do not exist.
Proof. Suppose for contradiction the existence of a natural property Π with sublinear-time
constructivity, useful against some class C containing functions that admit PSMs of size
O(k 2 n). As most random functions are contained in ΠY , and our candidate PRF is contained
in ΠN , we can distinguish our PRF candidate from random in time o(2n ) using constructivity.
This violates Conjecture 19.
◀
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Introduction

Secure multiparty computation (MPC) protocols allow collections of parties, where each
party holds some private input, to compute arbitrary functions of those inputs in a way that
reveals the result of the computation, but nothing else beyond that. Ideally, we would like
our MPC protocols to be as fast and as secure as possible, but in reality we often have to
choose one over the other. Protocols that are secure against passive adversaries who follow
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the protocol specification honestly, but try to learn more about the other parties’ inputs from
what they see, are typically quite fast, whereas protocols that are secure against actively
misbehaving adversaries tend to be significantly slower.
To overcome the dilemma of needing to choose between good efficiency and good security,
Aumann and Lindell [2] introduced an intermediate security notion which they call security
against covert adversaries 1 . In a covertly secure protocol, corrupt parties may try to cheat
and learn information about the honest parties’ inputs, however, it is guaranteed that any
such misbehavior will be detected with some constant probability ϵ, known as the deterrence
factor. If cheating is detected then the honest parties will agree on at least one misbehaving
party. The authors motivate covert security by arguing that, in certain scenarios, the
repercussions of being caught misbehaving outweigh the gains that come from successfully
cheating, so an adversary should be incentivized to behave honestly.
Subsequently, Asharov and Orlandi [1] proposed a strengthening of covert security, which
requires the honest parties to not only detect misbehavior with a constant probability, but
also prove it to third parties in a publicly verifiable manner. That is, the honest parties, upon
detecting misbehavior during a protocol execution, should be able to compute a certificate
that provably shows that at least one of the corrupted parties attempted to cheat.
Goyal, Mohassel and Smith [17] showed how to construct efficient two- and multiparty
computation protocols with security against covert adversaries based on Yao’s Garbled
Circuits and its multiparty equivalent, the BMR protocol [6]. Damgård et al. [11] present
a protocol in the preprocessing model, i.e. where the overall execution is split into an
input-independent preprocessing and a input-dependent online phase, with a weaker notion of
security against covert adversaries, where the misbehaving party is not necessarily identified,
based on the SPDZ framework [14]. Damgård, Geisler, and Nielsen [10] present a compiler
that transforms certain passively secure protocols based on secret sharing into protocols with
security against covert adversaries. Their compiler only applies to protocols that assume an
honest majority among the parties. None of the works above provide public verifiability.
The first two-party protocol with public verifiability was presented in the work of Asharov
and Orlandi [1]. More efficient publicly verifiable two-party protocols with the same security
guarantees have subsequently been proposed by Kolesnikov and Malozemoff [22] and Hong
et al. [19]. In a recent work by Damgård, Orlandi, Simkin [13], the authors propose a generic
compiler that transforms arbitrary two-party protocols with passive security into protocols
with security against covert adversaries and public verifiability. The authors also sketch
how to extend their compiler to the multiparty setting in the presence of an adversary that
corrupts a constant fraction of the parties. Their multiparty protocols, however, have a
deterrence factor that is inversely proportional to the fraction of corrupted parties and the
resulting protocols are unlikely to be faster, in terms of concrete efficiency, than existing
multiparty computation protocols with active security.
Given this state of the art, it is natural to ask whether we can construct MPC protocols,
which provide security and public verifiability against an adversary that can corrupt all but
one party, and are concretely more efficient than the fastest actively secure protocols.

1

In the remainder of this paper, we will use “security against covert adversaries” and “covertly secure
protocols” interchangeably.
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Our Contribution

In this work, we make several contributions to the domain of MPC with security against
covert adversaries with and without public verifiability.

1.1.1

On the Relation Between Covert and Active Adversaries

Firstly, we observe that in the multi-party setting (in contrast to two parties) there is a
subtle but important difference between the standard definitions of covert security and active
security used in the literature. The standard definition of covert security [2] explicitly requires
that the honest parties agree upon the identity of a party who is caught cheating, a property
we call identifiable cheating. Moreover, they require identifiable abort, meaning that a corrupt
party who aborts the computation (without trying to learn additional information) is also
identified. On the other hand, in the setting of dishonest majority, where more than half of
the parties may be corrupted, actively secure protocols typically settle for security with abort,
without identifiability (which is more expensive to realize). Hence, a covert secure protocol
with identifiable abort is not strictly weaker than a standard actively secure protocol, but
rather the two notions are incomparable. A more appropriate point of comparison is with an
actively secure protocol with identifiable abort, which typically has a much higher cost [21].
Note that one can also consider a weaker notion of covert security with abort, where aborting
parties are not identified, as has been done, for instance, in a covertly secure variant of the
SPDZ protocol [11].

1.1.2

MPC with Security Against Covert Adversaries and Identifiable
Abort

We identify a subtle flaw in the work of Goyal, Mohassel and Smith [17], which renders their
multiparty protocol potentially insecure. More concretely, we show that while their solution
correctly detects misbehavior with a constant probability, it does not necessarily allow the
honest parties to unanimously agree on one of the misbehaving parties, so it does not satisfy
the basic requirement of identifiable cheating. To fix their construction, we present a generic
compiler for upgrading any passively secure preprocessing protocol, i.e. where the parties
have no private inputs, into one with covert security and identifiable abort. This suffices to
obtain a modified version of their construction with the desired security guarantees, namely,
both identifiable cheating and identifiable abort. Furthermore, our compiler can be used to
obtain a covertly secure variant of the SPDZ protocol with identifiable abort, improving
upon the security of the covert protocol from [11], which does not have identifiable abort.

1.1.3

Preprocessing with Security and Public Verifiability Against
Covert Adversaries

Our second compiler transforms any passively secure preprocessing protocol into a protocol
with publicly verifiable covert (PVC) security (with the same corruption threshold). In
the PVC setting, here we settle for security-with-abort and not identifiable abort. This is
because publicly verifying that a party aborted may require proving to a third party that
some corrupt party did not send a message; achieving this seems to require publishing the
entire protocol transcript, which is a large extra cost.
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Our compiler for PVC security leverages time-lock puzzles [23] in a novel fashion, to force
a corrupt party to “commit” to opening some protocol executions before it learns whether or
not a cheating attempt was successful. Importantly, the parties generate the puzzles locally,
rather than inside MPC, and furthermore, the puzzles only have to be solved in case of a
dispute, which allows us to construct concretely efficient protocols.

1.1.4

Applications

Our compilers for preprocessing apply to a large, general class of preprocessing functionalities
for producing correlated randomness. To obtain a complete MPC protocol, we can apply
one of our covert compilers to generate the preprocessing for an actively secure online
phase. Even though we are then running an actively secure protocol, these are typically
cheap and information-theoretic, with a much smaller overhead to achieve active security
compared with the preprocessing phase. If the preprocessing has publicly verifiable covert
security, then so does the combined protocol with the online phase, since any cheating in the
online phase simply leads to abort. Similarly, if the preprocessing has covert security with
identifiable abort, then so does the combined protocol as long as the online phase is secure
with identifiable abort.
To illustrate this, we consider a few examples, namely the BMR [6], SPDZ [14] and
TinyTable [12] families of protocols. These all perform MPC with up to n − 1 out of n
corruptions and security with abort, for the settings of binary circuits, arithmetic circuits,
and circuits augmented with “truth-table” gates, respectively. By applying our compiler, we
can obtain the first preprocessing protocols for these, which achieve publicly verifiable covert
security and improved performance. For example, to obtain a deterrence factor of ϵ = 2/3,
i.e. any misbehavior will be detected with probability 2/3, our compiled covert protocol
will, roughly, be only three times slower than its passively secure counterpart. Our compiler
particularly shines for the TinyTable protocol [12], where we can improve performance by an
order of magnitude or more when relaxing to covert security. This is because we are able to
replace its costly, actively secure preprocessing with a much cheaper passive protocol. Also,
as a contribution of independent interest, we present an optimized preprocessing phase for
the passively secure BMR protocol, which reduces bandwidth in the preprocessing phase by
around 20%, compared with previous methods [7, 9].
As mentioned earlier, a particularly interesting use-case is the setting of identifiable abort.
Here, existing actively secure protocols based on SPDZ [4] and BMR [5] have a lot more
overhead compared with the non-identifiable case, in particular because they require a secure
broadcast channel. Our compiler is much simpler, and only needs broadcast in case some
dishonest behaviour occurs, so we expect them to be much more efficient in typical usage.

1.1.5

Information-Theoretic Impossibility

Finally, we also show that there exist certain functionalities that cannot be realized with
information-theoretic security against a covert adversary by parties that have oracle-access
to a broadcast and arbitrary two-party functionalities. Our proof strategy for proving this
impossibility is essentially identical to a previous proof by Ishai, Ostrovsky, and Seyalioglu [20],
which shows that the same result holds if one aims for active security with identifiable abort.
Similary to the actively secure identifiable abort compiler of [21], this motivates our approach
of our covert security compilers, which make black-box access to the next-message function of
a passively secure protocol, instead of general two-party functionalities like oblivious transfer.
We do not claim any particular technical novelty here, but we provide the full proof in the
full version for the sake of completeness.
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Concurrent and Subsequent Work

Concurrently to our work,2 Faust et al. [16] presented a compiler for publicly verifiable
covert security. Their work does not consider identifiable abort, but is similar to our second
compiler for public verifiability using time-lock puzzles. We mention here a few differences.
Firstly, our protocol is more lightweight in its use of generic actively secure MPC, since
we do not need to generate a time-lock puzzle inside MPC. This means we only invoke an
actively secure protocol on a circuit with O(nkλ) AND gates, for n parties, covert repetition
factor k and security parameter λ, compared with O(nkλ + log2 N ) gates, where N is an
RSA modulus, for the optimized variant of [16]. Secondly, in our protocol, less data is
sent over a broadcast channel, since our compiler only broadcasts hashes of the underlying
semi-honest protocol instead of the entire transcript. On the other hand, while our compiler
requires the parties and judge to solve n time-lock puzzles, [16] only requires solving a single
time-lock puzzle, and also uses the notion of a verifiable TLP, which leads to a more efficient
judge, with a fast way of verifying puzzle solutions. Also, the security notions are slightly
different, since [16] realizes a relaxed form of covert security, where the adversary may choose
to cheat after learning its output, while we use the standard definition, but only consider
relaxed preprocessing functionalities where corrupt parties may choose their own outputs
(for preprocessing functionalities, this notion is implied by that of [16]). Finally, we give
concretely efficient instantiations of our protocols, while [16] mainly analyzes asymptotic
efficiency.
Subsequently to our work, the recent work of [15] introduces a new notion of financially
backed covert security (FBC) which extends the notion of publicly verifiable covert security,
where the corrupted party gets financially punished (rather than only being publicly detected).
They generically transform different types of PVC protocols into FBC protocols, and their
work can also be applied to our PVC protocols.

1.2
1.2.1

Technical Overview
Covert Security via Cut-and-Choose

Most existing protocols [2, 17, 10, 1, 11, 22, 19, 13] (with the exception of [13]) for secure
computation with covert security follow the same general blueprint. They all start by
considering some passively secure protocol that is run k times in parallel, where k − 1
randomly chosen executions will eventually be opened and used for checking the behaviour of
the involved parties and the last remaining execution will be used for computing the desired
output. From a technical point of view, the main challenge is to find the right moment for
revealing which executions are checked and opening them. If the executions are opened too
early, then cheating may be possible in subsequent phases of these protocols. If they are
opened too late, then there is a risk of revealing information about the private inputs of the
honest parties.
A well-suited class of protocols, that implement some function f , to consider in this
setting, are those that can be split into two phases: (1) a passively secure, but inputindependent, preprocessing phase which realizes a correlated randomness functionality; (2)
an actively secure online phase which takes as input the correlated randomness from the
preprocessing phase in order to implement f . For technical reasons, we focus on passively
secure preprocessing protocols which realize a mildly relaxed form of functionality called a

2

Both papers were submitted to Eurocrypt 2021.
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corruptible correlated randomness functionality [8]. Here, the functionality is parameterized
by some distribution D, and gives the adversary the power to choose the outputs from D
that are given to the malicious parties; the functionality then reverse samples the output for
the honest parties based on the malicious parties’ output and the distribution D. This class
of functionalities encompasses those in popular MPC protocols like the BMR protocol [6]
or the SPDZ framework [14]. Given such a protocol, we can run the preprocessing phase
k times in parallel and check k − 1 executions at the very end of that phase. If the check
passes, the protocol proceeds to the actively secure online phase, where misbehavior is no
longer a concern. Looking ahead, we would like to stress that our final protocols all satisfy
the standard notion of covert security, despite using a relaxed preprocessing functionality.
Given this high-level blueprint, the remaining task is to design an appropriate check
protocol that enables the honest parties to agree on a misbehaving party. To see whether
some party Pi has sent the correct message in round r during the protocol execution, one
needs to know Pi ’s private random tape and all messages Pi has received so far.
Based on these observations, a first attempt towards designing a check protocol could
be as follows: Initially all parties commit to k random tapes each, i.e. each Pi for i ∈ [n]
commits to random tapes r(i,1) , . . . , r(i,k) . The parties run the preprocessing protocol k times,
where Pi uses random tape r(i,j) in execution j. Once all k executions terminate, the parties
jointly flip a coin c ∈ [k] and open all commitments via broadcast belonging to executions
j ∈ [k] with j ̸= c. If any party aborts at this stage, we accuse it of cheating. If none of the
parties abort, then everybody will know the vectors (r(1,j) , . . . , r(n,j) ) of random tapes used
in executions j ̸= c. Each party Pi can use the vectors of random tapes to generate a full
honest transcript for each execution and use it to check whether it received messages that
were consistent with the honest transcript during the protocol execution. Unfortunately, this
approach has several problems.
The first one is that two honest parties, who may receive malformed messages from
different adversarially corrupt parties during the protocol executions, have no obvious way of
agreeing on which party to accuse unanimously. Even worse, a malicious party could falsely
accuse some honest party to further make everyone’s life more difficult.

P1

P2

A

Figure 1 Illustration of inconsistent cheater identification.

The second, problem is that Pi receiving a message from Pj that is inconsistent with the
honest transcript does not mean that Pj misbehaved. Consider the example in Figure 1,
where all parties behave honestly (indicated by solid black lines) except for some corrupt
party A, which sends a malformed messages to P2 (red dashed line).
Given that P2 ’s messages to P1 may be a function of the messages it receives from A, we
potentially end up in a situation, where P2 subsequently sends an incorrect, but honestly
generated, message to P1 (dashed black line). The takeaway from this discussion is that P1
cannot simply compare the messages it received from other parties with the messages in
an honest transcript to deduce who misbehaved in the protocol execution. This is exactly
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what goes wrong in the compiler of Goyal et al. [17], which tries to recover from cheating by
opening the randomness for the underlying semi-honest protocol π. When π is instantiated
using the GMW protocol based on pairwise OT channels, as suggested in [17], although
cheating may be detected, it is not possible to identify the cheating party.
If the semi-honest protocol in their approach was adjusted to send every message over a
broadcast channel (using public-key encryption), then their approach would be sound. This,
however, would introduce an overhead of O(n) broadcasts; even when all parties behave
honestly. Looking ahead, our protocol will only make use of broadcasts when malicious
parties actively misbehave. Even in the presence of an adversary who tries to trigger as many
broadcasts as possible, our protocol is still more efficient than the approach of Goyal et al.,
since for the specific case of BMR, we use various optimizations which means that only one
instead of k garbled circuits needs to be broadcast. Additionally, it is worth noting that in
the case of public verifiability covert security, we only need broadcast with abort, which can
be instantiated much more efficiently.

1.2.2

Achieving Identifiable Abort

To get around the issue described above, we define a new property for MPC protocols that
we call identifiable cheating from random tapes (IDC). We say that a protocol has the given
property, if there exist two protocols Certify and Identify associated with the given protocol.
Certify takes the random tapes of all parties in an execution and the local view of some party
Pi as input and outputs a partial certificate certi . The algorithm Identify takes n partial
certificates as input and either outputs the index of a malicious party that misbehaved in the
protocol execution or outputs ⊥ to indicate that nobody misbehaved. Importantly, we require
Identify to function correctly, even if the corrupted parties output false partial certificates or
do not send anything. We show how to transform any passively secure protocol into one that
supports IDC. The formal details and results regarding this property can be found in the
full version. We remark that the notion of P-verifiability from [21] achieves a similar goal,
but this transformation (and the variant from [5]) uses broadcast so is less efficient.
Now, we can follow the blueprint for constructing covertly secure protocols outlined
before, but instead of each party comparing its view to the messages in an honest execution,
we use Certify and Identify to check whether any party misbehaved and if so which index to
output. The details of this construction can be found in Section 3.

1.2.3

Public Verifiability

To obtain not only covert security, but also public verifiability, we have to overcome several
additional challenges. The first problem is that the IDC property sketched above is not
sufficient for producing publicly verifiable certificates. More concretely, the IDC property does
not provide any guarantees about the output of Identify, when the adversary is additionally
allowed to replace some of the honest parties’ partial certificates with some maliciously chosen
values. This could potentially enable the adversary to produce a collection of false partial
certificates, which accuse an honest party of misbehaving. Hence, we need a stronger flavor
of this building block, which we call publicly verifiable identifiable cheating from random
tapes (PVIDC), where Identify correctly identifies a malicious party or outputs ⊥, even if the
adversary is allowed to tamper with the honest parties’ partial certificates. Here again, we
show how to transform arbitrary passively secure protocols into ones that support PVIDC.
Our transformation for obtaining PVIDC is slightly less efficient than the transformation for
just IDC, but still significantly more efficient than running a fully actively secure protocol.
The formal definition of this property can be found in the full version.
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The second problem is, that upon revealing which executions should be checked, the
adversary can simply stop responding and thereby prevent the honest parties from checking
the executions and obtaining a certificate of the adversary’s misbehavior. In contrast to
covert security without public verifiability, here we cannot simply accuse the aborting party
of cheating, because the honest parties have no corresponding publicly verifiable evidence.
At first glance, our goals at this step may even seem contradictory. On one hand, during
the checking phase, we would like to ensure that the adversary cannot tell whether the
information it is about to reveal is useful for incriminating it. On the other hand, we would
like to ensure that any other party can use the revealed information for determining whether
cheating has happened or not and who the cheating party was.
To get out of this predicament, we make use of a tool called time-lock puzzles [23]. Such
puzzles allow a sender to publish a message that cannot be read before a certain time has
passed, e.g. in our case before at least some number of rounds in a synchronized network
have passed. Crucially, the message becomes visible eventually, without any interaction from
the sender. Time-lock puzzles can be built from RSA-based timing assumptions, without
any trusted setup and generating a puzzle requires just a single exponentiation. Recently,
time-lock puzzles have also been used to build 2-PC with output-independent abort [3], with
a construction using similar ideas to ours (except that we are in the multi-party setting, and
also achieve public verifiablity).
On an intuitive level, we use time-lock puzzles as follows:3 At the beginning of the
checking phase, all parties jointly execute an actively secure MPC protocol, where each party
Pi inputs all k commitment openings that belong to the random tapes the party used. The
MPC protocol picks k − 1 executions at random and outputs time-lock puzzles of all random
tapes belonging to those. Additionally, the parties obtain a secret sharing of the index c of the
execution that is not being checked. All parties sign the time-lock puzzles, the commitments
and broadcast the computed signatures. Because the puzzles cannot be solved fast enough,
the adversary needs to decide whether to abort this phase of the execution without seeing
the contents of the puzzles and thus without knowing which executions are being checked.
Once the honest parties have signatures of the corrupted parties on the time-lock puzzles,
they are, roughly speaking, guaranteed to have some useful information that can be shown
to an external party in case cheating will be detected. Once all parties signed the time-lock
puzzles, they all publish their share of c and then publish the openings of the random tapes
used in the executions j ̸= c. Now if the adversary decides to abort, because it doesn’t like
which executions are being checked, then the honest parties can obtain its necessary random
tapes from the signed time-lock puzzles.
In our final protocol, the time-lock puzzles are generated locally by the parties, outside
of MPC, and incur an overhead that is independent of the size of the circuit to be evaluated.
Considering the evaluation of larger circuits, these additional costs from using time-lock
puzzles become minor and in executions, where all parties behave honestly, no time-lock
puzzles need to be solved by any party. The details of this protocol can be found in full
version.

3

We are omitting several important details here that can be found in the technical parts, e.g. in the full
version of the paper.
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Instantiating the Compilers

Our compilers can be instantiated with any MPC protocol in the preprocessing model, as
long as its preprocessing functionality implements the corruptible correlated randomness
functionality explained above. For most MPC protocols based on secret-sharing, this
requirement is already satisfied out-of-the-box. This includes protocols such as SPDZ [14, 11],
TinyTable [12] and a version of SPDZ with identifiable abort [4]. We therefore easily obtain
covertly secure variants of these protocols (with public verifiability or identifiable abort) by
plugging in a semi-honest version of the preprocessing, which improves efficiency by avoiding
e.g. expensive zero-knowledge proofs typically used in SPDZ.
The case of constant-round MPC, based on garbled circuits, is slightly more challenging.
Here, if we want public verifiability, we can again directly apply our compiler to a semi-honest
version of the BMR protocol similar to [7, 18], since we observe this works with a corruptible
preprocessing functionality (we in fact give an optimized semi-honest preprocessing protocol,
which reduces the number of OTs by 25%).
For identifiable abort, however, we need to modify the BMR functionality so that (1) we
get a secure online phase with identifiable abort, and (2) the BMR functionality should be a
corruptible preprocessing functionality. We observe that (1) is straightforward to achieve, by
having each party send a commitment to its share of the garbled circuit in the preprocessing
protocol; this ensures that any party who sends an incorrect share in the online phase can
by identified, and is also cheap to implement, since our compiler only needs this to be done
with passive security.
However, this is not compatible with the definition of a corruptible preprocessing functionality, indeed we would have to reverse-sample an honest party’s message and decommitment
information, after the corresponding commitment is provided by the adversary. This strong
form of equivocation is not possible with standard commitments. Instead, we use unanimously
identifiable commitments [20], which can be built information-theoretically in such a way that
allows this. Setting up these commitments involves a little more work in the preprocessing,
but this overhead is independent of the circuit size, since the parties only commit to a hash
of their garbled circuit shares.

2

Preliminaries

Notation
Let λ be the computational and δ be the statistical security parameter. We write [n] to
denote the set {1, . . . , n}. For all algorithms that follow, we will regularly omit the security
parameter input and it is understood that this input is provided implicitly. We define the
view of a party in the execution of the protocol Π as the messages she received during an
execution of Π along with her input and random tapes. For a functionality F , we write [F ]ida
to denote the corresponding ideal functionality with identifiable abort.

Secure Broadcast
We assume a broadcast channel, as well as a public-key infrastructure (PKI) which is implied
by broadcast. In our protocols with public verifiability, it is enough to have broadcast with
abort, which can be implemented with a cheap, 2-round echo protocol. For our protocols
with identifiable abort, however the broadcast must be identifiable, which involves a more
expensive protocol with O(n) rounds and digital signatures.
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Secure Multiparty Computation
All of our security definitions follow the ideal/real simulation paradigm in the standalone
model. Throughout this paper we will consider protocols that are executed over a synchronous
network with static, rushing adversaries and we assume the existence of secure authenticated
point-to-point channels between the parties. The MPC definitions can be found in the
full version, in particular the standard notion of covert security and covert security with
publicly verifiability are defined; we remark that in the notion of covert security, we explicitly
require identifiable abort, meaning that the honest parties agree upon the identity of the
party who caused an abort. On the other hand, covert security with public verifiability is
not identifiable; the adversary just sends the abort command without an index.
The other useful definitions, for instance time-lock puzzle, can be found in the full version.

2.1

Corruptible Correlated Randomness Functionality

D
For our work we will consider a mild relaxation of correlated randomness functionality Fcorr
D
called a corruptible correlated randomness functionality [8]. Fcorr allows the parties in the
D
corrupted set C to choose their correlated randomness {Ri′ }i∈C and then Fcorr
has to reverse
′
sample based on {Ri }i∈C the correlated randomness for the honest parties consistently
D
with the distribution D. We model this equipping the functionality Fcorr
with an efficient
D
reverse sample algorithm RS. We note that Fcorr is nonetheless sufficient for all major overall
protocols in the preprocessing model.
D
Functionality Fcorr

The functionality interacts with parties P1 , . . . , Pn . Let C ⊂ [n] be the set of parties
corrupted by the ideal world adversary S.
Upon receiving message (CorrRand, {Ri′ }i∈C ) from S, the functionality samples
{Ri }i∈[n]\C ← RS({Ri′ }i∈C , D) and sends Ri to each Pi with i ∈ [n] \ C.
Figure 2 Functionality for corruptible correlated randomness.

▶ Remark 1. We note that our ideal functionality implicitly requires the adversary S to provide
adversarial correlated randomness that can be part of a valid output of the functionality.
This is not a restriction, since we will later on prove that any real-world adversarial attack
can be translated into such a restricted ideal-world adversary.

3

Preprocessing with Identifiable Abort

D
In this section we are presenting a protocol [Πcorr ]cov which implements Fcorr
with security
against covert adversaries, who corrupts n − 1 parties, and deterrence factor ϵ = 1 − k1 .
[Πcorr ]cov makes use of a preprocessing protocol Πcorr that has identifiable cheating from
random tapes (IDC), and consistent identifiable abort. Roughly speaking, [Πcorr ]cov proceeds
as follow. Initially each party commits to k random tapes that are a result of a coin-flip, i.e.
each Pi for i ∈ [n] commits to random tapes ri,1 , . . . , ri,k . The parties run the preprocessing
protocol Πcorr k times, where Pi uses random tape ri,ℓ in execution ℓ. Once all k executions
terminate, the parties jointly flip a coin c ∈ [k] and open all commitments via broadcast
belonging to executions ℓ ∈ [k] with ℓ =
̸ c. If any party aborts at this stage, we accuse it of
cheating. If none of the parties abort, then everybody will know the vectors (r1,ℓ , . . . , rn,ℓ )
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of random tapes used in executions ℓ ̸= c. Once each party Pi received vectors of random
tapes she runs algorithms Certify and Ver of Πcorr in order to identify if a malicious party
misbehaved. If no cheating is detected Pi outputs the output of the c-th execution of Πcorr .
The formal description of the protocol can be found in Figure 3. In the formal description
to not overburden the notation we avoid to specify that when a party, say Pi , does not
broadcast a message (or the parties receive an (abort, i) from the functionality) the parties
terminates the computation sending (corrupted, i).
Protocol [Πcorr ]cov covprot
D
Let Πcorr be a protocol that computes Fcorr
with passive security and has identifiable
cheating from random tapes and consistent identifiability abort.

1. Each party Pi receives a signing key ski and verification keys vk1 , . . . , vkn from the
PKI.
2. For i, j ∈ [n], each Pj sends (comFlip, (i, 1)), . . . , (comFlip, (i, k)) to [FFLIP ]ida .
3. For i, j ∈ [n], each Pj sends (openOne, (i, 1), i), . . . , (openOne, (i, k), i) to [FFLIP ]ida .
4. For i, j ∈ [n], each Pi receives ri,1 , . . . , ri,k from the ideal functionality.
5. All parties jointly execute Πcorr in parallel k times, where party Pi uses random
tape ri,ℓ in the ℓ-th execution of the protocol. Let Ri,ℓ be the output of party Pi in
execution ℓ.
6. All parties send (coinFlip, 0) to [FFLIP ]ida and obtain a uniformly random value
ℓ∗ ∈ [k].
7. For ℓ ∈ [k] \ {ℓ∗ } each party Pi
a. sends (openAll, (i, ℓ)) to [FFLIP ]ida .
b. receives back ⃗rℓ := (r1,ℓ , . . . , rn,ℓ ) corresponding to the random tapes used in
execution ℓ from [FFLIP ]ida .
c. computes certi,ℓ ← Certify(vk1 , . . . , vkn , ⃗rℓ , viewi,ℓ ), where viewi,ℓ is Pi ’s view in
the ℓ-th execution of Πcorr .
d. send cert(i,ℓ) to [FBC ]ida .
̸ ℓ∗ and
8. Each party Pi receives certificates (cert1,ℓ , . . . , certn,ℓ ) for each execution ℓ =
computes vℓ ← Ver(vk1 , . . . , vkn , ⃗rℓ , cert1,ℓ , . . . , certn,ℓ ). Let J be the set of indices
with vℓ ̸= ⊥. If J ̸= ∅, then Pi broadcast (corrupted, vj ) with the smallest j from J.
9. Each party Pi outputs Ri,ℓ∗ .

Figure 3 Preprocessing protocol for MPC with covert security and identifiable abort.

D
▶ Theorem 2. Suppose protocol Πcorr securely implements Fcorr
with passive security, has
identifiable cheating from random tapes, and consistent identifiability abort. Let [FFLIP ]ida be
the ideal committed coin flip functionality with identifiable abort. Let [FBC ]ida be the broadcast
D
functionality. Then [Πcorr ]cov implements Fcorr
with security against covert adversaries, who
corrupts n − 1 parties, and deterrence factor ϵ = 1 − k1 .

The ideal functionality used in the theorem statement, the proof of Theorem 2 and the
definition of the property of cheating identifiability from random tapes can be also find in
the full version of the paper.
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Abstract

Pseudorandom number generators with input (PRNGs) are cryptographic algorithms that generate
pseudorandom bits from accumulated entropic inputs (e.g., keystrokes, interrupt timings, etc.). This
paper studies in particular PRNGs that are secure against premature next attacks (Kelsey et al.,
FSE ’98), a class of attacks leveraging the fact that a PRNG may produce an output (which could
be seen by an adversary!) before enough entropy has been accumulated. Practical designs adopt
either unsound entropy-estimation methods to prevent such attacks (as in Linux’s /dev/random) or
sophisticated pool-based approaches as in Yarrow (MacOS/FreeBSD) and Fortuna (Windows).
The only prior theoretical study of premature next attacks (Dodis et al., Algorithmica ’17)
considers either a seeded setting or assumes constant entropy rate, and thus falls short of providing
and validating practical designs. Assuming the availability of random seed is particularly problematic,
first because this requires us to somehow generate a random seed without using our PRNG, but
also because we must ensure that the entropy inputs to the PRNG remain independent of the seed.
Indeed, all practical designs are seedless. However, prior works on seedless PRNGs (Coretti et al.,
CRYPTO ’19; Dodis et al., ITC ’21, CRYPTO’21) do not consider premature next attacks.
The main goal of this paper is to investigate the feasibility of theoretically sound seedless PRNGs
that are secure against premature next attacks. To this end, we make the following contributions:
1. We prove that it is impossible to achieve seedless PRNGs that are secure against premature-next
attacks, even in a rather weak model. Namely, the impossibility holds even when the entropic
inputs to the PRNG are independent. In particular, our impossibility result holds in settings
where seedless PRNGs are otherwise possible.
2. Given the above impossibility result, we investigate whether existing seedless pool-based approaches meant to overcome premature next attacks in practical designs provide meaningful
guarantees in certain settings. Specifically, we show the following.
We introduce a natural condition on the entropic input and prove that it implies security of
the round-robin entropy accumulation PRNG used by Windows 10, called Fortuna. Intuitively,
our condition requires the input entropy “not to vary too wildly” within a given round-robin
round.
We prove that the “root pool” approach (also used in Windows 10) is secure for general
entropy inputs, provided that the system’s state is not compromised after system startup.
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1

Introduction

Pseudo-random number generators (PRNGs) are one of the most critical building blocks of
secure systems. In particular, no meaningful cryptography is achievable without (pseudo)
randomness. In practice, PRNGs’ main functionality is to accumulate entropy (modeled
by the function refresh in the syntax) into one or more pools from several sources (such as
keystrokes, interrupt timings, etc.), and to then extract “clean” pseudorandom bits from these
pools (modeled by the function next). In other words, refresh calls is used to accumulate
entropy into the state of the PRNG while next is used to produce outputs from this PRNG
state. While doing this, PRNGs must resist powerful attacks. On the one hand, the available
entropy sources (i.e., the input to the PRNG) may be partially controlled by the adversary
interacting with the system. On the other hand, the state of the PRNG may be compromised,
and we want to protect both prior uses of the PRNG (i.e., we want forward security), as well
as allow for recovery from such compromise. PRNGs, in particular, differ from “traditional”
pseudorandom generators, which instead already assume a fully entropic input.
Several practical PRNG designs have been proposed, including those in operating systems
such as /dev/random [20] for Linux, Yarrow [15] for MacOS/iOS/FreeBSD, and Fortuna [10]
for Windows, and in standards like NIST’s SP 800-90A [2]. Designing secure PRNGs
remains however a complex task, and several flaws have been identified in existing designs
(cf. e.g. [19, 21]).

Seedless PRNGs. One could hope that the best way forward is to develop provably secure
PRNGs, following a line of work initiated by Barak and Halevi [1]. Yet, theoretical validation
presents several technical challenges. In particular, we want such PRNGs to be general, in
that they achieve security under the minimal assumption that the available sources have
sufficient entropy. To address this, much of the prior work has considered a seeded setting,
first proposed by Dodis et al. [7]. Here, the PRNG can rely on a random seed which is
independent from the accumulated entropy (but known to the attacker), an approach inherited
from the necessity of seed for extraction from general entropy sources [17]. Such a seeded
approach was taken by several subsequent works [7, 8, 19, 11, 14, 12]. This seed serves as an
input to both refresh and next.
However, the seeded setting is not necessarily practical. Indeed, since our end goal is that
of generating randomness in the first place, one may question where a uniformly random
and independent seed would come from! Moreover, and perhaps even more importantly, it
is unreasonable to expect our input sources to be truly independent of the seed. (E.g., our
future keystrokes can certainly depend on the prior output of our PRNG, which depends on
the seed.) Unsurprisingly, all practical designs are seedless.
This issue has motivated recent work studying different ways in which the impossibility
of deterministic extraction can be circumvented without the need for seed. Coretti et al. [4]
consider constructions based on cryptographic hash functions modeled as random oracles
and introduced corresponding meaningful notions of entropy in this setting. The formal
definition is presented as Definition 1. Subsequent works by Dodis et al. [6, 5] consider the
simple case in which the inputs are independent and without assuming ideal primitives.
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This paper: Seedless PRNGs & Premature-next attacks. All prior theoretical work on
seedless PRNGs relied heavily on the assumption that the PRNG is allowed sufficient time
to accumulate entropy before having to provide any output, i.e., they do not handle so-called
premature-next attacks [16]. In such an attack, the adversary requests output from the
PRNG before it has accumulated enough entropy to guarantee security. Much prior work
(including all prior work in the seedless setting) simply assumes that all accumulated entropy
is lost upon such a premature-next call. With such a definition, a PRNG might fail to
produce a single pseudorandom bit, regardless of how much entropy is provided!
Linux’s /dev/random [20] attempts to overcome premature-next attacks by blocking the
RNG as long as insufficient entropy has been accumulated, but this approach cannot be
theoretically sound, as estimating entropy is impossible [18, 10]. Indeed, a concrete way
to fool /dev/random’s entropy estimation was given in [7]. In contrast, Yarrow [15] and
Fortuna [10] propose a clever solution to the problem. Abstractly, these constructions have
a register as well as many pools. Only the register is used to provide output. Each time
these PRNGs receive some input, they “add it to one pool” selected in a round-robin fashion.
Then, at different rates, each pool is used to occasionally update the register. We call this
“emptying the pool.” Intuitively, while a premature-next call might completely leak the input
to any pools that have been emptied recently, it will not reveal any information about inputs
to pools that have not been emptied since they received this input.
A generalization of this pool-based approach was analyzed formally by Dodis et al. [8].
However, their analysis either assumes seeds (thus departing from the deterministic approach
taken by Yarrow/Fortuna) or requires that the entropy rate is constant – i.e., that all inputs
have the same (unknown, adversarially chosen) entropy. Both situations are undesirable, and
in this paper, we aim to make progress on the following general question:
Can we have seedless PRNG designs which provably resist (in some meaningful way)
premature-next attacks?

1.1

Our Results

Impossibility of seedless PRNGs. We first address the feasibility question of whether
seedless PRNGs can, in principle, be secure against premature-next attacks. We would like
in particular to assess whether recent positive results on seedless PRNGs, [4, 6, 5] can be
extended to resist premature-next attacks.
Notice that, if the attacker can choose to vary the entropy of the inputs, then no
“deterministic pool-based approach” can work. (As in [8], we formalize this below using the
notion of a scheduler.) In particular, if we require γ bits of entropy to go into a single pool
in order to recover from compromise and the attacker knows when pools will be filled and
emptied, then the attacker can simply provide a bit less than γ bits to each pool before
it is emptied. (This intuition is formalized in [8].) However, one can imagine much more
complicated constructions. E.g., we might choose which pool to fill or empty based on the
(entropic) input (perhaps even with some attempt at entropy estimation like /dev/random),
or we might not use a pool-based approach at all.
Surprisingly, we show that no seedless PRNG can resist premature next attacks, even
if the inputs are sampled independently. In particular, as deterministic extraction without
the seed is possible for independent inputs [3], our impossibility is inherently due to the
premature next problem. In more detail, following [8], we parameterize security by two values,
γ ∗ , and β. The goal is to guarantee that if the PRNG has obtained γ ∗ bits of min-entropy
within T ∗ steps after the last state compromise, then the PRNG will revert to producing
pseudorandom bits within βT ∗ steps after the same state compromise. We prove that for any
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choice of γ ∗ , β, there exists an efficient adversary providing q ≥ γ ∗ 2 β 2 PRNG inputs (each
with one independent bit of entropy) which violate the PRNG security against premature
next attacks. Since q is typically huge, this rules out any reasonable settings of γ ∗ and β.
In addition to being interesting in its own right, this shows a natural setting where
meaningful PRNG security (e.g., entropy accumulation and extraction) is possible without
premature-next attacks, but impossible with them.
Toward Positive Results. The above strong impossibility result, including the “separation”
between randomness accumulation/extraction and premature-next security, motivates us to
search for positive results even (optimistically) assuming perfect entropy accumulation and
extraction. In fact, we already have two widely used solutions that appear to work in practice.
First, we already mentioned the round-robin pool-based approach, called Fortuna, which is
part of Windows 10 and macOS. Second, Windows 10 [9] uses a special “root pool” to solve
the problem of initial entropy accumulation when the computer starts up. This single pool is
emptied at exponentially increasing intervals (e.g., at time 1, β, β 2 , ...) to (heuristically) solve
the problem that sometimes the computer might boot with no good source of randomness
for an unknown period of time. Intuitively, if good entropy starts to come in at (unknown)
time t, the root pool will allow the PRNG to produce good random bits by time at most βt.
While this simple approach does not work when one is worried about state compromise at
an unknown time (and this is why more than 1 pool is used for general purpose PRNGs like
Fortuna), it appears quite effective for accumulating entropy at startup.
Given the existence of these two heuristics to accumulate entropy within pools, we ask
whether we can find natural conditions where these approaches provably work, despite our
strong impossibility result above. To make this question formal, we define a clean model of
seedless (pool-based) schedulers, extending the corresponding notion of schedulers [8] to the
seedless setting. Intuitively, if we have k pools, given each entropic sample Xi , the scheduler
decides which pool ini ∈ [k] will accumulate this entropy, and, which pool outi ∈ [k] (if
any) will contribute its accumulated entropy back to the register. Moreover, to model ideal
entropy accumulation and extraction, we assume that the entropy that was thrown to pool i
simply adds up without loss.
In fact, at this level of abstraction, we can completely forget about entropy and PRNGs
and simply consider an abstract notion of a scheduler, whose goal is to distribute a sequence
of weights w1 , . . . , wq ∈ [0, 1] into pools, sometimes emptying one of the pools with the
following guarantee. If there are t consecutive weights wt0 +1 , . . . , wt0 +t whose sum is larger
than some threshold α, then there should be a pool that accumulates at least weight 1
in this same time period (without being emptied) and is emptied shortly thereafter, say
before time step t0 + βt. We call this (α, β)-security. Here, a pool accumulating weight 1
in this abstract scheduler game corresponds to a pool accumulating sufficient entropy in a
pool-based PRNG. [8] proved formally that a secure scheduler can be used to convert PRNGs
that are secure in a model that does not allow for premature-next attacks (used for the
individual entropy pools) into a PRNG that is secure in a model with premature-next attacks.
In particular, given an (α, β)-secure scheduler together with a PRNG that recovers from
compromise after receiving γ bits of entropy without allowing for premature-next attacks, we
can construct a PRNG that recovers from compromise even in the presence of premature
next in time βt, where t is the time needed to receive αγ bits of entropy.
Because of our general impossibility result above, we cannot achieve general (α, β)-security.
(We also give direct proof of this fact in the setting of schedulers below.) We then show two
positive results yielding proven security guarantees for the two schedulers used in the real
world, by giving meaningful restrictions to the model.
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First, we show that the root-pool approach achieves nearly optimal (α, β)-security to
accumulate entropy at start-up, where α ≈ logβ q (and we can take any integer β ≥ 2).
Plugging in known constructions yields a PRNG in the root-pool model (i.e., in which we
assume that compromise only happens at time 0) that is exponentially better than our
√
general-scheduler lower bound stating αβ ≥ q.
Second, we show that the round-robin Fortuna construction with k ≥ logβ q pools achieves
(α, β)-security with α ≈ logβ q, provided one uses a more conservative notion of entropy
called k-smooth entropy.1 For constant-rate entropy sources, this notion of entropy is
identical to the traditional min-entropy, and our result indeed generalizes the earlier
observation of [8] regarding constant-rate sources. More generally, our notion of k-smooth
entropy essentially captures the idea that wildly fluctuating entropy should be penalized,
which we believe is a practically relevant idea (and in particular seems to be behind
the heuristics used in practice). In other words, despite simple attacks on the Fortuna
scheduler in the unrestricted setting, we found a natural condition where this scheduler
works.
We stress that our scheduler results only solve the premature next problem assuming ideal
entropy accumulation and extraction, but we hope future work will extend them to full-blown
PRNGs, which provably overcome our negative results under similar restrictions.

2

Preliminaries

We write N := {0, 1, 2, . . .} for the set of natural numbers and for positive integers k ≥ 1, we
write [k] := {0, . . . , k − 1} for the natural numbers up to k − 1. When a value x is sampled
uniformly from a distribution X, we will denote it by x ← X. By Un , we will denote a
uniform distribution over bit strings of length n.
We consider PPT adversaries, in some security parameter λ. All our variables in our
security definitions will depend on this security parameter.
Min-Entropy. The prediction probability of a random variable X is Pred(X) :=
maxx P[X = x] and the min-entropy is H∞ (X) = − log(Pred(X)).
Security Games. All of the security properties considered in this paper are captured by
considering a game between a challenger and an attacker A, both of which may have access
to an ideal primitive P . The goal of the attacker is to guess a random bit b chosen by the
challenger, who offers a set of oracles to the attacker to aid with this task. The advantage of
A is defined as
2 · P[A wins] − 1/2 ,
where the probability is over the randomness of A, of the challenger, and of the ideal
primitive. The cases where b = 0 and b = 1 are referred to as the real world and the ideal
world, respectively. One may equivalently consider A’s advantage at telling these two worlds
apart, i.e.,
P[A = 1|b = 0] − P[A = 1|b = 1]
1

.

We have a general bound for all k, including a constant number of pools, where α = O(k) and
β = O(q 1/k ).
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3

Impossibility of “Premature Next” Seedless PRNGs

This section considers the security of seedless PRNGs against premature next attacks [16].
The idea behind such an attack is that next – the algorithm extracting pseudorandom bits
from the PRNG state – is called before the state has accumulated sufficient entropy. The
resulting output will therefore not be fully random, and an adversary can potentially use the
output of many such calls to recover the state. The notion of robustness against prematurenext attacks was formalized by Dodis et al. [8]. Their work generalized and analyzed a key
technique to mitigate such attacks that originated in the designs of the Yarrow [15] and
Fortuna [10] PRNGs. Roughly, the key idea is that the entropic inputs to the PRNG are
carefully distributed to several “smaller” PRNGs, which we refer to as pools, and, with
different frequencies, these pools are used to randomize a register from which random bits
are extracted. (We formalize this approach in detail below.) While both Yarrow and Fortuna
use deterministic scheduling strategies to assign entropic inputs to a pool and to decide when
each pool contributes to the register, the provable robustness against premature-next attacks
is achieved in [8] by relying on a random seed (independent from the inputs) to ensure that
the entropy received from the adversary is roughly evenly distributed among the pools.
It is not hard to see that the fixed pool assignment schedule adopted by Yarrow/Fortuna
cannot be robust against premature next attacks without extreme restrictions on the adversaries (e.g., the constant rate restriction). However, other seedless strategies are possible
(e.g., one could assign entropic inputs to pools chosen depending on the inputs themselves,
or some previous inputs; or one might try to divide each input up into smaller pieces in some
way; or one might not use pools at all), and the larger question remains on the feasibility of a
seedless PRNG which is robust, even with premature next calls. One of course should exercise
some care, a fully secure deterministic PRNG cannot exist (regardless of premature-next
attacks) for the same reasons deterministic extraction is impossible. So, we must make some
restrictions on the input distributions provided by the adversary. For this reason, in the
following, we will focus on the case of independent inputs, for which deterministic extraction
is–in principle–possible.
Even in this setting, the main result of this section is an impossibility result. (So, the
fact that we restrict our attention to independent inputs simply makes our result stronger.)
Specifically, we show that it is impossible to have such a seedless PRNG which is robust
against premature next attacks, even in a setting where the entropic inputs are independent.
Before we present our result, which is stated below as Theorem 5, we introduce some
more syntax and definitions.

3.1

Pseudorandom Number Generators with Input

In this section, we will briefly recall the syntax of this primitive. We will use the seedless
definition for this paper. We refer the readers to the work of Coretti et al. [4] for a detailed
exposition.
Syntax. A PRNG is a stateful cryptographic primitive that accumulates entropy by absorbing inputs which it then uses to produce pseudorandom bits when the entropy of its state is
high. A PRNG consists of two algorithms as defined below:
▶ Definition 1 (Syntax of PRNGs). A pseudorandom number generator with input (PRNG)
is a pair of algorithms PRNG = (refresh, next) sharing a µ-bit state s, where
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refresh takes a state s and an input x ∈ {0, 1}m and produces a new state s′ = refresh(s, x),
and
next takes a state s and produces a new state and an output y ∈ {0, 1}r , i.e, (s′ , y) =
next(s).
A PRNG processing m-bit inputs and producing r-bit output is called a (m, r)-PRNG.
For our impossibility result, we will focus on (1, 1)-PRNG. This is without loss of generality,
as we could always buffer m such entropic inputs before applying a “bigger” refresh call on
m such bits, and impossibility for 1 output bit implies that for r ≥ 1 output bits.
Security. The work of Coretti et al. [4] dealt with robustness security game, without support
for Premature Next (ROB). For purposes of this paper, we will focus on robustness security
with Premature Next (NROB), as defined in Figure 1. While we adapt the original definition
from [8] to the seedless setting, we note that we present a highly simplified security game
that is enough to provide for our impossibility result. (We also leave out some functionality
that is not necessary for the attacker in our impossibility result, which again simply makes
our impossibility result much stronger.)
Most significantly, we assume that all of the samples provided by the attacker are
independent from each other (which makes out impossibility much result stronger). Formally,
attacker outputs a distribution Xi for the next entropic sample, and the security game
independently samples a concrete value xi ← Xi from this distribution, without giving any
side information back to the attacker. This allows for much simpler accounting for entropy,
– by simply adding individual entropy of samples Xi produced by the attacker, – without
worrying about (quite subtle) conditional entropy of such samples.
In more detail, NROB game allows adversary A, whose state is represented by the variable
σ, to access the following oracles:
get-next allows the attacker to get pseudorandom outputs by calling the next procedure
on the current state and returning the output y.
next-ror creates a challenge, i.e., if b = 1, it outputs a uniform random value y1 ∈ {0, 1}
instead of the PRNG output y0 . Here, the PRNG output is second part of the output of
next procedure.
get-state models state compromises by revealing the value of the state of the adversary.
▶ Definition 2 (Definition of an Attacker). An attacker A is called a (q, τ )-attacker if it
provides at most q input distributions for refresh and runs in time at most τ .
For security, the game keeps track of the entropy counter c which counts the entropy
the attacker injected into the system since the latest compromise. When c reaches a critical
value γ ∗ , we would like our PRNG to recover. However, instead of demanding immediate
recovery (like in the simpler robustness game ROB discussed in Section A), we allow a factor
of β gap. Concretely, if entropy γ ∗ took T ∗ steps to accumulate, we demand recovery by
time T ≤ βT ∗ .
▶ Definition 3. The advantage of a (q, τ )-attacker A in the NROB(γ ∗ , β, q) game is denoted by
∗
AdvNROB
PRNG (A). Further, we say that PRNG is (γ , β, q, ϵ, τ )-secure if for any (q, τ )-attacker A,
AdvNROB
PRNG (A) ≤ ϵ.
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Game The PRNG Robustness∗ Game
get − next

NROB
σ = ⊥; s = 0; c = 0
b ← {0, 1}; corrupt = true
T = 0; T ∗ = 0
for i = 1, . . . , q do
(σ, Xi ) ← Aget−next,get−state,next−ror (σ)
xi ← Xi
s = refresh(s, xi )
c = c + H∞ (Xi )
T =T +1
if c ≥ γ ∗ then
if T ∗ = 0 then
T∗ = T
if T ≥ βT ∗ then
corrupt = false
b′ ← A(σ)

(s, y) = next(s)
return y
next − ror
(s, y0 ) = next(s)
y1 ← {0, 1}r
if corrupt = true then
return y0
return yb
get − state
c = 0 ; corrupt = true
T = 0; T ∗ = 0
return s

Figure 1 The Robustness Game with Premature Next Calls NROB(γ ∗ , β, q). This is in contrast
to the Robustness Game without Premature Next Calls which is presented in Figure 5.

We refer the readers to the works of Dodis et al. [8] and Coretti et al. [4] for discussions
on different security models. For comparison, though, we provide the formal definition of
the simpler ROB notion in Section A. The critical difference between ROB and NROB is
that the former resets the entropy counter c = 0, if an adversary invokes get − next when
corrupt = true. Additionally, ROB implicitly sets β = 1, meaning immediate recovery when
enough entropy enters the system after the compromise (or any premature next call).

3.2

Impossibility Result

The idea of our attack is that the adversary provides bit inputs such that every n inputs has
one bit of entropy. Further, the premature next call will reveal information about this bit.
We will prove the result through a series of lemmas. As mentioned before, we will assume
that the inputs and the outputs are merely bits.
In the remainder of this section, we will work with a function fPRNG : {0, 1}µ × {0, 1}n →
{0, 1}, for PRNG = (refresh, next). This function fPRNG (s, x) represents the application of n
iterated refresh calls, starting from an initial state s with input x1 , . . . , xn ∈ {0, 1}, before
finally applying next to produce an output bit y, or more formally:
fPRNG (s, x1 || . . . ||xn ):
for i = 1 to n
s = refresh(s, xi )
(s, y) = next(s)
return y
This is equivalent to applying one “big-refresh” before one next, as indicated before. Further,
we write x−i for x1 || . . . ||xi−1 ||xi+1 || . . . ||xn , i.e., the binary string x, except for the ith bit. Then, we can define x−i,χ to be the string where the i-th bit is set to χ, i.e.
x−i,χ := x1 , . . . , xi−1 , χ, xi+1 , . . . , xn . For any function g and any i, we abuse notation and
write g(x−i,χ ) as a shorthand for g(x1 || . . . ||xn ) where i-th bit is χ. We will also use X to
denote the random variable corresponding to x1 || . . . ||xn and use X−i to denote the random
variable corresponding to x−i .
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▶ Lemma 4. There exists a randomized O(n2 ) algorithm Findg with oracle access to any
function g : {0, 1}n → {0, 1}, such that with probability at least 1 − 2−n (over the coins
Findg ), Findg outputs (i, z) which satisfies precisely one of the following two (disjoint)
properties:
i = 0, z ∈ {0, 1}, and P[g(Un ) = z] ≥ 0.6.
1 ≤ i ≤ n, z ∈ {0, 1}n−1 and g(x−i,0 ) ̸= g(x−i,1 ) where x−i = z.
(In other words, Findg either discovers that g(Un ) is biased, or it identifies two n-bit strings
that differ in a single bit such that g returns different values on these two strings.)
Proof. The algorithm Findg is defined in Figure 2. The Findg ’s output satisfies case 2
unless , after n2 tries, the algorithm fails to find a value in the first loop. Further, in the
second loop, the algorithm merely outputs the majority element.
Analysis of First for Loop. Let us look at trying to determine i, z such that it satisfies the
second property. To this end, we will rely on results from graph theory. Specifically, we will
use the edge isoperimetric inequality for a Hypercube graph [13, §4], which we recall (in our
context) below.
For our setting, we have a Hypercube graph Qn = (V, E) where each vertex corresponds
to a binary vector of length n, i.e., |V | = 2n . Further E is the set of all edges that connects
(u, v) if the Hamming distance between u and v is exactly 1. This gives us that: |E| = n·2n−1 .
Now, we are interested in edges between a vertex u and v if g(u) ̸= g(v). Now, for any set S
of size k ≤ 2n−1 , the number of “cut” edges C from the set to its compliment is bounded by
the isoperimetric inequality [13, §4.2.1] as follows:
C ≥ k · (n − log2 k) ≥ k
However, now we need to determine how many u ∈ V exists such that g(u) = 0 (or 1). If,
0.4 ≤ E[g(Un )] ≤ 0.6, then we know that there exists 0.4 · 2n vectors u with g(u) = 0 and a
similar number for g(u) = 1.
Therefore, the probability of choosing the desired edge is at least:
k
0.4 · 2n
0.8
≥
=
n−1
n−1
n·2
n·2
n
In other words, the probability that a randomly chosen edge is the desired edge occurs with
probability p ≥ 0.8/n. Therefore, one can simply pick an edge e ∈ E, uniformly at random,
and then test to see if it is the desired edge. Now, if one were to do n2 such tests, we get:
P[g(x−i,0 ) ̸= g(x−i,1 )] > 1 − 2−n
This math follows from the fact that the probability of failure of algorithm is:

n2
0.8
1−
≤ e−0.8n < 2−n
n
Note that this result only follows if 0.4 ≤ E[g(Un )] ≤ 0.6.
Analysis of Second for Loop. However, if E[g(Un )] < 0.4 or E[g(Un )] > 0.6, then we know
that the distribution, is biased either in favor of 0 or 1. If it is biased in favor of 1 (i.e.,
E[g(Un )] > 0.6), then we know that > 0.6 · 2n inputs x will evaluated to 1 or < 0.4 · 2n . In
other words, the probability of success p > 0.6. Therefore, one can apply Chernoff bounds,
to get that P[g(Un ) = z] ≥ 0.6 with probability 1 − 2−n .
The correctness of Findg follows from our earlier discussion. It is easy to see that Findg
runs in time O(n2 ) as the lines inside the first for loop take constant time if one were to
sample the edge by picking i and x−i .
◀
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Algorithm Findg
for i = 1 to n2 :
Pick an edge (u, v) ∈ E, uniformly at random.
Use oracle access to g to compute g(u) and g(v).
if g(u) ̸= g(v) then
Find i such that ui ̸= vi .
By definition, there exists a unique i that satisfies this condition.
return (i, u−i )
break
for i = 1 to 120 · n:
count = 0
Sample x ← {0, 1}n
Compute count = count + g(x)
if count > n/2 then z = 1
else z = 0
return (0, z)

Figure 2 Description of Findg .

√
▶ Theorem 5. There is no (γ ∗ , β, q, 0.1, τ )-secure PRNG for γ ∗ β < q and τ ≥ Ω((tnext +
trefresh ) · n3 ) where n = γ ∗ · β and tnext and trefresh are the time required to compute next and
refresh respectively.
Proof. We will use the Findg algorithm defined in Lemma 4 to create an adversary A
that wins the NROB(γ ∗ , β) security game. The pseudocode for the adversary is provided in
Figure 3. Here, the definition of the function g is as follows: g(x) = f (s, x1 || . . . ||xn ) where s
is the current state s and n = γ ∗ · β. A is aware of the very first state s. The attacker then
runs Findg on this function g and receives (i, z) as output. Now, we have two cases:
i = 0. Recall that i = 0 implies that g(Un ) is biased towards the value z. Therefore, A
simply invokes get − state first. This is done not to retrieve the state, but rather to
reset the counters of T and T ∗ . Now, A uses the biased nature of g on Un to provide
uniform bit n = γ ∗ β times. At the end of this process, we have T ∗ = γ ∗ β and the attacker
is required to break the scheme within another β steps. After the n inputs, A invokes
next − ror to receive its challenge response. If this challenge response is equal to z, then
we know that b = 0, indicating it is the real distribution and not the random distribution.
i ̸= 0. Recall that i =
̸ 0 implies that there exists two n-bit strings that differ in one bit,
but g produces different evaluations. i is the bit where the strings differ and z is the value
for the remaining bits. A begins by writing down z in its state, and then provides one
bit of entropy by randomly sampling xi . Now, A uses a “premature” call to get-next
and receives y as response. With knowledge of z, A can compute g for two choices of
input at the i-th bit and then use y to uniquely determine what was the input at xi
which also helps A recover the state. This process is repeated γ ∗ times to provide γ ∗ bits
of entropy. We keep doing this for γ ∗ 2 β 2 steps, and then, request next-ror . However,
with knowledge of the state, due to premature next, A knows the challenge and therefore
wins with a non-negligible advantage.
In other words, we have an attacker which can break this scheme, with non-negligible
probability, if q > γ ∗ 2 β 2 .2
◀

2

Note, that when q < γ ∗ β, every PRNG is vacuously secure as there is no need for recovery: at least γ ∗
steps are needed to inject the required γ ∗ bits of entropy, and the attacker simply runs out of refresh
calls to trigger the security requirement. This, of course, assumes ideal entropy accumulation.
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Algorithm A
Set s = 0
σ=⊥
t=0
while t ≤ γ ∗2 β 2
Set g(x) = f (s, x)
(i, z) ← Findg
if i = 0 then
Invoke get-state to get the current state s∗ . // This resets T = 0.
for j = 1 to n:
Output Xt+j = U1
// H∞ (Xt+j ) = 1.
Invoke next-ror for challenge δ
if δ = z then return 0
else return 1
else
Set Xt+i = U1
// H∞ (Xt+i ) = 1.
Use z to set Xt+k for k ̸= i.
// H∞ (Xt+k ) = 0 for k ̸= i.
Invoke get-next to get output y.
Let a−i = z
if g(a−i,0 ) = y then xt+i = 0
else xt+i = 1
for i = 1 to αβ
s = refresh(s, xt+i )
(s, y) = next(s)
t = t + αβ
Invoke next-ror for challenge δ
if next(s) = (·, δ) then return 0
else return 1

Figure 3 Pseudocode for A for Theorem 5.

3.3

Towards Positive Results

The impossibility is, of course, artificial, but it raises questions about how to overcome it,
even assuming ideal entropy accumulation and extraction. In Section 4 we abstract the notion
of the scheduler which models security against premature next attacks using multiple pools
which assume to accumulate entropy optimally (which abstracts away entropy accumulation
and extraction).
In this setting, we will first analyze a single-pool scheduler scheme for the special “root
pool” in Section 5. This scheme uses a single pool with exponentially decaying time intervals
to drain this pool, but the rate of such recovery will depend on the entropy rate counted from
the boot time (as opposed to the latest compromise in the general notion). The latter point
is why we don’t want to use this one-pool scheme for the general-purpose PRNG, where we
would like to recover from compromise no matter when it happens.
For such scenarios, we revisit the round-robin Fortuna scheduler, where [8] observe that
this scheme provably overcomes our impossibility result, by assuming all entropy comes at
a fixed (but unknown) rate. Instead, in Section 6 we significantly generalize this positive
result. The idea is to redefine the notion of entropy we use in a way that makes it more
restrictive than traditional (min-) entropy, but not as restrictive as assuming fixed constant
rate.3 Intuitively, our notion of entropy will not allow attacks where the entropy varies too
widely within a given round-robin (but can change from one round-robin to another) – in a
sense that the attacker will get almost no credit for high-entropy samples when there is at
least one low entropy sample within a given round-robin.

3

We also note that the results about fast entropy accumulation in the register [5] might justify why our
new (more restrictive) notion of entropy might be reasonable to expect in practice.
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Construction: Premature-Next Robust PRNG
refresh∗ (x, s)
Parse s as (s0 , . . . , sk−1 , ρ)
in, out ← SC()
sin ← refresh(sin , x)
if out ̸= ⊥ then
(sout , R) ← next(sout )
ρ←ρ⊕R
return s = (s0 , . . . , sk−1 , ρ)

next∗ (s)
Parse s as (s0 , . . . , sk−1 , ρ)
(Y, ρ) ← G(ρ)

return s = (s0 , . . . , sk−1 , ρ), Y

Figure 4 Construction of G = (refresh∗ , next∗ ).

4

Seedless Scheduler

For the remainder of this paper, we will assume ideal accumulation and extraction. Further,
rather than working with entropy, we will employ the notion of a sequence of weights
w = (w1 , . . . , wq ) where the weights have been normalized so that wi ∈ [0, 1] and a pool is
“full” when it has accumulated weight 1. (Specifically, to move between the weight wi and
the entropy γ, one should multiply by the entropy γ ∗ rob required for a single pool to recover.)
See [8].

4.1

Syntax of a Scheduler

We define the syntax of the scheduler below. Note that this scheduler is deterministic and
oblivious, i.e., it does not depend on the actual input or its entropy.
▶ Definition 6 (Syntax of Scheduler). A (k, q)-scheduler is a deterministic algorithm SC that
produces q pairs: {(ini , outi )}qi=1 where ini ∈ [k], outi ∈ [k] ∪ {⊥} for i = 1, . . . , q.
Note that, when the number of “pools” k is not critical to be specified explicitly, a deterministic
(k, q)-scheduling scheduler can be thought of as a sequence of values {empty}qi=1 corresponding
to the time at which each input i with weight wi is emptied. More formally, we can define:
emptyi := min {j : j > i ∧ outj = ini }

4.2

Seedless PRNG, with Premature Next

Before we venture into the security of such a scheduler, it would be prudent to take a step
back and look at an informal composition of a seedless scheduler with PRNGs that are not
resilient to premature next in order to achieve security with premature next. Indeed, it is
also equally important to frame our composition results, in the face of the impossibility result
from Section 3.2 (and also the unrestricted scheduler impossibility later in this section). This
is precisely the reason why we do not state a formal composition theorem, as it is vacuous
for the most general case. However, the composition is still robust for restricted notions of
scheduler security to yield relaxed forms of PRNG security with premature next.
The composition relies on seedless PRNGs which are not secure with premature next.
These are typically parametrized by just γ ∗ , which is the minimum entropy needed for the
PRNG to begin producing pseudorandom outputs (see Figure 5). In essence, these have
α = γ ∗ and β = 1 with a reset of all counters when an adversary invokes get − next with
corrupt = true. The instantiation of this PRNG can be from the work of Coretti et al. [4]
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or from the work of Dodis et al. [6]. Such a PRNG, secure without premature next and
parametrized by γ ∗ is combined with a scheduler. The goal of a scheduler would be to ensure
that the input, as it arrives, is allocated a particular pool such that:
With “enough entropy”, a pool is filled, i.e., accumulates γ ∗ amount of entropy.
This pool will be emptied within “sufficient time”, to recover from compromise.
We will formalize these notions of “enough entropy” and “sufficient time” in the next section.
Formally, we define a seedless PRNG, with construction as follows:
Let SC be a scheduler with k pools.
Let Gi = (refreshi , nexti ) be seedless PRNGs with input (see Section A), for i = 0, . . . , k−1.
For simplicity, we will assume that each Gi is (m, r)-PRNG. These are PRNGs which are
not secure with premature next calls.
Let G : {0, 1}m → {0, 1}2m be a pseudorandom generator (without input).
∗
∗
Then, we construct a PRNG with input G(SC, {Gi }k−1
i=0 , G) = (refresh , next ) as shown in
Figure 4, where the scheduler mandates which pool Gin to use (via refresh) to accumulate
entropy from a new sample, and which pool Gout (if any) to “empty” (via next) into the main
register ρ for G.

4.3

Security of a Scheduler

We will define different notions of security for a scheduler. As with PRNGs, (k, q)-scheduler
security model is parameterized by two parameters α, β. Informally, it states that if the
adversary chooses to provide α units of fresh entropy (i.e., a sequence of wi values that sum
up to α) within a time t ≤ q/β, then we guarantee recovery within time β · t ≤ q. Formally,
▶ Definition 7 (General Security of Scheduler). A (k, q)-scheduler is (α, β)-general-secure if if
Pt
∀t0 , t such that t1 = t0 + β · t ≤ q, and ∀ weights w1 , . . . , wq ∈ [0, 1] such that i=1 wt0 +i ≥ α,
the scheme recovers from the compromise in time t0 + βt where recovery occurs if ∃ j ∈ [k]
and ∃ Tb ∈ [t0 + 1, t0 + β · t] such that:
1. outt0 +1 , . . . , outTb−1 ̸= j (pool j has not been emptied before time Tb);
2. outTb = j (pool j is emptied at time Tb); and
P
3. (pool j has filled) t <i≤Tb wi ≥ 1 .
0

ini =j

4.4

Impossibility Result

We can show that, for general security, there exists an impossibility result. Specifically, we
will show that for any k ∈ N, there exists a choice of q such that any (k, q)-scheduler is
not (α, β)-secure. In other words, for a suitable choice of q, one can break the scheduler to
never recover from compromise for any α, β. Note that this is incomparable to the earlier
impossibility result discussed in Section 3.2 as this assumes the existence of pools.
▶ Theorem 8. For any k ∈ N, there exists q ∗ = α2 β 2 such that a given (k, q)-scheduler is
not (α, β)-secure for any q ≥ q ∗ .
We defer the proof of this theorem to Section B. The immediate consequence of this impossibility result is the following: there exists input weight sequence w such that, irrespective of the
number of pools, we can inject entropy at a slow rate, such that no scheduler is general-secure.
It also implies that we need to make some relaxations to achieve usable security results.
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5

Reboot Secure Schedulers

The first relaxation corresponds to the situation when the system is just rebooted, i.e., we
are at t0 = 0. We will call this as the “reboot security” of a scheduler. This corresponds
to the situation when you just turn on the computer. For this case, we can have a much
simpler and better RNG, having only one pool. Like Fortuna, this pool is emptied every β i
steps for gradually increasing values of i = 0, 1, 2, . . ., where β is a small integer (Windows
10 uses β = 3).
▶ Definition 9 (Reboot Security of Scheduler). A (k, q)-scheduler is (α, β)-reboot-secure if
for t = 0, ∀t such that t1 = t0 + β · t ≤ q, and ∀ weights w1 , . . . , wq ∈ [0, 1] such that
Pt 0
i=1 wt0 +i ≥ α the scheme recovers from the compromise in time t0 +βt, where the definition
of recovery is as defined in Definition 7.
The composition of such a reboot-secure scheduler with our “not-premature-next” PRNGs
will trivially yield a “premature-next” boot PRNG, i.e., the PRNG that is used at the time
when the system is booting up.
We start with a lower bound on reboot-security, irrespective of the number of pools k.
▶ Theorem 10. For a (k, q)-scheduler to be (α, β)-reboot secure, α ≥ ⌊logβ (q) − log log q⌋ − 1
(i.e., q ≤ αβ α )
For simplicity let us assume that q = αβ ℓ+1 , for some ℓ > 0. Then, divide the time from
α + 1 to q into intervals of the following form: (αβ i−1 , αβ i ] for i = 1 to ℓ + 1. We have the
following claim:
▷ Claim 11. For any (α, β)-reboot secure scheduler with corresponding emptying sequence
empty1 , . . . , emptyq and any i ∈ [ℓ], there must exist a t such that emptyt ∈ (αβ i , αβ i+1 ]. (In
other words, there must be a pool that is first emptied after roughly β i steps for every i.)
We defer the proof of this claim to Section B.
Proof of Theorem 10. From Claim 11, we get that there are at least ⌊logβ (q/α)⌋ distinct
empties, and there needs to be entropy of 1 emptied in each of these empties. By Pigeonhole
Principle, we will need α ≥ ⌊logβ (q/α)⌋ to have any hope of recovery, which implies
α ≥ ⌊logβ (q) − log log q⌋ − 1.
◀
We now give a scheme that nearly matches the lower bound. This scheme uses the same
strategy as Windows 10’s “Root RNG” which is used at system startup [9].
▶ Construction 12 (Reboot Scheme). The scheme has k = 1. ini = 0 for i = 1, . . . , q.
(
0 if i = β j
outi =
⊥ else
In other words, ∀i ∈ [β j−1 , β j ), empty at time β j .
▶ Theorem 13. Construction 12 is (α, β)-reboot secure for q = αβ α (i.e., α ≈ logβ q −
log log q).
Pt
Proof. Define t to be the time within which the adversary provides α entropy, i.e., i=1 wi ≥
α where these wi are adversarially chosen. It is clear that t ≥ α, as we need at least α steps
to provide α entropy when wi ∈ [0, 1].
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Let i be such that α ∈ (β i−1 , β i ]. Now, it is clear that if t = α, then the empty at β i will
ensure recovery from compromise. We can induct similar to the proof of Claim 11 to get that
if t ∈ [β ℓ−1 , β ℓ ) for some ℓ ≥ i, then there ∃j ∈ [β ℓ−1 , β ℓ ) such that wj = 1 (or possibly a set
of such j’s which sum up to 1), which is emptied at β i , thus recovering from compromise.
Specifically, if we have t ∈ [β ℓ−1 , β ℓ ), then at each of the preceding ℓ − 1 intervals (each with
an empty), A provides 1 − ϵ entropy, for some arbitrarily small ϵ. This gives a total of almost
ℓ − 1 entropy across these intervals. Therefore, it follows that the remainder of α − ℓ + 1 > 1
needs to be provided between wβ ℓ−1 and wt to hit α and all of these are emptied at β ℓ ,
recovering from compromise.
◀

6

Repeat Secure Schedulers

A general secure scheme is a stronger model of security than the reboot model. This follows
because the value of t0 is also the choice of the adversary, in addition to the choice of t.
However, the impossibility result from Theorem 8 imply a need for relaxation.
Round-Robin Schedulers. Simple round-robin schedulers achieve very good α ≈ logβ (q)
for the special cases when all of the wt are equal to some (unknown, adversarially chosen)
value w, i.e., w1 = w2 = . . . = wq = w and setting the number of pools k ≈ logβ (q) (so 1 or
2 pools are too little). β is a smaller integer usually 2 or 3 in practice, as in [10, 8]. More
formally, such schedulers simply set int = t mod k As for outt , this is set to ⊥ inside one
round (i.e. t mod k ̸= 0). At the the of each round, when t = kℓ, one looks at the largest
index i ≥ 0 such that β i divides ℓ. Then out empties the i-th pool: outt = i
▶ Remark 14. There is a marginal gain in efficiency when we empty all pools ≤ i, instead of
just the i-th pool. In other words, out is a set, rather than a single index. However, for our
analysis below, we will continue to work with the assumption that a single pool is emptied.
(More generally, we do not make much of an attempt to optimize the parameters that we
achieve. See [8] for an optimized version of similar construction.)
k-smooth Sequences. Our main observation is that we can significantly extend the constantrate analysis as follows. The idea is to allow support any constant rate within a round-robin
(rather than go for a constant (but unknown) rate scheduler). This constant can change
arbitrarily once the next round-robin is started. Namely, we don’t have to fix the same
constant for all q entropies but can change it every k ≪ q steps. In practice, this means that
while the quality of entropy can change over time, we heuristically assume that it changes
rather smoothly, and we rarely have huge jumps within a given round-robin.
▶ Definition 15 (Repeating Sequences). w = (w1 , . . . , wq ) with 0 ≤ wi ≤ 1 is called krepeating if wjk+1 = wjk+2 = . . . = wjk+k for j = 0, . . . , t − 1 where q = k · t
▶ Definition 16 (Repeat Security of Scheduler). A (k, q)-scheduler is (α, β, k)-repeat-secure
if ∀ t0 , t such that t1 = t0 + β · t ≤ q, and ∀ k-repeating weights w1 , . . . , wq ∈ [0, 1] such
Pt
that i=1 wt0 +i ≥ α the scheme recovers from the compromise in time t0 + βt, where the
definition of recovery is as defined in Definition 7.
To achieve such repeating sequences, we take any standard w = (w1 , . . . , wq ) and apply a
k-flattening, as defined below.
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▶ Definition 17 (k-Flattening). Given a sequence w = (w1 , . . . , wq ) and a number k ≥ 1,
where for simplicity of notation let us assume q = kt, we define k-smooth flattening of w to
be w′ = (w1′ , . . . , wq′ ), where for any round-robin j ∈ {0, . . . t − 1} and i ∈ {1 . . . k}, we let
′
wjk+i
= min( wjk+1 , wjk+2 , . . . , w(j+1)k )

Intuitively, we change the entropy wj to the smallest of k surrounding entropies inside a
given round-robin. Of course, k = 1 corresponds to wt′ = wt , but we already know that
1 pool is not enough (as this would give a general scheduler for the unrestricted entropy
setting). For larger k, however, the flattened values could be noticeably lower than the
original. For example, if k = 3 and w = {1, 1/2, 1/3, 1/4, 1/5, 1/6}, the 3-flattening of
w is w′ = {1/3, 1/3, 1/3, 1/6, 1/6, 1/6}. Of course, for a constant rate w1 = . . . wq = w,
k-flattening does not change anything, which explains why our results below naturally
generalize the constant-rate analysis from the work of Dodis et al. [8].
Jumping ahead, we will see that the Fortuna scheduler is “secure” for any (normalized)
entropy sequence w, with the understanding that the attacker gets “entropy credit” within
a single round-robin equals to k times the lowest entropy value in contributes within this
round.
New Result. Now, we show that while the original (α, β)-definition above cannot be achieved
when applied to w itself, the analysis for constant-rate schedulers works for general entropy
sequences, provided we simply apply it to k-flattening of w (where k ≈ logβ q is the number
of pools) instead of w itself! Namely, a given round only gets “credit” for the smallest entropy
(times k) it contributed to any of the k pools. So we do not give the adversary credit if it
wildly changes the entropy values within a given round.
We now present our construction, which is parameterized by the number of pools k and a
base b. One typically takes b = 2 or b = 3, and, e.g., k = 32 or k = 64 in practice, and works
for q ≤ bk .
▶ Construction 18 (Smooth scheduler). Consider the following (k, q := bk )-scheduler for
integers b ≥ 2 and k ≥ 1:
ini = i (
mod k
⊥ if i mod k ̸= 0
outi =
where j ≥ 0 is the largest j such that ℓ mod bj = 0 for
j if i = kℓ
i = kℓ
We now prove that this scheduler is secure (against k-repeating sequences). For simplicity,
we make little attempt to optimize the parameters. See [8] for a carefully optimized version of
this result for the special case where the entropy rate is constant (i.e., the case of q-repeating
weights).
▶ Theorem 19. For any integers b ≥ 2 and k ≥ 1, Construction 18 is (α, β, k)-repeat-secure
for


k
8b
8
α := 3k − 2 ≈ 3 logb q;
and β := 2b 1 +
≈
= · q 1/k
α
3
3
In particular, for k = logb q and q ≥ b2 , we have α ≤ 3 logb q and β ≤ 3b.
Notice, this result explains how the recovery factor β shrinks very quickly as we increase
the number of pools k, starting with (roughly) q all the way down to being a constant. In
particular, β becomes constant once the number of pools becomes logarithmic in q.
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Moreover, up to constant factors in α and β (which, again, we do not attempt to
optimize), Theorem 19 is tight. In particular, [8, Proposition 1] proved that even in
the “constant-rate” case of q-repeating weights, no scheduler can be (α, β)-secure with
αβ ≤ loge q − loge loge q − 1. And our scheduler matches this bound (up to a constant factor)
when b = O(1) and k = O(log q). We defer the proof of the theorem to Section B.
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PRNG Robustness, without Premature Next

This is an abridged discussion about the robustness security game ROB, for the seedless
setting (and with independent samples), but without allowing Premature Next calls. The
security game is presented as Figure 5. The main difference from the NROB game presented
in Figure 1 is that the entropy counter c is reset to 0 with each “premature next” call to
get − next, and also there is no recovery delay parameter β. As the result, there is no need
to keep track of the number of steps T ∗ to accumulate γ ∗ bits of entropy.

B

Deferred Proofs

Proof of Theorem 8. The attack works as follows: we will provide α entropy, in α2 β steps.
The security requirement is that recovery needs to happen within time α2 β 2 . Recall that
recovery occurs if there is a pool that is emptied within α2 β 2 which has total entropy of 1.
More formally, let Ij denote the j-th interval, of length αβ starting from 0. This leads us
to two cases:
∃j ∗ such that no pool is emptied within Ij ∗ . Formally, there exists no time step i with
emptyi ∈ Ij ∗ .
Then, set t0 = αβ(j ∗ − 1) − 1. After this state compromise, we provide a sequence of
1s of length α, which will set T ∗ = α and expect recovery in time t0 + βT ∗ = αβj ∗ − 1,
which is still inside the interval Ij ∗ . However, we assumed no pool is emptied within Ij ∗ ,
so no recovery can be possible.
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Game The PRNG Robustness Game
get − next

ROB
σ = ⊥; s = 0; c = 0
b ← {0, 1}; corrupt = true
for i = 1, . . . , q do
(σ, Xi ) ← Aget−next,get−state,next−ror (σ)
xi ← Xi
s = refresh(s, xi )
c = c + H∞ (Xi )
if c ≥ γ ∗ then
corrupt = false
′
b ← A(σ)

if corrupt = true then
c=0
(s, y) = next(s)
return y
next − ror
(s, y0 ) = next(s)
y1 ← {0, 1}r
if corrupt = true then
return y0
return yb
get − state
c = 0 ; corrupt = true
return s

Figure 5 The Robustness Game (without Premature Next Calls) ROB(γ ∗ , q).

∀j, ∃i such that emptyi ∈ Ij , meaning at least one pool is emptied within all α intervals
Ij .
Set t0 = 0. Then, for j = 1, . . . , α, pick one ℓ such that emptyℓ ∈ Ij . Set, wℓ to be 1 − ϵ
for some arbitrarily small ϵ (remaining weights are 0). At the end of this process, the
adversary has provided almost α entropy, but there is no recovery, as all of these entropies
are completely wasted. By making ϵ arbitrarily small, the result follows.
◀
Proof of Claim 11. We prove this by induction. Define t to be the time within which the
Pt
adversary provides α entropy, i.e., i=1 wi ≥ α where these wi are adversarially chosen.
Since wi ≤ 1, we get that t ≥ α.
Let us assume to the contrary that there is no emptying in the interval (α, αβ]. Now, if
adversary chooses t = α. Then, this scheme would never recover as there is no empty in the
interval (α, αβ]
Now, let us assume that there is an empty in intervals, (α, αβ], (αβ, αβ 2 ], . . . , (αβ i−1 , αβ i ].
We will now show that there needs to be an empty in the interval (αβ i , αβ i+1 ]. To this end,
assume to the contrary. Now, note that the adversary can provide the entropy in such a way
that every empty in the preceding intervals empties out 1 − ϵ, without recovering. This is
similar to the attack detailed in the proof of Theorem 8. Further, if t = αβ i , the scheme has
not recovered in time 1 to t and because it has no empty in (αβ i , αβ i+1 ] it can never hope
to recover in time either. Therefore, there is an empty in the interval (αβ i , αβ i+1 ].
◁
Proof of Theorem 19. Let w1 , . . . , wq be k-repeating. Let t0 and t be such that (1) t0 +βt ≤
Pt
q; and (2) i=1 wt0 +i ≥ α . We wish to show that in this case the scheduler recovers before
time t0 + βt, i.e., that there exists a j ∈ [k] and Tb ∈ [t0 + 1, t0 + βt] such that (1) outTb = j;
P
(2) outt0 +1 , . . . , outTb−1 ̸= j; and (3) t <i≤Tb wi ≥ 1 .
0

ini =j

Indeed, we take j to be minimal such that outt0 +1 , . . . , outt0 +t ̸= j. In particular, notice
′
that after pool j ′ is emptied, pool j ′ + 1 is not emptied for the next k(bj − 1) steps. And,
′
similarly, after pool j ′ + 1 is emptied, pool j ′ is not emptied for the next k(bj − 1) steps. It
′
follows that bj−1 ≤ t/k + 1. Since the pool j ′ is emptied at least once in every 2kbj steps,
it follows that we must have outTb = j for some Tb − t0 ≤ 2kbj ≤ (2t + 2k)b ≤ 2b(1 + k/α)t,
where in the second inequality we have used the fact that wi ≤ 1, which implies that t ≥ α.
In particular, Tb ≤ t0 + βt, as needed.
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And, since the wi are k-repeating, we must have
X

wi ≥

t0 <i≤T

b

ini =j

X

X

b
t0 <i≤T

t0 <i≤t0 +t

wi ≥

ini =j

X
t′ <i≤t′ +t′
0
0
ini =j

wi =

1
·
k

X

wi ,

t′0 <i≤t′0 +t′

where t′0 := ⌈t0 /k⌉k ≥ t0 and t′ := ⌊t/k⌋k ≤ t. And, since wi ≤ 1, we trivially have that
X
X
wi − 2k + 2 ≥ α − 2k + 2 .
wi ≥
t′0 <i≤t′0 +t′

Therefore,
X
t0 <i≤t0 +t

wi ≥

t0 <i≤t0 +t

α
− 2 + 2/k ≥ 1 ,
k

ini =j

as needed.
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1

Introduction

Consider the following standard information-theoretic technique for hardness amplification.
Suppose we have a joint distribution (X, B) such that the bit B is “weakly unpredictable”
given X, in the sense that B has positive entropy conditioned on X. Then, for t independent
samples (xi , bi ) from (X, B), the XOR of all bi can only be predicted from (x1 , . . . , xt ) with
2−Ω(t) advantage over a random guess. The question we address in this work is whether the
same holds also in the computational setting.
The computational variant of the above XOR lemma is a central tool in complexity theory
that first appeared in presentations of Yao’s work [76]. It postulates that if a predicate P
of an input x ∈ {0, 1}λ is weakly unpredictable by algorithms of a certain complexity, with
Lt
respect to some input distribution X = X(λ), then P (x1 , . . . , xt ) = i=1 P (xi ) for large
enough t is strongly unpredictable by algorithms within a related complexity bound. Yao
stated this in the context of one-way functions, where the predicate P can be any “hard-core”
bit of a one-way function f : in other words, P is an easy-to-compute Boolean function of
the input to f that is hard to predict given the output of f . Here the distribution X is the
output distribution of f on a uniformly random input.
Since it was first introduced, different versions of this lemma were proved in the literature,
starting with Levin’s proof [63], an alternate proof by Impagliazzo [55], and a third one by
Goldreich et al. [44]. Unfortunately, all existing proofs of the XOR lemma are stuck at the
following barrier: for any fixed negligible function µ(·), no matter how large the polynomial
t(·) is, we cannot prove that for large enough λ, the adversary’s advantage drops to µ(λ).
More concretely, we have no evidence that any polynomial t(λ) number of repetitions bring
the adversary’s advantage down even to λ− log λ , if the original hardness of f was assumed to
hold only against all polynomial-sized adversaries.
It is unclear why this barrier exists, and whether it is just an artifact of known proof
techniques. Intuitively, it appears that the adversary’s advantage should reduce arbitrarily if
we perform sufficiently many repetitions. This was previously conjectured and termed the
“dream version” of Yao’s XOR lemma. It was formalized in [44], and used by [18] to obtain (a
stronger flavor of) weak public-key cryptography from strong one-way functions. The dream
XOR lemma, if true, would fundamentally change our understanding of how intractability
works. It would help arbitrarily bring down errors in security arguments with sufficiently
many repetitions; leading to exciting new constructions of primitives like non-interactive
non-malleable commitments following [19], or easily obtain multi-instance security [16] with
good parameters from standard hardness assumptions.
Previous Explanations. Over the years, there have been some explanations for why the
dream XOR lemma eludes a proof. Black-box reduction based proofs of the dream XOR
lemma are likely to fail for the following folklore reason. In order to prove that XOR parallel
repetition brings the adversary’s advantage down to some small probability µ(λ), we would
need an efficient reduction that uses an adversary breaking security of the parallel repetition
with advantage µ(λ), to break the security of a single instance with significantly larger
advantage. But such a reduction cannot obtain any useful information from an attacker
unless it succeeds at least once, and this could require poly(1/µ(λ)) attempts. Therefore, this
reduction could be efficient for every inverse polynomial µ(·), but would become inefficient
as soon as µ(·) is a fixed negligible function. This has been attributed to Rudich [44], who
also proved that the dream XOR lemma does not hold in a relativized world, by introducing
an oracle that inverts every tuple of instances with probability µ(λ).
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Shaltiel and Viola [71] initiated a line of work on the impossibility of better black-box
hardness amplification results, including the XOR lemma. A recent work by Shaltiel [70],
improving on [49], rules out dream XOR lemmas with proofs by so-called “class reductions,”
which can exploit the efficiency of their oracle. Despite this progress, it is not clear that
ruling out (even relaxed forms of) black-box reductions gives a strong evidence against the
dream XOR lemma. There are quite a few examples for the surprising power of non-black-box
techniques, both in cryptography and in complexity theory.
Another partial explanation was offered by Dodis et al. [34], who gave a counterexample
to the “dream version” of the “direct-product lemma”. In particular, they showed how
to construct a weak one-way function that no polynomial-time adversary can invert with
probability better than (e.g.,) 12 , but any arbitrary polynomial number of independent copies
can be simultaneously inverted in polynomial time with advantage greater than λ− log λ .
Their construction relies on an ad-hoc assumption on an un-keyed hash function, which
was justified in the random-oracle model with auxiliary input. Since the direct-product
lemma implies the XOR lemma without much loss in parameters, a dream version of the
former would have implied the latter. Therefore, their work closes off one potential avenue
toward proving the dream XOR lemma. Had their weak one-way function also been injective,
then their counter-example to the dream direct-product lemma would have also immediately
yielded a counter-example to the XOR lemma by taking the hard-core bits of the function.
However, their weak one-way function was not injective, in which case the ability to find some
pre-images and break one-wayness, does not imply the ability to find the correct hard-core
bits and break the XOR lemma.
In this work, we ask the following question, explicitly left as an open problem in [34]:
Can we build an explicit counterexample to the dream version of the XOR lemma: a one-way
function with a (weakly) hardcore bit, for which predicting the XOR of many hardcore bits
does not reduce an adversary’s advantage beyond a specific negligible function?
We note that, using a trusted setup that generates a trapdoor permutation (and can
therefore invert it), one could heuristically obfuscate Rudich’s oracle to obtain an explicit
counterexample in the structured reference string model; however, beyond the need for
trusted setup, this would induce a strong correlation between different instances. Such a
correlation is inherently at odds with the idea of the dream XOR lemma, which conjectures
hardness of completely independent and uncorrelated instances.

1.0.0.1

Are There Simple Heuristic Counterexamples?

To our knowledge, prior to our work, there were no candidate counterexamples to the
dream XOR lemma under any assumption. In other words, there was not even a heuristic
construction of an explicit predicate that can be plausibly conjectured to violate the dream
XOR lemma. The difficulty of coming up with such heuristic counterexamples is arguably
why the conjecture was put forward in the first place.

1.1

Overview of Results

We give two kinds of explicit counterexamples to the dream XOR lemma.
Our first counterexample develops a general framework that allows us to embed an instance
of multiparty computation with resettable security into a non-interactive cryptosystem, such
as a one-way function. It relies on ideal obfuscation, or alternatively, virtual-black-box (VBB)
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obfuscation for some specific class of circuits, along with other standard hardness assumptions.
Using this framework, the counterexample to the dream XOR lemma is extremely simple.
We believe this framework may be of broader interest and may potentially be useful in
designing counterexamples to other conjectures in cryptography. Along the way, we also
develop the first resettably-secure multiparty computation protocol for general functionalities
in the plain model with super-polynomial simulation, under standard assumptions. This
protocol requires three rounds and assumes the existence of two-round sub-exponentially
secure statistically sender-private OT. This result is of independent interest and achieves
general feasibility for resettably-secure multiparty computation in the plain model; we evade
prior impossibility results [47] by aiming for super-polynomial simulation.
Our second counterexample is a tailor-made construction whose sole purpose is to defy the
dream XOR lemma. However, it avoids the need for ideal or VBB obfuscation. Instead, we can
rely on a concrete obfuscation security property called public-coins differing inputs obfuscation
(PCdiO) [12, 5, 22, 56], along with a hash function security property called extended secondpreimage resistance (ESPR) [34] and injective one-way functions. The construction uses
PCdiO to “upgrade” the counterexample of [34] for the dream direct-product lemma based
on ESPR, into a counterexample for the dream XOR lemma.
PcdiO is a clean assumption which, as of today, all existing iO constructions can be
conjectured to satisfy. While diO (without the public coin restriction) is known to be
implausible [39], all known implausibility results crucially rely on “contrived” auxiliary
information. All such negative results therefore do not generalize to PcdiO (we refer the
reader to [56] for further discussion of PcdiO). Indeed, given recent progress on constructing
iO (e.g. [58]), it is plausible that the PcdiO, that we rely on, may be reduced to well-studied
assumptions.
We stress that even with ideal obfuscation, Rudich’s oracle does not directly give rise
to such counterexamples because it is not efficient. We believe that our techniques for
obfuscation-based counterexamples will find other applications.

1.1.0.1

Are the Counterexamples Explicit?

Both of our counterexamples can be made fully explicit by making the same kind of leap of
faith one makes when instantiating standard idealized models in cryptography (such as the
random oracle model [17] or the generic group model [72]). For the first counterexample, one
can use any existing iO construction (such as the one from [58]) as a heuristic substitute
for special-purpose obfuscation. A similar heuristic has been suggested in prior works (see,
e.g., [39, 42]). For the second, use iO construction as the PC-diO and use SHA-3 as the ESPR.
Either way, one gets fully explicit constructions of one-way functions and hard-core bits for
which the XOR lemma provably does not amplify hardness. Assuming that the function is
actually one-way to begin with relies on a strong but explicit assumption. Nevertheless, if
one wanted to prove that the dream XOR lemma holds, one would now have to show an
attack against the one-wayness of these explicit one-way function candidates. This is very
different from the previous oracle-based separations or (generalized) black-box impossibility
results, which could be potentially circumvented by finding a novel non-black-box proof
technique. We refer the reader to the end of Section 1.2 for additional discussions about the
special-purpose obfuscation assumption.
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First Counterexample

A New Paradigm. We suggest a new paradigm for obtaining counterexamples to parallel
repetition. We use this paradigm to obtain an explicit counterexample to the dream version
of the XOR lemma. Our paradigm can be thought of as implementing Rudich’s oracle
in a distributed manner between completely independent instances of a one-way function.
Such distributed protocols are often cryptographically achievable via secure multi-party
computation (MPC). Specifically, one could treat each instance of a one-way function as a
participant in an MPC protocol, and implement an ideal functionality that with probability
µ(λ), outputs the inverse of all the instances of the one-way function. Clearly, this would
allow the XOR of the hardcore bits of individual instances of the one-way function to be
predicted with an advantage of at least µ(λ). Indeed, a similar idea was employed by [34] in
the context of a counterexample for the direct-product hardness amplification of signature
schemes, by having the attacker leverage interaction with the signing oracle to run the
protocol.
But in our case there is a crucial type mismatch: we would like to build one-way functions,
an inherently non-interactive primitive, by relying on secure MPC, which is an inherently
interactive protocol. We resolve this mismatch by relying on obfuscation to non-interactively
implement the next message function of each party in a secure MPC protocol1 . Specifically,
the output of our one-way function consists of an obfuscation of the next-message function
for the appropriate MPC.
When sufficiently many one-way functions are combined, an adversary can execute an
MPC protocol between them by appropriately querying their next message functions, as a
result, inverting all one-way functions simultaneously with probability µ(λ).
But obfuscating the next message function in this manner exposes individual one-way
functions (i.e., “participants” in the MPC protocol) to a new threat model. An adversary
can query an obfuscated program repeatedly and in an arbitrary order, amounting to what
are called “resetting” attacks [27]. This requires us to confront the need for MPC protocols
that are secure against such strong resetting attacks.2
Resettable MPC. The question of whether secure MPC can be achieved in a setting where
participants can be simultaneously reset has previously been studied by [48, 47] and for the
specific setting of zero knowledge in [27, 11, 20, 29, 28, 21, 30]. In particular, the work
of [48] considered resetting attacks on only one party and obtained positive results. In the
general setting where more than one party can be reset, [47] provided negative results for
certain functionalities thereby ruling out a general purpose protocol for all functionalities. In
addition, they obtained positive results for a limited class of entropic functionalities.
We observe that this negative result can be side-stepped by allowing our MPC simulator
to run in super-polynomial time. Technically, we build on the recent concurrent secure
MPC protocols with super-polynomial simulation in [10], which are themselves based on
the notion of super-polynomial strong simulation [60]. MPC security with super-polynomial
simulation [66, 68] turns out to be sufficient for many scenarios, including for building our
counterexamples.

1

2

This approach has previously been studied in multiple other contexts [38, 33, 7]. However, in all those
cases, the inputs to the MPC are fixed apriori and (implicitly) hardwired into the obfuscated programs.
Looking ahead, in our protocol, the inputs cannot be fixed apriori and we resort to using resettable
MPC to overcome this crucial issue. Note that this issue is also the reason why we do not know how to
use iO to implement our obfuscated next-message function, whereas the earlier works mentioned above
were able to use only iO.
A similar issue also came up in [34] when the MPC was embedded in a signing oracle, which is interactive
but stateless. It was resolved similarly by relying on some form of resettable MPC.
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As a contribution of independent interest, we obtain the first resettable MPC protocol
for general functionalities, admitting super-polynomial simulation. Our protocol requires
only three rounds of interaction, and assumes the existence of two-round sub-exponentially
receiver-private and statistically sender-private OT, which can in turn be based on a variety
of standard assumptions including the (sub-exponential) hardness of DDH, LWE, QRA,
or DCRA [65, 3, 51, 9, 23, 35]. We state this result in the form of the following informal
theorem.
▶ Theorem 1 (Informal). Assuming the existence of sub-exponentially receiver-private and
statistically sender-private two-round OT, there exists a three-round resettably-secure MPC
protocol for general functionalities, admitting a super-polynomial simulator.
We stress that our resettable MPC protocol does not assume any form of obfuscation.

Our Counterexample to the Dream XOR Lemma. Armed with resettable MPC, we
show that one-way functions with hard-core predicates to which the Dream XOR lemma
provably does not apply can be obtained in the ideal obfuscation model, as follows: on input
x = (x1 ||x2 ) ∈ {0, 1}λ , the one-way function f simply outputs an injective one-way function
g applied to x1 , the first λ/2 bits of x, and uses the remaining λ/2 bits to obfuscate the
next-message function of a participant in an MPC protocol. The ideal functionality for
this MPC protocol obtains inputs (i.e., the x1 values) from several participants, and with
probability exactly µ(λ), outputs all these x1 values in the clear. The hardcore bit of f on
input x = (x1 ||x2 ) is defined as the hardcore bit of g on input x1 .
We rely on security of the obfuscation scheme, the resettable MPC protocol and the
one-way function g to argue that it is hard to recover x1 (or predict the hard-core bit)
of a single instance of this one-way function with probability significantly larger than
µ(λ) · poly(λ) + negl(λ). On the other hand, no matter how many times we repeat in
parallel, the ability to execute a co-ordinated MPC program between all instances of the
one-way function gives rise to an adversarial strategy that efficiently recovers all x1 values,
and therefore
hardcore bits from all parallel instances, with probability at least µ(λ). For
√
− λ
µ(λ) = 2
, we prove the following informal theorem.
▶ Theorem 2 (Informal). Assuming resettably-secure MPC with super-polynomial
simulation
√
for general functionalities, for target negligible function µ(λ) = 2− λ , there exists an explicit
counterexample to the dream XOR lemma in the ideal obfuscation model. Furthermore, such
a counterexample exists in the plain model under a plausible special-purpose obfuscation
assumption.
√

We choose to set µ(λ) = 2− λ primarily for the sake of simplicity in exposition, but our
technique also generalizes to rule out arbitrary negligible µ(λ). While ideal obfuscation does
not exist in the plain model [50, 12], the theorem applies relative to any world in which
ideal obfuscation exists. This can refer to any oracle (in the complexity-theoretic sense)
that enables ideal obfuscation, or given the ability to obfuscate functions using ideal trusted
hardware. This counterexample is meaningful even when given ideal obfuscation, because all
algorithms are given free access to the obfuscated function, and moreover the model does
not introduce any shared randomness; as a result, instances of our one-way function remain
truly independent.
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Replacing Ideal Obfuscation with a Concrete Obfuscation Conjecture. In fact we go
one step further and we postulate that a very specific functionality can be obfuscated, in a
virtual black-box [12] (VBB) manner, without auxiliary input. As a result, assuming VBB or
special-purpose obfuscation without auxiliary input for a specific class of circuits, we obtain
counterexamples to the XOR lemma in the plain model.
How meaningful or plausible is this concrete assumption? While there are known
impossibility results for VBB obfuscation of several functionalities, including PRFs in the
presence of auxiliary input, the only known meaningful negative results on VBB without
auxiliary input are the highly contrived “self-eating” programs developed by Barak et al. [12].
Despite it being plausible to embed the circuit family of [12] into some specific instantiations of resettable MPC and signatures, it appears extremely unlikely that every instantation
of resettable MPC and signatures will have a [12]-style counterexample embedded into it.
All we need for our counterexample is the existence of one VBB-obfuscatable family, which
is compatible with all known evidence regarding VBB obfuscation. We stress again that our
VBB assumption does not require security with respect to any auxiliary information. Indeed,
such special-purpose obfuscation assumptions were used by Garg et al. [39] to prove negative
results for differing-inputs obfuscation, and to this date, there are no known refutations of
these types of conjectured assumptions for non-contrived circuits without auxiliary input.
Finally, we note that the recent work of [58] has shown how to construct indistinguishability
obfuscation (iO) from standard assumptions. In addition, several other constructions of iO
from new assumptions that look plausible and are quite simple to state have appeared [1, 57,
6, 2, 40, 41, 24, 25, 74, 31]. While we do not know how to use indistinguishability obfuscation
to achieve our result, this recent progress suggests that perhaps achieving VBB obfuscation
for circuit families such as ours may also be possible from standard assumptions. Our work
offers further motivation for this important line of study.

1.3

Second Counterexample

Our second counterexample begins with the work of [34], which constructs a counterexample
to a dream version of direct-product hardness amplification. In particular, they construct
e, no polynomial time
a hard relation R such that, given a uniformly random instance x
adversary can find a witness w such that (e
x, w) ∈ R except with negligible probability.
However, given t independent copies x
e1 , . . . , x
et , the adversarial advantage of finding all t
witnesses wi such that (e
xi , wi ) ∈ R does not decrease much as t gets large. Concretely,√there
is a polynomial time adversary that can find all t witnesses with probability (say) 2− λ , no
matter how large t is. This counterexample is based on a non-standard hash function security
property called extended second-preimage resistance (ESPR), which is weaker than collision
resistance, but is assumed to hold for a fixed (un-keyed) hash function against non-uniform
attackers. The work of [34] justifies this assumption by showing that ESPR security holds in
the random-oracle model with auxiliary input [73, 32], which models security properties for
un-keyed hash functions with respect to non-uniform attackers.
As an initial idea to get a counterexample for the dream XOR lemma, one may hope to
simply take a hard-core predicate for the relation R. The main issue is that the witness w for
x
e is not unique, and so even if we are able to find some witness for x
e, it does not mean we
can compute the correct hard-core predicate. We resolve this by relying on an injective one
way function fˆ and a public-coins differing-inputs obfuscation (PCdiO) [5, 22, 56]. PCdiO is
a strengthening of indistinguishability obfuscation (iO). All current constructions of iO can
be conjectured to also satisfy PCdiO security, although no proofs of security for achieving
PCdiO are as-yet known.
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For the counterexample, we define a one-way function f that gets as input x = (x̂, x̃, r)
and outputs y = (ŷ = fˆ(x̂), x̃, C̃) where C̃ is an obfuscated circuit that takes as input
a witness w, and if (x̃, w) ∈ R it outputs x̂, else ⊥; we use r as the randomness for the
obfuscation. We show that the function f is one-way and moreover, given the output y, it is
hard to find x̂. Intuitively, this follows because it is hard to find a valid witness w for x̃ that
will make the obfuscated circuit output anything useful, and therefore the obfuscated circuit
is indistinguishable from one that does not contain x̂ and always outputs ⊥; on the other
hand the one-wayness of fˆ says that it is hard to compute x̂ from ŷ. We define a predicate
P (x) to be Goldreich-Levin hardcore bit of x̂, and the above shows that P (x) is a hard-core
predicate of f (x). On the other hand, it is easy to see that the dream XOR lemma does not
hold for f, P . Given many values yi = f (xi )√for i = 1, . . . , t, we can find all the witnesses
w1 , . . . , wt for x̃1 , . . . , x̃t with probability 2− λ . We then input these witnesses wi to the
respective obfuscated programs contained in yi to recover x̂i , which allows us to recover all
L
the hardcore-predicates P (xi ) and therefore also
P (xi ).
We obtain the following informal theorem.
▶ Theorem 3 (Informal). Assuming the existence of public-coins differing-inputs obfuscation
(PCdiO), extended second-preimage resistant (ESPR) hash functions, and injective one-way
functions there exists an explicit counterexample to the dream XOR lemma.
We observe that we do not actually even need PCdiO for the above counterexample, and
(public-coins) extractable witness encryption suffices; instead of obfuscating the circuit that
takes as input a witness w, and if (x̃, w) ∈ R it outputs x̂, we use witness encryption to
encrypt the message x̂ with respect to the statement x̃ for the relation R.

1.4

Counterexamples for the Goldreich-Levin Predicate

We note that, in both our counterexamples, only the choice of the one-way function is
“artificial”, but the hardcore predicate is just the Goldreich-Levin (GL) predicate, albeit
only applied to one of the components of the input, rather than the entire input as a whole.
One may ask whether it is possible to get a counterexample where the hardcore predicate
is GL applied to the entire input, or whether there is hope that the dream XOR lemma
would hold in this case. Although we do not know how to get a counterexample for the GL
predicate applied to the pre-image of a one-way function, we can get a counterexample if
we generalize to one-way puzzles and consider the GL predicate applied to the solution of
such a puzzle. In a one-way puzzle, there is a randomized algorithm that generates random
hard puzzles together with a solution that can be verified in polynomial time. Security says
that no polynomial time attacker can solve a random hard puzzle with better than negligible
probability. In this case, we can take the one-way functions from our counterexamples and
define a hard puzzle consisting of the one-way function output, while the solution is just the
small component of the one-way function’s input that we apply GL to. In both examples,
we can efficiently verify the solution. To summarize, the above shows that the dream XOR
lemma fails, even when restricted to the specific GL predicate, at least when applied to
general one-way puzzles.

1.5

Related Work

We note that there is much work in cryptography on designing counter-examples to statements
that “should intuitively hold” but don’t. Even when it becomes clear that a proof for such
statements is lacking, a counter-example provides some tangible understanding of how things
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can go wrong. Some such works that provide interesting counterexamples include: parallel
repetition of multi-player games [37, 36, 54] and cryptographic protocols [15, 67], hardness
amplification [34], circular security of encryption schemes [69, 61, 4, 62, 46, 75, 45], selective
opening attack security of encryption and commitments [14, 53, 52], leakage amplification
via parallel repetition [64, 59, 34], hardness of prediction via obfuscation [26]. Such counterexamples can point us to refined versions of the statement that may potentially still hold.
Furthermore, exactly because such counter-examples “defy intuition”, they often capture
interesting ideas and techniques that turn out to be of greater value down the line. For
example, the techniques developed in the context of circular security counter-examples [46]
lead to positive results on obfuscation from LWE [75, 45].

2

Detailed Technical Overview for First Counterexample

As discussed in the introduction, we obtain our counterexample by implementing a variant of
Rudich’s oracle in a completely decentralized manner, without introducing any correlations
between instances of our counterexample. In this section, we outline our construction and
give an overview of our proof technique.
A central cryptographic primitive that enables decentralized computation is secure multiparty computation (MPC). MPC enables several mutually distrusting participants to jointly
compute a function f of their private inputs while only revealing the output y of f applied
to their joint inputs, and revealing no information to each player beyond their own input
and the output y.

2.1

XOR lemma counterexample

We design a one-way function G as our counterexample to the XOR lemma. G on input
uniform randomness x = (α||β), outputs f (α) for an injective one-way function f , and uses
randomness β to build a “proxy” that participates in an MPC protocol. This proxy is simply
the next-message function of a participant in the appropriate MPC protocol. We define a
hardcore predicate for G on input x = (α||β) as the output of a hardcore predicate for f (α).
The MPC protocol will allow multiple such proxies to jointly emulate a randomized ideal
functionality that obtains the value α as input (from each participating proxy), and with
probability µ(λ) for some fixed negligible function µ(·), outputs all the α values it obtained
as input from all proxies, and otherwise outputs ⊥. If we are able to implement such an
MPC protocol, it is clear that no matter how many times we repeat, an adversary would
be able to run the MPC protocol between all instances of the one-way function and obtain
the α values, and therefore the hardcore predicates of all instances, simultaneously, with
probability at least µ(λ).
But in order for this to be a valid counterexample, we also need to ensure that the
hard-core predicate for a single instance of this one-way function is secure: that is, it cannot
be predicted with probability close to 1. In fact, we prove that the hard-core bit cannot
be predicted with advantage better than negl(λ). For this, we must ensure that even given
a next-message function that has the value α hardwired in it, it is not possible to extract
α except with probability negl(λ). As a first step, we obfuscate the next-message function
instead of releasing it in the clear. Assuming that the next-message circuit can be obfuscated
with virtual black-box security, this restricts all information that can be learned from the
obfuscated program to information that can be obtained via input-output access alone. Note,
however, that we are not done yet, since this still allows an adversary, who has access to the
obfuscated circuit, to query the next-message function multiple times on the same partial
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transcript, and potentially out of order. We use signatures to fix the latter issue and ensure
that the adversary cannot make any meaningful queries on round (i + 1) of an MPC execution
without querying on round i, for any i ≥ 1. Unfortunately, this still leaves the obfuscated
next-message circuit vulnerable to a “resetting” attack: where an adversary can query such
a circuit to obtain multiple executions with the same partial transcript. Therefore, we need
to harden our MPC protocol to obtain security against resetting attacks.
Finally, we point out one remaining (subtle) issue. Note that our counterexample is based
on VBB-obfuscating the next-message function of a participant in an MPC protocol. In
our setting, the adversary – given a single instance of our one-way function – can query
this obfuscated program by generating his own next-message functions for imaginary MPC
participants. Importantly, the adversary gets to choose the identity of these participants.
But giving the adversary the freedom to choose the identity of a participant enables it
to invoke the same participant (with the same input and randomness), many times using
multiple identities in the same protocol. This could, for instance, allow the adversary to
make multiple copies of the honest one-way function, and instantiate n parties, all having
the same input and random tape, and potentially use this to manipulate the randomness of
ideal functionality. More generally, when running an MPC protocol it is assumed that all
players have different identities, and the adversary does not have the freedom to manipulate
the identities of honest parties (or make multiple copies of any given honest identity).
In our setting, since every party is an obfuscated program, we must ensure that messages
generated by each program are properly authenticated under distinct verification keys. We
therefore add an explicit check to our VBB obfuscated program: the program will check
that all verification keys are different and all messages in the input transcript are correctly
signed. Ensuring that all verification keys are different guarantees that even in the ideal
world, every participant of the MPC protocol has a different identity. Once distinct identities
are carefully enforced in this way, the underlying MPC protocol (via underlying tools such as
non-malleable commitments) ensures that the secret inputs of players to the MPC protocol
are all independent of each other. We describe our formal construction assuming the existence
of resettable MPC.
Next, we turn to building MPC secure against resetting attacks. As discussed in the
introduction, such resettably-secure MPC protocols are only known for ideal functionalities
that satisfy a specific property [47]3 . Since our ideal functionality does not satisfy this
property, we develop an appropriate resettable MPC protocol for use in our setting. We
relax security to allow superpolynomial simulation, because that suffices for our applications.
In what follows, we provide an overview of this protocol.

2.2

Resettable MPC

Our construction of MPC with superpolynomial simulation (SPS), secure against resetting
attacks, proceeds in two steps.
Resettably-Secure SPS MPC against Semi-malicious adversaries. As a first step,
we build resettably secure MPC against semi-malicious adversaries. A semi-malicious
adversary always produces messages in the support of honestly generated messages, and

3

We point out that [47] give resettably secure protocols with polynomial simulation, but only for
(very limited) functionalities that satisfy a special property. Informally, they require that there exist
compression and decompression algorithms such that with overwhelming probability, for all possible
inputs, the compression algorithm generates a small suggestion string s which helps the decompression
algorithm correctly predict the output of the adversary in any given session (given the adversary’s
input-output pairs in prior sessions and its current input, without knowledge of the honest party’s
input). We refer the reader to [47] for details and a formal description of this property.
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writes the input and randomness used to generate these messages on a special witness
tape. We compile a semi-malicious MPC protocol that is not necessarily secure against
resetting attacks into one that is resettably secure against semi-malicious adversaries.
Our compiler simply appends a round to the beginning of the protocol; in this round,
each party Pi must commit to its input and to a uniformly sampled PRF key Ki . Next,
all participants execute the semi-malicious resettably-insecure MPC protocol, except in
every round, each party Pi uses randomness that is generated by evaluating the PRF
with key Ki on the transcript so far.
The effect of this is that all protocol messages sent by Pi become a deterministic function
of the values committed in the first round and the transcript so far. In fact, any
protocol transcript generated by any combination of honest and semi-malicious adversarial
participants is a deterministic function of the first round.
Therefore, any adversary that resets to a previous point in the protocol after round
1 and behaves semi-maliciously, must send exactly the same messages each time. On
the other hand, any adversary that resets to the middle of round 1 sees an entirely
new execution of the semi-malicious protocol. As a result, we are able to prove that
the resulting resettably-secure semi-malicious MPC protocol admits a polynomial time
simulator. Next, we compile to obtain an MPC protocol resettably-secure against fully
malicious adversaries.
Resettably-Secure SPS MPC against Malicious Adversaries. Our compiler is
identical to the one in [10], which builds three round concurrent MPC with superpolynomial simulation. Here, in addition, we prove resettable security. The only difference
is that while the compiler in [10] uses as subroutine an underlying stand-alone secure
MPC against semi-malicious adversaries; we instead use a resettably secure MPC against
semi-malicious adversaries (as described above). As ingredients, beyond the resettable
semi-malicious protocol, this compiler relies on two round non-malleable commitments
and two round zero knowledge arguments with super-polynomial strong simulation [60].
We note that all of these ingredients are secure (or can be easily modified to be secure)
under resetting attacks. Furthermore, following [10], we show that the resulting protocol
admits a straight-line superpolynomial time simulator. Resettable security of the resulting
protocol against malicious adversaries follows by a careful analysis of this simulator and
makes use of the resettable security of all ingredients. We formalize these ideas in the
full version of the paper.

3

Paper Organization

We describe the first counterexample, assuming resettable MPC, in Appendix B. We first
describe some relevant preliminaries in Appendix A. Due to lack of space, we defer the
construction of resettable MPC and the second counterexample to the full version of the
paper.
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A

Preliminaries

Let λ denote the security parameter.

A.1

Virtual Black Box Obfuscation

We recall the definition of Virtual Black-Box (VBB) obfuscation from Barak et al.[12]. In this
definition, we don’t allow any auxiliary inputs (therefore making our assumptions weaker).
▶
 Definition 4 (Virtual Black-Box Obfuscation). For any polynomial t(·), circuit class C =
Cλ λ∈N , a uniform PPT oracle machine Obf is a “Virtual Black-Box” Obfuscator for C if
the following conditions are satisfied:
Functionality: For every λ ∈ N and every input x:
Pr[(Obf(C))(x) ̸= C(x)] ≤ negl(|C|),
where the probability is over the coins of C ← Cλ .
Polynomial Slowdown: There exists a polynomial p(·) such that for every λ ∈ N and every
C ∈ Cλ , |Obf(C)| ≤ p(|C|).
Virtual Black-Box: For every PPT adversary A there exists a PPT simulator Obf.Sim,
and a negligible function µ such that for every ℓ ∈ N and every C ∈ Cℓ :
h


i
Pr [A (Obf(C)) = 1] − Pr Obf.SimC 1|C| = 1 ≤ µ(|C|) ,
where the probabilities are over the coins of Obf.Sim and Obf.

A.2

Resettable MPC

We define the notion of Multiparty Computation (MPC) that is resettably secure similar to
the definition in Goyal and Maji [47]. The difference in that, in our setting, we consider a
simulator that can run in super-polynomial time [66, 13].
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Remark. We note that security holds only when the identities of all the parties in the MPC
protocol are distinct. Consider n parties P1 , . . . , Pn . An n-party functionality f is a (possibly
randomized) mapping of n inputs to n outputs. A secure multi-party computation protocol
π with security parameter λ for computing a functionality f is a protocol running in time
poly(λ) with the goal of computing the output f (x1 , . . . , xn ).
The security of a protocol π (with respect to a functionality f ) is defined by comparing
the real-world execution of the protocol with an ideal-world evaluation of f by a trusted party.
More concretely, it is required that for every adversary A, which attacks the real execution of
the protocol, there exist an adversary Sim, also referred to as a simulator, which can achieve
the same effect in the ideal-world. We denote the set of all inputs by ⃗x = (x1 , . . . , xn ). The
adversary controls a set of parties and at any point during the execution of the protocol it
can reset any of the honest parties. We shall consider computational security against parties
which have been statically corrupted by the adversary. All honest parties have their random
tape independently chosen but when an adversary resets a party, it reuses the same random
tape (and the same input).

A.2.0.1

The real execution

In the real execution of the n-party protocol π for computing f in the presence of an adversary
A, the honest parties follow the instructions of π. The adversary A, on input λ, outputs
the identities of the honest parties, the indices I and identities in 2λ of corrupted parties,
the inputs of the corrupted parties, and an auxiliary input z. A sends all messages in place
of corrupted parties and may follow an arbitrary polynomial-time strategy. The adversary
can reset any honest party at any point of time during the execution of the protocol (and
potentially even bring them out of sync). Recall that when an adversary resets a party, the
reset party reuses the same random tape (and the same input).
The interaction of A with protocol π defines a random variable REALπ,A(z),I (λ, ⃗x) whose
value is determined by the coin tosses of the adversary and the honest players. This random
variable contains the output of the adversary (which may be an arbitrary function of its
view) as well as the outputs of the uncorrupted parties at the end of the protocol. We let
REALπ,A(z),I denote the distribution ensemble {REALπ,A(z),I (λ, ⃗x)}λ∈N,⟨⃗x,z⟩∈{0,1}∗ .

A.2.0.2

The ideal execution – security with abort

In the ideal world, there is a mutually trusted party which can aggregate the inputs provided
to it by the various parties, perform the computation f (·) on their behalf and provide them
their respective outputs. An ideal execution for a function f in the presence of an ideal-world
adversary (simulator) Sim proceeds as follows:
Send inputs to the trusted party: Honest parties send their inputs to the trusted
party; but corrupted parties may decide to send modified inputs to the trusted party, as
instructed by Sim. Let x′i denote the value sent by Pi .
Trusted party sends output to the adversary: The trusted party computes
f (x′1 , . . . , x′n ) = (y1 , . . . , yn ) and sends {yi }i∈I to the adversary.
Adversary instructs trusted party to abort or continue: This is formalized by
having the adversary send either a continue or abort message to the trusted party. In the
latter case, the trusted party sends to each uncorrupted party Pi its output value yi . In
the former case, the trusted party sends the special symbol ⊥ to each uncorrupted party.
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Resets: The adversary can reset the ideal world at any point of time. When the adversary
decides to reset the ideal world, it requests the trusted party to reset all honest parties and
the trusted party sends a reset signal to all honest parties. At this point, the ideal world
returns to the first stage where honest parties feed their inputs to the ideal functionality.
The honest party inputs do not change between resets.
Outputs: Sim outputs an arbitrary function of its view, and the honest parties output
the values obtained from the trusted party.
Sim’s interaction with the trusted party defines a random variable IDEALf⊥ ,A(z),I (λ, ⃗x) that
denotes the distribution ensemble {IDEALf⊥ ,Sim(z),I (λ, ⃗x)}λ∈N,⟨⃗x,z⟩∈{0,1}∗ where the subscript
“⊥” indicates that the adversary can abort computation of f . Having defined the real and
the ideal worlds, we now proceed to define our notion of security.
▶ Definition 5 (Resettable MPC with Straight-Line, Black-Box Superpolynomial Simulation).
Let λ be the security parameter. Let f be an n-party randomized functionality, and π be an
n-party protocol for n ∈ N.
We say that π computes f with resettable straight-line, black-box superpolynomial simulation in the presence of malicious adversaries if for every PPT adversary A there exists
a super-polynomial time simulator Sim that interacts with the adversary via straight-line
black-box queries, such that for any I ⊂ [n]:
| Pr[REALπ,A(z),I (λ, ⃗x) = 1] − Pr[IDEALf⊥ ,Sim(z),I (λ, ⃗x) = 1]| = negl(λ)
where ⃗x = {xi }i∈[n] ∈ {0, 1}∗ and z ∈ {0, 1}∗ .
The simulator Sim is allowed to reset the functionality in the ideal world several times
and the number of times the ideal functionality is reset by the simulator could possibly be
more than the number of resets performed by the adversary in the real world, though this
number must be a polynomial in the security parameter.

A.3

Security Against Semi-Malicious Adversaries

We take this definition verbatim from [8]. A semi-malicious adversary is modeled as an
interactive Turing machine (ITM) which, in addition to the standard tapes, has a special
witness tape. In each round of the protocol, whenever the adversary produces a new protocol
message msg on behalf of some party Pk , it must also write to its special witness tape some
pair (x, r) of input x and randomness r that explains its behavior. More specifically, all of
the protocol messages sent by the adversary on behalf of Pk up to that point, including the
new message m, must exactly match the honest protocol specification for Pk when executed
with input x and randomness r.
Also, we assume that the attacker is rushing and hence may choose the message m and
the witness (x, r) in each round adaptively, after seeing the protocol messages of the honest
parties in that round (and all prior rounds). The adversary may also choose to abort the
execution on behalf of Pk in any step of the interaction.

B

Counterexample via VBB Obfuscation and Resettable MPC

We start this section by defining hard-core predicates. Next, we state the dream version of
Yao’s XOR lemma, and then we describe our counterexample.
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▶ Definition 6 (ϵ(λ)-Hard Core Predicate.). Let λ denote a security parameter and m =
m(λ), n = n(λ) be polynomials in λ. An ϵ(λ)-hard core predicate of a one-way function
f : {0, 1}m(λ) → {0, 1}n(λ) is a predicate P : {0, 1}m(λ) → {0, 1} such that for every
polynomial-time non-uniform A and every λ,
Pr

x←{0,1}λ

[A(1λ , f (x)) = P (x)] ≤

1
+ ϵ(λ)
2

▶ Lemma 7 (Hard Core Predicate for a One-Way Function). [43] If f is a one-way function,
then h(x, r) = ⟨x, r⟩(modulo 2) is an ϵ(λ)-hard core predicate, according to Definition 6, for
the one-way function f ′ defined by f ′ (x, r) = (f (x), r), for some ϵ(λ) = negl(λ).
√

▶ Conjecture 8 (Dream version of Yao’s XOR Lemma). [18] Fix µ(λ) = 2− λ . Let f
denote a one-way function and P denote an ϵ(λ)-hard core predicate according to Definition
L
6. Then for any t = poly(λ), P (t) (x1 , . . . , xt ) = i∈[t] P (xi ) is an ϵ′ (λ)-hard core predicate
for f ′ (x1 ||x2 || . . . ||xt ) ≜ f (x1 )||f (x2 )|| . . . ||f (xt ), such that ϵ′ (λ) ≤ ϵ(λ)t(λ) + µ(λ).
We note that this conjecture is a special case of (and is therefore implied by) the dream
conjecture first formulated in [44]. √
Also, we fixed µ(λ) to be an arbitrary negligible function
− λ
in λ, specifically, we set it to 2
for ease of exposition. However, we note that our
refutation of this conjecture can be generalized to refute arbitrary negligible functions µ(·)
by setting the parameters of our one-way function accordingly. That is, our proof can be
generalized to show that for every negligible function ν(·), there exists a one-way function
that refutes Conjecture 8 with µ(·) = ν(·). We will now construct a one-way function for
which Conjecture 8 does not hold.

B.1

Construction
′

We define a one-way function G : {0, 1}2λ → {0, 1}p (λ) , where p′ (·) is a polynomial in λ, the
exact value of which will be determined later.

B.1.0.1

Notation and Primitives Used

Let g : {0, 1}λ → {0, 1}p(λ) be any injective one way function and h denote the GolreichLevin [43] hardcore bit for this one way function.
Let π Res denote any resettably secure MPC protocol with superpolynomial simulation. Let
(π Res .NextMsg1 , π Res .NextMsg2 , . . . , π Res .NextMsgn ) denote the algorithms used by each
party to compute the messages in each of the rounds and π Res .OUT denote the algorithm
used by each party to compute its final output. Also, let Transi denote all messages sent in
an execution of π Res up to round i. Let Res.Sim denote the straight-line (super-polynomial)
simulator for this protocol. Let (Res.Sim.NextMsg1 , . . . , Res.Sim.NextMsgn ) denote the
algorithms used by the simulator to compute the messages in each of the rounds and
Res.Sim.Out denote the algorithm used to compute the final output on behalf of the
honest parties. Let ℓ(λ) denote the length of the randomness required by each party on
inputs of length λ. Let s(λ) denote the maximum size of the circuit representation of
(π Res .NextMsg1 , π Res .NextMsg2 , . . . , π Res .NextMsgn , π Res .OUT) in this protocol.
Let (Obf, Eval) be a VBB obfuscation scheme and Obf.Sim denote its simulator. Let r(λ)
denote the length of the randomness used to obfuscate programs of size s(λ), and s′ (λ)
denote the size of the obfuscated program.
Let (Gen, Sign, Verify) be a√sub-exponentially unforgeable signature scheme.
Let PRG : {0, 1}λ → {0, 1} λ+λ+r(λ)+ℓ(λ) be a pseudorandom generator.
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Construction

The one-way function G, on input x = (a, b), where |a| = |b| = λ, is:
Compute y = g(a).
Compute (α, β, γ, δ) ← PRG(b) where α is of length
ℓ(λ) and δ is of length r(λ). Set rRes = γ.

√

λ, β is of length λ, γ is of length

Generate (sk, vk) ← Gen(1λ ; β).
b = Obf(1λ , C) using randomness δ where program C is described in Figure 1.
Compute C
b We set p′ (λ) = |C|.
b
Output (C).

Hardwired values: (a, y, α, sk, vk, rRes )
1. Output y. Additionally, do the following.
2. If input = (“Reveal Identity for MPC”): output vk.
→
−
3. If input = (“MPC”, “Begin”, “Party” j, vk):
Output ⊥ if any of the following happen:
vkj ̸= vk,
{vkk }k∈[λ2 ] are not distinct,
→
−
Output σ = Sign(sk, (vk||j))
→
−
4. If input = (“MPC”, “Round” 1, “Party” j, vk, σ):
Output ⊥ if any of the following happen:
vkj ̸= vk,
{vkk }k∈[λ2 ] are not distinct,
→
−
Verify(vk, σ, (vk||j)) ̸= 1.
Begin resettable MPC protocol π Res amongst λ2 parties P1 , . . . , Pλ2 playing the role
of Pj with identity vk. Use input α, randomness rRes to evaluate functionality f
(Figure 2). Let ℓ be the number of rounds of π Res .
→
−
Compute msg1 = π Res .NextMsg1 (1λ , α; rRes ), σ1 = Sign(sk, (vk||msg1 ||1||j)).
Output (msg1 , σ1 ).
→
− −→
5. If input = (“MPC”, “Round” i, “Party” j, vk, −
msgi−1 , σi−1 , Transi−2 ):
−→
Let Transi−2 denote the transcript till round (i − 2) and −
msg
i−1 denote the set of
messages sent by all parties in round (i − 1) of protocol π.
Output ⊥ if any of the following happen:
vkj ̸= vk,
{vkk }k∈[λ2 ] are not distinct,
→
−
Verify(vk, σi−1 , (vk||Transi−2 ||msgi−1 ||i − 1||j)) ̸= 1.
If round number i ≤ ℓ, do:
−→ , α; rRes ).
Continue π Res . Compute msgi = π Res .NextMsgi (Transi−2 , −
msg
i−1
→
−
−→ ), σ = Sign(sk, (vk||Trans ||msg || i||j)).
Set Transi−1 = (Transi−2 ||−
msg
i−1
i
i−1
i
Output (msgi , σi ).
If round number i = (ℓ + 1), do:
−→ , α; rRes ).
Compute z = π Res .OUT(Transℓ−1 , −
msg
ℓ
If z = 0, output a. Else, output ⊥.

Figure 1 Description of program C.
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Input:
For each i ∈ [λ2 ], party Pi has input αi of length
√
0 λ , output 0. Otherwise, output ⊥.

√

λ. Output: If (α1 ⊕ . . . ⊕ αλ2 ) =

Figure 2 Description of Functionality f .

B.1.0.3

Hardcore Predicate

Recall that the Goldreich-Levin hardcore predicate [43] for the one-way function g is h. We
now define the hardcore predicate H for G as: H(x) = h(a), where x = (a, b) such that
|a| = |b|.

B.2

Security

We conjecture the following about the existence of special-purpose obfuscation.
▶ Conjecture 9 (Special-purpose obfuscation). There exists a secure signature scheme
and a resettable MPC protocol according to Definition 5 for which, for the class of cirfor λ ∈ N, Cλ is depicted in Figure 1, where a ∈ {0, 1}λ , y ∈
cuits C = {Cλ }λ∈N where
√
{0, 1}p(λ) , α ∈ {0, 1} λ , (SK, VK) ∈ Supp(Gen(1λ )), rRes ∈ {0, 1}ℓ(λ) , there exists a virtual
black-box obfuscator according to Definition 4.
▶ Theorem 10. Assuming Conjecture 9 and resettably secure MPC with super-polynomial
simulation against malicious adversaries according to Definition 5, Conjecture 8 is false. In
particular, assuming Conjecture 9, and either sub-exponential DDH or LWE, Conjecture 8 is
false.
This also implies that the above result holds in the ideal obfuscation model. Here we model
obfuscation as an ideal functionality with two interfaces. An “Obfuscate” interface takes as
input a program P and outputs a handle P̃ . The handle can simply be a counter which is
incremented on each invocation. The ideal functionality keeps a list of such tuples (P̃ , P ). An
“Evaluate” interface takes as input a handle P̃ and an input x, and finds the corresponding
tuple (P̃ , P ) in the list; if such a tuple exists it outputs P (x) else ⊥. We rely on the fact that
Conjecture 9 holds relative to this oracle and that our counter-example uses the obfuscator
in a black-box manner. This gives us the following corollary.
▶ Corollary 11. Assuming sub-exponential DDH or LWE, Conjecture 8 is false in the ideal
obfuscation model.
We now describe the proof of this theorem. First, we prove that H defined above is indeed a
hardcore predicate for function G. We observe that for our construction of G and H, this
also automatically proves that G is a one way function. This is for the following reason:
suppose for contradiction that G is not a one way function. Then, there exists a PPT
b can compute an inverse x′ = (a′ , b′ ) with
adversary that, given a value G(x = (a, b)) = (C),
non-negligible probability. However, observe that since g is an injective one way function,
a′ = a. Further, since H(x = (a, b)) = h(a), A can compute H(x′ ) = H(x). Thus, given just
G(x), A can compute H(x) with non-negligible probability which contradicts the fact that H
is a hardcore predicate for function G. Therefore, it suffices to formally show that for every
PPT adversary A,
Pr[A(G(x)) = H(x)] =

1
+ negl(λ)
2
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where the probability is over the randomness of x and A. We do this via the following series
of computationally indistinguishable hybrids Hyb0 , . . . , Hyb6 . We defer the rest of the proof
to the full version of the paper.

B.3

Parallel Repetition Attack

We now describe the counterexample to the dream XOR lemma by setting t = λ2 . That is, we
will construct a PPT adversary A that, given λ2 samples of the outputs of the one way function
G, can compute the XOR of their respective
hardcore bits with respect to predicate H with
√
− λ
probability greater than or equal to 2
thus disproving Conjecture 8. Formally, we √
construct
an adversary A such that : Pr[A(G(x1 ), . . . , G(xλ2 )) = H(x1 ) ⊕ . . . ⊕ H(xλ2 )] ≥ 2− λ where
the probability is over the random choices of the values (x1 , . . . , xλ2 ) and the randomness of
the adversary.

B.3.0.1

Adversary’s Strategy

b i )}i∈[λ2 ] , does:
Adversary A, given {G(xi ) = (yi , C
1. Run an execution of the resettable MPC protocol π Res amongst (λ2 ) parties for functionb1, . . . , C
b λ2 . The protocol messages are
ality f (Figure 2) using obfuscated programs C
forwarded appropriately to all the obfuscations.
b i at the
2. Abort if any obfuscated program outputs ⊥. Else, let ai be the value output by C
2
end of the protocol. For each i ∈ [λ ], compute h(ai ).
3. Output h(a1 ) ⊕ . . . ⊕ h(aλ2 ).

B.3.0.2

Analysis

√
For each input xi = (ai , bi ), recall that αi is √
the first √λ bits of PRG(bi ). For randomly chosen
inputs x1 , . . . , xλ2 , P r[(α1 ⊕ . . . ⊕ αλ2 ) = 0 λ ] ≥ 2− λ . Therefore, by the correctness of the
obfuscation scheme, the resettable MPC protocol π Res and the signature scheme, it is easy to
see that for randomly chosen inputs
x1 , . . . , xλ2 , for every j ∈ [λ2 ], the adversary learns the pre√
− λ
ai with probability ≥ 2
. Thus, Pr[A(G(x1 ), . . . , G(xλ2 )) = H(x1 ) ⊕ . . . ⊕ H(xλ2 )] ≥
image
√
2− λ and this completes the proof.
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Introduction

The Merkle-Damgård construction [3, 7] is a sequential construction which is used in MD5,
SHA-1 and SHA-2 and many other hash functions. On the other hand, the Merkle tree [6]
is a parallel construction that is used in hash-based signatures (of interest due to their
post-quantum security), version control systems such as git, and cryptocurrencies such as
Ethereum. It is well known that the Merkle-Damgård construction and the Merkle tree are
collision-resistant provided so are the compression functions. The number of compression
function calls is (essentially) the same for both constructions. When we use 2n-to-n-bit
compression functions, we can process t blocks of messages by making t or (t − 1) calls to
the compression function.
Although both of these widely used constructions are rather efficient, and only rely on the
collision-resistance of the compression function, practical compression functions are believed
to have more properties than mere collision resistance. As such, it is interesting to study the
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question of designing the most efficient way to build a t-to-1 collision-resistant hash function,
even if modeling the compression function as ideal (i.e. a random oracle). In particular, to see
whether the classical Merkle-Damgård and Merkle tree constructions can be improved under
such idealized modeling. This question has received a lot of attention from the cryptography
community, which we survey below.
Lower Bound on the Number of Calls. We start with lower bounds (i.e., attacks). In [2],
Black et al. formally analyze the security-efficiency trade-off of compression functions, showing
that a 2n-to-n-bit compression function making a single call to a fixed-key n-bit block cipher
can not achieve collision resistance. Later Rogaway and Steinberger [9] generalized the
result for permutation-based hash. For a general hash function based on a compression
function, Stam [11] conjectures a lower bound on the number of compression function calls.
In particular, a collision with at most 2n(λ−(t−0.5)/r) queries on a t-to-1 block hash function
can be found after making r calls to λ-to-1 block compression functions. Equivalently, for
optimal birthday security, the number of hash calls must be at least r ≥ (2t − 1)/(2λ − 1).
This bound is popularly known as the Stam’s bound. Stam has shown the bound for some
cases under a uniformity assumption. Later by Steinberger [12] and by Steinberger, Sun and
Yang [13], a formal proof of the Stam’s bound is shown.
Hence, for the most widely studied case of λ = 2, we have a lower bound r ≥ (2t − 1)/3,
leaving a factor 1.5 efficiency gap when compared to the Merkle-Damgård and Merkle trees.
Upper Bound on the Number of Calls. For the upper bounds, much of earlier work
concentrated on the setting of the “non-compressing” case of λ = 1, and often focused on the
case of small t (e.g., t = 2), implicitly suggesting that – once the 2-to-1 function is built, –
one should do further extensions with either Merkle-Damgård and Merkle trees. For example,
Shrimpton and Stam [10] proposed a 2-to-1 compression function based on three calls of
non-compressing function, which matches Stam’s bound for λ = 1 and t = 2. Rogaway and
Steinberger [8] designed similar results when the non-compressing primitive is an invertible
permutation, which they also showed is optimal for this setting [9].
For general (large) t, Mennink and Preneel [5] also considered the non-compressing
case λ = 1 and proposed an elegant tree-based mode of operation making (2t − 1) calls to
the non-compressing round function, which matches Stam’s bound. Unfortunately, they
could only prove below-birthday security of 2n/3 queries for this construction. They also
conjectured that the construction achieves optimal birthday security 2n/2 , but could only
prove it for a very restricted special-case attacker. These attacks make all their random
oracle calls “layer-by-layer” (as opposed to in any order). As acknowledged by the authors,
the simplifying assumption significantly helps with the proof of this special case and appears
to be with a great loss of generality. In fact, they presented evidence that their existing
analysis is unlikely to work for proving optimal security against unrestricted attackers.
Recently, two papers have appeared to tackle the compressing case λ = 2. In [4], Dodis
et al. optimally settled the case t = 5, by introducing the T 5 construction that processes
five n-bit message blocks using three 2n-to-n-bit compression function calls, which matches
Stam’s bound for t = 5 and λ = 2. Further, they suggested extending the T 5 construction
to a larger value of t using either Merkle-Damgård or Merkle trees. In both cases, they
already achieve non-trivial saving compared to the earlier efficiency of these modes (equal
to t compression calls): both variants now make roughly 3t/4 calls to the compression
functions. Still, once t > 5, this does not match the current lower bound of 2t/3 calls. [4]
also mentioned a natural, but more aggressive, variant of this extended construction for
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the case of Merkle trees. However, they remark that this construction – even if proven
collision-resistant (which is open), – would lose the efficient “local opening” properties of
their simpler tree construction with 3t/4 compression calls. Namely, one can no longer open
one message block by only opening O(log t) internal values in the tree (as any such opening
cannot have birthday security, despite satisfying correctness).
Finally, a breakthrough result of Andreeva, Bhattacharyya and Roy at Eurocrypt’21 [1]
have claimed to settle the general case in the affirmative. They proposed a hash function ABRl
based on a perfect binary tree of height l. The hash ABRl can process t = (2l +2l−1 −1) blocks
with r = (2l − 1) calls of compression functions. This matches Stam’s bound r ≥ (2t − 1)/3.
Somewhat interestingly, the ABR construction looks very similar to the tree construction of
Mennink and Preneel [5] from non-compressing primitives, except all the compression calls
at the leaf level now have an extra input (due to λ = 2 instead of λ = 1), while the internal
calls to the compression function can also process an extra input, but using a slightly trickier
rule involving two simple XOR operations. So, at least in the intuitive sense, the authors
must have resolved the difficulty of [5] of dealing with general adversaries, for a construction
very similar to the one of [5].
As an additional bonus feature, the work of [1] even claimed that the ABRl mode also has
attractive local opening properties, at the expense of slightly longer proof length (2l instead
of l of Merkle trees), but still having only l compression calls to verify such local opening.
Are We Done? Unfortunately, we have found serious issues in many claims made by the
authors of [1], whom we call ABR hereafter. These issues appear quite significant, and range
from verifiably false statements to noticeable gaps in the proof (e.g., omissions of important
cases and unjustified bounds). Unfortunately, at this stage, we are unable to fix these issues
in any simple way.

1.1

Our Results

Our results can be roughly divided into 3 categories:
(1) explicit refutation of some claims made by [1];
(2) serious technical issues in the proof provided by [1];
(3) a correct (but very different from [1]) proof for the for the ABR3 construction (i.e. t = 11
and r = 7), which is incorrectly handled by ABR.
We detail these below.
Local Opening Insecurity of ABR. As we mentioned, ABR proposed a very efficient local
opening for ABRl . It opens about 2l blocks and makes l calls to verify. However, we have
shown that a collision pair of the verification function can be found in O(2n/2l ) queries, which
is significantly below birthday security already for l = 2. Hence, the suggested local opening
can be broken in the above complexity. Moreover, we have shown that any non-trivial local
opening of ABRl satisfying a “by-pass verification” property (which is a natural class of
openings that seems to include any natural opening one can think of) is broken below the
birthday bound. For example, even opening (t − 1) out of t inputs cannot be birthday-secure,
where t = 2l + 2l−1 − 1 = 2Ω(l) . In contrast, previous tree-like constructions (e.g., [4]) achieve
birthday security with logarithmic opening length O(l). This is discussed in Section 4.
There are two surprising aspects to this mistake. First, our attack is completely standard
(using standard generalized birthday attack [14]). Second, the local opening subsection in the
ABR-paper does not even mention anything about security, only focusing on the correctness
of the opening. We found this quite surprising.
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Mistakes with the Main Proof. While the local opening mistake above is indisputable,
the technical mistakes in the main collision resistance proof of ABR are harder to explain in
detail (at least in the Introduction, before the technical notation is developed). They are also
harder to state with conviction, since they often do a combination of the following pitfalls:
(a) involve imprecise statements,
(b) state a bound which might be true, but which appears completely non-obvious to us (to
the extent of being the most difficult part of the proof);
(c) point to an “analogous” earlier case, but we fail to see why the previous argument
generalizes;
(d) state some bound which appears to be correct only if one makes some restricting
assumption on the attacker (but no such assumptions are made by the authors, who
claim a fully general result!);
(e) silently omitting an important special case of the proof (i.e., the proof is non-exhaustive).
The totality of these issues make the proof presented by [1] at best unverifiable, and at worst
incorrect. In particular, we still believe that the end result is correct, but fixing it would
require a substantially harder proof.
At a very high level, the correct collision analysis for a tree-based function like ABRl
is complex mostly due to the adaptive nature of queries, and the queries made to different
layers in the tree might not come in monotone order (i.e., may not be in order of the level of
the nodes). Indeed, this is precisely the reason why the earlier birthday security result of
Mennink and Preneel [5] only held for “in order” adversaries. Fortunately, the outputs of the
leaf nodes can be given beforehand, as the input of those has no role in finding a collision.
More formally, we can make a simple argument to force the attacker “evaluate” the first
layer compression calls before any of the subsequent calls as follows. We give the attacker q
random outputs (where q is the total number of queries made by the attacker) at the very
beginning, but allow the adversary to arbitrarily label the corresponding input values at any
point in the game. This is fine, since those input values do not participate in any other
computation, but now all the outputs in the first layer are known before a single compression
call is made to the lower layers. This allows for relatively simple analysis for the special case
l = 2, and the authors of [1] indeed start with the correct analysis of this special case. 1
Unfortunately, this argument completely fails after the first layer. (Indeed, handling this
case will be one of the most difficult parts of our analysis, when we provide a correct proof
for l = 3 in this paper.) In particular, we see the following high-level issues with the proof
presented by [1] for l ≥ 3. (More lower-level issues are discussed in Section 5.3 in the paper.)
1. ABR claimed a relation between collision and the number of computable hash outputs
(termed as load). We will show in Section 5.4 that the relation is not true in general
by giving a counterexample. This seems to hold for ABR if queries to the root node are
performed at the end (which is the case for ABR2 ). However, it seems non-obvious to us
why a similar relation holds when the adversary makes out-of-order queries.
2. We have also found issues while bounding load. ABR consider “input multi-collision”
for every node up to O(n). However, due to the multiplicative nature of the number of
multi-collisions as one goes down in the tree, we find that O(ni ) multi-collision must
be considered for the nodes at the i-th level. This would degrade the bound for load

1

Another correct proof for t = 5 (corresponding to tree depth l = 2) was made for the T 5 compression
function by [4]. Interestingly, the authors did not notice the simplifying non-adaptivity argument above,
and had to work relatively hard to handle out-of-order queries (e.g., it involved a careful expectation
analysis and applying Markov’s inequality; see proof of Proposition 5 in [4], which is over a page). This
shows that handling out-of-order attackers is indeed highly non-trivial.
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claimed by ABR, and invalidate the claimed birthday security at the end (unless the
number of levels i is constant, in which case one can hide the extra ni bound in the
“O-tilde”-notation). This will be discussed in Step 1 of Section 5.3.
3. In fact, even if the load analysis is somehow fixed, ABR seem to consider the last query
happens in the final node (or at the node where the load is considered). This is effectively
equivalent to in order adversaries, but does not seem to be the case for general attackers.
See Step 2 of Section 5.3.
4. Moreover, both messages of a collision pair can be generated due to a single query response
(termed as twin collision pair ). ABR completely ignore this case. This is discussed in
detail in the last paragraph of Section 5.3.
We leave a more detailed explanation of these (and other issues (a)-(e)) later in the paper.
Collision Analysis of ABR3 . On a positive, our main technical result shows that the ABR3
construction for t = 11 indeed achieves birthday security (roughly n5 q 2 /2n , where q is
the number of compression function queries) with an optimally small number of r = 7
compression calls (see Section 6). While forming only the first step in recouping the incorrect
results of [1], we are optimistic that our approach could be extended to finally settle the
general case correctly. For example, compared to best known correct proofs for t = 5 (e.g.,
ABR2 from [1], or the T 5 compression function from [4]), we can no longer assume that the
second layer calls to the compression function are made before all the third-layer calls, which
is the main (unresolved) difficulty in the work of [5], and one of the key mistakes in the
analysis of [1] (as we explained above). Thus, our proof is the first which handles non-trivial
“out-of-order” adversaries correctly.
We also hope our proof of ABR3 provides a sharp contrast to the flawed proof of [1], even
for this special case. For example, we already mentioned handling general “out-of-order”
adversaries. In a different vein, we also consider the twin-collision analysis for ABR3 which is
completely missing from [1]. This analysis requires a non-trivial multi-collision analysis on a
sum of our compression functions, and we also need to bound some other failure events to
analyze the non-twin collision security of ABR3 . None of these arguments appeared in [1].

2
2.1

Security Definitions
Notations

We call elements of {0, 1}n blocks. A k-to-r (block) function or random oracle has domain
{0, 1}kn and range {0, 1}rn . We write the set [k] = {1, 2, . . . , k}. A partial function τ from D
to R is a subset τ ⊆ D × R such that for every x ∈ D, there are at most one y with (x, y) ∈ τ .
We define domain dom(τ ) := {x : ∃y, (x, y) ∈ τ } and range ran(τ ) = {y : ∃x, (x, y) ∈ τ } of a
partial function τ . We use the shorthand notation A ∪ x and A \ x to denote A ∪ {x} and
A \ {x} respectively. For any q-tuple xq , we define mc(xq ) = maxa |{i : xi = a}|. For two
lists L1 and L2 , we define mc(L1 ⊕ L2 ) = maxa |{(i, i′ ) : Li ⊕ Li′ = a, Li ∈ L1 , Li′ ∈ L2 }|. It
can be similarly extended for xor of more than two lists.

2.2

Generic Hash Mode

Let Hf be a t-to-1 hash function which uses an n-bit compression function (i.e. λ-to-1
compression function f for some λ > 1) as an oracle. Note that a mode can use more than
one compression functions f1 , . . . , fr . However, as we analyze in the random oracle model,
independent random oracles can be obtained from a single random oracle with a little bit
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larger domain by using the standard domain separation method. In this paper, we only
consider fixed-length input and also assume r is the same for all messages. Moreover, the
hash function calls fi on i-th call and so the domains of every call are separated by domain
separation. We also denote the family f := (fi : i ∈ [r]) by f and we call λ-to-1 r r.o.
(random oracle). We denote τH (M | f ) := {((1, x1 ), y1 ), . . . , ((r, xr ), yr )} where xi denotes
the input of i-th call of its oracle tuple while computing Hf (M ) and yi = fi (xi ) := f (i, xi ).
A λ-to-1 transcript τ is a partial function from [r] × {0, 1}λn to {0, 1}n . For a λ-to-1 r r.o.
f , we have
∀(i, x) ̸∈ dom(τ ), y ∈ {0, 1}n , Prob(f (i, x) = y | τ ⊆ f ) = 2−n .
▶ Definition 1 (transcript-based hash computation). Given a partial function τ ⊆ f , let
Hτ = {(M, Hf (M )) : τH (M | f ) ⊆ τ } be a partial hash function. In other words, Hτ consists
of all pairs (M, z) such that Hf (M ) can be computed by simply using the transcript τ and z
is the final value. The elements of the set dom(Hτ ) are called τ -computable messages. As
τ ⊆ f , we must have Hτ ⊆ Hf .

2.3

Collision Game

Let A be an adversary having oracle access of f which makes q queries to each fi adaptively. As
we assume an unbounded time adversary, there is no loss in assuming that A is deterministic.
Thus, the i-th query (xi , vi ) of A depends on τ i−1 (the transcript of query-responses after
(i − 1) queries). After the query-response phase, A returns a pair of distinct messages (M, M ′ )
such that both M, M ′ are transcript-computable. We say collH holds if Hτ (M ) = Hτ (M ′ ),
called a computable collision pair. We define Advcoll
Hf (A) := Pr(collH ).
▶ Definition 2 (cross collision). Let H and H′ be two hash functions. A cross-collision τ ′
computable pair is a pair (M, M ′ ) (not necessarily distinct) such that Hτ (M ) = H τ (M ′ ). We
′
denote collτH,H′ := {M ∈ dom(Hτ ) : ∃M ′ , Hτ (M ) = H τ (M ′ )}.

2.4

Local Opening

We now define the local opening security of a hash function output (viewed as a commitment
of a message). Given a hash function mode Hf , a local opening Openf for H maps a pair
(M, i) to π = (mi , i, π ′ ) (called proof) where M = (m1 , m2 , . . . , mc ) is a message (a tuple of
blocks) and i ∈ [c] is an index.
Correctness of Local Opening. There is an efficient function Verf such that for all message
M , all index i, Verf (Openf (M, i), Hf (M )) = 1.
Security of Local Opening. In the local opening security, the adversary wins if it produces
an output h corresponding to two contradicting local openings for some position i.
▶ Definition 3 (local opening advantage). Let H be a hash function and Open be a correct
local opening for H with verification function Ver. For any adversary A, we define the local
opening advantage as
h
′
′
′
Advlocal
H (A) = Pr Ver(i, m, π, h) = Ver(i,m , π , h) = 1, m ̸= m
i
| (i, m, m′ , π, π ′ , h) ← Af
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By-Pass Hash Computation. We say that H has a by-pass computation (Hi : i ∈ [c])
corresponding to a local opening Open if for all M , i ∈ [c],
Hfi (Openf (M, i)) = Hf (M ).
In other words, given a proof (output of the Open) and the message block for the index (for
which the proof is produced), we can compute the hash output of the message (without
knowing the other blocks of the message). The verification algorithm simply checks whether
the hash value computed through the by-pass hash is the same as what was committed
before. As f is treated as an oracle, it is natural to assume that for all M and for all i,
τOpen (M, i | f ) ∪ τHi (Openf (M, i) | f ) = τH (M | f ).
We now define the inter-collision advantage for by-pass computation Hi as
h
i
′
′
′
′
f
Advcoll∗
.
Hi (A) = Pr Hi (m, π) = Hi (m , π ) and m ̸= m | (m, π, m , π) ← A
Thus, it is the same as the collision game, except that the adversary needs to find a collision
pair for which m =
̸ m′ . Suppose A finds a collision pair ((m, π), (m′ , π ′ )) for Hi , and let
h = Hi (m, π). Then A can commit h and later on, it can successfully open for either of two
messages m and m′ as required. Now we make the following simple observation
Advlocal
(q ′ ) = max max Advcoll∗
H
Hi (A).
A

i

(1)

The above observation (see [4] for details) helps us to reduce the local opening security to
inter-collision security problem for the by-pass hash family.

2.5

Stam’s Tradeoff between Security and Performance

Stam’s bound states that there always exists a collision attack with at most 2n(λ−(t−0.5)/r)
queries on a t-to-1 block hash function making r calls to λ-to-1 block compression functions.

3

Re-introduction of the ABR Hash due to [1]

We first start by defining a generalized tree hash structure, and then re-introduce the ABR
Hash as a special tree hash, as opposed to introducing as it is in [1]. This is because we feel
some things have not been properly defined by the authors there, and these issues need to
be addressed properly.
A full binary tree (FBT) is a binary tree in which every node v other than the leaves has
two children, denoted as vL (left child) and vR (right child). A perfect binary tree (PBT) is a
full binary tree in which all the leaf nodes are at the same level (called height of the tree).
▶ Example 4 (perfect binary tree of height l). Let l be a fixed positive integer and T be
a perfect binary tree of height l over all vertices (j, b), j ∈ [l], b ∈ [2l−j ] with (l, 1) being
the root. For every two vertices (j, b) and (j + 1, ⌈b/2⌉), we associate an edge. We call
(j − 1, 2b − 1) and (j − 1, 2b) the left and right child of (j, b) respectively. Note that T = T(l,1) .

3.1

Some Notations and Definitions on Binary Trees

For a binary tree F , let LF and V (F ) denote the set of leaf nodes and all nodes of F
respectively. Any non-leaf node is called an intermediate node. For a non-root intermediate
node v of F , we consider the following two full binary trees:
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u
v

Figure 1 In this figure, Fv is the sub-tree rooted at v, i.e. the union of the red and blue sub-trees,
F−v is the black sub-tree, and Fv−u is the red sub-tree.

1. Fv : the full binary sub-tree rooted at v.
2. F−v : the sub-tree (F \ Fv ) ∪ v.
For a tree F , and a vertex v of F , we write Vv , Lv and Vv∗ to denote the set of all nodes, leaf
nodes and intermediate (non-leaf) nodes respectively for the tree Fv . For any u ∈ Vv∗ \ v, we
write Fv−u = (Fv \ Fu ) ∪ u. We write Vv−u to denote the set of vertices of Fv−u . For the
sake of notational simplicity we ignore the suffix v when v is the root. In this section we only
consider trees of the form Fv and Fv−u . Refer to Figure 1 for a pictorial representation.
To each node v ∈ V of a perfect binary tree T , an independent 2-to-1 block compression
function (modeled as a random oracle) fv is assigned. We use the notation f to denote the
collection of random oracles {fv : v ∈ T }.
▶ Definition 5 (message for tree hash). A message m for any full binary sub-tree F of a
perfect binary tree T having the same root is a function m : V (F ) → {0, 1}n ∪ {0, 1}2n such
that for all u ∈ LF ∩ LT , m(u) ∈ {0, 1}2n , otherwise, m(u) ∈ {0, 1}n . A complete message
m is a message at the root of T .
Thus, for every leaf node of F (which is also a leaf node of the perfect binary tree), we
associate 2n bit messages. For all other vertices, we associate an n bit message. We write
MF to denote the set of all messages for F . We simply write Mv and Mv−u instead of MTv
and MTv−u respectively.
For a message m for Tv (also called m at the node v), and u ∈ Vv , we write m|u = m|Tu ,
the message restricted to Tu . Similarly, we write mL := m|vL and mR := m|vR . We also
write m|v−u→h to denote a message for Tv−u which is same as the restricted function m|Tv−u ,
except at u, where it assigns h (instead of m(u)). In the context of our work, this basically
means we replace the message m(u) at node u by the intermediate hash output of Tu , the
tree rooted at u, and consider the message for the remaining tree, Tv−u .
▶ Definition 6 (Generalized Tree Hash). Let F be a full binary sub-tree of a perfect binary
tree T and let m ∈ MF . For every v ∈ F , we associate an intermediate hash output Ov and
an intermediate input Iv recursively as follows:
1. v ∈ LF \ LT , |m(v)| = n: Ov = m(v) and there is no input,
2. v ∈ LF ∩ LT , |m(v)| = 2n: Ov = fv (m(v)), Iv = m(v),
3. otherwise: |m(v)| = n and we define

Iv = OvL ⊕ m(v), OvR ⊕ m(v) , and Ov = fv (OvL ⊕ m(v), OvR ⊕ m(v)) ⊕ OvR .
Oω is the final hash output corresponding to F where ω is the root of F . We also call Iω
final input.
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Figure 2 ABR of height 3.

Let us see what this means. If F = T , the above definition implies that for a leaf node v,
the message at v, which itself is the input, is 2n bits long, and the output is just fv (m(v)),
where fv is the 2-to-1 block compression function attached to it, and for an intermediate
node, the message is n bits long, and the input and output are as defined above. If F is
a proper sub-tree of T , then there might exist vertices, which are leaves of F , but not of
T . For such a vertex v, the message is n bits long, and the message itself is considered the
output of the vertex. This vertex doesn’t have any input.

The ABR Hash Function. The ABR hash is the hash output based on a perfect binary
tree T of height l. In terms of Definition 6, the case F = T corresponds to a ABR tree, and
the final hash output is the ABR hash. Thus, ABRl hash is a (2l + 2l−1 − 1)-to-1 block hash
function, l > 1. We refer to Figure 2 for a pictorial view of ABR with l = 3. For a trivial
tree F = {w}, with a message m(ω) ∈ {0, 1}2n , F (m) = fω (m).
We write Hτ (m) and inτ (m) to denote the transcript based hash and the final input
respectively, whenever defined for the message m for a tree F . If Hτ (m) is defined we call
m τ -computable or simply computable message. We write ⊥ to mean that it is undefined.
Note that a tree is uniquely determined from the message. We write domτv and domτv−u to
denote the set of all computable messages at v and for Tv−u respectively. Similarly, we write
ranτv and ranτv−u to denote the set of all computable hashes at v and for Tv−u respectively.
The size of the set ranτv , called load at v, is denoted as Lτ,v .

4

Local Opening Analysis of ABR Hash Function

In section 3, we have defined hash function based on a tree F for a message over the tree F .
In this section, we consider a variant of the message function and a hash function for the
variant message. This is required to properly define the local opening of the ABR tree.

ITC 2022

11:10

Revisiting Collision and Local Opening Analysis of ABR Hash

Message for a Full Binary Tree. Let F be a full binary tree and L ⊆ LF . Let MF ,L
be the set of all functions m : V (F ) → {0, 1}n ∪ {0, 1}2n such that for all v ∈ LF \ L,
m(v) ∈ {0, 1}2n and for all other vertices v, m(v) ∈ {0, 1}n . We call m a message (or a
message function) for F .
▶ Definition 7 (Generalized Tree Hash, a variant). Let m ∈ ML,F be a message function for
F . For every v ∈ F , the intermediate hash output Ov is defined recursively as follows:
1. v ∈ L, |m(v)| = n: Ov = m(v),
2. v ∈ LF \ L, |m(v)| = 2n: Ov = fv (m(v)), Iv = m(v),
3. v ̸∈ LF : we define

Iv = h1 ⊕ m(v), h2 ⊕ m(v) and Ov = fv (h1 ⊕ m(v), h2 ⊕ m(v)) ⊕ h2 ,
where h1 = OvL and h2 = OvR .
The hash output corresponding to F is defined as F f (m) := Oω where ω is the root of F .
We also call Iω := Finf (m) final input. It is clear from the definition that for any node v ̸∈ L,
f
Fvf (m|v ) = Ov and Fv,in
(m|v ) = Iv .
Visualizing the tree is not difficult. As an example, when F = ABR3 , we have Figure 2,
where L is a subset of the leaf nodes, say (1, 1) and (1, 2). We now define local opening of
the Generalized Tree Hash.
▶ Definition 8. Let m be a message for a perfect binary tree T . For any full binary sub-tree
F and a set LF \ LT ⊆ L ⊆ LF , we define a message m′ := OpenfF ,L (m) ∈ MF ,L for F as
follows.
1. v ∈ L: m′ (v) = Tvf (mv ).
2. Otherwise: m′ (v) = m(v).
Now, we first analyze the local opening security of ABRl proposed by [1] and then show
that no non-trivial opening of ABR can achieve birthday bound security.

4.1

Local Opening Analysis of ABR Hash due to [1]

We describe the by-pass hash corresponding to the message block m1 for ABRl . It is based
on the full sub-tree F consisting of nodes {(i, 1) : i ∈ [l]} ∪ {(i, 2) : i ∈ [l − 1]} and
L = {(1, 2), (2, 2), . . . , (l − 1, 2)}. Refer to Figure 3. Note that the number of blocks in
OpenF ,L (m) is 2l, and in the sub-tree F corresponding to OpenF ,L (m), the number of calls
to underlying compression function f is l. According to Stam’s bound, there exists a collision
attack with at most 2n/2l queries. We give an attack that matches this bound.
Let I(i, 1) = (ui,1 , vi,1 ) be the input of fi,1 and let yi,1 be the output. Let hi,2 be the
message for node (i, 2). Let hi,1 = yi,1 ⊕ hi−1,2 for i > 1 and h1,1 = y1,1 . Then, hi,1 is the
output at node (i, 1). Also, let mi,1 be the message associated with a non-leaf node (i, 1).
We wish to find a collision at the output of node (l, 1), i.e. we need to find two messages m′
and m′′ for F such that F(l,1) (m′ ) = F(l,1) (m′′ ). Given any message for F , the output at
node (l, 1) is given by hl,1 .
Note that h1,1 = f1,1 (u1,1 , v1,1 ). After computing hi−1,1 , we proceed to compute hi,1 .
We note that hi−1,2 is a message block for F . The input at node (i, 1), I(i, 1) = (hi−1,1 ⊕
mi,1 , hi−1,2 ⊕ mi,1 ) = (ui,1 , vi,1 ) and the output at node (i, 1) is:
hi,1 = fi,1 (I(i, 1)) ⊕ hi−1,2 = fi,1 (ui,1 , vi,1 ) ⊕ hi−1,2
= fi,1 (ui,1 , vi,1 ) ⊕ ui,1 ⊕ vi,1 ⊕ hi−1,1
= gi,1 (ui,1 , vi,1 ) ⊕ hi−1,1
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Figure 3 A specific local opening of ABR3 .

where gi,1 (ui,1 , vi,1 ) = fi,1 (ui,1 , vi,1 ) ⊕ ui,1 ⊕ vi,1 . By induction, the final hash computation is
hl,1 = gl,1 (ul,1 , vl,1 ) ⊕ gl−1,1 (ul−1,1 , vl−1,1 ) ⊕ . . . ⊕ g1,1 (u1,1 , v1,1 ).
Since the functions fi,1 are random and independent so are gi,1 ’s. Thus hl,1 is the XOR of l
random functions. Thus, a collision is expected at node (l, 1) with 2n/2l queries. One can
also apply a generalized birthday attack with complexity 2n/(1+⌈log 2l⌉) .
Now, let us look at the target collision resistance of the above local opening of ABRl .
Target Collision Resistance describes the ability of an adversary to find a second pre-image
for a fixed message. Target collision resistance has many practical applications. For example,
if a client sends a file F to the server and then wants the server to send part of the file Fi
along with a proof of correctness then, as long as the server does not control the choice of
the file F , the server would need to find a targeted collision to break security and reveal an
incorrect value Fi′ .
Here, for a fixed message m, the final hash computation hl,1 is fixed. Hence, for target
collision resistance we wish the XOR of l random functions to collide with this value of hl,1 .
This collision is expected with 2n/l queries.
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4.2

Decomposition of ABR Hash

Now we decompose ABR hash computation on T through a full binary proper sub-tree F
sharing the same root and a set L.
▶ Lemma 9 (decomposition lemma for any full binary tree). For all full binary sub-tree F of
a perfect binary tree T and a set of nodes LF \ LT ⊆ L ⊆ LF , we have
T f = F f ◦ OpenfF ,L .
Proof. Let m be a message for T . T f (m) represents the hash output based on the perfect
binary tree T . For any node v of T , the restricted message over Tv is mv . Hence, T f (m)
computes Tvf (mv ) for all nodes v ∈ T .
For any full binary sub-tree F of T , m′ = OpenfF ,L is defined as above. For any v ∈ L:
′
m (v) = Tvf (mv ). We calculate the hash outputs for the restricted messages on these nodes
first. Since for all other v ∈ F , m′ (v) = m(v), and F is a sub-tree of T , F f (m′ ) actually
computes Tvf (mv ) for all v ∈ F \ LF . Thus, F f ◦ OpenfF (m) also computes Tvf (mv ) for all
nodes v ∈ T and produces the same output T f (m).
◀
If F = T and L = ∅ then OpenfF ,L (m) = m. For any other proper local opening we
cannot ensure birthday bound security. We prove the following theorem:
▶ Theorem 10. No non-trivial opening of ABR can achieve birthday bound security.
Proof. Stam’s bound states that there exists a collision attack with at most 2n(λ−(t−0.5)/r)
queries on a t-to-1 block hash function making r calls to λ-to-1 block compression functions.
We have λ = 2. If we want to achieve 2n/2 collision security, t ≤ 1.5r + 0.5. In other words,
n
if t > 1.5r + 0.5, then we have a collision attack with query complexity 2 2 (1−δ/r) , δ :=
t − 1.5r − 0.5.
For ABR of height l, we have t = 2l + 2l−1 − 1 and r = 2l − 1. This satisfies t = 1.5r + 0.5,
and it is optimal. We show that for any non-trivial opening OpenF ,L of ABR, F satisfies
t > 1.5r + 0.5. Let us consider the simplest non-trivial opening, corresponding to L = {(1, 1)}.
Then, for m = (m1 , m2 , m′ ), where m1 , m2 are the first two message blocks and m′ is the
remaining part, OpenF ,L (m) = (f1,1 (m1 , m2 ), m′ ). Then, t = 2l + 2l−1 − 2, and r = 2l − 2
(f1,1 is not called). This satisfies t > 1.5r + 0.5. If OpenF ,L consists of only one sub-tree
computation of height h, then for F , we have t = (2l + 2l−1 − 1) − (2h + 2h−1 − 1) + 1 and
r = 2l − 2h , which satisfies t > 1.5r + 0.5.
A general opening OpenF ,L of ABR may consist of more than one complete sub-tree
computation. Let the number of complete sub-tree computations in OpenF ,L be k, and for
each 1 ≤ i ≤ k, let hi be the height of the i-th sub-tree. Then, for F , we have
t = (2l + 2l−1 − 1) −

k
X
i=1

(2hi + 2hi −1 − 1) + k,

r = (2l − 1) −

k
X

(2hi − 1).

i=1

It can be easily seen that t > 1.5r + 0.5. Thus, no non-trivial opening of ABR can achieve
birthday bound security.
◀
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Collision Analysis of ABR hash

In this section, we first define certain items which will be required to analyze the collision.
▶ Definition 11 (input multi-collision). For any x ∈ {0, 1}n , let MCτv (x), called input multicollision set at v (with x as input multi-collision value), denote the set of all messages m at
v with inτ (m) = x. also, let
mcτv (x) = |MCτv (x)|, mcτv =

max mcτv (x).

x∈{0,1}n

When v is the root node, we skip the notation v.
We define the newly generated messages and the hashes at a node v due to addition of the
query-response (x, y) to the transcript τ as
Newτv (x, y) := domvτ ∪(x,y) \ domτv ,

NewHτv (x, y) := ranτv ∪(x,y) \ ranτv .

Clearly, NewHτv (x, y) = Hτ ∪(x,y) (Newτv (x, y)) (image set of Hτ ∪(x,y) for the domain Newτv (x, y)).
Note that x need not be queried at v. However, to have a new computable message, x should
be queried at some node, say u, in Tv . Analyzing the behavior of the set Newτv (x, y) (or its
size) is easy when u = v or when u is one of the children of v. However, it becomes more
complex when u is far away from v.
Case u = v: Newτv (x, y) = MCτv (x) (and does not depend on y) and we call these messages
freshly generated immediate messages.
Case u ∈ Tv \ v: The newly generated messages at v is
Newτv (x, y) = {m|v : inτ (m|u ) = x, m|v−u→h ∈ domτv−u , h = y ⊕ Hτ (m|uR )}.
mcτu (x) × |domτv−u |
.
2n
Now we discuss how the size of the computable message space |domτv−u | can be written
when u is one of the children or grandchildren of v.
So, we have Ey (|Newτv (x, y)|) =

▶ Example 12. Suppose u = vR . In this case,
Newτv (x, y) ={m|v : inτ (mR ) = x, y = Hτ (mRR ) ⊕ Hτ (mL ) ⊕ x1 ⊕ x2 ,
| (v, (x1 , x2 )) ∈ dom(τ ), m(v) = x1 ⊕ Hτ (mL )}.
mcτvR (x) × |ranτvL | × |τv |
, where τv denotes the set of elements in the
2n
transcript of the form ((v, x), y).
So, Ey (|Newτv (x, y)|) ≤

▶ Example 13. In the previous case, we could write the expectation of number of newly
generated messages in terms of input multi-collision and range size of tree hash. Now, we
consider u = vRR , i.e. u is a grandchild of v. Refer to Figure 4. Let h = y ⊕ Hτ (mRRR ). First,
let us look at |domτv−vRR |.
|domτv−vRR | ={m|v : H1 ⊕ h = x′1 ⊕ x′2 , H2 ⊕ y ′ ⊕ h = x′′1 ⊕ x′′2 ,
| H1 = Hτ (mRL ), H2 = Hτ (mL ), (vR , (x′1 , x′2 ), y ′ ), (v, (x′′1 , x′′2 ), ∗) ∈ τ }.
Note that this implies H1 ⊕ H2 ⊕ y¯′ = x′′1 ⊕ x′′2 , where y¯′ = x′1 ⊕ x′2 ⊕ y ′ . Thus,
|domτv−vRR | = mc(ranτvL ⊕ ranτvRL ⊕ f¯vR ) × |τv |,
where f¯vR (u1 , u2 ) = u1 ⊕ u2 ⊕ fvR (u1 , u2 ). Hence,
Ey (|Newτv (x, y)|) ≤

mcτvRR (x) × mc(ranτvL ⊕ ranτvRL ⊕ f¯vR ) × |τv |
.
2n
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Figure 4 The graph of Tv−u when u is the rightmost grandchild of v.

Adversary and Its Queries. Let Lv denote the lists of all responses of fv , for all leaf node
v. We can assume that these lists are given to the adversary at the beginning of the game.
This is without loss of generality as the inputs to fv ’s have no role in the collision event.
However, this is not true for all intermediate nodes (the non-leaf nodes) and so adaptivity
of intermediate nodes must be considered. We assume that an adversary makes exactly q
queries to each node. Let q ′ := qr denote the total number of queries where r = |V ∗ | and
V ∗ is the set of non-leaf or intermediate nodes. Let Qv denote the set of query numbers
for the node v, v ∈ V ∗ . So for all non-leaf node v, |Qv | = q. Let (xi , yi ) denote the i-th
query-response pair made to the node vi . So given transcript τ i−1 (transcript after (i − 1)
queries), the distribution of y is uniform over {0, 1}n . For notational simplicity, we use simply
i in a superscript instead of τ i (the transcript after i-th query) in all above notations defined
so far. For example, Hi (m) denotes the transcript based hash of m where the transcript is τ i .
i−1
We write Newiv instead of Newτv (xi , yi ), which represents the set of all newly generated
computable messages at node v immediately after obtaining i-th query-response. We also
ignore the superscript τ i completely when we all the queries have been made, i.e. i = q ′ . For
example, we write mcv (x) instead of mcτv (x), when τ is the final transcript, obtained at the
end of all the queries.
For any computable message m at v, we write Fin(m) := i to encode the final query
index after which m is computable.
For all m for which mL , mR are τ -computable, we define Fin∗ (m) = i such that
max{Fin(mL ), Fin(mR )} = i, (i.e. immediately after i-th query the final-input for the
message m is computable).
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Steps of Collision Analysis

Proper Internal Collision. We say that a proper internal collision happens at v = (j, b)
for a transcript τ if for some distinct messages m, m′ at v, (i) Hτ (m) = Hτ (m′ ), (ii) inτ (m) ̸=
inτ (m′ ), and (iii) no collision happens for Hτu for all u ∈ V (Tv ), u =
̸ v. By using standard
reduction, a collision of ABR must have proper internal collision at some node. So it is
sufficient to bound the probability of a proper internal collision at the root node of ABR as
Hv is identical to ABRs where s denotes the level of the node v. We write coll := colll to
denote the proper internal collision at the root node of T of height l. The probability of
P
collision of ABRl can be then bounded as i≤l 2l−i Pr(colli ).
Now, there are two types of collision which can happen for any proper collision at the
root. Let us consider the i-th query. This query itself can generate two new computable
messages for which the collision occurs. This is the first type of collision. Also, the hash
output of one among the new computable messages generated by the i-th query can match
with one of the hash outputs generated by the previous queries. We formalize them here:
▶ Definition 14 (types of collision).
We call a collision pair (M, M ′ ) twin at the i-th query, i ∈ [q ′ ] if M, M ′ ∈ Newi . In this
case inivi (M ) = inivi (M ′ ) = xi , where vi is the node where the i-th query is made.
The collision pair is called non-twin at the i-th query if exactly one of M and M ′ is a
member of Newi , and the other message is τ i−1 -computable.
We write colli to denote that the proper internal collision happens at the i-th query.
Moreover, if it is a twin-collision (or non-twin collision) we denote the event as colli,tw (or
colli,ntw respectively). Thus,
[

coll =
colli,ntw ∪ colli,tw .
i∈[q ′ ]

It is easy to see that twin-collision at the root node is not possible as a collision at the right
child of the root node is necessary. In notation, colli,tw = ∅, whenever vi = ω.

5.1.1

Non-Twin Collision Analysis

For any non-root, non-leaf node v, we consider cross-collision between H−v and Hω . Let CCiv
denote the set of all pairs (m, m′ ) such that (i) m is a complete message, m′ is a message
for T−v and (ii) Hi (m) = Hi−v (m′ ). Now, a non-twin collision can happen at the i-th query
(to the node vi ) if freshly generated hash of a message at vi matches with the vi -th message
block of m′ for a cross-collision pair (m, m′ ) of CCi−1
v . Thus,
i−1
mci−1
v (xi ) × |CCv |
.
(2)
2n
Now, if v = ω then the freshly generated hash at the root node is a hash. So, we have,

Pr(colli,ntw ) ≤

Pr(colli,ntw ) ≤

5.1.2

mci−1
ω (xi ) × L
.
2n

(3)

Twin Collision Analysis

For any non-root, non-leaf node v and δ ∈ {0, 1}n \ {0n }, let Cδ,v , called δ-collision, denote
the set of all pairs (m, m′ ) such that Hτ−v (m) = Hτ−v (m′ ) and m(v) ⊕ m′ (v) = δ. We have
seen that no twin collision possible at the root node. We define a set
∆i = {Hi−1 (mR ) ⊕ Hi−1 (m′R ) : m, m′ ∈ MCi−1
vi (xi )}.
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Now,
P
Pr(coll

i,tw

)≤

δ∈∆

i−1
mci−1
v (xi ) × |Cδ,v |

2n

.

(4)

2
Note that the size of ∆ can be at most (mci−1
v (xi )) .
Thus, we have seen a collision analysis requires to bound the following random variables.

1. mci−1
v (xi ) for all i (and so for all nodes v),
2. L: load of the hash,
3. |domi−1
−v |: load for T−v which is required to bound the load L,
4. |Ci−1
δ,v |: size of δ-collision, and
5. |CCi−1
v |: size of cross-collision.
In the following subsection, we present the collision analysis of ABR2 in which we only need
the input multi-collision and load (which is also bounded in terms of input multi-collision).
We also present a collision analysis of ABR3 for which the above terms are present.

5.2

Collision Analysis of ABR2 by ABR

As discussed above, we can assume that all queries to the compression functions at the leaf
node have been made beforehand and let q denote the number of queries to each oracle. Let
L1 , L2 be two lists of outputs of the leaf node functions and let ω := (2, 1) denote the root
(the only non-leaf node for T of height 2). Note that the proper collision at height 1 is the
same as the collision of the lists L1 , L2 . The proper collision at a leaf node can happen with
probability at most q 2 /2n .
So, we now consider collision at the root (2, 1). For this, we now define a bad event mcω
that mcqω > n. Equivalently, the event can be expressed as mc(L1 ⊕ L2 ) > n. Note that we
do not have any non-leaf node other than root node. So, the load for hash values L can be
upper bounded as nq, given that mcqω does not hold. Moreover, cross-collision and δ-collision
is also not possible as we do not have any non-leaf, non-root node. Now, it is well known that
Pr(mc(L1 ⊕ L2 ) > n) ≤

q2
2n

(see [1] for details). Thus, the collision probability is bounded by

5.3

(n2 +2)q 2
.
2n

Collision Analysis of ABRh , h ≥ 3 by [1]

The proof of [1] is divided into two main parts: (i) bounding the load and (ii) bounding proper
collision probability in terms of the load. ABR fix a parameter ρ (which is chosen to be n + 1,
P
however, the exact value is not relevant to our discussion). Let Li,v = j≤i,j∈Qv |NewHiv |
represent the total number of generated hash values at v after all i queries. If there is no
collision (which is true while we consider proper internal collision), Li,v is same as the size of
the set |domiv |. To bound load, ABR considered the following bad events (in our notations):
′

1. bad1,v : mcqv > ρ at v. Let bad1 := ∪v bad1,v .
2. bad2,v : Lq′ ,v ≥ ρq. Let bad2 := ∪v bad2,v .
Given bad1 , bad2 do not hold, clearly L ≤ 2ρq.
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Step-1: Bounding Pr(bad1 )

Let bad1,≤i = ∪(j,b):j≤i bad1,v . So it is sufficient to bound Pr(bad1,(j,b) ∧ ¬bad1,<j ). Let us
fix a query x at v = (j, b). Now, ABR implicitly claimed the following:
′

▷ Claim ([1]). If MCq(j,b) (x) ⊇ {m1 , . . . , mρ } then in(j−1,2b) (mi,R )’s are distinct.
We note that this claim is not correct. As there can be ρ multi-collision at node (j − 1, 2b),
each query can potentially give at most ρ multi-collision at node (j, b). Hence we can have ρ2
multi-collision at node (j, b). Thus, a corrected version of the above claim requires to revise
the parameter ρ depending on the level. So, we may redefine bad1,(j,b) : mcv > ρj which
could solve the issue. This is a fixable minor issue (but will have an impact on the claimed
bound).
′
Now to continue with the bound, let us assume that MCqv (x) ⊇ {m1 , . . . , mρ } such that
in(mi,R )’s are distinct and x = (a, b). So we can choose ρ query indices out of q queries to
v2 := vR in ρq ways. For any such choices of ρ tuple (i1 , i2 , . . . , iρ ) (all queried to v2 ), we
have
Pr(f (xi1 ) ⊕ H(m1,RR ) = b, . . . , f (xiρ ) ⊕ H(mρ,RR ) = b) =

2ρq
2nρ

as there ρq many choices of H(mi,RR ) values (as we assume the load at vRR is less than 2ρq).
However, the above is true when we consider the cases where Fin∗ (mi ) = ji where vji = v2
for all i. The most important case in which the input multi-collision is contributed due to
the final queries which are not on right child is not considered in the proof by [1].

5.3.2

Step-2: Bounding Pr(bad2 )

Let bad2,≤i = ∪(j,b):j≤i bad2,v . So it is sufficient to bound
Pr(bad2,(j,b) ∧ ¬bad1,<j ∧ ¬bad1 ∧ ¬coll).
The main idea to bound the above probability is to bound the expected number of newly
generated hash at v = (j, b) over all queries. Then the bad event probability can be bounded
by applying Markov’s inequality. We have already seen that
Ey (|Newiv | | τ i−1 ) =

mcτvi (xi ) × |domiv−vi |
.
2n

Moreover, we have shown that bounding |domiv−vi | becomes more complex when vi is neither
v nor a child of v (see Example 13). [1] tried to argue in a different way. ABR showed a
bound expectation of load due to all queries of its children (see Example 12). Then, they
continued this argument for two levels up (i.e. for the queries on grandchildren as we consider
in Example 13). However, they did not analyze this case properly. In particular, they did
not consider to bound the mc(ranτvL ⊕ ranτvRL ⊕ f¯vR ). Finally, they claimed the general case
by using induction which is clearly unverifiable.

5.3.3

Step-3: Proving Collision in terms of Load

ABR stated that as analyzed for ABR2 , given (i) no collision for all primitive, (ii) ¬bad1,≤l
and (iii) ¬bad2,≤l , the proper internal collision probability at the root node is E(L2 )/2n
where L is the total number computable hash values.
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There is a fundamental gap in the high level of the proof. As ABR did not explain anything
supporting his claim, we show that this statement is not true in general. In particular, we
show (in the next subsection) a hash mode based on 2-to-1 compression function whose load
is at most q 2 (for any q-query adversary), however, a collision can be found in O(n) queries.
So the above claim cannot be made in general.

5.3.4

Missing Step: Twin-Collision Analysis

We find that the twin-collision analysis of the ABR hash is missed completely. The bound
for δ-collision is not obvious and it requires bounding the probability of some more bad
events. In the following section, we have analyzed ABR3 in which the twin-collision analysis
requires a bad event dealing with the multi-collision of xor of random oracle compression
function outputs for two distinct inputs. We do not know any method to bound the number
of cross-collision pairs for a general height tree.

5.4

Relationship between Load and Collision Probability

A hash function with a high load is unlikely to be collision-resistant. For example,
xor(x1 , . . . , xr ) = f1 (x1 ) ⊕ · · · ⊕ fr (xr ) has load 2r after 2 queries to each oracle fi . It is easy
to see that the hash function xor is not collision-resistant. Let r = n. Then, after making
two queries to each function, we have sufficiently many computable messages. It is then very
easy to find computable collision pairs by solving a linear system of equations. In general, if
the load becomes the order of 2n/2 then one may expect a collision. However, the converse
need not be true. In other words, we have a hash function where load can not be high, but
still, a collision pair can be generated efficiently.

Example of Collision Insecure Hash Functions with Low Load
Let M Df be the MD hash which takes n blocks and initial value is also replaced by
one message block (so exactly n − 1 calls of f is required). We define M Dnf (M ) =
M Df1 (M )∥ · · · ∥M Dfn (M ) which is n2 -to-n2 hash function. Now we define a hash function
2
H(M1 , M2 ) for M1 , M2 ∈ {0, 1}n :
1. Let (C1 , C2 ) = (M Dnf (M1 ) ⊕ M2 , M Dng (C1 ) ⊕ M1 ) (two round LR construction which is
invertible).
2. Let h1 , . . . , hn be 2n-to-n functions. The final hash output is defined as h1 (x1 ) ⊕ · · · ⊕
hn (xn ) where C1 ∥C2 = x1 ∥ · · · ∥xn , xi ∈ {0, 1}2n .
Note that we cannot compute (C1 , C2 ) for more than q 2 messages assuming there is no
collisions in f and g functions. So, L(q) ≤ q 2 for any q-query adversary.
A Collision Attack. Now, we construct a collision finding algorithm for the above hash. It
first finds collision pair for xor function h1 ⊕ · · · ⊕ hn (can be achieved easily by making 2n
queries altogether). Let (C, C ′ ) be a collision pair. We can easily invert C and C ′ to obtain
M and M ′ respectively. Clearly, (M, M ′ ) is a computable collision pair.

6

Analysis of ABR of height 3

In this section, we show that the ABR3 construction achieves birthday security. In particular,
we prove the following theorem:
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Figure 5 ABR3 according to our new notation when the query u = (u1 ||u2 ) is made to f3 .

▶ Theorem 15 (collision theorem for ABR3 ). For any adversary A making at most q queries
to each compression function modeled to be random oracle, we have
Advcoll
Hf (A) ≤

6n5 q 2 + 3n4 q 2 + 2n4 q + 2n2 q 2 + 13q 2
.
2n

(5)

Let L1 , L2 , L3 , L4 be the four lists of size q each corresponding to the outputs of
f1,1 , f1,2 , f1,3 , f1,4 respectively. We can assume that these lists are given to the adversary at the beginning of the game. This is without loss of generality as the inputs to f1,i ’s
are independent from the rest of the transcripts. Also, for ease of notation, from now on
we denote f2,1 by f1 , f2,2 by f2 and f3,1 by f3 . If the input to any of the functions is
u = (u1 , u2 ), we define u⊕ = u1 ⊕ u2 . Also, if f3 (u) = v, then we define f¯3 (u) = u⊕ ⊕ v. As
f3 is a random oracle, the output distributions of f¯3 are uniform and independent. Let Qj
be the set of queries to fj . We assume |Qj | = q for j = 1, 2, 3. Also, let Qij denote the set of
queries to Qj up to the i-th query (including the i-th one). Let G1 = O(2,1) denote the set of
intermediate hash outputs at node (2, 1) and G2 = O(2,2) . Let H denote the set of final hash
outputs of ABR3 . Refer to Figure 5 for a pictorial representation. We follow the general
approach as described before. We have already shown the collision bound for ABR2 and so it
is sufficient to bound proper collision at the root for ABR3 .
As we have seen above, the collision analysis requires us to bound some random variables.
We first define some bad events to bound these random variables.
▶ Definition 16 (list collision). The first bad event we consider is:
B0: There exists a collision in at least one of the lists L1 , L2 , L3 , L4 , {f1 (u) : u ∈ Q1 },
{f2 (u) : u ∈ Q2 }, {f3 (u) : u ∈ Q3 }.
Since f is modeled as a random function, the collision probability in any of the lists is at
most q 2 /2n . Hence, Pr(B0) ≤ 7q 2 /2n .
▶ Definition 17 (bad event on input multi-collision). We define the following bad events:
B1: mc(L1 ⊕ L2 ) > n, or mc(L3 ⊕ L4 ) > n,
B2 : mc(G1 ⊕ G2 ) > n2 .
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We now state some simple observations related to input multi-collision:
1. Given that B1 does not hold, mc(2,1) , mc(2,2) ≤ n and so |G1 |, |G2 | ≤ nq.
2. Given that B2 does not hold, mc(3,1) ≤ n2 and so L(3,1) ≤ n2 q.
3. Note, |dom(T−(2,1) )|, |dom(T−(2,2) )| ≤ nq 2 . So, E(L(2,1) ), E(L(2,2) ) ≤ n2 q 3 /2n . By
Markov’s inequality, Pr(L > 3n2 q) ≤ 2q 2 /2n (3n2 q because we include L(3,1) as well).
4. By using a similar argument as we applied for multi-collision, we have Pr(B1) ≤ 2q 2 /2n .
5. Now, given that B1 does not hold and B2 holds, there must exist at least n distinct inputs
to f2 leading to n2 input multi-collision. So, we can similarly prove Pr(B2) ≤ q 2 /2n .
We say that badmc holds if either B1 or B2 happens, or L > 3n2 q. Then, from above,
Pr(badmc ) ≤ 3q 2 /2n . We now define bad events which would be used to bound cross-collision.
▶ Definition 18 (bad event on cross-collision). We define the following bad events:
B3: |{(G2 , f3 (u), H) : G2 ⊕ f3 (u) ⊕ H = 0; G2 ∈ G2 , u ∈ Q3 , H ∈ H}| > 3n4 q.
B4: |{(G1 , f¯3 (u), H) : G1 ⊕ f¯3 (u) ⊕ H = 0; G1 ∈ G1 , u ∈ Q3 , H ∈ H}| > 3n4 q.
We say that badcc holds if any one of the above happens.
If the i-th query is made at f2 , an intermediate hash output G2 generated at this level
due to this query can match with a query u already done to f3 to generate a final hash
output H which was already previously generated by the first i − 1 queries. The event B3
implies that the number of such triplets (G2 , f3 (u), H) is more than 3n4 q. B4 has a similar
implication when we consider G1 instead of G2 .
▶ Lemma 19. Pr(badcc ∧ ¬badmc ) ≤ 2q 2 /2n .
Proof. Pr(mc(G2 ⊕ ran(f3 )) > n2 ) ≤ q 2 /2n . The proof is similar to that of event B2. Hence,
for a fixed H ∈ H, we have
Pr[|{(G2 , f3 (u), H) : G2 ⊕ f3 (u) ⊕ H = 0; G2 ∈ G2 , u ∈ Q3 }| > n2 ] ≤ q 2 /2n .
Now, there are 3n2 q choices for H. Therefore, Pr(B3 ∧ ¬badmc ) ≤ q 2 /2n . A similar argument
works for B4. Hence,
Pr(badcc ∧ ¬badmc ) ≤ 2q 2 /2n .

◀

Given that badcc does not hold, |CC(2,1) | ≤ 3n4 q (or |CC(2,2) | ≤ 3n4 q respectively). We
finally define bad events which would be used to bound δ-collision pairs.
▶ Definition 20 (bad event on δ-collision). We define the following bad event:
B5: mc(f¯3 (u) ⊕ f¯3 (u′ )) > n.
We say that badδ holds if the above happens.
▶ Lemma 21. Pr(badδ ) ≤

q2
2n .

Proof. Since f3 (u) is random, f¯3 (u) = f3 (u) ⊕ u⊕ is also random. Therefore, bounding B5
is similar to bounding B1.
◀
Given that badδ does not hold, |Cδ | ≤ n. Let bad = B0 ∪ badmc ∪ badcc ∪ badδ . Then,
2
Pr(bad) ≤ 13q
2n .
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Collision Analysis
[

We assume that bad does not hold. Since coll =


colli,ntw
∪ colli,tw
, we need to
v
v

i∈[q],v∈V \L

and colli,tw
for v = (2, 1), (2, 2), (3, 1). In the following lemmas, we bound
bound colli,ntw
v
v
them, assuming bad does not occur. We already know that colli,tw
(3,1) does not occur.
▶ Lemma 22. Pr(colli,ntw
(3,1) |¬bad) ≤

3n4 q
2n .

Proof. As seen above in equation 3, Pr(colli,ntw
(3,1) ) ≤

mci−1
(3,1) (xi ) × L
2n

.

Given ¬bad, mc(3,1) ≤ n2 and L ≤ 3n2 q. Hence, Pr(colli,ntw
(3,1) |¬bad) ≤
▶ Lemma 23. Pr(colli,ntw
(2,1) |¬bad) ≤

3n4 q
.
2n

3n5 q
2n .

Proof. As seen above in equation 3,

Pr(colli,ntw
(2,1) )

≤

i−1
mci−1
(2,1) (xi ) × |CC(2,1) |

2n

.

Given ¬bad, mc(2,1) ≤ n and |CC(2,1) | ≤ 3n4 q. Hence, Pr(colli,ntw
(2,1) |¬bad) ≤
▶ Lemma 24. Pr(colli,ntw
(2,2) |¬bad) ≤

Given ¬bad, mc(2,2) ≤ n and |CC(2,2) | ≤ 3n4 q. Hence, Pr(colli,ntw
(2,2) |¬bad) ≤

◀

3n5 q
.
2n

◀

n4
2n .

P
Proof. As seen above in equation 4, Pr(colli,tw
(2,1) ) ≤
i−1
Given ¬bad, mc(2,1) ≤ n, |∆| ≤ (mc(2,1) (xi ))2 ≤ n2
n4
Pr(colli,tw
(2,1) |¬bad) ≤ 2n .
▶ Lemma 26. Pr(colli,tw
(2,2) |¬bad) ≤

3n5 q
.
2n

3n5 q
2n .

Proof. This proof is similar to that of the previous lemma.
i−1
mci−1
(2,2) (xi ) × |CC(2,2) |
Pr(colli,ntw
)
≤
.
(2,2)
2n

▶ Lemma 25. Pr(colli,tw
(2,1) |¬bad) ≤

◀

δ∈∆

i−1
mci−1
(2,1) (xi ) × |Cδ,(2,1) |

2n
and |Cδ,(2,1) | ≤ n. Hence,

.

◀

n4
2n .

Proof. This proof
to that of the previous lemma.
P is similar
i−1
i−1
mc
(x
δ∈∆
(2,2) i ) × |Cδ,(2,2) |
Pr(colli,tw
)
≤
.
(2,2)
2n
i−1
Given ¬bad, mc(2,2) ≤ n, |∆| ≤ (mc(2,2) (xi ))2 ≤ n2 and |Cδ,(2,2) | ≤ n. Hence,
n4
Pr(colli,tw
|¬bad)
≤
.
◀
(2,2)
2n
From the above lemmas, we have
X
6n5 q 2 + 3n4 q 2 + 2n4 q
i,tw
Pr(coll|¬bad) ≤
Pr(colli,ntw
|¬bad)
+
Pr(coll
|¬bad)
≤
.
v
v
2n
i∈[q],v∈V \L

6n5 q 2 + 3n4 q 2 + 2n4 q + 13q 2
Therefore, Pr(coll) ≤ Pr(coll|¬bad) + Pr(bad) ≤
.
2n
Note that we have bound the proper collision probability at the root for ABR3 . Since
B0 does not occur, collision does not occur at the leaf node. As seen in section 5.2, the
2 2
probability that proper collision occurs at node (2, 1) (resp. (2, 2)) is bounded above by n2nq .
Hence, the theorem is proved.
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7

Conclusion

In this paper, we revisit the collision security of the ABR hash. We found that there is a
serious gap in the analysis of collision security. Some missing and important cases have also
been identified. In this paper, we have shown collision security for level 3. Several new bad
events have been identified in ABR3 which were not considered for the general hash. We
leave the collision security analysis open for general hash. Thus, the optimality of Stam’s
bound remains open for an arbitrary domain hash.
We have also found that the ABR hash cannot have any non-trivial local opening which
can give birthday bound security. This shows a limitation in terms of applications in local
opening. In particular, the efficient local opening proposed by [1] can be broken in O(2n/2l )
query complexity.
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Introduction

Identifying the concrete hardness of the discrete logarithm problem in prime-order groups is
crucial for instantiating a vast range of cryptographic schemes. Shoup’s seminal work [23]
introduced the generic-group model, capturing all computations that do not exploit any
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specific property of the representation of the underlying group, and provided a tight bound
on the hardness of the discrete logarithm problem in this model. Specifically, Shoup proved
that any generic-group algorithm that runs in time at most T (thus, in particular, performs
at most T group operations), computes the discrete logarithm of a uniformly-distributed
group element with probability O(T 2 /N ), where N is the prime order of the group.1
Although generic-group algorithms seem somewhat restricted, the generic hardness of the
discrete logarithm problem may nevertheless be used for setting concrete security parameters
in any group in which non-generic discrete logarithm algorithms do not seem to outperform
the known generic ones (most notably, in popular elliptic-curve groups [16, 13]). However,
as recently observed by Corrigan-Gibbs and Kogan [6], the bound established by Shoup
and Maurer does not apply to “preprocessing” algorithms, as introduced by Hellman in the
context of the function inversion problem [15, 12, 7]. For the discrete logarithm problem,
a preprocessing algorithm may first preprocess the group in an offline phase. Then, in an
online phase, the algorithm receives a group element h ∈ G, and may use the preprocessing
information to compute its discrete logarithm. The efficiency of such algorithms is measured
via the tradeoff between the space S required for storing their preprocessing information, the
time T required for their online phase, and their success probability.
Motivated by elegant preprocessing algorithms for the discrete logarithm problem due
to Lee, Cheon, and Hong [17] and by Bernstein and Lange [4], Corrigan-Gibbs and Kogan
extended the generic-group model to capture preprocessing algorithms, and proved an upper
bound on the success probability of any such algorithm in computing discrete logarithms.
Specifically, for essentially any S and T , they proved that any preprocessing algorithm
computes the discrete logarithm of a uniformly-distributed group element with probability
2
e
O(ST
/N ). Alternatively, denoting by ϵ the success probability of such algorithms, they
e
proved the lower bound ST 2 = Ω(ϵN
) on the required space and time resources.
The tradeoff established by Corrigan-Gibbs and Kogan matches the performance provided
by the algorithms of Lee et al. and of Bernstein and Lange. However, these algorithms
assume the availability of truly random hash functions, without taking into account the space
required for storing them as part of the preprocessing information, and the time required
for evaluating them in essentially each and every step of the online phase. 2 A standard
approach in the design and analysis of algorithms for eliminating this assumption is to rely
on derandomization techniques based on k-wise independent hash functions, guaranteeing
that their outputs are independently and uniformly distributed when restricted to any set of
most k inputs. Unfortunately, as we discuss in Section 1.3, for the level k of independence
that seems required for the probabilistic analysis of the above two algorithms, explicit
constructions of k-wise independent hash functions inherently result in a significant increase
either in the space required for storing them as part of the preprocessing information or in
the time required for evaluating them in the online phase [24].
This state of affairs has led Corrigan-Gibbs and Kogan to pose the open problem of designing a preprocessing algorithm for computing discrete logarithms that is fully constructive in
the sense that it relies on explicit hash functions whose description lengths and evaluation
times are taken into account in the algorithm’s space-time tradeoff. That is:
1
2

An alternative generic-group model was later introduced by Maurer [18], admitting the same tight
bound on the hardness of the discrete logarithm problem.
The lower bound of Corrigan-Gibbs and Kogan allows the offline and online phases to share an arbitrarylong common random string which is not accounted for in the space required for storing the preprocessing
information. Thus, on the one hand, their lower bound applies even to algorithms that assume the
availability of truly random hash functions. On the other hand, however, when taking the required
storage into account, a comparable yet more direct solution is to just store the discrete logarithms of all
group elements.
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Is there an explicit (i.e., fully constructive) preprocessing algorithm
e
for computing discrete logarithms that matches the ST 2 = Θ(ϵN
) tradeoff?
This question is in fact relevant not only to the discrete logarithm problem, but also to
various other problems in prime-order groups for which the known preprocessing algorithms
assume the availability of truly random functions without taking into account the space
required for storing them and the time required for evaluating them. These include, in
particular, the computational Diffie-Hellman problem, for which Corrigan-Gibbs and Kogan
e
proved a similar ST 2 = Ω(ϵN
) lower bound.

1.1

Existing Approaches

The seminal work of Fiat and Naor [12] considered the function-inversion variant of this
problem, given that Hellman’s preprocessing function inversion algorithm [15] assumed the
availability of truly random hash functions in a similar manner. Fiat and Naor presented
an explicit algorithm that relies on concrete hash functions, and were able to match the
tradeoff established by Hellman. The algorithm of Fiat and Naor can be seen as an explicit
preprocessing algorithm for computing discrete logarithms. However, the bound that it
achieves when applied to the discrete logarithm problem is S 2 T = Θ(ϵN 2 ), far from matching
e
the ST 2 = Θ(ϵN
) tradeoff. It is worth stressing that this gap stems from the fact that the
setting considered by Fiat and Naor is much more general: Their algorithm can invert any
function, and thus cannot exploit the algebraic structure of the underlying group in the
discrete logarithm problem. Nevertheless, one could hope that relying on the same ideas of
Fiat and Naor, one could make the algorithms of Lee, Cheon, and Hong [17] and of Bernstein
and Lange [4] explicit. Unfortunately, as we discuss in Section 1.3, the standard amortization
technique that enabled Fiat and Naor to rely on concrete hash functions while still matching
Hellman’s tradeoff does not seem applicable for the known preprocessing algorithms for the
discrete logarithm problem.
The recent work of Maurer, Portman, and Zhu [19] considered the task of replacing the
random function assumed by Lee, Cheon, and Hong [17] and of Bernstein and Lange [4]
by an explicit k-wise independent hash function for a suitable choice of k. However, the
focus of their work is different, as they consider idealized models which only account for the
number of oracle queries that the online algorithm issues. As a result, their analysis does
not take into account the time required for evaluating the k-wise independent hash function,
and they only consider the space required for representing it. As we discuss in Section 1.3,
instantiating their approach in the standard model results in a space-time tradeoff that is far
from optimal.
Finally, it should be noted that preprocessing algorithms that assume the availability
of truly random hash functions can be viewed as algorithms within the random-oracle
model [2].3 When instantiating the random oracle with cryptographic hash functions, most
applications rely on the standard assumption that such functions are “sufficiently random”
with respect to a polynomial (or, say, moderately super-polynomial) number of queries.
However, the known preprocessing algorithms issue a nearly exponential number of queries
(e.g., N 1/3 queries), and this holds even when considering only the queries issued in their online
phase. From the theoretical perspective, this requires a substantially stronger assumption
regarding the heuristic security of cryptographic hash functions. Moreover, from the more

3

See also [25, 11, 5], and the references therein, for the related line of work on bounding the usefulness of
auxiliary inputs in the random-oracle model.
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practical perspective of setting concrete security parameters against preprocessing attacks,
this unnecessarily ties the assumed concrete security of discrete logarithm problem (and of
additional related problems) to that of cryptographic hash functions.

1.2

Our Contributions

In this work we resolve the above-stated question by presenting an explicit (i.e., fully
constructive) discrete logarithm preprocessing algorithm that is asymptotically optimal in
terms of its space-time tradeoff. In fact, our algorithm does not explicitly settle the space-time
tradeoff only for the discrete logarithm problem, but also yields an explicit algorithm that
settles the corresponding tradeoff for the computational Diffie-Hellman problem (CDH).
Within the unit-cost RAM model, which is the standard model for analyzing the efficiency
of explicit data structures and algorithms (see Section 2), we prove the following theorem:
▶ Theorem 1 (informal). For any integers S and T such that S − T = Ω(S), there exists an
explicit algorithm A = (A0 , A1 ) such that for any cyclic group (G, N, g) it holds that


2
e S·T
,
Pr [A1 (A0 (G, N, g), g x ) = x] = Ω
x←ZN
N
where the offline algorithm A0 outputs S bits of preprocessing information, and the online
algorithm A1 runs in time T .
Note that our algorithm A consists of a pair (A0 , A1 ) of algorithms: The offline algorithm
A0 takes as input the description (G, N, g) of a cyclic group of order N that is generated
by g ∈ G and produces the preprocessing information, and the online algorithm A1 takes
as input a uniformly-distributed group element g x ∈ G (together with the preprocessing
information) and tries to compute its discrete logarithm x ∈ ZN with respect to the given
generator g. Similarly to the previously-known algorithms [17, 4], our algorithm does not rely
on any specific property of the representation of the underlying group, and can be formally
presented within Shoup’s generic-group model [23].
In addition, note that we require the parameters S and T to satisfy S − T = Ω(S) (i.e., we
require that (1−α)S ≥ T for some constant α > 0), and this results from the additional space
overhead we incur for explicitly storing descriptions of hash functions. 4 This is a somewhat
natural restriction given the nature of preprocessing algorithms (relying on preprocessing
information in order to reduce the online running time), which captures in particular the
choice of S = Θ(N 1/3 ) and T = Θ(N 1/3 ) that balances the space and time resources of the
algorithm, as well as any other choice of S = Θ(N 1−2β ) and T = Θ(N β ) for β ≥ 1/3.
Finally, note that any preprocessing algorithm for the discrete logarithm problem directly
yields a preprocessing algorithm for the computational Diffie-Hellman (CDH) problem with
the same space-time tradeoff. Thus, given that Corrigan-Gibbs and Kogan [6] additionally
e
proved the lower bound ST 2 = Ω(ϵN
) for the CDH problem with preprocessing, the following
corollary of Theorem 1 provides an explicit preprocessing algorithm that asymptotically
matches the optimal tradeoff for the CDH problem as well:
▶ Corollary 2 (informal). For any integers S and T such that S − T = Ω(S), there exists an
explicit algorithm A = (A0 , A1 ) such that for any cyclic group (G, N, g) it holds that


2
e S·T
Pr [A1 (A0 (G, N, g), g x , g y ) = g xy ] = Ω
,
x,y←ZN
N
where the offline algorithm A0 outputs S bits of preprocessing information, and the online
algorithm A1 runs in time T .
4

An interesting technical question is whether the requirement S − T = Ω(S) can be avoided while still
e (ϵN ) tradeoff with an explicit algorithm.
matching the ST 2 = Θ
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Overview of Our Approach

Our starting point: Preprocessing with a truly random function
The starting point for our explicit preprocessing algorithms is the approach which underlies
the preprocessing algorithms of Lee, Cheon, and Hong [17] and Bernstein and Lange [4].
This approach relies on the existence of a truly random hash function f : G → ZN , shared
between the preprocessing algorithm A0 and the online algorithm A1 . This function defines
a random walk on the elements of G via the step function h → h · g f (h) .
The preprocessing algorithm A0 preforms S such random walks, starting from S uniformlyrandom group elements g α1 , . . . , g αS , and taking T steps in each walk. It then stored the
end point hi of each walk, together with its discrete logarithm βi with respect to g. Note
PT
that A0 can indeed compute βi , since βi = αi + j=1 f (j) (g αi ), where f (1) (·) = f (·) and
f (j) (·) = f (f (j−1) (·)) for j ≥ 2. The endpoints h1 , . . . , hS and their respective discrete
logarithms β1 , . . . , βS are passed as the state to the online algorithm A1 .
The online algorithm A1 receives as input the above state and a challenge group element
h = g x , and its goal is to compute x. To this end, it performs a random walk of length at
most 2T , starting from the challenge h. The hope is that eventually, this walk will “hit”
one of the stored endpointsPh1 , . . . , hS . Say that the online walk hits hi after ℓ steps. In
x+

ℓ

f (j) (h)

j=1
this case, we know that g
= hi = g βi . Since g is a generator of the group, this
Pℓ
implies that x = βi − j=1 f (j) (h). Since βi and h are both known to A1 , it can compute
and output x.
The description length of the state passed from A0 to A1 is roughly S (assuming that
the function f does not need to be stored as part of the state). The computation executed
by A1 involves roughly 2T invocations of H, and T exponentiations in the group, resulting
in a running time of roughly T (when ignoring the time required for evaluating f ).5
We now sketch the analysis for bounding the success probability of these algorithms (see
also [6] and the references therein). First, observe that if the online random walk collides with
at least one of the precomputed paths within the first T steps, then it will inevitably hit a
precomputed endpoint and A1 will successfully output the discrete logarithm of the challenge
element h. Hence, it is sufficient to bound the probability that such a collision occurs.
This bound follows from two simple probabilistic arguments. The first argument shows
that with constant probability, the expected number of distinct group elements “touched”
by the precomputed paths is at least Ω(ST ). The second argument shows that when the
precomputed paths touch at least Ω(ST ) group elements, the collision probability that we
wish to bound is at least Ω(ST 2 /N ), since each new group element in the online walk hits
any of the elements touched by the precomputed elements with probability Ω(ST /N ). Both
of these probabilities are taken also over the choice of the truly random function f , and both
arguments inherently rely on the assumption that f is sampled uniformly at random from
the set of all functions from the group G to ZN .

Accounting for the description length of the hash function
As previously mentioned, the above attack attains the optimal tradeoff between the preprocessed state size, the online running time and the success probability only when we do not
take into count the description length of the truly random hash function f as part of the
state size. When we do account for the description length of the function f , the state size

5

Both the state size and the running time ignore log N factors.
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blows up to more than N · log N bits. This clearly renders the entire approach useless, since
with this many bits, the preprocessing algorithm can simply pass to the online algorithm the
discrete logarithm of every group element.
A standard way of reducing the representation size of such functions while still enjoying
certain independence guarantees, is by sampling them from a family of k-wise independent
hash functions for a suitable choice of k. Observe that f is applied by A0 and A1 to O(ST )
group elements. Hence, instead of using a truly uniform function, one can use a hash function
sampled from a family of O(ST )-wise independent functions while keeping the analysis intact
and without damaging the success probability. Alas, this is still far from satisfactory, since
the space for storing a function from such families and its evaluation time will yield a tradeoff
which is far from optimal. For example, instantiating such functions via randomly-sampled
polynomials of degree O(ST ) will result in a state of size S ′ = O(ST ) and online running time
of T ′ = O(ST 2 ). In other words, the success probability is only Ω(T ′ /N ), smaller by a factor
of roughly S ′ T ′ from the lower bound of Corrigan-Gibbs and Kogan. This non-optimality
seems to be inherent when instantiating f using full-fledged k-wise independence: A lower
bound by Siegel [24] shows that any construction reducing the evaluation time of k-wise
independent functions below Ω(k) entails a polynomial increase in the space required for
representing each function, thus once again leading to a non-optimal tradeoff.

Relying on O(T )-wise independence via a local analysis
As a first step, we present a more nuanced analysis for the success probability of the above
algorithms, which enables us to reduce the level of independence required for the family of
hash functions from O(ST ) to just O(T ). Note that indeed, due to its global nature, the
analysis presented above for a truly random hash function breaks down when replacing it
with a function sampled from an O(T )-wise independent family. In particular, we can no
longer argue that the random walks in the preprocessing stage cover Ω(ST ) distinct group
element with high enough probability. The key observation is that such a global argument
is unnecessary. What we are really interested in is the probability that the online walk
collides with one of the walks from the preprocessing stage. Indeed, this probability can be
sufficiently large even if the fraction of group elements covered by the preprocessed walks is
very small. Intuitively, this is even likely: The more skewed the distribution over endpoints
of T -step random walks is, the greater the probability is for a collision. 6
Our refined analysis relies on a local argument that only considers the application of
the hash function f on O(T ) group elements at a time. Therefore, it holds even when f
is sampled from a family of O(T )-wise independent functions. First, we prove that the
probability that the online walk collides with any specific precomputed walk within T steps is
at least Ω(T 2 /N ). Then, we prove that the probability that it collides with any two specific
precomputed walks within T steps is at most O(T 4 /N 2 ). Since these arguments only consider
at most 2T and 3T distinct group elements, respectively, we are able to prove them relying on
H being sampled from a 3T -wise independent family. Finally, we use the inclusion-exclusion
principle to bound the probability that the online walk hits a precomputed walk with T
steps by Ω(ST 2 /N ).

6

As an extreme example, consider a function f ∗ that maps every group element h ∈ G to an integer
α ∈ ZN such that h · g α = g. If this function is used, the preprocessed walks cover at most S + 1 group
elements, but the online walk collides with all of them with probability 1. Of course, the function f ∗
essentially computes the discrete logarithm of every group element without the random-walks-based
algorithms. We use it here merely to exemplify the above point.
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The remaining gap: The evaluation time of k-wise independent functions
Sampling the hash function f from a family of O(T )-wise independent functions still does
not suffice to match the lower bound of Corrigan-Gibbs and Kogan. Consider again using
a randomly-sampled polynomial of degree O(T ). In this case, the size of the state passed
from A0 to A1 is indeed reduced to S ′ = O(S + T ), simplifying to S ′ = O(S) in the natural
case in which S − T = Ω(S). However, the running time of A1 is much greater than T . Each
evaluation of a degree O(T ) polynomial takes time at least Ω(T ), and at worst, A1 makes
2T such evaluations. This results in a running time of at least T ′ = Ω(T 2 ). In other words,
the success probability is only Ω(S ′ T ′ /N ), a factor of roughly T ′ away from the lower bound
of Corrigan-Gibbs and Kogan. The lower bound of Siegel [24] again suggests that other
instantiations of O(T )-wise independent families will also result in far-from-optimal tradeoffs.

The unsuitability of Fiat-Naor’s derandomization
The work of Fiat and Naor [12] undertakes a similar endeavor to ours, presenting explicit preprocessing algorithms for the function inversion problem. They too start from (a
modification of) previously-known algorithms that assume the existence of truly random
functions shared between the preprocessing and the online algorithms [15] and encounter
a similar problem to the one described above: Trying to instantiate the random functions
naively by choosing them independently from a k-wise independent family (for a suitable
value of k) results in a sub-optimal running time. Their solution to this problem is to choose
these functions in a pairwise independent manner, instead of choosing them completely
independently. Concretely, each function in their construction is a random polynomial of
degree k − 1, but the coefficients of the different polynomials are sampled using pairwise
independent functions. Fiat and Naor show that this change does not hurt the success
probability of the attack too much, while at the same time, it enables a valuable speed-up
in the online running time by evaluating these polynomials concurrently using the Fast
Fourier Transform. Such an approach does not seem to fit our setting, where we are need
to derandomize only a single truly random function. Moreover, attempts to modify the
algorithms of Lee, Cheon, and Hong [17] and Bernstein and Lange [4] to use several different
random functions (to instantiate them in a correlated manner like Fiat and Naor did) seem
to yield sub-optimal tradeoffs.

Our Solution: Reducing running time via weaker independence
To reduce the overhead in the online running time caused by the T hash evaluations, we
prove that the O(T )-wise independent family can be replaced with a function family that
offers weaker independence guarantees. Concretely, we sample our hash function f from
function families put forth by Pagh and Pagh [21] (following Siegel [24]). Functions within
these families can be evaluated in constant time in the standard unit-cost RAM model (as
described in Section 2), effectively eliminating the overhead in running time relative to using
full-fledged O(T )-wise independent families. The process of sampling a function from these
families can be thought of as occurring in two steps: First, a function family F , parameterized
by a parameter k ∈ N, is drawn from a collection of families. Then, a function f is sampled
from F . Simplifying, the independence guarantee is that for any specific set S of k elements
in the domain, F is “fully” independent with respect to S with high probability. This differs
from the standard notion of k-wise independence, which requires a randomly chosen function
to satisfy this property for any set S of size k.
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We would like to argue that the above analysis, for a function f sampled from an
O(T )-wise independent family, carries over to the case where f is sampled from a family
with this weaker independence guarantee (where the parameter k is set to be O(T )). The
problem, though, is that according to the original analysis of Pagh and Pagh, the family F
is guaranteed to be k-wise independent with high probability only with respect to subsets
which are fixed before F is chosen. It immediately follows that F is k-wise independent
with high probability also with respect to subsets which are sampled from a distribution
which is independent of the choice of F . In our case, however, the analysis of the discrete
log algorithms requires F to be fully independent with respect to random subsets that do
depend on the choice F . Concretely, we want the function f , sampled from F , to behave
like a random function on the union of two or three T -step random walks induced by f .
Fortunately, a lemma proved by Berman, Haitner, Komargodski, and Naor [3] in a different
context implies that F remains essentially fully independent with sufficiently high probability
on such adaptively-chosen subsets as well. Overcoming various additional technical difficulties,
this enables us to rely on explicit hash functions whose description lengths and evaluation
times are taken into account in the algorithm’s asymptotically optimal space-time tradeoff.

2

Preliminaries

In this section we present the basic notions and standard cryptographic primitives that
are used in this work. For an integer n ∈ N we denote by [n] the set {1, . . . , n}. For a
distribution X we denote by x ← X the process of sampling a value x from the distribution
X. Similarly, for a set X we denote by x ← X the process of sampling a value x from the
uniform distribution over X .

The computational model
We consider the unit-cost RAM model which has been the subject of much research, and is
the standard model for analyzing the efficiency of explicit data structures and algorithms
in terms of the running time of their operations (see, for example, [20, 14, 8, 21] and the
references therein). In this model, any operation in a rather minimal instruction set can
be executed in constant time on w-bit operands, where w = O(log u), and all elements
are taken from a universe of size u. In our case, u may be any polynomial in the order
N of the underlying group G in which we wish to compute discrete logarithms, and thus
w = O(log N ). We consider the standard instruction set for the unit-cost RAM model, which
includes integer addition, subtraction, bit-wise Boolean operations, left and right bit shifts,
and integer multiplication (we emphasize that the integers considered in the analysis of our
algorithms will all be in the range 0, . . . , N − 1).
Additionally, for an underlying cyclic group G of order p we denote by tmult and texp the
running times of computing the group operation and the group exponentiation, respectively.
Within the unit-cost RAM model we then state the running time of our algorithms as
functions of tmult and texp . Assuming that both operations can be implemented in time
polynomial in log N , this translates into (at most) a multiplicative lower-order factor of
poly(log N ).

Uniform hashing
A function family H is said to be uniform over a set S of elements in its domain, if a
uniformly-sampled function h ← H is indistinguishable from a truly random function when
evaluated on S. This is formally captured via the following definition:
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▶ Definition 3. Let X and Y be sets and let S = {x1 , . . . , xk } ⊆ X be a subset of size
k. We say that a function family H mapping X to Y is uniform over S if for every tuple
(y1 , . . . , yk ) ∈ Y k it holds that
Pr [∀i ∈ [k] : h(xi ) = yi ] =

h←H

1
.
|Y|k

We say that H is k-wise independent if it is uniform over all subsets of X of size at most k.
Functions families which are k-wise independent have repeatedly proven to be useful for
the design and analysis of data structures in general, and for cryptographic preprocessing
attacks in particular [12]. Alas, all known constructions of such families provide functions
which take time at least k to evaluate; this will, unfortunately, prove to be too costly for our
attack. However, Pagh and Pagh [21], following Siegel [24], constructed families of functions
which can be evaluated in constant time, offering weaker guarantees than full-fledged k-wise
independence, but such that still suffice for our needs. Concretely, they consider a randomized
algorithm which generates a random family H of functions, such that for any predetermined
set S of at most k elements in the domain, the family H is uniform over S with high
probability.
▶ Theorem 4 ([21] – simplified). Let X and Y be sets. Then, there exists an algorithm
HashGen that on input any integer k ∈ N and any constant c > 0, outputs a description of a
function family H mapping X to Y such the following hold:
1. For every set S ⊆ X of size at most k it holds that
Pr

H←HashGen(k,c)

[H is uniform over S] ≥ 1 −

1
.
kc

2. Every function in H can be represented using at most 2k · log |Y| + O(k + log log |X |) bits,
and evaluated on any input in constant time within the unit-cost RAM model.
We note that the construction of Pagh and Pagh was later improved in various ways (see,
for example, [10, 9, 1]), but the parameters it offers already suffice for our needs. In addition,
note that Theorem 4 guarantees only that H sampled by HashGen is uniform with high
probability over sets of elements which are a-priori fixed, and do not depend on H. Looking
ahead, we will want to reason about the output distribution of H on sets of elements that do
depend on H. To this end, we will rely on a lemma by Berman et al. [3] who proved that
H sampled by HashGen is uniform with high probability also on sets of elements which are
chosen by an unbounded adversary which queries a random function in H at most k times.
▶ Lemma 5 ([3] – simplified). Let X and Y be sets, let k be an integer, let Fk be a k-wise
independent family of functions f : X → Y, and let HashGen be the algorithm guaranteed by
Theorem 4 producing families of functions f : X → Y. Then, for any k-query algorithm D
and constant c > 0 it holds that
 
 f

 f

1
Pr
D () = 1 − Pr D () = 1 ≤ O
.
H←HashGen(k,c)
f ←Fk
kc
f ←H

3

Our Discrete-Logarithm Preprocessing Algorithm

In this section we present our preprocessing algorithm for computing discrete logarithms in
a cyclic group G of order N relative to a generator g ∈ G. For simplicity, throughout the
section we fix the group G, the order N and the generator g, and note that these can in
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fact be provided as inputs to our algorithm. Our algorithm A consists of a pair (A0 , A1 )
of algorithms, where A0 and A1 are the preprocessing algorithm and the on-line algorithm,
respectively. Additionally, our algorithm is parameterized by integers ℓ, s ∈ N and by a
constant c > 0, and uses as a building block the algorithm HashGen described in Section 2
for producing families of hash functions f : G → ZN .
The preprocessing algorithm A0
Input: A description (G, N, g) of a cyclic group G of order N that is generated by g ∈ G,
integers ℓ and s, and a constant c > 0.
1. Sample H ← HashGen(3ℓ, c) and f ← H.
2. For each i = 1, . . . , s:
a. Sample xi,1 ← ZN and compute gi,1 = g xi,1 .
b. For each j = 2, . . . , ℓ compute xi,j = xi,j−1 + f (gi,j−1 ) and gi,j = g xi,j .
c. Set yi = xi,ℓ and gi = gi,ℓ .



3. Output st = f, {(gi , yi )}i∈[s] .

The online algorithm A1
Input: A description
(G, N, g) of a cyclic group, a group element h ∈ G, and a state st =

f, {(gi , yi )}i∈[s] produced by A0 .
1. If h = gi for some i ∈ [s], then output yi and terminate.
2. Set h1 = h and ∆1 = 0, and for each i = 2, . . . , 2ℓ:
a. Compute δi = f (hi−1 ) and ∆i = ∆i−1 + δi .
b. Compute hi = hi−1 · g δi .
c. If hi = gj for some j ∈ [s], then output x = yj − ∆i and terminate.
3. Output ⊥.

Note that the description of the online algorithm A1 includes two non-trivial lookup
operations in Steps 1 and 2c for the elements h and hi , respectively. For avoiding a noticeable
overhead in the running time of A1 , these lookup operations can be implemented by having
the preprocessing algorithm A0 store the pairs {(gi , yi )}i∈[s] within an explicit data structure
that supports efficient lookup operations and uses linear space (i.e., O(s) space). In the
unit-cost RAM model, existing such data structures range, for example, from the most basic
solution of a sorted list that supports lookup operations in time O(log s), to more advanced
solutions such as cuckoo hashing that supports lookup operations in constant time [22].
The following theorem states our bounds on the amount of space required for storing
the state produced by the preprocessing algorithm A0 , on the running time of the online
algorithm A1 , and on the success probability of A1 in computing the discrete logarithm
dlogg (h) of a uniformly-distributed group element h.
▶ Theorem 6. Let G be a cyclic group of order N that is generated by g ∈ G. Let s and ℓ
be any integers such that s · ℓ2 ≤ N/64, and let c > 0 be any constant. Then,



 1 s · ℓ2
1
Pr A1 (G, N, g, h, st) = dlogg (h) ≥ ·
−O
,
8
N
(3ℓ)c
where st ← A0 (G, p, g) and h ← G. In addition, A0 outputs O((ℓ + s) · log N ) bits, and A1
runs in time O(ℓ · texp ) in the unit-cost RAM model, where texp denotes the running time of
exponentiation in the group G.
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Assuming that exponentiation in the group G can be implemented in time texp =
poly(log N ), the following corollary captures the specific setting of s = ℓ = O(N 1/3 ):
▶ Corollary 7. When setting s = ℓ = O(N 1/3 ), the preprocessing algorithm A0 outputs
e 1/3 ) bits, and the online algorithm A1 runs in time T = O(N
e 1/3 ) in the unit-cost
S = O(N
RAM model and succeeds with a constant probability.
We now turn to the proof of Theorem 6.

Proof. First, note that the state st = f, {(gi , yi )}i∈[s] produced by A0 consists of the
description of a hash function f sampled from the family H produced by HashGen(3ℓ, c), and
of s pairs (gi , yi ) where gi ∈ G and yi ∈ ZN for each i ∈ [s]. By Theorem 4 the description
of f is of length at most 2 · 3ℓ · O(log N ) + O(ℓ + log log N ) bits, and additionally each pair
(gi , yi ) can be represented using O(log N ) bits. Therefore, A0 outputs O((ℓ + s) · log N ) bits.
Second, note that A1 ’s running time is dominated by that of Step 2, which is repeated
for at most 2ℓ iterations. Each such iteration consists of an evaluation of the hash function f
(which by Theorem 4 takes constant time in the unit-cost RAM model), a group multiplication,
a group exponentiation, and an additional constant number of constant-time operations.
Therefore, overall A1 runs in time O(ℓ · texp ).
In the remainder of this proof, we analyze the success probability of our algorithm. For
any function f : G → ZN , define the function fb : G → G by fb(h) = h · g f (h) .
n o
. Then, for
▷ Claim 8. Let H be a family of functions f : G → ZN and let GH = fb
f ∈H

any integer k ∈ N, if H is k-wise independent then GH is k-wise independent.
Proof. Assume that H is k-wise independent, and let h1 , . . . , hk ∈ G be distinct group
elements. Then, for every k group elements u1 , . . . , uk ∈ G it holds that
h
i
h
i
Pr ∀i ∈ [k] : fb(hi ) = ui
= Pr ∀i ∈ [k] : fb(hi ) = ui
f ←H
fb←GH
h
i
= Pr ∀i ∈ [k] : hi · g f (hi ) = ui
f ←H


= Pr ∀i ∈ [k] : f (hi ) = dlogg (ui ) − dlogg (hi )
f ←H


=

1
N

k
(1)

where for a group element u ∈ G, dlogg (u) is the unique ZN element x such that g x = u, and
Eq. (1) follows from the k-wise independence of H.
◁
For a group element u ∈ G, a function f and an integer k ∈ N, denote


Cu,f,k = fb(j) (u)
,
j∈{0,...,k−1}

where fb(j) (u) = fb(fb(j−1) (u)) and fb(0) (u) = u. That is, Cu,f,k is the ordered multi-set of
all group elements visited by a (k − 1)-step walk in G, which starts from u and progresses
according to the function fb. For k = 0 we use the convention that Cu,f,0 is the empty set.
We define the following random variables:
Let F denote the random variable corresponding to the hash function f chosen by A0 in
Step 1 by sampling H ← HashGen(3ℓ, c) and f ← H.
For each i ∈ [s] let Gi,1 denote the random variable corresponding to the group element
gi,1 ∈ G sampled uniformly by A1 in Step 2a.
Let H be the random variable corresponding to the uniformly-distributed group element
h ∈ G that is given as input to A1 .
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Note that using this notation, for each i ∈ [s] it holds that CGi,1 ,F,ℓ is a random variable
corresponding to the multi-set of group elements computed by A0 in each iteration of Step 2.
Similarly, CH,F,2ℓ is a random variable corresponding to the multi-set of group elements
computed by A1 in Step 2.
Observe that if CH,F,ℓ (which contains the first ℓ elements computed by A1 ) intersects
CGj,1 ,F,ℓ for some j ∈ [s], then A1 successfully outputs X for which g X = H. This is the
case since CH,F,ℓ ∩ CGj,1 ,F,ℓ ̸= ∅ implies that Gj ∈ CH,F,2ℓ , where Gj is included in the state
st along with the corresponding exponent Yj such that Gj = g Yj . Moreover, if Gj is the
ith element computed by A1 , then the integer ∆i computed by A1 satisfies Gj = H · g ∆i .
Therefore, we obtain
g Y j = Gj = H · g ∆i
which implies that
H = g Yj −∆i ,
and that the output X = Yj − ∆i of A1 is indeed the discrete logarithm of H with respect
to g. Hence, in the remainder of the proof we will focus on bounding the probability that
CH,F,ℓ ∩ CGj,1 ,F,ℓ ̸= ∅ for some j ∈ [s]. By the inclusion-exclusion principle, it holds that


_
Pr 
CH,F,ℓ ∩ CGj,1 ,F,ℓ ̸= ∅
j∈[s]

≥

X



Pr CH,F,ℓ ∩ CGj,1 ,F,ℓ ̸= ∅ −

1≤j≤s



X

Pr

1≤i<j≤s


CH,F,ℓ ∩ CGi,1 ,F,ℓ ̸= ∅
. (2)
∧ CH,F,ℓ ∩ CGj,1 ,F,ℓ ̸= ∅

We now bound each of the sums in Eq. (2) separately, in Claims 9 and 10 below.
▷ Claim 9. For every j ∈ [s] it holds that


Pr CH,F,ℓ ∩ CGj,1 ,F,ℓ


1
ℓ2
−O
̸= ∅ > √ ·
2 e N



1
(3ℓ)c


.

Proof. Let j ∈ [s], and let F ∗ denote a random variable describing a function from G to ZN
distributed uniformly in a 3ℓ-wise independent family F . We will prove that


1
ℓ2
Pr CH,F ∗ ,ℓ ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅ > √ · ,
2 e N
and the claim then follows immediately from Lemma 5. By total probability,



Pr CH,F ∗ ,ℓ ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅

≥

Pr CH,F ∗ ,ℓ ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅



|CH,F ∗ ,ℓ | = ℓ ∧ |CGj,1 ,F ∗ ,ℓ | = ℓ





× Pr |CH,F ∗ ,ℓ | = ℓ ∧ |CGj,1 ,F ∗ ,ℓ | = ℓ .

Moreover, it holds that


Pr |CH,F ∗ ,ℓ | = ℓ ∧ |CGj,1 ,F ∗ ,ℓ | = ℓ

=



1 − Pr |CH,F ∗ ,ℓ | < ℓ ∨ |CGj,1 ,F ∗ ,ℓ | < ℓ

≥

1 − 2 · Pr [|CH,F ∗ ,ℓ | < ℓ]

(3)

where Eq. (3) follows from the union bound and the fact that the random variables |CH,F ∗ ,ℓ |
and |CGj,1 ,F ∗ ,ℓ | are identically distributed. We now turn to bound Pr [|CH,F ∗ ,ℓ | < ℓ]. By
total probability
X
Pr [H = h] · Pr [|Ch,F ∗ ,ℓ | < ℓ] .
(4)
Pr [|CH,F ∗ ,ℓ | < ℓ] =
h∈G
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Since for every h ∈ G, the events {|Ch,F ∗ ,i−1 | = i − 1 ∧ |Ch,F ∗ ,i | < i}i∈[ℓ] form a partition of
the event |Ch,F ∗ ,ℓ | < ℓ, for every h ∈ G it holds that
Pr [|Ch,F ∗ ,ℓ | < ℓ]

=

ℓ
X

Pr [|Ch,F ∗ ,i−1 | = i − 1 ∧ |Ch,F ∗ ,i | < i]

i=1

≤

ℓ
X

Pr [|Ch,F ∗ ,i−1 | = i − 1 | |Ch,F ∗ ,i | < i]

i=1

=

i=1

=

"

ℓ
X

X
h2 ,...,hi−1 ∈G:
∀1≤k<t≤i−1, hk ̸=ht

#

"

ℓ
X
i=1

c∗ (hk ) = hk+1
∀k ∈ [i − 2] : F
Pr
c∗ (hi−1 ) ∈ {h1 , . . . , hi−1 }
∧F

X

X

h2 ,...,hi−1 ∈G:
∀1≤k<t≤i−1, hk ̸=ht

m∈[i−1]

#
c∗ (hk ) = hk+1
∀k ∈ [i − 2] : F
Pr
,
c∗ (hi−1 ) = hm
∧F

c∗ is the function define by F
c∗ (u) = u · g F ∗ (u) . By the fact that GF
where h1 = h and F
is 3ℓ-wise independent, then it is in particular ℓ-wise independent, and thus the following
holds: For every i ∈ [ℓ], for every h1 , . . . , hi−1 ∈ G and for every m ∈ [i − 1], the fraction of
functions fb in GF which satisfy fb(hk ) = hk+1 for all k ∈ [i − 2] and fb(hi−1 ) = hm is N −(i−1) .
Hence, we obtain that for every h ∈ G,
Pr [|Ch,F ∗ ,ℓ | < ℓ]

≤

ℓ
X
i=1

<

(i − 1) · N −(i−1)

h2 ,...,hi−1 ∈G:
∀1≤k<t≤i−1, hk ̸=ht

ℓ
X
i−1
i=1
2

≤

X

N

ℓ
.
N

Together with Eq. (3) and (4), this implies that


Pr |CH,F ∗ ,ℓ | = ℓ ∧ |CGj,1 ,F ∗ ,ℓ | = ℓ

≥

1−2

X

Pr [H = h] ·

h∈G
2

=

1−

ℓ2
N

2ℓ
.
N

(5)

For each i ∈ [ℓ], let Ei denote the event in which


CH,F ∗ ,i−1 ∩ CGj,1 ,F ∗ ,ℓ = ∅ ∧ CH,F ∗ ,i ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅ .
That is, Ei is the event in which the ith element in CH,F ∗ ,ℓ is the first element in CH,F ∗ ,ℓ
that also appears in CGj,1 ,F ∗ ,ℓ . Then, the 3ℓ-wise independence of F implies in particular its
2ℓ-wise independence, and thus for each i ∈ [ℓ] it holds that


Pr Ei

|CH,F ∗ ,ℓ | = ℓ ∧ |CGj,1 ,F ∗ ,ℓ | = ℓ



=
≥

i 
Y

ℓ+k−1
1−
N
k=1

i
2ℓ
ℓ
1−
· ,
N
N

!
·

ℓ
N

ITC 2022

12:14

A Fully-Constructive Discrete-Logarithm Preprocessing Algorithm

and since 1 − x ≤ e−2x for all x ∈ [0, 1/2], the fact that ℓ ≤ N/4 implies that

Pr Ei

|CH,F ∗ ,ℓ | = ℓ ∧ |CGj,1 ,F ∗ ,ℓ | = ℓ



≥

e−2ℓi/N ·

ℓ
.
N

It thus follows that


Pr CH,F ∗ ,ℓ ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅ |CH,F ∗ ,ℓ | = ℓ ∧ |CGj,1 ,F ∗ ,ℓ | = ℓ
=

ℓ
X


Pr Ei

|CH,F ∗ ,ℓ | = ℓ ∧ |CGj,1 ,H,ℓ | = ℓ



i=1
ℓ
ℓ X −2ℓi/N
≥
·
e
N i=1
2
ℓ
· ℓ · e−2ℓ /N .
N
Taken together, Eq. (5) and Eq. (6) imply that

 2


2
2ℓ2
ℓ
∗
∗
Pr CH,F ,ℓ ∩ CGj,1 ,F ,ℓ ̸= ∅ > 1 −
·
· e−2ℓ /N ,
N
N
√
and since ℓ ≤ N /2, we obtain

≥

(6)



1
ℓ2
Pr CH,F ∗ ,ℓ ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅ > √ · .
2 e N
By Lemma 5, this implies that


1
ℓ2
Pr CH,F,ℓ ∩ CGj,1 ,F,ℓ ̸= ∅ > √ ·
−O
2 e N



1
(3ℓ)c


.

◁

▷ Claim 10. For every 1 ≤ i < j ≤ s it holds that


Pr CH,F,ℓ ∩ CGi,1 ,F,ℓ ̸= ∅ ∧ CH,F,ℓ ∩ CGj,1 ,F,ℓ

 8ℓ4
̸= ∅ ≤ 2 + O
N



1
(3ℓ)c


.

Proof. Let i, j such that 1 ≤ i < j ≤ s, and as before let F ∗ denote a random variable
describing a function from G to ZN distributed uniformly in a 3ℓ-wise independent family F .
We will prove that

 8ℓ4
Pr CH,F ∗ ,ℓ ∩ CGi,1 ,F ∗ ,ℓ ̸= ∅ ∧ CH,F ∗ ,ℓ ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅ ≤ 2 ,
N
and the claim then follows immediately from Lemma 5. Since the event CH,F ∗ ,ℓ ∩CGj,1 ,F ∗ ,ℓ ̸= ∅
is contained in the event CGj,1 ,F ∗ ,ℓ ∩ CH,F ∗ ,ℓ ∪ CGi,1 ,F ∗ ,ℓ ̸= ∅, it holds that


Pr CH,F ∗ ,ℓ ∩ CGi,1 ,F ∗ ,ℓ ̸= ∅ ∧ CH,F ∗ ,ℓ ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅



≤ Pr CH,F ∗ ,ℓ ∩ CGi,1 ,F ∗ ,ℓ ̸= ∅ ∧ CGj,1 ,F ∗ ,ℓ ∩ CH,F ∗ ,ℓ ∪ CGi,1 ,F ∗ ,ℓ ̸= ∅


≤ Pr CH,F ∗ ,ℓ ∩ CGi,1 ,F ∗ ,ℓ ̸= ∅
(7)




CH,F ∗ ,ℓ
· Pr CGj,1 ,F ∗ ,ℓ ∩
̸= ∅ CH,F ∗ ,ℓ ∩ CGi,1 ,F ∗ ,ℓ ̸= ∅
(8)
∪CGi,1 ,F ∗ ,ℓ
For upper bounding Eq. 7, note that |CH,F ∗ ,ℓ | ≤ ℓ and |CGi,1 ,F ∗ ,ℓ | ≤ ℓ, and therefore the
3ℓ-wise independence of F (which implies, in particular, 2ℓ-wise independence) guarantees
that

ℓ !


ℓ
.
Pr CH,F ∗ ,ℓ ∩ CGi,1 ,F ∗ ,ℓ ̸= ∅ ≤ 1 − 1 −
N
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Similarly, for upper bounding Eq. 8, note that |CGj,1 ,F ∗ ,ℓ | ≤ ℓ and |CH,F ∗ ,ℓ ∪ CGi,1 ,F ∗ ,ℓ | ≤ 2ℓ,
and therefore the 3ℓ-wise independence of F guarantees that

ℓ !



2ℓ
Pr CGj,1 ,F ∗ ,ℓ ∩ CH,F ∗ ,ℓ ∪ CGi,1 ,F ∗ ,ℓ ̸= ∅ CH,F ∗ ,ℓ ∩ CGi,1 ,F ∗ ,ℓ ̸= ∅ ≤ 1 − 1 −
.
N
Since 1 − (1 − x)y ≤ 2xy for all x, y ∈ N such that x ≤ 1/2, and since ℓ ≤ p/4, these
imply that

 2ℓ2 4ℓ2
8ℓ4
Pr CH,F ∗ ,ℓ ∩ CGi,1 ,F ∗ ,ℓ ̸= ∅ ∧ CH,F ∗ ,ℓ ∩ CGj,1 ,F ∗ ,ℓ ̸= ∅ ≤
·
= 2,
N
N
N
and from Lemma 5 we obtain that


Pr CH,F,ℓ ∩ CGi,1 ,F,ℓ ̸= ∅ ∧ CH,F,ℓ ∩ CGj,1 ,F,ℓ

8ℓ4
̸ ∅ ≤ 2 +O
=
N




1
(3ℓ)c


.

◁

From Claims 9 and 10 and from Eq. (2), we obtain that


Pr A1 (G, N, g, h, st) = dlogg (h)



>
>
>



8ℓ4
1
−O
N2
(3ℓ)c
1≤j≤s
1≤i<j≤s


1
s · ℓ2
s2 · ℓ4
1
√ ·
−8·
−O
2
N
N
(3ℓ)c
2 e


2
2
4
s ·ℓ
1
1 s·ℓ
·
−8·
−
O
.
4
N
N2
(3ℓ)c
X

1
ℓ2
√ ·
−
2 e N

X

Since s · ℓ2 ≤ N/64, this implies that
8·

1 s · ℓ2
s2 · ℓ4
≤
·
N2
8
N

and hence


Pr A1 (G, N, g, h, st) = dlogg (h)

>

This concludes the proof of Theorem 6.

1 s · ℓ2
·
−O
8
N



1
(3ℓ)c


.
◀
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1

Introduction

The algebraic group model (the AGM) was introduced by Fuchsbauer, Kiltz and Loss 1 [28]
with the aim of striking a middle ground between the generic group model (the GGM) and
the standard model. In contrast to the GGM, algorithms within the AGM (also known as
algebraic algorithms) do receive the representation of group elements and may use it in any

1

Following Abdalla, Benhamouda and Mackenzie [3] and Bernhard, Fischlin and Warinschi [10]. Additionally, the earlier works of Boneh and Venkatesan [18] and Paillier and Vergnaud [40] considered
algebraic reductions, rather than algebraic adversaries.
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way they see fit. The restriction, however, is that whenever an algebraic algorithm outputs a
group element, it must provide alongside it a representation of it in the basis of its input group
elements. This representation serves as an explanation as to how the output element was
computed from the input elements in an algebraic manner. Given the less restrictive nature
of the AGM when compared to the GGM,2 a central line of research over the last couple
of years has focused on establishing the security of cryptographic schemes and assumptions
within the AGM; see for example [28, 39, 38, 1, 6, 16, 7, 24, 25, 29, 34, 37, 44, 2, 33, 35].

The sequentiality of repeated squaring
The “repeated squaring” function in hidden-order groups, first suggested by Rivest, Shamir
and Wagner [43], serves as the basis for the main candidate constructions of both time-lock
puzzles and of verifiable delay functions [13, 41, 47]. For years, however, the sequentiality
of this function remained purely as an assumption, and there was no known reduction (in
idealized models or otherwise) relating it to the hardness of a better-established assumptions.
Recently, Katz, Loss and Xu [37] presented a strengthened version of the AGM (the strong
AGM) and provided evidence for the sequentiality of repeated squaring within this model. 3
Concretely, they showed that any strongly-algebraic algorithm which manages to speed-up
the repeated squaring function in the group QRN of quadratic residues modulo N (where
N is the product of two safe primes), can be used in order to factor the modulus N . Their
result provides a novel and important corroboration for the sequentiality of repeated squaring
in the group QRN . However, it is limited in two respects: Firstly, it inherently relies on
the algebraic structure of QRN and does not apply to other hidden-order groups of interest,
such as RSA groups or the class group of imaginary quadratic number fields [23, 11, 15, 47].
Secondly, it addresses only the repeated squaring function, and leaves out other possible
fine-grained problems in hidden-order groups.

The Uber problem in bilinear groups
The Uber family of problems in bilinear groups was introduced by Boneh, Boyen and
Goh [14, 19] as a unified framework for reasoning about computational problems in such
groups. A problem in the family is parameterized by three tuples of multivariate polynomials
⃗ K
⃗ and three polynomials Q1 , Q2 , QT and is defined by the following task: Given the
F⃗ , H,
F (⃗
x)
H (⃗
x)
K (⃗
x)
Q (⃗
x)
Q (⃗
x)
group elements {g1 i }i , {g2 i }i , {gT i }i for a random vector ⃗x, compute g1 1 , g2 2
Q (⃗
x)
and gT T , where g1 , g2 and gT are the generators of the source groups and the target group,
respectively. Bauer, Fuchsbauer and Loss [7] recently showed that in the AGM, the hardness
of any problem in this family, as long as it does not admit a trivial solution, is implied by the
hardness of the q-DLOG problem in one of the source groups.4 Their result provides a clean
and succinct characterization of the Uber family, reducing its hardness to that of a seemingly
simpler and better-understood family of problems. However, the parameter q in their result
⃗ K,
⃗ which may not
is lower bounded by the maximal total degree of the polynomials in F⃗ , H,
be optimal. To see why that is, consider the following toy problem for any integer n: Given
a generator g and a tuple (g x1 , g x2 , g x3 , g x1 x3 , g x2 x3 ) of group elements for randomly-chosen

2
3
4

The AGM may also be instantiated in the standard model from falsifiable assumptions, as demonstrated
by the elegant work of Agrikola, Hofheinz and Kastner [5]. This is in contrast to the GGM [27].
Another recent result [45], proving the equivalence of speeding-up repeated squaring and factoring
within the generic ring model is discussed in Section 3.
The q-DLOG problem in a cyclic group G is defined as: Given a generator g and the q group elements
q
g x , . . . , g x for a randomly chosen x, compute x.
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x1 , x2 , x3 , compute g x1 x2 x3 . On the one hand, the result of Bauer et al. can be used to
conclude that the hardness of this problem in the AGM is implied by the hardness of the
2-DLOG problem. On the other hand, it is not hard to see that this problem is actually
equivalent to the Computational Diffie-Hellman (CDH) problem. The CDH problem was
proven equivalent to the DLOG problem (i.e., 1-DLOG) in the AGM [28], suggesting that
the bound of Bauer et al. might not be optimal with respect to the parameter q.5

2

Our Results

In this work, we provide stronger hardness results within the AGM, both for a new finegrained Uber family of problems in hidden-order groups that we put forth, and for the Uber
family of problems in bilinear groups.

2.1

Our Results for Fine-Grained Computations in Hidden-Order Groups

A fine-grained Uber family
As our first contribution, we present a univariate and fine-grained variant of the Uber family
of problems in hidden-order groups. Our family of problems generalizes the repeated squaring
function [43], as well as well as a computational variant6 of the generalized BBS problem
underlying Boneh and Naor’s timed commitments [12, 17] and refinements thereof [31]
(see also [30, 32]). A problem in this family is parameterized by integers u1 , . . . , uℓ and
an integer w, and requires that the adversary computes xw for a uniformly-chosen group
element x, given (xu1 , . . . , xuℓ ) as input. Of course, if one can efficiently express w as a
linear combination of u1 , . . . , uℓ with integer coefficients, then one can trivially compute xw
from (xu1 , . . . , xuℓ ) using a polynomial number of group operations. Therefore, we carefully
define what it means for a strongly-algebraic algorithm to non-trivially solve a problem in
our new Uber family, also accounting for the possibility of parallel computations. Looking
ahead, the repeated squaring function is obtained by setting u1 = 1 and w = 2T , whereas the
i−2
generalized BBS problem is obtained by setting u1 = 0, ui = 22
for i = 2, . . . , k + 2 and
k+1
w = 22 . Moreover, the repeated squaring function cannot be trivially solved (according to
our triviality notion) in less than T steps, whereas the generalized BBS problem cannot be
trivially solved is less than 2k steps.

The algebraic hardness of the fine-grained Uber problem
Within the strong AGM of Katz, Loss and Xu [37], we provide evidence for the hardness
of our new family of problems. Firstly, we present a general hardness result which may
be applied in any cryptographic group, and prove that the hardness of any problem in the
fine-grained Uber family in a group G (i.e., the hardness of computing the target group
element xw in a less-than-trivial number of steps), is implied by the RSA assumption in the
same group.

5

6

Though in the specific case of the toy problem considered above, the result of Fuchsbauer, Kiltz and Loss
[28] already shows it to be equivalent to the DLOG problem, this is not the case for general instances of
the Uber family in bilinear groups, motivating Theorem 3 below.
In practice, one can always achieve pseudorandomness from this computational variant heuristically by
applying a cryptographic hash function (e.g., SHA) onto the output of the problem [8].
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▶ Theorem 1 (informal). Let G be a group, let ℓ ∈ N and let u1 , . . . , uℓ , w ∈ Z. Let A be a
strongly-algebraic algorithm for the (u1 , . . . , uℓ , w)-univariate fine-grained Uber problem in the
group G, which makes a less-than-trivial number of steps. Then, there exists an algorithm B
for the RSA problem in G whose running time and success probability are polynomially-related
to those of A.
Theorem 1 immediately implies that any strongly-algebraic algorithm that computes the
repeated squaring function in less than T steps in some group G, or solves the generalized
BBS problem in less than 2k steps, can be used in order to solve the RSA problem in the
group. Note that Theorem 1 assumes nothing about the group G, and in particular can
be applied in any group in which the RSA assumption is believed to hold, such as RSA
groups, class groups of imaginary quadratic number fields, and the group QRN with respect
to arbitrary bi-prime moduli. Importantly, Theorem 1 provides evidence for the sequentiality
of repeated squaring in class groups, as the RSA problem has been considered and studied in
these groups for a while now (see for example [23, 11, 26] and the references therein), whereas
the sequentiality of repeated squaring in these groups is a much newer assumption [15, 47].
As far as we are aware, this is the first result supporting the sequentiality of repeated squaring
in class groups.
Our second hardness result for the fine-grained Uber problem considers RSA groups with
a modulus N which is the product of two safe primes. Informally, within the strong AGM,
we prove that in such groups, the hardness of any problem in the fine-grained Uber family is
implied by the hardness of factoring N .
▶ Theorem 2 (informal). Let N be the product of two safe primes and let ℓ ∈ N and let
u1 , . . . , uℓ , w ∈ Z. Let A be a strongly-algebraic algorithm for the (u1 , . . . , uℓ , w)-univariate
fine-grained Uber problem in Z∗N which makes a less-than-trivial number of steps. Then,
there exists an algorithm B for factoring N whose running time and success probability are
polynomially-related to those of A.
Observe that Theorem 2 strictly strengthens the result of Katz, Loss and Xu [37] in two
respects. Firstly, by considering our new fine-grained Uber family, which captures in particular
the sequentiality of the repeated squaring function (considered by Katz, Loss and Xu), but
also other problems, such as the generalized BBS problem [17]. Secondly, Theorem 2 considers
RSA groups with respect to moduli which are the product of two safe primes, whereas Katz,
Loss and Xu consider the group QRN with respect to the same family of moduli. Since
a uniformly-random element in Z∗N is in QRN with probability 1/4, the hardness of any
problem within the fine-grained Uber family with respect to Z∗N implies in particular its
hardness with respect to QRN .
Interestingly, to the best of our knowledge, Theorems 1 and 2 are the first applications of
the algebraic group model (or a variant thereof) in non-cyclic groups. As far as we are aware,
all previous reductions in the AGM were either in cyclic groups of prime order or in the
cyclic group QRN where N is the product of two safe primes. Hence, our work exemplifies
for the first time the applicability of the AGM beyond cyclic groups.

2.2

Our Results for Bilinear Groups

The Algebraic Hardness of the Uber problem in bilinear groups
We strengthen the characterization of Bauer, Fuchsbauer and Loss [7] of the Uber family
⃗ K
⃗ be vectors of polynomials and let
framework in bilinear groups. Concretely, let F⃗ , H,
Q1 , Q2 , QT be polynomials. We prove that within the AGM, as long as these polynomials do
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not admit a trivial solution, the hardness of their respective problem in the Uber family is
implied by the q-DLOG assumption, where q is lower bounded by the maximal degree in
⃗ K.
⃗
which a variable appears in F⃗ , H,
⃗ K
⃗ be vectors of m-variate
▶ Theorem 3 (informal). Let G be a bilinear group, let F⃗ , H,
polynomials and let Q1 , Q2 , QT be m-variate polynomials that do not admit a trivial solution
⃗ K,
⃗ Q1 , Q2 , QT )-Uber problem. Let q be the maximal degree in which a variable
to the (F⃗ , H,
⃗
⃗ K.
⃗ Then, for any algebraic algorithm A for the (F⃗ , H,
⃗ K,
⃗ Q1 , Q2 , QT )-Uber
appears in F , H,
problem in G, there exists an algorithm B for the q-DLOG problem in one of the source
groups, whose running time and success probability are polynomially-related to those of A.
Theorem 3 strengthens the result by Bauer, Fuchsbauer and Loss, since the total degree
of a polynomial is always at least the degree of each variable in it, and in many typical
cases it is indeed strictly greater. For example, consider again our toy example from before:
Given g, g x1 , g x2 , g x3 , g x1 x3 and g x2 x3 , compute g x1 x2 x3 . Since the polynomials defining the
input elements of this problem are all multilinear,7 Theorem 3 implies that within the AGM,
its hardness is implied by the hardness of the discrete logarithm problem. Recall that the
result of Bauer et al. bases the hardness of the aforesaid problem only on the hardness of the
seemingly easier 2-DLOG problem.

Application: Group Key Exchange
The toy-problem example might seem contrived at first sight, but it is actually a special
case of the Group Computational Diffie-Hellman (G-CDH) problem, which underlies the
highly-influential group key-exchange protocols of Bresson, Chevassut, Pointcheval and
Quisquater [22, 20, 21]. This problem is parameterized by an integer n (which in group
key-exchange applications represents the number of users in the group) and a collection Γ of
subsets ofn{1,Q. . . , n}.
o The adversary is given a generator g of the group, alongside the group
elements

g

i∈S

xi

S∈Γ

for uniformly-chosen x1 , . . . , xn , and is asked to compute g x1 ···xn .

Typically, in group key-exchange protocols Γ includes at least one subset of size n − 1. In
such cases, Theorem 3 reduces the hardness of the (n, Γ)-G-CDH problem to the hardness of
the discrete logarithm problem, whereas the previous bound of Bauer et al. reduces it to the
hardness of the (n − 1)-DLOG problem, where n may be a very large integer and perhaps
not even a-priori bounded.

The decisional Uber problem in bilinear groups
As our second contribution in bilinear groups, we extend Theorem 3 to the decisional setting.
Within the decisional algebraic group model (DAGM) of Rotem and Segev [44] which we
extend to accommodate analysis in asymmetric bilinear groups, we prove that the hardness
of the decisional Uber problem in bilinear groups is implied by the hardness of the q-DLOG
problem. Again, the parameter q in our results is the maximal degree in which some variable
appears in polynomials defining the problem.
⃗ K
⃗ be vectors of m-variate
▶ Theorem 4 (informal). Let G be a bilinear group, let F⃗ , H,
polynomials and let QT be an m-variate polynomial which does not admit a trivial solution
⃗ K,
⃗ QT )-Uber problem. Let q be the maximal degree in which a variable appears
to the (F⃗ , H,
⃗
⃗
⃗
⃗ K,
⃗ QT )-Uber problem in
in F , H, K, QT . Then, for any algorithm A for the decisional (F⃗ , H,
G, there exists an algorithm B for the q-DLOG problem in one of the source groups, whose
running time and success probability that are polynomially-related to those of A.
7

These are the polynomials X1 , X2 , X3 , X1 X3 and X2 X3 .
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⃗ K,
⃗ QT play a similar role in the decisional setting to their role in the
The parameters F⃗ , H,
computational setting; for a formal definition of the decisional Uber problem, see the full
version. Theorem 4 improves upon a result of Rotem and Segev [44], who showed a similar
result, but in their work the parameter q is strictly greater than the maximal total degree of
the polynomials defining the problem.

3

Additional Related Work

Bauer, Fuchsbauer and Loss [7] also considered additional variants of the (computational)
Uber problem in bilinear groups. Concretely, they proved that their result extends to: The
flexible Uber problem, in which the adversary can choose the target polynomials Q1 , Q2 , QT ;
⃗ K,
⃗ Q1 , Q2 and QT
the Uber problem for rational functions, in which the polynomials F⃗ , H,
are replaced by rational functions; the Uber problem with decisional oracles, in which the
adversary is given access to an oracle for checking whether tuples of group elements satisfy
a polynomial relation in the exponent; and the flexible “GeGenUber” problem in which
the adversary may choose the generators with respect to which the problem is defined. It
seems that the techniques used by Bauer et al. to extend their results to all of the aforesaid
variants can be used essentially as is in order to extend our results (Theorems 3 and 4)
to accommodate these variants as well, but we leave this task to future work. We refer
the reader to [7] for a formal definition of these variants of the Uber problem and for the
techniques used by Bauer et al. in order to extend their result to these variants.
The concurrent work of van Baarsen and Stevens [46] also considered reductions supporting
the sequentiality of repeated squaring in hidden-order groups. They propose a strengthening
of the strong algebraic group model and within it, they reduce the task of speeding up
repeated squaring to that of finding a multiple of the group’s order. It seems that the results
of van Baarsen and Stevens are incomparable to our results in hidden-order groups. On the
one hand, we consider the more general fine-grained Uber problem, which we put forth, while
they only consider the repeated squaring problem. Additionally, the model of van Baarsen
and Stevens seems more restrictive for general hidden-order groups. It assumes that either
every algorithm receives as input a set of generators or the ability to uniformly sample group
elements (as discussed in their paper, the two assumptions are essentially equivalent). This
is essentially the case for Z∗N , but in general groups, this poses an additional assumption. In
contrast, our reduction from the RSA problem is algebraic and does not require the ability
to publicly sample uniformly-random group elements. It also works if the group element x
specifying the fine-grained Uber problem instance is sampled uniformly by the challenger in
a private-coin manner, or if it comes from a non-uniform distribution. In the latter case, we
solve that RSA problem for the same distribution. Finally, the reduction of van Baarsen
and Stevens loses a factor of n in running time, where n is an upper bound on the number
of generators of the group. Potentially, n can be as large as logarithmic in the order of the
group. In comparison, our reductions are essentially tight. On the other hand, the reduction
of van Baarsen and Steve is from the problem of finding the group’s order, which is harder
than the RSA problem we consider in general groups. In particular, their result establishes
the equivalence, within the strong AGM (which is equivalent to their strengthened model in
Z∗N , where sampling is easy), of speeding up repeated squaring in RSA groups and factoring
the RSA modulus, for general bi-prime moduli (whereas we only establish this equivalence
when the modulus is the product of two safe primes).
Rotem and Segev [45] put forth the notion of generic-ring delay functions within the
generic ring model of Aggarwal and Maurer [4], and the notion of a sequentiality depth of
such functions. Informally, they proved that in the ring ZN where N is an RSA modulus,
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generically computing a generic-ring delay function in a number of steps which is less than its
sequentiality depth is equivalent to factoring the modulus N . In particular, they showed that
this implies that within the generic ring model, computing the repeated squaring function [43]
in ZN with respect to delay parameter T in less than T sequential steps is equivalent to
factoring. Their results are incomparable to ours for several reasons. First, the generic
ring model is incomparable to the strong AGM: On the one hand, the generic ring model
withholds the elements’ representation from the adversary (which the strong AGM does
not do); but on the other hand, it allows the adversary to apply all of the ring operation
onto pairs of ring elements, whereas the strong AGM requires that the adversary explains
how its output was computed solely using the group operation. Secondly, Rotem and Segev
only consider RSA groups (within the ring ZN ), whereas Theorem 1 may be applied in any
group. Finally, when considering the specific case of RSA groups, our result (Theorem 2)
is restricted to RSA groups with respect to a modulus N which is the product of two safe
primes, whereas the result of Rotem and Segev is not.

4

Overview of Our Contributions

In this section we provide an informal overview of the main technical ideas underlying our
contributions. We start by presenting the techniques we use to derive Theorems 1 and 2
in hidden-order groups, and then move on to describe our techniques in bilinear groups for
deriving Theorem 3. For brevity, we do not discuss here how we extend Theorem 3 to the
decisional setting to obtain Theorem 4. Due to space limitations, the reader is referred to
the full version for further details and formal theorem statements and proofs.

4.1

Our Reductions in Hidden-Order Groups

For simplicity of presentation in this informal overview, when presenting our reduction from
the factoring problem to the fine-grained Uber problem in RSA group (Theorem 2), and
our reduction from the RSA problem to the fine-grained Uber problem in general groups
(Theorem 1), we restrict our attention to the problem of speeding-up the repeated squaring
function of Rivest, Shamir and Wagner [43]. The reader is referred to the full version for
a formal definition of the fine-grained Uber problem, and for our theorem statements and
reductions in their full generality (applying to all problems within the fine-grained Uber
family, and not just to speeding-up repeated squaring).

The strong AGM
We prove our results for the fine-grained Uber problem in hidden-order groups in the strong
algebraic group model (the SAGM) put forth by Katz, Loss and Xu [37]. Informally speaking,
the SAGM strengthens the AGM, by requiring that whenever a strongly-algebraic algorithm
A outputs a group element y, it outputs alongside it not only a representation of it in the
basis of the input group elements, but also the entire sequence of group operations used to
derive this representation. An important feature of this model, is that the length of this
sequence is dominated by the running time of the algorithm. Hence, if we view the input
elements to a strongly-algebraic algorithm A as polynomials of degree at most d in some
underlying indeterminates, then the output y can be viewed as a polynomial of degree at
t
most d2 in these indeterminates, where t is the running time of A. This is the case since
each group operation at most doubles the degree of the highest degree polynomial in the
computation up to it. Note that this observation remains true even if A runs in time t on
many processors that may perform group operations in parallel. See the full version for a
formal definition of the model.
ITC 2022
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The reduction of Katz, Loss and Xu in QRN
Recall the reduction of Katz et al. from the factoring problem to the problem of speeding-up
the repeated squaring. They focused on the group QRN of quadratic residues modulo N , for
a modulus N which is the product of two safe primes; that is N = (2p + 1) · (2q + 1), where
p, q, 2p + 1 and 2q + 1 are all primes. Let T ∈ N and consider a strongly-algebraic algorithm
T
A, that given a uniformly random group element x ← QRN computes x2 in time t < T .
The reduction samples such an element x and invokes A on it. Since A is strongly-algebraic,
it produces alongside its output y an integer α ≤ 2t such that y = xα . Whenever A succeeds
T
T
T
in computing x2 , it means that xα = x2 , or equivalently, x2 −α = 1 (all equalities are in
the group QRN ). Since α ≤ 2t < 2T , this implies that ω = 2T − α is a non-zero multiple of
the order of x in QRN . The analysis of Katz et al. proceeds by observing that when N is
the product of two safe primes, then almost all elements in the group are generators, and
that the order of the group is φ(N )/4 = p · q, where φ(·) is Euler’s totient function. Thus,
if A succeeds, then 4ω is almost surely a multiple of φ(N ), and the reduction is completed
by invoking a well-known algorithm for factoring N given a multiple of φ(N ) (e.g., [36,
Theorem 8.50]).

Our reduction in RSA groups (Theorem 2)
Unlike in the group QRN , when moving to consider the RSA group Z∗N , the group is no
longer cyclic and hence a random element in the group is never a generator. However, our
generalization of the result of Katz et al. to the RSA group Z∗N is based on the observation
that their reduction actually does not rely on the fact that the sampled x is a generator of
QRN . Instead, it only uses the fact that with overwhelming probability over the choice of x,
its order satisfies a certain relation with φ(N ). We use this observation to prove that the
reduction of Katz et al. can be applied not only in QRN when N is the product of two safe
primes, but also in Z∗N when N is of this form. Concretely, denoting N = (2p+1)·(2q +1), we
use the isomorphism of Z∗N to the product group Z22 × Zp × Zq in order to argue that almost
all elements in Z∗N have order either p · q = φ(N )/4 or order 2p · q = φ(N )/2. Therefore, it is
T
still the case that that whenever A succeeds in computing x2 , it must be that 4ω = 4(2T − α)
is a multiple of φ(N ) and the correctness of the reduction follows.

Our reduction in general groups (Theorem 1)
Let G be an abelian group. The goal of our reduction is to solve the RSA problem in G,
where the problem is parameterized by an integer e which is coprime to the order of G.
That is, given a uniformly random u ∈ G, we need to find a group element w ∈ G such
that we = u (meaning, w is the eth root of u). Let T ∈ N and consider a strongly-algebraic
T
algorithm A, that given a uniformly random group element x ← G computes x2 in time
t < T . Our reduction starts by invoking A on input u (the input to the RSA problem). As
before, since A is strongly-algebraic, it produces alongside its output y an integer α ≤ 2t
such that y = uα . Following a similar argument as in the previous reduction, if y is indeed
T
equal to u2 , then ω = 2T − α is a non-zero multiple of the order of u in G. The new idea
underlying our reduction from the RSA problem, is that we can use this information about
the order of u to find its eth root. Suppose that we could find an inverse d of e modulo ω;
i.e., an integer d satisfying ed = n · ω + 1 for some integer n. Then, we would be done, since
ud would be the eth root of u:
e
n
ud = ued = un·ω+1 = (uω ) · u = 1 · u = u,
(1)
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where uω = 1 because ω is a multiple of u’s order. The problem is that e might not have
an inverse modulo ω, as the two integers might not be relatively prime. To remedy this
situation, we factor out from ω any common divisors that it shares with e, by computing
ω ′ = ω/gcd(ω, e). On the one hand, we are now guaranteed that ω ′ and e are coprime, and
we can find an inverse d′ of e modulo ω ′ . On the other hand, the key observation is that
ω ′ must still be a multiple of u’s order in G. This is because e is coprime to the order of G
and thus, by Lagrange’s theorem, it is also coprime to the order of u. This means that if we
write ω = order(u) · c for some integer c, then
ω′ =

ω
order(u) · c
c
=
= order(u) ·
gcd(ω, e)
gcd(order(u) · c, e)
gcd(c, e)
′

and ω ′ is indeed a multiple of order(u). Hence, our reduction may simply output ud , and
the same analysis from Eq. (1) still applies, replacing ω and d with ω ′ and d′ respectively.

4.2

Our Reduction in Bilinear Groups

For simplicity of presentation, we focus here on the case of symmetric bilinear groups. In
this setting, we consider a single source group G of prime order p ∈ N that is equipped with
a bilinear map e, mapping pairs of elements in G2 to elements in a target group GT . We
also restrict our attention to a simple problem within the Uber family, referred to below
as the (f, h)-Uber problem, as the reduction in this case already captures the gist of the
techniques used in our proof of Theorem 3. In the (f, h)-Uber problem the adversary is given
h(⃗
x)
g and g f (⃗x) and is required to compute gT , where g is a generator of G, gT = e(g, g) is a
generator of GT , f and h are polynomials parameterizing the problem, and ⃗x = (x1 , . . . , xm )
is a m-tuple of elements in Zp chosen independently and uniformly at random. We assume
that there are no integers α, β, γ ∈ Zp such that h = α + β · f + γ · f 2 over Zp , as otherwise
the problem is trivial to solve and we cannot hope to reduce the q-DLOG problem (or any
other problem which we believe to be hard) to it.8 We start by recalling the reduction of
Bauer et al. [7] and then move to describe our reduction and how it improves upon it.

The reduction of Bauer, Fucshbauer and Loss
Let A be an algebraic algorithm for the (f, h)-Uber problem. The reduction receives as
q
input g, g x , . . . , g x for a uniformly sampled x ← Zp , and its goal is to find x. The idea of
Bauer et al. was to have the reduction “plant” m independent randomized versions of the
secret exponent x as the m secret exponents in a random instance of the (f, h)-Uber problem
and then invoke A on this instance. This is done by sampling αi , βi ← Zp for each i ∈ [m]
⃗′
and invoking A on input (g, g f (x ) ) where x⃗′ = (α1 · x + β1 , . . . , αm · x + βm ). Since A is
an algebraic algorithm, it provides alongside its output y ∈ GT three integers α, β, γ ∈ Zp
⃗′
⃗′
⃗′
such that y = e(g, g)α · e(g, g f (x ) )β · e(g f (x ) , g f (x ) )γ . Whenever A succeeds, it means that
h(x⃗′ )

y = gT

, and hence, since gT is a generator of GT , we obtain that


2
h(x⃗′ ) = α + β · f (x⃗′ ) + γ · f (x⃗′ ) .

8

(2)

If such integers existed, the adversary could simply compute and output e(g, g)α · e(g, g f (⃗x) )β ·
e(g f (⃗x) , g f (⃗x) )γ .
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Observe that Eq. (2) is a univariate equation over the finite field Fp . Roughly speaking, the
non-triviality of the (f, h)-Uber problem guarantees that with overwhelming probability, Eq.
(2) is not the trivial equation. Therefore, the reduction simply uses any efficient polynomial
factorization algorithm (e.g., Berlekamp’s algorithm [9, 42]) to find all solutions to Eq. (2)
and then checks each of them to see if it is the secret exponent x. Note that in order to
q
⃗′
compute g f (x ) given as input to A, the reduction needs access to g, g x , . . . , g x for q that is
the total degree of f .

Our improved reduction (Theorem 3)
In order to reduce the parameter q needed by the reduction, our idea is to plant the secret
exponent x in place of just one of the exponents x1 , . . . , xm in a random instance of the
(f, h)-Uber problem, and sample the rest of the exponents uniformly at random. Concretely,
our reduction samples a random index i∗ ← [m] and plants x instead of xi∗ : It samples
⃗′′
m − 1 additional values x1 , . . . , xi∗ −1 , xi∗ +1 , . . . , xm ← Zp and invokes A on input (g, g f (x ) )
where x⃗′′ = (x1 , . . . , xi∗ −1 , x, xi∗ +1 , . . . , xm ). Observe that indeed, in order to compute the
q
⃗′′
group element g f (x ) given as input to A, all the reduction needs is access to g, g x , . . . , g x
for a parameter q which is at least the degree of xi∗ in f . In particular, the reduction can be
efficiently implemented as long as q is at least the maximal degree in which some variable
appears in f . As before, since A is algebraic, it outputs alongside its output y ∈ GT three
⃗′′
⃗′′
⃗′′
integers α, β, γ ∈ Zp such that y = e(g, g)α · e(g, g f (x ) )β · e(g f (x ) , g f (x ) )γ , and whenever
h(x⃗′′ )

y = gT

, it holds that


2
h(x⃗′′ ) = α + β · f (x⃗′′ ) + γ · f (x⃗′′ ) .

(3)

Alas, we can no longer simply solve Eq. (3) for x. The problem is that for our choice
of x1 , . . . , xi∗ −1 , xi∗ +1 , . . . , xm , Eq. (3) might be a trivial equation, yielding no information
about x. Worse still, this situation may arise with high probability over the choice of i∗
and of x1 , . . . , xi∗ −1 , xi∗ +1 , . . . , xm . So instead, our reduction uses the following observation
by Rotem and Segev [44], which in turn generalizes the previous work of Fuchsbauer, Kiltz
and Loss [28]. For a non-zero polynomial ℓ(X1 , . . . , Xm ) in the indeterminates X1 , . . . , Xm ,
we define a cascade of multivariate polynomials recursively: We set ℓ1 = ℓ; and for every
i ∈ {2, . . . , m}, we let ℓi (Xi , . . . , Xm ) be the first non-zero coefficient of ℓi−1 (Xi−1 , . . . , Xm ),
when ℓi−1 is written as a univariate polynomial in the indeterminate Xi−1 with coefficients
which are polynomials in Xi , . . . , Xm . Rotem and Segev proved that for every vector
⃗z = (z1 , . . . , zm ) ∈ Zm
z ) = 0, there exists t∗ ∈ [m] such that: The univariate
p such that ℓ(⃗
polynomial v(X) = ℓt∗ (X, zt∗ +1 , . . . , zm ) is not the zero polynomial and additionally v(zt∗ ) =
⃗ =
0.9 Using this observation, our reduction considers the m-variate polynomial ℓ(X)

2
⃗ + γ · f (X)
⃗
α + β · f (X)
− h(X), and computes the polynomial ℓi∗ (Xi∗ +1 , . . . , Xm ) from it
as described by the above recursive procedure, where i∗ is the index sampled by the reduction
when preparing the (f, h)-Uber instance to A. It then factors the univariate polynomial
v(X) = ℓi∗ (X, xi∗ +1 , . . . , xm ) to find all of its roots, where xi∗ +1 , . . . , xm are the random Zp
values chosen by the reduction for generating the (f, h)-Uber instance. As for the success
h(x⃗′′ )
probability of the reduction, whenever A succeeds in computing the g
, it holds that x⃗′′
T

9

Fuchsbauer, Kiltz and Loss [28] essentially observed that this holds for bi-linear polynomials to reduce
the hardness of the Computational Diffie-Hellman (CDH) problem to that of the discrete log problem
within the AGM.
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is a root of the m-variate polynomial ℓ. By the observation of Rotem and Segev, this means
that there is an index t∗ ∈ [m] such that if the index i∗ guessed by the reduction matches it,
then v(X) = ℓi∗ (X, xi∗ +1 , . . . , xm ) is not the zero polynomial, and x is a root of it. Hence, if
A succeeds and i∗ = t∗ , then the reduction will successfully retrieve the secret exponent x of
the q-DLOG problem.
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1

Introduction

Secure multi-party computation (MPC) allows n parties communicating over a network to
compute a function on their private inputs so that an adversary corrupting some of the
parties can neither disrupt the computation (correctness) nor learn more than (what can be
inferred from) the output of the function being computed (privacy).
Despite great progress on the problem since it was first introduced and proven feasible [44,
27, 8, 18] involving hundreds, if not thousands, of publications in cryptography and security,
and, more recently, even implemented systems, the overwhelming majority of the solutions
assume a complete communication network of either authenticated (aka reliable) or secure
(both authenticated and private) point-to-point channels. In fact, with only a few exceptions,
this is the case for both practical and theoretical works on MPC, and in particular for works
on composable security of MPC – indeed, the latter almost exclusively assume a network
that cannot be disconnected by the adversary. This creates a disconnect between the vast
MPC literature and modern ad-hoc networks, such as the Internet, where the communication
might be occurring over an incomplete graph, with some nodes even being routing nodes.
At first approximation, there are two situations that might present themselves in such an
incomplete network: Either the adversary is able to disconnect the communication graph –
by corrupting nodes whose edges are in cuts of the graph – or not. In the former case, it is
known that if the parties do not share an authentication-enabling setup, such as a PKI, then
the best that can be achieved is the so-called secure computation without authentication [6]:
The adversary is able to break down the player set into connected components, so that parties
in different connected components compute different instances of the function with inputs
from the component – and all other inputs chosen by the adversary, and potentially different
for each component. Even this weak form of security is only achievable for computationally
bounded adversaries; if one is after information-theoretic (aka unconditional) security, where
the adversary is unbounded, then the above guarantee is too much to ask for.
Notwithstanding, even in the latter case, where the adversary cannot disconnect the
network, the situation is trickier than one might expect. Indeed, if a PKI-like setup is not
assumed1 then it is known that secure communication between any two parties requires the
existence of O(n) paths among them (known to or discoverable by the receiver), the majority
of which must remain uncorrupted. This is the well-known secure message transmission
(SMT) problem [20]. The result holds even for the reliable message transmission (RMT)
problem, in which only correctness is required.
That leads to the following natural question: What is the “best-possible” MPC security
we can obtain in such a situation where SMT cannot be in general guaranteed? Towards
answering this question, Garay and Ostrovsky [25] introduced the properties of almosteverywhere MPC (AE-MPC), which extended the concept of AE reliable communication
previously studied by Dwork et al. [21]. In a nutshell, the paradigm of almost-everywhere

1

A PKI trivializes this case as a complete graph can be built by gossip (i.e., flooding) of signed messages.
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security (AE-security) recognizes that when even all-to-all SMT is not possible (and only
AE-SMT is available), then inevitably there will be uncorrupted parties for which we are
unable to offer the security guarantees that honest parties enjoy in MPC (privacy, correctness,
etc). The core mission is then to minimize the number of such left-out (aka doomed) parties
in an AE-secure construction, while tolerating the maximum number of corruptions.
However, despite a number of elegant combinatorial arguments to achieve the above
goal, the security definition used by these constructions has not caught up with the state
of the art in MPC security. In particular, to the best of our knowledge, there exists no
simulation-based treatment of AE-security. This means that one cannot directly compose
the elegant constructions of AE-secure primitives into a higher level protocol. For example,
one would hope to be able to prove that running a standard MPC protocol over an AE-SMT
network yields an AE-MPC protocol which does not leave more doomed parties than the
underlying AE-SMT construction. Given the state of the art, such a modular statement
would be impossible, and one would need to prove AE-MPC security from scratch. Instead,
a simulation-based treatment in one of the composable security frameworks would inherit a
modular composition theorem making such statements tractable and simpler.
This work’s main goal is to derive such a treatment in the Universal Composability
(UC) framework of Canetti [13]. A major challenge, which we tackle, is to obtain a generic
definition of AE-security which can be applied to any type of functionality and captures
both AE-communication and AE-computation, two primitives whose treatment has been
very different. In fact, we achieve this goal by introducing a generic, composition-preserving
transformation from a secure variant of a functionality to its AE-secure counterpart. We
show that the derived AE-secure functionalities for secure communication (AE-RMT and
AE-SMT) and for secure MPC (AE-MPC): (1) preserve all the desired properties of the
previous definitions, and (2) are realized by (straightforward UC adaptations of) classical
AE-secure protocols. Since our treatment preserves composability of the (AE-)security
statements, we obtain, as a simple corollary, the first simulation-based proof of AE-MPC.
In passing, we note that although we adopt the language of UC, our definitional framework
is generic and can be applied to any of the main-stream composable security frameworks for
cryptographic protocols [3, 15, 37, 31, 11, 4]. Before providing more details on our results,
we first provide some necessary literature background.

1.1

Related Work

The origins of the “almost-everywhere” (AE) notion can be traced back to the work of Dwork
et al. [21], who considered the task of Byzantine agreement [39, 36] over sparse communication
networks. In such networks, correctness cannot be guaranteed for all honest parties, since
for example the adversary can isolate a node by corrupting all its neighbors. Thus, some
honest parties must be given up, and correctness is guaranteed only almost-everywhere, i.e.,
only for the remaining honest parties. The AE notion can be applied to other distributing
computing tasks as well: Given a set of parties P and an adversary who corrupts T ⊆ P ,
the parties in some set D ⊆ P − T (D for “doomed”) are considered abandoned and the
correctness conditions of the task are only guaranteed for the parties in W = P − T − D
(called “privileged”). Note that both D and W are functions of T as well as of the underlying
protocol and graph. The number of doomed parties thus becomes another parameter to
the problem, and the goal is to construct a low-degree network (ideally of constant degree)
admitting a protocol that tolerates a large number t of corruptions (ideally, a constant
fraction) while dooming as few nodes as possible (ideally O(t) for constant-degree networks).
Returning to the problem of Byzantine agreement, Dolev [19] showed that it requires
connectivity at least 2t + 1 to solve, which implies that every node in the network must have
degree Ω(t). Given this high connectivity requirement, Dwork et al. [21] proposed the notion
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of AE agreement, in which the agreement and validity properties are guaranteed only for the
privileged parties. They showed how to simulate, over an incomplete network, an agreement
protocol designed for a complete network by replacing the point-to-point communication with
a transmission scheme that works over multiple paths between any two nodes. Thus, they
reduced AE agreement to AE reliable message transmission (AE-RMT), which guarantees
that any two privileged nodes can communicate perfectly reliably.
Dwork et al. gave a number of constructions achieving AE-RMT with various combinations
of parameters; the most important is a constant-degree graph admitting an AE-RMT scheme
tolerating t = O(n/ log n) corruptions while dooming O(t) nodes. Several follow-up works
have obtained improved parameters for AE-RMT (and thus also for AE agreement). Upfal [43]
gave a transmission scheme tolerating t = O(n) corruptions and dooming O(t) nodes in
a network of constant degree, which is the optimal set of parameters, but the protocol is
inefficient. Chandran et al. [17] proposed a scheme tolerating t = O(n) corruptions and
dooming O(t/ log n) nodes in a network of polylogarithmic degree. Most recently, Jayanti
et al. [32] used the probabilistic method to show the existence of a logarithmic-degree graph
admitting an AE-RMT scheme with the same parameters, strictly improving the [17] result.
Due to the results in [19, 20], standard MPC (guaranteeing correctness and privacy for all
honest parties) is possible only in networks with connectivity at least 2t + 1. To circumvent
this high-connectivity requirement and still obtain a meaningful notion of (property-based)
MPC over sparse networks, Garay and Ostrovsky [25] introduced the notion of AE-MPC,
which guarantees correctness and privacy only for the privileged parties 2 .
“Regular” information-theoretic MPC (i.e., MPC over a complete network) requires
t < n/3 [8, 18]. In the AE setting, the effect of dooming nodes is equivalent to letting the
adversary corrupt some additional t′ nodes (which are doomed) by requesting the corruption
of t nodes (which are actually corrupted). As shown by Garay and Ostrovsky, AE-MPC
in the information-theoretic setting can be achieved when t + t′ < n/3. Their approach
resembles that of Dwork et al. [21] for simulating a protocol meant for a complete network,
but to replace point-to-point secure channels, they introduced a new model for the existing
(perfectly) SMT problem termed secure message transmission by public discussion (SMT-PD).
The original SMT problem [20] considers two honest parties, a sender S and a receiver R,
connected by n disjoint “wires”. The task is for S to send a message to R in the presence
of a computationally unbounded adversary A who can adaptively corrupt up to t of the
wires. SMT requires that the message be conveyed perfectly reliably to R, and also that no
information about the message leaks to A. While the simpler task of RMT (with no secrecy
requirement) can be achieved for t < n/2 by simply duplicating the message over all wires,
Dolev et al. [20] showed that SMT is also possible if and only if t < n/2. Since their initial
feasibility result, much more efficient protocols have been introduced [40, 42, 1, 35, 28, 41].
The SMT-PD model overcomes the necessity of 2t + 1 wires in SMT by allowing access
to an authentic and reliable public channel. Given such a channel (which can be constructed
using, e.g., a broadcast protocol), Garay and Ostrovsky [25] gave a protocol that is secure as
long as one wire remains honest, at the cost of a small error. To use their SMT-PD protocol
over sparse networks (in effect achieving AE-SMT), the wires are replaced by multiple paths
between a pair of nodes and the public channel is replaced by AE broadcast. Garay and
Ostrovsky showed how to construct graphs that admit SMT-PD from any of the networks in

2

Technically, they considered the related task of secure function evaluation (SFE). We do the same,
although for consistency we still refer to the functionality that we realize as AE-MPC.
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the AE agreement literature, with asymptotically preserved parameters. Finally, they showed
how to “compile” a standard information-theoretic MPC protocol into an AE-MPC protocol
over any such graph, dooming the same number of parties as the underlying network.
To reiterate, all the above constructions are shown secure in a property-based manner.
Other related notions include hybrid failure models (e.g., [26, 23]) and the model of Alon
et al. [2]. In the AE setting, adversarial corruptions also have the effect of indirectly
influencing the behavior of some of the honest parties (those who are doomed), but in our
model this other type of failure is defined structurally, based on the graph and the set of
corruptions. Also related is the work by King and Saia [34] and follow-ups (e.g., [9, 10]), who
considered full (not AE) Byzantine agreement over complete networks, but without all-to-all
communication.

1.2

Overview of Our Results

In this work we put forth the first composable (simulation-based) definition and treatment of
AE-security. In particular, we devise a definition in Canetti’s UC framework [13] and prove
that the (UC adaptation of) existing AE-secure communication/computation protocols achieve
this definition. We emphasize that all of our constructions tolerate adaptive corruptions.
There are several challenges associated with such a task. First, as should be evident from
the above discussion, the related literature – from RMT/SMT, to Byzantine agreement, to
MPC, and even their AE counterparts – treats the underlying network in different ways:
e.g., in MPC, the network is typically a complete graph of point-to-point channels, whereas
the literature on (AE-)RMT assumes multiple paths (wires or indirect paths) between two
parties. Thus, to derive a formulation general enough to capture the security of the above
constructions, one first needs to develop a unified approach. Towards this goal, we adopt
the graph model as a basis for all these protocols, and express the wires in the RMT/SMT
literature as a simple graph which for each wire includes a path going through a unique
“wire-party.” We can then model corrupted wires as standard (party) corruptions in UC.
The second, and more thorny challenge is regarding the (simulation of) doomed parties.
Recall that those are parties that due to their poor connectivity (which might be the result
of the sparsity of the graph and the corruption choices of the adversary) cannot enjoy the
security guarantees that the protocol is designed to offer to honest parties (e.g., correctness
and privacy for an MPC protocol). A strawman approach would be to capture those parties
plainly as corrupted. This, however, is problematic in several ways: First, corrupted parties
lose their security guarantees as soon as they become corrupted, unlike doomed parties who
might, at the adversary’s discretion, still be allowed some level of security. In particular, the
real-world adversary might allow those parties to receive their outputs, which would mean
that in the ideal world, the simulator would also need to allow them to produce an output
on their output tape, which is not allowed by the UC corruption mechanism.
An attempt to fix the above issue would be to define weaker corruption types corresponding
to the flexible guarantees offered to the doomed parties. This, however, is also problematic,
as corruptions in UC are by default known to (and declared by) the adversary/environment,
whereas the actual identities of doomed parties are not, and depend on the behavior of the
adversary (not just the identities of malicious parties). In particular, an adversary following,
e.g., a random strategy might not even be aware who is becoming doomed by this strategy.
A third attempt would be to completely change the corruption mechanism of UC so that
certain corruptions are not to be declared by the environment. But this would immediately
invalidate the composition theorem, which defeats the purpose of using UC in the first place.
It might seem like we are in a deadlock, but the second attempt above is the one that
breaks through. In particular, we observe that although the adversary might not include in
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its view the identities of the doomed parties, its behavior still defines these identities and the
corresponding guarantees they receive. This is similar to how inputs of corrupted parties
are treated in standard UC security: It is the job of the simulator to extract them from the
adversary and hand them over to the functionality.
Accordingly, instead of modifying the foundations of UC, we define a class of functionalities
which take requests from their adversary (simulator) to mark parties as doomed, and allow
the simulator to use these parties as if they were corrupted, but without declaring them
as corrupted to the framework and without grounding their input/output tapes (e.g., the
simulator might still instruct this new functionality to deliver output for doomed parties). In
fact, this is done in a black-box manner, by wrapping an underlying (non-AE) functionality.
In more detail, our AE wrapper builds the entire infrastructure of UC around it (including
a fake corruption directory), and whenever a doom request comes in, the wrapper pretends
towards its wrapped functionality to be an adversary that corrupts this party. This way, the
party remains honest as far as the UC experiment is concerned, but the wrapper now has
the ability to give full control over this party to the simulator it interacts with.
The final piece of the puzzle is capturing different ratios of corrupted vs doomed parties
while making a composable statement. Here we use an idea inspired by [5]: We parameterize
the wrapper by the set of all allowable corruption/doom patterns, and make sure that any
request outside this set is ignored. For example, to prove security of AE-MPC with t < αn
corruptions and d < βn doomed parties, we can parameterize the wrapper with the pair
(α, β) and ignore requests of simulators that do not respect the above requirements.
In fact, to allow for the tightest possible results that accurately translate non-threshold
corruption/doom patterns (the types of results we get by using structural properties of the
underlying graph), we draw inspiration from the mixed general adversary literature [29, 7].
That is, we parameterize the wrapper with a corruption/doom structure (“doom structure” for
short), consisting of all allowed pairs (C, D) where parties in D can be doomed simultaneously
to parties in C being corrupted. As is common in the general adversary literature, such a
structure might be exponentially large. Although this is not an issue in our definition, we note
that all our concrete instantiations consider structures that have a polynomial representation.
We then apply our definitional framework to capture known AE-secure constructions, as
well as (simulation-based) AE-MPC. Next, we describe our results in greater detail.

Almost-Everywhere RMT and SMT. We start in Section 3 by modeling the tasks of RMT
and SMT (with a dedicated sender and receiver connected by a number of corruptible wires).
As part of this, we show how these primitives, which have classically only been considered for
an honest majority of wires, can be captured so that their security is defined independently
of the number of corrupted wires. To apply a unified treatment, we cast the problem by
modeling each wire with a (corruptible) dummy party called a “wire-party,” which simply
relays messages between S and R. In Section 3.1, we confirm that classical RMT/SMT
protocols [20] are UC-secure (in the ordinary, non-AE sense) in our model against corrupted
minorities of wire-parties. To handle corrupted majorities (and more generally to capture
AE-security), in Section 3.2 we introduce an AE wrapper functionality that is parameterized
by a doom structure as defined above. We can then state the AE-security of RMT/SMT
protocols, by using a simple doom structure like the one that allows dooming S or R when a
majority of the wire-parties are corrupted. We finish up in Section 3.3 with a universally
composable treatment of the SMT-PD problem [25]. We model the public channel using
access to the same functionality that we use to capture RMT security. Looking ahead, we
will need SMT-PD when we want to elevate RMT to SMT over some classes of sparse graphs.
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Almost-Everywhere Remote RMT and SMT. In Section 4, we consider the more complicated case where an incomplete graph connects several parties and yet all-to-all communication
is desired. Interestingly, we show that the same wrapper from Section 3.2, which allowed for
the simulation-based treatment of tasks like RMT and SMT even against corrupted majorities
of wires, can also be used to model AE-security of the all-to-all versions of those tasks. In
particular, in Section 4.1 we use the same ideal functionalities and wrapper (with more complex doom structures) from Section 3 to provide the first universally composable treatment
of (AE) reliable communication over the sparse graphs constructed in [21, 43, 17, 32], which
we refer to as AE remote RMT. In Section 4.2, we extend our treatment to AE remote SMT
for all of these graphs. First, we show that a perfect SMT protocol from [20] can be adapted
to realize perfectly secure AE-SMT over a class of sparse graphs constructed in [21]. In
general, the same approach cannot be directly extended to achieve privacy for other graphs.
To overcome this, we adapt an SMT-PD protocol from [25] to realize AE-SMT over the
graphs in [43, 17, 32], at the cost of obtaining only statistical UC security.
Almost-Everywhere Secure Computation. Lastly, we study the composability of AEsecurity guarantees, with the ultimate goal of realizing AE-MPC. In Section 5.1, we prove
a general composition theorem, which makes precise the level or “quality” of AE-security
(as captured in a doom structure) that is obtained when a protocol’s hybrids are replaced
with AE counterparts. We emphasize that this AE compiler need not replace all of the
hybrids with AE-wrapped versions using the same doom structure; thus, we are able to
explain, for example, what happens when a protocol uses subprotocols that provide differing
levels of AE-security. Our composition theorem applies even to protocols that already carry
some level of AE-security, and therefore the compiled protocol can easily be composed with
higher-level protocols. As a simple corollary, we show that a protocol achieving standard
(non-AE) security using a single hybrid can be compiled into an AE-secure protocol while
preserving the doom structure associated with the wrapped hybrid. In Section 5.2, we apply
this corollary to obtain the first simulation-based proof of AE-MPC, over any of the classes
of sparse graphs considered in the AE agreement literature [21, 43, 17, 32]. Depending on
which class of sparse graphs is used, we obtain either perfect or statistical UC security.
Next, we review some preliminaries. Due to space limitations, some of the functionalities,
protocols, and proofs are presented in the appendix or in the full version of the paper [16].

2
2.1

Preliminaries
UC Basics

We briefly summarize the UC framework [13] here. Protocol machines, ideal functionalities,
the adversary, and the environment are all modeled as interactive Turing machine (ITM)
instances, or ITIs. An execution of protocol π consists of a series of activations of ITIs,
starting with the environment Z who provides inputs to and collects outputs from the parties
and the adversary A; parties can also give input to and collect output from sub-parties,
and A can communicate with parties via messages. Corruption of parties is modeled by a
special corrupt message sent from A to the party; upon receipt of this message, the party
sends its entire local state to A, and in all future activations follows the instructions of A.
Note that a party pi can only be corrupted once A receives a special (corrupt pi ) input
from Z. Denote by execπ,A,Z the probability distribution ensemble corresponding to the
output of Z at the end of an execution of π with adversary A. The ideal-world process for
functionality F is simply defined as an execution of the ideal protocol idealF , in which the
so-called “dummy” parties just forward inputs from Z to F and forward outputs from F to
Z. The corresponding ensemble is denoted by idealF ,S,Z .
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We are interested in unconditional security. Thus, we say that a protocol π UC-realizes
an ideal functionality F if for any computationally unbounded adversary A, there exists
a simulator S (polynomial in the complexity of A) such that for any computationally
unbounded environment Z, we have idealF ,S,Z ≡ execπ,A,Z . Statistical UC-realization
requires only that the two ensembles be indistinguishable. When π is a (G1 , . . . , Gn )-hybrid
protocol (i.e., making subroutine calls to idealG1 , . . . , idealGn ), we say that π UC-realizes
F in the (G1 , . . . , Gn )-hybrid model. It turns out that (regular) UC-realization is equivalent
to UC-realization with respect to the “dummy” adversary D, which simply follows the
instructions of Z on which messages to send, and reports all received messages to Z.
We will assume synchronous computation (i.e., our protocols proceed in rounds), and the
adversary is assumed to be rushing. Although our treatment is in the (G)UC setting, to avoid
over-complicating the exposition we use the standard round-based language of, e.g., [12, 38].
Notwithstanding, such specifications can be translated to the synchronous UC model of Katz
et al. [33] by assuming a clock functionality and bounded (zero) delay channels.

2.2

Building Blocks

Here we present some building blocks that we will use in our constructions, as well as
(somewhat informal) property-based definitions to contrast with our UC formulations.
▶ Definition 1 (SMT). A protocol Π achieves (t-)SMT if it allows S to send a message
m ∈ M to R such that the following hold for any adversary A corrupting up to t of the wires:
Reliability: R correctly outputs m′ = m.
Secrecy: A learns no information about m.
We define RMT by omitting the secrecy property, and AE-RMT and AE-SMT are defined
by only requiring the properties to hold for privileged S and R (over some sparse graph).
For simplicity, we will use the 3-phase SMT protocol Πddwy (⃗γ , τ, m) presented in Figure 3
(Appendix A), which is essentially the FastSMT protocol from [20]. The n wires are denoted
by ⃗γ = (γ1 , . . . , γn ), and τ = ⌈ n2 ⌉ − 1 specifies how many corrupted wires can be tolerated.
Although the protocol assumes access to an authenticated channel between S and R, this can
be implemented by simply sending the message over all wires and having R take majority.
We will sometimes need the SMT-PD protocol Πpub-smt (⃗γ , P ub, m, l) presented in Figure 4
(Appendix A), which was given in [25] and tolerates n − 1 wire corruptions, assuming access
to a public channel P ub and allowing a small probability of error (determined by l).
Finally, we present the security definition for (property-based) AE-MPC that was given
in [25]. Recall that W is the set of privileged nodes, as a function of the set of corruptions.
▶ Definition 2 (AE-MPC, [25]). An n-player two-phase protocol Π achieves AE-MPC if for
any initial value xi for party Pi for each i ∈ [n], any probabilistic polynomial-time computable
function f , and any adversary A corrupting a set T of parties, there exists a subset W of
honest parties such that the following properties hold at the end of the respective phases:
Commitment phase: During this phase, all players commit to their inputs.
Binding: For all Pi there is a uniquely defined value x∗i ; if Pi ∈ W , then x∗i = xi .
Privacy: For all Pi ∈ W , x∗i is information-theoretically hidden.
Computation phase:
Correctness: All Pi ∈ W output f (x∗1 , . . . , x∗n ).
Privacy: For all Pi ∈ W , no information about x∗i beyond what can be inferred from
the output of the corrupted parties leaks to A by this phase.
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In this section, we use the UC framework to capture classical RMT and SMT protocols,
which work in a model where the sender S and receiver R are connected by n disjoint wires,
as in the abstract formulation of [20]. Although this is a simple model, here we give a novel
treatment of these tasks that also serves as a warm-up to our later results, which look at
these tasks over sparse graphs. Since the classical protocols may not provide security when
enough of the wires are corrupted, we also introduce an AE wrapper that allows parties
interacting with the underlying functionality to be marked as “doomed” in such cases. In
Section 4, where we consider remote RMT and SMT, we will realize the same functionalities
for RMT and SMT defined in this section, just in a wrapped form with different parameters.
We begin by modeling the disjoint wires from the classical setting as virtual wires that
⃗
are represented by UC parties, which we call wire-parties and denote by W1 , . . . , Wn (W
for short). The idea is that a wire-party can securely forward a message from S to R or
vice versa as long as it is not corrupted, just as a wire in the classical model can securely
transmit a message between S and R as long as it is free of corruptions. Since the basic
communication model in UC is completely unprotected, we assume access to the ideal secure
⃗
S,R,W
channel functionality Fsc
(see the full version [16] for a formal specification), which
provides secure communication between an honest S or R and an honest wire-party over a
single round. Looking ahead, this functionality is very similar to the functionality we use to
capture secure channels between every pair of nodes connected by an edge in a sparse graph. 3
⃗
⃗
S,R,W
S,R,W
For convenience, we use Fsc
to realize the wire channel functionality Fwc
presented
in Figure 5 (Appendix A), which abstracts the process of sending a message to a wire-party,
who then forwards it to S or R. The functionality actually allows sending a potentially
different message through each wire-party in parallel, and it provides security for a given
message as long as S, R, and the wire-party in question are all honest. Since we are
considering virtual wires that consist of just one intermediate node, the functionality requires
⃗
S,R,W
two rounds to generate output. In Fwc
(and all of our functionalities), l(·) refers to length
and Infl is short for “influence” (see, e.g., [24]).
⃗ ), which simply routes each message mi from S to
We can use the protocol Πwc (S, R, W
⃗

⃗

S,R,W
S,R,W
R (or R to S) via Wi using two instances of Fsc
, to realize Fwc
. The proof, as well
⃗ ), can be found in the full version [16].
as a formal specification of Πwc (S, R, W
⃗
⃗
S,R,W
S,R,W
⃗ ) UC-realizes Fwc
▶ Proposition 3. Protocol Πwc (S, R, W
in the Fsc
-hybrid model.

3.1

Universally Composable RMT and SMT

P,rnd
We model the task of RMT in UC with the authenticated channel functionality Fauth
(see
the full version [16] for a formal specification), which is essentially Canetti’s Fauth [14]
with synchrony (the rnd parameter). There is also a parameter P representing the set of
possible senders and receivers (the functionality itself is single-use). This parameter allows
the functionality to verify that the actual sender and receiver can be identified as specific
nodes in the network topology over which it is being realized, which is necessary because the
realizing protocol will need to perform the same verification.

3

Our RMT protocols only require reliable edges. However, we eventually need secure channels to achieve
SMT and MPC, so for simplicity we present everything in the secure channels hybrid model.

ITC 2022

14:10

Universally Composable Almost-Everywhere Secure Computation

P,rnd
To realize Fauth
in the wire-party model (P = {S, R}) assuming only a minority of the
wire-parties get corrupted, we can simply duplicate the message through all wire-parties using
⃗
S,R,W
a single instance of Fwc
, and have the receiver (who may actually be S) take majority.
⃗ ) and give a proof in the full version [16].
We formally define protocol Πauth (S, R, W
⃗
{S,R},rnd
S,R,W
⃗ ) UC-realizes Fauth
▶ Theorem 4. Protocol Πauth (S, R, W
for rnd = 2 in the Fwc
hybrid model, against an adversary corrupting up to a minority of the wire-parties.
P,rnd
Next, we capture SMT in UC with the secure channel functionality Fsmt
(see the full
version [16] for a formal specification), which is essentially Canetti’s Fsmt [14] with synchrony.
P,rnd
To realize Fsmt
in the wire-party model assuming only a minority of the wire-parties
⃗ ) (outlined in the full version [16]), which
get corrupted, we can use protocol Πsmt (S, R, W
is essentially the FastSMT protocol from [20] adapted for our UC treatment. That is, the
sender (who may actually be R) runs protocol Πddwy (⃗γ , τ, m) (Figure 3) with the receiver,
⃗

S,R,W
using Fwc
in phase 1 as a substitute for sending messages through the wires in ⃗γ , and
{S,R},2
separate instances of Fauth
in phases 2 and 3 as a substitute for the authenticated channel.
⃗

{S,R},rnd

S,R,W
⃗ ) UC-realizes Fsmt
▶ Theorem 5. Protocol Πsmt (S, R, W
for rnd = 6 in the (Fwc
,
{S,R},2
Fauth )-hybrid model, against an adversary corrupting up to a minority of the wire-parties.

3.2

Corrupted Majorities of Wire-Parties

In the wire-party model, Fauth and Fsmt can only be realized when the adversary is restricted
to corrupting only a minority of wire-parties. When corrupted majorities are allowed, the
sender and receiver may essentially become doomed. To allow the simulator to handle such
cases, we introduce an AE wrapper functionality (Figure 1) that allows parties to be marked
as doomed according to the current set of corruptions. The wrapper accepts “doom” requests
according to an adversary structure, and it processes them by simply having the underlying
functionality treat doomed parties as fully corrupted. Recall that an adversary structure is a
set of c-vectors of subsets of a participant set P, where each component of a vector represents
corruptions of a certain type. We consider adversary structures that consist of doubles of
subsets, corresponding to a corrupted set and a doomed set, respectively, although the two
may intersect4 . We call such structures doom structures.
{S,R},rnd
{S,R},rnd
In the wire-party model, we can realize wrapped Fauth
and Fsmt
with doom
structure Dpsmt , defined as follows using participant set P = {S, R, W1 , . . . , Wn }:
(Ti , Di ) ∈ Dpsmt if and only if either |Ti − {S, R}| <
and Di ⊆ {S, R}

n
2

and Di = ∅ or |Ti − {S, R}| ≥

n
2

{S,R},rnd
Dpsmt
⃗ ) UC-realizes Wae
▶ Theorem 6. Protocol Πauth (S, R, W
(Fauth
) for rnd = 2 in the
⃗

S,R,W
Fwc
-hybrid model, even against corrupted majorities of wire-parties.
{S,R},rnd
⃗ ) by replacing invocations of
To realize wrapped Fsmt
, define protocol Π′smt (S, R, W
{S,R},2
{S,R},2
Dpsmt
⃗
Fauth
in protocol Πsmt (S, R, W ) with invocations of Wae (Fauth ).
Dpsmt
⃗ ) UC-realizes Wae
▶ Theorem 7. Protocol Π′smt (S, R, W
(Fsmt

{S,R},rnd

⃗
{S,R},2
S,R,W
Dpsmt
(Fwc
, Wae
(Fauth ))-hybrid

) for rnd = 6 in the

model, even against corrupted majorities of wire-parties.

Next we turn to SMT-PD, which offers an alternative way to achieve SMT against a
corrupted majority of wires, in the presence of a public channel.
4

This is a technicality, which simplifies some of our definitions and results. For example, the definition of
AE-monotonicity (Section 5.1) would not be quite as short and intuitive otherwise.
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D
Wrapper Functionality Wae
(F ) The wrapper is parameterized by a doom structure
D = {(T1 , D1 ), . . . , (Tm , Dm )}, where each (Ti , Di ) ∈ 2P × 2P . The underlying
functionality is F . Let T be the set of currently corrupted parties and let D be the set
of currently doomed parties, both initialized to ∅.
Upon receiving (Corrupt, sid, Pi ) from the adversary for Pi ∈ P: If (T ∪ {Pi }, D) ∈
D, then set T ← T ∪ {Pi }, relay the message to F , and send back F ’s response.
Upon receiving (Doom, sid, Pi ) from the adversary for Pi ∈ P: If (T, D ∪ {Pi }) ∈ D,
then set D ← D ∪ {Pi }, send (Corrupt, sid, Pi ) to F , and send back F ’s response.
Any other request from any party or the adversary is simply relayed to F without
any further action and the output is relayed to the destination specified by F .

Figure 1 AE wrapper functionality.

3.3

Universally Composable SMT-PD

To capture SMT-PD in UC, we use our wire-party
model from before, with the public channel
{S,R},rnd′
⃗ , l) (see
modeled by assuming access to Fauth
for some rnd′ . Protocol Πsmt-pd (S, R, W
the full version [16] for a formal specification) is essentially the Pub-SMT protocol from [25]
adapted for our UC treatment. In particular, the sender transmits a message v to the receiver
⃗
S,R,W
by essentially executing protocol Πpub-smt (⃗γ , P ub, v, l) (Figure 4), where Fwc
is used in
the first phase as a substitute
for
sending
messages
through
the
wires
in
⃗
γ
,
and
separate
{S,R},rnd′
instances of Fauth
are used in the remaining three phases as a substitute for P ub.
{S,R},rnd
⃗ , l) statistically UC-realizes Fsmt
▶ Theorem 8. Protocol Πsmt-pd (S, R, W
for rnd =
⃗

{S,R},rnd′

S,R,W
2 + 3 · rnd′ in the (Fwc
, Fauth
one of the wire-parties.

4

)-hybrid model, against an adversary corrupting all but

Almost-Everywhere Remote RMT and SMT

In this section, we consider remote – i.e. over a sparse graph Gn – RMT and SMT. As in
Section 3, we model the network topology using the parameterized secure channel functionality
Gn
Fsc
presented in Figure 6 (Appendix A), which provides secure channels only between
Gn
parties that are connected in Gn . Instead of always working directly with Fsc
, we also use it
Gn
to realize the remote secure channel functionality Fr-sc
(see the full version [16] for a formal
⃗

S,R,W
specification), the counterpart to Fwc
from Section 3. This functionality provides secure
communication over a single path, as long as no node on the path is corrupted. Using protocol
Gn
Πr-sc (Gn ) (see the full version [16] for details), we can realize Fr-sc
by simply forwarding
the message along the path, which leads to the following statement (proof omitted).
Gn
Gn
▶ Proposition 9. Protocol Πr-sc (Gn ) UC-realizes Fr-sc
in the Fsc
-hybrid model.

4.1

AE Remote RMT

We first show how classical AE-RMT protocols from the AE agreement literature can be
P,rnd
adapted to UC-realize our wrapped Fauth
functionality, using doom structures that are
derived from the protocol and the underlying sparse graph.
Graphs of Constant Degree. We first describe a scheme due to Dwork et al. [21], which
guarantees AE reliable communication in classes of constant-degree graphs (such as their
“butterfly” network) that admit a certain three-phase transmission scheme. At a high-level,
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the scheme associates with every node v a fan-in set Γin (v) and a fan-out set Γout (v) of a
fixed size s. In addition, (not necessarily vertex-disjoint) paths from a node to its sets are
specified, as well as (vertex-disjoint) paths from one node’s fan-out set to another node’s
fan-in set. Node u transmits a message to node v by first sending it to all members of Γout (u);
each member then forwards the message to its connected (via a path) node in Γin (v); and
finally each member of Γin (v) forwards the message to v, who simply takes majority.
Let Gdppu = (Vdppu , Edppu ) be a graph that admits such a scheme. To realize wrapped
Vdppu ,rnd
Fauth
, we use protocol Πdppu
r-auth (outlined in the full version [16]), which is a straightforward
Gdppu
adaptation of the scheme in the Fr-sc
-hybrid model, and the doom structure Ddppu :
For any corruption set Ti , let Ddppu (Ti ) be a subset of participants P such that at least 18
of the paths from P to Γout (P ) or at least 18 of the paths from Γin (P ) to P are corrupted.
Now, let (Ti , Di ) ∈ Ddppu if and only if |Ti | < s/4 and Di ⊆ Ddppu (Ti ).
Vdppu ,rnd
Ddppu
(Fauth
) for some rnd ∈ O(log n) in
▶ Theorem 10. Protocol Πdppu
r-auth UC-realizes Wae
Gdppu
the Fr-sc
-hybrid model, against an adversary corrupting less than s/4 nodes.

Upfal [43] proposed an alternative transmission scheme for constant-degree graphs, which
actually works over any graph; however, his optimal result is achieved only on constant-degree
expander graphs with specific parameters. The main limitation of the scheme is that it is
computationally expensive. Node u transmits a message to node v by sending it through
all the simple paths connecting them. As the message travels along a path to v, each node
on the path appends the ID of the previous node to the message. This way each message
received from a corrupted path will contain at least one ID of a corrupted node, and the
receiver can enumerate over all the possible corruption sets to recover the message.
Vupfal ,rnd
Let Gupfal
= (Vupfal , Eupfal ) be a d-regular expander graph. To realize wrapped Fauth
,
n
(outlined
in
the
full
version
[16]),
which
is
a
straightforward
adaptation
we use protocol Πupfal
r-auth
Gupfal
of Upfal’s scheme in the Fscn -hybrid model, and the following doom structure Dupfal :
First, define Dupfal (Ti ) by the following iterative process: Starting with the set S = Ti ,
repeatedly add all participants Q ∈
/ S such that at least 15 of Q’s neighbors are in S.
Now, let (Ti , Di ) ∈ Dupfal if and only if |Ti | < t < 1/72n and Di ⊆ Dupfal (Ti ).
Vupfal ,rnd
Dupfal
▶ Theorem 11. Protocol Πupfal
(Fauth
) for some rnd ∈ O(log n) in
r-auth UC-realizes Wae
Gupfal
n
the Fsc -hybrid model, against an adversary corrupting less than 1/72n nodes.

Although the simulator we construct is inefficient, that seems reasonable since the protocol
itself runs in exponential time.
Graphs of Poly-Logarithmic Degree. Chandran et al. [17] proposed an AE-RMT scheme
over a randomly constructed graph of poly-logarithmic degree. A very high-level idea of their
construction is to transmit a message via multiple paths, while also performing some sort
of error correction along the way. Their graph is comprised of some randomly generated,
overlapping, fully connected committees that are themselves connected via the butterfly
network. They also assign and connect to each node a number of those committees as helpers.
Node u transmits a message to node v by sending it to all of u’s helper committees, who then
transmit it to v’s helper committees using the transmission scheme of Dwork et al. [21] at the
committee level. Finally, v takes majority over the values received from its helpers. As the
message travels from one committee to another, error correction occurs using a differential
agreement protocol [22] run by the nodes in the destination committee.
Vcgo ,rnd
Let Gcgo
= (Vcgo , Ecgo ) be a graph constructed as above. To realize wrapped Fauth
, we
n
use protocol Πcgo
r-auth (outlined in the full version [16]), which is a straightforward adaptation
Gcgo
of the above scheme in the Fscn -hybrid model, and the following doom structure Dcgo :
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First, for any set of corruptions Ti , let Dcgo (Ti ) be the set of all participants P such
that P ∈ Ti or at least 16 of P ’s helper committees are unprivileged. A committee is
considered corrupted if more than 14 of its members are corrupted, and committees are
categorized as unprivileged according to the Ddppu (·) function defined above.
Now, let (Ti , Di ) ∈ Dcgo if and only if corrupting the nodes in Ti causes at most
n logk n
committees to become corrupted, and Di ⊆ Dcgo (Ti ).
4 log(n logk n)
Chandran et al. [17] proved that there exist constants αcgo , βcgo such that for any Ti with
|Ti |
|Ti | < αcgo n, it holds that |Dcgo (Ti )| < βcgo log
n . For those constants we have:
Vcgo ,rnd
Dcgo
▶ Theorem 12. Protocol Πcgo
) for rnd ∈ O(log n · log log n)
r-auth UC-realizes Wae (Fauth
cgo
Gn
in the Fsc -hybrid model, against an adversary corrupting less than αcgo n nodes.

Graphs of Logarithmic Degree. Jayanti et al. [32] recently proposed a transmission scheme
over logarithmic-degree graphs. Their graphs consist of multiple layers that are all constructed
using the same method but over randomly permuted sets of nodes. In each layer, nodes are
partitioned into committees of size s that are connected via the butterfly network and have
Upfal’s [43] expander graph instantiated inside them. We call this family of graphs Gjrv .
To transmit a message from node u to node v, in each layer u sends the message to all its
committee members using Upfal’s transmission scheme, and then the committee transmits it
to v’s committee using the transmission scheme of Dwork et al. [21] at the committee level.
Finally, all of v’s committee members send the value to v so that it can take majority over
what is received from all the layers combined. There is also some type of error correction
when messages travel from one committee to another.
Vjrv ,rnd
Let Gjrv
= (Vjrv , Ejrv ) ∈ Gjrv with |Vjrv | = n. To realize wrapped Fauth
, we use
n
jrv
protocol Πr-auth (outlined in the full version [16]), which is a straightforward adaptation of
Gjrv
the above scheme in the Fscn -hybrid model, and the following doom structure Djrv :
1
First, in each layer of Gjrv
n , if a committee contains more than 72 s corruptions, call it
n/s
bad. If the total number of bad committees in a layer exceeds 4 log(n/s) , call the layer bad.
Next, for any set of corruptions Ti , let Djrv (Ti ) be the set of all participants P such that
1
P ∈ Ti or P is doomed in more than 10
z layers among all the good layers. A node is
considered doomed in a layer if it is located in a doomed committee (with respect to
Ddppu (·)) or is doomed itself within its committee (with respect to Dupfal (·)).
Now, let (Ti , Di ) ∈ Djrv if and only if corrupting the nodes in Ti causes at most 15 of the
layers to become bad, and Di ⊆ Djrv (Ti ).
Jayanti et al. [32] proved there exists a graph Gjrv
n ∈ Gjrv and constants αjrv , βjrv such that
|Ti |
for Ti with |Ti | < αjrv n, it holds that |Djrv (Ti )| < βjrv log
n . For such a graph we have:
Vjrv ,rnd
Djrv
▶ Theorem 13. Protocol Πjrv
r-auth UC-realizes Wae (Fauth ) for some rnd ∈ O(log n ·
Gjrv
log log log n) in the Fscn -hybrid model, against adversaries corrupting less than αjrv n nodes.

4.2

AE Remote SMT

To achieve AE secure communication over the constant-degree graphs studied by Dwork
et al. [21], we can apply the approach that we used in Section 3.2 to obtain AE-SMT in
⃗ ) to work over the
the wire-party model. That is, we can adapt protocol Π′smt (S, R, W
dppu
three-phase paths in Gdppu , and the resulting protocol Πr-smt (formally outlined in the full
Vdppu ,rnd′
version [16]) realizes wrapped Fsmt
for some rnd′ with the same doom structure Ddppu
from Section 4.1. Let ℓ denote the maximum length of any of the three-phase paths.
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Vdppu ,2·rnd+ℓ
Vdppu ,rnd
Ddppu
Ddppu
▶ Theorem 14. Protocol Πdppu
(Fsmt
) in the (Wae
(Fauth
),
r-smt UC-realizes Wae
Gdppu
Fr-sc
)-hybrid model for rnd ∈ O(log n), against an adversary corrupting less than s/4 nodes.

The above technique cannot in general be extended to other AE-RMT schemes, because
it requires a majority of honest paths between any pair of privileged nodes to realize a secure
link between them. Many transmission schemes, such as Upfal’s [43], do not guarantee such
a property for privileged nodes. To realize AE-SMT using other transmission schemes, one
approach is to use SMT-PD, which only requires a single honest path between sender and
receiver to establish a secure channel, assuming access to a public channel. This approach can
be used to make any AE-RMT scheme secure, since these schemes realize an authenticated
channel (between privileged nodes) and guarantee at least one honest path between any pair
of privileged nodes. The downside is that only statistical security is obtained.
We first introduce some notation. Given a doom structure D (with participant set P),
denote by dom(D) the set of values that appear as a first component in D (in other words,
the set of all corruption sets allowed by D). Say that D is t-complete if max(Ti ,Di )∈D |Ti | = t,
and T ∈ dom(D) for all T ⊆ P with |T | ≤ t (in other words, if all possible sets of corruptions
of size at most t are allowed by D). Moreover, say that a doom structure D is D-monotone
if whenever (Tj , Dj ) ∈ D and Di ⊆ Dj , it holds that (Tj , Di ) ∈ D. We note that all of our
doom structures are t-complete and D-monotone.
Now, let Gn = (V, E) be a graph with polynomially many paths of length at most ℓ
V,rnd
specified between every pair of nodes. Suppose we already know how to realize wrapped Fauth
for some rnd, with respect to a doom structure Dsmt-pd (with P = V ) that is t-complete and Dmonotone and moreover satisfies the following condition: For all T ⊆ V with |T | ≤ t, at least
one of the specified paths between any pair of nodes in V − T − ∪(T,Di )∈Dsmt-pd Di is completely
′

V,rnd
contained in V − T . Then, we can realize wrapped Fsmt
using protocol Πr-smt-pd (Gn )
⃗ , l)
(formally outlined in the full version [16]), which is essentially protocol Πsmt-pd (S, R, W
from Section 3.3 adapted to work over the specified paths in Gn , and the same doom structure
Dsmt-pd . For such a doom structure we obtain the following statement:
V,ℓ+3·rnd
Dsmt-pd
▶ Theorem 15. Protocol Πr-smt-pd (Gn ) statistically UC-realizes Wae
(Fsmt
) in the
V,rnd
Gn
Dsmt-pd
(Fr-sc , Wae
(Fauth ))-hybrid model against a t-adversary.

Observe that t-completeness allows for statements against threshold adversaries, and
D-monotonicity is required in the simulation since the simulator can only doom parties one
by one. According to [21], all the realizable doom structures for AE remote RMT satisfy the
above condition. Therefore, protocol Πr-smt-pd (Gn ) can be used with any of the classes of
sparse graphs discussed in Section 4.1 to achieve AE remote SMT with statistical security.

5

Almost-Everywhere Secure Computation

In this section, we consider general UC-secure computation in the almost-everywhere setting.
We start by proving a composition theorem that shows how to compile a protocol Π realizing
some functionality F with the help of several hybrids into an almost-everywhere version of Π,
by wrapping each hybrid with a potentially different doom structure Di . These structures can
be arbitrary, subject only to a certain monotonicity property, although they must correspond
to the same participant set (indeed, composition would not make much sense otherwise); the
compiled protocol is then shown to realize a wrapped version of F , using a new doom structure
D ′ . Moreover, we allow the original protocol Π to itself realize a wrapped functionality
associated with some doom structure D. This, along with the fact that the monotonicity
property carries over to the new doom structure D ′ , make the compiled protocol readily
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Compiler C D1 ,...,Dm (Π) Apply the following modifications to protocol Π (which uses
F1 , . . . , Fm as hybrids):
Di
1. For each i ∈ [m], instead of using Fi , parties use Wae
(Fi ) (which has the same
input/output format to the parties).
Figure 2 The AE compiler.

amenable to further composition. We conclude by applying a special case of the composition
theorem to obtain AE-MPC over the sparse graphs that were considered in Section 4. Rather
than constructing protocols from scratch, we simply apply our generic AE compiler to replace
the secure channels that are used in standard MPC protocols with AE remote SMT.

5.1

A General Composition Theorem

Let us first introduce some notation. Say that a doom structure D is AE-monotone if
whenever (Ti , Di ) ∈ D and Ti ⊆ Tj for Tj ∈ dom(D), it holds that (Tj , Di ) ∈ D. Different
from the standard notion of monotonicity in the general adversary literature, AE-monotonicity
captures the intuitive property that when additional parties are corrupted, parties that were
previously doomed are still doomed (or newly corrupted). AE-monotonicity seems to be
important for simulatability; for example, the simulator may want to make a doom request
for a newly doomed party only after some additional parties are corrupted in the meantime,
and in such a case the doom structure needs to admit that request. Fortunately, all of our
doom structures are AE-monotone.
The AE compiler is shown in Figure 2. It takes as input a protocol Π realizing some
D
wrapped functionality Wae
(F ) in the (F1 , . . . , Fm )-hybrid model and turns it into a protocol
D1
Dm
(Fm ))-hybrid model. Of course, the compiled protocol
that works in the (Wae (F1 ), . . . , Wae
will not in general realize wrapped F with the same doom structure D. In the following
theorem, we construct a new doom structure D ′ representing the level of AE-security that
is retained. Since we consider general adversaries, the compiled protocol can tolerate a set
T ′ of corruptions only if T ′ can be tolerated by all of the assumed doom structures (i.e., D
as well as D1 , . . . , Dm ). Furthermore, the set of parties in the compiled protocol that are
considered doomed (relative to T ′ ) can consist of, roughly speaking, parties that are doomed
with respect to any of the wrapped hybrids (such parties are collected in D(T ′ ) below) or
that would have been doomed in the original protocol Π (the parties denoted by A). In fact,
since Π may already carry some level of AE-security, as captured by D, we must expand the
latter set to include parties that only become doomed when some or all of the parties in the
former set are actually corrupted. Thus, we require that T ′ ∪ D(T ′ ) is also tolerated by D.
▶ Theorem 16. Let D, D1 , . . . , Dm be AE-monotone doom structures over the same particiTm
pant set P. Let T = dom(D) and T ′ = ( i=1 dom(Di )) ∩ T . For any T ′ ∈ T ′ , define
D(T ′ ) =

m
[




[


i=1

(T ′ ,D

Dj  .

j )∈Di

D
Suppose that for all T ′ ∈ T ′ , it holds that T ′ ∪D(T ′ ) ∈ T . If protocol Π UC-realizes Wae
(F ) in
D1 ,...,Dm
D′
the (F1 , . . . , Fm )-hybrid model against a T -adversary, then C
(Π) UC-realizes Wae
(F )
D1
Dm
in the (Wae
(F1 ), . . . , Wae
(Fm ))-hybrid model against a T ′ -adversary, where D ′ is defined
as follows: For all T ′ ∈ T ′ , we have (T ′ , D ∪ A) ∈ D ′ if D ⊆ D(T ′ ) and (T ′ ∪ D(T ′ ), A) ∈ D.
Moreover, D ′ is AE-monotone.
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In the specific case that Π realizes an unwrapped functionality F (indeed, one can always
apply our AE wrapper to F with a doom structure of the form {(Ti , ∅)}i , which is trivially
AE-monotone, in order to obtain an equivalent functionality) in the G-hybrid model against
a threshold adversary, we obtain the following corollary:
▶ Corollary 17. Let D be a t!′ -complete, D-monotone, and AE-monotone doom structure.
S
Di ∪ T ′ . If protocol Π UC-realizes F in the G-hybrid model
Let t = max
′
′
|T |=t

(T ′ ,Di )∈D

D
D
against a t-adversary, then C D (Π) UC-realizes Wae
(F ) in the Wae
(G)-hybrid model against
′
a t -adversary.

Observe that t′ -completeness allows the simulator to handle a threshold adversary that
can corrupt any t′ parties, and D-monotonicity is needed for the doom structure D used to
wrap G to be preserved when wrapping F . By construction, all of our doom structures satisfy
these two properties. We remark that t has a natural interpretation: the maximum number
of parties that can become unprivileged (with respect to D) when t′ parties are corrupted.

5.2

AE-MPC

We now present our main result: how to achieve almost-everywhere MPC over several classes
of sparse graphs in a composable manner. We assume a protocol that achieves “regular”
MPC over a complete network of point-to-point secure channels, and show how to transform
it into a protocol that achieves AE-MPC (with a lower corruption threshold) over a sparse
graph with secure channels only between connected parties, using our AE compiler. To
f,P,rnd
(see the full
capture the MPC task for n-ary function f , we use the functionality Fmpc
version [16] for a formal specification), which is essentially Canetti’s Fsfe [14] with synchrony.
Although standard information-theoretic MPC protocols tolerating t < n3 corruptions
are known [8, 18], they assume access to a broadcast channel, noting that broadcast can
be achieved when t < n3 . However, [30] showed that classical broadcast protocols are not
adaptively secure in a simulation-based setting, and gave a VSS-based protocol that does
in fact realize adaptively secure broadcast with perfect security for t < n3 , assuming only
f,P,rnd
secure channels. Therefore, there exists a protocol that UC-realizes Fmpc
for any n-ary
P,1
function f and some rnd in the Fsmt -hybrid model, against an adversary corrupting less than
P,ℓ
n
3 parties. It is clear that this holds even in the Fsmt -hybrid model, for arbitrary ℓ. Now,
by invoking Corollary 17 (which of course also offers statistical security) and then applying
the (regular) UC composition theorem in tandem with our results in Theorems 14 and 15
showing how to achieve AE-SMT over several classes of sparse graphs with either perfect or
statistical security, we obtain the following corollaries showing how to achieve AE-MPC over
those classes of graphs, with different combinations of parameters (recall that the maximum
number of doomed nodes is encoded into each doom structure), for any n-ary function f :
Gdppu

f,Vdppu ,rnd
Ddppu
▶ Corollary 18. There exists a protocol that UC-realizes Wae
(Fmpc
) in the Fscn n
hybrid model against a t-adversary, for some rnd and t ∈ O( log n ).

▶ Corollary 19. Let x ∈ {upfal, cgo, jrv}. There exists a protocol statistically UC-realizing
Gx
f,Vx ,rnd
Dx
Wae
(Fmpc
) in the Fscn -hybrid model against a t-adversary, for some rnd and t ∈ O(n).

N. Chandran, P. Forghani, J. Garay, R. Ostrovsky, R. Patel, and V. Zikas

14:17

References
1

2

3

4

5

6
7

8

9

10

11

Saurabh Agarwal, Ronald Cramer, and Robbert de Haan. Asymptotically optimal two-round
perfectly secure message transmission. In Cynthia Dwork, editor, Advances in Cryptology CRYPTO 2006, 26th Annual International Cryptology Conference, Santa Barbara, California,
USA, August 20-24, 2006, Proceedings, volume 4117 of Lecture Notes in Computer Science,
pages 394–408. Springer, 2006. doi:10.1007/11818175_24.
Bar Alon, Eran Omri, and Anat Paskin-Cherniavsky. MPC with friends and foes. In Daniele
Micciancio and Thomas Ristenpart, editors, Advances in Cryptology - CRYPTO 2020 - 40th
Annual International Cryptology Conference, CRYPTO 2020, Santa Barbara, CA, USA, August
17-21, 2020, Proceedings, Part II, volume 12171 of Lecture Notes in Computer Science, pages
677–706. Springer, 2020. doi:10.1007/978-3-030-56880-1_24.
Michael Backes, Birgit Pfitzmann, and Michael Waidner. A composable cryptographic
library with nested operations. In Sushil Jajodia, Vijayalakshmi Atluri, and Trent Jaeger,
editors, Proceedings of the 10th ACM Conference on Computer and Communications Security,
CCS 2003, Washington, DC, USA, October 27-30, 2003, pages 220–230. ACM, 2003. doi:
10.1145/948109.948140.
Christian Badertscher, Ran Canetti, Julia Hesse, Björn Tackmann, and Vassilis Zikas. Universal
composition with global subroutines: Capturing global setup within plain UC. In Rafael Pass
and Krzysztof Pietrzak, editors, Theory of Cryptography - 18th International Conference, TCC
2020, Durham, NC, USA, November 16-19, 2020, Proceedings, Part III, volume 12552 of Lecture
Notes in Computer Science, pages 1–30. Springer, 2020. doi:10.1007/978-3-030-64381-2_1.
Christian Badertscher, Ueli Maurer, Daniel Tschudi, and Vassilis Zikas. Bitcoin as a transaction
ledger: A composable treatment. In Jonathan Katz and Hovav Shacham, editors, Advances
in Cryptology - CRYPTO 2017 - 37th Annual International Cryptology Conference, Santa
Barbara, CA, USA, August 20-24, 2017, Proceedings, Part I, volume 10401 of Lecture Notes
in Computer Science, pages 324–356. Springer, 2017. doi:10.1007/978-3-319-63688-7_11.
Boaz Barak, Ran Canetti, Yehuda Lindell, Rafael Pass, and Tal Rabin. Secure computation
without authentication. J. Cryptol., 24(4):720–760, 2011. doi:10.1007/s00145-010-9075-9.
Zuzana Beerliová-Trubíniová, Matthias Fitzi, Martin Hirt, Ueli M. Maurer, and Vassilis Zikas.
MPC vs. SFE: perfect security in a unified corruption model. In Ran Canetti, editor, Theory of
Cryptography, Fifth Theory of Cryptography Conference, TCC 2008, New York, USA, March
19-21, 2008, volume 4948 of Lecture Notes in Computer Science, pages 231–250. Springer,
2008. doi:10.1007/978-3-540-78524-8_14.
Michael Ben-Or, Shafi Goldwasser, and Avi Wigderson. Completeness theorems for noncryptographic fault-tolerant distributed computation (extended abstract). In Janos Simon,
editor, Proceedings of the 20th Annual ACM Symposium on Theory of Computing, May 2-4,
1988, Chicago, Illinois, USA, pages 1–10. ACM, 1988. doi:10.1145/62212.62213.
Elette Boyle, Ran Cohen, Deepesh Data, and Pavel Hubácek. Must the communication
graph of MPC protocols be an expander? In Hovav Shacham and Alexandra Boldyreva,
editors, Advances in Cryptology - CRYPTO 2018 - 38th Annual International Cryptology
Conference, Santa Barbara, CA, USA, August 19-23, 2018, Proceedings, Part III, volume
10993 of Lecture Notes in Computer Science, pages 243–272. Springer, 2018. doi:10.1007/
978-3-319-96878-0_9.
√
Elette Boyle, Ran Cohen, and Aarushi Goel. Breaking the o( n)-bit barrier: Byzantine
agreement with polylog bits per party. In Avery Miller, Keren Censor-Hillel, and Janne H.
Korhonen, editors, PODC ’21: ACM Symposium on Principles of Distributed Computing,
Virtual Event, Italy, July 26-30, 2021, pages 319–330. ACM, 2021. doi:10.1145/3465084.
3467897.
Jan Camenisch, Stephan Krenn, Ralf Küsters, and Daniel Rausch. iuc: Flexible universal
composability made simple. In Steven D. Galbraith and Shiho Moriai, editors, Advances in
Cryptology - ASIACRYPT 2019 - 25th International Conference on the Theory and Application
of Cryptology and Information Security, Kobe, Japan, December 8-12, 2019, Proceedings,
Part III, volume 11923 of Lecture Notes in Computer Science, pages 191–221. Springer, 2019.
doi:10.1007/978-3-030-34618-8_7.

ITC 2022

14:18

Universally Composable Almost-Everywhere Secure Computation

12
13

14

15

16

17

18

19

20

21

22

23

24

Ran Canetti. Security and composition of multiparty cryptographic protocols. J. Cryptol.,
13(1):143–202, 2000. doi:10.1007/s001459910006.
Ran Canetti. Universally composable security: A new paradigm for cryptographic protocols.
In 42nd Annual Symposium on Foundations of Computer Science, FOCS 2001, 14-17 October
2001, Las Vegas, Nevada, USA, pages 136–145. IEEE Computer Society, 2001. doi:10.1109/
SFCS.2001.959888.
Ran Canetti. Universally composable security: A new paradigm for cryptographic protocols.
Cryptology ePrint Archive, Report 2000/067, December 2005. Latest version at https:
//ia.cr/2000/067.
Ran Canetti, Yevgeniy Dodis, Rafael Pass, and Shabsi Walfish. Universally composable
security with global setup. In Salil P. Vadhan, editor, Theory of Cryptography, 4th Theory of
Cryptography Conference, TCC 2007, Amsterdam, The Netherlands, February 21-24, 2007,
Proceedings, volume 4392 of Lecture Notes in Computer Science, pages 61–85. Springer, 2007.
doi:10.1007/978-3-540-70936-7_4.
Nishanth Chandran, Pouyan Forghani, Juan Garay, Rafail Ostrovsky, Rutvik Patel, and
Vassilis Zikas. Universally composable almost-everywhere secure computation. Cryptology
ePrint Archive, Report 2021/1398, 2021. URL: https://ia.cr/2021/1398.
Nishanth Chandran, Juan A. Garay, and Rafail Ostrovsky. Improved fault tolerance and
secure computation on sparse networks. In Samson Abramsky, Cyril Gavoille, Claude Kirchner,
Friedhelm Meyer auf der Heide, and Paul G. Spirakis, editors, Automata, Languages and
Programming, 37th International Colloquium, ICALP 2010, Bordeaux, France, July 6-10,
2010, Proceedings, Part II, volume 6199 of Lecture Notes in Computer Science, pages 249–260.
Springer, 2010. doi:10.1007/978-3-642-14162-1_21.
David Chaum, Claude Crépeau, and Ivan Damgård. Multiparty unconditionally secure
protocols (extended abstract). In Janos Simon, editor, Proceedings of the 20th Annual ACM
Symposium on Theory of Computing, May 2-4, 1988, Chicago, Illinois, USA, pages 11–19.
ACM, 1988. doi:10.1145/62212.62214.
Danny Dolev. Unanimity in an unknown and unreliable environment. In 22nd Annual
Symposium on Foundations of Computer Science, Nashville, Tennessee, USA, 28-30 October
1981, pages 159–168. IEEE Computer Society, 1981. doi:10.1109/SFCS.1981.53.
Danny Dolev, Cynthia Dwork, Orli Waarts, and Moti Yung. Perfectly secure message
transmission. In 31st Annual Symposium on Foundations of Computer Science, St. Louis,
Missouri, USA, October 22-24, 1990, Volume I, pages 36–45. IEEE Computer Society, 1990.
doi:10.1109/FSCS.1990.89522.
Cynthia Dwork, David Peleg, Nicholas Pippenger, and Eli Upfal. Fault tolerance in networks
of bounded degree (preliminary version). In Juris Hartmanis, editor, Proceedings of the 18th
Annual ACM Symposium on Theory of Computing, May 28-30, 1986, Berkeley, California,
USA, pages 370–379. ACM, 1986. doi:10.1145/12130.12169.
Matthias Fitzi and Juan A. Garay. Efficient player-optimal protocols for strong and differential
consensus. In Elizabeth Borowsky and Sergio Rajsbaum, editors, Proceedings of the TwentySecond ACM Symposium on Principles of Distributed Computing, PODC 2003, Boston,
Massachusetts, USA, July 13-16, 2003, pages 211–220. ACM, 2003. doi:10.1145/872035.
872066.
Matthias Fitzi, Martin Hirt, and Ueli M. Maurer. Trading correctness for privacy in unconditional multi-party computation (extended abstract). In Hugo Krawczyk, editor, Advances in
Cryptology - CRYPTO ’98, 18th Annual International Cryptology Conference, Santa Barbara,
California, USA, August 23-27, 1998, Proceedings, volume 1462 of Lecture Notes in Computer
Science, pages 121–136. Springer, 1998. doi:10.1007/BFb0055724.
Juan A. Garay, Aggelos Kiayias, and Hong-Sheng Zhou. A framework for the sound specification
of cryptographic tasks. In Proceedings of the 23rd IEEE Computer Security Foundations
Symposium, CSF 2010, Edinburgh, United Kingdom, July 17-19, 2010, pages 277–289. IEEE
Computer Society, 2010. doi:10.1109/CSF.2010.26.

N. Chandran, P. Forghani, J. Garay, R. Ostrovsky, R. Patel, and V. Zikas

25

26

27

28
29

30

31
32

33

34

35

36
37

14:19

Juan A. Garay and Rafail Ostrovsky. Almost-everywhere secure computation. In Nigel P.
Smart, editor, Advances in Cryptology - EUROCRYPT 2008, 27th Annual International
Conference on the Theory and Applications of Cryptographic Techniques, Istanbul, Turkey,
April 13-17, 2008. Proceedings, volume 4965 of Lecture Notes in Computer Science, pages
307–323. Springer, 2008. doi:10.1007/978-3-540-78967-3_18.
Juan A. Garay and Kenneth J. Perry. A continuum of failure models for distributed computing.
In Adrian Segall and Shmuel Zaks, editors, Distributed Algorithms, 6th International Workshop,
WDAG ’92, Haifa, Israel, November 2-4, 1992, Proceedings, volume 647 of Lecture Notes in
Computer Science, pages 153–165. Springer, 1992. doi:10.1007/3-540-56188-9_11.
Oded Goldreich, Silvio Micali, and Avi Wigderson. How to play any mental game or A
completeness theorem for protocols with honest majority. In Alfred V. Aho, editor, Proceedings
of the 19th Annual ACM Symposium on Theory of Computing, 1987, New York, New York,
USA, pages 218–229. ACM, 1987. doi:10.1145/28395.28420.
Jacopo Griggio. Perfectly secure message transmission protocols with low communication
overhead and their generalization. PhD thesis, Universiteit Leiden, 2012.
Martin Hirt and Ueli M. Maurer. Complete characterization of adversaries tolerable in
secure multi-party computation (extended abstract). In James E. Burns and Hagit Attiya,
editors, Proceedings of the Sixteenth Annual ACM Symposium on Principles of Distributed
Computing, Santa Barbara, California, USA, August 21-24, 1997, pages 25–34. ACM, 1997.
doi:10.1145/259380.259412.
Martin Hirt and Vassilis Zikas. Adaptively secure broadcast. In Henri Gilbert, editor, Advances
in Cryptology - EUROCRYPT 2010, 29th Annual International Conference on the Theory and
Applications of Cryptographic Techniques, Monaco / French Riviera, May 30 - June 3, 2010.
Proceedings, volume 6110 of Lecture Notes in Computer Science, pages 466–485. Springer,
2010. doi:10.1007/978-3-642-13190-5_24.
Dennis Hofheinz and Victor Shoup. GNUC: A new universal composability framework. J.
Cryptol., 28(3):423–508, 2015. doi:10.1007/s00145-013-9160-y.
Siddhartha Jayanti, Srinivasan Raghuraman, and Nikhil Vyas. Efficient constructions for
almost-everywhere secure computation. In Anne Canteaut and Yuval Ishai, editors, Advances
in Cryptology - EUROCRYPT 2020 - 39th Annual International Conference on the Theory
and Applications of Cryptographic Techniques, Zagreb, Croatia, May 10-14, 2020, Proceedings,
Part II, volume 12106 of Lecture Notes in Computer Science, pages 159–183. Springer, 2020.
doi:10.1007/978-3-030-45724-2_6.
Jonathan Katz, Ueli Maurer, Björn Tackmann, and Vassilis Zikas. Universally composable
synchronous computation. In Amit Sahai, editor, Theory of Cryptography - 10th Theory of
Cryptography Conference, TCC 2013, Tokyo, Japan, March 3-6, 2013. Proceedings, volume
7785 of Lecture Notes in Computer Science, pages 477–498. Springer, 2013. doi:10.1007/
978-3-642-36594-2_27.
Valerie King and Jared Saia. From almost everywhere to everywhere: Byzantine agreement
with õ(n3/2 ) bits. In Idit Keidar, editor, Distributed Computing, 23rd International Symposium,
DISC 2009, Elche, Spain, September 23-25, 2009. Proceedings, volume 5805 of Lecture Notes
in Computer Science, pages 464–478. Springer, 2009. doi:10.1007/978-3-642-04355-0_47.
Kaoru Kurosawa and Kazuhiro Suzuki. Truly efficient 2-round perfectly secure message
transmission scheme. In Nigel P. Smart, editor, Advances in Cryptology - EUROCRYPT
2008, 27th Annual International Conference on the Theory and Applications of Cryptographic
Techniques, Istanbul, Turkey, April 13-17, 2008. Proceedings, volume 4965 of Lecture Notes in
Computer Science, pages 324–340. Springer, 2008. doi:10.1007/978-3-540-78967-3_19.
Leslie Lamport, Robert E. Shostak, and Marshall C. Pease. The byzantine generals problem.
ACM Trans. Program. Lang. Syst., 4(3):382–401, 1982. doi:10.1145/357172.357176.
Ueli Maurer and Renato Renner. Abstract cryptography. In Bernard Chazelle, editor,
Innovations in Computer Science - ICS 2011, Tsinghua University, Beijing, China, January
7-9, 2011. Proceedings, pages 1–21. Tsinghua University Press, 2011. URL: http://conference.
iiis.tsinghua.edu.cn/ICS2011/content/papers/14.html.

ITC 2022

14:20

Universally Composable Almost-Everywhere Secure Computation

38
39
40
41

42

43

44

Jesper Buus Nielsen. On Protocol Security in the Cryptographic Model. PhD thesis, University
of Aarhus, 2003.
Marshall C. Pease, Robert E. Shostak, and Leslie Lamport. Reaching agreement in the
presence of faults. J. ACM, 27(2):228–234, 1980. doi:10.1145/322186.322188.
Hasan Md. Sayeed and Hosame Abu-Amara. Efficient perfectly secure message transmission
in synchronous networks. Inf. Comput., 126(1):53–61, 1996. doi:10.1006/inco.1996.0033.
Gabriele Spini and Gilles Zémor. Perfectly secure message transmission in two rounds. In
Martin Hirt and Adam D. Smith, editors, Theory of Cryptography - 14th International
Conference, TCC 2016-B, Beijing, China, October 31 - November 3, 2016, Proceedings,
Part I, volume 9985 of Lecture Notes in Computer Science, pages 286–304, 2016. doi:
10.1007/978-3-662-53641-4_12.
K. Srinathan, Arvind Narayanan, and C. Pandu Rangan. Optimal perfectly secure message
transmission. In Matthew K. Franklin, editor, Advances in Cryptology - CRYPTO 2004, 24th
Annual International CryptologyConference, Santa Barbara, California, USA, August 15-19,
2004, Proceedings, volume 3152 of Lecture Notes in Computer Science, pages 545–561. Springer,
2004. doi:10.1007/978-3-540-28628-8_33.
Eli Upfal. Tolerating linear number of faults in networks of bounded degree. In Norman C.
Hutchinson, editor, Proceedings of the Eleventh Annual ACM Symposium on Principles of
Distributed Computing, Vancouver, British Columbia, Canada, August 10-12, 1992, pages
83–89. ACM, 1992. doi:10.1145/135419.135437.
Andrew Chi-Chih Yao. Space-time tradeoff for answering range queries (extended abstract). In
Harry R. Lewis, Barbara B. Simons, Walter A. Burkhard, and Lawrence H. Landweber, editors,
Proceedings of the 14th Annual ACM Symposium on Theory of Computing, May 5-7, 1982,
San Francisco, California, USA, pages 128–136. ACM, 1982. doi:10.1145/800070.802185.

N. Chandran, P. Forghani, J. Garay, R. Ostrovsky, R. Patel, and V. Zikas

A

14:21

Functionalities and Protocols

Protocol Πddwy (⃗γ , τ, m)
1. (Phase 1) The sender S sends nτ + 1 strong pads SP1 ,SP2 , . . . , SPnτ +1 . To send
each strong pad, S chooses a random polynomial f (x) ∈ Zq (x) of degree τ and
sets pad = f (0). Then for each i ∈ [n] S chooses an additional random polynomial
hi (x) ∈ Zq of degree τ such that hi (0) = f (i). Finally, for each i ∈ [n], S sends hi (·)
with a vector of checking pieces Ci = (c1i , c2i , . . . , cni ) to R using wire γi where for
all i, j ∈ [n], cji = hj (i).
2. (Phase 2) For each k ∈ [n], let Tk be received in the attempted transmission of SPk
and gi , Di be possibly corrupted information received as hi , Ci . If for any Ta all the
checking pieces cji and all polynomials hi (·) are consistent then R interpolates the
pada from Ta and sends “a, OK” to S over the authenticated channel. Otherwise, R
finds an l such that {conflicts of Tl } ⊆ ∪m̸=l {conflicts of Tm }, where any unordered
pair (i, j) is called a conflict of Tk if dji ̸= gj (i). Then R sends l and all Tm , m ̸= l
back to S using authenticated channel.
3. (Phase 3)
If “a, OK” received over the authenticated channel in phase 2, then S sends
z = m + pada to R using the authenticated channel. Otherwise, S preforms error
detection on all Tj ’s received from R and sends detected faults and z = m + padi
to R using authenticated channel.
If R previously sent “a, OK” to S in phase 1, then s/he computes m = z − pada .
Otherwise, R corrects the faults in Ti , obtains padi and computes m = z − padi .
Figure 3 The SMT protocol from [20].

Protocol Πpub-smt (⃗γ , P ub, m, l)
1. The sender S sends n uniformly random bit strings R1 , R2 , . . . , Rn of length 15l to
the receiver R through wires γ1 , γ2 , . . . , γn , respectively. Let R1′ , R2′ , . . . , Rn′ be the
strings received by R. R rejects all wires where |Ri′ | ̸= 15l.
2. For i ∈ [n], S generates Ri∗ by replacing 12l randomly chosen positions of Ri with
“∗.” Then S sends R1∗ , R2∗ , . . . , Rn∗ to R over P ub.
3. For any i ∈ [n], if Ri∗ and Ri′ differ in any “opened” bits, R marks γi as “faulty.”
Then R sends an n-bit string to S over P ub that identifies faulty wires. Let ⃗γ =
{γ1 , γ2 , . . . , γs }, s ≤ n denote the set of non-faulty wires, and Ri , |Ri | = 12l, 1 ≤
i ≤ s, denote the corresponding string of unopened bits; let Ri′ be the corresponding
string in R’s possession.
4. For 1 ≤ i ≤ s, S chooses mi such that m = m1 ⊕ m2 ⊕ · · · ⊕ ms , and sends
Si = E(mi ) ⊕ Ri , 1 ≤ i ≤ s, over P ub. R computes m′i = D(Si ⊕ Ri′ ) for all
1 ≤ i ≤ s. Then R outputs m′ = m′1 ⊕ m′2 ⊕ · · · ⊕ m′s .
Figure 4 The SMT-PD protocol from [25].
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⃗

S,R,W
Functionality Fwc
The functionality is parameterized by the identities of the
⃗ = (W1 , . . . , Wn ). At the first
sender S, the receiver R, and the n wire-parties W
activation, verify that sid = (Ps , Pr , sid′ ), where {Ps , Pr } = {S, R}. Initialize variables
m1 , . . . , mn to ⊥.
Upon receiving input (Send, sid, Wi , vi ) from Ps in round ρ (which is the same
for all Wi ), record mi ← vi . If any P ∈ {Ps , Pr , Wi } is marked as corrupted, then send (SendLeak, sid, Wi , mi ) to the adversary; otherwise send
(SendLeak, sid, Wi , l(mi )).
Upon receiving (InflSend, sid, Wi , m′i ) from the adversary: If any P ∈ {Ps , Pr , Wi }
is corrupted, and (Sent, sid, Wi , mi ) has not yet been sent to Pr , then set mi ← m′i .
Upon receiving (Fetch, sid, Wi ) from Pr in round ρ′ : If Pr is corrupted, then
send (FetchLeak, sid, Wi ) to the adversary; otherwise, if ρ′ = ρ + 2, then output
(Sent, sid, Wi , mi ) to Pr if it has not yet been sent.
Upon receiving (Output, sid, Wi ) from the adversary: If Pr is corrupted, then
output (Sent, sid, Wi , mi ) to Pr if it has not yet been sent.
Upon receiving (Corrupt, sid, P ) from the adversary for P ∈ {Ps , Pr , W1 , . . . , Wn },
mark P as corrupted. If P is some wire-party Wi , then send (SendLeak, sid, mi )
to the adversary; otherwise, send (SendLeak, sid, m1 , . . . , mn ). If P = Pr , then
additionally leak any previous fetch requests made by Pr .

Figure 5 The Wire Channel functionality.

B

Proofs

Proof of Theorem 5. Let A be an adversary in the real world. We construct a simulator S
in the ideal world, such that no environment can distinguish whether it is interacting with
{S,R},rnd
⃗ ) and A, or with Fsmt
Πsmt (S, R, W
and S. The simulator internally runs a copy of
{S,R},2

⃗

S,R,W
A, and plays the roles of Fauth , Fwc
, and the parties in a simulated execution of the
protocol. All inputs from Z are forwarded to A, and all outputs from A are forwarded to
Z. Moreover, whenever A corrupts a party in the simulation, S corrupts the same party in
{S,R},rnd
the ideal world by interacting with Fsmt
(except if the party is a wire-party), and if
the corruption was direct (i.e., not via one of the aiding functionalities), then S sends A the
party’s state and follows A’s instructions thereafter for that party.
{S,R},rnd
The simulated execution starts upon S receiving (SendLeak, sid, m̂) from Fsmt
in round ρ for sid = (Ps , Pr , sid′ ), where m̂ ∈ {m, l(m)} and m is the message to be sent.
Now, S executes the first two phases of the protocol honestly, by simulating sending random
⃗i = (c1i , . . . , cni )) from Ps to Pr through the n
strong pads (shares hi (·) and checking pieces C
⃗

S,R,W
wire-parties (i.e., by simulating leakage from Fwc
to A, and responding to corruption and
⃗

S,R,W
influence requests directed from A to Fwc
) and by simulating sending the response from
{S,R},2
Pr to Ps over the authenticated channel (i.e., by appropriately playing the role of Fauth
for A). For the third phase of the protocol, S simulates honestly, except for choosing z when
Ps and Pr are both honest in which case S simulates sending a random value z from Ps to
{S,R},2
Pr over Fauth
instead of z = m ⊕ P ad. When Ps or Pr is corrupted by A, S learns m via
{S,R},rnd
leakage from Fsmt
and thus can send z = m ⊕ P ad just like in the real protocol. Note
that the simulated Ps may need to abort, and that if the simulated Pr aborts by outputting
{S,R},rnd
⊥, then S can influence Fsmt
, since this can only happen if A corrupts Ps or Pr .
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Gn
Functionality Fsc
The functionality is parameterized by a graph Gn = (V, E) of
party identities and communication edges. At the first activation, verify that
sid = (Pi , Pj , sid′ ), where (Pi , Pj ) ∈ E; else halt. Initialize variable m to ⊥.
Upon receiving input (Send, sid, v) from Pi in round ρ, record m ← v. If Pi or Pj
is marked as corrupted, then send (SendLeak, sid, m) to the adversary; otherwise
send (SendLeak, sid, l(m)).
Upon receiving (InflSend, sid, m′ ) from the adversary: If Pi or Pj is corrupted,
and (Sent, sid, m) has not yet been sent to Pj , then set m ← m′ .
Upon receiving (Fetch, sid) from Pj in round ρ + 1, output (Sent, sid, m) to Pj if
it has not yet been sent.
Upon receiving (Corrupt, sid, P ) from the adversary for P ∈ {Pi , Pj }, mark P as
corrupted and send (SendLeak, sid, m) to the adversary.

Figure 6 The Secure Channel functionality for (incomplete) graph Gn .

Next, we describe how S simulates Pr ’s response to a Fetch input from Z in the real
{S,R},rnd
world. If Pr is corrupted by A, then S can wait to receive (FetchLeak, sid) from Fsmt
,
upon which it possibly leaks the fetch to A and then sends InflSend and Output messages
{S,R},rnd
to Fsmt
as appropriate. If Ps is corrupted by A, then S needs to constantly influence
{S,R},rnd
Fsmt
during the second phase of the protocol, so that the dummy Pr fetches the correct
value. If neither Ps nor Pr is corrupted, then S can simply let the dummy Pr fetch from
{S,R},rnd
Fsmt
when instructed by Z. An important case is when both Ps and Pr are honest in
the beginning of the third phase (at the time S decides the value of z) and then at least one
of them gets corrupted before the protocol ends (before the output is fetched). In this case,
⃗

S,R,W
A receives enough leakage from Fwc
to interpolate the pad and compute the value of the
message from z. Since z is chosen randomly by S, the message learned by A deviates from
what is sent by Ps , causing Z to distinguish the real and ideal worlds. In such a situation, S
{S,R},rnd
learns the actual value of m via leakage from Fsmt
, and hence it can cheat by calculating
⃗
S,R,W
a fake pad′ satisfying z = m ⊕ pad′ and then simulate leaking from Fwc
to result in pad′ .
The simulation is perfect. Indeed, by corrupting at most τ wires, A learns nothing about
hi (0) for honest wires, because the hi (·)’s are independent random polynomials of degree τ .
Moreover, f (·) is also a random polynomial of degree τ so A learns nothing about f (0) (i.e.,
pad used by the protocol looks uniformly random to Z). Thus, choosing a random value z by
{S,R},2
S looks perfectly indistinguishable from the real protocol execution to Z. Besides, Fauth
acts like an authenticated channel in the protocol, and hence in the real world Pr outputs
the sender’s input. (See the full version [16] for more details).
◀

Proof of Theorem 7 (Sketch). We construct a simulator S that is very similar to the
simulator in the proof of Theorem 5. However, S now interacts with a wrapped functionality,
and corruption messages for wire-parties are indeed sent because they can now be processed
by the wrapper. Another difference concerns the case in which Ps and Pr are not corrupted
by A. If A corrupts only a minority of the wire-parties, then S can simply use a random
value of z in the third phase of the protocol, and let the dummy Pr fetch its output as before.
Otherwise, as soon as enough wire-parties are corrupted, S sends a Doom message for Ps to
the wrapper, which will be accepted by definition of Dpsmt , and obtains m as leakage. Now,
S can use z = m ⊕ pad in the third phase, and influences the wrapper every time the value
that the real-world Pr would have output changes (these influence messages will be accepted
by the wrapper). Another issue that comes up in the case that Ps and Pr remain honest is
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that A might exceed a minority of wire-party corruptions only after S has already chosen
a random z. However, S can handle this by cheating and computing a fake pad consistent
with m, like the simulator in the proof of Theorem 5 does. Finally, S may need to simulate
sender or receiver aborts when A corrupts a majority of wire-parties but not Ps or Pr . ◀
Proof of Theorem 8. Let A be an adversary in the real world. We construct a simulator S
in the ideal world, such that no environment Z can distinguish whether it is interacting with
{S,R},rnd
⃗ , l) and A, or with Fsmt
Πsmt-pd (S, R, W
and S. The simulator internally runs a copy of
⃗

{S,R},rnd′

S,R,W
A, and plays the roles of Fwc
, Fauth
, and the parties in a simulated execution of
the protocol. All inputs from Z are forwarded to A, and all outputs from A are forwarded
to Z. Moreover, whenever A corrupts a party in the simulation, S corrupts the same party
{S,R},rnd
in the ideal world by interacting with Fsmt
(except if the party is a wire-party), and if
the corruption was direct (i.e., not via either of the aiding functionalities), then S sends A
the party’s state and thereafter follows A’s instructions for that party.
{S,R},rnd
The simulated execution starts upon S receiving (SendLeak, sid, m̂) from Fsmt
in
round ρ for sid = (Ps , Pr , sid′ ), where m̂ ∈ {m, l(m)} and m is the message to be sent. Now,
S simulates the first three phases of the protocol honestly, by simulating sending random
⃗
S,R,W
bitstrings from Ps to Pr through the n wire-parties (i.e., by simulating leakage from Fwc
⃗

S,R,W
to A, and responding to corruption and influence requests directed from A to Fwc
) and
by simulating sending a message from Ps to Pr or vice versa over the public channel (by
{S,R},rnd′
appropriately playing the role of Fauth
for A). In the fourth phase, S chooses random
mi ’s to be encoded (rather than mi ’s such that m = m1 ⊕ · · · ⊕ ms ) if Ps and Pr are still
{S,R},rnd
honest; if Ps or Pr is corrupted by A, then S learns m via leakage from Fsmt
.
Next, we describe how S simulates Pr ’s response to a Fetch input from Z in the real
{S,R},rnd
world. If Pr is corrupted by A, then S can wait to receive (FetchLeak, sid) from Fsmt
,
upon which it possibly leaks the fetch to A and then sends InflSend and Output messages
{S,R},rnd
to Fsmt
as appropriate. Otherwise, if Ps is corrupted by A, then S needs to constantly
{S,R},rnd
influence Fsmt
so that the dummy Pr fetches the correct value. Finally, if neither Ps
{S,R},rnd
nor Pr is corrupted, then S simply lets the dummy Pr fetch from Fsmt
when instructed
by Z. In this case, the real-world Pr outputs m except with the error probability.
An important issue is that when Ps or Pr is corrupted only after S has already decided
on the random mi ’s to be encoded in the fourth phase, A may be able to recover some m′
from its view of the bitstrings sent in the first phase, but m′ may not equal m and this could
allow Z to distinguish between the real and ideal worlds. However, S can handle this case by
faking what was sent in the first phase. In particular, at least one bitstring (corresponding
to an uncorrupted wire-party) sent in the first phase is not visible to A, so S can redefine it
{S,R},rnd
to be consistent with m (which S learns from leakage from Fsmt
).
The simulation is not perfect as there is an error probability, but Z still cannot distinguish
between the two worlds. In particular, when Ps and Pr are not corrupted by A, the assumption
that at most all but one of the wire-parties are corrupted implies that the random bitstring
sent on at least one wire in the first phase will mask the value of m from A.
◀

Proof of Theorem 16. We first prove that D ′ is AE-monotone. Suppose that (Ti , Di ) ∈ D ′
and Ti ⊆ Tj for Tj ∈ T ′ . This means that Di = D ∪ A for some D, A such that D ⊆ D(Ti )
and (Ti ∪ D(Ti ), A) ∈ D. We want to show that (Tj , Di ) ∈ D ′ , and it suffices to show
that D ⊆ D(Tj ) and (Tj ∪ D(Tj ), A) ∈ D. Since D(Ti ) ⊆ D(Tj ) (using the fact that
D1 , . . . , Dm are all AE-monotone), it follows that D ⊆ D(Tj ). On the other hand, since
Ti ∪ D(Ti ) ⊆ Tj ∪ D(Tj ), it follows that (Tj ∪ D(Tj ), A) ∈ D (using the fact that D is
AE-monotone and that Tj ∪ D(Tj ) ∈ T ). We now prove the security of the compiled protocol.
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Let S be a simulator (guaranteed to exist by the security of Π) such that no environment
Z can distinguish whether it is interacting with Π and the dummy adversary D, or with
D
Wae
(F ) and S. We use S to construct a simulator S ′ such that no environment Z ′ can
D′
distinguish whether it is interacting with C D1 ,...,Dm (Π) and D, or with Wae
(F ) and S ′ .
D
(F ) for it. Inputs from
S ′ internally runs S and plays the role of the environment and Wae
′
′
Z are forwarded to S, with some additional processing. When Z sends a corruption request
directed to a party (i.e., telling D to corrupt a party directly), this is forwarded without
modification. However, when Z ′ sends message delivery requests directed to an instance
Di
of Wae
(Fi ) for some i ∈ [m] (e.g., telling D to send a Corrupt or Influence message to
that functionality), S ′ sends message delivery requests directed to a corresponding instance
of Fi , with the following exception: a request to deliver a Doom message is replaced by a
request to deliver a Corrupt message if Di would accept it, and is dropped otherwise.
Similarly, outputs from S are forwarded to Z ′ , with some additional processing. Assuming
that Π uses instances of F1 , . . . , Fm to handle all inter-party communication, these outputs
should take the form of reports of incoming messages directed from either a party or an
instance of an aiding functionality Fi to the dummy adversary for Π; thus, the processing
done by S ′ is that reported messages from an instance of Fi are replaced by reported messages
Di
D
from an instance of Wae
(Fi ). Finally, S ′ plays the role of Wae
(F ) by simply forwarding
D′
D
messages from Wae (F ) to S as if coming from Wae (F ), and forwarding messages directed
D
D′
to Wae
(F ) (from S) to Wae
(F ), except that Corrupt messages for doomed parties (i.e.,
parties that Z ′ did not request to corrupt) are replaced by Doom messages.
Suppose for a contradiction that there is an environment Z ′ such that idealW D′ (F ),S ′ ,Z ′ ̸≡
ae
execC D1 ,...,Dm (Π),D,Z ′ . Then, we construct an environment Z such that idealWae
D (F ),S,Z ̸≡
execΠ,D,Z . The environment Z will simulate an interaction between Z ′ and D, and output
whatever Z ′ outputs, as well as do some additional processing. Whenever Z ′ instructs its
Di
dummy adversary to deliver a message to an instance of Wae
(Fi ), this is translated by Z
into a delivery request for a corresponding instance of Fi and forwarded to the external
adversary (either S or D), except that a request to deliver a Doom message is converted into
a request to deliver a Corrupt message if allowed by Di and dropped otherwise. Corruption
requests directed to parties are forwarded to the external adversary unmodified.
Next, whenever Z receives subroutine output from the external adversary, this is forwarded
Di
to Z ′ , except that reported messages from instances of Wae
(Fi ) are translated into reported
messages from corresponding instances of Fi . Finally, Z simply relays inputs and outputs
between Z ′ and parties. We conclude by claiming that idealW D′ (F ),S ′ ,Z ′ ≡ idealWae
D (F ),S,Z
ae
D
and execC D1 ,...,Dm (Π),D,Z ′ ≡ execΠ,D,Z . Indeed, if Z interacts with Wae
(F ) and S, then
the view of the simulated Z ′ within Z is identical to the view of Z ′ when interacting with
D′
Wae
(F ) and S ′ , and similarly if Z interacts with Π and D, then the view of the simulated
′
Z within Z is identical to the view of Z ′ when interacting with C D1 ,...,Dm (Π) and D.
◀
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Introduction

Secure multiparty computation (MPC) [31, 20] enables a set of mutually distrustful parties
to compute a joint function while keeping the privacy of their inputs and the correctness of
their outputs. The seminal results from the ’80s [31, 20, 5, 11, 30] as well as the vast majority
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of MPC protocols in the literature were proven secure with respect to a static adversary;
that is, security is guaranteed as long as the adversary decides which parties to corrupt at
the onset of the execution. A more realistic setting, first considered by Beaver and Haber [4]
and by Canetti et al. [10], considers an adaptive adversary, who can dynamically decide
which parties to corrupt during the course of the protocol. Adaptive security is known to
be strictly stronger than static security with many impossibility results separating the two
notions, e.g., [10, 9].
In this work we focus on the well-studied setting of perfect security, where all existing
separations from the literature no longer hold. Perfectly secure protocols guarantee security
facing computationally unbounded adversaries without any error probability. This is a highly
desirable property that in some sense provides the strongest security notion for MPC. For
example, Kushilevitz et al. [24] showed that any perfectly secure protocol that is proven
secure in the standalone model using a straight-line and black-box simulation 1 automatically
guarantees security under universal composition (UC) [8].2 Most relevant to our work, Canetti
et al. [9] showed that any perfect statically secure protocol, satisfying basic requirements,
remains secure also in the presence of adaptive adversaries. This result, however, comes with
a caveat, since the transformation from static to adaptive security does not preserve the
efficiency of the simulation.
Roughly speaking, a protocol is deemed secure if any attack on an execution of the
protocol in the real world can be simulated also in an ideal world where a trusted party
receives the inputs from all the parties and computes the function on their behalf. It is
desirable that the simulator, i.e., the adversary who simulates the attack in the ideal world,
will use roughly the same resources as the adversary who carries out the attack on the
real-world protocol. In particular, we would like the simulator to run in polynomial time
with respect to the running time of the real-world adversary; if so, we say that the simulation
is efficient.
Unfortunately, the adaptive simulator in [9] does not run in polynomial time with respect
to the real-world adversary. This means that given a perfectly secure protocol against static
adversaries with an efficient simulator, the transformation in [9] guarantees adaptive security,
albeit with an inefficient simulator. This leads us to the following fundamental question:
Does perfect, static security with efficient simulation imply
perfect, adaptive security with efficient simulation?
Stated differently, is there another generic transformation from static to adaptive security,
other than [9], that preserves the efficiency of the simulation? Are there other assumptions
on the structure of the protocol and/or on the static simulation that might lead to such an
efficient transformation? Or, perhaps, do there exist protocols that are statically secure but
for which efficient adaptive simulation simply does not exist?
Efficient vs. inefficient simulation. One may ask whether the efficiency loss in the simulation
makes a difference when considering perfect security: If security is anyway guaranteed against
computationally unbounded adversaries, does it matter if the simulator is inefficient? Indeed,
inefficient simulation is a weaker-yet-acceptable security notion when considering informationtheoretic security.
1
2

A simulator is called straight-line if it does not rewind the adversary, and is called black-box if it does
not rely on the code of the adversary.
We note that Backes et al. [3] showed that this transformation no longer holds if the simulator is not
straight-line.
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It turns out that inefficient simulation has an undesirable impact when considering
composition of secure protocols. For example, consider a perfectly secure protocol π for
computing a function f that is defined over secure communication channels, and consider a
computationally secure realization of secure channels over authenticated channels (e.g., using
non-committing encryption [10]). If π is secure with efficient simulation, then a composition
theorem (e.g., from [7, 8]) can be used to derive a computationally secure protocol for f over
authenticated channels. However, if the simulation is inefficient then the composition will
not go through since it will result with a super-polynomial time adversary that can break
the cryptographic assumptions used to realize secure channels.
A case study: on the adaptive security of the BGW protocol. The seminal results of
Ben-Or, Goldwasser, and Wigderson [5] and of Chaum, Crépeau, and Damgård [11] show
that any function f can be computed by an n-party protocol with perfect security as long
as t < n/2 of the parties are corrupted in the semi-honest setting, and as long as t < n/3
are corrupted in the malicious setting. A full proof of security for the BGW protocol was
given in 2011 by Asharov and Lindell [1, 2]. The proof was specified in the static, standalone
setting, and universally composable security and security against adaptive adversaries were
derived using the transformations of Kushilevitz et al. [24] and Canetti et al. [9], respectively.
However, as discussed above, adaptive security is obtained with an inefficient simulation.
This issue was revisited by Damgård and Nielsen [15], who showed that the semi-honest
version of the BGW protocol achieves adaptive security with efficient simulation. However,
the result of [15] holds only for circuits in which each output wire is a direct output of a
multiplication gate. Obviously, one can manually add such “multiplications with 1” to each
output wire. While this seems suffice, there are two reasons why we revisit this problem:
First, for linear functions, the semi-honest version of the BGW protocol can tolerate up
to n corruptions, whereas the requirement that each output wire is a direct output of a
multiplication gate reduces the corruption threshold to t < n/2. Second, this subtlety has
been neglected by prior works that relied on [15], e.g., Lin et al. [26, Lem. 6.2] claimed that
any degree-2 function can be computed by the BGW protocol in two rounds with adaptive
security and efficient simulation. Yet, when adding multiplication gates the round complexity
increases, which implies a gap in the literature as there is no proof for the claim mentioned
in [26].
Alternatively, one can interpret this additional restriction on the circuit as adding some
re-randomization step at the very end of the protocol before the parties reconstruct their
output. Is this step essential to achieve adaptive security for all circuits? Can one prove the
adaptive security of the original protocol directly, without the additional communication
round?

1.1

Our Results

Our work revisits the question of static versus adaptive in perfectly secure multiparty
computation. We show that in contrast to the “weaker” definition of adaptive security (i.e.,
inefficient simulation), perfect static security no longer implies perfect adaptive security
when demanding the simulation to be efficient, even when merely considering semi-honest
adversaries. Complementarily, we show that the BGW protocol is adaptively secure with
efficient simulation even without changing the underlying circuit; this answers an open
question posed by Damgård and Nielsen [15]. We focus on semi-honest security, which is
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enough to highlight the subtleties that arise; indeed, the gap in the literature discussed above
already appears in this setting. We conjecture that the analysis extends to the malicious
case using standard secret-sharing techniques.
We proceed to describe our results in more details.
Separating perfect adaptive security from perfect static security. Our first result shows
that under some cryptographic assumptions, there is no hope of finding an alternative
(efficient) transformation to that of Canetti et al. [9], and that inefficiency of the adaptive
simulation is inherent. More precisely, that there exist protocols that admit perfect, static
security with efficient simulation but for which an efficient adaptive simulation does not exist.
▶ Theorem 1. Assume the existence of a one-way permutation. Then, there exists an n-party
functionality f and a protocol that securely computes f with efficient perfect static simulation,
but for which efficient perfect adaptive simulation does not exist.
The theorem is proven by showing a protocol for which all the additional requirements
of [9] hold and therefore (inefficient) adaptive simulation does exist for this protocol, but
an efficient adaptive simulator can be used to invert the one-way permutation with inversepolynomial probability. Interestingly, this implies that the protocol is regarded as adaptively
secure in the perfect setting, but the exact same protocol is not adaptively secure in the
computational setting, where both the adversary and the simulator should run in polynomial
time in the security parameter. We therefore derive the following somewhat counter-intuitive
corollary.
▶ Corollary 2. Assume the existence of a one-way permutation. Then, there exists an n-party
functionality f and a protocol that securely computes f with perfect adaptive security, but
that does not securely compute f with computational adaptive security.
Revisiting adaptive security in the standalone setting. The above does not rule out the
possibility of finding additional requirements from the protocol that would imply efficient
adaptive simulation. This is exactly the approach taken by Damgård and Nielsen [15], who
showed that under additional requirements of the protocol, an efficient adaptive simulation
exists.
The transformation of [15] is directly proved in the UC framework with its full generality,
capturing reactive functionalities and concurrency issues at once. However, the strong
guarantees do not come without a price, since the requirements from the static simulator
must capture multiple input phases (as required for reactive computations) and deal with
the technical overhead needed for concurrent composition, e.g., incorporating an “online”
environment to the definition. As a small side contribution we simplify this transformation.
Specifically, in addition to proving perfect static security, the transformation of [15]
requires an additional (efficient!) algorithm, called “Patch,” for sampling randomness that
explains the simulated protocol whenever a corruption occurs. The adaptive simulator
invokes the static simulator on a dynamically growing set of corrupted parties (initially
empty). At any point, the simulation of the protocol towards the adaptive adversary is done
by forwarding messages from the adaptive adversary to the static simulator, and vice-versa.
Upon a corruption of a new party, say of Pi , the Patch algorithm receives the state of the
static simulator until this point together with the input and output of Pi , and outputs a
new state for the static simulator that allows the continuation of the simulation as if Pi was
statically corrupted from the beginning.
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We then propose an alternative recipe for proving universal composability and (efficient)
adaptive security in the perfect setting:
1. Prove that the protocol is (efficiently) statically secure in the perfect standalone setting
and that the protocol satisfies some natural requirements (similar to those in [9]).
2. Show the existence of an efficient “Patch” algorithm corresponding to the static simulator.
3. We show a transformation (which is essentially a distilled version of [15]) that the protocol
is perfectly adaptively secure with an efficient simulator in the standalone setting.
4. Using [24], the protocol is also secure in the perfect adaptive setting with efficient
simulation and with universal composability.
We remark that this result is not technically novel and is inspired by [15]. We hope that
providing an alternative definition in the standalone setting would simplify proofs of efficient
adaptive security in the future, as the designer of the protocol can focus on the standalone
setting.
Adaptive security of the BGW protocol. Finally, we follow our recipe proposed above and
show that the (semi-honest) BGW protocol is efficiently adaptively secure. No additional
step to the protocol is needed, and the proof works for any circuit (as opposed to the proof
of [15]). This result solves an open problem raised by [15], whether the assumption on the
circuit (that each output wire is a direct output of a multiplication gate) is necessary. This
reaffirms the security of the BGW protocol [5], and closes a gap in the proofs of [1, 15],
providing sound foundations for cryptography.
▶ Theorem 3. Let f be a deterministic n-party functionality. The BGW protocol securely
computes f with perfect adaptive security and efficient simulation facing a semi-honest
adversary corrupting t < n/2 parties.
Further, if f is a linear function, the BGW protocol securely computes f with perfect
adaptive security and efficient simulation facing a semi-honest adversary corrupting t < n
parties.

1.2

Related Work

Adaptive security is known to be strictly stronger than static security in many settings, with
many impossibility results separating the two notions. Below, we compare our separation to
existing separations between static and adaptive security from the literature.
The first separation was presented by [10] and relied on a positive error probability of the
statically secure protocol. They considered a dealer that secret shares a value to a random
set of parties and later announces their identities; an adaptive adversary can corrupt the
members of the set and learn the value while a static adversary can only guess this set
ahead of time and succeed with negligible (yet positive) probability. In this setting, the
seminal protocol of Rabin and Ben-Or [30] that guarantees statistical information-theoretic
security is not secure in the adaptive setting, as illustrated by Cramer et al. [14], who gave
an adaptively secure variant of the protocol. Separations based on statistical security are
different than ours as we consider perfect protocols that have zero error probability.
In the computational-security setting, many statically secure primitives do not remain secure under adaptive corruptions. For example, Nielsen [29] showed that public-key encryption
for unbounded messages requires a programmable random oracle. Canetti et al. [9] separated
adaptively secure commitments from statically secure ones. Lindell and Zarosim [27] showed
that achieving adaptively secure oblivious transfer (OT) requires stronger assumptions
than statically secure OT. Katz et al. [23] ruled out adaptively secure fully homomorphic

ITC 2022

15:6

Static vs. Adaptive Security in Perfect MPC

encryption; the latter result was generalized in [13]. Separations based on computational
assumptions are different than ours as we consider information-theoretic protocols that
remain secure against computationally unbounded adversaries.
Canetti et al. [9] showed a separation based on the ability of the adversary to corrupt
a party and change its input to the protocol based on messages that have already been
transmitted. Similar separations were illustrated also for broadcast protocols [22, 12]. Canetti
et al. [9] showed that such separations no longer hold when considering protocols that have a
committal round [28], i.e., a fixed round in which all inputs to the protocol are committed.
These separations hold only for malicious adversaries that can deviate from the protocol; our
separation applies for semi-honest adversaries that cannot deviate from the protocol in any
way.
Other separations are known when considering restricted interaction patterns, as was
shown by Garay et al. [17] for protocols with sublinear communication, and by Boyle et
al. [6] for protocols whose communication graph admits a sublinear cut. Our separation
relies on the BGW protocol that induces a complete communication graph.
Finally, Garg and Sahai [18] showed that constant-round MPC with black-box simulation
in the plain model cannot tolerate corruption of all of the parties. Our result holds irrespective
of the number of rounds and does not require corrupting all the parties.
Organization of the paper. In Section 2 we present a technical overview of our results,
in Section 3 the preliminaries, and in Section 4 we prove our separation result, showing
the existence of a protocol that has inefficient adaptive simulation but no efficient adaptive
simulation (assuming one-way permutations exist). Due to space limitation we omit the
definition of secure multiparty computation and the proof of adaptive security of the BGW
protocol, and refer the reader to the full version of this paper.

2

Technical Overview

We provide a technical overview of our results. In Section 2.1 we review our separation result,
showing the existence of a protocol that has inefficient adaptive simulation but no efficient
adaptive simulation (under some cryptographic assumptions). In Section 2.2, we review the
adaptive security of the BGW protocol.

2.1

Static Security Does Not Imply Adaptive Security

Definition of adaptive security. We first recall the definition of adaptive security. We
remark that since the transformation of [9] assumes some additional properties from the
statically secure protocol and its simulation (specifically, it assumes that the protocol has a
straight-line, black-box simulation), our description here incorporates those properties in the
informal definition.
Given a protocol π, an adaptive adversary might corrupt parties on the fly as the protocol
proceeds. Upon corruption, the adversary sees the corrupted party’s random tape, the input
it used, and all the messages it received so far. From that point on, the adversary completely
controls the behavior of Pi . As the protocol proceeds, the adversary might decide to corrupt
additional parties, as a function of whatever it saw so far.
We follow the ideal/real simulation paradigm and say that a protocol is adaptively secure
if for every such an adversary in the real world, there exists a simulator in the ideal world that
simulates its behavior. In the ideal world, the simulator invokes the real-world adversary and
simulates the honest parties sending their message to the corrupted parties (without knowing
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the inputs of the honest parties). At every round, the adversary might ask to corrupt some
party Pi in the simulated protocol, and the simulator corrupts the corresponding party in
the ideal world. Upon corruption, the simulator learns the input of Pi (and its output, if it
was already computed by the trusted party), and it has to provide the adversary the input
together with randomness that explains the messages sent by this party in the simulation
until this point (known also as “equivocality” in the literature).
This is the challenging part of the proof as the simulator has to first simulate Pi without
knowing its input, “commit” to some messages on its behalf, and later upon corruption find a
randomness ri that explains all the messages that were sent so far according to the input xi .
Note that the simulator is not allowed to rewind the adversary at any point of the execution,
i.e., the simulation is “straight-line.”
First attempt. The transformation of [9] shows that for any perfectly secure protocol,
randomness ri describing the behavior of Pi so far, exists. This implies that the simulator
can always find it; however, finding it might not be an efficient procedure. Our first attempt
is adding some cryptographic hardness while targeting exactly this procedure of finding
the matching randomness. That is, our goal is making the finding of the randomness a
computationally hard problem.
It is intuitive to simply take the BGW protocol, even just for semi-honest security and
for computing a linear function, with one modification: Before a party starts the protocol, it
takes its random tape r, and uses OWP(r) as its randomness in the protocol, where OWP
is a one-way permutation. The intuition is that whenever the adversary asks to corrupt
some party, the simulator would effectively have to invert the one-way permutation, which is
computationally infeasible. The construction is still statically secure since the static simulator
only goes “forward”; that is, it chooses some randomness r and then uses OWP(r) as the
randomness of the simulated honest party. Moreover, an efficient simulation exists since
r exists; however, it seems that an adaptive adversary will have to move “backward” and
invert the one-way permutation.
To elaborate further, let n be the number of parties, and consider the function
Pn
f (a1 , . . . , an ) =
i=1 ai ; that is, all parties receive the same output, which is the sum
of their inputs. We consider some finite field F with |F| > n. The protocol is as follows:
Input: Pi has ai ∈ F as input, and randomness ri .
The protocol:
1. Pi computes (ri,1 , . . . , ri,n−1 ) = OWP(r), where each ri,j ∈ F.
2. Pi secret shares its input ai using Shamir’s secret sharing scheme with degree n − 1,
using the polynomial hi (x) = ai + ri,1 x + . . . + ri,n−1 xn−1 . It gives to each party Pj
privately a point hi (αj ).
3. Upon receiving h1 (αi ), . . . , hn (αi ) from all the parties, the party Pi computes βi =
Pn
i=j hj (αi ) and sends βi to all other parties.
4. Upon receiving β1 , . . . , βn , each party reconstructs the unique polynomial H(x) for
which it holds for every αj that H(αj ) = βj , and outputs H(0).
Simulating this protocol. The above protocol can be simulated for every t < n parties.
Consider an adaptive simulator, and assume that the adversary already corrupted n − 2
parties on the onset of the execution, say P3 , . . . , Pn . The simulator then simulates just
two honest parties: P1 and P2 . As it does not know their inputs it just gives the adversary
2·(n−2) independent random points as the messages of the two honest parties it is simulating.
For concreteness, assume that the messages the simulated P1 sent are (γ3 , . . . , γn ), where γi
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is supposed to be delivered to Pi . Now, assume that the adversary asks to corrupt P1 and
that the simulator receives its input a1 . The simulator can now find a random polynomial
h1 (x) of degree n − 1 under the constraints that
h1 (0) = a1 ,

h1 (α3 ) = γ3

and

...

h1 (αn ) = γn .

Note that these constraints define overall n − 1 points. Since h1 (x) has n coefficients, there
are |F| different polynomials that satisfy these n − 1 constraints. The simulator can pick one
more point at random, and then uniquely determine the polynomial h1 (x) using interpolation.
For that particular polynomial, the simulator has to invert the one-way permutation and
find the corresponding randomness.
The problem – the reduction to OWP. It is hard to use the above adaptive simulator
to construct an inverter for the one-way permutation on some challenge point y ∗ ∈ |F|n−1 ,
corresponding to the n − 1 leading coefficients, say y ∗ = (r1,1 , . . . , r1,n−1 ). The problem is
that once the adaptive simulator “commits” to the values (γ3 , . . . , γn ), it might be the case
that there is no input a1 for which the polynomial h1 (x) = a1 + r1,1 x + . . . + r1,n−1 xn−1
satisfies the constraints h1 (α3 ) = γ3 , . . ., h1 (αn ) = γn . That is, there is no input a1 in the
support that agrees with the challenge y ∗ and with the simulated view, simultaneously.
Second attempt. To solve the above technicality, we change the functionality and the
protocol. Instead of having the input of each party Pi be just ai ∈ F, it is augmented to be a
polynomial gi (x) of degree n − 1 over F. The functionality is then defined as:
n

 X
f g1 (x), . . . , gn (x) =
gi (0).
i=1

Note that the parties input polynomials, while all the leading coefficients do not affect the
output of the computation. In the protocol, each party Pi then invokes (ri,1 , . . . , ri,n−1 ) =
OWP(ρi ) where ρi is its random tape, and then defines the polynomial hi (x) ..= gi (x) +
ri,1 x + . . . + ri,n−1 xn−1 . It then sends to each other party Pj the point hi (αj ), just as in
Step 2 in the previous protocol.
The difference is that now, no matter what points (γ3 , . . . , γn ) the adversary commits to as
∗
the messages P1 had sent, for any challenge y ∗ = (r1∗ , . . . , rn−1
), the inverter of the OWP can
∗
∗
choose an input g1 (x) such that the polynomial g1 (x) + r1 x + . . . + rn−1
xn−1 is in the support
of the polynomials that the adaptive simulator might choose. To see that, given a challenge
∗
y ∗ = (r1∗ , . . . , rn−1
) to the inverter, and given (γ3 , . . . , γn ) that were chosen by the simulator
as the messages P1 had sent in the first round, the inverter chooses two additional points γ1
and γ2 at random. It then interpolates the unique polynomial h(x) such that for every i ∈ [n]
∗
it holds that h(αi ) = γi . It computes the polynomial g1 (x) = h(x) − (r1∗ x + . . . + rn−1
xn−1 ),
and gives g1 (x) to the adaptive simulator as the input of P1 .
′
′
The simulator now has to reply with some randomness ρ′ for which (r1,1
, . . . , r1,n−1
)=
P
n−1 ′
′
′
k
′
′
OWP(ρ ) such that h1 (x) = g1 (x)+ k=1 r1,k x and it holds that h1 (α3 ) = γ3 , . . . , hn (αn ) =
γn . Since h′1 (α1 ) and h′2 (α2 ) are not determined, the simulator essentially has |F|2 different
polynomials to chose from. However, one of them corresponds to the challenge y ∗ . Moreover,
y ∗ is distributed uniformly in the support of all valid solutions for the simulator. Since the
adaptive simulator simulates with perfect security, the inverter succeeds in inverting y ∗ with
probability 1/|F|2 . By tuning the parameters (such that |F| is polynomial in the security
parameter), this is an inverse-polynomial advantage. Assuming that OWP is a one-way
permutation, this implies that the adaptive simulator cannot run in polynomial time.
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The BGW Protocol. We briefly recall the semi-honest version of the BGW protocol [5]
that is secure for t < n/2 corruptions; see [1] for more details.
Input sharing: Initially, each party Pi secret shares its input xi using a (t + 1)-out-of-n
Shamir secret sharing (t is the privacy threshold and t + 1 are needed for reconstruction),
and sends the j th share to Pj . Specifically, Pi chooses a random polynomial qi of degree
(at most) t with constant term xi , and sends to Pj the share qi (αj ).
Circuit emulation: The parties evaluate the circuit gate by gate on their shares. Addition
and scalar-multiplication gates are evaluated locally; that is, each party performs the
operation on its shares. Multiplication requires a dedicated sub-protocol in which each
party inputs shares for two values a and b, and obtains a share for the product ab as
output. For simplicity of the technical overview, we consider that this operation is done
using the help of a trusted party (i.e., we work in the fmult -hybrid model).
Output reconstruction: Upon conclusion of the circuit emulation, each party holds one share
for each output wire. For simplicity, assume that output wire oi is the private output for
Pi . Then, each party Pj sends the relevant share βj→i for Pi , who can reconstruct the
polynomial gi interpolating the points (α1 , β1→i ), . . . , (αn , βn→i ), and obtain gi (0) as its
output.
Static simulation. To simulate the view of the adversary for the set of corrupted parties I
of cardinality at most t, the static simulator simulates the input-sharing phase by choosing
randomness for the corrupted parties (which, in turn, determines the polynomials they use
in the input-sharing phase). Moreover, for the honest parties, the simulator just chooses
|I| random elements for each honest party and simulates the honest parties sending their
shares on their inputs to the adversary. The simulator can then locally compute the shares of
the corrupted parties on each internal wire of the circuit, while for simulating an invocation
of fmult , the simulator again just provides the adversary with |I| random shares. In the
output-reconstruction phase, the simulator has to provide all shares on the output wires of
corrupted parties. It knows the constant term of each such wire, and it knows |I| shares
on each wire, and therefore it is possible to interpolate a random polynomial that passes
through the |I| ≤ t shares and the known constant term, and simulate the honest parties
sending shares on this polynomial to the adversary. When |I| = t this is a deterministic
process as we already have t + 1 shares that are determined on the output wires; however,
when |I| < t, the simulator needs to generate some new shares on that output wires.
The assumption on the circuit. Damgård and Neilsen assumed that the output wires
are direct outputs of multiplication gates. As a result, the shares on each output wire are
independent of each other – and the simulator can just choose additional |I| − t random
shares on the output wire to interpolate the polynomial on that wire. When considering
arbitrary circuits, output wires that are not a result of a multiplication gate may have some
linear relation between them. To illustrate the challenge, consider output wires o1 , o2 , and o3 ,
corresponding to three corrupted parties P1 , P2 , and P3 , respectively, such that o3 = o1 + o2 .
Denote the output values by y1 , y2 , and y3 , respectively. The shares that the parties hold on
the output wires define polynomials g1 (x), g2 (x) and g3 (x), respectively. In the real execution
it holds that g3 (x) = g1 (x) + g2 (x), and therefore the simulator must choose the shares on
the output wires wisely to guarantee the same dependency, which makes the simulation more
challenging.
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Our static simulator. To guarantee such consistencies, our static simulator generates t
random shares on each input wire and each output of a multiplication wire. That is, while
the adversary corrupt some set I, the simulator, “in its head,” chooses an arbitrary set Iˆ ⊇ I
ˆ while giving the adversary
of cardinality exactly t and simulates the shares for all parties in I,
only shares for the parties in I. As a result, we have no random choice when simulating the
output wires. The simulator holds t shares on each output wire, and also knows the constant
term on the output wires of the corrupted parties. It can deterministically interpolate the
polynomials on the output wire, and simulate the honest parties sending their shares on
those wires. This guarantees that if there is any dependency between output wires, then the
simulator provides consistent shares.
Our adaptive simulator. Assume that the adaptive adversary corrupts some party Pi∗ . If
i∗ ∈ Iˆ \ I, then providing the view of that party is easy. The simulator has already sampled
all the shares that Pi∗ is supposed to receive. On the other hand, if i∗ ̸∈ Iˆ \ I, then we face
a new obstacle. This is because the simulator has already defined t shares on each wire, and
defining an additional share on each wire would completely determine each polynomial. Let
j ∗ ∈ Iˆ \ I. The key idea of our adaptive simulator is to “replace” the sampling of shares for
party Pj ∗ with sampling shares for party Pi∗ . Specifically, we show that each random choice
made for Pj ∗ that leads to the current view of the adversary, can also be interpreted by a
random choice made for Pi∗ that leads to the exact same view. This procedure then changes
the set of the simulator and “forgets” all the random choices made for Pj ∗ , but instead
samples matching choices for Pi∗ . This is essentially sampling random shares for Pi∗ on the
input wires of all honest parties and the outputs of fmult , under the constraints posed by the
shares of Pj ∗ on the output wires. Such sampling can be performed efficiently by solving
a linear set of equations. Then, we are back to the previous case, where the corruption is
made on some i∗ ∈ Iˆ \ I.

3

Preliminaries

Our results hold in any natural model that captures perfect adaptive security, for example,
[10, 7, 16, 8, 25, 21]. For concreteness, we will state our results using the modular (nonconcurrent) composability framework of Canetti [7]. Indeed, the separation in this limited
setting extends to any of the models listed above, whereas our positive results translate to
the universal-composability setting via the transformation in [24]. Before describing the
security model, we give basic notation and define the cryptographic primitive used in our
separation.
Notation. We denote by λ the security parameter. For n ∈ N, let [n] = {1, . . . , n}. Let poly
denote the set of all positive polynomials and let PPT denote a probabilistic algorithm that
runs in strictly polynomial time. A function ν : N → [0, 1] is negligible if ν(λ) < 1/p(λ) for
every p ∈ poly and large enough λ. Given a random variable X, we write x ← X to indicate
that x is selected according to X, and given a set X we write x ← X to indicate that x is
selected uniformly at random from X .
One-way permutations. Our separation in Section 4 will rely on the existence of a one-way
permutation (OWP); that is a one-way function which is length preserving and one-to-one;
we refer the reader to [19] for more details.
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▶ Definition 4 (OWP). A polynomial-time function f : {0, 1}∗ → {0, 1}∗ is a one-way
permutation if the following conditions are satisfied.
1. For every λ ∈ N, f induces a permutation over {0, 1}λ , i.e., f : {0, 1}λ → {0, 1}λ is
one-to-one and onto.
2. There exists a deterministic polynomial-time algorithm A such that on input x ∈ {0, 1}∗
the algorithm A outputs f (x).
3. For every PPT algorithm A, every positive polynomial p(·), and all sufficiently large λ’s,
it holds that
h
i
1
Pr
A(f (x)) = x <
.
λ
p(λ)
x←{0,1}

4

Static Security Does Not Imply Adaptive Security

In this section we prove Theorem 1. We show a functionality together with a protocol that
privately computes it with perfect static security and efficient simulation. Further, we show
that if the protocol privately computes the functionality with perfect adaptive security and
efficient simulation, then one-way permutations do not exist.
We start by defining the functionality and the protocol. Next, in Lemma 6 we prove
static security and in Lemma 9 we prove that adaptive security with efficient simulation
cannot be achieved assuming OWP. Combined, this proves Theorem 1.

4.1

The Functionality

The n-party functionality fsum is parametrized by a finite binary field F2ℓ such that 2ℓ > n.
Looking ahead, having a binary field will enable using a one-way permutation OWP :
{0, 1}∗ → {0, 1}∗ that is applied on a vector of field elements in a clean way. During the
proof below, we will denote the field by F ..= F2ℓ . The private input of every party is a
polynomial of degree (at most) n − 1 over F, and the common output is the sum of the free
coefficients.
Input: The input of party Pi is a polynomial gi (x) of degree n − 1, that is define by n
Pn−1
coefficients ai,0 , . . . , ai,n−1 ∈ F such that gi (x) = k=0 ai,k xk .
Pn
Pn
Output: The output of every party is i=1 gi (0) = i=1 ai,0 .

4.2

The Protocol

The n-party protocol πsum is parametrized by the field F and assumes the existence of a
one-way permutation OWP : Fn−1 → Fn−1 , i.e., OWP : {0, 1}ℓ(n−1) → {0, 1}ℓ(n−1) .
Protocol 5: Separating Protocol πsum .
Private input: The input of party Pi is a polynomial gi (x) of degree n − 1 over F.
Randomness: The random tape of party Pi is ρi ← Fn−1 .
Common inputs: n distinct non-zero elements α1 , . . . , αn ∈ F.
The protocol: code for party Pi :
1. Compute (ri,1 , . . . , ri,n−1 ) = OWP(ρi ).
2. Consider the polynomial
hi (x) ..= gi (x) + ri,1 x + . . . + ri,n−1 xn−1
= ai,0 + (ai,1 + ri,1 )x + (ai,2 + ri,2 )x2 + . . . + (ai,n−1 + ri,n−1 )xn−1 .
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3. Send to every Pj its share γi→j ..= hi (αj ).
Pn
4. Having received all shares γ1→i , . . . , γn→i , party Pi locally computes βi = j=1 γj→i
and sends βi to all other parties.
5. Having received β1 , . . . , βn , party Pi finds the unique degree-(n − 1) polynomial H(x)
satisfying H(αj ) = βj for every j ∈ [n].
Output: H(0).

4.3

Static Security

We start by proving static security of πsum . We note that static security holds even if OWP
is simply a permutation that is not necessarily one way and can be inverted efficiently.
▶ Lemma 6. Protocol πsum statically (n − 1)-privately computes fsum with perfect semi-honest
security and efficient simulation.
Proof. Let A be a static semi-honest adversary and let I ⊂ [n] of size |I| < n denote the set
of corrupted parties’ indices. We construct a simulator S as follows:
1. The simulator initially receives auxiliary information z and the inputs of the corrupted
parties (gi (x))i∈I . First, S sends (gi (x))i∈I to the trusted party and receives back the
output value y. Next, S invokes A on z and (gi (x))i∈I .
2. To simulate the first round, for every j ∈
/ I, the simulator chooses a random ρj ← Fn−1
and computes (rj,1 , . . . , rj,n−1 ) = OWP(ρj ). Next, S chooses arbitrary polynomials
(g̃j (x))j̸∈I , each of degree at most n − 1, under the constraint that
X
j̸∈I

g̃j (0) = y −

X

gi (0),

i∈I

and defines for every j ∈
/I
hj (x) = g̃j (x) + rj,1 x + . . . + rj,n−1 xn−1 .
Finally, for every j ∈
/ I and i ∈ I, the simulator sends γj→i ..= hj (αi ) to A as the message
from an honest Pj to a corrupted Pi , and receives the messages γi→j from A as the
message from a corrupted Pi to an honest Pj .
Pn
3. To simulate the second round, for every j ∈
/ I, the simulator computes βj ..= k=1 γk→j
and sends βj as the message from Pj . Next, S receives the message βi from A on behalf
of every corrupted Pi .
4. Finally, S outputs whatever A outputs, and halts.
Note that by construction, the simulator S runs in polynomial time in the running time of A.
▷ Claim 7. {REALπsum ,I,A (x, z)}(x,z)∈({0,1}∗ )n+1 ≡ {IDEALfsum ,I,S (x, z)}(x,z)∈({0,1}∗ )n+1 .
Proof. Note that the only difference between the real execution of the protocol and the
simulated execution in the ideal world is the construction of the constant terms of the
polynomials (hj (x))j̸∈I :
In the real protocol, these constant terms are the constant terms of the original inputs of
the honest parties (gj (x))j ∈I
sharing and
/ . In this case, by the linearity of Shamir’s secret
Pn
by the correctness of the interpolation, it holds that the output equals i=1 gi (0).
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In the simulated execution, these constant terms are the constant terms of the polynomials
P
(g̃j (x))j ∈I
. These polynomials are generated under the constraint that j̸∈I g̃j (0) =
P /
Pn
y − i∈I gi (0), where y is computed by the trusted party to be i=1 gi (0). It follows
that
X
X
g̃j (0) =
gj (0).
j̸∈I

j̸∈I

The claim now follows by the perfect privacy of Shamir’s secret sharing.

◁

This concludes the proof of Lemma 6.

◀

4.4

Inefficient Adaptive Security

By the construction of the static simulator it is clear that the simulation is straight-line and
black-box; further, since we consider a semi-honest adversary that in particular does not
change the corrupted parties’ inputs, “round zero” (the beginning of the protocol) can be set
as the committal round. Therefore, we can use [9] to derive the following corollary.
▶ Corollary 8. Protocol πsum adaptively (n − 1)-privately computes fsum with perfect semihonest security.

4.5

No Efficient Adaptive Simulator

We proceed to prove that an efficient adaptive simulator can be used to invert the one-way
permutation.
▶ Lemma 9. Assume that OWP is a one-way permutation. Then, Protocol πsum does not
adaptively (n − 1)-privately computes fsum with perfect semi-honest security and efficient
simulation.
Proof. Let λ denote the security parameter, i.e., the one-way permutation is defined as
OWP : {0, 1}λ → {0, 1}λ . For simplicity, assume that λ = (n − 1) log(n + 1) for some n such
that n + 1 is a power of 2 (this holds without loss of generality, since the security of the
OWP holds for all sufficiently large λ’s). We consider the n-party functionality fsum that
is defined with respect to the field F = F2ℓ where ℓ = log(n + 1); then, indeed, |F| > n as
required and OWP induces a permutation over Fn−1 .
Defining the adversary and the environment. Consider the following adaptive, semi-honest,
(n − 1)-limited adversary A and the environment Z for πsum .
1. The environment does not send any auxiliary information to the adversary at the beginning.
2. The adversary A starts by corrupting the parties P3 , . . . , Pn and learns their inputs
(g3 (x), . . . , gn (x)) and random tapes (ρ3 , . . . , ρn ). The environment does not send any
auxiliary information to the adversary for these corruptions.
3. Next, A receives first-round messages γ1→3 , . . . , γ1→n from P1 and γ2→3 , . . . , γ2→n from
P2 .
4. The adversary completes the execution honestly and outputs its view.
5. The environment corrupts P1 in the PEC phase and learns (amongst other things) its
input g1 (x), randomness ρ1 , and the values (r1,1 , . . . , r1,n−1 ) computed in Step 1 of πsum .
6. The environment checks whether (r1,1 , . . . , r1,n−1 ) = OWP(ρ1 ); if so it outputs real and
otherwise ideal.
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The corresponding adaptive simulator. By the assumed security of πsum , there exists an
efficient adaptive simulator S for A and Z. Note that by construction, the adversary A runs
in polynomial time with respect to the parameter λ; hence, S is PPT with respect to λ. We
will use S to construct a PPT inverter D for the OWP.
Constructing the inverter from the simulator. The inverter D receives as input the challenge
∗
y ∗ ∈ {0, 1}λ . We will consider y ∗ as element of Fn−1 , i.e., y ∗ = (r1∗ , . . . , rn−1
) ∈ Fn−1 . The
inverter D proceeds as follows:
1. D invokes the simulator S and emulates the ideal computation of fsum toward S; initially,
D sends nothing as the auxiliary information to S.
2. When S corrupts the parties P3 , . . . , Pn in the emulated ideal computation, D chooses
arbitrary polynomials (g3 (x), . . . , gn (x)) of degree at most n − 1 over F and hands gi (x)
to S as the input value of Pi ; D sends nothing as the auxiliary information to S.
3. When S sends inputs to the trusted party on behalf of the corrupted parties, D responds
with an arbitrary output value y ∈ F.
4. Once S generates its output, containing the view of A, the inverter D extracts the firstround messages that each corrupted party received from the honest party P1 , denoted
γ1→3 , . . . , γ1→n .
5. D samples two field elements γ1 , γ2 ← F and interpolates the unique polynomial h of
degree n − 1 satisfying the constraints:
h(α1 ) = γ1 ,

h(α2 ) = γ2 ,

h(αi ) = γ1→i for i ∈ {3, . . . , n}.

Pn−1
Next, D computes g1 (x) = h(x) − k=1 rk∗ xk .
6. D sends a “corrupt P1 ” request to S during the PEC phase. When S corrupts P1 in the
emulated ideal computation, D sets the input of P1 to be g1 (x). Next, S responds with
the view of P1 , containing the content of its random tape ρ1 .
7. D outputs ρ1 .
Efficiently inverting the OWP. First, notice that by construction, the running time of the
inverter D is polynomial with respect to its input y ∗ and to the running time of S; therefore,
D is PPT with respect to the parameter λ. We proceed to show that the success probability
of D in inverting a random challenge y ∗ ← {0, 1}λ is non-negligible.
h
i
▷ Claim 10. ∗ Prn−1 OWP(D(y ∗ )) = y ∗ = |F|1 2 .
y ←F

Proof. In our proof, we do not assume any specific behavior of the adaptive simulator S (i.e.,
we do not know how the simulator generates its output messages). However, based on the
assumed perfect security of the protocol, the adaptive simulator S operates according to the
following interface:
1. S corrupts parties P3 , . . . , Pn and learns their inputs (g3 (x), . . . , gn (x)).
2. S sends the inputs (g3 (x), . . . , gn (x)) to the trusted party and obtains the output value y.
3. S generates the simulated view of the adversary, which in particular contains the messages
γ1→3 , . . . , γ1→n from P1 to parties P3 , . . . , Pn .
4. S corrupts party P1 and learns its input g1 (x).
5. S outputs the view of P1 , including its random tape ρ1 and values (r1,1 , . . . , r1,n−1 ) =
Pn−1
OWP(ρ1 ), such that the polynomial h1 (x) = g1 (x) + k=1 r1,k xk satisfies h1 (αi ) = γ1→i
for i ∈ {3, . . . , n}.
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Recall that in Step 5 of the construction of the inverter, D samples γ1 , γ2 ← F and
interpolates the polynomial h(x) that satisfies the following constraints:
h(α1 ) = γ1 ,

h(α2 ) = γ2 ,

h(αi ) = γ1→i for i ∈ {3, . . . , n} .

First, for every choice of γ1 , γ2 ∈ F there exists a unique polynomial of degree n − 1 over
F satisfying these constraints. In the other direction, every polynomial h′ (x) of degree at
most n − 1 over F, satisfying h′ (αi ) = γ1→i for i ∈ {3, . . . , n}, induces two points γ1 = h′ (α1 )
and γ2 = h′ (α2 ) in F.
It follows that the inverter succeeds in inverting y ∗ if and only if h1 (α1 ) = γ1 and
h1 (α2 ) = γ2 (where h1 (x) is the polynomial defined by S). Indeed, in this case h1 (x) = h(x),
Pn−1
Pn−1
which means that h1 (x) − g1 (x) = h(x) − g1 (x), i.e., k=1 r1,k xk = k=1 rk∗ xk , and finally
∗
(r1,1 , . . . , r1,n−1 ) = (r1∗ , . . . , rn−1
). Since γ1 and γ2 are sampled uniformly at random from F,
this happens with probability 1/|F|2 .
◁
Finally, note that y ∗ ∈ Fn−1 , i.e., y ∗ ∈ {0, 1}(n−1) log(n+1) = {0, 1}λ . However, the
inverting probability is 1/|F|2 = 1/22 log(n+1) = 1/(n + 1)2 , which is non-negligible in λ. We
conclude that D is PPT in λ and succeeds in inverting OWP with non-negligible probability.
This contradicts the assumption that OWP is a one-way permutation.
◀
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Abstract
Innovative side-channel attacks have repeatedly exposed the secrets of cryptosystems. Benhamouda,
Degwekar, Ishai, and Rabin (CRYPTO–2018) introduced local leakage resilience of secret-sharing
schemes to study some of these vulnerabilities. In this framework, the objective is to characterize
the unintended information revelation about the secret by obtaining independent leakage from each
secret share. This work accurately quantifies the vulnerability of the additive secret-sharing scheme
to local leakage attacks and its consequences for other secret-sharing schemes.
Consider the additive secret-sharing scheme over a prime field among k parties, where the secret
shares are stored in their natural binary representation, requiring λ bits – the security parameter.
We prove that the reconstruction threshold k = ω(log λ) is necessary to protect against local
physical-bit probing attacks, improving the previous ω(log λ/ log log λ) lower bound. This result
is a consequence of accurately determining the distinguishing advantage of the “parity-of-parity”
physical-bit local leakage attack proposed by Maji, Nguyen, Paskin-Cherniavsky, Suad, and Wang
(EUROCRYPT–2021). Our lower bound is optimal because the additive secret-sharing scheme is
perfectly secure against any (k − 1)-bit (global) leakage and (statistically) secure against (arbitrary)
one-bit local leakage attacks when k = ω(log λ).
Any physical-bit local leakage attack extends to (1) physical-bit local leakage attacks on the
Shamir secret-sharing scheme with adversarially-chosen evaluation places, and (2) local leakage
attacks on the Massey secret-sharing scheme corresponding to any linear code. In particular, for
Shamir’s secret-sharing scheme, the reconstruction threshold k = ω(log λ) is necessary when the
number of parties is n = O(λ log λ). Our analysis of the “parity-of-parity” attack’s distinguishing
advantage establishes it as the best-known local leakage attack in these scenarios.
Our work employs Fourier-analytic techniques to analyze the “parity-of-parity” attack on the
additive secret-sharing scheme. We accurately estimate an exponential sum that captures the
vulnerability of this secret-sharing scheme to the parity-of-parity attack, a quantity that is also
closely related to the “discrepancy” of the Irwin-Hall probability distribution.
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1

Introduction

Innovative and sophisticated side-channel attacks, beginning with [13, 14], have repetitively
exposed the secrets of cryptosystems. Over the last few decades, there have been extensive
studies on the security and efficiency of cryptosystems against various models of potential
attacks (refer to the excellent survey [12]).
Benhamouda, Degwekar, Ishai, and Rabin [2] recently introduced local leakage resilience
of secret-sharing schemes to investigate some of these vulnerabilities (this primitive is also
implicitly studied by Goyal and Kumar [6]). Leakage-resilient cryptography aims to provide
provable security in the presence of known attacks and even unforeseen attacks. Secret-sharing
schemes are crucial building blocks for nearly all threshold cryptography. In leakage-resilient
secret-sharing, the objective is to characterize the unintended information revelation about
the secret by obtaining independent leakage from each secret share. The secret-sharing
scheme is locally leakage-resilient if the joint distribution of the leakage from every secret
share is (statistically) independent of the secret.
Interestingly, the local leakage resilience of Shamir’s secret-sharing scheme is closely
related to the problem of repairing Reed-Solomon codes [8, 9, 21, 7, 3, 17]. To break the
leakage-resilience of a secret-sharing scheme, the adversary does not need to reconstruct the
whole secret; obtaining partial information to distinguish any two secrets is sufficient. For
example, in a linear secret-sharing scheme over characteristic-two fields, a suitable one-bit
leakage from each share determines the “least significant bit” of the secret. The adversary’s
objective is to leak as small and simple a leakage as possible to achieve as significant a
distinguishing advantage as possible.
The physical-bit leakage model is a realistic (and analytically-tractable) leakage model
where an adversary probes physical bits in the memory hardware [11, 10, 4]. In the context
of local leakage resilience of secret-sharing schemes, parties store their secret shares in their
natural binary representation. The adversary chooses a bounded number of positions to
probe the memory hardware storing these secret shares. The adversary’s objective is to use
this leakage to obtain some partial information about the secret. If the adversary’s view is
statistically independent of the secret, the secret-sharing scheme is secure against the local
leakage; an indistinguishability-based definition captures this intuition [2].
This work characterizes the vulnerability of the additive secret-sharing scheme to the
“parity-of-parity” physical-bit local leakage attack proposed by [15]. Next, we explore the
consequences of this result to the leakage resilience of other linear secret-sharing schemes (in
particular, Shamir’s secret-sharing scheme).
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Summary of known attacks
Consider the additive secret-sharing scheme among k parties over a prime field. Benhamouda et al. [2] proposed a one-bit local leakage attack with a distinguishing advantage of
⩾ 1/k k .1 Recently, Maji et al. [15] proposed the “parity-of-parity” attack, where the secret
shares are stored in their natural binary representation, and the attacker leaks the least
significant bit from every secret share. Adams et al. [1] proved that the “parity-of-parity”
attack has a distinguishing advantage ⩾ (1/2k · k!) ≈ (e/2)k /k k . Therefore, the threshold
k must be ω(log λ/ log log λ) for the additive secret-sharing scheme to be secure, where
λ is the security parameter. Since the physical-bit probing attack is a significantly weak
leakage attack, their result poses a pressing threat to the secret-sharing scheme’s security.
Furthermore, a local leakage attack on the additive secret-sharing scheme extends to Shamir’s
secret-sharing schemes for adversarially-chosen evaluation places [15].
Using a probabilistic argument, Nielsen and Simkin [19] presented a leakage attack on
Shamir’s secret-sharing scheme. They showed the existence of a leakage function and a secret
such that the leakage is consistent with the secret with a probability of at least 1/2. Their
log p
attack requires m ⩾ kn−k
bits of leakage from each secret share, where n is the number of
parties and k is the reconstruction threshold. This result is not applicable when, for example,
the number of parties n = k, the reconstruction threshold.

Summary of our results
This work presents a tight analysis of the parity-of-parity attack (Figure 1). We prove that
k
this attack has a distinguishing advantage of ⩾ 12 · (2/π) , which, in turn, implies that the
threshold k must be ω(log λ) for the additive secret-sharing scheme to be secure. Observe
that our result qualitatively improves the lower bounds of [2] and [1] while relying only on
physical-bit local leakage.
Our result shows that the simplistic parity-of-parity physical-bit probing attack is asymptotically optimal. The distinguishing advantage of any local leakage attack (possibly performing more sophisticated leakages) cannot be significantly higher because Benhamouda et al. [2]
proved that the distinguishing advantage of any one-bit local leakage attack on the additive
k
secret-sharing scheme is ⩽ 2.47 · (2/π) . Furthermore, due to the (k − 1) independence of
the additive secret-sharing scheme, any (global) (k − 1) bits of leakage has no advantage in
distinguishing any two secrets.
Maji et al. [15] and Adams et al. [1] showed that any physical-bit local leakage attack
extends to a physical-bit leakage attack on Shamir’s secret-sharing scheme with adversariallychosen evaluation places. Previously, the best-known distinguishing advantage was ⩾
1/(2k · k!) [1], where k is the reconstruction threshold of Shamir’s secret-sharing scheme. Our
work improves this lower bound to ⩾ 12 · (2/π)k , which implies that k = ω(log λ) is necessary
for security against physical-bit local leakage attacks.
This attack also translates into a local leakage attack on the Massey secret-sharing scheme
corresponding to any linear code (refer to Appendix C for a definition); for example, Shamir’s
secret-sharing scheme with arbitrary evaluation places. Before our work, to ensure local
leakage-resilience, the lower bound on the reconstruction threshold of Shamir’s secret-sharing

1

This attack performs a computation on the entire secret share and leaks one bit of information from it.
We emphasize that this attack is not a physical-bit attack.
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scheme was (1) k = ω(log λ/ log log λ), if n = O(λ log λ/ log log λ) [1], and (2) k ⩾ n/(λ + 1),
if n = ω(λ log λ/ log log λ) [19]. Our results improve the lower bound to k = ω(log λ) when
the number of parties n = O(λ log λ).
Technically, we obtain our lower bound through a Fourier-analytic approach and an
accurate estimation of an appropriate exponential sum. As a consequence of our result, we
also improve the bound on the “discrepancy” of the Irwin-Hall probability distribution, a
fundamental property of any real-valued probability distribution proposed in [15].

2

Our Contribution

We begin with some notation to facilitate an overview of our results.

Secret-sharing schemes and local leakage resilience
Fix a prime field F of order p. The elements of F are naturally represented as λ-bit binary
strings corresponding to the elements {0, 1, . . . , p − 1}, where 2λ−1 ⩽ p < 2λ . Fix a linear
secret-sharing scheme over F among n parties with a reconstruction threshold k. Note
that the secret and the secret shares are all elements of F . The number of bits in the
representation of the secret and the secret shares is the security parameter λ.
Our work considers a (static) adversary who obtains m = 1 physical-bit leakage from
each secret share. A one-bit physical-bit leakage function τ = (τ1 , τ2 , . . . , τn ) is a collection of
functions τi : F → {0, 1} such that, on input x ∈ F , function τi outputs the ℓi -th physical-bit
of x for some 1 ⩽ ℓi ⩽ λ, for all 1 ⩽ i ⩽ n. For instance, ℓi = 1 refers to the least significant
bit and ℓi = λ refers to the most significant bit. Let τ (s) be the joint distribution of the
leakage function τ over the sample space {0, 1}n defined by the experiment: (1) sample
random secret shares (s1 , s2 , . . . , sn ) ∈ F n for the secret s ∈ F and (2) output the leakage
(τ1 (s1 ), τ2 (s2 ), . . . , τn (sn )).
A secret-sharing scheme is ε-locally leakage-resilient against one physical-bit probing
attacks, if, for any pair of secrets s(0) , s(1) ∈ F , the leakage distributions τ (s(0) ) and τ (s(1) )
have statistical distance ⩽ ε. As per convention, we want to ensure that the parameter
ε decays faster than any inverse-polynomial in the security parameter λ, represented as
ε = negl(λ).

Additive secret-sharing scheme
Consider the additive secret-sharing scheme with k parties over a finite field F (possibly
of composite order). For a secret s ∈ F , this secret-sharing scheme chooses random secret
shares s1 , . . . , sk ∈ F such that s1 +· · · + sk = s. We assume that if F is a prime field, parties
store the secret shares s1 , . . . , sk in their natural binary representation. However, if F is a
composite order field of characteristic p, then the secret shares are stored as a vector of Fp
elements, where every Fp element is represented in its natural binary representation. 2

Parity-of-parity attack
Maji et al. [15] introduced the parity-of-parity local physical-bit leakage attack on the additive
secret sharing scheme over fields of arbitrary characteristic. If F is a prime field (of an odd
order), then the attacker leaks the least significant bit of each secret share, i.e., the leaked bit

2

The degree-a extension of the field Fp , i.e. the finite field Fpa , is isomorphic to Fp [X]/π(X), where π(X)
is a degree-a irreducible polynomial. Therefore, every element s ∈ Fpa has a natural (s1 , . . . , sa ) ∈ Fpa
representation, each element in turn has a λ-bit binary representation.
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indicates whether the secret share si ∈ {0, 2, . . . , |F | − 1} or si ∈ {1, 3, . . . , |F | − 2}. Finally,
the attack predicts the parity of the secret using the parity of these leaked parities. If F
is a degree-a extension of the prime field Fp , then every secret share si ∈ F has equivalent
representation (si,1 , . . . , si,a ) ∈ Fpa . For some fixed index j ∈ {1, 2, . . . , a}, the attacker leaks
the parity of the element si,j from the i-th secret share. Over extension fields, this attack
predicts the parity of sj , where the secret s = (s1 , . . . , sa ) ∈ F a .
For example, if F has characteristic 2, observe that the parity of the j-th coordinate of all
the secret shares (as vectors in F2 ) yields the j-th coordinate of the secret, which completely
breaks the leakage-resilience of the additive secret-sharing scheme.
Adams et al. [1] proved that the advantage of this attacker is maximized when the secrets
are s(0) = 0 and s(1) = (p − 1)/2. Furthermore, they proved that the advantage of this attack
is ⩾ 1/(2k · k!).

Our results
Given ε and k, our objective is to identify whether there are two distinct secrets s(0) , s(1) ∈ F
such that the parity-of-parity attack has (at least) ε-advantage in distinguishing the secret
shares that these secrets generate. Without loss of generality, assume that F is a prime
field of order ⩾ 2, because the characteristic of the field determines the vulnerability of the
additive secret-sharing scheme. We prove the following result.
▶ Theorem 1. Consider the additive secret sharing scheme with k parties over the prime field
F . There exist two secrets s(0) , s(1) ∈ F such that the parity-of-parity attack has ε-advantage
in distinguishing the secret shares of s(0) from the secret shares of s(1) , where
 k
1
2
ε⩾ ·
.
2
π
▶ Remark 2. Our bound captures the intuition that, for a fixed k, with increasing p, the
insecurity of the additive secret-sharing
scheme reduces. As p → ∞, the insecurity tends

1 2 k
(from above) to the limit 2 π , a constant. Intuitively, the “most-secure additive secretsharing scheme” corresponds to the case when the order of the finite field is an “infinitely
large prime p.” This phenomenon and an exponential lower bound in k were originally
conjectured in [15] based on empirical evidence (refer to Figure 1). Recently, [1] made partial
progress towards non-trivially lower-bounding the advantage of the parity-of-parity attack by
proving ε ⩾ 1/(2k · (k − 1)!) − (3(k − 1)2 + 1)/p.3 However, this insecurity bound is increasing
in p; thus, their work could not substantiate this conjecture. Our result substantiates the
empirical evidence of [15] and positively resolves their conjecture.
Our lower bound is (asymptotically) optimal and also proves the optimality of the parityof-parity attack in the following sense. Over prime fields, [2] proved that the additive
secret-sharing scheme is 2.47 · (2/π)k -secure against any local one-bit leakage attack (i.e., the
leakage function τi : F → {0, 1} is arbitrary and need not be a physical-bit probing leakage).
Consequently, the reconstruction threshold of the additive secret-sharing scheme must satisfy
k = ω(log λ) to be leakage-resilient to one physical-bit leakage from every secret share. Our
result improves the previous best-known lower bound of k = ω(log λ/ log log λ) for additive
secret-sharing schemes using the leakage attack presented in [2, 1].

3

This bound proves that the discrepancy of the Irwin-Hall distribution is non-zero and is an integer
multiple of 1/2k (k − 1)!. Next, it transfers this lower bound to the distinguishing advantage of the
parity-of-parity attacker against the additive secret-sharing scheme over finite prime fields.
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Figure 1 The horizontal axis represents the number of shares k in the additive secret-sharing
scheme. The vertical axis represents the − ln(·) of the distinguishing advantage of the parity-of-parity
attack introduced by Maji et al. [15]. The squared points represent the empirically computed value
for small k over a large enough field F as presented in [15] . The circled points represents the lower
bound we prove in this work.

To better bound the effectiveness of the parity-of-parity attack, Maji et al. [15] proposed
the notion: discrepancy of the Irwin-Hall distribution. The first Irwin-Hall distribution IH1
is the uniform distribution over [0, 1). The i-th Irwin-Hall distribution IHi is the convolution
of the (i − 1)-th Irwin-Hall distribution IHi−1 with the uniform distribution over [0, 1). The
discrepancy of the k-th Irwin-Hall distribution disc(k) is defined as
Z ∞
disc(k) := sup
(−1)⌈x−y⌉ · IHk (x) dx .
(1)
y

−∞

Appendix A provides a pictorial illustration of this notion. We refer the readers to [1] for
more discussion on why this measure represents the effectiveness
of the parity-of-parity

attack. In particular, they proved that disc(k − 1) is Θ k 2 /p -close to the effectiveness of
the parity-of-parity attack on additive secret-sharing among k parties over prime field F of
order p. Consequently, our result implies that the discrepancy of the Irwin-Hall distribution
is also exponential in k, improving upon the previous best lower bound 1/(2k · k!) [1].
▶ Corollary 3. For k ∈ {1, 2, . . . }, let disc(k) represents
   the discrepancy of the k-th Irwin-Hall
k
distribution. Then, it holds that disc(k) = Θ π2
.
Finally, motivated by applications in leakage-resilient secure computation, observe that
our result extends to a stronger adversary who obtains some secret shares in the clear and
performs local leakage attacks on the remaining secret shares.4 We have the following
theorem for such insider attackers.
4

For example, in secret-sharing based multi-party computation protocols [5], an adversary can corrupt
some parties and get their entire secret shares in the clear. Additionally, the adversary may perform
leakage attacks on the secret shares of the remaining honest parties.
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▶ Corollary 4. Consider the additive secret sharing scheme with k parties over the prime field
F . Suppose a more general adversary obtains θ secret shares and gets the least significant
bit from other shares. Then, there exist two secrets
k−θ such that the adversary’s advantage of
.
distinguishing the two secrets is at least 12 · π2
⃗ represent Shamir’s secret-sharing
Shamir’s secret-sharing scheme. Let ShamirSS(n, k, X)
⃗ = (X1 , . . . , Xn ).
scheme among n parties, reconstruction threshold k, and evaluation places X
∗
The evaluation places X1 , . . . , Xn are distinct elements of F . Let s ∈ F be the secret. The
secret-sharing scheme picks a random polynomial f (Z) ∈ F [Z]/Z k conditioned on the fact
that f (0) = s. For i ∈ {1, . . . , n}, the i-th secret share is f (Xi ).
Maji et al. [15] show a set of evaluation places such that one could perform the parityof-parity attack on the first k secret shares to get the same advantage as the attack on the
additive secret-sharing scheme. Hence, our result implies the following theorem.
▶ Theorem 5. Let F be a prime field of order p such that p = 1 mod k. Let α ∈ F ∗ be
such that {α, α2 , . . . , αk = 1} ⊆ F ∗ is the set of k roots of the equation Z k − 1 = 0. Suppose
⃗
there exists β ∈ F ∗ such that {βα, βα2 , . . . , βαk = β} is a subset of the evaluation places X.
One can perform the parity-of-parity attack on the secret shares corresponding to evaluation
places {βα, βα2 , . . . , βαk = β} to get a distinguishing advantage of ⩾ 12 · (2/π)k . Therefore,
⃗ is negl(λ)-locally leakage-resilient secret-sharing scheme against one
if ShamirSS(n, k, X)
physical-bit leakage from each secret share, then it must be the case that k = ω(log λ).
Extension to arbitrary local leakage attacks. The following result extends the parityof-parity attack to a local leakage attack to Massey secret-sharing scheme and Shamir’s
secret-sharing scheme. Given a linear code C ⊆ F (n+1) , the Massey secret-sharing scheme [18]
corresponding to a code C, is defined as follows. For a secret s ∈ F , one samples a random
codeword (s0 , s1 , . . . , sn ) ∈ C such that s0 = s. For i ∈ {1, 2, . . . , n}, the ith secret share is
si ∈ F .
▶ Theorem 6. Let F be a prime order field. For any Massey secret-sharing scheme corres⃗ with arbitrary evaluation
ponding to an [n + 1, k]F -linear code C or any ShamirSS(n, k, X)
⃗ over F , there is a one-bit local leakage attack such that the distinguishing advantage
places X
k
is at least 12 · π2 .
To see why our results imply this theorem, assume the secret could be reconstructed
Pk
from the first k shares as s = i=1 αi · si , where α1 , . . . , αk are some fixed field elements
(determined by the [n + 1, k]F linear code). One can leak the least significant bit of αi · si
from the i-th secret share si . It is easy to see that the advantage of this adversary is identical
to the advantage of the parity-of-parity attack on the additive secret-sharing scheme.
However, we clarify that this leakage is not the physical-bit leakage because the local
leakage involves field multiplication. As a consequence of Theorem 6, we obtain a similar
lower bound for the reconstruction threshold against arbitrary local leakage.
▶ Corollary 7. Fix n, k ∈ N and a prime order field F . If the Massey secret-sharing
⃗ over F with arbitrary
scheme corresponding to an [n + 1, k]F -linear code or ShamirSS(n, k, X)
⃗
evaluation places X is negl(λ)-locally leakage-resilient against one-bit local leakage, then it
must hold that k = ω(log(λ)).
We clarify that a physical-bit leakage analog for this result does not hold. [15] proved
⃗ with random evaluation places X
⃗ is
that with close-to-one-probability the ShamirSS(n, k, X)
negl(λ)-locally leakage-resilient even for k = 2. Our result shows that the lower bound on the
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reconstruction threshold of Shamir’s secret-sharing scheme is k = ω(log λ) when the number
of parties is n = O(λ log λ). Before our work, the lower bound was (1) k = ω(log λ/ log log λ),
if n = O(λ log λ/ log log λ) [1], and (2) k ⩾ n/(λ + 1), if n = ω(λ log λ/ log log λ) [19].
▶ Remark 8. Our analysis also extends to the thermal noise leakage model in which the
adversary obtains a noisy version of the leakage bits as considered in [1]. In this model, instead
of obtaining the leakage τ (s) = (τ1 (s1 ), τ2 (s2 ), . . . , τn (sn )), the adversary receives a noisy
leakage τ ′ (s) = (τ1′ (s1 ), τ2′ (s2 ), . . . , τn′ (sn )), where every τi′ (si ) is ρi -correlated with τi (si ).5
The distinguishing advantage is reduced by a (multiplicative) factor of ρ = ρ1 ρ2 · · · ρn ⩽ 1.
For instance, the distinguishing advantage of the parity-of-parity attack in the presence of
(ρ1 , . . . , ρn ) noise would be
 n
1
2
ρ1 · ρ2 · · · ρn · ·
.
2
π
This observation follows from facts of convolution.

3

Technical Overview

This section presents an overview of our technical approach. Let F be a prime field of order
p. Consider the additive secret-sharing scheme over F . Let τ be the leakage attack that
leaks the least significant bit from every share.
We refer the readers to Section 4.1 for an introduction to Fourier analysis. By the
Fourier-analytic approach from prior works [2, 15, 16], for any two secrets s(0) and s(1) , we
have
!
n


 
 
 1
X
X Y
(0)
(1)
(0)
(1)
c
1ℓi (α) ω α·s − ω α·s
,
SD τ s
,τ s
= ·
2
∗
n
i=1
ℓ∈{0,1}

α∈F

where ω = exp(2πı/p) is the pth root of unity. Furthermore, 10 is the indicator function
for the set S0 := {0, 2, . . . , p − 1} and, similarly, 11 is the indicator function for the set
S1 := {1, 3, . . . , p − 2}. That is, Sb is the set of field elements whose least significant bit is b.
Note that the above expression is an identity. Our first observation is that, for any
ℓ ∈ {0, 1}n , the magnitude of the expression
U (α) :=

n
Y

1cℓi (α)

i=1

is exponentially decaying as α goes from the central points
and p − 1 (refer to Figure 2). Informally, it holds that
 n 
n
2
1
|U (α)| ≈
·
.
π
|2α − p|

p−1
2

and

p+1
2

to the end points 1

For the magnitude of the other term


(0)
(1)
V (α) := ω α·s − ω α·s
,

5

For any ρ ∈ [0, 1], a bit b is ρ-correlated with another bit b′ if b = b′ with probability ρ, and b is an
independent and uniformly random bit with probability 1 − ρ.
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Figure 2 For the representative case of p = 41, the Fourier spectrum of the indicator function

1S , where S = {0, 2, . . . , 40} ⊂ Fp is the subset of all “even elements”.

we use the naive triangle inequality to upper bound it by 2 for the non-central terms (i.e.,

p+1
(0)
α ̸= p−1
and s(1) such that V p−1
2 , 2 ). And we argue that there exists two secrets s
2
and V p+1
are large (e.g., ⩾ 3/2).
2
Together, these observations enable us to lower bound
 the statistical
 distance by (approxn 
p−1
p+1
imately) the magnitude of the dominant term U 2 and U 2 , which are Θ π2
.


Finally, observe that the two distributions τ s(0) and τ s(1) are (n−1)-indistinguishable.
That is, these two distributions restricted to any proper subset of their coordinates are
identical. Therefore, by standard techniques, parity is the optimal distinguisher for these
two distributions (we provide a formal discussion on this in Appendix B).
Consequently, the
n
parity-of-parity attack [15] has an distinguishing advantage of Θ π2
.
▶ Remark 9. Due to the form of our lower bound expression, it is tempting to naïvely argue
that the advantage of the parity-of-parity attack correctly predicting the secret’s parity is
(some form of a) “k-fold convolution of a (2/π)-biased predictor.” This intuition is (seriously)
technically flawed. The least significant bit of the first (k −1) secret shares are each 1/p-biased
and independent of the secret.

4

Analysis of the Parity-of-parity Attack on Additive Secret-sharing
Schemes

Maji et al. [15] proposed the following parity-of-parity attack. Suppose the field elements are
stored in their natural binary representation. The adversary leaks the least significant bit
(LSB) as the local leakage of every secret share. Finally, the adversary outputs the parity of
the LSB from every secret share as the prediction of the secret. Adams et al. [1] proved that
the distinguishing advantage of this adversary is at least Ω(1/n!). In this section, we shall
present a tight analysis of this attack. In particular, we shall show that the distinguishing
advantage is exp(−O(n)).
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This lower bound we prove is tight up to a small constant, as Benhamouda et al. [2]
n−2
prove that the distinguishing advantage of the adversary is upper-bounded by π2
. Note
that the upper bound of [2] holds for any local leakage attack on the additive secret-sharing
scheme. Therefore, our result also demonstrates that the “parity-of-parity” attack is the
optimal attack.
Formally, let AddSS(s) represent the distribution of the additive secret shares of the
secret s. That is, AddSS(s) = (s1 , . . . , sn ) is sampled uniformly at random conditioned on
that s1 + s2 + · · · + sn = s. For any x ∈ F , let lsb(x) represent the least significant bit of x.6
Let τ represent the local leakage function that
 leaks the LSB of every secret share. That
:=
is, τ (AddSS(s))
lsb(s1 ), lsb(s2 ), . . . , lsb(sn ) . We prove the following theorem.
▶ Theorem 10. There exists two secrets s(0) and s(1) such that

 1  2 n
(0)
(1)
SD τ (AddSS(s )) , τ (AddSS(s )) ⩾ ·
.
2
π
In particular, to ensure that the adversary has a negligible distinguishing advantage negl(λ),
it must hold that n = ω(log λ).
▶ Remark 11 (On the characteristics of the field). We emphasize that our lower bound holds
for arbitrarily large characteristics. Intuitively, as the characteristic of the field increases,
one expects the advantage of the adversary to decrease. However, our result
shows that
n
the advantage of the adversary is guaranteed to be higher than 12 · π2 even when the
characteristic of the field tends to infinity.
Finally, observe that τ (AddSS(s(0) )) and τ (AddSS(s(1) )) are (n − 1)-indistinguishable
distributions since the additive secret sharing is (n − 1)-private. By standard techniques in
Fourier analysis, the parity of all the bits is the best distinguisher (up to a small constant) for
any two (n − 1)-indistinguishable distributions. For completeness, we provide formal proof
of this in Appendix B. This observation, together with the theorem, implies the optimality
of the parity-of-parity attack.
Surprisingly, our proof of Theorem 10 is based on Fourier analysis. Typically, Fourier
analytic approach is employed to upper bound the distinguishing advantage of the adversary.
However, we shall use it to prove a lower bound result.
We start by introducing some notations and basics of Fourier analysis that suffice for our
purposes. Next, we present the proof of Theorem 10.

4.1

Preliminaries on Fourier Analysis

Let F be a prime field of order p. For any complex number x ∈ C, let x represent its
conjugate. For any two functions f, g : F → C, their inner product is
⟨f, g⟩ :=

1 X
·
f (x) · g(x).
p
x∈F

6

This section restricts our discussion to a field F of prime order. If E is an degree t extension field of the
field F , then every element α of E can be seen as a polynomial at−1 X t−1 + · · · + a1 X + a0 in F [X].
We shall call a0 the least significant symbol of α. Observe that, for an additive secret sharing of the
secret s over E, the least significant symbol of every secret share forms an additive secret sharing of the
least significant symbol of s over F . Therefore, the result for prime order fields naturally extends to
composite order fields when the attacker leaks the LSB of the least significant symbol of every share.
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Let ω = exp(2πı/p) be the pth root of unity. For all α ∈ F , the function χα is defined to be
χα (x) := ω α·x ,
and the respective Fourier coefficient fb(α) is defined as
fb(α) := ⟨f, χα ⟩ .
Our proof relies on the following lemma. We refer the readers to [2] for a proof.
▶ Lemma 12 (Poisson Summation Formula). Let C ⊆ F n be a linear code with dual code C ⊥ .
For all i ∈ {1, 2, . . . , n}, let fi : F → C be an arbitrary function. It holds that
" n
#
!
n
X Y
Y
fi (xi ) =
fbi (yi ) .
E
⃗
x←C

y
⃗ ∈C ⊥

i=1

i=1

The following claims will also be useful, which follows directly from the definition.
▶ Claim 13. Let S, T ⊆ F be a partition of F . For all α ∈ F ,

1cS (α) = −1cT (α).
▶ Claim 14. For all S ⊆ F and x ∈ F , it holds that
−α·x
c
1[
.
x+S (α) = 1S (α) · ω

The statistical distance (a.k.a, total variation distance) between two distributions P and Q
P
over a finite sample space Ω is defined as SD (P, Q) = 12 x∈Ω |P (x) − Q(x)|. For any code
C ⊆ F n and any vector x ∈ F n , we define x + C := {x + c : c ∈ C}.

4.2

Proof of Theorem 10

We start by introducing some notations and facts. Define a bipartition of F as
S0 := {0, 2, . . . , p − 1}

S1 := {1, 3, . . . , p − 2}.

and

That is, Sb is the set of field elements on which the LSB function will output b.
▶ Claim 15. For α ∈ F ∗ , it holds that

1d
S0 (α) =

1
1
1
1
d
·
· ω α/2 , and 1
·
· ω α/2 .
S1 (α) = −
2p cos(πα/p)
2p cos(πα/p)

Furthermore,
d
1d
S0 (α) = 1S1 (α) =

1
1
·
.
2p |cos(πα/p)|

Proof of Claim 15. By definition, we have

1d
S0 (α) = ⟨1S0 , χα ⟩ =

(p−1)/2
X
1 X −α·x
1
ω
= ·
ω −α·(2j)
p
p
j=0
x∈S0

−(2α)·(p+1)/2

1 1−ω
= ·
p
1 − ω −2α

=

1 1 − ω −α
·
.
p 1 − ω −2α
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p

α

One could verify that 1 − ω −α = 2 sin(πα/p) · ω 4 − 2 . Hence,
p

α

1
2 sin(πα/p) · ω 4 − 2
1
1
1d
·
·
· ω α/2 .
p
S0 (α) =
2α =
−
p 2 sin(π(2α)/p) · ω 4 2
2p cos(πα/p)
By Claim 13, we have

1d
S1 (α) = −

1
1
·
· ω α/2 .
2p cos(πα/p)

Finally, since wα/2 = 1, it is easy to see that
d
1d
S0 (α) = 1S1 (α) =

1
1
·
,
2p |cos(πα/p)|
◀

which completes the proof.

Let C be the parity code. That is, (c1 , . . . , cn ) ∈ C if c1 + · · · + cn = 0. The secret
shares of a secret s is uniformly distributed over the set (s, 0, . . . , 0) + C; or equivalently, it
is uniformly distributed over (n−1 · s, . . . , n−1 · s) + C. For ease of presentation, we use the
latter form. Additionally, the dual code of C, denoted by C ⊥ , is simply the repetition code,
i.e., C ⊥ = {(α, . . . , α) : α ∈ F }.
We are ready to prove Theorem 10 as follows. We shall abuse notation and write 1b for
1Sb . Observe that
 
 

SD τ AddSS(s(0) ) , τ AddSS(s(1) )
" n
#
" n
#
Y
Y
X
1
1ℓi (xi + n−1 · s(0) ) − E
1ℓi (xi + n−1 · s(1) )
= ·
E
2
⃗
x←C
⃗
x←C
n
i=1
i=1
ℓ∈{0,1}

1
= ·
2

X

X

ℓ∈{0,1}n y
⃗ ∈C ⊥

n
Y

!

X

n
Y

y
⃗ ∈C ⊥

i=1

1cℓi (yi + n−1 · s(0) ) −

i=1

(By definition of SD)
!

1cℓi (yi + n−1 · s(1) )

(Lemma 12)
1
= ·
2

X

X

n
Y

ℓ∈{0,1}n

α∈F

i=1

!

1cℓi (α + n−1 · s(0) ) −

X

n
Y

α∈F

i=1

1cℓi (α + n−1 · s(1) )

!

(By the definition of C ⊥ )
1
= ·
2
1
= ·
2
=2

X

n
Y

ℓ∈{0,1}n α∈F

i=1

X

X

X

ℓ∈{0,1}n

α∈F ∗

n−1

1cℓi (α)

n 
Y
i=1

!



ω α·s

(0)

− ω α·s

(1)



1
1
·
· ω α/2
(−1)
2p cos(πα/p)
ℓi

(Claim 14)
! 

ω α·s

n 

X 1
(0)
(1)
1
α/2
·
·ω
ω α·s − ω α·s
·
2p cos(πα/p)
∗

(0)

− ω α·s

(1)



(Claim 15)

(Identity transformation)

α∈F

Note that the proof so far has not used any inequalities. The expression above is identical
to the statistical distance. For brevity, let us define

n
(0)
(1)
1
1
U (α) :=
·
· ω α/2 , and V (α) := ω α·s − ω α·s .
2p cos(πα/p)
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Additionally, let W (α) := U (α) · V (α). Intuitively, we shall prove that the magnitude
P
of
α∈F ∗ W (α) is approximately the magnitude of its leading term W ((p − 1)/2) and
W ((p + 1)/2). In particular, we prove the following claims.
▶ Claim 16. There exists a universal constant µ ⩾ 3/2 and two secrets s(0) , s(1) ∈ F such
that




p−1
p+1
⩾ µ · π −n .
W
+W
2
2
▶ Claim 17. For all secrets s(0) , s(1) , we have
X

W (α) ⩽ exp(−Θ(n)) · π −n .

p+1
α∈F ∗ \{ p−1
2 , 2 }

Using Claim 16 and Claim 17, the proof of the Theorem 10 follows from the fact that
 
 

SD τ AddSS(s(0) ) , τ AddSS(s(1) ) ⩾ 2n−1 · (µ − exp(−Θ(n))) · π −n ,


3
n−1
⩾2
·
− o(1) · π −n ,
2
 n
1
2
⩾ ·1·
(for large enough n.)
2
π
Consequently, it suffices to prove Claim 16 and Claim 17 to complete the proof of
Theorem 10.
Proof of Claim 16. Observe that

n




p−1
1
1
p−1
p−1

 ·ω 4  ·V
= ·
W
2
2p cos π · p−1
2
2p

n


p−1
1
1
p−1
n·


4


=
·
·ω
·V
2p sin π · 1
2
2p

and

W

p+1
2



n


1
=
2p

1
=
2p

·

1

cos π ·

p+1
2p

 ·ω

p+1
4



 ·V

p+1
2

n
·

1


sin π ·

1
2p

  · (−1)n · ω n·

p+1
4




·V

p+1
2



Therefore,




p−1
p+1
W
+W
2
2

n




p−1
p+1
p−1
p+1
1
1
n·
n
n·


4
4


·V
·V
=
·
· ω
+ (−1) · ω
2p sin π · 1
2
2
2p
n





n
1
1
p−1
p+1

 · V
= ·
+ (−1)n · ω 2 · V
2p sin π · 1
2
2
2p
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Note that x·sin(1/x) is strictly increasing as x increases and tends to 1 as x → ∞.7 Therefore,

W

p−1
2




+W

p+1
2


⩾π

−n


· V

p−1
2



n

n
2



+ (−1) · ω · V

p+1
2


.


n
It remains
to prove that there exist secrets s(0) and s(1) such that V p−1
and (−1)n · ω 2 ·
2

V p+1
does not cancel each other to be too small. More formally, for any p and n, we shall
2
show that there exist a universal constant µ and secrets s(0) and s(1) such that


ω

p−1 (0)
2 ·s

−ω

p−1 (1)
2 ·s



 p+1 (0)

p+1 (1)
n
⩾ µ.
+ (−1)n · ω 2 · ω 2 ·s − ω 2 ·s

Let f (s(0) ) (resp., g(s(1) )) denote the terms involving s(0) (resp., s(1) ) in the above expression.
And we are interested in f (s(0) ) + g(s(1) ) . Observe that
X

g(s(1) ) = 0.

s(1) ∈F

Therefore, we have
max f (s(0) ) + g(s(1) ) ⩾
s(1)

1 X
f (s(0) ) + g(s(1) )
p (1)
s

⩾

∈F


1 X  (0)
f (s ) + g(s(1) ) = f (s(0) ) .
p (1)
s

∈F

Hence, it suffices to show that there exists an s(0) such that f (s(0) ) is sufficiently large.
That is,
max ω

p−1 (0)
2 ·s

n

+ (−1)n · ω 2 · ω

p+1 (0)
2 ·s

s(0)

⩾ µ,

which is equivalent to
n

max 1 + (−1)n · ω 2 · ω s
s(0)

(0)

⩾ µ.

(0)

It is easy to see that the phase of ω s could be an arbitrary multiple of 2π/p. Hence, there
must exist an s(0) such that the above expression has magnitude ⩾ 3/2.8 This completes the
proof.
◀

7
8

Intuitively, the advantage of the adversary decreases as the characteristic of the field increases.
In fact, as p tends to infinity, the maximum gets arbitrarily close to 2.

H. K. Maji et al.

16:15

Proof of Claim 17. By a simple triangle inequality, we have |V (α)| ⩽ 2. Hence,
X

W (α)

p+1
α∈F ∗ \{ p−1
2 , 2 }

X

⩽

|W (α)|

(Triangle inequality)

p+1
α∈F ∗ \{ p−1
2 , 2 }

X

⩽2·

|U (α)|

(Triangle inequality)

p+1
α∈F ∗ \{ p−1
2 , 2 }

X

=2·

p+1
α∈F ∗ \{ p−1
2 , 2 }

(p−3)/2 

X

=4·

j=1
(p−3)/2 

X

=4·

j=1

1
1
·
2p cos(πα/p)

1
1
·
2p cos(πj/p)

n

(Identity transformation)

n
(Identity transformation)

1
1
·
2p sin(π(p − 2j)/(2p))

n
(Identity transformation)

Observe that sin(x) ⩾ x/2 for every x ∈ (0, π/2). Hence,
X

W (α)

p+1
α∈F ∗ \{ p−1
2 , 2 }

(p−3)/2 

⩽4·

X
j=1

1
2
·
2p π(p − 2j)/(2p)

n

(p−3)/2 

n
2
=π ·4·
p − 2j
j=1
 n Z ∞  n 
2
1
⩽ π −n · 4 ·
+
dx
3
x
3
 n
 n+1 !
2
1
1
+
= π −n · 4 ·
3
n+1 3
−n

X

= π −n · exp(−Θ(n)).
This completes the proof.

◀
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The Discrepancy of the Irwin-Hall Distribution
disc(4)
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Figure 3 The plot of the fourth (left) and fifth (right) Irwin-Hall distribution. Intuitively, the
discrepancy of the Irwin-Hall distribution is the difference between the total probability mass inside
the black bands and the total probability mass outside the black bands. In particular, we are
interested in the maximum difference as the black bands shift along the x-axis. Equation 1 provides
a precise definition. This maximum difference is defined as the discrepancy of the k-th Irwin-Hall
distribution, denoted by disc(k).

B

On the Optimality of the Parity Distinguisher

Let D(0) and D(1) be two distributions over the universe {0, 1}n . Suppose D(0) and D(1) are
(n − 1)-indistinguishable.9 That is, for any proper subset S ⊂ {1, 2, . . . , n}, we have
(
) (
)!
⃗x ← D(0)
⃗x ← D(1)
SD
,
= 0.
Output ⃗xS
Output ⃗xS

9

We do not use the term (n − 1)-independent since the LSB of a uniformly random field element is not
exactly uniform over {0, 1}.
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For a distribution D and any set S ⊆ 1, 2, . . . , n, define the bias of D over S as
P
h
i
x
bias(D, S) := E (−1) i∈S i .
⃗
x←D

The following fact about the bias shall be useful. We refer the readers to [20] for a proof.
▶ Lemma 18.

 1 sX
2
SD D(0) , D(1) ⩽ ·
bias(D(0) , S) − bias(D(1) , S) ,
2
S∈Ω

where Ω is the power set of {1, 2, . . . , n}.
Observe that D(0) and D(1) are (n − 1)-indistinguishable implies that
bias(D(0) , S) = bias(D(1) , S)
for all proper subsets S ⊂ {1, 2, . . . , n}.
Therefore, this lemma implies that





 1
SD D(0) , D(1) ⩽ · bias D(0) , {1, 2, . . . , n} − bias D(1) , {1, 2, . . . , n} .
2
This shows that the parity is the optimal distinguisher up to a constant as the right hand
side is exactly the advantage of the parity distinguisher.

C

Massey’s Secret-sharing Schemes

For completeness, we recall Massey’s Secret-sharing scheme. The following is taken verbatim
from [16].
1

⃗v

Ik

R

Figure 4 A pictorial summary of the generator matrix G+ = [Ik+1 | P ], where P is the shaded
matrix. The indices of rows and columns of G+ are {0, 1, . . . , k} and {0, 1, . . . , n}, respectively. The
(blue) matrix G = [Ik | R] is a submatrix of G+ . In particular, the secret shares of secret s = 0 form
the code ⟨G⟩. The (red) vector is ⃗v . In particular, for any secret s, the secret shares of s form the
affine subspace s · ⃗v + ⟨G⟩.

A linear code C (over the finite field F ) of length (n + 1) and rank (k + 1) is a (k + 1)dimension vector subspace of F n+1 , referred to as an [n + 1, k + 1]F -code. The generator
matrix G ∈ F (k+1)×(n+1) of an [n + 1, k + 1]F linear code C ensures that every element in C
can be expressed as ⃗x · G, for an appropriate ⃗x ∈ F k+1 . Given a generator matrix G, the
row-span of G, i.e., the code generated by G, is represented by ⟨G⟩. A generator matrix G
is in the standard form if G = [Ik+1 |P ], where Ik+1 ∈ F (k+1)×(k+1) is the identity matrix
and P ∈ F (k+1)×(n−k) is the parity check matrix. In this work, we always assume that the
generator matrices are in their standard form.
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Massey Secret-sharing Schemes. Let C ⊆ F n+1 be a linear code. Let s ∈ F be a
secret. The Massey secret-sharing scheme corresponding to C picks a random element
(s, s1 , . . . , sn ) ∈ C to share the secret s. The secret shares of parties 1, . . . , n are s1 , . . . , sn ,
respectively.
Recall that the set of all codewords of the linear code generated by the generator matrix
G+ ∈ F (k+1)×(n+1) is

⃗y : ⃗x ∈ F k+1 , ⃗x · G+ =: ⃗y ⊆ F n+1 .
For such a generator matrix, its rows are indexed by {0, 1, . . . , k} and its columns are indexed
by {0, 1, . . . , n}. Let s ∈ F be the secret. The secret-sharing scheme picks independent and
uniformly random r1 , . . . , rk ∈ F . Let
(y0 , y1 , . . . , yn ) := (s, r1 , . . . , rk ) · G+ .
Observe that y0 = s because the generator matrix G+ is in the standard form. The secret
shares for the parties 1, . . . , n are s1 = y1 , s2 = y2 , . . . , sn = yn , respectively. Observe that
every party’s secret share is an element of the field F . Of particular interest will be the set
of all secret shares of the secret s = 0. Observe that the secret shares form an [n, k]F -code
that is ⟨G⟩, where G = G+
{1,...,k}×{1,...,n} . Note that the matrix G is also in the standard
form. The secret shares of s ∈ F ∗ form the affine space s · ⃗v + ⟨G⟩, where ⃗v = G+
0,{1,...,n} .
Refer to Figure 4 for a pictorial summary.
Suppose parties i1 , . . . , it ∈ {1, . . . , n} come together to reconstruct the secret with their,
+
(k+1)×1
respective, secret shares si1 , . . . , sit . Let G+
represent the columns
∗,i1 , . . . , G∗,it ∈ F
+
(k+1)×1
indexed
by
i
,
.
.
.
,
i
∈
{1,
.
.
.
,
n},
respectively.
If
the
column
G
∈
F
lies in the span
1
t
∗,0
 +
+
a
linear
combination
of G∗,i1 , . . . , G∗,it then these parties can reconstruct the secret s using
 +
+
of their secret shares. If the column G∗0 does not lie in the span of G∗,i1 , . . . , G+
∗,it then
the secret remains perfectly hidden from these parties.
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1

Introduction

A Distributed Point Function (DPF) [28, 13] enables splitting any secret point function
fα,β (i.e., for which fα,β (x) = β if x = α, and 0 otherwise) into m succinctly described
function shares fi , that individually hide fα,β , and which support a simple additive perP
input reconstruction fα,β (x) = i fi (x) over some fixed Abelian group. More concretely,
each function share fi is described by a key ki such that with an appropriate evaluation
algorithm Eval it holds that Eval(ki , x) = fi (x). In effect, this provides a compressed additive
secret-sharing of a secret weight-1 vector across servers.
DPFs have a wide range of cryptographic applications, including Private Information
Retrieval (PIR) [17, 16, 28], anonymous messaging systems [18, 35], secure aggregation
and statistical analysis [13, 7], private set intersection [39, 22], secure computation for
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RAM programs [23, 15] and programs with mixed-mode operations [14, 8], and recently
pseudorandom correlation generators [9, 10, 11], with applications to secure computation
and beyond.
As with many cryptographic notions, the security property of DPFs can be either
computational (based on computational hardness assumptions), or information theoretic.
The vast majority of attention to date has been placed in the two-server regime, where it
is known that nontrivial DPFs require the existence of one-way functions [28, 12]. In turn,
from one-way functions, efficient two-server DPF constructions have been demonstrated with
small key size, which grows logarithmically with the domain size of fα,β [28, 13].
However, as soon as one steps beyond two servers to an honest majority, the impossibility
no longer holds, and the question of minimizing the key size of information-theoretic DPFs
becomes wide open. Despite its neglect up to now, the regime of information-theoretically
secure DPFs offers potential for application scenarios where information-theoretic security is
desired (or required), as well as appealing potential for simplicity of constructions. Another
important motivation for information-theoretic constructions is the possibility to avoid the
limitations of current techniques for distributed key generation of computationally secure
DPF [23].

1.1

Our Contribution

We initiate an investigation of information-theoretically secure DPFs (IT DPFs for short),
focusing on the case of non-colluding servers (i.e., security threshold t = 1). While simple
constructions based on Reed-Muller codes are implicit in the PIR literature [17], these have
polynomial key size of O(N 1/(m−1) ), where N is the domain size and m is the number
of servers. In contrast, the new generation of PIR schemes [40, 25, 24, 4], which achieve
sub-polynomial communication, do not directly give rise to standard DPFs. Instead, they
imply a relaxed form of DPF in which the output is not shared additively. While this suffices
for the PIR application, it does not suffice for most other applications of DPFs. Even in the
PIR context, an additive representation is helpful for maximizing the download rate [26].
Our primary technical contribution is in bridging this gap. We obtain the first statistically
private 3-server DPF for domain size N with subpolynomial key size N o(1) . We also
present a similar perfectly private 4-server DPF. Our constructions offer benefits over their
computationally secure counterparts, beyond the superior security guarantee, including
better computational complexity and potential for “MPC friendliness” in the sense of
efficient distributed key generation, all while having comparable key size 1 for moderate-sized
parameters.
We obtain the following main results:
▶ Theorem 1 (4-server perfectly secure IT DPF, informal). Let p ≥ 3 be a prime and s ≥ 1 an
integer. There exists a perfectly secure
4-server DPF, for point functions with output group
√
2p log N log log N
s
Zp and key size O s log(p) · 2
.

1

This assumes that β is taken from a small output group, such as Z2 , which suffices for many applications
of DPF. While in this work we focus on asymptotic efficiency and do not attempt to optimize concrete
efficiency, our techniques can be applied to concretely efficient variants of the “matching vector” based
PIR schemes on which we rely (see Table 2 in the full version of [31]). Unlike the Reed-Muller based
3-server PIR, these variants can be practical even for (sparse, virtual) database of size ≈ 260 , which
arise in private keyword search applications.
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▶ Theorem 2 (3-server statistically-secure IT DPF, informal). Let p ≥ 2 be a prime. There
exists a 2−λ
3-serverDPF, for point functions with output group Zp and
-statistically secure
√
k(p) log N log log N
key size O λ log(p) · 2
where k(2) = 6, k(3) = 10, and k(p) = 2p if p ≥ 5.
Due to the prime p appearing in the exponent in the key size, Theorem 1 permits only
groups of the form Zps for small prime p (or products of such groups via CRT). The same is
true for Theorem 2, except that there we further have the restriction of s = 1. However, for
many applications of DPF (including both “reading” and “writing”) an output group of Z2
suffices, in which case Theorem 2 gives an efficient construction. Moreover, in applications of
DPF that require a group of a large characteristic (e.g., for aggregation [7] or weighted private
set intersection [22]), Theorem 1 gives an efficient construction over Z3s for a sufficiently
large s.
We further explore advantages of our IT DPF constructions over existing computationally
secure constructions, beyond their stronger security guarantees. We explicitly demonstrate
one such benefit: simplicity of distributed key generation. This relates to the procedure of
two or more clients jointly executing the DPF key generation algorithm for an input point
function that is secret shared across servers (i.e., where no client individually knows the
secret fα,β ). This “Distributed Gen” procedure is a crucial and costly part of important
DPF-based applications. Distributed Gen protocols in the computational setting currently
fall into one of two categories. They use either generic MPC machinery, which requires
non-black box secure computation of cryptographic primitives such as PRGs, or tailored
protocols [23] requiring computation that is proportional to the size of the input domain
and a number of communication rounds that is logarithmic in that size. Moreover, there
is no known approach for distributing the key generation of 2-server DPF in the malicious
security setting that makes black-box use of a PRG, regardless of round complexity.
In contrast, the simpler structure of keys in IT DPFs implies the following:
▶ Theorem 3 (Distributed key generation, informal). There exist protocols for distributed
generation of the keys required in Theorems 1 and 2 that are information-theoretically secure
for m ≥ 3 servers with one malicious corruption, or for 2PC in the OT-hybrid model, have
computation and communication cost Õ(h) for required key size h, and O(log h) rounds.
Alternatively, settling for computational security, there are such constant-round protocols
that only make a black-box use of a PRG.

1.2

Overview of Techniques

Our information-theoretic (IT) DPF constructions are based on a related primitive, IT private
information retrieval (PIR) [17]. A PIR scheme allows a client to retrieve a single bit from
a database D of N bits, by communicating with m ≥ 2 servers, such that no server learns
the client’s bit index. Multi-server PIR served as an original driving motivation behind the
introduction of DPFs, as an m-server DPF directly yields an m-server PIR protocol. In this
work, however, we study this connection in the other direction: building DPF from PIR.
Assuming the m-server IT PIR scheme satisfies that each server responds with a single bit
to the client query, and that the client’s reconstruction is additive, then in fact we obtain an
IT DPF for the point function fα,1 , by having the client query for index α, and the servers
considering the database Dx which has the value 1 at index x, and 0 at all other indices. As
we will see, some existing classes of IT PIR schemes fit into this framework, and thus yield
IT DPF with similar communication. However, other categories of IT PIR constructions will
require more work.
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Known IT PIR schemes can be roughly classified into three generations. The firstgeneration schemes, originating in the work of [17], are based on Reed-Muller codes, and
achieve communication complexity N 1/Θ(m) . As it turns out, for m ≥ 3 these schemes imply
IT DPF schemes with similar communication complexity. Hence, these constructions serve
as our baseline.
▶ Theorem 4 (Reed-Muller IT DPF - Informal, implicit in [17, 3]). Let p ≥ 2 be a prime and
m ≥ 2 an integer. There exists a perfectly secure m-server DPF, for point functions with
output group Zp and key size Om (log(p) · N 1/(m−1) ).
Note that the above theorem is stated for prime sized cyclic groups, as the usual ReedMuller code based constructions are based on extension fields. However, by employing a
similar construction over extension rings, which are used in the MPC literature on secure
computation over rings [20, 19], it is possible to extend the above result to any prime power
sized cyclic groups, and hence to any Abelian group.
In the second-generation PIR scheme of [5] the exponent of N vanishes super-linearly
with m (but is still a constant for any fixed m), and corresponding IT DPF constructions
can be derived as well.
Finally, third-generation PIR schemes [40, 25, 24, 4] achieve N o(1) communication complexity with as low as 3 servers, or even 2 servers if we allow the servers to respond with
N o(1) -bit messages. These schemes are based on a nontrivial combinatorial object called
a matching vectors (MV) family, based on the work of [30]. In addition to their superior
asymptotic communication complexity, as was discussed in [4, 31], for moderate size parameters, these schemes can achieve superior concrete complexity as well, by employing an
MV family based on the work of Frankl [27].
Unfortunately, unlike the first and second generation PIR schemes, MV-based PIR
schemes do not readily imply a DPF. Indeed, for some specific output ring R, the schemes
imply a form of “quasi-additive” DPF, where β can either be chosen to be zero or some
invertible element ζ of R (which depends on the choice of α and the randomness of the key
generation). Note that given such a quasi-additive DPF for m servers, it can be converted
to a true DPF with 2m servers by replicating each quasi-additive DPF share among two
servers, as well as secret sharing ζ = ζ1 + ζ2 among them. Indeed, this principle can also
be applied to balanced PIR schemes, where the output message of each server is a vector
instead of a single element. By applying this to the 2-server “quasi-additive” DPF implicit
in the 2-server PIR work of Dvir and Gopi [24] we obtain Theorem 1.
The above discussion leaves open the question of obtaining a 3-server IT DPF with
communication complexity N o(1) . We are able to construct such a DPF with statistical
security. One subtle difficulty is that even though the nonzero payload β generated by
the quasi-additive DPF depends on the randomness of the key generation, this entropy
is eliminated when we condition on the view of a server. Our strategy is to repeat the
quasi-additive DPF σ times, for point functions fα,β1 , . . . , fα,βσ , such that with probability
1/2 we take βi = 0 and take a nonzero βi otherwise. This ensures that even when fixing
α and conditioning on the view of a single server, the payload β has some entropy. Then,
we provide each server with its respective σ keys. In addition, denoting by B the vector
of payloads, such that each coordinate i takes the value βi , we provide the servers with a
random vector r satisfying ⟨r, B⟩ = β for the desired output value β.
By the perfect security of the PIR, the σ keys alone do not reveal any information.
However, since r is correlated with them and with β, some information on the relation
between α and β is revealed. To argue that the amount of information is a negligible function
of σ, we first invoke the leftover hash lemma to argue that for a uniformly random r′ , the
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distribution of (r′ , ⟨r′ , B⟩) is statistically close to uniform. We then argue that if we condition
this joint distribution on different values of ⟨r′ , B⟩, the distribution of r′ cannot change much.
By applying this principle to the PIR scheme of [4], we obtain Theorem 2.

2

Preliminaries

Notation. For N ∈ N we let [N ] = {1, . . . , N }. We denote the inner product of two vectors
P
u and v of the same length by ⟨u, v⟩ = i ui vi .
P
Probability. For two distributions D1 , D2 we denote by d(D1 , D2 ) = 12 ω | PrD1 [ω] −
PrD2 [ω]| their total variation distance. We denote by Uℓ uniformly distributed random
strings of length ℓ.
Groups. We represent an Abelian group G of the form G = Zq1 × · · · × Zqℓ , for prime
powers q1 , . . . , qℓ by Ĝ = (q1 , . . . , qℓ ) and represent a group element of G by a sequence of ℓ
non-negative integers.
Point functions. Given a domain size N and Abelian group G, a point function fα,β :
[N ] → G for α ∈ [N ] and β ∈ G evaluates to β on input α and to 0 ∈ G on all other inputs.
We denote by fˆα,β = (N, Ĝ, α, β) the representation of such a point function.

2.1

Distributed Point Functions

We begin with a formal definition of the cryptographic primitive of distributed point functions
(DPFs).
▶ Definition 5 (DPF [28, 13]). A (1-private) m-server distributed point function, or m-DPF
for short, is a tuple of algorithms Π = (Gen, Eval0 , . . . , Evalm−1 ) with the following syntax:
Gen(1λ , fˆα,β ) → (k0 , . . . , km−1 ): On input security parameter λ ∈ N and point function
description fˆα,β = (N, Ĝ, α, β), the (randomized) key generation algorithm Gen returns
an m-tuple of keys k0 , . . . , km−1 ∈ {0, 1}∗ . We assume that N and G are determined by
each key.
Evali (ki , x) → yi : On input key ki ∈ {0, 1}∗ and input x ∈ [N ] the (deterministic)
evaluation algorithm of server i, Evali , returns a group element yi ∈ G.
We require Π to satisfy the following requirements:
ˆ
Correctness: For every
hP λ, fα,β = (N, Ĝ, α, β) iand x ∈ [N ], if (k0 , . . . , km−1 ) ←
m−1
λ ˆ
Gen(1 , fα,β ), then Pr
Evali (ki , x) = fα,β (x) = 1.
i=0

Security: Consider the following semantic security challenge experiment for a corrupted
server T ∈ {0, . . . , m − 1}:
1. The adversary gives challenge point function descriptions (fˆ1 = (N1 , Ĝ1 , α1 , β1 ), fˆ2 =
(N2 , Ĝ2 , α2 , β2 )) ← A(1λ ) with N1 = N2 and Ĝ1 = Ĝ2 .
$
2. The challenger samples b ← {0, 1} and (k0 , . . . , km−1 ) ← Gen(1λ , fˆb ).
3. The adversary outputs a guess b′ ← A(kT ).
Denote by Adv(1λ , A, T ) := Pr[b = b′ ] − 1/2 the advantage of A in guessing b in the
above experiment. For circuit size bound S = S(λ) and advantage bound ϵ(λ), we say that
Π is (S, ϵ)-secure if for all T , and all non-uniform adversaries A of size S(λ), we have
Adv(1λ , A, T ) ≤ ϵ(λ). We say that Π is:
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Computationally ϵ-secure if it is (S, ϵ)-secure for all polynomials S.
Computationally secure if it is (S, 1/S)-secure for all polynomials S.
Statistically ϵ-secure if it is (S, ϵ)-secure for all S. When ϵ is omitted it is understood
to be negligible in λ.
Perfectly secure if it is statistically 0-secure.

3

Constructions

In this section we give two main constructions of information-theoretic DPF. The first is
perfectly secure but requires 4 servers. The second requires just 3 servers but only offers
statistical security.

3.1

4-server MV-based DPF

Our first result is the following, based on 2-server “quasi-additive” DPF, implicit in [24].
In that quasi-additive DPF the response of each server is a vector, such that the result is
constructed by taking an inner product of the sum of the servers’ vectors with a reconstruction
vector that is a function of the point α and therefore must not be part of the DPF key.
However, the reconstruction vector can be readily secret-shared between two keys. Using
four servers such that each pair of servers receives one of the original keys of the two-server
DPF of [24] and secret shares of the reconstruction vector, results in a scheme in which each
server returns a single element.
▶ Theorem 6. Let p ≥ 3 be a prime and s ≥ 1 an integer. There exists a perfectly secure
4-DPF, for
with output
 point functions
 group Zps , β ∈ {0, 1}, domain size N , and key size
√
2p log N log log N
|ki | = O s log(p) · 2
, i ∈ {0, 1, 2, 3}.
We prove the theorem in several steps. The following theorem is a generalization of the
construction implicit in [24] to the case of matching vector families over moduli m = 2ps , for
a prime p ≥ 3 and an integer s. Here, Share is a randomized algorithm that shares an input
α ∈ [N ] between two servers, Conv is a share conversion algorithm employed by the servers
that maps the shares of α to shares of fα,ζ (x), for some nonzero ζ, and Rec is an algorithm
that allows, given α, to recover fα,ζ (x).
▶ Theorem 7 (Dvir Gopi share conversion [24], generalized). Let p ≥ 3 be a prime, s ≥ 1 an
integer, and denote q = 2ps . Forevery integer
 exist a randomized mapping
√ N ≥ 1 there
Share : [N ] → Zhq × Zhq , h = O log(q) · 22p log N log log N , and deterministic mappings
Conv : {0, 1} × Zhq × [N ] → Zhps and Rec : [N ] → Zhps , such that
For every α, x ∈ [N ],
"
*
+(
1
X
∈ {2, −2},
Pr (c0 , c1 ) ← Share(α) : Rec(α),
Conv(i, ci , x)
= 0,
i=0

x=α
x ̸= α

#
= 1.

For every α, α′ ∈ [N ] and i ∈ {0, 1},
[(c0 , c1 ) ← Share(α); Output ci ] ≡ [(c0 , c1 ) ← Share(α′ ); Output ci ]
Share, Conv, Rec are computable in time polynomial in their input and output size.
We will first need the following result from [30].
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Notation: Let Share, Conv, Rec be as in Theorem 7.
Gen(fˆα,β = (N, Ĝ = Zc
ps , α, β ∈ {0, 1})):
Compute (c0 , c1 ) ← Share(α).
Compute r =



Rec(α),

P1
i=0

−1

Conv(i, ci , α)

Rec(α)β, and share it additively r = r0 +r1 .

Output k0 = (c0 , r0 ), k1 = (c0 , r1 ), k2 = (c1 , r0 ), k3 = (c1 , r1 ).

Evali (ki = (cj1 , rj2 ), x):
Compute and output ⟨rj2 , Conv(j1 , cj1 , x)⟩.

Figure 1 4-server MV-based DPF.

8 (Matching 
Vectors [30]). For every integers N, s and prime p, there is h =
▶ Theorem √
2p log N log log N
O log(q)2
and a collection of vectors (ui , vi )i∈[N ] in Zhq (called matching
vectors), q = 2ps , such that
For every i ∈ [N ], ⟨ui , vi ⟩ = 0.
For every i ̸= j, ⟨ui , vj ⟩ ∈ {1, ps , ps + 1}.
We are now ready to prove Theorem 7.
Proof of Theorem 7. Let h and (ui , vi ) be as in Theorem 8. Share(α) draws a random
$

vector w ← Zhq and outputs (w, w + uα ). Conv(i, w′ , x) outputs
′

′

((−1)⟨w ,vx ⟩ , (−1)⟨w ,vx ⟩ vx )

mod ps .

Rec(α) outputs (1, −uα ) mod ps . Efficiency and security are obvious. Correctness follows
because the expression
D
E
(1, −uα ), ((−1)⟨w,vx ⟩ , (−1)⟨w,vx ⟩ vx ) + ((−1)⟨w+uα ,vx ⟩ , (−1)⟨w+uα ,vx ⟩ vx )
mod ps

equals (−1)⟨w,vx ⟩ · (1 − ⟨uα , vx ⟩) · 1 + (−1)⟨uα ,vx ⟩ mod ps which is in {−2, 2} if x = α and
equals 0 if x ̸= α, because then ⟨uα , vx ⟩ ∈ {1, ps , ps + 1}.
◀
Using the above result, we can construct a 4-server IT DPF. Below is a construction
for the output group Zps and β ∈ {0, 1}. An extension to general finite Abelian group G
and any β ∈ G can be done by bit decomposition, which will incur a multiplicative factor of
log |Zq | = log q in privacy loss, computational cost, and key length. However, some groups
might have large key size, due to p appearing as an exponent in the key size in Theorem 6.
Proof of Theorem 6. The construction is given in Figure 1.
Security and efficiency are obvious. Correctness follows because
* 1
+
1 X
1
1
X
X
X
rj 2 ,
Conv(j1 , cj1 , x)
⟨rj2 , Conv(j1 , cj1 , x)⟩ =
j1 =0 j2 =0

j2 =0

*"*
Rec(α),

=

1
X

j1 =0

+#−1
Conv(i, ci , α)

Rec(α)β,

i=0

"*
=β

Rec(α),

1
X
i=0

1
X

+
Conv(j1 , cj1 , x)

j1 =0

+#−1 *
Conv(i, ci , α)

Rec(α),

1
X

+
Conv(i, ci , x) ,

i=0

which is either β or 0 depending on whether x = α or x ̸= α, respectively.

◀
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3.2

3-server statistically-secure MV-based DPF

To construct a 3-server statistically-secure DPF, we need the following result from [4].
▶ Theorem 9 ([4, Theorem 3.5]). For every
size N≥ 1 there exist a randomized
 domain
√
6 log N log log N
h
h
h
mapping Share : [N ] → Z6 × Z6 × Z6 , h = O 2
, and a deterministic mapping
Conv : Zh6 × Zh6 × [N ] → Z22 , such that
1. For every α, x ∈ [N ],
"
Pr (c0 , c1 , c2 ) ← Share(α) :

2
X

(
Conv(ci , c(i+1)mod 3 , x)

i=0

̸= 0,

x=α

= 0,

x ̸= α

#
= 1.

2. For every α, α′ ∈ [N ] and i, j ∈ {0, 1, 2},
[(c0 , c1 , c2 ) ← Share(α); Output (ci , cj )] ≡ [(c0 , c1 , c2 ) ← Share(α′ ); Output (ci , cj )]
3. Share, Conv are computable in time polynomial in their input and output size.
Below is the our main theorem for this section. Using the results of [37, 36], we also show
how to extend this theorem to bigger payloads.
▶
 Theorem
 10. Fix an integer λ > 0. The construction in Figure 2 is a statistically
2−λ
41 · 2 2 -secure 3-DPF, for point functions with output group G = Z22 , domain size N ,


√
and key size |ki | = O λ · 26 log N log log N , i ∈ {0, 1, 2}.
Next, we will need an additional result.
▶ Definition 11. Let X be a random variable. Then the min-entropy of X is
H∞ (X) = min log
x

1
Pr[X = x]

▶ Lemma 12 (Leftover Hash Lemma). Let F be a finite field. If X is a random vari$

able over Fn with H∞ (X) ≥ R and Y ← Fn is drawn independently, then it holds that

log |F|−R
d (Y, ⟨Y, X⟩), U(n+1) log |F| ≤ 2 2 .
Proof of Theorem 10.
Efficiency.

Follows by construction and Theorem 9.

Correctness. In fact, the Gen algorithm may not be defined if y = 0, as there might not be r
such that ⟨r, y⟩ = β. In that case we can just let Gen reveal α and β for a negligible privacy loss.
P3
P3
When this does not happen, we need to show that i=1 Evali (ki , x) = ⟨r, i=1 yi ⟩ = fα,β (x).
P3
Indeed, when x ̸= α we have that i=1 yi = 0 because every (cℓ0 , cℓ1 , cℓ2 ) was produced by
P3
computing either Share(α) or Share(N + 1). When x = α we have that i=1 yiℓ = y ℓ , which
P3
implies that ⟨r, i=1 yi ⟩ = ⟨r, y⟩ = β.
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Notation: Let Share, Conv be as in Theorem 9 with domain size N + 1.

c2 , α, β)):
Gen(1λ , fˆα,β = (N, Ĝ = Z
2
$

For ℓ = 1, . . . , λ draw αℓ∗ ← {α, N + 1} and compute (cℓ0 , cℓ1 , cℓ2 ) ← Share(αℓ∗ ).
For ℓ = 1, . . . , λ set

(
ℓ

y =

Conv(cℓ1 , cℓ2 , α) + Conv(cℓ2 , cℓ0 , α) + Conv(cℓ0 , cℓ1 , α),

αℓ∗ = α

0,

αℓ∗ = N + 1

Denote by y ∈ Fλ4 the vector of all y ℓ values concatenated, where we naturally associate
elements of Z22 with these of F4 (mapping zero to zero).
Choose r ∈ Fλ4 at random under the constraint that ⟨r, y⟩ = β.
Output k0 = ((cℓ1 , cℓ2 )λℓ=1 , r), k1 = ((cℓ2 , cℓ0 )λℓ=1 , r), k2 = ((cℓ0 , cℓ1 )λℓ=1 , r).
Evali (ki = ((cℓa , cℓb )λℓ=1 , r), x):
For ℓ = 1, . . . , λ set
yiℓ := Conv(cℓa , cℓb , x),
and denote by yi ∈ Fλ4 the vector of all yiℓ values concatenated.
Compute and output ⟨r, yi ⟩.

Figure 2 3-server statistically secure MV-based DPF.

Security. Denote by Dα,β the distribution of k0 as outputted by Gen on input λ and fˆα,β .
We will show that for α1 ̸= α2 and β1 , β2 the distributions D1 = Dα1 ,β1 and D2 = Dα2 ,β2
have statistical distance negligible in λ. The claim for k1 and k2 follows without loss of
generality. It holds by part 2 of Theorem 9 that
d(D1 , D2 ) =

1 XX
Pr[k0 = c′ , r = r′ ] − Pr[k0 = c′ , r = r′ ]
D2
2 ′ ′ D1
c

r

X
1X
=
Pr[r = r′ |k0 = c′ ] − Pr[r = r′ |k0 = c′ ]
Pr[k0 = c′ ]
D2
D1
2 ′ D1
′
c

r

X
1
≤ max
Pr[r = r′ |k0 = c′ ] − Pr[r = r′ |k0 = c′ ]
′
D2
D1
2 c
′
r

≤ max
d(D1 |k0 =c′ , D2 |k0 =c′ ).
′
c

Therefore, it is sufficient to upper bound the distance between the distributions D1 and D2
conditioned on k0 = c′ .
Let y be the vector depending on c′ in the distribution Di conditioned on k0 = c′ , which
is a distribution over the set {(c′ , r′ ) : r′ ∈ Fλ4 }. Then, by part 1 of Theorem 9, in this
distribution, every y ℓ attains two possible values with equal probability, either some nonzero
value (depending on c′ and α) if αℓ∗ = α or zero if αℓ∗ = N + 1. Therefore, H∞ (y) = λ.
$

By applying Lemma 12 we deduce that when r̂ ← Fλ4 , the joint distribution (r̂, ⟨r̂, y⟩) is
2−λ
ϵ := 2 2 -close to U2(λ+1) . In particular, Pr[⟨r̂, y⟩ = βi ] − 41 ≤ ϵ.
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Conditioned on k0 = c′ , the distribution of r is exactly r̂|⟨r̂,y⟩=βi . Hence, for a value
w := Pr[⟨r̂, y⟩ = βi ] − 41 , −ϵ ≤ w ≤ ϵ, we arrive at
d(r̂|⟨r̂,y⟩=βi , U2λ ) =

sup
E⊆{(r ′ ,βi ):r ′ ∈Fλ
4}

≤ 4 sup
E⊆Fλ+1
4

≤ 4 sup

Pr[(r̂, ⟨r̂, y⟩) ∈ E] |E|
− λ
1
4
4 +w

Pr[(r̂, ⟨r̂, y⟩) ∈ E]
|E|
− λ+1
1 + 4w
4
Pr[(r̂, ⟨r̂, y⟩) ∈ E] −

E⊆Fλ+1
4

|E|
+ 16|w| + O(|w|2 )
4λ+1

= 4d((r̂, ⟨r̂, y⟩), U2(λ+1) ) + 16ϵ + O(ϵ2 )
= 20ϵ + O(ϵ2 ),
which concludes the proof, because if d(r̂|⟨r̂,y⟩=βi , U2λ ) ≤ 20ϵ + O(ϵ2 ) in both distributions,
then also d(D1 |k0 =c′ , D2 |k0 =c′ ) ≤ 40ϵ + O(ϵ2 ) ≤ 41ϵ by the triangle inequality, and by
choosing λ ≥ 10.
◀
The construction from Theorem 10 can be generalized to any prime characteristic, due to
the results of [37, 36], from which we get the following.
▶ Theorem 13 ([37, 36]). Let p and p1 < p2 be primes such that either
p1 , p2 ̸= 2 and p ∈ {p1 , p2 };
2 ∈ {p1 , p2 } and p = 2.
Then, for q = p1 p2 , there exists a randomized mapping Share : [N ] → Zhq × Zhq × Zhq ,


√
h = O log(q)22p2 log N log log N , and a deterministic mapping Conv : Zh2p2 × Zhq × [N ] → Zℓp ,
for some constant ℓ = O(q 2 ), such that
1. For every α, x ∈ [N ],
"
(
2
X
̸= 0,
Pr (c0 , c1 , c2 ) ← Share(α) :
Conv(ci , c(i+1)mod 3 , x)
= 0,
i=0

x=α
x ̸= α

#
= 1.

2. For every α, α′ ∈ [N ] and i, j ∈ {0, 1, 2}, the distributions of (ci , cj ), produced by either
(c0 , c1 , c2 ) ← Share(α) or (c0 , c1 , c2 ) ← Share(α′ ), are identical.
3. Share, Conv are computable in time polynomial in their input and output length.
Utilizing Theorem 13 in similar fashion to how Theorem 9 is used in the proof of Theorem
10, we deduce the following. Note that we require the group size p to be rather small, due to
p2 appearing in the exponent in the expression for h.
▶ Theorem 14. Fix an integer λ > 0. There exists a statistically 2−Ω(λ) -secure 3-DPF,
for point functions
with output

√ group G =Zp , where p is a prime, domain size N , and key
k(p) log N log log N
size |ki | = O λ log(p) · 2
, i ∈ {0, 1, 2}, where k(2) = 6, k(3) = 10, and
k(p) = 2p if p ≥ 5.

4

Distributed Key Generation

In the standard model for DPF, a client accepts a point (α, β) as input and generates appropriate DPF keys. However, in certain applications of DPF, such as distributed computation
of RAM program or MPC with preprocessing for mixed-mode computations, one needs to
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accommodate an input (α, β) that is secret-shared among parties that jointly act as client
to generate DPF keys, which can then be either locally evaluated or provided to external
servers.
We discuss two different settings for distributed key generation: either two clients sharing
an input and then jointly generating keys for m ≥ 3 servers, or all m parties together
secret-sharing the input with threshold t = 1 and then generating the keys. In either setting
it is natural to consider both semi-honest and malicious adversaries.
The point α can be shared in the input in different ways, e.g. secret-sharing each bit
separately, or sharing α as an integer value modulo a N ′ ≥ N for domain size N . Generic
MPC protocols can be used to switch between these representations with security against
malicious adversaries and in time and communication that is linear in the size of the input
(for a constant number of servers). Since the input size is negligible in the key length and in
the overall communication and computation for distributed key generation we ignore this
cost in the rest of the section.
DPF schemes that are based on a family of Matching Vectors such as the schemes in
Figures 1, 2 or the scheme in [4] that is based on Frankl’s MV family [27] have Gen algorithms
that use the following template. Associate the points in the input domain with subsets of
a given size w out of a universe of k items. Each point x in the input domain is therefore
associated
 with a binary vector vx of length k and Hamming weight w, and it must hold
k
that w
≥ N . The vector vx determines a second binary vector ux in which each coordinate
is a product of a fixed subset of the coordinates of vx . On input point α the Gen algorithm
returns as output uα . By adapting the discussion in Appendix C of [2] we have that:
▶ Proposition
15. Let fα,β : [N ] → Z2 be a point function and let Share and h =
√
6 log N log log N
O 2
be as in Theorem 9. Choose w to be the smallest integer such that

w2
2
w ≥ N , and set k = w . Then, there exists a Boolean circuit that computes Share with
2 
√
2
√
O( 3w
w · 3 w · w ) = Õ(h) gates and depth O(log h).
A circuit to compute the mapping Share can be readily transformed into a circuit that
computes Gen for the IT-DPF schemes that we presented. In the 3-server quasi-additive
DPF from [4], Gen is identical to Share. In the 3-server statistically secure DPF scheme from
Section 3.2, Share is repeated λ times for a statistical security parameter λ and each key is
of twice the size of the key from [4] due to CNF sharing of each coordinate in the vector.
Therefore, the circuit for Gen is 2λ times the size of the circuit for Share. Finally, in the
4-server scheme of Section 3.1 the circuit size is identical to the circuit size of the 3-server
quasi-additive DPF from [4].
The next theorem describes the asymptotic features of using general MPC protocols to
securely and distributively generate the keys in the presence of an adversary that corrupts at
most one of the servers.
 √

▶ Theorem 16. Let fα,β : [N ] → Z2 be a point function and h = O 26 log N log log N . If α
and β are secret-shared between m ≥ 2 servers, for constant m, and the adversary controls at
most one server then there exist protocols for distributed key generation for the protocols in
Figure 1 and Figure 2 that have the following features:
If m ≥ 3 then the protocol has information-theoretic security against a malicious adversary
using only secure point-to-point channels.
If m = 2 then the protocol has information-theoretic security against a malicious adversary
in the OT-hybrid model.
The communication and computation costs of the protocol are Õ(h).
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The round complexity is O(log h); alternatively, the protocols can have constant round
complexity if we settle for computational security, while making only a black-box use of a
pseudorandom generator.
Proof. General MPC protocols for m ≥ 3 parties communicating only by point-to-point
channels that are information-theoretically secure against a semi-honest adversary that
controls at most one party have first been proposed by [6]. Protocols in the same setting
that are secure against a malicious adversary were given in [38]. Two-party protocols in the
OT-hybrid model, i.e. that are information-theoretically secure in the OT-hybrid model were
given in [29, 33, 32].
All of the above protocols have communication and computation cost Õ(|C|) if the
computed function can be realized by a circuit C with |C| gates and their round complexity
scales linearly with the circuit depth. Combining these results with the result of Proposition
15 on the size and depth of the circuit to compute key generation gives the informationtheoretic variant of the protocol. For the computational case, we can use constant-round
protocols based on garbled circuits that make a black-box use of a PRG [1, 21, 34].
◀

5

Open Questions

We leave open the question of extending our results to general output groups. In particular:
1. Is there a perfectly secure 3-server DPF with key size N o(1) ?
2. Can our results be extended to general Abelian output groups? For the case of Zp with
an s-bit prime p, we do not know how to construct a DPF with key size poly(s) · N o(1) ,
even if we allow an arbitrary constant number of servers and settle for statistical security.
We briefly explain the relevant barriers. For the first question, it is not clear how
to construct a share conversion that improves upon the one in Theorem 9 by satisfying
P2
i=0 Conv(ci , c(i+1)mod 3 , x) = 1 whenever x = α, instead of just being nonzero. For the
second question, the obstacle to obtaining a DPF over Zp for a large prime p is that this
necessitates the underlying share conversion to operate over characteristic p. For existing share
conversion schemes, this requires matching vectors whose length grows super-polynomially
with the bit-length of p.
References
1

2

3
4

5

Donald Beaver, Silvio Micali, and Phillip Rogaway. The round complexity of secure protocols
(extended abstract). In Harriet Ortiz, editor, Proceedings of the 22nd Annual ACM Symposium
on Theory of Computing, May 13-17, 1990, Baltimore, Maryland, USA, pages 503–513. ACM,
1990. doi:10.1145/100216.100287.
Amos Beimel, Yuval Ishai, Ranjit Kumaresan, and Eyal Kushilevitz. On the cryptographic
complexity of the worst functions. In Theory of Cryptography Conference, pages 317–342.
Springer, 2014.
Amos Beimel, Yuval Ishai, and Eyal Kushilevitz. General constructions for informationtheoretic private information retrieval. J. Comput. Syst. Sci., 71(2):213–247, 2005.
Amos Beimel, Yuval Ishai, Eyal Kushilevitz, and Ilan Orlov. Share conversion and private
information retrieval. In 2012 IEEE 27th Conference on Computational Complexity, pages
258–268. IEEE, 2012.
Amos Beimel, Yuval Ishai, Eyal Kushilevitz, and J-F Raymond. Breaking the O(n1/(2k−1) )
barrier for information-theoretic private information retrieval. In FOCS 2002, pages 261–270,
2002.

E. Boyle, N. Gilboa, Y. Ishai, and V. I. Kolobov

6

7

8

9

10
11

12
13
14
15

16
17

18

19

20
21

22

23

17:13

Michael Ben-Or, Shafi Goldwasser, and Avi Wigderson. Completeness theorems for noncryptographic fault-tolerant distributed computation. In Oded Goldreich, editor, Providing
Sound Foundations for Cryptography: On the Work of Shafi Goldwasser and Silvio Micali,
pages 351–371. ACM, 2019. doi:10.1145/3335741.3335756.
Dan Boneh, Elette Boyle, Henry Corrigan-Gibbs, Niv Gilboa, and Yuval Ishai. Lightweight
techniques for private heavy hitters. In 42nd IEEE Symposium on Security and Privacy, SP
2021, pages 762–776. IEEE, 2021.
Elette Boyle, Nishanth Chandran, Niv Gilboa, Divya Gupta, Yuval Ishai, Nishant Kumar, and
Mayank Rathee. Function secret sharing for mixed-mode and fixed-point secure computation.
In EUROCRYPT 2021, Part II, pages 871–900, 2021.
Elette Boyle, Geoffroy Couteau, Niv Gilboa, and Yuval Ishai. Compressing vector OLE. In
Proceedings of the 2018 ACM SIGSAC Conference on Computer and Communications Security,
pages 896–912, 2018.
Elette Boyle, Geoffroy Couteau, Niv Gilboa, Yuval Ishai, Lisa Kohl, and Peter Scholl. Efficient
pseudorandom correlation generators: Silent OT extension and more. In CRYPTO 2019, 2019.
Elette Boyle, Geoffroy Couteau, Niv Gilboa, Yuval Ishai, Lisa Kohl, and Peter Scholl. Efficient
pseudorandom correlation generators from ring-LPN. In Annual International Cryptology
Conference, pages 387–416. Springer, 2020.
Elette Boyle, Niv Gilboa, and Yuval Ishai. Function secret sharing. In Eurocrypt 2015, pages
337–367, 2015.
Elette Boyle, Niv Gilboa, and Yuval Ishai. Function secret sharing: Improvements and
extensions. In CCS, 2016.
Elette Boyle, Niv Gilboa, and Yuval Ishai. Secure computation with preprocessing via function
secret sharing. In Theory of Cryptography Conference, pages 341–371, 2019.
Paul Bunn, Jonathan Katz, Eyal Kushilevitz, and Rafail Ostrovsky. Efficient 3-party distributed
oram. In International Conference on Security and Cryptography for Networks, pages 215–232.
Springer, 2020.
Benny Chor and Niv Gilboa. Computationally private information retrieval. In Proceedings of
the twenty-ninth annual ACM symposium on Theory of computing, pages 304–313, 1997.
Benny Chor, Oded Goldreich, Eyal Kushilevitz, and Madhu Sudan. Private information
retrieval. In Proceedings of IEEE 36th Annual Foundations of Computer Science, pages 41–50.
IEEE, 1995.
Henry Corrigan-Gibbs, Dan Boneh, and David Mazières. Riposte: An anonymous messaging
system handling millions of users. In 2015 IEEE Symposium on Security and Privacy, pages
321–338. IEEE, 2015.
Ronald Cramer, Ivan Damgård, Daniel Escudero, Peter Scholl, and Chaoping Xing. SpdZ2k :
Efficient mpc mod 2k for dishonest majority. In Annual International Cryptology Conference,
pages 769–798. Springer, 2018.
Ronald Cramer, Serge Fehr, Yuval Ishai, and Eyal Kushilevitz. Efficient multi-party computation over rings. In EUROCRYPT 2003, pages 596–613, 2003.
Ivan Damgård and Yuval Ishai. Constant-round multiparty computation using a black-box
pseudorandom generator. In Victor Shoup, editor, Advances in Cryptology - CRYPTO 2005:
25th Annual International Cryptology Conference, Santa Barbara, California, USA, August
14-18, 2005, Proceedings, volume 3621 of Lecture Notes in Computer Science, pages 378–394.
Springer, 2005. doi:10.1007/11535218_23.
Samuel Dittmer, Yuval Ishai, Steve Lu, Rafail Ostrovsky, Mohamed Elsabagh, Nikolaos
Kiourtis, Brian Schulte, and Angelos Stavrou. Function secret sharing for psi-ca: With
applications to private contact tracing. arXiv preprint arXiv:2012.13053, 2020.
Jack Doerner and Abhi Shelat. Scaling ORAM for secure computation. In Proceedings of the
2017 ACM SIGSAC Conference on Computer and Communications Security, pages 523–535,
2017.

ITC 2022

17:14

Information-Theoretic Distributed Point Functions

24
25
26
27
28
29

30
31

32

33
34

35

36
37
38

39
40

Zeev Dvir and Sivakanth Gopi. 2-server PIR with sub-polynomial communication. In Rocco A.
Servedio and Ronitt Rubinfeld, editors, STOC 2015, pages 577–584. ACM, 2015.
Klim Efremenko. 3-query locally decodable codes of subexponential length. SIAM Journal on
Computing, 41(6):1694–1703, 2012.
Ingerid Fosli, Yuval Ishai, Victor I. Kolobov, and Mary Wootters. On the download rate of
homomorphic secret sharing. In ITCS, 2022.
Peter Frankl. Constructing finite sets with given intersections. Combinatorial mathematics
(Marseille-Luminy, 1981), pages 289–291, 1983.
Niv Gilboa and Yuval Ishai. Distributed point functions and their applications. In EUROCRYPT, 2014.
Oded Goldreich, Silvio Micali, and Avi Wigderson. How to play any mental game, or a
completeness theorem for protocols with honest majority. In Oded Goldreich, editor, Providing
Sound Foundations for Cryptography: On the Work of Shafi Goldwasser and Silvio Micali,
pages 307–328. ACM, 2019. doi:10.1145/3335741.3335755.
Vince Grolmusz. Superpolynomial size set-systems with restricted intersections mod 6 and
explicit ramsey graphs. Combinatorica, 20(1):71–86, 2000.
Matthew M Hong, Yuval Ishai, Victor I Kolobov, and Russell WF Lai. On computational
shortcuts for information-theoretic pir. In Theory of Cryptography Conference, pages 504–534.
Springer, 2020.
Yuval Ishai, Manoj Prabhakaran, and Amit Sahai. Founding cryptography on oblivious
transfer–efficiently. In Annual international cryptology conference, pages 572–591. Springer,
2008.
Joe Kilian. Founding cryptography on oblivious transfer. In Janos Simon, editor, STOC 1988,
pages 20–31, 1988.
Yehuda Lindell and Benny Pinkas. An efficient protocol for secure two-party computation in
the presence of malicious adversaries. In Moni Naor, editor, Advances in Cryptology - EUROCRYPT 2007, 26th Annual International Conference on the Theory and Applications of Cryptographic Techniques, Barcelona, Spain, May 20-24, 2007, Proceedings, volume 4515 of Lecture
Notes in Computer Science, pages 52–78. Springer, 2007. doi:10.1007/978-3-540-72540-4_4.
Zachary Newman, Sacha Servan-Schreiber, and Srinivas Devadas. Spectrum: High-bandwidth
anonymous broadcast. In 19th USENIX Symposium on Networked Systems Design and
Implementation (NSDI 22), pages 229–248, 2022.
Anat Paskin-Cherniavsky and Olga Nissenbaum. New bounds and a generalization for share
conversion for 3-server PIR. Entropy, 24(4), 2022. doi:10.3390/e24040497.
Anat Paskin-Cherniavsky and Leora Schmerler. On share conversions for private information
retrieval. Entropy, 21(9):826, 2019.
Tal Rabin and Michael Ben-Or. Verifiable secret sharing and multiparty protocols with honest
majority. In Proceedings of the twenty-first annual ACM symposium on Theory of computing,
pages 73–85, 1989.
Ni Trieu, Kareem Shehata, Prateek Saxena, Reza Shokri, and Dawn Song. Epione: Lightweight
contact tracing with strong privacy. arXiv preprint arXiv:2004.13293, 2020.
Sergey Yekhanin. Towards 3-query locally decodable codes of subexponential length. Journal
of the ACM (JACM), 55(1):1–16, 2008.

