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Abstract
In 1999 Alon et al. introduced the still active research topic of approximating the frequency moments
of a data stream using randomized algorithms with minimal space usage. This includes the problem
of estimating the cardinality of the stream elements – the zeroth frequency moment. Higher-order
frequency moments provide information about the skew of the data stream which is, for example,
critical information for parallel processing. (The k-th frequency moment of a data stream is the
sum of the k-th powers of the occurrence counts of each element in the stream.) They introduce
both lower bounds and upper bounds on the space complexity of the problems, which were later
improved by newer publications. The algorithms have guaranteed success probabilities and accuracies
without making any assumptions on the input distribution. They are an interesting use case for
formal verification because their correctness proofs require a large body of deep results from algebra,
analysis and probability theory. This work reports on the formal verification of three algorithms for
the approximation of F0, F2 and Fk for k ≥ 3. The results include the identification of significantly
simpler algorithms with the same runtime and space complexities as the previously known ones
as well as the development of several reusable components, such as a formalization of universal
hash families, amplification methods for randomized algorithms, a model for one-pass data stream
algorithms or a generic flexible encoding library for the verification of space complexities.
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1 Introduction

Flajolet and Martin [20] introduced one of the first modern big data algorithms to approximate
the number of distinct elements in a stream using a randomized algorithm with logarithmic
space usage. In 1999 Alon et al. [3] realize that the estimation of the number of distinct
elements is a special case of a more generic problem. They define frequency moments of an
input stream a1, a2, . . . , am ∈ U with length m by:

Fk :=
∑
u∈U

C(u, a)k (1)

where C(u, a) is the count of occurrences of u in the stream a, i.e., C(u, a) := |{i | ai = u}|.
Then they provide randomized space-efficient algorithms for the estimation of all frequency
moments. They also overcome the need for idealized model assumptions about hash functions,
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which were used in previous work. Instead they provide concrete solutions using universal
hash families. Moreover, they establish lower bounds for the problems, which were later
improved and matched [7, 9, 12, 28, 30].

Note that F0 coincides with the number of distinct elements in the stream. Higher
frequency moments are useful to derive information about the skewness of the rank-size
distribution of the data stream. This is, for example, useful during query planning in database
applications [14] and predicting the speed-up factor in parallel data processing [25]. Using
estimates of both F2 and F0 it is possible to compute several statistical dispersion measures,
such as variance, standard deviation or Gini’s index of homogeneity [3].

The verification of these algorithms is a distinct challenge that requires a large body of
mathematical results from probability theory, such as the Hoeffding, Chebyshev and Hölder1

inequalities as well as algebraic results about finite fields and polynomials. However, the body
of existing strong theoretical results in Isabelle/HOL [40] is growing, both in the Archive of
Formal Proofs (AFP) [2] as well as Isabelle’s own libraries, such that showing the correctness
of such theory-heavy algorithms has become feasible.

On the other hand, it is very hard to gain confidence on the correctness of these algorithms
empirically and/or using traditional unit tests, because:

the correctness properties are probabilistic, and
the correctness properties are independent of the statistical properties of the input data –
however properties established using statistical test can only provide confidence for a
specified input distribution.

In the accompanying formalization [33], I verify the correctness of three distinct algorithms
for the estimation of frequency moments using the Isabelle/HOL theorem prover. Table 1
summarizes them together with their asymptotic space complexity in bits and the source
material they were based on. I have not been able to find any previous publications on the
formalization of these algorithms. They all return an approximation F ∗

k of Fk with relative
error δ > 0 with a probability of at least 1 − ε, i.e.,

P (|F ∗
k − Fk| ≤ δFk) ≥ 1 − ε, (2)

and require only one-pass over the stream of elements. They are all Monte-Carlo algorithms,
i.e., the established probability bounds hold for every input. The fact that the result has a
probability distribution stems only from the internal random choices of the algorithms.

Table 1 Formally verified algorithms: n denotes the size of the universe of the elements of the
stream, m is the length of the stream, ε ∈ (0, 1) is the maximum failure probability, δ ∈ (0, 1) is the
required relative accuracy. See also Equation 2.

Approximation of Asymptotic Space Complexity for n, k, m→∞ and ε, δ → 0+ Based on

F0 O
(
ln(ε−1)

(
ln n + δ−2(ln(δ−1) + ln ln n)

))
[5]

F2 O
(
ln(ε−1)δ−2(ln n + ln m)

)
[3, §2.2]

Fk for2 k ≥ 3 O
(

ln(ε−1)δ−2(ln n + ln m)kn1− 1
k

)
[3, §2.1]

1 The Hölder inequality is part of the formalization of Lp spaces by Gouezel [24].
2 The algorithm is actually correct even for k ≥ 1 but the specialized algorithms for k ≤ 2 are better in

terms of space complexity.
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A note about the case F1: Since F1 = m an exact solution for the problem only requires
O(ln m) bits of memory (which is just a counter). Alon et al. also discuss a randomized
algorithm requiring O (ln(ln m)) bits using approximate counting [37]. Because it deviates a
lot from the more interesting cases k ̸= 1, I did not formalize that case.

While the algorithm for Fk identically matches the source material, I made some improve-
ments to the F0, F2 algorithms, but match the space and runtime complexity bounds of the
source material.

In particular, contrary to previous work in this field, the results are established using
simple prime fields GF (p) for p prime, instead of fields with a two power order: GF (2n).
This is significant because on common machines computations in simple prime fields can be
implemented easily. On the other hand, especially fast multiplications in prime power fields
require advanced algorithms [38, 43]. As far as I can tell, the fact that simple prime fields
are sufficient to achieve the space complexity bounds in Table 1 has not been observed by
previous publications.

In the case of the approximation algorithm for F0, I could derive a new KMV-type
(k-minimum value) algorithm with a rounding component that matches the complexities of
Algorithm 3 by Bar-Yossef et al. [5], but its implementation (and hence verification) is simpler
than their solution. While there is considerable research on KMV-type algorithms [6, 22, 50],
I could not find any previous publications that verify the correctness of this variant.

Some of the results required for the formal verification are reusable general results, which
I have contributed as separate entries into the AFP [31, 32, 34, 35, 36]. The formalization of
the algorithms for the frequency moments are in the AFP entry: Formalization of Randomized
Approximation Algorithms for Frequency Moments [33]. I needed 7349 lines (not including
text or empty lines) overall, of which 4779 lines are reusable more general results.

The next section contains theoretical background used in these algorithms, a description
of how the randomized algorithms are modeled using the Giry-monad as a shallow-embedding
in Isabelle/HOL and how the space complexity is verified. The details about the algorithms
follow in Section 3. Related work is presented in Section 4 and Section 5 concludes with
future research opportunities.

2 Background

2.1 Universal Hash Families
Universal hash families are a critical component in the algorithms for F0 and F2. They are
used to randomize the input data such that statistical methods can be employed even without
any assumptions about the input distribution. To give a rough idea why randomization is
useful, Figure 1 depicts the probability density function of the third smallest element of
independent uniformly distributed random variables. It is visible that information about
the count of random variables can be deduced by the value of order statistics of the random
variables. A first idea would be applying a fully random function h : U → {0, . . . , n − 1} on
the values of the input stream before processing it.3 However, choosing and storing such a
function requires O(n ln n) bits of memory, which is far above the space complexity of the
algorithms.

3 The application of such a function to the input stream may obviously with some extent and probability
affect the frequency moment itself, which needs to be taken into account in the design of the algorithms.

ITP 2022
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Figure 1 The probability density function for the distribution of the third-smallest element of 10
[left] (resp. 40 [right]) independent uniformly distributed random variables with range [0, 1]. The
distributions are instances of the β-distribution.

The key insight from Alon et al. [3] was that it is possible to make headway even if the
family of functions h is chosen from is only k-universal (where k = 2 in their F0 approximation
algorithm and k = 4 in their algorithm for the approximation of F2). If a function h is chosen
from a k-universal hash family than the restriction of h to any k elements of its domain is
like a random function. More precisely:

▶ Definition 1. If we regard a finite family H of hash functions U → V as a uniform discrete
probability space, then H is k-universal, if

for each u ∈ U the evaluation function h 7→ h(u) is a random variable with uniform
distribution on V , i.e., P ({h ∈ H|h(u) = v}) = |V |−1 and
for any k or fewer distinct domain elements u1, . . . , ul the evaluation functions h 7→
h(u1), . . . , h 7→ h(ul) are independent random variables.4

A different way of stating the second requirement in the definition is that the evaluation
functions must be k-wise independent random variables. Bienaymé’s identity is an example
where pairwise independence is useful. With it the variance of a sum of pairwise independent
variables X1, X2, . . . , Xn can be computed as the sum of the variances of the summands, i.e.

Var
(

n∑
k=1

Xi

)
=

n∑
k=1

Var(Xi).

A generic construction for k-universal hash families was described by Wegman and Carter [49,
§1] for the case where the domain and range of the hash family is a finite field GF (q).
(In the following I refer to this hash family as the Carter–Wegman hash-family.) The
result essentially follows from the fact that given k key-value pairs there exists exactly one
polynomial with degree strictly less than k interpolating those points. The k-universal hash
family consists of the polynomials with coefficients in GF (q) with degree less than k, where
the evaluation of the polynomial is the hash function. Let us see how the results are stated
in the formalization [36]:

definition (in prob-space) k-wise-indep-vars where
k-wise-indep-vars k M ′ X ′ I = (∀ J ⊆ I . card J ≤ k −→ finite J −→ indep-vars M ′ X ′ J)

4 This definition closely follows the definition from [48, §3.5.5], with the minor modification that inde-
pendence is required not only for exactly k, but also for fewer than k distinct domain elements. The
modification only has an effect in the corner case, where |U | < k and helps avoid unnecessary special
cases in the formalization.
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This statement introduces a new definition for indexed sets of random variables, where any
subset with no more than k elements is independent. The notation (in prob-space) means
that the definition is in the context of all probability spaces. The function card denotes
the number elements of a finite set. The predicate indep-vars M ′ X ′ J is true if X ′ is a
J -indexed set of independent random variables from the probability space to the J -indexed
set of measurable spaces M ′.

definition hash where hash F x ω = ring.eval F ω x

This definition introduces the abbreviation hash for the evaluation of a polynomial over a
ring F.5

lemma hash-prob-single:6
assumes field F ∧ finite (carrier F)
assumes {x, y} ⊆ carrier F
assumes 1 ≤ n
shows P(ω in pmf-of-set (bounded-degree-polynomials F n). hash F x ω = y)

= 1/(card (carrier F))

This lemma implies that the Carter–Wegman hash-family fulfills the first condition of
Definition 1: Assuming F is a finite field then the hash function is a random variable with
uniform distribution on the probability space pmf-of-set (bounded-degree-polynomials F n),
i.e., the set of polynomials with coefficients in F and degree less than n. The expression
carrier F denotes the underlying set of the field and the notation in the last line, P(ω in M .

P ω), denotes the probability of the event {ω | P ω} in the probability space M .

lemma hash-k-wise-indep:
assumes field F ∧ finite (carrier F)
assumes 1 ≤ n
shows prob-space.k-wise-indep-vars (pmf-of-set (bounded-degree-polynomials F n)) n

(λ-. pmf-of-set (carrier F)) (hash F) (carrier F)

This lemma implies that the Carter–Wegman hash-family fulfills the second condition of
Definition 1, i.e., if F is a finite field, then the hash functions are k-wise independent random
variables.

Besides polynomials there is also a method called tabulation hashing to construct k-
universal hash families for k ≤ 5 [47]. In the case where V has only two values, orthogonal
arrays of strength k [11] can also be interpreted as k-universal hash families. However, because
of the generic nature of Carter and Wegman’s solution, I formalized their construction.

As noted in the introduction, I use the simple prime fields GF (p) where p is prime. In
particular, if the universe size is n, then the smallest prime p ≥ n is chosen to construct a
k-universal hash-family for the stream elements. Because of Bertrand’s postulate7 p ≤ 2n + 2,
which is used to bound the space used for the coefficients of the polynomial as well as the
hashed values.

5 Some of the results in the theory file require only that F is a ring. Currently the lemmas are only
applied in the context of finite fields, but there is a good reason to avoid the field assumption when it is
not necessary. An example is the use of approximate primality tests where F would be a field only with
high probability but it would be unconditionally a ring.

6 To improve readability embeddings between natural numbers, integers, rational, floating point and
(extended) real numbers are omitted.

7 Bertrand’s postulate was formalized in Isabelle/HOL by Biendarra and Eberl [8].

ITP 2022
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median

Figure 2 An example for 7 random variables (sorted via the permutation σ). The variables that
are inside the desired interval [a, b] are shaded gray.

In some publications in this field standard (or cryptographic) hash functions are assumed
to be independent random variables. See for example in the context of F0-estimation:
[19, 20, 22, 26]. While there is also empirical evidence, that practically useful conclusions can
be drawn under such model assumptions, in this work I have followed the approach by Alon
et al. [3] and use universal hash families to avoid unjustified statistical model assumptions.

2.2 The Median Method
The reader may have observed that a common factor of the space complexities of the
algorithms is ln(ε−1). The factor stems from the application of the median method to amplify
the success probability [3]. To understand the method let us consider 2n + 1 independent
random variables X1, X2, . . . , X2n+1, that are in an interval [a, b] with a probability of 2/3.
In the case of the algorithms a (resp. b) denote the minimal (respectively maximal) value
the algorithm may return given the desired accuracy parameter. The interesting result is
that the median of the random variables will be in the interval [a, b] with a considerably
higher probability of 1 − exp

(
−(n+2)

9

)
.

To see why this works, let us make a preliminary observation:

▶ Observation 2. If at least n + 1 of the random variables are in the desired interval, then
the median will be as well. This is because if we sort the random variables Xi the random
variables that are in the interval form a consecutive subsequence in the sorted sequence. If
its length is at least n + 1, it will necessarily contain the median. See also Figure 2 for an
example.

Hence we are left with estimating the probability that at least n + 1 of the Xi are in the
range [a, b]. Let us introduce a second set of random variables, indicating whether each of
the above random variables Xi are within the desired interval:

Yi :=
{

1 if Xi ∈ [a, b]
0 otherwise.

(3)

Note that the values of random variables Yi are either 0 or 1 and the expectation of each
is bounded from below by 2/3 because of our assumption about the probability that each
Xi is in [a, b] is 2/3, i.e., E(Yi) ≥ 2/3. Now, Hoeffding’s inequality [27] implies for the sum
S = Y1 + . . . + Y2n+1 – the number of random variables Xi whose values lie within the
interval [a, b]:

P (S ≤ E(S) − t) ≤ exp
(

−2t2

2n + 1

)
.

The case we are interested in is t = n
3 + 2

3 . Thus

P (S ≤ n) ≤ exp
(

−2(n + 2)2

9(2n + 1)

)
≤ exp

(
−(n + 2)

9

)
.
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I.e. the probability that n or fewer of the Xi are inside of [a, b] decreases exponentially with
n. With Observation 2 this implies, that the probability that the median of the random
variables Xi is outside the interval [a, b] decreases exponentially with n.

In the design of the algorithms for F0, F2 and Fk, this result is used to amplify the
probabilities of the algorithms. To achieve this, the algorithms run 18 ln(ε−1) copies of the
same estimation algorithm in parallel (with fully independent random choices). Each copy
obtains a result which approximates Fk with a relative error of δ with a probability of 2/3.
In the final step the algorithm returns the median of the results of the copies, which then is
in the desired interval with probability 1 − ε. The formalization [35] includes a generalized
version of this result:

lemma (in prob-space) median-bound-1 :
assumes α > 0
assumes ε ∈ {0<..<1}
assumes indep-vars (λ-. borel) X {0 ..<n}
assumes n ≥ − ln ε / (2 ∗ α2)
assumes ∀ i ∈ {0 ..<n}. P(ω in M . X i ω ∈ ({a..b} :: real set)) ≥ 1/2+α

shows P(ω in M . median n (λi. X i ω) ∈ {a..b}) ≥ 1−ε

Assuming M is a probability space, α > 0, 0 < ε < 1, n ≥ 1
2 ln(ε−1)α−2 and X0, . . . , Xn−1

are independent Borel-measurable random variables: If the probability for each Xi to be in
the interval [a, b] ⊂ R is 1

2 + α then the probability that the median is in the same interval is
at least 1 − ε.

▶ Note. The formalization [35] contains an even more general lemma median-bound where
the above result is shown for all convex sets in second-countable linearly ordered Borel spaces
instead of just finite closed intervals of the form [a, b] ⊂ R. The generalized version might be
useful, if the codomain of the random variables is of another type than the real numbers, such
as the rational numbers, or if the interval is not finite and closed. The lemma median-bound-1
above is a specialization of median-bound.

▶ Note. Observation 2 is missing in previous publications. That it is necessary for a rigorous
proof became apparent during the formalization. The argument starting from Eq. 3 can be
found in [3, §2.1]; it is included here for completeness.

▶ Note. The requirement that the variables are Borel measurable in the lemma is essential.
Without the assumption, the median of the random variables would not necessarily be
measurable. For interested readers: The measurability proof in the formalization for the
median relies on the existence of branch-free comparison-sort algorithms.8 Given the number
of elements in the sequence, such an algorithm performs compare-swap operations in a
pre-defined order on pre-defined indices. The results of each compare swap operation can be
represented as the pair of functions: min(Xi, Xj), max(Xi, Xj), which are Borel-measurable
if Xi, Xj are. And the entire sorting operation can, using a branch-free comparison sort
algorithm, be represented as a repeated application of such compare-swap operations. Thus
the median – and any other order statistic – of the random variables is still measurable. 9

8 Sometimes these algorithms are also called sorting networks or oblivious comparison sort algorithms [41].
9 It may be possible to proof the measurability of order statistics directly by verifying that the existing

sort operation in Isabelle is measurable. However the approach using a branch-free sorting algorithm is
more concise, in particular, it circumvents the need for introducing a σ-algebra on lists.

ITP 2022
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2.3 Formalization of Randomized Algorithms
Eberl et al. [16] built a library in Isabelle/HOL for the formalization of randomized algorithms,
in particular a formalization of the Giry monad. To introduce the notation, let us first
consider a few minimal examples:

example10 =
do {

a ← pmf-of-set {0 , 1};
return-pmf (a+1 )
}

This example represents an algorithm, where a is uniformly chosen from the set {0, 1} and
the successor of a is then returned. On the other hand from the probabilistic perspective, it
makes sense to think of a 7→ a + 1 as a random variable on the probability space {0, 1} and
the entire expression represents the distribution of that random variable. Indeed it is easy to
show that:

lemma10 example = pmf-of-set {1 , 2}

Note in general, the term pmf-of-set A is a probability space, which assigns the same
probability to each element of A if it is a finite, non-empty set. The abbreviation PMF
stands for probability mass function, which are a subtype of probability spaces in Isabelle
with the condition that the σ-algebra is discrete, more precisely, the σ-algebra must be the
universe of the type forming the events. They have the advantage that all functions defined
on these probability spaces are automatically measurable. The disadvantage is that the
support of a measure defined on a discrete σ-algebra must necessarily be a countable set.
Hence, probability mass functions are a well-suited model for randomized algorithms, where
the probability spaces will be discrete anyway.

Let us investigate the case when multiple random operations are composed:

do10 {
a ← pmf-of-set {0 , 1};
b ← pmf-of-set {2 , 3};
return-pmf (a, b)
}

The resulting probability space is the product space {0, 1} × {2, 3}, again with uniform
probability. This means independent sequential composition can be though of as the
construction of the product probability space. However, things can become more complex,
when earlier random variables influence later random operations:

do10 {
a ← pmf-of-set {1 , 2};
b ← pmf-of-set {0 ..<a};
return-pmf (a, b)
}

Here, the resulting probability space is a dependent sum:
⋃

a∈{1,2}{a} × {0, .., a − 1}. The
probability of the pair (0, 1) is 1

2 while the probability of the pairs {(0, 2), (1, 2)} is 1
4 . Note

that the components are not independent random variables any more. On a deeper level,
these probability spaces are expressions with two combinators:

10 This is example code. It is not part of the accompanying formalization [33].
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return-pmf : This operation returns the Dirac measure, the probability of an event is 1
exactly if it contains the argument of return-pmf.
bind-pmf : This operation builds a new probability space, using a first probability space
Ω1 and a function that maps each element of x ∈ Ω1 to a new probability space Ω2(x).
We can write this as Ω1 >>= Ω2, where the probability of an event E in Ω1 >>= Ω2 is:∫

Ω1
PΩ2(ω)(E) dω.11 Note: In the do-notation the bind operator is implicitly inserted,

whenever there is a semicolon.
Because the algorithms for the frequency moments are one-pass streaming algorithms, they
are represented using three functions over the Giry monad. First, an initialization function
that sets up the initial state based on the parameters: the desired relative accuracy δ, the
desired success probability ε, the size of the universe of the stream elements n. For simplicity,
we assume the stream elements are represented as natural numbers in {0, .., n − 1}. Note: A
state of these algorithms is also called sketch or synopsis in the context of frequency moments.
Second an update function that processes a single stream element and updates the state.
And finally a result function that computes an approximation of the frequency moment.
We can then describe the distribution of the algorithm for the stream elements a1, . . . , am

like:

do10 {
s0 ←init δ ε n;
s1 ←update a0 s0;
s2 ←update a1 s1;
...

sm ←update am−1 sm−1;
result sm

}

which can be written more succinctly as:

fold (λa s. s >>= update a) as (init δ ε n) >>= result (4)

The following snippet is the theorem in the formalization that establishes the correctness
property for the F0 estimation algorithm. The theorems for the correctness of the F2 and Fk

estimation algorithms are analogous:

theorem f0-alg-correct:6
assumes ε ∈ {0<..<1}
assumes δ ∈ {0<..<1}
assumes set as ⊆ {0 ..<n}
defines M ≡ fold (λa state. state >>= f0-update a) as (f0-init δ ε n) >>= f0-result
shows P(ω in measure-pmf M . |ω − F 0 as| ≤ δ ∗ F 0 as) ≥ 1 − ε

The first two assumptions establish that ε and δ are strictly between 0 and 1. The next
assumption is the requirement that the stream elements are elements in {0, . . . , n − 1}. M is
defined – as discussed above (Equation 4) – as the distribution of the estimation algorithm,
described by the three functions f0-init, f0-update and f0-result after processing the stream
elements as. The final line establishes that the relative error of the estimate is less than δ

with probability 1 − ε. The term F k as refers to the actual k-th frequency moment of the
stream as as defined in Equation 1. While this is exciting, it is also necessary to verify the
space usage of the algorithms, which is going to be discussed in the next section.

11 Especially, in the case, where the probability spaces are not countable, the construction of the resulting
probability space is non-trivial. See also Eberl et al. [16] for more details on this and the Giry Monad.

ITP 2022
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2.4 Verification of the space complexity

Because the algorithms are shallowly embedded as functions in the logic, it is not directly
possible to verify the memory-complexity of the algorithms. A possible solution would be to
represent the algorithm within a formalized machine model and show its equivalence to the
high-level representations in the logic. This is for example discussed by Myreen [39, §1].

However – because of the representation of the streaming algorithms using the three
functions as described above – it is still possible to rigorously establish a bound on the
memory requirements of the states the algorithms reach before and after processing each
element, i.e., the sketch size.12 For this, I decided to build an encoding of the states into bit
sequences and use the length of it as a measure of the size of the data structure. In general
any injective function from the state space to lists of booleans would form such an encoding
and thus would provide an upper bound on the space usage, i.e., an idea would be to show a
statement of the form:

∃ f . inj f ∧ ∀ s ∈ S ε δ n. length (f s) ≤ F ε δ n ∗10

where S ε δ n denotes the set of states the algorithm may reach for all possible inputs and
internal random operations with the provided parameters ε, δ, n and F denotes the upper
bound on the space usage in bits to be shown.13

It turns out that this is too restrictive. The condition inj f requires the function to be
injective on the entire universe, i.e., all possible elements of the type of the state space, even
though the reachable states might be a smaller set. An example where this is an issue is
when the type of the state is not a countable set. For example coefficients of the finite field
GF (p) can be encoded using ln p bits, but their type is: int set, representing each element of
the field as a congruence class. A fix for this problem is allowing the encoding to be a partial
function, which still needs to be injective on its domain, and requiring that the reachable
states are in the domain of the function:

∃ f . inj-on f (dom f ) ∧ ∀ s ∈ S ε δ n. s ∈ dom f ∧ length (the (f s)) ≤ F ε δ n ∗10 (5)

Note: Partial functions are represented using the option type: ’a ⇒ ’b option. If x is outside
of the domain of f then f x = None. If f x = Some y then x is in the domain and the value
of f at x is y. Moreover, dom f denotes the domain and the (f x) is the value of the partial
function if x ∈ dom f. With the introduction of the new function bit-count:

fun bit-count :: bool list option ⇒ ereal where6

bit-count None = ∞ |
bit-count (Some x) = length x

the conjunction on the right hand side of Equation 5 can be expressed more concisely as
bit-count (f s) ≤ F ε δ n, i.e., a finite upper bound on bit-count automatically implies that
s must have been in the domain of f .14 The following snippet is the actual result for the
space-complexity of the F0-Algorithm in the formalization [33]:

12 It is informally easy to see that the capacity bounds are not exceeded even during an update operation.
13 Note that the order of the quantifiers is important.
14 Subsection 2.5 contains a second reason for setting the bit-count of unencodable values to ∞.
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definition encode-f0-state :: f0-state ⇒ bool list option where [omitted . . . ]
fun f0-space-usage :: (nat × rat × rat) ⇒ real where [omitted . . . ]

lemma inj-on encode-f0-state (dom encode-f0-state)

theorem f0-exact-space-usage:
assumes ε ∈ {0<..<1}
assumes δ ∈ {0<..<1}
assumes set as ⊆ {0 ..<n}
defines M ≡ fold (λa state. state >>= f0-update a) as (f0-init δ ε n)
shows AE ω in M . bit-count (encode-f0-state ω) ≤ f0-space-usage (n, ε, δ)

Instead of showing an existence result like in Equation 5, the encoding function encode-f0-state
is defined explicitly and that it is injective on its domain is verified in a separate lemma. The
function f0-space-usage is a pure arithmetic expression in terms of n, ε and δ. The theorem
establishes that the reachable states are encodable using the encoding function and meet the
memory bounds of f0-space-usage. The syntax AE ω in M stands for almost everywhere,
this means the predicate must be true up to a set of probability 0. Since the states of the
algorithms are probability distributions, the reachable states constitute the elements of M
that have a non-zero probability. Besides providing an explicit bound using the function
f0-space-usage, the next theorem concludes with the asymptotic space complexity.

theorem f0-asymptotic-space-complexity:6
f0-space-usage ∈ O[at-top ×F at-right 0 ×F at-right 0 ](λ (n, ε, δ). ln (1 / ε) ∗
(ln n + 1 / δ2 ∗ (ln (ln n) + ln (1 / δ))))

This means that the space usage is bounded by C ln(ε−1)
(
ln n + δ−2(ln(ln n)) + ln(δ−1)

)
for some constant C for sufficiently large n, ε−1 and δ−1.

2.5 A flexible encoding library
As noted in the previous section, the memory requirement of the states the algorithms
reach is measured by encoding them into bit strings. To achieve this, I have built a small
flexible encoding library [31] for Isabelle data structures comprised of encoding functions
for primitive types and a set of combinators to handle structured data types. The encoding
functions are prefix-free, i.e., if f x is a (not necessarily strict) prefix of f y then x=y. This
implies in particular that they are injective, which implies that the resulting bit strings
can be decoded. Moreover prefix-freeness has the useful property that it is preserved under
concatenation, i.e., if f, g are prefix-free, then λ(x, y). f x @ g y is also.15 The symbol @
stands for the concatenation of two bit strings. To see why this works, let us observe another
characterization of prefix-free functions:

f x1 @ y1 = f x2 @ y2 =⇒ x1 = x2 ∧ y1 = y2 ∗10

with which it is easy to conclude, for example if f, g are prefix-free:

f x1 @ g y1 @ z1 = f x2 @ g y2 @ z2 =⇒
x1 = x2 ∧ g y1 @ z1 = g y2 @ z2 =⇒
x1 = x2 ∧ y1 = y2 ∧ z1 = z2 ∗10

15 The approach of using prefix-free codes [on the byte-level] is commonly utilized in many serialization
libraries. See for example [10, §4.2.1].
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Table 2 Encoding functions for primitive types and combinators.

Sym Description Bit Count

N e Natural numbers16 bit-count (N e n) ≤ 2 ∗ log 2 (real n+1 ) + 1
I e Integers bit-count (I e x) ≤ 2 ∗ log 2 (|x|+1 ) + 3
Fe Floating point num-

bers
bit-count (Fe (float-of (m ∗ 2 powr e)) ≤
6 + 2 ∗ (log 2 (|m| + 2 ) + log 2 (|e| + 1 ))

×e Tuples bit-count ((e ×e f ) (x,y)) = bit-count (e x) + bit-count (f y)
⋊⋉e Dependent tuples bit-count ((e ⋊⋉e f ) (x,y)) = bit-count (e x) + bit-count (f x y)
Le Lists bit-count (Le f xs) =(

∑
x ← xs. bit-count (f x)+1 ) + 1

Se Finite sets finite S =⇒
bit-count (Se e S) = (

∑
x ∈ S . bit-count (e x)+1 )+1

→e Functions defined on
set xs

f ∈ extensional (set xs) =⇒
bit-count ((xs →e e) f ) = (

∑
x ← xs. bit-count (e (f x)))

Table 2 summarizes the encoding functions and combinators that are used to build encodings
for the states. An interesting property about the definition of bit-count is that the equation:

bit-count ((e1 ×e e2) (x1,x2)) = bit-count (e1 x1) + bit-count (e2 x2)

holds unconditionally, e.g., even if x1 and/or x2 are not in the domain of e1/e2. This is
because of the facts: ∞ + x = ∞, x + ∞ = ∞ if x ≥ 0 in the extended reals, and that a pair
is in the domain of e1 ×e e2 if and only if its first component is in the domain of e1 and its
second component in the domain of e2. Similar equations hold unconditionally for the other
combinators, which means that in the proof of the theorems for space usage it was possible
to show the property that the state is part of the domain of the encoding function, as well as
the actual space bound using the same reasoning step.

A tempting design question is whether it would be possible to derive such an encoding
fully automatically. However, in this use case, it is important to choose an efficient encoding
for the reachable states of the algorithms.

A key benefit of this approach is that it allows verification of the space complexity of
data structures used in high-level specifications of algorithms close to the mathematical
representation, for example, using cosets and indexed products.

3 The Algorithms

3.1 Frequency Moment 0

The original plan I had was to formalize Algorithm 3 from Bar-Yossef et al. [5]. It is the
solution with the best space-time trade-off in the paper. The authors describe it as a
modification of the Gibbons-Tirthapura algorithm. Briefly, it stores only the elements of the
stream that have a given count l of leading zeros (or more) in the binary representation of
their hash values. The value l is initialized to 0 at the beginning and is incremented during
the run of the algorithm, such that the set of filtered elements fit in the allocated space. The
modification by Bar-Yossef is to avoid storing the elements themselves in the state, but only
a hash of them, for that purpose they introduce a second hash function.

16 Prefix free codes for natural numbers are also called universal codes. See for example Elias [17].
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During the formalization, it became apparent that a simpler algorithm is possible with
the same space and amortized runtime cost as that one and an improved worst-case runtime.
It uses only a single hash function and does not require its range to be a 2 power. It is based
on the first algorithm described in the same paper but with an added rounding operation to
the hashed values. Since that kind of algorithm is called KMV synopsis or sketch in newer
publications [6, 42, 44], where the abbreviation KMV stands for k-minimum value17, it makes
sense to call the new algorithm Rounding-KMV. The general principle of KMV algorithms is
to use the t-th smallest element of the hashed stream elements, where t is chosen according
to the required accuracy parameter. This can be done by keeping track of the smallest t

hashed stream elements during the course of the algorithm and using the maximum for the
estimation step. Table 3 summarizes the algorithms discussed in this subsection.

Table 3 Algorithms mentioned in this subsection.

Algorithm Space usage with respect to δ, n18 Hash space Based on

Gibbons–Tirthapura [21] O
(
δ−2 ln n

)
GF (2e) -

Algorithm 3 [5] O
(
δ−2(ln ln n + ln δ−1) + ln n

)
GF (2e) Gibbons–T.

Algorithm 1 [5] - [0, 1] ⊂ R -
Standard KMV (below) O

(
δ−2 ln n

)
GF (p) Algorithm 1 [5]

Rounding KMV (below) O
(
δ−2(ln ln n + ln(δ−1)) + ln n

)
GF (p) Standard KMV

Let us first review the correctness proof for the standard KMV algorithm19 (without
rounding operation) with the Carter–Wegman hash family. This means we need to investigate
the distribution of the t-th smallest element. For that let a1, . . . , am be the elements of the
stream and ai ∈ {0, .., n − 1}, let A = {a1, . . . , am} be the set of distinct elements in the
stream. Note that: F0 = |A|, but m ≥ F0, since the ai are not necessarily distinct. Let
p ≥ max(n, 11) be a prime and let h be uniformly chosen from the 2-universal Carter–Wegman
hash family.

It makes sense to investigate the two closely related random variables Xt and X#
t denoting

the t-th smallest element of the hashed stream elements H = {h(a) | a ∈ A}, where the
second one treats distinct elements of A mapped to the same value by the hash function as
separate elements, while the first one does not. See also Figure 3 for an example, where Xt

and X#
t differ. More precisely Xt and X#

t are the unique random variables fulfilling the
following conditions:

Xt ∈ H X#
t ∈ H

|{x ∈ H | x < Xt}| = k − 1 |{a ∈ A | h(x) < X#
t }| = k − 1

While it is more space-efficient to compute Xt; it is mathematically easier to investigate
the distribution of X#

t , in particular, if [and only if] there are at least t elements a ∈ A such
that h(a) < u, then X#

t must be strictly smaller than u as well.

17 Since k is being used to denote the order of the frequency moment in this work; the letter t is for the
index of the rank instead.

18 If ε is not assumed to be constant all complexities need to be multiplied by another factor of ln(ε−1)
19 Bar-Yossef et al. provide a proof for the idealized case, where the hash family maps into [0, 1]. The

proof here differs from theirs to cover the more realistic case with the Carter–Wegman hash family.
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0 2 4 5 5 8

X#
4

X4

Figure 3 An example for a collision in the application of the hash function, leading to a difference
between Xt and X#

t . The numbers in the boxes denote hash values of distinct elements of A.

The expectation and variance of the random variable Qu that counts the number of
elements a ∈ A hashed to a value strictly less than u is easy to determine:

Zu,a :=
{

1 if h(a) < u

0 otherwise.
Qu :=

∑
a∈A

Zu,a

Note that Var(Zu,a) ≤ u
p and E(Zu,a) = u

p . Because the Zu,a are pairwise independent, we
can apply Bienaymé’s identity to conclude that Var(Qu) ≤ |F0|u

p and E(Qu) = |F0|u
p .

Now, using our observation from above, we can estimate the probability that X#
t is less

than u by the probability that Qu ≥ t. Since we know expectation and variance of Qu,
Chebyshev’s inequality bounds the probability of Qu ≥ t. A similar reasoning also works for
a lower bound on Xt.

Another observation, we can make is that X#
t = Xt if h is injective. The probability that

h is not injective is 1
p ≤ 1

9 with the 2-universal Carter–Wegman hash family and the lower
limit for p. The overall proof works by estimating the probabilities of the following events:
Case 1 The function h is not injective.
Case 2 Less than t elements are hashed to values below v =

⌊
tp(1 − δ)−1F −1

0
⌋
, i.e. Qv < t.

Case 3 At least t elements are hashed to values below u =
⌈
tp(1 + δ)−1F −1

0
⌉
, i.e. Qu ≥ t.

and showing that the probability of each of these are strictly less than 1
9 . On the other hand

if neither of these events occur, i.e., with probability at least 2
3 : h is injective and tpX−1

t is
an approximation of F0 with a relative error of δ.

For the curious reader: This works for t ≥ 6δ−2. The case, where |A| < t – i.e., if
there is no t-th smallest element – needs to be handled separately. But in that case, an
implementation would simply return the count of distinct elements observed so far.

The above strategy requires O(δ−2 ln n) bits of memory to store the state. Using a
rounding operation, it is possible to improve the space complexity to O(δ−2(ln δ−1+ln(ln n))+
ln n) bits of memory20, which is the new rounding-KMV variant. Let us denote this rounding
operation by ⌊·⌋r, which can be defined by:

⌊x⌋r := τ(r − ⌊log2|x|⌋, x) where τ(e, x) = 2−e⌊2ex⌋

if x ̸= 0, otherwise: ⌊0⌋r := 0. In particular: ⌊x⌋r ≤ x < ⌊x⌋r + |x|(1 + 2−r). Expressed
differently ⌊x⌋r is the largest binary floating point number with a mantissa of at most r bits
smaller or equal to x.

Now the new variant uses h̃(a) = ⌊h(a)⌋r instead of h. The proof is similar to the above
version, however the following issues need to be taken into account:
1. the additional accuracy error introduced by the rounding operation,
2. even if h is injective, collisions due to rounding are possible, i.e., h̃ may still not be

injective and hence X̃#
t may differ from X̃t.

20 Note that if δ−2 > n, the trivial algorithm which tracks for each element of U whether it occurred in
the stream using n bits outperforms either of these randomized algorithms. Hence, when judging which
complexity is better it makes sense to assume δ−2 ∈ O(n).
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The first issue can be solved by choosing r̃ and t̃ large enough such that the combined
relative error due to rounding and the statistics of the t-th smallest element remain below
δ. My initial idea for solving the second problem was to choose r̃ large enough, such that
the probability of a collision due to rounding is bounded. It however turns out, that that
condition would require a choice of r̃ ∈ O(ln n), which is too high.

A closer look at the problem reveals that X̃t = X̃#
t as long as there is no collision within

the smallest t hashed values. Estimating the probability of the latter event, requires another
insight: It is actually not necessary to bound the probabilities of the events Case 1 to 3
separately.

In particular it is enough, if the probability of Case 2 and 3 happening is bounded by 2
9

and if the probability of Case 1 happening under the condition that Case 2 and 3 are not is
bounded by 1

9 .
Stated differently, it is enough to bound the probability of X̃t ̸= X̃#

t only in the case
X̃#

t < v. Thus it is enough to estimate the probability of a collision due to rounding within
[0, v) – the range the first t elements will be hashed to when Q̃v ≥ t. In the formalized proof,
this is accomplished by making sure p̃ ≥ 18 and r̃ = 4⌈log2(δ−2)⌉ + 23 and bounding the
probability that h is injective by 1

18 and the probability of a collision due to rounding in the
range [0, v) by the same value.

In the accompanying formalization [33, Appendix A] I have included a detailed “hand-
written” proof with the same reasoning as the formalized proof for interested readers.

3.2 Formalization of the F0 algorithm
The following snippet contains the formalized version of the full algorithm:

fun f0-init :: rat ⇒ rat ⇒ nat ⇒ f0-space pmf where6

f0-init δ ε n =
do {

let s = ⌈−18 ∗ ln ε⌉;
let t = ⌈80 / δ2⌉;
let p = prime-above (max n 19 );
let r = 4 ∗ ⌈log 2 (1 / δ)⌉ + 23 ;
h ← prod-pmf {0 ..<s} (λ-. pmf-of-set (bounded-degree-polynomials (ZFact p) 2 ));
return-pmf (s, t, p, r , h, (λ- ∈ {0 ..<s}. {}))
}

fun f0-update :: nat ⇒ f0-space ⇒ f0-space pmf where
f0-update x (s, t, p, r , h, sketch) = return-pmf (s, t, p, r , h, λi ∈ {0 ..<s}.

least t (insert (float-of (truncate-down r (hash p x (h i)))) (sketch i)))

fun f0-result :: f0-space ⇒ rat pmf where
f0-result (s, t, p, r , h, sketch) = return-pmf (median s (λi ∈ {0 ..<s}.

(if card (sketch i) < t then (card (sketch i)) else t ∗ p / (Max (sketch i)))))

As explained in Subsection 2.3 the algorithm is formalized using three functions, an initial-
ization function that sets up the state of the algorithm, an update function that updates
the state processing a stream element and the result function that returns an estimate for
the frequency moment using the state. The parameters of the initialization algorithm are:
δ the required relative accuracy; ε the required success probability; and an upper bound n

on the stream elements. As explained in Subsection 2.2 the algorithm runs s = ⌈18 ln(ε−1)⌉
independent copies of the rounding KMV algorithm to achieve the desired success probability,
and computes the median of the individual estimates in the f0-result function. The algorithm
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determines the t-th smallest hashed stream element, where t = ⌈80δ−2⌉. The function
prime-above x returns a prime in the range {x, . . . , 2x + 2} and is used to select the field over
which the polynomials for hashing are chosen. The term ZFact p refers to the simple prime
field GF (p). The function truncate-down r is the rounding method ⌊·⌋r that was described
above. To understand the algorithm a little bit better. The initialization function determines
the parameters s, t, p, r and randomly selects s polynomials h0, . . . , hs−1 of degree less than 2
over the field GF (p). And sets up s empty sets, which will later contain the t smallest hashed
stream elements. The state is a 6-tuple composed of the parameters, the hash functions and
the sets. In the update step, for each of the hash polynomials, the function computes the
rounded hashed value of the stream element and inserts the element into the corresponding
set. If the set contains more than t elements, the largest element from the set will be removed.
For the estimation, the function checks each of the s sets, if it contains at least t elements,
it returns the inverse of the maximal element multiplied by tp, i.e., tp times the inverse of
the t-th smallest element. If the set does not contain t elements – there is no t-th smallest
element – but in that case the cardinality of the set is a good approximation of F0 hence the
cardinality is used as an approximation.

3.3 Frequency Moment 2
The formalized algorithm for the second frequency moment is based on the solution described
in Section 2.2 by Alon et al. [3]. The key idea is to choose h from a 4-universal hash-family
with (equiprobable) values {−1, 1} ∈ Z. The algorithm then returns:

X =
(

m∑
i=1

h(ai)
)2

. (6)

Note that:

EX = E

(∑
u∈U

C(u, a)h(u)
)2

=
∑

u,v∈U

C(u, a)C(v, a)Eh(u)h(v)

=
∑
u∈U

C(u, a)2 Eh(u)2 +
∑

u,v∈U

C(u, a)C(v, a)Eh(u)Eh(v) = F2

where C(u, a) is the count of occurrences of u in the stream a. The last equality follows from
Eh(u)2 = 1 and Eh(u) = 0 for u ∈ U . An interesting fact is that the sum over u, v ∈ U

could only be evaluated by splitting it into two sums, where the first sum is comprised of the
cases where the indices are equal and the second sum is comprised of the cases where the
indices are distinct. This is because h(u) and h(v) are independent only if u ̸= v.

A similar split has to be done for the evaluation of the variance of X where the summation
is over four variables. This results in 15 possible ways the indices can form equivalence
relations. For the latter I have built a library with which it is possible to automatically split
such a sum into terms for each partition of its index variables [32, §5]. With that approach
the estimation of the variance happens automatically through symbolic evaluation within
Isabelle.

By running independent copies of the algorithm in parallel and computing the median of
means, it is possible to return an approximation with the required success probability and
accuracy.

The only difference between the method presented by Alon et al. [3] and the formalization
in this work is that the algorithm is adapted to work with simple prime fields. While it is
impossible to obtain a two-valued uniform distribution (if p ≥ n ≥ 3) a closer look at the
proof from Alon et al. reveals that the actual requirements for the hash family are:
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1. E h(a) = 0, E (h(a))2 = 1 and E (h(a))4 ≤ 3.
2. The hash family is 4-wise independent.
If h′ is uniformly chosen from the 4-universal Carter–Wegman hash family then h defined by:

h : U → R

h(x) :=
{

(p2 − 1)− 1
2 (p − 1) if h′(x) is even

(p2 − 1)− 1
2 (−p − 1) otherwise

fulfills the above requirements. Since the factor (p2 − 1)− 1
2 is constant, it can be factored

out of the sum and the squaring operation in Equation 6, so that the resulting algorithm can
be implemented without using real arithmetic.

3.4 Frequency Moment k for k ≥ 3
The formalization of the algorithm for the k-th frequency moment for k ≥ 3 is exactly the
same as the solution described in Section 2.1 by Alon et al. [3]. Contrary to the previous
algorithms it does not rely on hash families. Instead a random position i ∈ {1, . . . , m} of the
stream a1, . . . , am is selected and the count of occurrences of that stream element from that
point on is counted, whose value is described by the following random variable:

X(i) = |{j ∈ {i, . . . , m} | aj = ai}|

The estimate for the k-th frequency moment is then R(i) := m(X(i)k − (X(i) − 1)k). Note
that:

E R = E (m(Xk − (X − 1)k)) =
m∑

i=1
X(i)k − (X(i) − 1)k

=
∑
u∈U

C(u,a)∑
v=1

vk − (v − 1)k =
∑
u∈U

C(u, a)k = Fk,

where C(u, a) denotes the count of occurrences of u in the stream a1, . . . , am. The evaluation
of the variance of the random variable is a longer calculation resulting in Var R ≤ F 2

k kn1−1/k.
Similar to the previous algorithm by running independent copies of the algorithm in parallel
and computing the median of means, it is possible to improve the accuracy and success
probability.

A remaining problem to solve is that the algorithm has to choose a random index uniformly
from the stream, without knowing the length of the stream in advance.

Alon et al. [3] describe a refined version of the algorithm that solves the problem: A
random boolean is chosen at every update step, which is true with probability 1

l+1 , where l

is the number of elements that were processed before. If the boolean is true the algorithm
resets the counter to 1 and chooses the element at the current index to count. They then
show, that the position of the last reset is uniformly distributed over the length of the stream.
The accompanying formalization [33] verifies this second version of the algorithm.

4 Related Work

In 2019 Affeldt et al. [1] formalized two tree-based succinct data structures in Coq, one of
them being dynamic. They achieve their results by defining the operations on a high-level
inductive data structure and a low-level version implemented on bit arrays and establish
correspondence. A similar approach could also be applied here to avoid the need of the
encoding functions as discussed in Subsection 2.5.
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Eßmann et al. [18] formally verify non-deterministic approximation algorithms for NP-
complete problems in Isabelle, such as maximum independent set. In their work, they do
not need to reason with probability distributions, as the correctness of the investigated
algorithms follows from combinatorial arguments.

In 2020 Gopinathan and Sergey [23] formally verified Bloom Filters using Coq. They
rely on a deep embedding and similar to this work rely on probability theory and reasoning
about independent random variables.

Tassarotti et al. [46] formally verify an ML procedure learning a classifier using Lean. As
in this work, they also represent their algorithms using the Giry-monad.

Bao et al. [4] also tackle Bloom Filters as an application of their separation logic for reas-
oning about negative dependence. Negative dependence is a weaker property about random
variables than independence, i.e., more sets of random variables are negatively dependent, but
fewer results about independent random variables apply to negatively dependent variables.
For example the property is preserved by composition with monotone functions only. They
realize that the random variables induced on the bit vector are negatively dependent; greatly
simplifying the proofs about the false-positive rate of bloom filters.

Eberl et al. [15] verify the average runtime of randomized quicksort and derive the
expected structure of binary tree structures. They rely on the formalization of the Giry
monad in Isabelle/HOL. The formalization approach for randomized algorithms in this work
is based on their work.

As far as I can tell there is no prior publication on the formalization of randomized
algorithms where derandomization and/or amplification techniques are used.

5 Conclusion and Future Work

While the primary focus of this work, was the formal verification of the algorithms for
frequency moments – I could obtain simpler versions of the known algorithms. In particular it
was possible to avoid higher order prime fields. The algorithm for F0 matches the complexity
of the best solution from [5] but its design is considerably simpler. Requiring only one hash
family instead of two. Most solutions in current production database systems are verified
empirically and/or rely on unverified statistical model assumptions, because of the complexity
of the known correct solutions [26]. These simplifications may lead to industrial applications
of these rigorously verified algorithms.

An interesting direction for future work would be the formalization of the newer results
that match the lower bounds [28, 30]. Another interesting problem is the extension of the
frequency moments to fractional powers, for which algorithms have been derived in [13, 29].

The algorithms presented here for F0 and F2 can be augmented with a merge operation,
i.e., it would be possible to run the algorithm in parallel for different sections of the data
stream and merge the sketches to obtain an approximation of the frequency moment for the
entire stream. It would make sense to extend the obtained theorems to include the merge
operation.

Another improvement would be to use probable primes21 instead of requiring exact primes.
For this, the algorithms would need to be reparameterized such that the combined failure
probability of the algorithm and the false-positive rate of the primality test remains below
the required maximum failure probability ε.

21 Probabilistic primality tests have been formalized in Isabelle by Stüwe and Eberl [45].
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