Brief Announcement: Zero-Knowledge Protocols
for Search Problems

Ben Berger
Weizmann Institute of Science, Rehovot, Israel
ben.berger@weizmann.ac.il

Zvika Brakerski

Weizmann Institute of Science, Rehovot, Israel
zvika.brakerskiQweizmann.ac.il

—— Abstract

We consider natural ways to extend the notion of Zero-Knowledge (ZK) Proofs beyond decision
problems. Specifically, we consider search problems, and define zero-knowledge proofs in this
context as interactive protocols in which the prover can establish the correctness of a solution to
a given instance without the verifier learning anything beyond the intended solution, even if it
deviates from the protocol.

The goal of this work is to initiate a study of Search Zero-Knowledge (search-ZK), the class
of search problems for which such systems exist. This class trivially contains search problems
where the validity of a solution can be efficiently verified (using a single message proof containing
only the solution). A slightly less obvious, but still straightforward, way to obtain zero-knowledge
proofs for search problems is to let the prover send a solution and prove in zero-knowledge that the
instance-solution pair is valid. However, there may be other ways to obtain such zero-knowledge
proofs, and they may be more advantageous.

In fact, we prove that there are search problems for which the aforementioned approach
fails, but still search zero-knowledge protocols exist. On the other hand, we show sufficient
conditions for search problems under which some form of zero-knowledge can be obtained using
the straightforward way.
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1 Introduction

The notion of Zero-Knowledge Proofs (ZK-Proofs) introduced by Goldwasser, Micali and
Rackoff [15] is one of the most insightful and influential in the theory of computing. Its
tremendous impact came not only from having numerous applications but maybe more
importantly from changing the way we think about proofs, communication and how to
formalize such intuitive claims as a party “not learning anything” from an interaction. In a
nutshell, a ZK-Proof is an interactive proof of some statement, i.e. an interaction between
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a prover P and a verifier V with the prover attempting to convince the verifier that some
instance x belongs to a language L. In addition to the usual completeness and soundness, in
the ZK scenario the prover wants to protect itself from revealing “too much information” to
the verifier. Surely the verifier needs to learn that indeed x € L, but nothing else beyond
this fact should be revealed. Furthermore, even a malicious verifier that does not follow the
prescribed protocol should not be able to trick the prover into revealing more information
than intended. This intuitive statement is formalized using the simulation paradigm, the
existence of a simulator machine S that takes an input « € L and a possibly cheating verifier
V* and samples from the view of V* in the interaction (P,V*) (up to negligible statistical
or computational distance). Since the view of the verifier can essentially be produced (up to
negligible distance) knowing only that x € L, it clearly does not reveal anything beyond this
fact.

Our Results. In this work we consider a setting where again the prover is concerned about
revealing too much information to the verifier, but now in the context of search problems.
That is, the prover would like to assist the verifier in learning a solution ¥y to an instance = of
some search problem, but would like to limit the verifier’s ability to learn anything beyond
the intended solution (or distribution of solutions).

While one’s first intuition of a search problem is of one where it is efficient to verify a
solution (i.e. searching for an NP witness), this is actually not the interesting setting here.
In fact, in this case the prover can just send the witness, and the verifier verifies locally, so
no additional information beyond the solution is revealed. One example one could consider
is the isomorphic vertex problem: given two graphs (G1,G3) and a vertex v; in Gy, find a
vertex ve in G5 that is isomorphic to v under some isomorphism.

Our first contribution is to formalize this notion using the simulation paradigm, as
follows. We require that the prover for the interactive protocol is associated with a family
of distributions {Y,}, over solutions for each input z, intuitively corresponding to the
distribution V is allowed to learn. We require that the view of any verifier can be simulated
given only a sample y drawn from Y. To reduce the number of free parameters in the definition
we propose to associate Y, with the distribution of solutions output by an interaction of an
honest prover with an honest verifier (note that importantly this refers to the distribution of
solutions y output by the honest verifier and not to the honest verifier’s entire view). Thus
the zero-knowledge task becomes to ensure that no verifier (including the honest verifier)
learns anything except the honest verifier’s prescribed output. In terms of soundness, we
require that V either outputs some valid solution for the search problem (if such exists), or
rejects, except perhaps with small probability, even when interacting with a malicious prover.

Intuitively one could think that in order to achieve search-ZK, the prover should first
sample a solution from Y, send it to the verifier and then prove in decision-ZK the validity
of the solution (that is, that in a sense search-ZK is reducible to decision-ZK). Indeed almost
all examples for protocols we have are roughly of this form. We investigate whether it is
possible to provide a protocol of this form for any language in search-ZK, or whether there
are some cases where other methods can achieve search-ZK but the aforementioned outline
cannot. We define the class prefix-ZK to be the class of problems with protocols as above.
We show that prefix-ZK has a complete problem (which we are unable to show for general
search-ZK) and we show conditions under which some search-ZK systems can be transformed
into prefix-ZK (for the same underlying search problem). Finally, we show that, perhaps
counter-intuitively, search-ZK contains problems that are not in prefix-ZK, so at least in
that sense the study of search-ZK may not be a derivative of the study of decision-ZK.
Interestingly, this separation follows from showing that search-PSPACE does not contain
search-IP, which may be of independent interest.
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Lastly, we discuss the relation between search-ZK and the notion of pseudo-deterministic al-
gorithms and protocols presented by Gat and Goldwasser [6] and further explored by Goldreich,
Goldwasser, Grossman, Holden and Ron [7, 12, 16, 13, 14]. In a pseudo-deterministic protocol,
not only should the distribution Y, be a singleton y,., but also the soundness requirement
is that a malicious prover cannot make an honest verifier output a solution different from
Yo (except with small probability). One of the advantages of pseudo-deterministic protocols
is that they allow for soundness amplification for search problems. We show that the iso-
morphic vertex problem indeed has a pseudo-deterministic search-ZK protocol, suggesting
that achieving strong soundness together with strong privacy is possible in some interesting
cases.

Related Notions. The first related notion is that of secure multiparty computation (MPC)
by Yao [20] and Goldreich, Micali and Wigderson [8]. For the purpose of this work, the
relevant setting is of secure two-party computation where two parties A, B with inputs x4, xp
wish to compute values y4,yp which depend on both inputs. The privacy requirement is
that each party does not learn more than its intended output. It would appear that setting
A =P, B=YV, and defining Fg appropriately to output what the verifier is allowed to learn,
should result in a search-ZK protocol. However, looking more closely, the complexity of an
MPC protocol scales with the complexity of the function Fg, which in general scales with the
complexity of the prover’s functionality. If the prover’s functionality is not in NP, then MPC
cannot be used. MPC appears to be useful in the restricted case of computational search-ZK
for search problems that can be computed as a function of an NP witness. Our isomorphic
vertex problem falls into that category (with the NP witness being an isomorphism), however
for isomorphic vertex we have a statistical search-ZK protocol. For statistical search-ZK,
the MPC methodology does not seem to be useful, since information theoretically secure
two-party computation is not possible [3, 2].

Another related like of work is concerned with privacy of approximation algorithms,
initiated by Feigenbaum et al. [5] and Halevi et al. [17], and further studied by Beimel et
al. [1]. The setting in these works is quite different from ours. Their ideal setting is where a
solution to some search problem is posted without revealing the input (e.g. output a vertex
cover for some graph without revealing the edges of the graphs). The problem arises when
solving exactly is hard and an approximation algorithm is used instead. Their goal is to show
that the approximate solution does not reveal more information than the exact solution. Note
that in this setting there is no soundness requirement (in fact, a client cannot be convinced
that a solution is correct since it does not have the input).

Future Directions. Our work is far from being an exhaustive study of search-ZK, and we
hope to open the door for additional study. One direction of research is designing search-ZK
protocols for other problems of interest, and more importantly general approaches for search-
ZK for classes of problems. The question of whether search-ZK has complete problems in
the computational and statistical setting remains open. Another intriguing line of inquiry,
which may also be helpful for resolving the above, is whether we can translate the extensive
body of work on statistical ZK protocols [4, 18, 9, 11, 10, 19] into the search regime.

105:3

ICALP 2018



105:4

Zero-Knowledge Protocols for Search Problems

—— References

1

10

11

Amos Beimel, Paz Carmi, Kobbi Nissim, and Enav Weinreb. Private approximation of
search problems. In Jon M. Kleinberg, editor, Proceedings of the 38th Annual ACM Sym-
posium on Theory of Computing, Seattle, WA, USA, May 21-23, 2006, pages 119-128.
ACM, 2006. doi:10.1145/1132516.1132533.

Michael Ben-Or, Shafi Goldwasser, and Avi Wigderson. Completeness theorems for non-
cryptographic fault-tolerant distributed computation (extended abstract). In Proceedings
of the 20th Annual ACM Symposium on Theory of Computing, May 2-4, 1988, Chicago,
Illinois, USA, pages 1-10, 1988. doi:10.1145/62212.62213.

David Chaum, Claude Crépeau, and Ivan Damgéard. Multiparty unconditionally secure
protocols (extended abstract). In Proceedings of the 20th Annual ACM Symposium on
Theory of Computing, May 2-4, 1988, Chicago, Illinois, USA, pages 11-19, 1988. doi:
10.1145/62212.62214.

Ivan Damgard, Oded Goldreich, Tatsuaki Okamoto, and Avi Wigderson. Honest verifier
vs dishonest verifier in public coin zero-knowledge proofs. In Don Coppersmith, editor,
Advances in Cryptology - CRYPTO ’95, 15th Annual International Cryptology Conference,
Santa Barbara, California, USA, August 27-31, 1995, Proceedings, volume 963 of Lecture
Notes in Computer Science, pages 325-338. Springer, 1995. doi:10.1007/3-540-44750-4_
26.

Joan Feigenbaum, Yuval Ishai, Tal Malkin, Kobbi Nissim, Martin Strauss, and Re-
becca N. Wright. Secure multiparty computation of approximations. In Fernando Orejas,
Paul G. Spirakis, and Jan van Leeuwen, editors, Automata, Languages and Programming,
28th International Colloquium, ICALP 2001, Crete, Greece, July 8-12, 2001, Proceed-
ings, volume 2076 of Lecture Notes in Computer Science, pages 927-938. Springer, 2001.
doi:10.1007/3-540-48224-5_75.

Eran Gat and Shafi Goldwasser. Probabilistic search algorithms with unique answers
and their cryptographic applications. Electronic Colloguium on Computational Complexity
(ECCC), 18:136, 2011. URL: http://eccc.hpi-web.de/report/2011/136.

Oded Goldreich, Shafi Goldwasser, and Dana Ron. On the possibilities and limitations of
pseudodeterministic algorithms. In Robert D. Kleinberg, editor, Innovations in Theoretical
Computer Science, ITCS ’13, Berkeley, CA, USA, January 9-12, 2013, pages 127-138.
ACM, 2013. doi:10.1145/2422436.2422453

Oded Goldreich, Silvio Micali, and Avi Wigderson. How to play any mental game or a
completeness theorem for protocols with honest majority. In STOC, pages 218-229, 1987.

Oded Goldreich, Amit Sahai, and Salil P. Vadhan. Honest-verifier statistical zero-knowledge
equals general statistical zero-knowledge. In Jeffrey Scott Vitter, editor, Proceedings of the
Thirtieth Annual ACM Symposium on the Theory of Computing, Dallas, Texas, USA, May
23-26, 1998, pages 399-408. ACM, 1998. doi:10.1145/276698.276852.

Oded Goldreich, Amit Sahai, and Salil P. Vadhan. Can statistical zero knowledge be made
non-interactive? or on the relationship of SZK and NISZK. In Michael J. Wiener, editor,
Advances in Cryptology - CRYPTO °99, 19th Annual International Cryptology Conference,
Santa Barbara, California, USA, August 15-19, 1999, Proceedings, volume 1666 of Lecture
Notes in Computer Science, pages 467-484. Springer, 1999. doi:10.1007/3-540-48405-1_
30.

Oded Goldreich and Salil P. Vadhan. Comparing entropies in statistical zero knowledge with
applications to the structure of SZK. In Proceedings of the 14th Annual IEEE Conference
on Computational Complexity, Atlanta, Georgia, USA, May 4-6, 1999, page 54. IEEE
Computer Society, 1999. doi:10.1109/CCC.1999.766262.


http://dx.doi.org/10.1145/1132516.1132533
http://dx.doi.org/10.1145/62212.62213
http://dx.doi.org/10.1145/62212.62214
http://dx.doi.org/10.1145/62212.62214
http://dx.doi.org/10.1007/3-540-44750-4_26
http://dx.doi.org/10.1007/3-540-44750-4_26
http://dx.doi.org/10.1007/3-540-48224-5_75
http://eccc.hpi-web.de/report/2011/136
http://dx.doi.org/10.1145/2422436.2422453
http://dx.doi.org/10.1145/276698.276852
http://dx.doi.org/10.1007/3-540-48405-1_30
http://dx.doi.org/10.1007/3-540-48405-1_30
http://dx.doi.org/10.1109/CCC.1999.766262

B. Berger and Z. Brakerski

12

13

14

15

16

17

18

19

20

Shafi Goldwasser and Ofer Grossman. Perfect bipartite matching in pseudo-deterministic
RNC. FElectronic Colloquium on Computational Complexity (ECCC), 22:208, 2015. URL:
http://eccc.hpi-web.de/report/2015/208.

Shafi Goldwasser and Ofer Grossman. Bipartite perfect matching in pseudo-deterministic
NC. In Ioannis Chatzigiannakis, Piotr Indyk, Fabian Kuhn, and Anca Muscholl, editors,
44th International Colloguium on Automata, Languages, and Programming, ICALP 2017,
July 10-14, 2017, Warsaw, Poland, volume 80 of LIPIcs, pages 87:1-87:13. Schloss Dagstuhl
- Leibniz-Zentrum fuer Informatik, 2017. doi:10.4230/LIPIcs.ICALP.2017.87.

Shafi Goldwasser, Ofer Grossman, and Dhiraj Holden. Pseudo-deterministic proofs. In
Anna R. Karlin, editor, 9th Innovations in Theoretical Computer Science Conference, ITCS
2018, January 11-14, 2018, Cambridge, MA, USA, volume 94 of LIPIcs, pages 17:1-17:18.

Schloss Dagstuhl - Leibniz-Zentrum fuer Informatik, 2018. doi:10.4230/LIPIcs.ITCS.

2018.17.

Shafi Goldwasser, Silvio Micali, and Charles Rackoff. The knowledge complexity of inter-
active proof systems. SIAM J. Comput., 18(1):186-208, 1989. doi:10.1137/0218012.
Ofer Grossman. Finding primitive roots pseudo-deterministically. Electronic Colloquium
on Computational Complexity (ECCC), 22:207, 2015. URL: http://eccc.hpi-web.de/
report/2015/207.

Shai Halevi, Robert Krauthgamer, Eyal Kushilevitz, and Kobbi Nissim. Private approxima-
tion of np-hard functions. In Jeffrey Scott Vitter, Paul G. Spirakis, and Mihalis Yannakakis,
editors, Proceedings on 33rd Annual ACM Symposium on Theory of Computing, July 6-8,
2001, Heraklion, Crete, Greece, pages 550-559. ACM, 2001. doi:10.1145/380752.380850.
Tatsuaki Okamoto. On relationships between statistical zero-knowledge proofs. In Gary L.
Miller, editor, Proceedings of the Twenty-FEighth Annual ACM Symposium on the Theory
of Computing, Philadelphia, Pennsylvania, USA, May 22-24, 1996, pages 649-658. ACM,
1996. doi:10.1145/237814.238016.

Amit Sahai and Salil P. Vadhan. A complete problem for statistical zero knowledge. J.
ACM, 50(2):196-249, 2003. doi:10.1145/636865.636868.

Andrew Chi-Chih Yao. Protocols for secure computations (extended abstract). In FOCS,
pages 160-164, 1982.

105:5

ICALP 2018


http://eccc.hpi-web.de/report/2015/208
http://dx.doi.org/10.4230/LIPIcs.ICALP.2017.87
http://dx.doi.org/10.4230/LIPIcs.ITCS.2018.17
http://dx.doi.org/10.4230/LIPIcs.ITCS.2018.17
http://dx.doi.org/10.1137/0218012
http://eccc.hpi-web.de/report/2015/207
http://eccc.hpi-web.de/report/2015/207
http://dx.doi.org/10.1145/380752.380850
http://dx.doi.org/10.1145/237814.238016
http://dx.doi.org/10.1145/636865.636868

	Introduction

