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Abstract
Self-testing is a fundamental feature of quantum mechanics that allows a classical verifier to force
untrusted quantum devices to prepare certain states and perform certain measurements on them. The
standard approach assumes at least two spatially separated devices. Recently, Metger and Vidick [39]
showed that a single EPR pair of a single quantum device can be self-tested under computational
assumptions. In this work, we generalize their results to give the first parallel self-test of N EPR pairs
and measurements on them in the single-device setting under the same computational assumptions.
We show that our protocol can be passed with probability negligibly close to 1 by an honest quantum
device using poly(N) resources. Moreover, we show that any quantum device that fails our protocol
with probability at most ϵ must be poly(N, ϵ)-close to being honest in the appropriate sense. In
particular, our protocol can test any distribution over tensor products of computational or Hadamard
basis measurements, making it suitable for applications such as device-independent quantum key
distribution [38] under computational assumptions. Moreover, a simplified version of our protocol is
the first that can efficiently certify an arbitrary number of qubits of a single cloud quantum computer
using only classical communication.
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1 Introduction

Self-testing is a fundamental feature of quantum mechanics that allows a classical verifier to
force a quantum device (sometimes called prover) to prepare certain states and measure them
in certain bases up to local isometries [4, 47, 50, 43, 7, 35, 48, 18, 25, 8, 36, 37, 41, 42, 13,
20, 46, 45, 19, 28]. In the standard nonlocal setting, the key assumption is that there are two
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or more spatially separated devices. However, it is difficult to certify spatial separation in
practice, especially if the devices fall outside our physical control. Therefore, it is interesting
to ask whether we can replace this assumption by another one so that we can self-test a
single quantum device. We illustrate the nonlocal and single-device settings in Fig. 1.
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Figure 1 Self-testing in the nonlocal setting (left) involves (at least) two spatially separated
devices that cannot communicate. In the single-device setting (right), there is only one device.

Computational self-testing. Recently, beginning with seminal work by Mahadev [33] on
the classical verification of quantum computations, a series of works, e.g., [24, 6, 14, 1, 52, 53,
29, 5, 27, 32, 55, 39, 38, 40], have explored how computational assumptions can be leveraged
by a classical verifier to control a single quantum device in certain ways. Typically, the
assumption used is that the Learning-With-Errors (LWE) [44] problem is hard to solve
efficiently, even for quantum computers, which is a standard assumption. However, except
for [24, 53, 39, 38, 40], the level of control established in these works is much weaker than in
nonlocal self-testing. For example, if a device passes Mahadev’s verification protocol [33], it
only means that, to quote [39], “there exists a quantum state such that the distribution over
the prover’s answers could have been produced by performing the requested measurements on
this state”. We do not know whether the prover actually prepared that state and performed
the requested measurements on it.

Metger and Vidick [39] are the first to explicitly propose the self-testing of a single device
under computational assumptions. The main limitation of [39] and follow-up work [40] is that
they only self-test two and three qubits, respectively. In this work, we introduce a self-test
that certifies the preparation and measurement of N EPR pairs in the computational (or
single-device) setting. Our work differs from the concurrent work [23] in that [23] certifies
the preparation (but not measurement) of BB84 states.

Main results. We give a self-test that certifies the EPR pairs:{
|τ⋄,v⟩ := 1√

2N

N⊗
i=1

(σX)vi ⊗ (σX)vN+i(|0⟩i |+⟩N+i + |1⟩i |−⟩N+i)
∣∣ v ∈ {0, 1}2N

}
,

and states {|τθ,v⟩ | θ ∈ {0, 1 . . . , 2N}, v ∈ {0, 1}2N}, which is a subset of BB84 states specified
in Section 3.

Moreover, our self-test certifies any distribution over tensor products of computational
(Pauli-Z) or Hadamard (Pauli-X) basis measurements on 2N qubits:{{

Πu
q := |Bu1

q1
⟩⟨Bu1

q1
| ⊗ . . .⊗ |Bu2N

q2N
⟩⟨Bu2N

q2N
|
∣∣ u ∈ {0, 1}2N} ∣∣∣ q ∈ {0, 1}2N

}
, (1)

where |B0
0⟩ := |0⟩ , |B1

0⟩ := |1⟩ , |B0
1⟩ := |+⟩, and |B1

1⟩ := |−⟩.
Our self-test generalizes protocols in [24, 39] and uses the Extended Noisy Trapdoor

Claw-Free function Families (ENTCFs) introduced by Mahadev in [33]. An ENTCF consists
of two function-pair families, a claw-free family F and an injective family G, that have certain
cryptographic properties under the LWE hardness assumption.



H. Fu, D. Wang, and Q. Zhao 64:3

In our self-test, the classical verifier first samples θ ∈ {0, 1, . . . , 2N} ∪ {⋄} uniformly at
random. Then it generates the public keys and trapdoors of 2N function pairs from F ∪ G
according to θ as follows.
1. θ = 0: all pairs are from G.
2. θ ∈ {1, . . . , 2N}: the θth pair is from F and the remaining 2N − 1 pairs are from G.
3. θ = ⋄: all pairs are from F .
The verifier sends the public keys to the device. The device then sends back 2N images,
y1, . . . , y2N , of these function pairs – these play the role of a commitment. In the second
round, the verifier either (i) checks the commitment by asking for preimages of the yis
and accepts or rejects accordingly, or (ii) asks for an equation involving the preimages
of the yis. In case (ii), there is a final round where the verifier sends with probability
1/2 a uniformly random q ∈ {02N , 12N , 0N1N , 1N0N} and with probability 1/2 a random
q ∈ {0, 1}2N according to some distribution µ of its choosing. The device sends back the
result u ∈ {0, 1}2N of performing some measurement {Puq }u. The verifier lastly checks that
u is consistent with measuring |τθ,v⟩ using {Πu

q }u , where v ∈ {0, 1}2N is some bitstring that
the verifier can compute efficiently using the trapdoors, and accepts or rejects accordingly.
We allow our verifier to pick any distribution µ on q ∈ {0, 1}2N so that our protocol can
be composed with other protocols. For example, in our applications, the distribution on
q ∈ {0, 1}2N is non-uniform.

▶ Theorem 1 (Informal). Let λ ∈ N be a security parameter and let N = poly(λ) be a fixed
polynomially-bounded function of λ. Assuming the LWE problem of size λ cannot be solved
in poly(λ) time, our self-test satisfies the following properties.
Completeness. Using poly(λ) qubits and quantum gates, a quantum device can prepare one

of the 2N -qubit states in {|τθ,v⟩ | θ ∈ {0, 1, . . . , 2N} ∪ {⋄}, v ∈ {0, 1}2N} and measure it
using {Πu

q | u ∈ {0, 1}2N} upon question q ∈ {0, 1}2N to pass our self-test with probability
≥ 1− negl(λ). Moreover, the verifier can be classical and run in poly(λ) time.

Soundness. If a quantum device passes our self-test in poly(λ) time with probability ≥ 1− ϵ,
then the device must have prepared a (sub-normalized) state σθ,v, measured it using {Puq }u,
and received outcome u, such that∑

v∈{0,1}2N

∥V σθ,vV † − |τθ,v⟩⟨τθ,v| ⊗ αθ,v∥1 ≤ O(N7/4ϵ1/32) and (2)

Eq←µ
[ ∑
u,v∈{0,1}2N

∥V Puq σθ,v Puq V † −Πu
q |τθ,v⟩⟨τθ,v|Πu

q ⊗ αθ,v∥1

]
≤ O(N2ϵ1/32), (3)

where θ ∈ {0, 1, . . . , 2N} ∪ {⋄}, µ is the distribution on {0, 1}2N chosen by the verifier
in our self-test, u, v ∈ {0, 1}2N are known to the verifier, V is an efficient isometry
independent of {θ, µ, u, v}, and the αθ,vs are some auxiliary states that are computationally
indistinguishable from some fixed state α.

Note that θ = ⋄ corresponds to self-testing EPR pairs. We also highlight the poly(N, ϵ)
soundness error (or robustness) that we achieve. Good robustness is critical if we want to
use our self-test in practice because real quantum devices are imperfect. The more imperfect
a device is, the more robust a self-test needs to be to control it.

Techniques. The main challenge is to prove soundness. We give a high-level overview here
and provide more details in Section 4. We start by defining 4N observables of the device
{Xi, Zi | i ∈ [2N ]} using its measurement operators. The strategy is to characterize these
observables as the standard σXi and σZi Pauli observables on 2N qubits where i indexes

ICALP 2023
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those qubits. Then, we characterize the device’s states by their invariance under products of
projectors corresponding to these observables and the device’s measurements as products of
these projectors. To characterize Xi and Zj , we first generalize techniques in [39] to show
that Xi and Zj obey certain state-dependent commutation and anti-commutation relations
(Proposition 10). To carry out the generalization, it is important for the verifier to select
θ from the set [2N ] ∪ {0, ⋄} for two reasons. The first is that they allow us to bound the
failure probability associated with each σθ by 2N + 2 (the number of possible θs) times the
average failure probability over all θs. The second is that this restricted set of θs suffices
for us to characterize Xi and Zi as σXi and σZi . Intuitively, θ = 0 is used to characterize
{Z1, . . . , Z2N}, θ ∈ [2N ] is used to characterize Xθ, and θ = ⋄ is used to characterize EPR
pairs. We give a more precise correspondence in Table 1.

Then, we introduce new techniques to handle products of projectors corresponding to the
Xi, Zi observables. These techniques differ significantly from [39] because their techniques
are not susceptible to generalization to arbitrary N (as we discuss after Proposition 15).
These techniques also differ significantly from those used in nonlocal self-testing because
we lack the perfect state-independent commutation relations between observables on two
spatially-separated devices. More specifically, we introduce a “operator-state commutation”
relation (Proposition 11) that, together with the computational indistinguishability of the
σθs (which follows from the LWE hardness assumption), gives us the ability to “commute
an observable past a state”. We then use this ability to handle products of projectors.
The usefulness of the ability to commute can be seen in the following simple example.
Observe that X1Z2X3ψ = Z2X1X3ψ (1) does not follow from the commutation relation
X1Z2ψ = Z2X1ψ, where ψ is some density operator. However, (1) would follow if we could
commute X3 past ψ first because X1 and Z2 would then be directly next to ψ. Having all
(1)-like relations involving products of up to N Xi and Zi implies that these observables
can be characterized as σXi and σZi respectively, which follows from results in approximate
representation theory [51, 26]. We remark that the preceding discussion is for intuition only:
in fact, our proof directly shows that an explicit “swap” isometry (defined in Definition 12)
approximately maps Xi and Zi to σXi and σZi respectively.

Applications. We present two applications of our result, the first is for device-independent
(DI) quantum key distribution (QKD), and the second is for dimension testing. We stress
that for both applications, we crucially rely on the characterization of measurements in
Equation (3) of Theorem 1.

DIQKD. A DI protocol is one where the parties involved do not need to trust the inner
working of the devices they use to be sure that the devices have successfully implemented
the protocol. A QKD protocol is one for establishing information-theoretically secure keys
between two parties. Previous DIQKD protocols rely on the nonlocal assumption. This
assumption is usually justified experimentally by spatially separating two devices by a large
distance, which is difficult to implement. Recently, Metger et. al. [38] proposed a different
setting for DIQKD: they replace the nonlocal assumption with the assumption that the two
devices are computationally bounded. However, since their protocol sequentially repeats the
self-test in [39], their soundness proof relies on the IID assumption that the device behaves
identically and independently at each repetition to argue that it has prepared and measured
many EPR pairs.

Our DIQKD protocol consists of a random number of “test rounds” followed by a final
“generation round”, where both round types are based on our self-test. The N EPR pairs
certified in the generation round are used to generate Ω(N) shared keys. Because of the
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parallel nature of our self-test, our DIQKD protocol does not require the IID assumption.
We sketch a soundness proof that uses a “cut-and-choose” argument from [23, Theorem 4.33]
to upper bound the failure probability of the device in the generation round, conditioned
on the protocol not aborting in the test rounds. This argument does not require an IID
assumption between rounds. Then, we use Equation (3) of Theorem 1 to lower bound the
key rate, which does not require an IID assumption within any round. Hence we remove
the IID assumption overall. The application of our self-test to remove the IID assumption
from DIQKD in the computational setting can be viewed as analogous to the application
of the nonlocal self-test to remove the IID assumption from DIQKD in the usual nonlocal
setting [45].

Dimension testing. Our dimension-test is a simplified version of our self-test and is
inspired by the non-local dimension test in [11] and its exposition in [51, Section 2.5.2]. The
protocol in [11] works as follows. The verifier chooses a random bit θ ∈ {0, 1} and random
bitstring x ∈ {0, 1}n and sends n qubits to the device such that the qubits encode x in the
computational basis (θ = 0) or in the Hadamard basis (θ = 1). After the device has received
all n qubits, the verifier sends θ to the device and asks it to return a bitstring x′ ∈ {0, 1}n. If
x′ = x, the verifier certifies that the device has a large quantum dimension. Our protocol can
be viewed as a version of this protocol, where the verifier classically delegates the preparation
of the appropriate n-qubit states to the prover in a secure manner. Although our protocol is
inspired by [11], our security proof uses Theorem 1 and differs significantly from that in [11].

We prove that, under the same computational assumptions as in Theorem 1, if a quantum
device runs in poly(λ) time and passes our dimension-test with probability ≥ 1− ϵ, then its
quantum dimension is at least (1 − O(N2ϵ1/32))2N (∗). To obtain a non-trivial bound, it
suffices to estimate ϵ to precision 1/poly(N), which can be done by repeating the dimension-
test poly(N) times. Since a single run of the dimension test also only takes poly(N) time,
the total time taken is poly(N). Intuitively, we prove (∗) by using Equation (3) of Theorem 1
to argue that the Hilbert space H of the device must be able to accommodate all possible
post-measurement states that could result from performing a Hadamard basis measurement
of N qubits in a computational basis state. Since there are 2N such post-measurement states,
and they are all orthogonal, we deduce a quantum dimension lower bound of 2N . A formal
proof is more challenging because Equation (3) of Theorem 1 gives an approximation and we
need to prove that the rank of a quantum state is robust against the approximation error.

Compared to nonlocal dimension-tests [9, 10, 17], the advantage of ours is that we do
not need to assume spatial separation between multiple devices. Compared to prepare-and-
measure dimension-tests [22, 12, 13, 11], the advantage of ours is that the verifier does not
need to be quantum – all computations and communications are classical. To the best of our
knowledge, our dimension-test is the first1 that can test for an arbitrary quantum dimension
in the computational setting. In fact, whether this is possible was recently raised as an open
question by Vidick in [51, pg. 84].

Discussion. One interesting direction is to further improve the efficiency and robustness of
our protocol. When N = λ, one bottleneck in improving the efficiency is that sending (the
public key of) one function pair already requires poly(λ) = poly(N) bits of communication.
In recent work, it has been shown that, instead of sending the public keys, the verifier can
apply a succinct batch key generation algorithm to reduce the cost of sending public keys [3].
We expect that techniques in [3] can be used to shorten other messages of our protocol as

1 More recently, [34] also claims a dimension test using completely different methods.
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well. Turning to robustness, we note that there exists a nonlocal self-test [41] which uses
poly(N) bits of communication and achieves robustness poly(ϵ). It might be possible to
combine our techniques with those in [41] to achieve similar robustness in the computational
setting. Another interesting question to ask is what MIP∗ protocols can be compiled into
computation delegation protocols under computational assumptions. For comparison, it
has been shown that classical MIP protocols sound against non-signalling provers can be
turned into computation delegation protocols [49, 31]. It would also be interesting to see if
a systematic way exists to translate nonlocal self-tests into computational ones. We note
that [29] suggests that the two settings might not be too different at a conceptual level by
presenting a test of quantumness in the computational setting that closely resembles the
nonlocal CHSH test [16]. Recently, Kalai et. al. proposed a way to construct a proof-of-
quantumness protocol from any nonlocal game with a classical and quantum separation
using quantum homomorphic encryption [30]. However, it is unknown if the aforementioned
protocols are quantumly sound. Going beyond quantum dimension testing, it would be
interesting to see if our protocol can be combined with those that test quantum circuit
depth [15, 2] to give a protocol that tests the quantum volume of a quantum computer.

2 Preliminaries

Notation. N is the set of positive integers. For k ∈ N, we write [k] := {1, 2, . . . , k}. For a
probability distribution µ on X, we use the notation x ←µ X to mean that x is sampled
from X according to µ. H denotes a finite-dimensional Hilbert space, L(H) denotes the set
of linear operators on H, and Pos(H) denotes the set of positive semi-definite operators on
H. We sometimes refer to operators in Pos(H) or vectors in H, not necessarily normalized,
as (quantum) states. For an operator X ∈ L(H), we write ∥X∥p := Tr[|X|p]1/p, where
|X| :=

√
X†X, for the Schatten p-norm. For ϕ, ψ ∈ L(H), we write ϕ ≈ϵ ψ to mean

∥ϕ−ψ∥2
1 ≤ O(ϵ). For A,B ∈ L(H) and ψ ∈ Pos(H), we write ∥A∥2

ψ := Tr[A†Aψ] = ∥A
√
ψ∥2

2
and A ≈ϵ,ψ B ⇐⇒ ∥A − B∥2

ψ ≤ O(ϵ). The single-qubit Z and X Pauli operators are
denoted σZ :=

( 1 0
0 −1

)
and σX := ( 0 1

1 0 ) which have eigenstates {|0⟩ := ( 1
0 ), |1⟩ := ( 0

1 )} and
{|(−)0⟩ := 1√

2 (|0⟩+ |1⟩), |(−)1⟩ := 1√
2 (|0⟩ − |1⟩)}, respectively.

We write λ ∈ N for the security parameter. Most quantities in this work are dependent on
λ. Therefore, for convenience, we often make the dependence implicit. A function f : N→ R
is said to be negligible if for any polynomial p ∈ R[x], limλ→∞ f(λ)p(λ) = 0. We denote such
functions by negl(λ).

ENTCFs. We informally summarize the properties that we employ of Extended Noisy
Trapdoor Claw-free function Families (ENTCFs). For full details about the properties of
ENTCFs, see the arXiv version of [33].

Let λ ∈ N be a security parameter. Let X ⊆ {0, 1}w and Y be finite sets that depend on
λ, where w = w(λ) is some integer that is a polynomially-bounded function of λ. An ENTCF
consists of two families of function pairs, F and G. Function pairs from these two families
are labeled by public keys. The set of public keys for F is denoted by KF , and the set of
public keys for G is denoted by KG . For k ∈ KF , a function pair (fk,0, fk,1) from F is called
a claw-free pair. For k ∈ KG , a function pair (fk,0, fk,1) from G is called an injective pair.
For any k ∈ KF ∪ KG , the functions2 fk,0, fk,1 : X → Y. Note that the keys and function
pairs of an ENTCF are functions of λ. We use the terms “efficient” and “negligible” to refer
to poly(λ)-time and negl(λ) respectively. We need the following properties of ENTCFs:

2 This is a convenient simplification. These functions actually map to probability distributions on Y. See
Section 2.2 of the full version for details.
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1. Efficient function generation property [33, Definitions 4.1 (1), 4.2 (1)]. There exist
efficient classical probabilistic algorithms GenF and GenG for F and G respectively with
GenF (1λ)→ (k ∈ KF , tk) and GenG(1λ)→ (k ∈ KG , tk), where tk is known as a trapdoor.

2. (Disjoint) injective pair property [33, Definitions 4.1 (2), 4.2 (2)]. For all k ∈ KF ∪ KG ,
x, x′ ∈ X with x ̸= x′, and b ∈ {0, 1}, fk,b(x) ̸= fk,b(x′). For all k ∈ KF and x ∈ X , there
exists an x′ ̸= x such that fk,0(x) = fk,1(x′). We call any such pair of (x, x′) a claw.

3. Efficient range superposition property [33, Definitions 4.1 (3.c), 4.2 (3.b), 4.3 (1)]. Given
k ∈ KF ∪ KG , there exists an efficient quantum algorithm that prepares a state that is
negligibly close to |ψ⟩ := 1√

2·|X |

∑
b∈{0,1}

∑
x∈X |b⟩ |x⟩ |fk,b(x)⟩, in trace distance.

4. Efficient decoding property [33, Definitions 4.1 (2, 3.a, 3.b), 4.2 (2, 3.a), 4.3 (1)]. We define
the following “decoding maps” that decode the output of functions from an ENTCF.
For k ∈ (KF ∪ KG)m with m = poly(λ), kG ∈ KG , k0 ∈ KF ∪ KG , and kF ∈ KF

CHK(k, y, b, x) = 0 if yi = fki,bi
(xi) for all i ∈ [m], else = 1

b̂(kG , y) = b if y ∈ Im(fkG ,b), else =⊥
x̂(b, k0, y) := x if fk0,b(x) = y, else =⊥

ĥ(kF , y, d) := d · (x̂(0, kF , y)⊕ x̂(1, kF , y)) if y ∈ Im(fkF ,0) and d ̸= 0w, else =⊥ .

The efficient decoding property states that b̂, x̂, and ĥ can be computed efficiently given
a trapdoor tk for k by a classical deterministic algorithm and that CHK can be computed
efficiently even without a trapdoor by a classical deterministic algorithm.

5. Adaptive hardcore bit property [33, Definition 4.1 (4)]. There does not exist an efficient
quantum algorithm that, given k ← GenF (1λ)key, can compute b ∈ {0, 1} and xb ∈ X for
some b ∈ {0, 1}, d ∈ {0, 1}w\{0w}, and, with non-negligible advantage, a bit d ·(x0⊕x1) ∈
{0, 1} such that (x0, x1) is a claw.

6. Injective invariance property [33, Definition 4.3 (2)]. There does not exist an efficient
quantum algorithm that can distinguish between the marginal key distributions of
GenF (1λ) and of GenG(1λ) with non-negligible advantage.

3 Completeness of self-testing protocol

In this section, we present our self-testing protocol in Fig. 2. We sketch a proof of its
completeness (Theorem 2), partly to establish some notation. For details, see Section 3 of
the full version.

▶ Theorem 2. There exists an efficient quantum device that is accepted by our self-testing
protocol with probability ≥ 1− negl(λ). Moreover, the classical verifier is efficient.

Proof sketch. In the first round, for each i ∈ [2N ], by the efficient range superposition
property of ENTCFs (Item 3), the device uses ki to efficiently prepare a state that is negligibly
close to

|ψi⟩ := 1√
2 · |X |

∑
b∈{0,1}

∑
x∈X
|b⟩ |x⟩ |fki,b(x)⟩ .

Then, the device measures the (image) y register of |ψi⟩ and sends the outcome to
the verifier. By the (disjoint) injective pair property of ENTCFs (Item 2), after the y

measurement, the state |ψi⟩ collapses to |ϕi⟩ |yi⟩, where

|ϕi⟩ :=
{
|b̂(ki, yi)⟩ |x̂(ki, yi)⟩ if ki ∈ KG ,

1√
2 (|0⟩ |x̂0(ki, yi)⟩+ |1⟩ |x̂1(ki, yi)⟩) if ki ∈ KF .

ICALP 2023
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1. Input: λ ∈ N. Set N = poly(λ). Given a distribution µ on {0, 1}2N . Sample θ ←U [2N ] ∪ {0, ⋄} uniformly at random.
Sample 2N key-trapdoor pairs (k1, tk1 ), . . . , (k2N , tk2N ) from an ENTCF according to θ as follows:

θ ∈ [2N ]: the θ-th key-trapdoor pair is sampled from GenF (1λ) and the remaining 2N − 1 pairs are all sampled
from GenG(1λ).
θ = 0: all the key-trapdoor pairs are sampled from GenG(1λ).
θ = ⋄: all the key-trapdoor pairs are sampled from GenF (1λ).

Send the keys k = (k1, . . . , k2N ) to the device.

2. Receive y = (y1, . . . , y2N ) ∈ Y2N from the device.

3. Sample round type “preimage” or “Hadamard” uniformly at random and send to the device.

Case “preimage”: receive

(b, x) = (b1, . . . , b2N , x1, . . . , x2N )

from the device, where b ∈ {0, 1}2N and x ∈ {0, 1}2Nw.
If CHK(ki, yi, bi, xi) = 0 for all i ∈ [2N ], accept, else reject.

Case “Hadamard”: receive

d = (d1, . . . , d2N ) ∈ {0, 1}2Nw

from the device.

4. With probability 1/2, sample q ←U {02N , 12N , 0N 1N , 1N 0N} uniformly at random, and with probability 1/2 sample
q ←µ {0, 1}2N according to the distribution µ. Send q to the device.

Receive u ∈ {0, 1}2N from the device.
case A θ = 0 and

if qi = 0 and b̂(ki, yi) ̸= ui for some i ∈ [2N ], reject,
else accept.

case B θ ∈ [2N ] and
if qi = 0 and b̂(ki, yi) ̸= ui for some i ̸= θ, reject,
if qθ = 1 and ĥ(kθ, yθ, dθ)⊕ b̂(kθ+N , yθ+N ) ̸= uθ, reject,
else accept.

case C θ = ⋄ and
if qi = 0, qN+i = 1 and ui ⊕ uN+i ̸= ĥ(kN+i, yN+i, dN+i) for some i ∈ [N ], reject,
if qi = 1, qN+i = 0 and ui ⊕ uN+i ̸= ĥ(ki, yi, di) for some i ∈ [N ], reject,
else accept.

Figure 2 A protocol that self-tests EPRs of a computationally efficient device.

In the following, we use the shorthand b̂i := b̂(ki, yi) ∈ {0, 1} and, for a ∈ {0, 1}, x̂a,i :=
x̂(a, ki, yi) ∈ X .

In the second round, there are two cases, “preimage” or “Hadamard”. In the “preimage”
case, the device measures the b and x registers of each |ϕi⟩ in the computational basis and
sends the outcome to the device. This will always be accepted by the device using the
definition of CHK.

In the “Hadamard” case, the device measures the x register of each |ϕi⟩ in the Hadamard
basis and sends the outcome d = (d1, d2, . . . , d2N ) to the verifier. After this measurement,
|ϕi⟩ collapses to |αi⟩ |di⟩, where, if θ ∈ [2N ], then

|αi⟩ =
{
|b̂i⟩ if i ̸= θ,

(|0⟩+ (−1)dθ·(x̂0,θ⊕x̂1,θ) |1⟩)/
√

2 if i = θ;

if θ = 0, then |αi⟩ = |b̂i⟩; and if θ = ⋄, then |αi⟩ = (|0⟩+ (−1)di·(x̂0,i⊕x̂1,i) |1⟩)/
√

2.
In the following, we use the shorthand ĥi := di · (x̂0,i ⊕ x̂1,i) ∈ {0, 1} and ĥ′ :=

(ĥN+1, . . . , ĥ2N , ĥ1, ĥ2, . . . , ĥN ) ∈ {0, 1}2N .
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For v ∈ {0, 1}2N , we also define the state

|ψv⟩ := 1√
2N

N⊗
i=1

(σX)vi ⊗ (σX)vN+i(|0⟩i |+⟩N+i + |1⟩i |−⟩N+i), (4)

which consists of N (locally-rotated) EPR pairs.
Then, the device applies N controlled-σZ gates between the i-th and (N + i)-th qubits of⊗2N
i=1 |αi⟩ for all i ∈ [N ] (note that the controlled-σZ gate is independent of which qubit is

the control and which qubit is the target). The device has now prepared the 2N -qubit state

|α⟩ :=


|b̂1, . . . , b̂θ−1⟩ |(−)b̂θ+N⊕ĥθ ⟩ |b̂θ+1, . . . , b̂2N ⟩ if θ ∈ [2N ], θ ≤ N,
|b̂1, . . . , b̂θ−1⟩ |(−)b̂θ−N⊕ĥθ ⟩ |b̂θ+1, . . . , b̂2N ⟩ if θ ∈ [2N ], θ > N,

|b̂1, . . . , b̂2N ⟩ if θ = 0,
|ψĥ′⟩ if θ = ⋄.

(5)

In the “Hadamard” case, there is a third and final round where the verifier sends a bitstring
q ∈ {0, 1}2N to the device. The device performs the following q-dependent measurements.
For i ∈ [2N ], if qi = 0, measure the ith qubit of |α⟩ in the computational basis, otherwise,
measure the ith qubit of |α⟩ in the Hadamard basis. The device finally sends the outcome
u ∈ {0, 1}2N of these measurements to the verifier. The right-hand side of Equation (5)
implies that the device passes the last checks made by the verifier.

The “moreover” part of the theorem follows directly from the efficient function generation
and the efficient decoding properties of ENTCFs (Items 1 and 4). ◀

4 Soundness of self-testing protocol

In this section, we show that our self-testing protocol achieves poly(N, ϵ) soundness error.
Unlike the proof of completeness in Section 3, we use the adaptive hardcore bit and injective
invariance properties of ENTCFs to prove soundness in this section. Therefore, it is necessary
for us to make the LWE hardness assumption throughout this section. All proofs can be
found in Section 4 of the full version.

We start with a mathematical model of quantum devices.

▶ Definition 3. A device D = (S,M,Π, P ) is specified by Hilbert spaces named HD, HY ,
and HR, with dim(HY ) = |Y|2N and dim(HR) = 22Nw, and the following.
1. A set S := {ψθ | θ ∈ [2N ] ∪ {0, ⋄}} ⊂ D(HD ⊗ HY ) of states where each state ψθ is

classical on HY :

ψθ :=
∑

y∈Y2N

ψθy ⊗ |y⟩⟨y|.

The state ψθy models the device’s state immediately after returning y ∈ Y2N to the verifier
if the verifier initially sampled θ ∈ [2N ] ∪ {0, ⋄}. More precisely, ψθy (and hence ψθ) is a
function of the public keys k ∈ (KF ∪ KG)2N that the verifier sampled according to θ, as
described in the protocol. We choose to make the k-dependence implicit for notational
convenience.

2. A projective measurement Π for the preimage test on HD ⊗HY :

Π :=
{

Πb,x :=
∑

y∈Y2N

Πb,x
y ⊗ |y⟩⟨y|

∣∣∣∣∣ b ∈ {0, 1}2N , x ∈ X 2N

}
.

The measurement outcome b, x is the device’s answer for the preimage test.
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3. A projective measurement M on HD ⊗HY for the device’s first answer in the Hadamard
test:

M :=
{
Md :=

∑
y∈Y2N

Md
y ⊗ |y⟩⟨y|

∣∣∣∣∣ d ∈ {0, 1}2Nw

}
. (6)

We write σθ(D) for the classical-quantum state that results from measuring M on ψθ

followed by writing measurement outcome d into another classical register whose Hilbert
space is denoted by HR. That is,

σθ(D) :=
∑

y∈Y2N , d∈{0,1}2Nw

σθy,d(D)⊗ |y, d⟩⟨y, d| ∈ HD ⊗HY ⊗HR, (7)

where σθy,d(D) := Md
yψ

θ
yM

d
y .

4. Projective measurements Pq on HD ⊗ HY ⊗ HR for the device’s second answer in the
Hadamard test when asked questions q ∈ {0, 1}2N :

Pq :=
{
Puq =

∑
y∈Y2N ,d∈{0,1}2Nw

Puq,y,d ⊗ |y, d⟩⟨y, d|

∣∣∣∣∣ u ∈ {0, 1}2N

}
. (8)

The measurement outcome v is the device’s answer for the question q.

▶ Definition 4. A device D = (S,Π,M, P ) is efficient if all the states in S can be efficiently
prepared and all the measurements Π,M , and P are efficient.

We use P to define observables of the quantum device that we call Xi and Zi, which
should act as Pauli X and Z operators on the ith qubit respectively.

▶ Definition 5 (Marginal observables). Let D = (S,Π,M, P ) be a device. For i ∈ [2N ] and
q ∈ {0, 1}2N , we define the binary observables

Zq,i(D) :=
∑

v∈{0,1}2N

(−1)viP vq if qi = 0 and Xq,i(D) :=
∑

v∈{0,1}2N

(−1)viP vq if qi = 1.

Note that Zq,j(D) commutes with Xq,k(D) for j ̸= k according to these definitions.

In the rest of the paper, we use the abbreviations Zi(D) := Z02N ,i(D) and Xi(D) := X12N ,i(D)
for all i ∈ [2N ]; Z̃i(D) := Z0N 1N ,i(D) if i ≤ N ; Z̃i(D) := Z0N 1N ,i(D) if i > N ; X̃i(D) :=
X1N 0N ,i(D) if i ≤ N ; and X̃i(D) := X0N 1N ,i(D) if i > N .

For different choices of θ, our goal is to characterize the actions of the observables Xi

and Zi on the state σθ, which is the post-M -measurement state defined below.

▶ Definition 6 (σθ,v). Let D be a device. For θ ∈ [2N ] ∪ {0, ⋄} and v ∈ {0, 1}2N , we define
the state

σθ,v(D) :=
∑

(y,d)∈Σ(θ,v)

σθy,d(D)⊗ |y, d⟩ ⟨y, d| ∈ HD ⊗HY ⊗HR, (9)

where, Σ(θ, v) is set to
{

(y, d)
∣∣ b̂(ki, yi) = vi for all i ̸= θ and ĥ(kθ, yθ, dθ) = vθ ⊕ vmod(θ+N,2N)

}
if θ ∈ [2N ],{

(y, d)
∣∣ b̂(ki, yi) = vi for all i

}
if θ = 0,{

(y, d)
∣∣ ĥ(ki, yi, di) = vmod(i+N,2N) for all i

}
if θ = ⋄.

In all cases, (y, d) ranges over Y2N ×{0, 1}2Nw, i ranges over [2N ], and the state σθ,v(D)
implicitly depends on keys k ∈ (KF ∪KG)2N chosen according to θ as described in the protocol.



H. Fu, D. Wang, and Q. Zhao 64:11

Unlike the nonlocal self-testing case, where there is only one state, e.g. EPR pairs, to
characterize, we have multiple states and multiple observables to characterize. Hence, we first
decompose σθ ≈

∑
v∈{0,1}2N σθ,v, where σθ,v are defined above. We then characterize the

behavior of different observables on different σθ,v using the failure probabilities of different
test cases:

▶ Definition 7 (Failure probabilities). Let D be a device. For q ∈ {0, 1}2N , we define ϵP (D)
to be the probability that D fails the preimage test, ϵH,q(D) to be the probability that D
fails question q of the Hadamard test, and ϵH(D) to be the maximum of ϵH,q(D) over
q ∈ {02N , 12N , 0N1N , 1N0N}}. Then, the average failure probability is

ϵ(D) := ϵP (D)/2 +
( ∑
q∈{02N ,12N ,0N 1N ,1N 0N}

1
4ϵH,q(D) +

∑
q∈{0,1}2N

µ(q)ϵH,q(D)
)
/4.

Henceforth, when D is clear from the context, we mostly omit the D dependence.
The probability that this device can pass the tests of our protocol allows us to say that

the operator acts in the same way as the ideal operator acts on the ideal state. Therefore,
we will use ϵP and ϵH,q to bound how far away the Zq,i, Xq,i observables and σθ,v states
are from the ideal observables and states. How we characterize the states and observables
using the passing probabilities of the four key questions: q = 02N , 12N , 0N1N and 1N0N is
summarized in Table 1. Note that q ∈ {0N1N , 1N0N} are for testing EPR pairs.

Table 1 Correspondence between the (θ, q) used in our protocol and the observables tested.

(qi, qi+N ) with i ≤ N θ = 0 θ ∈ [2N ] θ = ⋄

(0, 0) Zq,i and Zq,i+N - -

(1, 1) - Xq,θ if θ ∈ {i, i + N} -

(0, 1) - - Zq,i ·Xq,i+N

(1, 0) - - Xq,i · Zq,i+N

Our use of only 2N + 2 distinct θs allows us to bound the failure probability associated
with each σθ by O(Nϵ). If we had naively used θ ∈ {0, 1}2N , the robustness of our self-test
would be 2Ω(N)ϵ. The fact that using only 2N + 2 distinct θs is sufficient for self-testing
crucially relies on the following proposition, which can be proven using the injective invariance
property of ENTCFs (Item 6).

▶ Proposition 8. Any pair of states in {σθ | θ ∈ [2N ] ∪ {0, ⋄}} of an efficient device D are
computationally indistinguishable.

In the next step, we use the computational indistinguishability of the σθs to argue that
for all (q, i), the observables Zq,i and Xq,i act like Zi and Xi on any σθ.

▶ Proposition 9. For all q ∈ {0, 1}2N , θ ∈ [2N ] ∪ {0, ⋄}, and i ∈ [2N ], we have

Zq,i ≈N(ϵH,q+ϵH +ϵP ),σθ Zi if qi = 0, and Xq,i ≈N(ϵH,q+ϵH +ϵP ),σθ Xi if qi = 1.

For self-testing, we not only need to characterize the action of a single operator on σθ as
sketched above, we also need to characterize the actions of products of the operators. Next,
we establish the commutation and anti-commutation relations of the observables with respect
to σθ. Proving commutation is straightforward, while proving anti-commutation relies on
the adaptive hardcore bit property. Our proof generalizes and refines techniques in [39, 24]:
one difference is that we associate error parameters to each σθ,v, where v ∈ {0, 1}2N , and
use them collectively to bound the overall approximation error associated with σθ.
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▶ Proposition 10. Let D be an efficient perfect device. For all i, j, θ ∈ [2N ], we have

Commutation. [Zi, Zj ] = 0, [Xi, Xj ] = 0, and [Zi, Xj ] ≈NϵH +negl(λ),σθ 0 if i ̸= j.

Anti-commutation. {Zi, Xi} ≈√NϵH +negl(λ),σθ 0.

The above relations allow us to handle products of two operators from {Zi, Xi}i∈[2N ].
However, as mentioned in Section 1, we also want to show relations such as Z1X3Z2σ

3 ≈
X3Z1Z2σ

3 (⋆), which does not directly follow because Z1 and X3 are not directly next to the
state σ3. We want to establish relations like (⋆) involving products of multiple observables
Zi and Xi in order to characterize Zi and Xi as Pauli operators σZi and σXi under the swap
isometry defined later.

Our solution to this problem is the next proposition which shows observable-state
commutation relations for certain pairs of observables and states. For example, we can now
easily prove (⋆) by first using the proposition to commute Z2 past σ3. We view our use of
observable-state commutation relations, which has no analog in prior work, as one of the
main technical contributions of this work. These techniques should be useful in any future
work that aims to efficiently self-test more than one qubit.

▶ Proposition 11 (Operator-state commutation). Let D be an efficient perfect device. For all
i, θ ∈ [2N ] with i ̸= θ and q ∈ {0, 1}2N , we have

Zq,i σθ ≈N(ϵH +ϵH,q)+negl(λ) σθ Zq,i if qi = 0 and Xq,θ σθ ≈N(ϵH +ϵH,q)+negl(λ) σθ Xq,θ if qθ = 1.

Observe that the proposition above does not say Zq,i and Xq,i commute with σθ for all pairs
(i, θ) as we would have desired to prove all (⋆)-like relations. To get around this problem,
we make use of the computational indistinguishability of the σθs to argue that efficient
observables must act similarly on different σθs. For example, consider the following relation
that looks similar to (⋆): Z1X3Z2σ

2 ≈ X3Z1Z2σ
2 (⋆′). In this case, we cannot directly apply

Proposition 11, since Z2 does not commute with σ2. Nevertheless, by using the computational
indistinguishability of σ2 and σ3, we can derive an “operational version” of (⋆′) from (⋆).
The operational version allows us to interchange the left-hand and right-hand sides of (⋆′)
when they appear inside traces (i.e., Tr). We can only derive such an operational version
because the computational indistinguishability of σ2 and σ3 only allows us to interchange σ2

and σ3 inside traces; see the lifting lemmas in the full version. For an example of our using
this technique, see the long aligned equation in the proof of Lemma 4.33 in the full version.

Next, we define our swap isometry V. We will show that V maps the states, observables,
and measurements of the device to their ideal counterparts. This swap isometry can be
viewed as a special case of the swap isometry proposed in [54, Figure 2] in the nonlocal
setting. It is not the obvious generalization of the swap isometry used in [39, Proof of Lemma
4.28] as that is more difficult to analyze.

▶ Definition 12. Let D be a device and let H := HD ⊗HY ⊗HR. The swap isometry is the
map V : H → C22N ⊗H defined by

V =
∑

u∈{0,1}2N

|u⟩ ⊗
∏

i∈[2N ]

Xui
i

∏
j∈[2N ]

Z
(uj)
j .

We illustrate V when 2N = 4 below.
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We proceed to analyze the effect of the swap isometry on the observables and states of the
device. More specifically, in Proposition 13, we show that V maps the Xi and Zi observables
approximately to σX and σZ operators acting on the ith qubit of an auxiliary system.
▶ Proposition 13. Let D be an efficient perfect device. For all k ∈ [2N ], θ ∈ [2N ] ∪ {0, ⋄},
and q ∈ {0, 1}2N , we have

V†(σZk ⊗ 1)V ≈N(ϵH +ϵH,q)+negl(λ),σθ Zq,k if qk = 0, and
V†(σXk ⊗ 1)V ≈N3/2√ϵH +NϵH,q,σθ Xq,k if qk = 1.

Moreover, for k ∈ [N ] and θ ∈ [2N ] ∪ {0, ⋄},

V†(σX
k ⊗ σZ

N+k ⊗ 1)V ≈
N3/8ϵ

1/8
H

,σθ X̃kZ̃N+k and V†(σZ
k ⊗ σX

N+k ⊗ 1)V ≈
N3/8ϵ

1/8
H

,σθ Z̃kX̃N+k.

In Proposition 15, we show that V maps the states of the device to states of the form
τθ,v ⊗ αθ,v, where τθ,v is the ideal state defined below and αθ,v is some junk state that is
computationally indistinguishable to a fixed state α for all θ and v.
▶ Definition 14 (density operators τθ,v). Let v ∈ {0, 1}2N . For θ ∈ [2N ] ∪ {0, ⋄}, we define
the 2N -qubit density operator τθ,v := |τθ,v⟩⟨τθ,v|, according to the following three cases.

|τθ,v⟩ :=


|v1⟩ ⊗ · · · ⊗ |vθ−1⟩ ⊗ |(−)vθ ⟩ ⊗ |vθ+1⟩ ⊗ · · · ⊗ |v2N ⟩ if θ ∈ [2N ],
|v⟩ := |v1⟩ ⊗ · · · ⊗ |v2N ⟩ if θ = 0,
|ψv⟩ if θ = ⋄,

(10)

where |ψv⟩ is as defined in Equation (4).
▶ Proposition 15. Let D be an efficient perfect device. For all θ ∈ [2N ] ∪ {0, ⋄} and
v ∈ {0, 1}2N , there exists a state αθ,v ∈ Pos(H) such that∑

v∈{0,1}2N

∥Vσθ,vV† − τθ,v ⊗ αθ,v∥1 ≤ O(N7/4ϵ
1/4
H ), for θ ̸= ⋄, and

∑
v∈{0,1}2N

∥Vσ⋄,vV† − τ⋄,v ⊗ α⋄,v∥1 ≤ O(N35/32ϵ
1/32
H ).

Moreover, there exists a state α ∈ Pos(H) and numbers {δ(v) ≥ 0 | v ∈ {0, 1}2N} such that
any efficient device can distinguish between αθ,v and α/22N with advantage at most O(δ(v))
for all v ∈ {0, 1}2N , with

∑
v∈{0,1}2N δ(v) ≤ O(N49/32ϵ

1/32
H ).

The proofs of the two propositions above rely heavily on Propositions 10 and 11 which
crucially allows us to bound the soundness error in Theorem 16 by O(poly(N, ϵ)). If we
directly generalize the soundness analysis of [39], we would obtain an O(2N ϵ1/2N ) bound on
the soundness error which is extremely loose.3

3 [23, End of Section 1.3] explains why the technique in [39] would lead to such a loose bound.
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Lastly, we put everything together to give our main soundness result, Theorem 16. The
main task is to characterize the measurement operator Puq , which is approximately a product
of 2N binary projectors of the form Z

(ui)
q,i and X(ui)

q,i . We use the operator-state commutation
relation to sequentially replace each projector in the product by its ideal counterpart.

▶ Theorem 16. Let D be an efficient device. Let H := HD⊗HY ⊗HR be the Hilbert space of
D. Let V : H → C22N ⊗H be the swap isometry defined in Definition 12. For θ ∈ [2N ]∪{0, ⋄}
and v ∈ {0, 1}2N , let σθ,v ∈ Pos(H) be the states that D prepares after returning the first
answer in the Hadamard round, as defined in Definition 6. Let {{Puq }u∈{0,1}2N | q ∈ {0, 1}2N}
be the measurements defined in Equation (8) of Definition 3.

Suppose that D fails the protocol in Fig. 2 (with an input distribution µ on {0, 1}2N and
N = poly(λ)) with probability at most ϵ. Then, there exist states {αθ,v | θ ∈ [2N ]∪{0, ⋄}, v ∈
{0, 1}2N}, that are computationally indistinguishable from a single state α ∈ Pos(H) in the
way specified in Proposition 15, such that∑

v∈{0,1}2N

∥Vσθ,vV† − τθ,v ⊗ αθ,v∥1 ≤ O(N7/4ϵ1/32),

E
q←µ

[ ∑
u,v∈{0,1}2N

∥VPuq σθ,vPuq V† − ⟨Buq | τθ,v |Buq ⟩ |Buq ⟩⟨Buq | ⊗ αθ,v∥1

]
≤ O(N2ϵ1/32),

and, for all q ∈ {02N , 12N , 0N1N , 1N0N},∑
u,v∈{0,1}2N

∥VPuq σθ,vPuq V† − ⟨Buq | τθ,v |Buq ⟩ |Buq ⟩⟨Buq | ⊗ αθ,v∥1 ≤ O(N2ϵ1/32).

5 Applications

In this section, we briefly describe two applications of our self-test: DIQKD and dimension-
testing. For details, see Section 5 of the full version.

DIQKD. We describe how to adapt the protocol for DIQKD under computational assump-
tions in [38] to use our self-testing protocol as its main component. The resulting DIQKD
protocol operates under the same setting and assumptions as in [38] except we remove the
IID assumption. In particular, we highlight the fact that we retain the advantage of the
generated key being information-theoretically secure.

Recall that in our self-testing protocol, there is a single verifier interacting with a single
device. On the other hand, in DIQKD, there are two verifiers, Alice and Bob, that each
interact with their own (untrusted) device. In DIQKD under computational assumptions, the
two devices are not assumed to be non-communicating and are modeled as a single device
with two components, one on Alice’s side, and one on Bob’s. At a high level, to resolve the
difference in the number of verifiers, we will let Alice play the role of the single verifier in
our self-testing protocol while Bob will play a relaying role.

In Fig. 3, we describe a single test round of our DIQKD protocol. In Fig. 4, we describe
how to modify the test round to give a single generation round of our DIQKD protocol. We
construct our overall DIQKD protocol by using multiple test rounds followed by a single
generation round. After the generation round, Alice and Bob proceed to key extraction,
which is essentially the same as that in [38, Protocol 3].
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1. Alice samples θ ←U [2N ] ∪ {0, ⋄} uniformly at randomly, generates 2N key-trapdoor pairs (k1, t1), . . . , (k2N , t2N )
according to θ, and sends kN+1, . . . , k2N to Bob. Note that Alice has all the trapdoors {ti}2N

i=1. Then Alice sends
k1, . . . , kN to her component. Bob sends kN+1, . . . , k2N to his component.

2. Alice receives back (y1, . . . , yN ) ∈ YN and Bob receives back images (yN+1, . . . , y2N ) ∈ YN .
3. Alice samples c ←U {preimage, Hadamard} uniformly at random, sends it to Bob, and they both send c to their

components.
Case c = preimage. Alice receives (b1, . . . bN , x1, . . . , xN ) ∈ {0, 1}N+Nw from her component and Bob re-
ceives (bN+1, . . . , b2N , xN+1, . . . , x2N ) ∈ {0, 1}N+Nw from his component and sends it to Alice. Alice verifies
(b1, . . . , b2N , x1, . . . , x2N ) according to our self-testing protocol.
Case c = Hadamard.
a. Alice receives (d1, . . . , dN ) ∈ {0, 1}Nw from her component and Bob receives (dN+1, . . . , d2N ) ∈ {0, 1}Nw from his

component.
b. Alice samples a←U {0, 1} uniformly at random.

If a = 0, Alice samples q ←U {02N , 12N , 0N 1N , 1N 0N} uniformly at random.
If a = 1, Alice sets q = 1N 0N .

Note that the resulting distribution on (q1, . . . , q2N ) ∈ {0, 1}2N is the same as in Step 4 of our self-testing protocol
(Fig. 2) with µ chosen as the distribution that always outputs 1N 0N .
Alice sends qN+1 to Bob. Alice sends q1, . . . , qN to her component. Bob sends qN+1, . . . , qN+1 (= qN+1, . . . , q2N )
to his component.

c. Alice receives (u1, . . . , uN ) ∈ {0, 1}N from her component and Bob receives (uN+1, . . . , u2N ) ∈ {0, 1}N from his
component. Alice sends “Test” to Bob. Bob sends {(yi, di, ui)}2N

i=N+1 to Alice. Alice verifies {(yi, di, ui)}2N
i=1

according to our self-testing protocol using the trapdoors that she holds, (t1, . . . , t2N ).

Figure 3 Test round for device-independent quantum key distribution (DIQKD) protocol.

Same as the test round (see Fig. 3) except with the following modifications.
At Step 1, Alice chooses θ = ⋄.
At the start of Step 3, Alice chooses c = Hadamard.
At the start of Step 3(b), instead of sampling q, Alice sets q = 1N 0N .
Replace Step 3 (c) by the following. Alice receives (u1, . . . , uN ) ∈ {0, 1}N from her component and Bob receives
(uN+1, . . . , u2N ) ∈ {0, 1}N from his component. Alice sends “Generation” to Bob.

Figure 4 Generation round for device-independent quantum key distribution (DIQKD) protocol.

The completeness of this DIQKD protocol essentially follows from the completeness of our
self-testing protocol. The soundness follows from the soundness of our self-testing protocol
combined with the key rate analysis used to prove [38, Theorem 1] and the “cut-and-choose”
argument used to prove [23, Theorem 4.33].

Dimension-testing. We simplify our self-testing protocol to give a protocol that tests
if a quantum device can store N qubits. The simplifications are: 1. θ is sampled from
{0, 1, . . . , N}, 2. in the Hadamard case, there are only two questions q = 0N and q = 1N .
Details of this protocol can be found in Section 5.2 of the full version. The honest prover’s
behavior is similar to that of our self-test.

The intuition behind the soundness of this protocol is that, when it is passed with high
probability, Theorem 16 guarantees the existence of a quantum state ρ⋆ on the quantum part
of the device’s memory that is close to the maximally mixed state up to some isometry. More
specifically, ρ⋆ comes from using Theorem 16 to force the device to perform a Hadamard
basis measurement on N qubits that are in the computational basis and discarding the
measurement results. Then, the main proposition of this section, Proposition 17, shows that
the guarantee on ρ⋆ is strong enough for us to lower bound the rank of ρ⋆, which is also a
lower bound on the quantum dimension of the device’s memory.
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▶ Proposition 17. Let ρ, α ∈ D(H) be density operators. If there exists a unitary U ∈
L(C2n ⊗H) such that ∥U(|0⟩⟨0|⊗n ⊗ ρ)U† − 2−n1⊗ α∥1 ≤ ϵ, then Rank(ρ) ≥ (1− ϵ)2n.

We now use Proposition 17 to prove the main theorem of this section. Much of the proof
is devoted to bookkeeping to ensure that the (normalized) density operator condition in
Proposition 17 is satisfied and that we are bounding the quantum dimension.

▶ Theorem 18. Let D be an efficient device with Hilbert space H = HD ⊗HY ⊗HR. Let
the classical-quantum decomposition of H be HC ⊗HQ, so that all states and observables
of D on H are classical on HC , i.e., block-diagonal in a fixed basis {|c⟩ | c ∈ [dim(HC)]} of
HC . If D can pass the dimension test protocol with probability ≥ 1− ϵ, then the quantum
dimension of D, dim(HQ), is at least (1−O(N2ϵ1/32))2N .
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