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—— Abstract

Transaction fee mechanism design is a new decentralized mechanism design problem where users

bid for space on the blockchain. Several recent works showed that the transaction fee mechanism
design fundamentally departs from classical mechanism design. They then systematically explored
the mathematical landscape of this new decentralized mechanism design problem in two settings: in
the plain setting where no cryptography is employed, and in a cryptography-assisted setting where
the rules of the mechanism are enforced by a multi-party computation protocol. Unfortunately, in
both settings, prior works showed that if we want the mechanism to incentivize honest behavior for
both users as well as miners (possibly colluding with users), then the miner revenue has to be zero.
Although adopting a relaxed, approximate notion of incentive compatibility gets around this zero
miner-revenue limitation, the scaling of the miner revenue is nonetheless poor.

In this paper, we show that if we make a mild reasonable-world assumption that there are
sufficiently many honest users, we can circumvent the known limitations on miner revenue, and
design auctions that generate asymptotically optimal miner revenue. We also systematically explore
the mathematical landscape of transaction fee mechanism design under the new reasonable-world
assumptions, and demonstrate how such assumptions can alter the feasibility and infeasibility
landscape.
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1 Introduction

The transaction fee mechanism (TFM) [26, 35, 6, 7, 29, 30, 13, 8, 15, 37] is a new decentralized
mechanism design problem that arises in a blockchain environment. Since the space on the
blockchain is scarce, users must bid to get their transactions included and confirmed whenever
a new block is minted. Earlier works observed that mechanism design in a decentralized
environment departs fundamentally from classical mechanism design [26, 35, 6, 7, 29, 30, 13,
8, 15, 37]. The majority of classical mechanisms assume that the auctioneer is trusted and
will honestly implement the prescribed mechanism. However, in a decentralized environment,
the auction is implemented by a set of miners or consensus nodes' who are incentivized

! Throughout the paper, we call the consensus nodes “miners” regardless of whether the consensus protocol
uses proof-of-work or proof-of-stake.
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to take advantage of profitable deviations (if there are any) rather than implementing the
mechanism honestly. As a simple example, while the Vickrey auction [32] (a.k.a., the second-
price auction) is considered an awesome auction by classical standards, it is not a great fit
for a decentralized environment as explained below. Suppose we confirm k bids and they
all pay the (k + 1)-th price to the miner. Then the miner could inject a fake bid that is
slightly less than the k-th price, thus causing confirmed bids to pay essentially the k-th
price. Alternatively, the same effect can also be achieved if the miner colludes with the
(k + 1)-th bidder and asks it to raise its bid to almost exactly the k-th price. The coalition
can then split off the additional gains off the table, using binding side contracts that can
be instantiated through the decentralized smart contracts that are available in blockchain
environments.

This drives us to rethink what is a “dream” TFM in the absence of a fully trusted
auctioneer. Recent works [7, 29, 30, 8] formulated the following desiderata:

User incentive compatibility (UIC): a user’s best strategy is to bid truthfully, even when

the user has observed others’ bids.

Miner incentive compatibility (MIC): the miner’s best strategy is to implement the

mechanism honestly, even when the miner has observed all users’ bids.

Side-contract-proofness (SCP): playing honestly maximizes the joint utility of a coalition

consisting of the miner and at most ¢ users, even after having observed all others’ bids.2

Roughgarden showed that Ethereum’s EIP-1559 mechanism can simultaneously achieve
all three properties, as long as the block size is infinite [7, 29]. In practice, EIP-1559 tries
to be in the “infinite block size” regime by estimating a reserve price based on the recent
history. The reserve price is a minimum threshold used to filter the transactions to avoid
congestion. For the case of finite block size (i.e., when congestions do occur), Chung and
Shi [8] showed that it is impossible to satisfy all three properties at the same time without
the use of cryptography. However, the subsequent work of Shi, Chung, Wu [31] shows that
we can use the MPC-assisted model to circumvent this impossibility. In the MPC-assisted
model, the TFM’s rules are securely enforced by a multi-party computation protocol among
the miners, thus taking away the miner’s ability to unilaterally decide which transactions to
include in the block. Variants of the MPC-assisted model are being developed by mainstream
blockchain projects such as Ethereum. In particular, the community has been making an
effort to build “encrypted mempools” [1], which can be viewed as a concrete instantiation of
the MPC-assisted model®. Under the MPC-assisted model, [31] showed that one can indeed
construct a TFM that simultaneously satisfies UIC, MIC, and SCP (for ¢ = 1) under finite
block size.

Limit on miner revenue

Unfortunately, no matter whether in the plain or in the MPC-assisted model, all these prior
works [29, 8, 31] suffer from a “zero-miner-revenue limitation”: all the payment from the
users is burnt* and the miner obtains zero revenue. The works of Chung and Shi [8] and Shi,
Chung, Wu [31] proved that this limitation is in fact inherent. Specifically, any TFM (either

The formal definition of joint utility is given in Section 3.1.

Exactly whether encrypted mempool realizes the MPC ideal functionality needed by Shi, Chung, Wu [31]
requires a rigorous proof.

We stress that the miners can still get a fixed block reward which incentivizes them to mine — in fact,
Ethereum’s EIP-1559 burns all base fees and pays the miner a fixed block reward. This fixed block
reward does not affect the game-theoretic analysis and thus is typically ignored in the game-theoretic
modeling [29, 8, 31].
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in the plain model or MPC-assisted model) that simultaneously satisfies UIC, MIC, and
SCP (even for ¢ = 1) must have zero miner revenue. In both the plain and the MPC-assisted
models, the zero miner-revenue limitation holds in a very strong sense: regardless of whether
the block size is finite or infinite, and even when the miner colludes with at most ¢ = 1 user.

Moreover, [31] additionally explored whether relaxing the strict incentive compatibility
notion to approximate incentive compatibility can increase the miner revenue. They show a
somewhat pessimistic, unscalability of miner revenue result. Specifically, with e-incentive
compatibility, the miner revenue cannot enjoy linear scaling w.r.t. the magnitude of the bids.
Given the landscape, we ask the following natural question:

Can we circumvent the severe limitation on miner revenue, under some reasonable-world

assumptions?

1.1 Our Results and Contributions

We are inspired by the philosophy adopted by a line of work at the intersection of cryptography
and game theory [21, 24, 2, 27, 5, 4, 17, 16, 18, 23, 11, 20, 10, 33, 9, 28, 25, 14, 12]. In these
works, the game theoretic properties hold as long as sufficiently many players are honest.
Because the game theoretic guarantees ensure that honest behavior is an equilibrium, and
that players are incentivized to behave honestly, this in turn reinforces the “sufficient honesty”
assumption.

Therefore, we ask whether we can overcome the severe limitation on miner revenue also
under some type of “sufficient honesty” assumption. Phrasing the precise “sufficient honesty”
assumption, however, turns out to be technically subtle, partly because TFMs must work in
an open setting where anyone can post a bid, and the mechanism is unaware of the number
of bids a-priori. One naive attempt is to assume that among the bids posted, half of them
come from honest users. Unfortunately, this approach does not work. In Section 6 of the
online version [34], we show that even under such an “honest majority bids” assumption, we
would still suffer from an O(1)-miner revenue limitation.

Reasonable-world assumption: known lower bound on the number of honest users

Instead of the “honest majority bids” assumption, we make a subtly different assumption
— we assume that there is an a-priori known lower bound h on the number of honest users.
Note that this assumption also promises that at least h users will show up. We refer to this
as the known-h model. In this model, we first observe that the zero miner-revenue limitation
no longer holds. Instead, we can prove an O(h)-limit on the miner revenue as stated in the
following theorem.

» Theorem 1.1 (Informal: limit on miner revenue in the known-h model). In the known-h
model, no MPC-assisted mechanism that simultaneously satisfies UIC, MIC, and SCP (even
in the Bayesian setting) can achieve more than h - E(D) expected miner revenue where E(D)
denotes the expectation of the value distribution D.

More generally, in the known-h model, if the number of users is n, no MPC-assisted
mechanism that simultaneously satisfies e-UIC, e-MIC, and ¢-SCP (even in the Bayesian
setting) can achieve more than h - E(D) + @ (e + Cp/€) expected miner revenue, where
p is an upper bound on the fraction of miners controlled by the strategic coalition, and
Cp = Exp[VX].

Furthermore, the above limitation holds no matter when the block size is finite or infinite,
and even when the miners collude with at most ¢ =1 user.
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In the above theorem, ¢ > 0 is a parameter that measures the slack in the incentive
compatibility notion. When ¢ = 0, there is no slack, and we achieve strict incentive
compatibility. One informal interpretation of the above theorem is the following: for e
incentive compatibility, Theorem 1.1 allows us to hope for a mechanism where roughly
speaking, from each of h users, the miners can hope to get E(D) revenue which scales
proportionally w.r.t. to the bid distribution D. For each of the remaining users, the miners
can potentially get some function that depends on € and the bid distribution D, but the term
does not scale linearly w.r.t. the magnitude of the bid distribution for natural distributions.

The above Theorem 1.1 allows us to hope for a TFM in the known-h model that achieves
revenue that scales with h as well as the magnitude of the bid distribution D. So can we
indeed design a mechanism with asymptotically optimal mine revenue matching Theorem 1.17

Mechanisms for infinite block size

For the infinite block size regime, we propose two mechanisms in the MPC-assisted model:

The first one, called threshold-based mechanism, is a simple and practical mechanism that
satisfies almost-strict incentive compatibility except for a tiny slack e that is exponentially
small in h.
The second one, called LP-based mechanism (since it uses linear programming), is a result
of theoretical interest. It achieves strict incentive compatibility, but under one extra
assumption (besides a-priori knowledge of h), that the number of fake bids injected by
the strategic coalition is bounded.

Both mechanisms achieve asymptotically optimal miner revenue® w.r.t. Theorem 1.1. We

assume that only honest users’ true values are i.i.d. sampled from some distribution D,

whereas the strategic users’ true values can be arbitrary non-negative real numbers. Next,

we state the corresponding theorems for the two mechanisms below:

» Theorem 1.2 (Informal: threshold-based mechanism). Suppose that honest users’ values are
sampled i.i.d. from some distribution D. Then, there exists an MPC-assisted TFM in the
known-h model that satisfies ex post UIC, Bayesian e-MIC, and Bayesian e-SCP (for any
number of colluding users) for e = Op(exp(—§2(h))) where Op(-) hides terms related to the
value distribution D. Furthermore, the expected total miner revenue ©(h) - median(D).

Essentially, from each of h users, the miners can obtain revenue that scales linearly
w.r.t. both the bid magnitude. By contrast, without the known-h assumption, for our choice
of € which is exponentially small in h, the miner revenue must be exponentially small in A as
shown in prior work [31]. Observe also that the miner revenue is asymptotically optimal up
to additive factors that are exponentially small in h due to Theorem 1.1.

» Theorem 1.3 (Informal: LP-based mechanism). Suppose that honest users’ values are
sampled i.i.d. from some distribution D. Then, there exists an MPC-assisted TFM that
satisfies ex post UIC, Bayesian MIC, and Bayesian SCP where the MIC and SCP guarantees
hold as long as the total number of bids d contributed by the strategic coalition satisfies

d<g 21£gh. Further, the expected total miner revenue is ©(h) - median(D).

5 We achieve asymptotic optimal miner revenue w.r.t. h assuming that the expectation and median of
the distribution D is a constant independent of h.
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In the above theorem, we need the extra assumption that the strategic coalition does not
control too many bids. Effectively, this is assuming that the coalition cannot inject too many
fake bids. Currently, we do not know whether this extra assumption (besides known-h) is
needed to overcome the zero miner-revenue limitation. We leave this as an interesting open
question.

Mechanisms for finite block size

For the finite block size case, we propose two mechanisms:

We propose a simple mechanism called diluted threshold-based mechanism that achieves
approrimate incentive compatibility. Further, for sufficiently large h, the mechanism
achieves asymptotically optimal miner revenue.

For theoretical interest, we propose another mechanism called LP-based mechanism with
random selection which achieves strict incentive compatibility and asymptotically optimal
miner revenue — but under the additional assumptions that the coalition cannot inject
too many fake bids, and moreover, the miners collude with at most ¢ = 1 user. Jumping
ahead, the ¢ = 1 assumption will be later justified in Theorem 1.6.

We state the corresponding theorems for the two mechanisms below:

» Theorem 1.4 (Informal: diluted threshold-based mechanism). Suppose the block size is k,
and that honest users’ values are sampled i.i.d. from some bounded distribution D. Then,
there exists an MPC-assisted TFM in the known-h model that satisfies ex post UIC, Bayesian
e-MIC, and Bayesian e-SCP (for any number of colluding users) for e = Op(exp(—§(h))).
Furthermore, for sufficiently large h, the mechanism achieves expected total miner revenue
©(k) - median(D).

» Theorem 1.5 (Informal: LP-based mechanism with random selection). Suppose the block
size is k, and suppose that honest users’ values are sampled i.i.d. from some distribution D.
Then, there exists an MPC-assisted TFM that satisfies ex post UIC, Bayesian MIC, and
Bayesian SCP, where the MIC and SCP guarantees hold when 1) at most ¢ =1 user colludes
when miners, and 2) the total number of bids d contributed by the strategic coalition satisfies

d<3 ﬁ. Further, the expected total miner revenue is ©(min{h, k}) - median(D).

We justify the ¢ = 1 assumption in the LP-based mechanism with random selection by
proving the following impossibility result: for finite block size, no “interesting” mechanism
can simultaneously achieve UIC, MIC, and SCP for ¢ > 2 even in the MPC-assisted model.
Specifically,

» Theorem 1.6 (Informal: finite block, ¢ > 2). Ewven in the known-h model, any MPC-assisted
TFM that simultaneously satisfies Bayesian UIC, Bayesian MIC, and Bayesian SCP for
c > 2 must suffer from 0 expected social welfare for the users under a bid vector b ~ D*
where £ > h.

Necessity of Bayesian equilibrium

All of our feasibility results, namely, Theorems 1.2-1.5, rely on a Bayesian notion of equi-
librium (for the MIC and SCP guarantees). As argued by [31], the Bayesian notion of
equilibrium is suitable for the MPC-assisted model since the users cannot observe others’
bids before submitting their own.

We show that the reliance on Bayesian notions of equilibrium is necessary — had we
insisted on an ex post notion of equilibrium in the MPC-assisted model, our additional
reasonable-world assumptions would not help us overcome the previously known impossibility
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results. More specifically, we show that any MPC-assisted mechanism that simultaneously
achieves ex post UIC and SCP must suffer from zero miner revenue even in the known-h
model. Similarly, for approximate but ex post notions of incentive compatibility, the same
miner revenue limitation stated in [31] still applies even in the known-h model. Further, the
above restrictions on miner revenue hold no matter whether the block size is finite or infinite.

1.2 Philosophical Discussions about Our Assumptions and Modeling
Known-h assumption

Our assumption about a known upper bound h on the number of honest users has the

following justifications:
First, as mentioned, the zero miner-revenue limitation in earlier works holds in a very
strong sense, and even when we make a cryptographic style assumptions such as “a
majority of the users or bids are honest” — see the online version [34] for more details.
Second, TFMs must work in an open setting where anyone can post a bid and the
mechanism or players do not know the number of bids in advance. This is also an
important reason why TFMs depart from classical mechanism design. The precise
assumption we need for circumventing the zero miner revenue limitation is an absolute
lower bound h on the number of honest users. Simply assuming that the majority of the
bids are honest is not sufficient (see Section 6 of the online version [34]).
Finally, our definitional framework ensures that honest behavior is an equilibrium, and
thus players are incentivized to behave honestly. This, in turn, reinforces the h-honest
users assumption (as long as enough users show up). As mentioned earlier, the same
philosophy has been adopted in a line of prior works at the intersection of game theory
and cryptography [21, 24, 2, 27, 5, 4, 17, 16, 18, 23, 11, 20, 10, 33, 9, 28, 25, 14, 12].

Limited fake bids

Recall that besides the known-h assumption, our results that achieve strict incentive compat-
ibility require an extra assumption that the number of fake bids injected by the coalition is
limited. This assumption is motivated and justified by the following observations. To submit
fake bids, the strategic player or coalition needs to have some coin or account with a non-zero
balance. Given that the strategic player has a limited initial budget, it cannot control infin-
itely many accounts. Moreover, if one posts multiple conflicting transactions double-spending
the same coin or units of currency, they can easily be detected and suppressed.

As mentioned, we currently do not know whether this limited fake bids assumption can be
removed while still achieving strict incentive compatibility. We pose this as an open question.

Robustness w.r.t. parameter estimation

Among our proposed mechanisms, the ones that achieve approximate incentive compatibility,
namely, threshold-based or diluted threshold-based mechanisms are simpler and more practical.
Just like how Ethereum’s EIP-1559 needs to estimate a suitable base fee, these mechanisms
also need to estimate some parameters a-priori. In particular, our (diluted) threshold-based
mechanism needs to know an estimate of h and the median of the value distribution D in
advance. Just like Ethereum’s EIP-1559, we can estimate these parameters from recent
history of the blockchain and mempool. For example, one can estimate the total number
of bids n from the degree of congestion observed in recent blocks; one can estimate the
median of honest users’ values from the pending transactions in the mempool. Now, if we are
willing to assume that half of the n anticipated bids are honest (note that our mechanisms
incentivize honest behavior), we can get an estimate of h.
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One important observation is that our threshold-based mechanism and diluted threshold-
based mechanisms are quite robust to errors in the estimates. As mentioned later in
Remark 2.2, if we set the threshold to h /4 for some estimated ﬁ, and let m be the estimated
median, then the mechanisms will achieve approximate incentive compatibility as long as
Rreal * Qreal = h- @ for some arbitrarily small constant 6 > 0, where h,e, is the actual
number of honest users, and ¢.ea1 is the actual percentile of the estimate m. For example,
if hreal = 0.6h, and grea = 40%, then our mechanisms still satisfy approximate incentive
compatibility for an exponentially small e.

Independent identically distributed true values assumption

All the mechanisms in our paper only assume that honest users’ true values are i.i.d. sampled
from the distribution D. The strategic users can have arbitrary non-negative true values.

1.3 Additional Related Work

We now review some closely related recent works besides the prior works on transaction
mechanism design [26, 35, 6, 7, 29, 30, 13, 8] already mentioned.

TFM in a Bayesian setting

The recent works of Zhao, Chen, and Zhou [37] and Gafni and Yaish [15] both consider TFM
in a Bayesian setting. Although their works did not explicitly define the MPC-assisted model,
from a practical standpoint, their results are in fact only relevant in an MPC-assisted (or
a similar) model. As explained in the online version [34], plain-model TFMs that achieve
Bayesian equilibrium also achieve ex post equilibrium, since in the plain-model game, the
strategic player can decide its actions after having observed honest users’ bids.

Gafni and Yaish [15] suggest a mechanism that satisfies Bayesian UIC, while also satisfying
MIC and OCA-proof (short for offchain-agreement-proof) even if the miner knows everyone’s
bid. Further, their mechanism works in the finite-block setting while achieving asymptotical
optimality in social welfare and revenue. We stress that their result does not contradict the
zero miner-revenue limitation proven by [31] since their OCA-proofness notion (originally
defined by Roughgarden [29, 30] ) is of a different nature from our side-contract-proofness
(SCP) notion (originally defined by Chung and Shi [8]). Roughly speaking, OCA-proofness
requires that a strategic coalition cannot enter an off-chain contract that increases everyone’s
utility (not just those in the coalition) relative to what’s achievable on-chain. In comparison,
SCP is the notion that directly captures the cryptocurrency community’s outpouring concerns
about Miner Extractable Value (MEV). In particular, middleman platforms such as Flashbot
facilitate the collusion of miners and users, where the coalition plays strategically to profit
themselves at the expense of other users. This is why we choose to use the SCP notion rather
than OCA-proofness. Moreover, the reason why the cryptocurrency community is developing
encrypted mempool techniques (which can be viewed as instantiations of the MPC-assisted
model) is also because they care about SCP (i.e., resilience to MEV).

Zhao, Chen, and Zhou [37] suggest a mechanism that generates positive miner revenue
while achieving Bayesian UIC and Bayesian 1-SCP even for the finite block setting. Their
result does not contradict the 0-miner revenue limitation of [31], since Zhao, Chen, Zhou [37]
consider only a restricted strategy space. In their work, a strategic user or a miner-user
coalition can only deviate by bidding untruthfully; the coalition cannot inject fake bids,
strategic users cannot drop out, and nor can strategic miners alter the inclusion rule. Due to
their restricted strategy space, their results are only relevant under very stringent assumptions:

98:7
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1) the TFM is implemented in the MPC-assisted (or similar) model; 2) the TFM is fully
“permissioned” and allows only a set of pre-registered users to submit bids. In particular,
the latter “permissioned” requirement is unrealistic for major decentralized cryptocurrencies
today where any user can join and submit transactions.

Cryptography meets game theory

Prior to the advent of cryptocurrencies, a line of work [21, 24, 2, 27, 5, 4, 17, 16, 18, 23, 11, 20,
10, 33, 9, 28, 25, 14, 12] investigated how cryptography and game theory can help each other.
For example, cryptography can help remove the trusted mediator assumption in correlated
equilibria [11]. Adopting game-theoretic fairness can allow us to circumvent lower bounds
pertaining to the more stringent cryptographic notions of fairness [21, 2, 22, 27, 10, 33].
Ferreira and Weinberg [14] and Essaidi, Ferreira and Weinberg [12] showed that cryptographic
commitments can help us circumvent impossibilities pertaining to credible auctions. As
Chung and Shi [8] explained in detail, credible auction is of a fundamentally different nature
from transaction fee mechanism design.

2  Technical Roadmap

2.1 Transaction Fee Mechanism
Environment

For preciseness in our subsequent formal description, we define an (h, p, ¢, d)-environment,
where h is the promised lower bound on the number of honest users, p € [0, 1] is the fraction
of strategic miners, ¢ is the maximum number of strategic users that collude with miners,
and d is the maximum number of bids contributed by the strategic coalition, i.e. fake bids.

Universality

We can replace a subset of these variables with a wildcard * if the mechanism achieves
incentive compatibility no matter what the variable turns out to be. For example, a TFM that
achieves incentive compatibility in an (x, p, ¢, *)-environment if it works when the maximum
fraction of strategic miners is p, and the maximum number of colluding users is at most c,
and regardless of of how many honest users there are and how many bids are contributed
by strategic individuals or the coalition. In this case, we also say that the mechanism is
universal in the parameters h and d. Using this notation, the mechanisms described by Shi,
Chung, Wu [31] are universal in the parameters h and d. Similarly, the limitation on miner
revenue they prove can also be interpreted as a limitation of mechanisms that are universal
in h and d.

Transaction fee mechanism in the MPC-assisted model

As in previous works, we consider a single auction instance that decides which transactions
can be confirmed in the next block. In this paper, “bids” and “transactions” are used
interchangeably. A transaction fee mechanism (TFM) in the MPC-assisted model consists of
the following randomized algorithms.



K. Wu, E. Shi, and H. Chung

Confirmation rule chooses a subset of at most k bids to confirm, where k denotes the
block size.%
Payment rule decides how much each confirmed bid pays.

Miner revenue rule decides how much revenue the miners get.

We consider a single-parameter environment, i.e., each user has a transaction with the
true value represented by a single, non-negative real number. A user’s utility equals its
true value minus its payment if its transaction gets confirmed in the block. An honest user
submits one bid b € R representing its true value, while an honest miner submits zero bids
and follows the protocol honestly. Strategic users or miners, however, can choose to register
one or more identities and submit arbitrary bids under these identities. Moreover, they can
choose to drop out during the execution. When a strategic user or miner submits multiple
bids, they can only obtain the value when the bid with the true value is confirmed, and other
bids are considered fake bids. Fake bids have no intrinsic value to the users and the miners
even when they are confirmed.

All mechanisms proposed in our paper work in the MPC-assisted model. We consider
the same, generic MPC-assisted model as [31], where the miners jointly execute an MPC
protocol that securely evaluates the rules of the TFM. Further, the miners equally divide up
the revenue among themselves. A formal description of the model can be found in Section 3.

To illustrate the technical highlights, it is convenient to abstract out the multi-party
computation protocol as an ideal functionality. Therefore, we can think of the game as
follows:

Each player (either user or miner) first submit zero to multiple bids to the ideal function-

ality.

The ideal functionality then executes the rules of the TFM, outputs the set of confirmed

bids, how much reach bid needs to pay, and how much the miners get based on the

prescribed rules.

Notably, in the MPC-assisted model, players cannot see others’ bids when posting their
own. In particular, in an actual instantiation of the above functionality, the players would
send bids either in a secret-shared or encrypted format. For this reason, Bayesian notions
of equilibrium make sense in the MPC-assisted model. [31] suggested one way to securely
realize the above ideal functionality. Meanwhile, efforts to build an “encrypted mempool”
by the cryptocurrency community can also be viewed an alternative way to instantiate the
ideal functionality — although whether the suggested approaches provably realize this ideal
functionality is yet to be proven.

[31] argued that as a starting point, it makes sense to first explore such a generic
functionality, since currently, we lack understanding how cryptography in general can help
decentralized mechanism design from a game theoretic perspective. Once we understand this
better, we can then focus on making customized optimizations for the actual computational
tasks that need to be securely evaluated. Our work is motivated by the same philosophy, i.e.,
we focus on understanding the game theoretic aspects rather than concrete optimizations for
realizing the MPC.

6 In the MPC-assisted model, the mechanism is implemented by the ideal functionality, and the miners
cannot decide which transactions are included and considered as the input of the mechanism. Since
all mechanisms proposed in our paper work in the MPC-assisted model, we simplify the definition of
TFM compared to [8], where the TFM in [8] also needs to specify the inclusion rule that tells the miner
which transactions are included in the next block. However, a strategic miner can still inject some fake
bids. The formal strategy space is defined in Section 3.

98:9

ITCS 2024



98:10

Maximizing Miner Revenue in Transaction Fee Mechanism Design

Universality in p in the idealized model

As mentioned, it is convenient to think of the MPC as an ideal functionality. In this idealized
model, our mechanisms can achieve universality in p. However, when the ideal functionality
is actually instantiated, e.g., with an honest-majority MPC protocol, the resulting protocol
would require p < 50%.

2.2 Infinite Block Setting

For the infinite block setting, we can achieve ©(h) miner revenue in (h, p, ¢, d)-environments.
To aid understanding, we first present a simple parity-based mechanism that works for h = 1,
and then we present our main results.

Glimpse of hope

First, consider the special case where we are promised that there is at least h = 1 honest user.
In this case, the following simple parity-based mechanism satisfies ex-post UIC, Bayesian
MIC, and Bayesian SCP in (1, x, *, *)-environments.

MPC-assisted, parity-based mechanism
// Let m be the median of the distribution D such that Pryplx > m] =1/2.

All bids that are at least m get confirmed and pay m.
If the number of confirmed bids is odd, then the total miner revenue is m; else the
total miner revenue is 0.

In the above mechanism, as long as there is at least one honest bid, the expected miner
revenue is always m/2 no matter how the coalition behaves. This is because the strategic
coalition cannot predict whether the honest bid is bidding at least the median or not. With
this key observation, it is not hard to see that the mechanism satisfies Bayesian MIC and
Bayesian SCP (for an arbitrary ¢). Further, ex post UIC follows directly since the mechanism
is a simple posted-price auction from a user’s perspective.

Observe also the following subtlety: when the number of confirmed bids is odd, it implies
that there is at least one confirmed bid. Therefore, the mechanism guarantees that the miner
revenue does not exceed the total payment.

» Remark 2.1 (A note about the median assumption). In the above, we assumed that the
bid distribution D has a median m such that Pry.p[x > m] = 1/2. In case the median m
does not exactly equally divide the probability mass half and half, then it must be that
Pryplr > m] < 1/2 and Pryup[z < m] < 1/2. In this case, we can modify the above
mechanism slightly as follows: if a user’s bid is strictly greater than m, then it is confirmed;
if a user’s bid is exactly m, then we confirm it with some appropriate probability ¢; else the
user’s bid is not confirmed. We can always pick a ¢ such that a bid randomly sampled from
D is confirmed with probability exactly 1/2. Finally, the miner revenue rule is still decided
the same way as before.

Threshold-based mechanism

The parity-based mechanism overcomes the 0 miner-revenue limitation by assuming the
existence of at least h = 1 honest user. However, the drawback is obvious: the total miner
revenue is severely restricted and does not increase w.r.t. the number of bids. A natural
question is whether we can achieve O(h) expected miner revenue for general h.
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We give an affirmative answer. We first present a simple, practical mechanism called the
threshold-based mechanism that achieves almost-strict incentive compatibility except for a
tiny slack e that is exponentially small in h. Then, for theoretical interest, we present another
mechanism that achieves strict incentive compatibility but requires an extra assumption on
the number of bids contributed by strategic players.

MPC-assisted, threshold-based mechanism
// Let m be the median of the distribution D such that Pryplz > m] =1/2.

All bids that are at least m get confirmed and pay m.
If the number of confirmed bids is at least h/4, then the miner revenue is m - h/4;
else the total miner revenue is 0.

Due to the standard Chernoff bound, except with e=(") probability, the number of

confirmed bids among the h (or more) honest bids is at least h/4. Therefore, the above
mechanism achieves at least m - h/4 - (1 — e=(")) expected miner revenue. If the number of
confirmed honest bids is /4 or higher, then the coalition cannot increase the miner revenue
no matter how it behaves. Only when the number of confirmed honest bids is less than h/4,
is it possible for the coalition to influence the miner revenue by at most m - h/4. Therefore,
it is not hard to see that the mechanism satisfies e-Bayesian MIC and e-Bayesian SCP in
(h, *, %, *)-environments, for e = m - h - e~ /4,

Just like before, in case the median m does not exactly divide the probability mass half
and half, we can use the same approach of Remark 2.1 to modify the mechanism and make
it work.

» Remark 2.2 (On the robustness of parameter estimation). The threshold-based mechanism
requires the mechanism to estimate h and the median m of the distribution D. Just like how
Ethereum EIP-1559 estimates its base price, we can estimate h and the median from recent
history. In particular, from the congestion level in recent blocks, we can estimate a lower
bound on the total number of bids. Now, assuming that at least half of them are honest
(recall that our mechanism incentivizes honesty), we can get an estimate of h correspondingly.
Similarly, we can estimate the median of the bid distribution from past history.

An advantage of the threshold-based mechanism is that it is quite tolerant of errors in
the estimation. For example, if the estimated m is actually the 40-percentile of D, and the
actual number of honest users is only 0.7h where h is the estimate used by the mechanism,
the expected number of users bidding at least m is at least 0.4-0.7h = 0.28h. In this case, we
can still guarantee that except with exponentially small in h probability, at least h/4 users
will bid at least m. Thus, the resulting mechanism would still be almost strictly incentive
compatible except for a slack e that is exponentially small in h.

LP-based mechanism

Although the € slack in the threshold-based mechanism is exponentially small which is not a
problem in practice, it is still theoretically interesting to ask whether we can get O(h) total
miner revenue but with strict incentive compatibility. To achieve this, our idea is to devise a
mechanism that is “close in distance” to the aforementioned threshold-based mechanism, but
correcting the “error” such that we can achieve strict incentive compatibility.

Observe that the earlier threshold-based mechanism only needs an a-priori known lower
bound on h, and it is universal in the parameters ¢ and d. To achieve strict incentive
compatibility, we additionally assume that the the number of bids contributed by the
strategic coalition is upper bounded by some a-priori known parameter d.
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Now, consider the following mechanism that relies on linear programming to correct the
error in the earlier threshold-based mechanism. For simplicity, we assume that the honest
bid distribution D has a median m such that Pryp[z > m] = 1/2 — if not, we can again use
the technique of Remark 2.1 to modify the mechanism and make it work.

MPC-assisted, LP-based mechanism
// Let m be the median of the distribution D, i.e., Pryplz > m]=1/2.

All bids that are at least m get confirmed and pay m.
Let n be the length of the bid vector, let y := (yo,y1,. - ., yn) be any feasible solution
to the following linear program:

Vieln]: 0<y; <i-m (1)
nd m-h

VO<<d i Yir; = ——— 2

SRYARS ;q Yit+j 4 ()

where g; is the probability of observing i heads if we flip n — d independent fair coins.
The total miner revenue is ys where s is the number of bids confirmed.

In the above, Equation (1) expresses a budget feasibility requirement, i.e., the total
miner revenue cannot exceed the total user payment. Equation (2) expresses a fized-revenue
requirement stipulating that the miner revenue must be exactly m - h/4 no matter how
the strategic individual or coalition behaves (as long as it controls at most d bids). More
specifically, Equation (2) contains one requirement for each j € [0, d]: conditioned on the fact
that among the (at most) d bids controlled by the strategic individual or coalition, exactly j
of them are confirmed, the expected miner revenue must be exactly m - h/4 where h is an
a-priori known lower bound on the number of honest users.

» Remark 2.3. We know that the actual number of honest users that show up is at least
max(n — d,h). So if n —d > h, it means that more honest users showed up than the
anticipated number h. Observe that on the left-hand side of Equation (2), we are tossing
coins for n — d honest users’ bids. However, it is important that the right-hand-side of
Equation (2) use the a-priori known h rather than the observed n — d; otherwise, injecting
extra (but up to d — ¢) fake 0-bids can increase the expected miner revenue, which violates
MIC and SCP.

If the LP in the above mechanism indeed has a feasible solution, then we can prove
that the resulting mechanism satisfies ex post UIC, Bayesian MIC, and Bayesian SCP in
(h, *, %, d)-environments. The formal proofs are presented in Section 4.2.

The key technical challenge is to answer the question of why the LP has a feasible
solution. Intuitively, the earlier threshold-based mechanism gives an “approximate” solution
¥ := (Yo, ..., Yn) to the LP, where y; = 0 for i < (n—d)/4 and y; = m4'h otherwise. With the
approximate solution ¥, the equality constraints in Equation (2) may be satisfied with some

small error. We want to show that we can adjust the ¥ := (yo, 91, - .., yn) vector slightly such
that we can correct the error, and yet without violating the budget feasibility constraints
(Equation (1)).

To achieve this, we will take a constructive approach. We first guess that a feasible
solution is of the form y = y + e where e is a correction vector that is zero everywhere
except in the coordinates 7,7+ 1,...,7 4+ d for some appropriate choice of 7 that is close
to (n — d)/2. Henceforth, let § := e[ : 7+ d]/ (™4") be the non-zero coordinates of the
correction vector e scaled by mT'h.



K. Wu, E. Shi, and H. Chung

By Equation (2), we know that the correction vector é must satisfy the following system

of linear equations where t := "Zd:
"7 ) (5 im0 ("7)
() B G I i N I D> )

() B Oty RO () >iso (79

1 h . . .
3\ TTog T and that 7 is an appropriate choice

close to n/2, then the solution d to the linear system in Equation (3) has a small infinity
norm — specifically, ||d]lcc < 1 — such that the resulting y vector will respect the budget
feasibility constraints, i.e., Equation (1). The actual proof of this bound is somewhat involved

In Lemma 4.5, we prove that as long as d <

and thus deferred to Section 4.2. In particular, a key step is to bound the smallest singular
value of the matrix in Equation (3) (henceforth denoted A) appropriately — to achieve this,
we first bound A’s determinant, and then use an inequality proven by [36] which relates the
smallest singular value and the determinant.

2.3 Finite Block Setting
2.3.1 Strict Incentive Compatibility

Feasibility for c = 1

The LP-based mechanism confirms any bid that offers to pay at least m. Thus, total number
of confirmed bids may be unbounded. Therefore, when the block size k is finite, we cannot
directly run the LP-based mechanism. We suggest the following modification to the LP-based
mechanism such that it works for the finite-block setting;:

MPC-assisted, LP-based mechanism with random selection
// Let k be the block size, let m be the median D such that Pry.plx > m] =1/2.
All bids offering at least m are candidates. If there are more than k candidates,
randomly select k of them to confirm; else confirm all candidates. Every confirmed
bid pays m.
Let n be the length of the bid vector, let y = (yo,y1, - .., yn) be any feasible solution
to the following linear program:

Vien: 0<y; <min(i, k) -m (4)
n—d
, m - min(h, k)
VO<j<d: ;qrym:f (5)

where g; is the probability of observing ¢ heads if we flip n — d independent fair coins.

The total miner revenue is ys where s is the number of candidates.

In comparison with the earlier LP-based mechanism, we modify the budget feasibility
constraints (Equation (4)) to make sure that the total miner revenue is constrained by the
actual number of confirmed bids which is now min(z, k) if the number of candidates is i.
Further, we modify the expected miner revenue (Equation (5)) to be %(hk) which takes
into account the block size k. In Section 5 of the online version [34], we prove that as long as

c<d< %, / ﬁ, the above LP indeed has a feasible solution and the resulting mechanism
satisfies ex post UIC, Bayesian MIC, and Bayesian SCP in (h, , 1, d)-environments.
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Infeasibility for ¢ > 2

Unfortunately, the above approach fails for ¢ > 2. In this case, two users Alice and Bob may
be in the same coalition. Alice can now help Bob simply by dropping out and not posting a
bid, thus effectively increasing Bob’s chance of getting confirmed. In the event that Alice’s
true value is very small and Bob’s true value is sufficiently large, this strategic action can
increase the coalition’s joint utility.

Interestingly, it turns out that this is no accident. In fact, we prove that for any h > 1,
p € (0,1), and d > ¢ > 2, no “interesting” mechanism can simultaneously achieve Bayesian
UIC, MIC and SCP in (h, p, ¢,d)-environments — any such mechanism must suffer from
0 total social welfare for the users if the actual number of bids received is greater than h
(see the online version [34] for full details). We can regard Theorem 1.6 as a generalization
of [31]’s Theorem 5.5: they show that any MPC-assisted mechanism that achieves Bayesian
UIC, MIC, and SCP in (x, p, ¢, *)-environments for ¢ > 2 must suffer from 0 social welfare
for users.

Proof roadmap

We use the following blueprint to prove Theorem 1.6, and the full proof is given in the online
version [34]. Below, consider any TFM that satisfies Bayesian UIC, MIC and Bayesian SCP
in (h, p, ¢, d)-environments where d > ¢ > 2.

1. First, using techniques inspired by Goldberg and Hartline [19] we prove the following:
provided that there are at least h honest users (not including ¢ and j) whose bids are
sampled at random from D, then a strategic user 7 changing its bid should not affect the
utility of another user j, if user j’s bid is also sampled at random from D.

2. Next, we prove a strategic user 7 dropping out should not affect another user j’s utility,
assuming that at least h bids (excluding user ¢) sampled at random from D.

3. Next, we show that in a world of at least i random bids (excluding user ¢) sampled from
D, user i’s expected utility when its bid is sampled randomly from D depends only on
i’s identity, and does not depend on the identities of the other random bids. Therefore,
henceforth we can use U; to denote this expected utility.

4. Next, we show that for any two identities ¢, j, it must be that U; = Uj;, otherwise, it
violates the assumption that the mechanism is weakly symmetric (see definition of weak
symmetry below).

5. Next, we can show that U; = 0: imagine a world with K bids sampled independently from
D whose support is bounded. There must exist some user whose confirmation probability
is upper bounded by k/K. This user’s expected utility must be arbitrarily small when K
is arbitrarily large. With a little more work, we can show that if the world consists of
more than h bids sampled independently at random from D, it must be that every user’s
expected utility is O.

One technicality that arises in the full proof (see online version [34]) is the usage of the
weak symmetry assumption. In particular, the proof would have been much easier if we could
instead assume strong symmetry which, unfortunately, is too stringent. In strong symmetry,
we assume that any two users who bid the same amount will receive the same treatment.
While it is a good approach for gaining intuition about the proof, it is too stringent since
there could well be more bids offering the same value than the block size k — in this case, a
non-trivial mechanism would treat them differently, i.e., confirm some while rejecting others.
Our actual proof of Theorem 1.6 needs only a weak symmetry assumption which is a standard
assumption made in prior works [8, 31], that is, if two input bid vectors b, b’ of length n are
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permutations of each other, then the joint distribution of the set of outcomes {(2;,pi) }icn]
must be identical. This implies that if the input bid vectors are permutations of each other,
then the vector of expected utilities are permutations of each other too.

2.3.2 Approximate Incentive Compatibility

Because of the limitation shown in Theorem 1.6, we relax the notion to approximate incentive
compatibility, and ask if we can achieve optimal miner revenue in the finite block setting.
Consider the following TFM.

MPC-assisted, diluted threshold-based Mechanism
/* Let k be the block size, let m be the median of D such that Pry.plx > m] =1/2, let
T be the mazimum value of the distribution D. */

Let R := max (20,/’“?,k). All bids offering at least m are candidates. If the

number of candidates s < R, randomly select % - s candidates to confirm; else,
randomly select k candidates to confirm. Every confirmed bid pays mid.

If s > %, then the total miner revenue is min(% . %7 k) - mid. Otherwise, the miners
get nothing.

Intuitively, here are modifying the earlier threshold-based mechanism to 1) make it
compatible with finite block size, and 2) make sure that up to ¢ users dropping out can only
minimally increase their friend’s probability of getting confirmed. In particular, resilience to
drop-out is achieved by artificially diluting the probability that a user is confirmed when the
number of eligible bids (i.e., offering at least m) is small. With the dilution, we guarantee
that a coalition of ¢ users cannot noticeably alter their own probability of getting confirmed,
nor their friend’s probability. This implies a strategic coalition has little influence over
the expected utility of all users in the coalition. Moreover, we guarantee that a strategic
coalition has very little influence on the miner revenue as well: similar to the threshold-based
mechanism, except with exp(—£(h)) probability, the miner revenue is an a-priori fixed
amount, that is, min(% . %,
satisfies ex post UIC, Bayesian e-MIC, and Bayesian e-SCP in (h, *, ¢, x)-environments, as
long as € > mid - % e~ 15,

k) -m. Summarizing the above, we can show that the mechanism

Finally, for sufficiently large h > max(4k, 80\/@), the mechanism achieves k - m total
miner revenue and k-Cp user social welfare where C'p is defined in Theorem 1.1. For example,
suppose we are willing to tolerate e = 0.017", then we just need h > max(4k, 80c - \/E) to
achieve asymptotic optimality in miner revenue and social welfare. The full proof is deferred
to the online version [34].

2.4 Additional Results
Limit on miner revenue

The proof Theorem 1.1 is given in the online version [34]. Specifically, we prove that ©(h)
revenue is optimal in (h, p, ¢, d)-environments for strict incentive compatibility; and further,
we generalize the bound to approximate incentive compatibility as well. The proof is a
generalization of the techniques proposed by Shi, Chung, Wu [31]. Specifically, they proved
that any mechanism that satisfies Bayesian UIC, MIC, and SCP in (x, p, 1, x)-environments
must suffer from 0 miner revenue. In their proof, they argue that if we remove one bid, the
miner revenue must be unaffected. In our case, because the mechanism is promised a lower
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bound A on the number of honest uesrs, we can repeat this argument till there are h honest
bids left, and no more. This gives rise to an O(h) limit on miner revenue. The proof for the
approximate incentive compatibility is also a generalization of [31]’s techniques, but more
technically involved since even Myerson’s lemma does not hold for approximate incentive
compatibility.

Necessity of Bayesian equilibrium

As mentioned, our reasonable-world assumptions (formalized through the definition of
an (h, p, ¢, d)-environment) would not have helped had we insisted on ex post notions of
equilibrium (for all of UIC, MIC, and SCP). In Section 6 of the online version [34], we
explain why for ex post notions of incentive compatibility, even mechanisms in the (h, p, ¢, d)-
environment are subject to the same miner-revenue limitations of universal mechanisms.

3 Model and Definitions

Imagine that there are ng users, and each user has a transaction that wants to be confirmed.
For i € [ng], let v; be user i’s true valuation of getting its transaction confirmed. We want
to design a transaction fee mechanism (TFM) such that no individual user or miner or a
coalition thereof have any incentive to deviate from honest behavior. Throughout the paper,
we consider a single-parameter environment, i.e., each user’s bid is represented by a single,
non-negative real number.

Chung and Shi [8]’s results ruled out the existence of interesting TFMs in the plain
model without cryptography. The subsequent work of Shi, Chung, and Wu [31] considered
how cryptography can help circumvent these strong impossibilities. Below, we review the
MPC-assisted model proposed by [31].

3.1 MPC-Assisted Model

The definition of TFM has been given in Section 2.1. Here, we formalize the MPC-assisted
model and the strategy spaces for users and miners.

Ideal-world game

Recently, blockchain projects such as Ethereum are developing “encrypted mempool” tech-
niques which can be viewed as concrete protocols that realize an MPC-assisted model for
TFM. However, for understanding the game theoretic landscape, it helps to abstract out the
cryptography and think of it as a trusted ideal functionality (henceforth denoted Frpc) that
always honestly implements the rules of the TFM.
With the ideal functionality Fpc, we can imagine the following game that captures an
instance of the TFM:
1. Each user registers zero, one, or more identities with Fi,pc, and submits exactly one bid
on behalf of each identity.
2. Using the vector of input bids as input, Fp executes the rules of the TFM. Fpypc now
sends to all miners and users the output of the mechanism, including the set of bids that
are confirmed, how much each confirmed bid pays, and how much revenue the miner gets.

We make a couple of standard assumptions:

Individual rationality: each confirmed bid should pay no more than the bid itself;
Budget feasibility: the miner revenue should not exceed the total payment from all
confirmed bids.
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Using standard techniques in cryptography, we can instantiate the ideal functionality
Fmpe using an actual cryptographic protocol among the miners and users (see Appendix D
of [31]). A detailed discussion about the instantiation is given in the online version [34].

Strategy space and utility

An honest user will always register a single identity and submit only one bid reflecting its
true value. A strategic user or miner (possibly colluding with others) can adopt the following
strategies or a combination thereof:

Bid untruthfully: a strategic user can misreport its value;

Inject fake bids: a strategic user or miner can inject fake bids by registering fake identities;

Drop out: a strategic user can also drop out by not registering its real identity.

In the real-world cryptographic instantiation, strategic miners can also deviate from the
honest MPC protocol. However, as mentioned, the MPC protocol retains security (i.e., can
be simulated by the ideal-world game) as long as at least one miner is honest. Therefore, we
need not explicitly capture this deviation in the ideal-world game. Finally, strategic miners
can cause the MPC protocol to abort without producing output, and as mentioned, this
deviation never makes sense since it results in a utility of 0; thus we also need not explicitly
capture it in the ideal-world game.

Let v; denote user ¢’s true value. If user ¢’s transaction is confirmed and its payment is
pi, then its utility is defined as v; — p;. The miner’s utility is simply its revenue. The joint
utility of a coalition C is defined as the sum of the utilities of all members in C.

3.2 Defining Incentive Compatibility

In the plain model without cryptography, users submit their bids in the clear over a broadcast
channel, and a strategic coalition can decide its strategy after observing the remaining
honest users’ bids. By contrast, in the MPC-assisted model, bids are submitted to the ideal
functionality Fpc (in the actual cryptographic instantiation, the users verifiably secret-share
their bids among the miners). This means that the strategic coalition must now submit its
bids without having observed other users’ bids. Therefore, in the MPC model, it makes sense
to consider a Bayesian notion of equilibrium rather than an ex post notion. In an ex post
setting, we require that a strategic individual or coalition’s best response is to act honestly
even after having observed others’ actions. In a Bayesian setting, we assume that every
honest user’s bid is sampled independently from some distribution D, and we require that
acting honestly maximizes the strategic individual or coalition’s expected utility where the
expectation is taken over not just the random coins of the TFM itself, but also over the
randomness in sampling the honest users’ bids.

Notations

Henceforth, we use the notation b to denote a bid vector. Since we allow strategic players
to inject fake bids or drop out, the length of b need not be the same as the number of
users ng. We use the notation C to denote a coalition, and we use b_¢ to denote the bid
vector belonging to honest users outside C. We use the notation D_¢ to denote the joint
distribution of b_¢, that is, D_¢ = D" where hy denotes the number of honest users outside
C. Similarly, if ¢ is an individual strategic user, then the notation b_; denotes the bid vector
belonging the remaining honest users in [ng]\{i}. We use the notation D_; to denote the
joint distribution of the honest bid vector b_;.
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For generality, we define approzimate incentive compatibility parameterized by an additive
slack e. The case of strict incentive compatibility can be viewed as the special case when
e=0.

Bayesian incentive compatibility

» Definition 3.1 (Bayesian incentive compatibility). We say that an MPC-assisted TFM
satisfies Bayesian e-incentive compatibility for a coalition or individual C, iff for any ve
denoting the true values of users in C, sample b_¢ ~ D_¢, then, no strategy can increase C’s
expected utility by more than € in comparison with honest behavior, where the expectation
1s taken over randomness of the honest users’ bids b_c, as well as random coins consumed
by the TFM. Specifically, we define the following notions depending on who is the strategic
individual or coalition:

User incentive compatibility (UIC). We say that an MPC-assisted TFM satisfies Bayesian

e-UIC in some environment &, iff for any n, for any user i € [n], for any true value

v; € R2Y of user i, for any strategic bid vector b; from user i which could be empty

or constst of multiple bids, the following holds as long as the conditions required by the

environment € are respected:

i i
b,iINED,i [util’(b_;, v;)] > b,i]NED,i [util®(b_;,b;)] — €

where util’(b) denotes the expected utility (taken over the random coins of the TFM) of

user i when the bid vector is b.

Miner incentive compatibility (MIC). We say that an MPC-assisted TFM satisfies Bayesian

e-MIC' in some environment &, iff for any miner coalition C, for any strategic bid vector

b’ injected by the miner, the following holds as long as the conditions required by the

environment £ are respected:

-1C -1C ’
b,cE)D,C [utll (b_c)} > b,CE}D,c util” (b_c,b")| — ¢
where utilc(b) denotes the expected utility (taken over the random coins of the TFM) of
the coalition C when the input bid vector is b.

Side-contract-proofness (SCP). We say that an MPC-assisted TFM satisfies Bayesian
€-SCP in some environment &£, iff for any miner-user coalition, for any true value vector
ve of users in C, for any strategic bid vector be of the coalition (whose length may not be
equal to the number of users in C), the following holds as long as the requirements of the
environment € are respected:

E [utilc(b,c,vc) > E [utilc(b,c,bc) _e
b_c~D_c b_c~D-C
Henceforth, if a mechanism satisfies Bayesian e-UIC for € = 0 (i.e., the strict incentive
compatibility case), we often omit writing the €, and simply say that the mechanism satisfies
Bayesian UIC. The terms “Bayesian MIC”, and “Bayesian SCP” are similarly defined.
Notice that we only require honest users’ true values are i.i.d. sampled, while the strategic
players’ true values can be arbitrary.

Ex post incentive compatibility

In the interest of space, we define ex post incentive compatibility in the online version [34].
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4  Feasibility for Infinite Block Size

4.1 MPC-Assisted, Threshold-Based Mechanism

We assume that honest users’ bids are drawn i.i.d. from some distribution D with the median
mid such that Prp.p[z > mid] = 1/2 (see Remark 2.1). For convenience, we repeat the
MPC-assisted, threshold-based mechanism, which has been introduced in Section 2.2.

MPC-assisted, threshold-based mechanism
Parameters: lower bound h on the number of honest users, the distribution median
mid.
Mechanism:
Confirmation rule. Given a bid vector b = (by,...,bs), for each bid b;, confirm b; if
Payment rule. Each confirmed bid pays mid.
Miner revenue rule. Let s be the number of confirmed bids. If s > %7 miner gets

% -mid. Otherwise, the miner gets nothing.

» Theorem 4.1. Fiz any h > 1. The MPC-assisted, threshold-based mechanism satisfies
ex post UIC, Bayesian e-MIC and Bayesian e-SCP in an (h,*, *, %)-environment, where
h h

e:Z~m|d'e 16,

Proof. We prove three properties individually.

uic

Since the confirmation and the payment of each bid are independent of other bids, injecting
fake bids or dropping out does not help to increase each user’s utility. For a fixed user 1,
suppose its true value is v. When it bids b, its expected utility is v — mid if b > m. By direct

calculation, the expected utility is maximized when b = v no matter what other bids are.

Thus, the mechanism satisfies UIC.

e-MIC

Recall that the only strategy that a strategic miner can apply is injecting some fake bids.

Because injecting fake bids smaller than mid does not influence the colluding miners’ utility,
we only consider injecting bids at least mid. Let X denote the random variable representing
the number of honest bids at least mid. The only situation where the colluding miners can
increase their expected gain by injecting fake bids is when X < %. By the following Chernoff
Bound,

» Lemma 4.2 (Chernoff bound, Corollary A.1.14 [3]). Let Xi,..., X, be independent
Bernoulli random variables. Let p = E[>"" | X;]. Then, for any € € (0,1), it holds
that Pr[3 7 X; < (1 —e)u] < e=< /2,

We have Pr [X < %} < e 16. Therefore, the colluding miners can gain at most % -mid - e~ T
more expected revenue by injecting fake bids.
e-SCP

Since the confirmation and the payment of each bid are independent of other bids, and the
mechanism is strict UIC, the coalition cannot increase colluding users’ utilities. Therefore,
by deviating from the mechanism, the coalition can only try to increase the expected total
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miner revenue. By a similar argument as MIC, the coalition can only increase the expected
total miner revenue when X < %, which happens with a probability no more than e~ 15, It
follows that no matter how the coalition deviates, the expected miner’s revenue can increase
by at mostp~%-mid-e‘1%. |

4.2 Analysis of the LP-Based Mechanism

We now prove that the MPC-assisted LP-based mechanism satisfies strict incentive com-

patibility in an (h, *, ¢, d)-environment. Suppose that honest users’ values are sampled i.i.d.

from some distribution D. Recall that mid denotes the median of the bid distribution D, and

Cp = E,p[r —m|z > m] is another constant related to the distribution D. Without loss of
1

generality, we assume Pr{z > m| = 5 (see Remark 2.1).

» Theorem 4.3 (Theorem 1.3 restated). Suppose that the block size is infinite. Fix any’

h>2, (mdanydgé ﬁ,
UIC, Bayesian MIC, and Bayesian SCP in an (h,*, *,d)-environment, and meanwhile, the
mechanism achieves ©(h - mid) expected miner revenue, and at least ©(h - Cp) expected social

welfare for the users where h > h is the the actual number of honest users that show up.

the MPC-assisted, LP-based mechanism guarantees ex post

We prove Theorem 4.3 in two steps. First, we show that if the linear program defined in
Equations (1) and (2) has a feasible solution, then the resulting mechanism satisfies incentive
compatibility, as formally stated below:

» Lemma 4.4. When the linear program defined in Equations (1) and (2) has a feasible
solution, the LP-based mechanism satisfies ex post UIC, Bayesian MIC, and Bayesian SCP

in an (h,*, *,d)-environment. Moreover, the expected miner revenue is ™, and the user

~ 1
social welfare is ©(h - Cp).

The proof of Lemma 4.4 requires an exhaustive case-by-case analysis, and a key observation

is that Equation (2) ensures that the expected miner revenue is always h'Tm as long as no
more than d bids are contributed by the strategic coalition. We defer the formal proof of

Lemma 4.4 to the online version [34]. In the main body, we focus on proving the more
challenging step, that is, as long as d < %, / ﬁ, the linear program indeed has a feasible
solution, formally stated below.

» Lemma 4.5. For h>2 andd < %, / 21£Lgh, the linear program specified by Equations (1)

and (2) is guaranteed to have a feasible solution.

Proof. We will give a constructive solution to the linear program Equations (1) and (2).
Let v :=n — d denote the number of bids that are sampled randomly from D. Let ¢t = | J ],
and 7r be our target expected miner revenue mT'h. We start from an “approximate” solution
Y = %o, -..,¥n) € R" 1 such that 7; = 0 for any i < t, and 7; = [ for any i > t. Our goal is
to find a correction e = (ey,...,e,) € R*! that is zero everywhere except for the indices
i € [24d, z+ 2d] for some z > T such that § + e is a feasible solution to the linear program
Equations (1) and (2). Henceforth, let § := e[z + d, z + 2d] /It be the non-zero coordinates of
the correction, scaled by . Then 6 must satisfy the linear system A(z)d = A, where A(2)
and A are defined as follows:

7 For the special case h = 1, we can just use the parity-based mechanism of Section 2.2.
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If there exists a z* € [[2], [%] + 2d?] such that this linear system A(z*)d = A has a solution
4, then choosing e such that e[z* +d : z* 4+ 2d] = i - § gives a solution ¥ + e that satisfies
Equation (2).

> Claim 4.6. There exists a z* € [[%], [2]+2d?] such that the matrix A(z*) is non-singular,
and

1A oo <

2 2d(d+1) d
(z* + 2d)?4a+ _<d+1> (©)

() vd

When choosing this z*, we have a unique solution § = A(2*)~!A. Moreover, under the given
parameter range, the solution § has bounded infinity norm:

> Claim 4.7. For h > 2 and d < we have [|0]|c < 1.

1/ _h
8 2logh’
For now, we assume that Claim 4.6 and Claim 4.7 are true, and we show how they lead to
Lemma 4.5. The proofs of the two claims appear are given in the online version [34]. To
prove Lemma 4.5, it suffices to show that ¥+ e indeed satisfies the budget feasibility specified
by Equation (1). Since for all ¢ ¢ [2* + d, 2* + 2d], we have §; + e; = J; < i - mid, so we only
need to show that for the correction position z* +d, ..., z* + 2d, the budget feasibility is
satisfied. Substituting ||d]|sc < 1, for each i € [2* +d, z* +2d], we have |e;| < Ti. This implies

that 9 +e; > i — i = 0. Moreover, J; +-¢; < 201 < 3 -m < i-m. Lemma 4.5 thus follows. <

Deferred Materials

In the full online version [34], we further give the complete characterization for finite block
size and the upper bounds on the miner revenue under different settings.
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