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—— Abstract
In 1986 I submitted a note “Short Programs for functions on curves” to the STOC conference. It
was rejected. Since it seemed to be a paper that would only be interesting to a very small group of
people, I didn’t try to publish it, but instead circulated it among people who, I thought, would be
interested in it. However, about 11 years later I was contacted by Dan Boneh, to whom I had given
a copy a few years previously, who said that the algorithm in my paper had important applications.
Since then it has become a core algorithm in the field of “Pairing Based Cryptography”.
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1  Prehistory

The paper that I want to discuss is “Short Programs for functions on curves” [16] which I
wrote in 1986, while I was a member of the Mathematics Department at the IBM TJ Watson
Research Center, and submitted to the STOC conference. It was rejected. Since it seemed
to be a paper that would only be interesting to a very small group of people, I didn’t try to
publish it, but instead circulated it among people whom I thought would be interested.

The main result of the paper was an efficient algorithm for the calculation of the Weil
Pairing for Elliptic Curves over Finite Fields. At the time of writing, the field of Elliptic
Curves was considered a very arcane branch of Number Theory. In 1985 I presented a paper
“Use of Elliptic Curves in Cryptography” [15] at the annual Crypto conference in Santa
Barbara. At the time, and for many years thereafter, using Elliptic Curves for cryptography
seemed to be a very obscure niche. However, it eventually had great effect. For example a
large percentage of the use of public key now uses Elliptic Curves.

The Weil Pairing was introduced by Andre Weil in 1940 [23], and has essential use in the
Number Theoretic analysis of the arithmetic of Elliptic Curves. In response to a challenge
of Manuel Blum, I tried to relate the discrete logarithm problem on Elliptic Curves to the
more familiar problem in the multiplicative group of finite fields (which is what’s used in
the original Diffie-Hellman key distribution protocol), I realized that the Weil pairing might
be able to relate the two groups if it could be computed efficiently. Although it could be
calculated as a ratio of two polynomials in the coordinates of the points, the degrees of
the numerator and denominator were exponential in the size of the inputs. After seeing a
talk by Erich Kaltofen [11], I realized that the needed result could be calculated by a short
straight line program whose length was linear in the size of the inputs. The paper that I
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wrote described the algorithm. It also gave a partial answer to a question raised by Rene
Schoof [19] (in another influential papers that was rejected by the FOCS conference in 1984)
about the structure of an Elliptic Curve group.

2 Influence

The first mention of it was in a talk entitled “Elliptic Curves and Number Theoretic
Algorithms” [12] given by Hendrik Lenstra at the International Congress of Mathematicians
in Berkeley a few months later. I gave a copy of the paper to Burt Kaliski, then a graduate
student at MIT, who used it in an essential way in his Ph.D. thesis “Elliptic Curves and
Cryptography: A Pseudorandom bit generator and other tools” [10], and was the first (that
I know of) to implement the algorithm. I gave a copy to Scott Vanstone at University of
Waterloo who then used the algorithm in his influential paper with Menezes and Okamoto
“Reducing elliptic curve logarithms to logarithms in a finite field” [14, 13].

I also gave a copy of the paper to Dan Boneh in 1994, when he was a graduate student
at Princeton. A few years later, Dan got in touch and asked if it was ok with me for the
Stanford CS department to make of copy of the paper available on the web. He told me that
my algorithm had important applications. Indeed, using the algorithm was a crucial step in
the realization of Shamir’s idea of “Identity Based Encryption” [21] described in the paper
of Boneh and Franklin “Identity-based encryption from the Weil pairing” [4]. Antoine Joux
in “A one round protocol for tripartite Diffie-Hellman” [8] also used my algorithm in an
essential way. The three authors shared the Godel prize [2] for their work.

3 Pairing Based Cryptography

Starting with the papers of Joux, and Boneh-Franklin, the field of “Pairing Based Cryptog-
raphy” blossomed. For a number of years there was a conference on the subject “Pairing
Based Cryptography” [22, 7, 20, 9, 1, 5] I gave the keynote address at the 2009 conference.
Pairing based cryptography is still is a very lively field.

Because of its importance of my paper, Arjen Lenstra asked me in 2003 to write an
extended version of the original paper for a special issue of the Journal of Cryptology, which
appeared the next year [17] . According to Google Scholar, the unpublished manuscript has
483 citations in the published literature, and the extended version has 805 citations. Both
are still being cited, with 28 citations in 2023.

4 Lasting Influence

Because it is now such an important part of the literature of cryptography, it has stopped
being cited by many papers. A google search for “Miller’s algorithm” “pairing” produces
6250 hits. It has become standard terminology to speak of the “Miller loop” (which gets
5300 hits on google when “pairing” is included). The annual CFAIL conference [6], in 2019,
gave me the inagural “Distinguished Failure Award” for keeping the original manuscript
unpublished for so long. In 2008 NIST hosted a conference on Pairing Based Cryptography
[18]. In the video “Pairings in Cryptography” [3] by Dan Boneh, at the 36 minute mark,
there’s a discussion of my paper being rejected from STOC and its influence.
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Intended Survey

T’ll discuss the applications of the original paper, in particular give a survey of the field of
pairing based cryptography.
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