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—— Abstract

Streaming interactive proofs (SIPs) enable a space-bounded algorithm with one-pass access to a
massive stream of data to verify a computation that requires large space, by communicating with a
powerful but untrusted prover.

This work initiates the study of zero-knowledge proofs for data streams. We define the notion
of zero-knowledge in the streaming setting and construct zero-knowledge SIPs for the two main
algorithmic building blocks in the streaming interactive proofs literature: the sumcheck and polyno-
mial evaluation protocols. To the best of our knowledge all known streaming interactive proofs are
based on either of these tools, and indeed, this allows us to obtain zero-knowledge SIPs for central
streaming problems such as index, point and range queries, median, frequency moments, and inner
product.

Our protocols are efficient in terms of time and space, as well as communication: the verifier
algorithm’s space complexity is polylog(n) and, after a non-interactive setup that uses a random
string of near-linear length, the remaining parameters are noM,

En route, we develop an algorithmic toolkit for designing zero-knowledge data stream protocols,
consisting of an algebraic streaming commitment protocol and a temporal commitment protocol.
Our analyses rely on delicate algebraic and information-theoretic arguments and reductions from
average-case communication complexity.
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1 Introduction

The design and analysis of algorithms in the streaming model is an exceptionally active area
of research, particularly so in recent years (see, e.g., the surveys [46, 45, 20] and references
therein). A streaming algorithm A observes a long data stream x = (x1,..., 2, ), whose size
far exceeds A’s limited memory, one symbol at a time, and computes some pre-specified
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information about z (e.g., statistics such as the number of distinct elements). To successfully
do so, A maintains a summary of the stream that is both small and easily updateable.
Algorithmic techniques and data structures that work under such constraints underpin both
theoretical progress and real-world deployment of algorithms for massive datasets.

However, it has long been known that many natural and important problems are hard in
the streaming model [2]. This motivates the study of protocols for delegation of computation,
whereby a streaming algorithm offloads expensive operations to an untrusted party with large
memory, but can still verify (in low space) that the purported result is correct. Accordingly,
interactive proofs in the data stream model received a great deal of attention in the last
decade [24, 22, 23, 54, 11, 55, 14, 26, 21, 16, 17].

Streaming interactive proofs (SIPs) are delegation-of-computation protocols where the
computationally bounded party is bounded not in its time complexity, but rather in space
and input access. More precisely, an SIP is an interactive protocol between a powerful but
untrusted prover P and a space-bounded streaming verifier V' which has sequential, one-pass
access to a massive input as well as the prover’s messages. We note that prover and verifier
observe the same stream of bits, which only the former can store in its entirety.

Remarkably, SIPs allow low-space streaming algorithms to efficiently verify key problems
in the data stream model that are completely intractable without the assistance of a prover.
Indeed, the aforementioned sequence of works constructed SIPs with polylogarithmic-space
verifiers for a large collection of problems, many of which require linear space for a streaming
algorithm alone (such as the INDEX and frequency moment problems). The underlying power
that enables exponential separations between streaming algorithms and SIPs essentially boils
down to two powerful protocols: sumcheck and polynomial evaluation, which can in turn be
applied to a plethora of problems.

Determining the extent to which SIPs can be augmented with extra features is the natural
next step to a refined understanding of the complexity landscape around them. Our work
focuses on zero-knowledge: ensuring that the protocol reveals no information besides what it
is designed to compute. We remark that this feature widens the array of computational tasks
solvable by mutually distrusting parties, thus supporting numerous cryptographic protocols
currently in use [6, 4, 7].

Despite the fundamental role of zero-knowledge in theoretical computer science (see, e.g.,
[57, 30, 56, 31] and references therein) and the extensive study of SIPs over the last decade, no
zero-knowledge SIPs were known prior to this work. Indeed, it is not obvious a priori whether
they are at all possible: for instance, while traditional zero-knowledge prevents leakage of
information to a polynomial-time adversary about some hard computation on an input x
(e.g., a witness that certifies x is in a language), in the streaming setting a space-bounded
verifier must learn no additional information about x itself — even if its runtime is unbounded.

1.1 Zero-knowledge in the streaming model

Recall that in the traditional setting, which deals with polynomial-time algorithms, a protocol
is zero-knowledge if, for every (possibly malicious) verifier ‘N/, there exists a simulator S‘~/
whose output cannot be told apart (either computationally or statistically) from a real
interaction between P and V by any distinguisher D; and if this holds up to negligibly small
error, the protocol can be safely repeated or composed.

In the streaming model, algorithms are restricted to one-pass sequential access to their
input and the primary resource is space, rather than time. Accordingly, we say that an SIP
is zero-knowledge if ‘7, S and D are streaming algorithms; when V has s bits of memory,
the simulator has roughly s space and we allow the distinguisher D to have an arbitrary
poly(s) amount of memory. (See Section 4 for formal definitions.) Albeit similar, this notion
is distinct to its poly-time analogue in two fundamental ways.
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Negligible distinguishing bias is a robust notion of security in the setting of polynomial-
time computation because it prevents polynomial-time adversaries from boosting their
advantage by repeating (polynomially) many executions. However, in the data stream model,
the one-pass restriction on input access precludes this strategy altogether; indeed, streaming
problems often become trivial with a single additional pass. We therefore define secure
protocols as those achieving o(1) distinguishing bias, which ensures that the probability
of information leakage tends to zero. (See Remark 14 for a more detailed discussion of
alternative “hybrid” models and security bounds.)

The second crucial distinction is that the notion of zero-knowledge for SIPs is unconditional,
i.e., does not rely on computational assumptions, faithfully to the nature of the data stream
model. This differs markedly from past work on zero-knowledge protocols where the verifier
is able to process incoming messages in a streaming fashion (e.g., [34, 22]), whose zero-
knowledge property is still with respect to the standard setting: while the honest verifier is a
streaming algorithm, the protocols are only secure against polynomial-time adversaries. In
this work, adversaries are also streaming algorithms.

This paper explores the extent to which zero knowledge streaming interactive proofs
(zkSIPs) can outperform streaming algorithms: does there exist a problem they solve more
efficiently? If so, can they do so for a natural problem such as INDEX, or even more ambitiously,
achieve an exponential reduction in the space complexity for key problems in the data stream
model?

1.2 Main results

Our main contribution is a strong positive answer to the questions above, providing the tools
to construct zero-knowledge streaming interactive proofs for essentially any problem within
the reach of current (non-zero-knowledge) SIPs.

In more detail, our main results are zero-knowledge versions of the two building blocks
underlying all known SIPs: the sumcheck and polynomial evaluation protocols, from which
we derive zkSIPs for central streaming problems in Section 1.3. In doing so, we obtain
exponentially smaller space complexity for the fundamental INDEX and frequency moment
problems (among others) when compared to streaming algorithms alone.

We remark that all our zkSIPs are two-stage protocols with a setup and an interactive
stage. The setup is non-interactive and consists merely of a random string (see Section 2.3),
which can be reused in multiple interactive executions (of possibly different protocols).!
With this simple preprocessing step, we achieve essentially optimal time and communication
complexities (i.e., subpolynomial or even polylogarithmic — as do the best non-zero-knowledge
SIPs — and dramatically smaller than the complexity of streaming the input) in the interactive
stage.

Sumcheck Zero-Knowledge SIP

In the SUMCHECK problem, the goal is to compute the sum of evaluations of a low-degree
polynomial over a large structured set (a subcube). Protocols for SUMCHECK are some of the
most important building blocks for interactive proofs, and are extremely useful for SIPs in
particular.

1 We also remark that omitting the setup yields an honest-verifier (but not malicious-verifier) zkSIP with
n°M communication complexity.
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We state the following theorem in generality, but note that standard parameter settings
imply space complexity s = polylog(n) as well as O(n'*?) (for any constant § > 0) and
n°M) communication in the setup and interactive stages, respectively. (The time complexity
is of the same order as the communication in both stages.) This is the case in all of our
applications.

» Theorem 1 (Theorems 47 and 48, informally stated). There exists a zkSIP for SUMCHECK
where, for m-variate low-degree polynomials over F, the verifier uses s = O(m? log |F|) bits
of space. The SIP communicates O(|F|™) bits in its setup and |F|'°¢'°® FI+OM pits in the
interactive stage.

The round complexity (the number of messages sent or received by each party throughout
the SIP) is m 4 O(1), a small constant larger than that of the standard sumcheck protocol.

We stress that while sumcheck is traditionally used (in the polynomial-time setting) to
verify exponentially large sums in polynomial time, this is not the goal of the streaming
variant, as sums of evaluations over a large set can be obtained incrementally for functions
computable in low space (a class that includes polynomials).

Nevertheless, the sumcheck protocol achieves exponential savings in space complexity
for problems that require large space without interaction: it enables efficient verification of
sums of polynomials implicitly defined input defines implicitly, which require linear space to
compute otherwise.

Polynomial Evaluation Zero-Knowledge SIP

We proceed to our second main result: a zero-knowledge SIP for the polynomial evaluation
problem PEP, which consists of computing a low-degree polynomial at a single point (revealed
after the description of the polynomial). It allows a streaming algorithm to recover data that
was seen but not stored, by saving a small fingerprint of the stream. Similarly to sumcheck,
general-purpose PEP protocols are widely applicable to the design of SIPs.

» Theorem 2 (Theorems 35 and 36, informally stated). There exists a zkSIP for PEP where,
for m-variate low-degree polynomials over F, the verifier uses O(mlog |F|) bits of space. The
communication complexity is O(|F|™) in the setup and poly(|F|) bits in the interactive stage.

As in Theorem 1, standard parameter settings imply zkSIPs with polylogarithmic space,
n°M time and communication complexity (in the interactive stage)? as well as near-linear
communication in the setup. The round complexity is O(1).

1.2.1 Streaming commitment protocols

En route to proving Theorems 1 and 2, we construct tools for the design of zkSIPs which
we find of independent interest. Namely, we provide two types of commitment protocols for
streaming algorithms.

We remark that in the polynomial-time setting, the existence of secure commitment
schemes is equivalent to the existence of one-way functions [43, 47, 42], so it may seem
surprising that our results hold unconditionally. However, in the incomparable model of
streaming algorithms, which are not time-bounded, but are instead severely constrained with
respect to space and input access, we show that no cryptographic assumption is needed.?

2 A nontrivial security guarantee still holds with polylog(n) communication, but with n°1) the protocol
becomes secure against arbitrary polylog(n)-space adversaries; see Remark 38.

3 We refer to commitment protocols rather than schemes in the streaming model to avoid ambiguity with
the polynomial-time analogue; see Definition 17.
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Streaming algebraic commitment protocol

The following result shows that not only does a streaming commitment protocol exist, but
that it can be made linear; that is, the sender may commit to a sequence of messages and
decommit to a linear combination thereof, with linear coefficients of the receiver’s choosing.

» Theorem 3 (Theorem 24, informally stated). There exists a commitment protocol whereby
an unbounded-space sender commits a tuple o € F* to a streaming receiver and decommits to
a linear combination o - 3, with linear coefficients B chosen by the receiver. The receiver’s

space complexity is O(Llog [F|) and the protocol communicates O <|]F|3€> bits.

Temporal commitment protocol

The second component is a new notion of a streaming commitment, which we call temporal.
This protocol allows a streaming verifier to “timestamp” its message, providing evidence
that it was chosen before streaming a particular input.

» Theorem 4 (Theorem 33, informally stated). Let ' be an alphabet and A a space-s streaming
algorithm with s = polylog [I'|. If A streams z ~ T’V and v is large enough, the following
holds: independently of its computation after z, with high probability A can output at most s
symbol-certificate pairs («,i) € I' X [v] such that o = z;.

In other words, A(z) cannot remember more than s symbol-certificate pairs for the string
z; and the bound is unchanged if A obtains information uncorrelated with z after reading
the stream.

1.3 Applications

Recall that Theorems 1 and 2 provide zero-knowledge versions of the general tools that
essentially underlie all known SIPs, namely, the sumcheck and polynomial evaluation protocols.
We demonstrate the power and flexibility of our tools by deriving from them explicit zkSIPs
for streaming problems of fundamental importance: INDEX and FREQUENCY-MOMENT, as
well as POINT-QUERY, RANGE-COUNT, SELECTION and INNER-PRODUCT.

As mentioned in the previous section, while the following statements highlight space
complexities, the communication complexities are n°) in the interactive stage and O(n'*?)
for arbitrarily small § in the setup stage.

In the INDEX problem, a streaming algorithm reads a length-n string x followed by an
index j € [n], and its goal is to output ;. INDEX is a hard problem for streaming algorithms,
requiring linear space to solve [49]. By instantiating our zkSIP for polynomial evaluation
with respect to the low-degree extension of the input evaluated at the index j, we obtain the
following.

» Corollary 5 (Corollary 39, informally stated). There exists a zkSIP for INDEX with logarithmic
verifier space complexity.

Note that this matches the space complexity of the non-zero-knowledge SIP of [14, 15].

In the FREQUENCY-MOMENT}, (or F}) problem, an algorithm streams z € [¢]" and its
task is to compute Fj(z) =3,y ©F the k' moment of the frequency vector (1, ..., ),
where ; is the number of occurrences of ¢ in x. This is a central problem in the streaming
literature, which is well known to require linear space to compute [2]; by instantiating our
sumcheck protocol with respect to the low-degree extension of the frequency vector, we obtain
a zero knowledge protocol for the exact computation of Fj.

2:5
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» Corollary 6 (Corollary 50, informally stated). For every ¢ € [n] and k, there exists a zkSIP
that computes Fy, with polylog(n) verifier space complezity.

Lastly, we illustrate the flexibility of our protocols by constructing additional zkSIPs for
several other problems: POINT-QUERY (where the input is a stream of integer updates to an
{-dimensional vector y followed by an index j and the task is to output y;); RANGE-COUNT
(where the input is a sequence of points in [¢] followed by a range R C [¢] and the task is to
output the number of occurrences in R); SELECTION (which generalises the computation of
the median); and INNER-PRODUCT (where the task is to output the inner product between
the frequency vectors of a pair of streams).

» Corollary 7 (Corollaries 41, 43, 45, and 52, informally stated). There exist polylog(n)-space
2kSIPs for POINT-QUERY, RANGE-COUNT, SELECTION and INNER-PRODUCT.

1.4 Related work

This work builds on the line of research on streaming interactive proofs, initiated by [12, 13]
and actively investigated over the last decade [23, 24, 22, 11, 55, 38, 14, 26, 1, 21, 15, 29, 17].
These sublinear interactive proofs are also closely related to proofs of proximity [52, 36, 39,
40, 33, 51, 19, 32, 37, 25].

Indeed, our two main results can be seen as zero-knowledge versions of the main techniques
in [15] and [22]: respectively, a polynomial evaluation and a sumcheck protocol. (We note
that while [18] construct a zero-knowledge sumcheck protocol via an algebraic commitment
scheme, their model and techniques are completely different.)

Past work has studied zero-knowledge protocols where the verifier is able to process
incoming messages in a streaming fashion (e.g., [34, 22]), but their zero-knowledge property
is with respect to the standard, polynomial-time, setting; that is, while the honest verifier is a
streaming algorithm, the security of the protocol holds against polynomial-time adversaries,
whereas we consider adversaries that are also streaming algorithms.

We note that while unconditional cryptographic primitives such as bit commitments and
key agreement are achievable in the bounded-storage model (see, e.g., [35] and references
therein), the security guarantees are weaker, allowing at most a quadratic, rather than
arbitrary polynomial, gap between honest and malicious parties. Recent work on the
streaming variant of the model [27, 28] is more closely related to ours. However, they do not
construct commitment schemes and, more importantly, these results assume bounds on the
space of both parties; therefore, they do not immediately apply to statistically sound proof
systems such as those considered in this work.

We also note that while zero-knowledge proofs within sublinear models of computation
have been actively explored in the last decade (e.g., [8, 44]), our work is the first to do so in
the streaming model.

1.5 Open problems

This work opens several avenues for future research; in this short section, we highlight four
particularly compelling directions.

Achieving zero-knowledge versions of the main building blocks in the SIP literature
suggests a natural question: can all SIPs be endowed with zero-knowledge? That is, denoting
by SIP (respectively, zkSIP) the class of languages that admit SIPs (respectively, zkSIPs)
with polylog(n) space complexity, we raise the following problem.

» Open problem 1. Is SIP equal to zkSIP?



G. Cormode, M. Dall’Agnol, T. Gur, and C. Hickey

In our two-stage protocols, the communication complexity is dominated by the setup (a
reusable random string of near-linear length); the remainder of the protocol is extremely
efficient, with n°() (or even polylogn) communication and time complexity. Making this
parameter sublinear would be a major step towards practical applicability.

» Open problem 2. Can zero-knowledge SIPs achieve sublinear communication complexity?

Lastly, recall that the notion of security in this work is (unconditional and) computational,
where streaming adversaries detect a simulation with at most o(1) bias. It is natural to ask
whether stronger notions are achievable — both with respect to an adversary’s capabilities
and feasible security bounds.

» Open problem 3. Are there SIPs with statistical (or even perfect) zero-knowledge?

» Open problem 4. Can security bounds of ——— or ﬁ be obtained for computational

poly(n)
2zkSIPs?

Organisation

The rest of the paper is organised as follows. In Section 2 we give a high-level overview of
the challenges and the techniques we use to endow SIPs with zero-knowledge. We briefly
discuss the preliminaries for the technical sections in Section 3, and, in Section 4, formally
define the notion of streaming zero-knowledge and discuss key conceptual points. In Section 5
we construct the two commitment protocols that comprise the main components for our
polynomial evaluation and sumcheck protocols. We construct the protocols, prove their
zero-knowledge property and show applications for them in Sections 6 and 7, respectively.

2 Technical overview

We provide a high-level overview of the techniques we use and build upon in this paper.

For concreteness, we illustrate our methodology by focusing on the construction of zero

knowledge SIPs for one of the most fundamental problems in the data stream model: INDEX.

We begin with a bird’s eye view of our ideas and the challenges that arise in their
implementation. The starting point of our efforts is Section 2.1, where we describe the
polynomial evaluation protocol (pep), from which a (non zero-knowledge) SIP for the INDEX
problem follows. An attempt to make this protocol zero-knowledge faces two fundamental
challenges, which we address in Sections 2.2 and 2.3 via the construction of two types of
streaming commitment protocols.

In Section 2.4, we apply the foregoing protocols to obtain a streaming interactive proof
for INDEX and provide an overview of the proof of its zero-knowledge property, which requires
an involved simulator argument. Finally, Section 2.5 sketches another application of this
framework that obtains an additional powerful and flexible tool: a zero-knowledge streaming
sumcheck protocol.

2.1 A starting point: the polynomial evaluation protocol

Recall that in the INDEX problem, a streaming algorithm with s bits of memory receives a
length-n string  over an alphabet T, followed by a coordinate j € [n], and its goal is to
output z; € I'. It is well-known that INDEX is maximally hard for streaming algorithms,
requiring s = 2(n) space for the output to be correct with nontrivial probability.

2:7
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First, note that obtaining an efficient SIP for INDEX is non-trivial even without zero-
knowledge. Indeed, the naive approach of having the prover P reveal the index j before V'
streams x (allowing the verifier to save x;) fails: both parties observe the same stream of
information, so P only learns j long after V' has seen x;. Any communication in an SIP
before the input stream must therefore be independent of it.

Remarkably, an exponential reduction in space complexity is possible despite both prover
and verifier not knowing the index j before it appears in the stream. We recall the SIP in [15],
upon which we build, and argue why it is not zero-knowledge to begin with. Their SIP is an
application of pep, the polynomial evaluation protocol, which enables a small-space algorithm
to recover any element that was streamed but not stored, using only a small fingerprint of
the stream.

We embed the input stream into an object with algebraic structure in a space of size much
larger than n, namely, by viewing z; € F, for a large enough finite field IF, and considering
an m-variate low-degree polynomial 2 that interpolates across all x;; we call the polynomial
% : F™ — F of individual degree d = d(m,n) the low-degree extension (LDE) of z. (Usual
parameter settings satsify d,m < logn and |F| = polylog(n).)

The protocol proceeds as follows. The verifier samples a random evaluation point p ~ F™
and computes the fingerprint &(p), which can be evaluated in low space via standard online
Lagrange interpolation. After V' learns j, it enlists P in the recovery of x;: it sends P a line
L :F — F™ incident to j (viewing this index as an element of F) and p, where L(0) = j
and L(p) = p for a random p ~ F, whereupon P replies with the (low-degree) univariate
polynomial |, = Zo L.

If P is honest, then V' can easily recover z; = Z(j) = 2/.(0). However, P could easily
cheat if V' made no further checks: the prover could just as well pick o € F arbitrarily and
send any low-degree polynomial g such that g(0) = « to (falsely) convince V' that 2; = o. By
having V" only accept the prover’s claim that z; = g(0) if g also agrees with the fingerprint,
ie., if g(p) = Z(p) = (p), the verifier thwarts this (and any other) attack: since both p
and p are unknown to the prover, to convince the verifier of an incorrect answer g(0) # 2| £(0),
the prover must send a polynomial g # #|, that agrees with % at a random point; and if F
is sufficiently large, the probability of this event (p being a root of the nonzero polynomial
g — #1) is arbitrarily small.

The protocol outlined above is, however, not zero-knowledge: after all, V' learns not only
xj, but the restriction of £ to an entire line L through j (see Figure 1a). Note that learning
the restriction of & to (say) a random line R does not necessarily constitute leakage: V' could
simply compute a few evaluations (rather than only one) of |z, which fully determine the
polynomial. The issue is that L is a function of the coordinate j, which V' does not know
prior to streaming x.

In the next section we will take our first steps towards making the protocol zero-knowledge,
i.e., ensuring that the verifier learns nothing beyond the value z;. Note that the honest V'
only evaluates #|;, at two points, p and 0; what if P could send the evaluations of Z|;, in
“locked boxes” and only open the pair that the verifier needs?

2.2 Curtailing leakage with commitments

To make the foregoing approach more precise, let us first assume the existence of a commitment
protocol that allows P to transmit any field element o to V' in two steps: sending a string
commit(a), from which V' is unable to extract any information about «; and later, upon the
verifier’s request, revealing a field element 3 such that, if 8 # «, then V can detect that the
P is being dishonest.
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(a) V streams z (in blue), learns Z(p) = Z.(p)  (b) A first attempt at preventing leakage: sending
and sends L. The prover replies with £, revealing the evaluation table of #|; in “locked boxes” and
x; and &(p) (in green) along with evaluations of & only unlocking the points checked by the verifier.

that V' cannot learn on its own (in red).

Figure 1 Leakage in the SIP for INDEX via evaluation of the bivariate polynomial # : F? — F,
and an (unsuccessful) attempt to prevent it.

With such a commitment protocol in hand, a natural attempt to prevent the pep
protocol from leaking information is to have the prover P send a commitment to |z, the
restriction of the input’s LDE to the line chosen by V' (rather than sending the polynomial
in the clear). That is, the prover would commit to the evaluation table of #z, sending
(commit(#,(p)) : p/ € F), after which V' can reveal its random evaluation point p and P
decommits only to the evaluations of 0 and p (see Figure 1b). This does indeed reveal less
information (2 rather than |F| evaluations of &), but is still far from what we set out for.

There are two severe shortcomings with this idea; we shall tackle one now and defer
the other to Section 2.3. First we need to ask: what is to prevent a cheating prover from
committing to a function g that is inconsistent with #;,? Indeed, since V' is (by design) unable
to learn the field elements that were committed to, it cannot detect whether the function is
a low-degree polynomial; then a cheating prover may commit to any a # x; = &1 (0) as the
claimed evaluation at 0, while committing to the correct evaluations elsewhere. The resulting
function is not a low-degree polynomial anymore, but V is oblivious to this fact.

Therefore, we require a scheme that allows not only to commit to a function, but to also
ensure it is a low-degree polynomial. We solve this problem by constructing an algebraic
commitment protocol, whereby P commits to a set of field elements and can decommit to any
linear combination of them. Then P may commit to d + 1 points — which uniquely determine
a degree-d polynomial g — and V requests a decommitment to the linear combination that
coincides with g(p) (see Figure 2). We next present the basic commitment protocol, and
then extend it to be algebraic.

The basic protocol

Recall that our goal is to construct a commitment protocol between asymmetric parties,
allowing a computationally unbounded P to send and later reveal a message a € F to a
low-space verifier V. We focus on the first step, where P sends a hidden message, and deal
with how to reveal it later. A natural attempt is to play the prover’s strength against the

2:9
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N\ N\
\ |l
N\ N\
AN N\
N N
(a) Commitments to an interpolating set of Z|r. (b) Decommiting to a point outside the interpol-
ating set.

Figure 2 Preventing leakage by committing to & as an interpolating set for the polynomial. To
decommit to an evaluation outside the set, the scheme must be algebraic.

verifier’s weakness: we know, from the hardness of INDEX, that the space limitation of V'
prevents it from recalling an item from a long stream whose position is only revealed later;
we can thus have P send a long stream y with the message hidden at a coordinate k that is
revealed at the end.

While the idea seems intuitively sound, there are nontrivial issues to address. For example,
the string-coordinate pair (y, k) should not have any structure from which V' could extract
information, which we can ensure by sampling both uniformly at random; but to prove
security for this strategy, INDEX must be hard to solve on average. Luckily, reductions from
one-way communication complexity enable us to prove this fact: one-way protocols where
Alice receives x ~ {0,1}"™ and sends an s-bit message to Bob, who receives j ~ [n] and
attempts to output x;, succeed with probability at most 3 + O(+/s/n) [49]. We show that
the bound extends to larger alphabets, carrying over to space-s streaming algorithms (see
Proposition 21 and Lemma 25).

In short, we have P encode its message o € IF as the solution to a random INDEX instance,
exploiting the problem’s average-case hardness to ensure that V is unable to extract «; more
precisely, P sends a uniformly random string-coordinate pair (y, k) and then the “correction’
v = a — yi.* Of course, the discussion thus far only shows how P can commit; but we also
need a decommitment protocol whereby V' can check that P is being honest when it reveals
B (which may or may not coincide with the message a). Fortunately, we already have a tool
V' can use to solve INDEX with an untrusted prover’s assistance! The decommitment thus

)

consists of an execution of pep by P and V with respect to the instance (y, k): this allows V'
to learn y; and check that v + y, = 3, i.e., that the correction - sent earlier matches the
(alleged) message.

Recall that we are building technical tools towards a zkSIP for INDEX, so we ultimately
exploit the hardness of a problem to solve an instance of the same problem. Should we not
expect, then, that the same leakage issues should arise with respect to the “virtual” instance

4 We remark that while replacing y;; with a (rather than sending a random element and a correction
later) looks simpler, then (y, k) ceases to be a random INDEX instance, and it is not clear how to show a
reduction from INDEX.
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(y, k) as they did with the “real” instance (x,j)? While this may appear to be circular
reasoning, we stress that revealing evaluations of ¢ leaks no information whatsoever about
the input; indeed, (y, %) is a uniform random variable that is independent of (x,j). Put
differently, V' only obtains information about uniformly random strings that are completely
uncorrelated with the input. See Section 5.2 for details.

Making the scheme algebraic

We now extend the foregoing idea into an algebraic protocol, which allows P to commit
to a tuple of field elements o = (avy, ..., ap) and decommit to a linear combination « - 3.
(Committing to a polynomial and decommitting to an evaluation follows as a special case; see
Section 5.1.) Note that such an extension seems to follow if linear combinations “commute
with commitments; that is, by showing that linear combinations of a fingerprint (as defined
in Section 2.1) match a fingerprint of the linear combinations, we should be able to use
essentially the same strategy of the basic scheme: committing with a random INDEX instance
and decommitting with pep. Details follow.

”

Consider a trivial extension of the scheme that allows P to transmit a pair of messages
a,a’ € F: sending two independent commitments (y, k, o« — yx) and (v, k', o/ — y}.). The
key observation is that, if V' saves two fingerprints at the same evaluation point p, then
linear combinations and low-degree extensions do commute: for any 3,3 € F, defining
z = Py + By, we have 2(p) = B9(p) + 5’9’ (p); in short, evaluating a low-degree extension
is a linear operation.

A problem still remains, however: since k # k' with overwhelming probability, an
execution of the pep protocol enables V' to learn z; = Py + ['y,.; but the correction for
y’ refers to another coordinate k' # k (with overwhelming probability). We address this
issue by hiding both messages at the same index, i.e., setting k¥’ = k and only revealing the
coordinate after both i and y’ are sent; see Section 5.3 for details.

2.3 From honest to malicious verifiers: temporal commitments

Recall that a source of leakage in the INDEX protocol of Section 2.1 is the prover P sending
the restriction of & (the LDE of the input) to a line L in the clear. In the previous section, we
constructed a prover-to-verifier scheme that enables P to commit to a low-degree polynomial
and decommit to a single evaluation of it. We may then use it to modify the original protocol,
having P instead commit to #|;, and decommit to the points inspected by V.

While this modification amounts to significant progress — indeed, it achieves an honest-
verifier SIP for INDEX— there is a second major challenge to address. The issue is that if
a verifier 1% cheats, it can use the protocol to extract information that it could not have
learned on its own, as we will see next. The goal of this section is to describe a strategy that
prevents leakage of information without requiring that V behave honestly; in other words,
we would like to make the protocol malicious-verifier zero-knowledge.

Concretely, consider the (cheating) verifier V that ignores the input string x, reads j and
requests the line through j and j + 1 from the prover. P then commits to the restriction of
Z to this line and decommits to the evaluation of the LDE at both j and j + 1. This reveals
x; and 41 to V, which shows clearly that the modified protocol still leaks: x; is the only
information the verifier should learn that it could not have computed on its own, but the
protocol also reveals x;41 (which is just as hard to compute as the ;' coordinate).

2:11
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An idealised scenario: V-to-P commitments

Let us assume, for the moment, that there also exists a commitment protocol in the reverse
direction, allowing V' to commit and later reveal a message to P. We will show how, in this
idealised setting, we can prevent information leakage altogether. Note that the difficulty
posed by a malicious verifier V is the usage of an allegedly random evaluation point p that
is, in reality, a function of the input.

If Vv proves that p is indeed random, however, we may conclude that V could have
computed Z(p) alone — and thus that no leakage occurs. The idealised scheme allows V to
do (almost) that, by having it commit to p before reading the input stream and decommit to
it at a later step (after the prover’s commitment). While this does not ensure p is random,
the fact that V cannot decommit to anything other than p constrains its evaluation point to
be chosen before the input stream, so that it cannot be a function of the input.

Of course, it is not at all clear that such a commitment protocol, allowing a weak
computational party to commit to a computationally unbounded one, even exists; after all,
the commitment step generally exploits their very difference to hide the message, as we did
in the previous section. Is this just wishful thinking?

The solution: a temporal commitment

We will now see that, perhaps surprisingly, we can once again exploit the space limitation of
V to accomplish this goal. What we obtain in fact falls short of a full-fledged commitment
protocol: roughly speaking, the temporal commitment will enable a space-s verifier V to
reveal not one, but s messages. But this collection is still determined before the input, so
that it remains fit for purpose (incurring a small overhead in the simulator algorithm that
we discuss in the following section).

As discussed above, we cannot expect V to be able to send a hidden message to P:
however V may try to hide it, P can simply store the entirety of the communication and
extract the message itself. Since sending is out of the picture, could V instead commit by
receiving a message? Note that, while somewhat counter-intuitive, this would allow V to play
what is essentially its only strength, its private randomness, against P. Recall, moreover,
that there is a temporal aspect to the positions of a long stream z that V can remember: if
it remembers z;, this can be seen as evidence that i was determined no later than when z
was seen.

Let us now make the idea more precise, and construct our verifier-to-prover temporal
commitment protocol. The main idea is to impose some cost onto the ability of V to “unlock”
the decommitment from P, without overly constraining the honest verifier V. Note that after
P sends the commitment to a low-degree polynomial, having V' reveal the point p = L(p)
at which it computed £ is not a problem (as opposed to revealing p before P sends the
polynomial, which allows the prover to cheat easily). Therefore, we will have V reveal its
alleged evaluation point p along with a certificate ¢(p) that shows V selected the point before
seeing the input stream. P will only proceed with the protocol if the certificate is valid; if
not, it aborts to prevent V from learning information beyond its reach.

Given that the verifier’s scarce resource is space, we design this certificate to require a
number of bits that is not too large and yet not negligible; then the honest V' should have
no trouble, as it only needs to remember one piece of information, whereas the malicious 1%
described before would need to store a certificate for the evaluation point j 4+ 1, which it
does not know before reading x.
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We thus prepend our INDEX protocol with a step where P sends V a long string z
containing all possible evaluation points (i.e., the entire domain) of the low-degree extension
%.°> Now, if V wants the prover, in the future, to decommit to a polynomial evaluation at
the point p, it must offer evidence that p is uncorrelated with the input stream: V does so
by revealing p along with the coordinate i that contains p in z; i.e., the certificate for p is
¢(p) = i, the coordinate satisfying z; = p.

The temporal commitment indeed achieves what we set out for: regardless of what 1%
does, as long as its space is bounded we are able to extract the points it may ask P for in
advance of its streaming of x (see Section 5.4). Note that the commitment is non-interactive
(consisting of a single message from P to V') and need not be rerun if the verifier streams
multiple inputs; we shall use it as the setup stage of our protocol. Its analysis is subtle and
involved: it begins with a study of a variant of INDEX in the one-way communication model
that we call RECONSTRUCT, where, upon receipt of a message from Alice, Bob outputs a
guess for every coordinate of the input string rather than for only one. Using tools from
information theory, we obtain an upper bound on the expected number of correct coordinates,
which we call the protocol’s score.

Next, we use the expected score bound of RECONSTRUCT to prove a related upper
bound for a problem we call PAIR: a variant of INDEX where Bob, rather than receiving
the coordinate to be recovered as part of the input, is free to choose it. The implication
is that any protocol for PAIR has a small number C' of indices such that the output of the
protocol is outside C' and yet correct (i.e., a pair (4,2;) with ¢ ¢ C) with arbitrarily small
probability. This will underpin the simulator argument that ultimately shows our protocol is
zero-knowledge, which we sketch in the next section.

2.4 A sketch of the zero-knowledge INDEX protocol

We now have all of the components necessary to sketch a zero-knowledge streaming interactive
proof for INDEX. Recall that we constructed a prover-to-verifier algebraic commitment protocol
in Section 2.2 and a verifier-to-prover temporal commitment in Section 2.3. We will now
compose them in the appropriate order, using the temporal commitment to constrain V' to
choose its inner randomness before reading the input stream; and the algebraic commitment
to ensure P only reveals what the verifier needs. The protocol follows.

Parameters

Without loss of generality, we consider the alphabet over which the input string is defined
to be a field of size |F| = ¢; that is, 2 € F". We also fix two additional parameters, d and
m, which characterise the low-degree extension Z : F™™ — F as an m-variate polynomial of
individual degree d. We assume all parameters are known to P and V in advance.

Setup: verifier-to-prover temporal commitment

P sends V' a permutation of F™ as a string z (of length v = ¢™). Before receiving the string,
V samples p ~ F™ and then streams z. When it sees p at the ¢'! coordinate of z, the verifier
stores £.

5 In fact, any given point has a small probability of being absent from the string. We ignore this issue in
the technical overview.
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Step 1: input streaming

V streams the input string = and records the fingerprint &(p) as well as the target index j.

Step 2: prover-to-verifier algebraic commitment

V samples p ~ F and sends P the line L : F — F™ through j and p (satisfying L(0) = j and
L(p) = p).

P sends x; = |1,(0) (in the clear) and an algebraic commitment (y,7, k) to the remainder
of an interpolating set of the degree-dm polynomial Z|, : F — F, i.e., to the field elements
#1,(i) for all i € [dm]. The commitment consists of a random matrix y ~ F¥™*? with dm
rows and a large enough number p of columns; a random (column) coordinate k ~ [p]; and
the correction tuple v satisfying v; = 2|(i) — yix-

V samples (another) evaluation point o and computes the fingerprint y(o,8) =
>, BiGii(o), where the tuple B satisfies >, 821 (i) = &(p);° it also computes v = >, B
and stores k.

Step 3: temporal decommitment

V reveals its fingerprint’s evaluation point p along with the index ¢ where it appeared in z.
The prover checks that z; = p, and only continues to the final step if the check passes.

Step 4: algebraic decommitment

P and V engage in the decommitment of the k' coordinate of the string 3’ = B -y (the
linear combination of the rows y; with coefficients 3;).” V outputs the (alleged) x; if the
decommitment is consistent with &(p), and rejects otherwise.

In an honest execution of the above protocol, the final decommitment reveals

y;c = Zﬁiyik
= Zﬁi (21.() — %)

so that V', having stored Z(p) and ~y, can indeed perform this consistency check (which shows
the protocol is complete). The protocol’s soundness follows from that of pep, noting that
none of the mechanisms we add harm soundness (indeed, the last check relies, as does pep,
on a random evaluation of the low-degree extension), while zero-knowledge, which we discuss
next, follows from the correctness of our commitment protocols.

Proving the zero knowledge property

We conclude with a discussion of the simulator argument for the protocol laid out in this
section. Recall that proving zero-knowledge for the foregoing protocol entails the construction
of a simulator S, a streaming algorithm with knowledge of z; and roughly the same memory
as V, which is able to interact with V without it being able to tell whether it is communicating
with S or P.

6 Note that 8; is determined solely by i and p: it is the evaluation x;(p) of the *® Lagrange polynomial.
7 This requires P to know the linear coefficients 3, and, while we could have the verifier send them, this is
not necessary: P learns p in step 3, which allows it to determine p = L™"(p) and thus 8 = B(p) as well.
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Roughly speaking, S does the following: after the temporal commitment step, it inspects
the memory state of V and records (almost) all the points to which V can decommit; as
shown in the last section, this is a relatively small set C'. It then streams the input and
records #(p) for all p € C.8 Upon receipt of a line L from \N/, the simulator computes and
commits to an arbitrary low-degree polynomial g that interpolates across the points in L N C.
When V requests the algebraic decommitment to obtain an evaluation of g, the simulator
checks that the evaluation point p is contained in C' (in which case g(p) matches a fingerprint
Z(p) known to S), proceeds with the decommitment if that is the case, and otherwise aborts.

We note that implementing the strategy above raises yet another challenge, namely,
extracting the set C' of evaluation points from the description and memory state of V. This
is accomplished via a form of white-box access to ‘7, see Section 4.

The simulator S is thus able to generate the transcript of an interaction where the
message |7, of the algebraic commitment is replaced with another low-degree polynomial g
whose evaluations match 2|, at all points where V is able to temporally decommsit. Then,
distinguishing between a real and a simulated transcript amounts to distinguishing an INDEX
instance whose solution is |7, from one whose solution is g.

We prove that any streaming algorithm that does so with nontrivial bias implies a one-way
communication protocol for INDEX with a small message, contradicting the known hardness
of the problem. We remark that the reduction is rather nontrivial, as we must insert an
INDEX instance into the algebraic commitment (y, -y, k) while ensuring the decommitment
can be simulated without any knowledge about the instance. See Theorem 36 for details.

» Remark 8 (Superpolynomial to near-linear communication). We stress that, while we may
prove zero-knowledge with the strategy above, the natural reduction from INDEX is over
a large alphabet I' = F%"  But then, for indistinguishability to follow, the length p of
the temporal commitment must be ¢%™, which implies superpolynomial communication
complexity.

We avoid this blowup via Lemma 25, which shows that an INDEX (one-way) protocol for
large alphabets implies another protocol for the binary alphabet with only a mild loss to its
success probability; this restricts our ambient field to be an extension of Fo, but reduces the
superpolynomial complexity to barely superlinear.

2.5 A general-purpose zero-knowledge SIP: sumcheck

Lastly, we briefly mention how the commitment protocols developed in Sections 2.2 and 2.3
can be used not only to solve INDEX (and, more generally, the polynomial evaluation problem),
but also to construct another widely applicable tool: a streaming zero-knowledge sumcheck
protocol.

As before, we start with an SIP that is clearly not zero-knowledge: the standard sumcheck
protocol leaks hard-to-compute sums over subcubes. By carefully using the algebraic and
temporal commitment protocols, we can also endow the sumcheck protocol with zero-
knowledge in the data stream model. However, we note that doing so is considerably
more involved than in the case of INDEX, owing to, among other reasons, several rounds of
interaction with nontrivial dependencies of messages on past communication.

More precisely, we consider a slight variation of the standard sumcheck protocol: while in
the latter every round is followed by a (random) consistency check, we instead defer all such
checks to the end. It is clear that this variant is equivalent to the standard protocol; however,

8 We note that storing C is the most space-intensive task of S, which implies a small overhead to its
space complexity as compared to V; see Theorem 36.
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without the modification, the zero-knowledge property seems to require a strengthening of
the chained commit-decommit strategy we follow. Moreover, rather than a single algebraic
commitment followed by a (single) decommitment, the sumcheck protocol requires many
decommitments; indeed, for an m-variate polynomial f, the prover commits to m partial
sums of f, and each partial sum is involved in two decommitments (for a total of m + 1
decommitments).

Therefore, by extending the techniques that underpin our approach for the INDEX problem
to a multi-round setting, we are able to construct a zero-knowledge sumcheck SIP. Such a
protocol can then be used to compute frequency moments and inner products, problems
known to require linear space without a prover’s assistance [2]. See Section 7 for details.

3 Preliminaries

General notation

For an integer k > 1, we denote by [k] the set {1,2,...,k}. Vectors are denoted with notation
analogous to that of sets, i.e., (a; : ¢ € [k]) denotes the vector (aq,...,ax). We use n to
denote the length of a string that is the input to an algorithm, and poly(n) (respectively,
polylog(n)) to denote an arbitrary polynomial (respectively, polylogarithmic) function in n.

We use lowercase Latin letters to denote positive integers (e.g., d,1,j, k, ¢, m,p,v) or
strings (e.g., x,y, z); r and t often (but not always) denote random strings. Lowercase Greek
letters denote elements of a finite alphabet or field (e.g., «, 3,7), and we reserve p,o for
random elements. Uppercase letters denote either algorithms (e.g., A, B, P,S,V) or sets
(e.g., C, K), with T used as the indeterminate of a polynomial.

When f and g are functions, we sometimes use a € f as a shorthand for a € Im f and
fig for fog;if fis a low-degree polynomial that is communicated in an interactive protocol,
we assume it is sent in a canonical form (e.g., a line is communicated by a pair of points
f(0), f(1)). We use 1[- = o] to denote the delta function at z¢ (i.e., 1[zg = 2] = 1 and
1z = xg] = 0 for & # xp) and log to denote log,.

As integrality issues do not substantially change any of our results, equality between
an integer and an expression (that may not necessarily evaluate to one) is assumed to be
rounded to the nearest integer.

Vectors and matrices

The notation we use for matrices is the same as for strings (lowercase Latin letters), and it
will be clear from context which is the case. When x is a matrix, we use z; to refer to the
i*" row of .

We use vectors or tuples, interchangeably, to refer to elements of a vector space over a
finite field F. Such tuples are denoted with boldface (e.g., &, 3,7) and random tuples are
(similarly to strings) denoted p,o. We use a - B to denote the inner product between the
two vectors, and, when the dimension of @ matches the number of rows of a matrix x, we
use ¢ - x to denote the vector corresponding to the linear combination of the rows of x with

coefficients a, i.e., Y, a;x;. (Equivalently, we assume vectors to be in row form.)

Probability

We use X ~ p to denote a random variable with distribution u, and, for the uniform
distribution over a set S, we write X ~ S. We sometimes make the sources of randomness in
a probabilistic expression explicit, and when we do they are assumed to be independent; e.g.,
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only when X and Y are independent do we write Px., v~ AlE]. The internal randomness
of an algorithm is generally omitted; e.g., P[A(X) = 0] (if the distribution of X is known

from context) or Px~,[A(X) = 0] are shorthand for Px~, [A(X;7) = 0], where 7 is A’s
r~{0,1}™
internal randomness.

We will also make use of the following versions of the Chernoff and Hoeffding bounds.

» Lemma 9 (Additive Chernoff-Hoeffding bound). Let X1,..., X} be independent Bernoulli
random variables distributed as X. Then, for every § € [0, 1],

k
Pr [}C ;X <E[X] - 5] < e 2% gng

k
1 —26%k
Prlk;XiZE[X]Jré < ek

» Lemma 10 (Hoeffding’s inequality). Let Xi,..., Xy be independent random variables
distributed as X € [a,b]. Then, for every 6 € [0,1],

k 2
Pr []i ;Xi <(1-90EX]| < e_( v ) and

k
Pr [,1{ ;Xi > (14 6)E[X]

Algorithms and protocols

We use the same term to refer to computational problems and to protocols that solve them,
but distinguish the two cases with different fonts (so that the pep and sumcheck protocols
solve the PEP and SUMCHECK problems, respectively).

We generally use A, D, S and V' to denote streaming algorithms, while P denotes an
algorithm with unbounded computational resources (including space). A(z) is the output of
an algorithm that receives x as input; when A is a streaming algorithm, z is read sequentially
in one pass, from the first symbol (z1) to the last. When A(z,y, z) reads multiple inputs,
A(y) denotes the partial execution of A after it has read . When the entries of a length-n
string = are taken over a finite alphabet I', we may also use x for the equivalent bit string of
length nlog|T|.

We shall often make use of the minimax principle, and assume, without loss of generality,
that a computationally unbounded algorithm A whose goal is to maximise some value
Ez~p[f(A(z))] (e.g., the probability that A(x) equals z) can be assumed to be deterministic,
and thus given by a function z — a(z); equivalently, A can be taken as the deterministic
algorithm that maximises E[f o a(x)] for the distribution of inputs .

In a protocol, two algorithms P and V interact by exchanging messages in a predefined
order; after all messages have been exchanged, V' chooses an output that we denote (P, V')
and call the output of the protocol. When V rejects or P aborts midway through the
interaction, we assume the algorithm proceeds until the end of the protocol with dummy
messages (e.g., strings of zeroes).

The snapshot of an algorithm is synonymous to its memory state; when A reads a sequence
of more than one input, e.g., A(x,y), the “snapshot of A after ” is the snapshot immediately
before the first symbol of y is streamed (i.e., after A has read and processed the last symbol
of ). When A is interacting in a protocol and sends a message between reading x and y,
the snapshot after x is that immediately before sending the message.
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Low-degree extensions

For any field F and integer k such that |F| > k, we consider [k] C F via a canonical injection
(e.g., taking the image of ¢ € [k] as the field element whose binary representation is the same
as that of £). Accordingly, we write ¢ € F as shorthand for the field element corresponding
to the image of ¢ € [k] via this canonical injection.

For a string y € F¥, the low-degree extension (LDE) with degree d and dimension m where
|F| >d+1and k < (d+ 1)™, denoted g, is the unique m-variate polynomial of individual
degree d that coincides with y in [k]; more precisely, viewing [k] C [d + 1]™ C F™, the LDE
9 : F™ — F is the unique polynomial satisfying §(7) = y; for all i € [k]. Our notation for the
polynomial § omits the degree and dimension, as they will be clear from context.

When y is a matrix, we use §(a, 8) to denote the linear combination of the LDEs of the
rows with linear coefficients 3, i.e., §(c, B) = >, Bili( ).

3.1 Information theory

We will make use of several notions of information theory and approximations of information-
theoretic quantities. The g-ary entropy function Hy: [0,1] — [0,1] is

H,(t) = tlog,(q — 1) —tlog,t — (1 —t)log, (1 —t) (1)

(tlog(q — 1) —tlogt — (1 —t)log(1 — t))

log ¢

— (¢l — 1)+ Ho(t

log g (1 1o8(a = 1) + Ha (1),

where H,;(0) = 0; we also use the shorthand H for H,, which simplifies to
H(t)=H(1—1t)=—tlogt— (1 —t)log(l —t). (2)

We will make use of the following approximation for the (natural) logarithm function:
for 0 <t <1/2,

—t(14+t) <In(1-1¢) < —t. (3)

The (relative) Hamming distance between two strings a, b € I'* over a finite alphabet is
the fraction of coordinates where they differ, i.e., d(a,b) = £|{i € [k] : a; # b;}| € [0,1]. With
v = ||, the volume of a Hamming ball B(b,0) := {a € T* : d(a,b) <6} of radius 6§ =1 —¢,
when k is large enough and ¢ = k! polylog(k), satisfies’

(4)

H.,(5)k H,(5)k
NACTIS |B<b,<s>|=9(7 ' ) T

Vek ) polylog(k)

The entropy of a discrete random variable X taking values in I is

H(X)=-) P[X =a]log (P[X = a]).

acl

9 The lower bound is a simplification of

1 1 1
< A Hy (O (7_7_7) Jors 1 — A%
1B(b,9) = 7 CP\T2k 11~ 120k 126k /231 = 0)k;

since 1/ek = o(1), the numerator is 1 — o(1), and the denominator is of order ©(vek) = polylog(k).
(See, e.g., [41].)
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Every such random variable satisfies
H(X) € [0,log [L]]. ()

The conditional entropy H(X|Y) is the entropy of the conditional random variable, which
satisfies

H(X[Y) < H(X). (6)
If X,Y are independent, then
H(X,)Y)=H(X)+ H(Y). (7)

The last property of entropy we will make use is the chain rule: for random variables
Xla BREE) X’na

H(le--an):ZH(Xi|X17---7Xi—1)- (8)
i=1

For ease of notation, when (X,Y’) are jointly distributed over I'? with marginals p and A,
respectively, we denote the distribution of Y conditioned on X = x as \,. The KL divergence
between the distributions is

Oé
)1
Lu || A) = p(x) Og)\a 9)

acTl

which upper bounds the Euclidean distance between probability vectors via Pinsker’s in-
equality (see, e.g., [10]):

KL(u || M)

PP =2 1
= A < =R (10)
Finally, the mutual information is defined as (and equivalent to)

Ip: ) =1(X:Y) (11)

=1(Y:X)
= HY)—-H(Y|X)
= Ex~u[KL(Ax [[ V).

4  Zero-knowledge streaming interactive proofs

This section motivates and provides a definition of zero-knowledge proofs in the data stream
model. We start by discussing the differences between the streaming and the traditional
settings as well as establish necessary notation. We then we provide a formal definition in
Section 4.1.

The notion of zero-knowledge proofs in a computational model should capture the intuition
that, when engaged in an interactive protocol, a verifier algorithm V should learn nothing
but the truth of some hard-to-compute statement about its input z (e.g., that z is in a
language L). For consistency with the general notion we define zero-knowledge for decision
problems in the streaming model, but remark that the definition extends to search problems
in the standard way (i.e., the verifier V learns nothing but a valid solution to the search
problem).

2:19

CCC 2024



2:20

Streaming Zero-Knowledge Proofs

In the traditional setting, V' can easily store the entirety of x and make polynomial-time
computations without the assistance of a prover. This implies that the sensitive information
a zero-knowledge proof in this setting must not leak is the result of a computation on x
beyond the verifier’s reach, i.e., one that requires superpolynomial time to obtain from the
information available to V. In the streaming setting, however, the notion of “hard-to-compute”
changes dramatically: the model puts space as the primary resource, so that computations
within the reach of V' are those possible with a small amount of space and sequential one-pass
access to the input (but arbitrarily large time complexity). Knowledge then essentially
corresponds to all information that V' cannot compute in low space complexity using its
streaming access. As a result, zero-knowledge streaming interactive proofs (zkSIPs) must
satisfy a much more stringent requirement: that they not leak any information about the
input x itself (which in the traditional setting is fully known to the verifier).

In order to capture such a stringent notion of sensitive information, we define zkSIPs
as protocols such that no streaming algorithm can distinguish a real transcript of the
protocol from one that is generated by a (streaming) simulator. To this end, we first recall
the formalisation of streaming interactive proofs (SIPs) [24] without any zero-knowledge
requirement.

» Definition 11. A streaming interactive proof (SIP) for a language L is an interactive
proof defined by a pair (P, V) of algorithms: a computationally unbounded prover P and
streaming verifier V. with space s = o(n). The verifier engages in an iteractive protocol with
P and streams, at a predetermined step, the bit string x € {0,1}", which P also observes.'’
At the end of the protocol, V' outputs a binary decision (P,V)(x) satisfying

(completeness) if x € L, then P[(P,V)(x) =1] > 2/3; and

(soundness) if x ¢ L, then then P[(P,V)(z) =1] < 1/3.

We call s the space complezity (of the verifier). Note that, while the constant 1/3 is
arbitrary, soundness amplification does not hold for streaming algorithms due to the need
to reread the input; nevertheless, many SIPs (including all those considered in this paper)
allow for improving soundness by a desired factor with a logarithmic increase to their space
complexity (see Section 5.1). We stress that Definition 11 constrains the verifier only in
terms of space, which allows arbitrarily large time complexities for both prover and verifier.
(This is similar to other settings such as communication complexity and property testing,
where the primary resources are communication and queries, respectively.)

Loosely speaking, we capture the notion of zero-knowledge in the data stream model by
saying that an SIP is zero-knowledge if there exists a streaming simulator algorithm S, with
roughly the same space as the verifier V', able to simulate a prover-verifier interaction that is
indistinguishable from a real one; that is, S generates a view of the verifier (defined next)
that no distinguisher algorithm with power comparable to V (i.e., a streaming algorithm
with roughly the same space) can tell apart from a real interaction. We stress that while the
distinguisher D is reminiscent of computational zero-knowledge, the security of our protocols
is information-theoretic and does not rely on computational assumptions.

10The definition could allow for alternating between streaming parts of 2 and communicating with the
prover, as well as adaptively choosing the round(s) on which to read the input. Our protocols do
not require this flexibility, however, so we assume the entirety of = is read at a fixed step along the
communication protocol.
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» Definition 12. Let (P, V) be an SIP with a space-s verifier, where P sends k1 messages to
V' before the verifier streams its input, and an additional ko messages afterwards. Denote
the prover’s messages by y1 € {0, 1}, ... Yk, +k, € {0,1}Pr1+k2: the input by x; and the
verifier’s and prover’s internal randomness by r and t, respectively.
The view of the verifier YN/, denoted ViewP,;(m, 1), is the random variable defined as
Viewpﬁ(x,r;t) = (P YLy ey Yky s Ty Yby 1y -+ o Yk g )

While Definition 12 is similar to its polynomial-time analogue, we highlight an important
distinction: to faithfully correspond to what V sees, the order in which the view is streamed
must be preserved. Indeed, a step-by-step execution of V in an interaction with P corresponds
exactly to its streaming View P;(x,r) one symbol at a time. Order preservation is also
consistent with the input stream = being observed by all parties simultaneously (which are,
in a simulation, ‘7, the simulator S and a distinguisher D).

4.1 Definition

We now ready to give a formal definition of zero-knowledge streaming interactive proofs.

» Definition 13 (zkSIP). Let L be a language and (P,V,S) be a triplet where (P,V) is an
SIP with a space-s verifier V and S is a streaming poly(s)-space simulator with white-box
access to the verifier, streaming access to the input x and additional query access to a random
bit string t.

(P, V,S) forms a zero-knowledge streaming interactive proof (zkSIP) for L that is secure
against space-s’ adversaries if, for any space-s algorithm V oand z € L, the random variables
ViewP;(x,r) and S(‘~/, x,r) are indistinguishable by any streaming space-s' algorithm. That
s, for7eve7“y space-s' streaming algorithm D,

‘]P’ {D(Viewpﬁ(x,r)) accepts} —-P {D(S(f/,x,r)) accepts}

=o(1).

We note that all our applications have s = polylog(n), and the protocols are secure
against adversaries with any space s’ = poly(s) (see Remark 38).

» Remark 14. Recall that the analogue of Definition 13 in the polynomial-time setting requires
a much stronger notion of indistinguishability: negligible (i.e., sub-inverse-polynomial), rather
than o(1), bias. This is necessary for the notion to be robust with respect to poly-time
algorithms, as otherwise repeating polynomially many executions of D would boost its success
probability arbitrarily close to 1.

This raises a number of interesting questions on the achievable notions of security for
zkSIPs: can we obtain tighter bounds, such as 1/ poly(n) or negligible? (Perhaps even in
the statistical case?) An answer to each such question ensures security against one type of
adversary (i.e., distinguisher): we will study the natural threat model where all parties are
streaming algorithms and argue why o(1) is a sufficient bound in this case. Before doing so,
however, we briefly discuss an important alternative.

As explained above, streaming verifiers secure against polynomial-time adversaries require
negligible distinguishability. This has been previously studied, most notably for zero-
knowledge interactive proofs that reduce to evaluating low-degree polynomials defined by the
input and allow for it to be processed in a streaming fashion, such as [34]. (We stress, however,
that such protocols rely on computational assumptions.) An interesting question that we
leave to future work is whether zkSIPs can simultaneously achieve security against different
adversaries — e.g., with negligible bias for poly-time distinguishers (under cryptographic
assumptions) in addition to subconstant bias for streaming distinguishers.
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Recall that a key distinction between the poly-time and streaming settings is the one-pass
restriction of the latter, which prevents even a single repetition of (a streaming) D — indeed,
INDEX trivialises with 2 passes (as do many fundamental streaming problems). In other
words, as the common technique of amplification is unavailable in the streaming model,
o(1) bias is a sufficiently robust requirement that guarantees the probability of information
leakage tends to 0. (We note that the weaker requirement of arbitrarily small constant bias
would also suffice, i.e., the existence of (P:, V;, S.) achieving ¢ bias for every £ > 0. We adopt
the simpler and stronger subconstant version, which our protocols satisfy.)

The streaming simulator

For technical reasons, the simulator is given white-box access to the verifier and explicit
access to a random string. We stress that this auxiliary information is completely independent
of the input. This can viewed as allowing the verifier to obtain some computation about
auxiliary information (about its own strategy, or a uniformly chosen random string), but
learn absolutely zero information about the input stream x.

While white-box access gives the simulator S knowledge of any function of the verifier’s
strategy, we do not require such generality; indeed, we will only be interested in questions
about the most likely messages that 1% may send at a single point of the protocol. As such,
the weaker definition that follows is sufficient.

» Definition 15. Let A be a space-s streaming algorithm that reads an n-bit string y and
outputs an m-bit string z. We define white-box access to A as oracle access to a function
W with two inputs, a snapshot b € {0,1}* and a candidate output z € {0,1}™; the oracle
returns the maximum probability over all inputs y with which A, starting with memory state
b, outputs z; that is,
W(b, z) = ygﬁ;&ﬁn {P[A(y) outputs z when its initial snapshot is b]} .

» Remark 16. While the honest verifier V' does not use a large random string, malicious
verifiers V with this additional resource can readily be simulated by S as above. We assume
hereafter that V has the same resources as the honest verifier, but note that the simulations
extend straightforwardly to verifiers with both white-box access (to their strategies) and
query access to a random string.

5 Algebraic and temporal commitments

A commitment protocol is a two-party protocol (or, more accurately, a pair of protocols)
that allows the transmission of a message from one party to another to be split into two
parts: a commitment, where the message is transmitted in a form that cannot be interpreted
by the recipient; followed, at some point in the future, by a decommitment, where the sender
transmits additional information with which the recipient can read the message. (A useful
analogy is that the commitment amounts to sending a locked box containing the message,
and the decommitment to sending the key.)

In the standard setting [9] we have two parties: a sender and a receiver, which we will
refer to as prover and verifier, respectively. The prover wishes to communicate a symbol «,
and does so by first choosing a random key k and sending another string ¢ = commit(c, k).
Then, at some point in the future, prover and verifier engage in a protocol at the end of
which the receiver obtains @ = decommit(c). (We will refer to the streaming analogue as
a commitment protocol, rather than scheme, to avoid ambiguity with the polynomial-time
analogue.)
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Commitment protocols are extremely useful components for the construction of interactive
protocols, and should satisfy two properties: hiding, i.e., the commitment alone should prevent
the verifier from obtaining a non-negligible amount of information about the message «; and
binding, i.e., the prover should not be able to decommit to a message that differs from the
one it committed to. We will construct a commitment protocol whose hiding property follows
from the average-case hardness of SEARCH-INDEX for streaming algorithms, while binding
follows from the soundness of the pep protocol (which we introduce formally in Section 5.1).

We first formally define streaming commitment protocols. We note that while the
definition that follows can be generalised,'? it suffices to capture our constructions.

» Definition 17. A streaming commitment protocol for alphabet T' (with security parameter
p) and space bound s consists of a function commit: T x K — C, where K C {0,1}? is the
set of keys and C' is the set of commitments, and a space-s SIP (P, V) which satisfy the
following conditions.

Hiding: Fix any pair of distinct messages o, € T' and sample k ~ K. Set ¢ =
commit(c)) = commit(a, k) and ¢’ = commit(8) = commit(B8, k). Every (streaming) space-
s distinguisher D tells the two commitments apart with at most subconstant bias (with
respect to the parameter p); that is,

IP[D(c) accepts] — P[D(c') accepts]| = o(1).
Binding: Fiz k € K and o € T. Then
P[(P,V)(commit(a,k),a) =1] =1,
and for any B # a,
P[(P, V) (commit(a, k), B) = 1] = o(1).

Note that, with some abuse of notation, the binding condition corresponds to (P, V)
being an SIP for the language L = {(commit(a, k),a) : a € T,k € K}.

The next sections introduce the commitment protocols we will use to build our protocols.

Section 5.1 begins by defining the concepts and tools we build upon: low-degree extensions
and the polynomial evaluation protocol (pep). In Section 5.2, we use them to construct
a basic scheme that allows for the communication of a single symbol (which we use as a
stepping stone), based on the hardness of INDEX (or, more accurately, SEARCH-INDEX); in it,
the keys are simply long strings paired with a coordinate, i.e., K = I'? X [p], and commitments
are keys appended with a single extra symbol (i.e., C C TP+ x [p]).

Section 5.3 then extends the construction of Section 5.2 into an algebraic commitment
protocol, which allows for the commitment of low-degree polynomials. In both the basic and
algebraic schemes, hiding is achieved by overwhelming V' with “too much information”, and
can only be broken if a malicious verifier is lucky enough to retain a critical fragment of the
information stream; indeed, as we will see, breaking it amounts to solving INDEX. Binding,
on the other hand, relies on the pep protocol, which we introduce in the next section.

While commitment protocols are not a prerequisite for a zero-knowledge protocol, they
also serve as inspiration for our second main component: Section 5.4 shows how the verifier
can perform a temporal commitment to show its alleged internal randomness is uncorrelated
with its input, and thus that it is not behaving maliciously.

12 A natural generalisation is to parameterise the bias in the hiding property as well as the completeness
and soundness in binding by €p,e¢,e5 € (0,1); our definition has €,,e5 = 0(1) and e, = 0.
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5.1 Low-degree extensions and polynomial evaluation

Fingerprinting is a technique that enables streaming algorithms to approximately verify an
arbitrary coordinate of a long string in small space. It exploits low-degree extensions (LDEs),
extremely useful objects in the design of interactive proofs more broadly.

Given a data set x, viewed as a string of n elements in a finite field F = F;, an LDE is
a low-degree polynomial that interpolates every data point. More precisely, we may view
x as a function z : [n] — F; given a dimension m and defining the degree d as the smallest
(positive) integer such that n < (d+1)™, we can also view z : [d+1]"™ — F by some canonical
injection [n] — [d 4+ 1]™ (padding with zeroes if n < (d + 1)™). Then, as long as ¢ > d, we
can also view (via another canonical injection [d + 1] <— F) the data set as the restriction of
a function from F™ to F.

Standard properties of polynomials imply that if this function is an m-variate polynomial
of individual degree d, then the extension is unique; we thus denote by & : F™ — F the
unique degree-d polynomial whose restriction to [n] is equal to x. Explicitly, with (i1,. .., 4m,)
as the image of ¢ by [n] — F™,

n
L= E szl = E Liy,yeoyin Xit,eesim
i=1 i1 yeeeyim €[d+1]

where the y; are the Lagrange basis polynomials, given by

d+1

+

Oéj—k?
ij—k

—

m
Xi(a17~-~a04m) = H
j=1

k
k

1
1

I

(viewing k € [d + 1] as an element of F); equivalently, the Lagrange polynomials are the
unique m-variate degree-d polynomials satisfying x;(j) = 1[i = j] when i,j € [d + 1]. We
note that LDEs and Lagrange polynomials can equivalently be defined with an injection from
{0} U[d], rather than [d+ 1], to F; then they satisfy the previous condition for all 0 < 4,j < d.
We will use the characterisation that is most convenient, which will be clear from context
(e.g., an LDE that involves the evaluation of a polynomial at 0 is of the latter type).

We will also use x(a) to denote the vector (Xl(a), cee xn(a)) of evaluations of Lagrange
polynomials; note that this allows us to write #(a) as the dot product x(a)-x of n-dimensional
vectors.

Now, given a string x € F", a fingerprint is simply an evaluation of the LDE of = at
a random point, that is, £(p) with p ~ F™. The key property of fingerprints is that they
are extremely unlikely to match for two different strings when the underlying field is large
enough, as a consequence of the Schwartz-Zippel lemma [53, 48].

» Lemma 18 (Schwartz-Zippel). If z,y € Fy are distinct, then Py pm [f(p) = gj(p)] <dm/q.

Importantly for streaming algorithms, fingerprints can be computed with O(dm) time
per entry of the input and O(m) field elements (thus O(mlog ) bits) of space [24].

The polynomial evaluation protocol is an interactive proof that enables a streaming
verifier with a single random evaluation f(p) of a degree-d polynomial f : F™ — F to
evaluate f at any other point, assisted by a prover with knowledge of f in its entirety. Note
that the prover could help the verifier compute f at a point (non-interactively) by simply
sending an interpolating set of the polynomial; but any such set has size (d + 1)™. The pep
(polynomial evaluation) protocol, detailed in Figure 3, allows us to reduce the communication
from O(d™logq) to O(dmlogq) by adding interaction.
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Input: Explicit access to a € F and a set f C {f*: 2 € F"} of m-variate degree-d polyno-
mials over F. Streaming access to (x,8) € F™ x F™.

V: Sample p ~ F™. Stream x and compute f*(p). Store 8.
Compute the line L : F — F™ such that L(0) = 8 and L(p) = p with p ~ F, then send L
to the prover.

P: Compute and send f‘zL.13

V: Compute g(p), where g : F — F is the degree-dm low-degree extension of the sequence of
evaluations sent by P such that g(0) = a.'*Accept if g(p) = f%(p) and reject otherwise.

Figure 3 Protocol pep(f, a).

In order to better compare the original pep protocol with the zero-knowledge version that
we will construct, we consider a general problem that the protocol is able to solve (as in [15]).
We use f as shorthand for a mapping  — f* (or, equivalently, a set f C {f*:xz € F"})
where one evaluation f*(p) can be computed by a space-bounded algorithm that streams x.
The problem PEP(f,«) is to decide whether f*(8) = a when the input stream is x followed
by an evaluation point g € F™.

Assuming an evaluation of f* can be computed by streaming = with O(mlogq) space,
Figure 3 is a streaming interactive proof for PEP(f,a) with communication complexity
O(dmlog q) and verifier space complexity O(mlogq). We note that pep(f, a) can easily be
modified into an algorithm for a search problem without a candidate value « for f*(8), by
having V' output ¢(0) instead of accepting.

It is clear that V accepts in Figure 3 when P is honest; the protocol’s soundness relies on
the fact that if the prover were to send an incorrect g # flmL, it is highly unlikely that it will
agree with the verifier’s evaluation at the (unknown) location p.

In conjuction with the streaming nature of LDEs, (the search version of) Figure 3
yields a simple and efficient streaming interactive proof for SEARCH-INDEX. This SIP,
introduced by [15], has O(log nloglogn) space and communication complexities for a stream
(z,7) € F™ x[n] where ¢ = |F| = polylog(n) (and 8 € F™ is the identification of 7); it is simply
an instantiation of pep where d = 2, m = logn and the function f* = & is the m-variate
(multilinear) LDE of z,'5 an evaluation #(p) of which can be computed incrementally as
values of = are revealed in the stream. Then Z(p) = Z|.(p) allows the verifier to check
that the prover is being honest (i.e., that the polynomial it sent is #z,), as well as to learn
zj = &(j) = 2(0).

Observe that pep is not zero knowledge: the verifier learns all of fl‘”L, which it is not
be able to construct by virtue of only learning 8 (and thus L) after streaming z. Note,
however, that the honest verifier only inspects two evaluations of f"”L, namely, at 0 and p. In
the following sections we construct a commitment protocol that lets the prover only reveal
information about these two points, without sacrificing soundness.

13 Recall that the line L and ff”L are sent in a canonical form: L as the evaluation L(1) and ffL as the
vector (fz oL(i):i€ [dm}) (There is no need to send L(0) = B or f7(0) = f*(B) = «, as they are
known to V.)

4 Note that the Lagrange polynomials in this case satisfy x;(j) = 1[i = j] for all 0 < 4,5 < dm.

15 The space complexity can be reduced to O(logn) with the choice of parameters for ¢, d and m in
Corollary 39.
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Input: explicit access to p,d,m,q € N with p < d™, ¢ > d and F = F,. Streaming access to
y ~ FP followed by a correction v € F and a coordinate k ~ [p].

V: Sample p ~ F™ and compute §(p) = >_%_, xi(p)y; while streaming y.
Store p, k,~v and g(p).

Figure 4 Protocol commit(a).

5.2 A prover-to-verifier commitment protocol

Our commitment protocol, designed to allow an unbounded-space sender to commit to a
streaming receiver, directly uses the (average-case) hardness of the INDEX problem. By
sending a message hidden at a random coordinate, we exploit the fact that any streaming
algorithm requires a linear amount of space to be able to recall a random item from a string
after it has been seen. We begin by formally defining (the search and decision versions of)
INDEX in the one-way communication complexity model.

» Definition 19. SEARCH-INDEX, over alphabet I' and with message length s, is the one-way
communication problem defined as follows: Alice receives a string = € I'™ and sends Bob an
s-bit message a = A(z). Bob receives, besides a € {0,1}?, an index j € [n], and outputs a
symbol b = B(a,j) € I'. The execution succeeds if b = z;.

» Definition 20. DECISION-INDEX () (with alphabet T' and message length s) is the one-way
communication problem defined as follows: Alice receives a string x € I'™ and sends Bob an
s-bit message a = A(x). Bob receives, besides Alice’s message, an index j € [n], and outputs
a bit b= B(a,j) € {0,1}. The execution succeeds if b =1 when z; = a, and b = 0 otherwise.

It is well known that INDEX is extremely hard, even on average and in the one-way
communication model with shared randomness.

» Proposition 21. Any one-way communication protocol (A, B) for SEARCH-INDEX that
sends a message of length s satisfies

PQ;_:ED? [B(A(x),j) = z;] = ﬁ +0 (\/j) .

In other words, the chance of correctly recalling a random symbol is at best slightly
better than uniform guessing if the string p is much longer than the message length s of the
protocol. We note that this bound was known for I = {0, 1} [49], but it extends to larger
alphabets (we provide a proof of this fact in Appendix A.1 for completeness).

The commitment phase of our scheme exploits this hardness result directly: we take
I’ < F where F is a large enough finite field (which will allow us to use pep to decommit)
and have P send the triple (y,a — yx, k) for random y and k as a commitment to . (In
particular, the commitment key is a random string-coordinate pair (y, k)). Loosely speaking,
the protocol has the sender communicate a random stream y with the message hidden at a
random coordinate k, which is revealed after y.

The honest verifier keeps a (random) fingerprint of y, which it can use to validate the
message at yy (see Figure 4), while the decommit stage simply instantiates pep appropriately
(see Figure 5). We note that the inputs listed in the description of the protocols are those
available to the verifier.

Now, we show that Figures 4 and 5 form a streaming commitment protocol, i.e., they
satisfy the hiding and binding properties of Definition 17 if p is large enough; these follow
from the hardness of SEARCH-INDEX and the soundness of pep, respectively.
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Input: « € F, as well as the (parameters and) values stored in the commit stage: k,v, p, §(p).

V: Compute and send the line L : F — F™ such that L(0) = k and L(p) = p with p ~ F.
P: Send g
V: Compute g(p) and g(0), where g : F — F is the degree-dm extension of the sequence of
evaluations sent by P
Accept if g(p) = g(p) and ¢(0) + v = «, rejecting otherwise.

Figure 5 Protocol decommit(c, y, k).

» Theorem 22. Figures 4 and 5 form a streaming commitment protocol with space complexity
s = O(mlogq) when p = ¢* and dm = polylog(q). The protocol is secure against poly(s)-
space adversaries and communicates O(q®logq) bits.

Proof. First, note that the communication complexity is dominated by the prover sending
p = ¢ field elements in the commit step, for a total of O(q>logq) bits.

The binding property is an immediate consequence of the completeness and soundness
of pep: if P is honest, i.e., sends the correction v = a — y; in the commit stage and the

polynomial |, in the decommit stage, then V' accepts, as §.(p) = 9(p) and §.(0) +v = .

(Recall that the line L satisfies L(0) = k and L(p) = p.)

Now, suppose the prover replies with a polynomial g such that g(0) # yx = 9(k) = 9,(0);
then the Schwartz-Zippel lemma (Lemma 18) implies §(p) = §.(p) # g(p) except with
probability dm/q = o(1), in which case V rejects.!® Note that the verifier only needs to store
p € F™ k € [p] and a constant number of additional field elements, for a space complexity
of O(mlogq + logp) = O(mlogq).

To show the hiding property, assume towards contradiction that there exists a streaming
algorithm D with space poly(s) = polylog(g) that distinguishes commitments between some
a €F and o € F\ {a} with constant bias:'7 that is,

Pypr [D(y, k, o — yi,) accepts| — Py pr [D(y, k, o — yi,) accepts| > e
k~[p] k~[p]
for some £ = Q(1). Now consider the following algorithm A for SEARCH-INDEX over the
alphabet F with input (z,j): simulate D on the stream (x,7, j) where v ~ F; output o —
if D accepts, and otherwise output o’ — v. Note that A outputs correctly exactly when
v =a —y, and D accepts, or v = o’ — y; and D rejects; moreover, A can simulate D with
constant space overhead, so that its space complexity is also polylog(q). We will now show
that A solves SEARCH-INDEX with a bias that is too large contradicting Proposition 21.

. 1
P, pr [A(CC,]) = :cj} == IP’xN]Fp [D(:c Jy o —x5) accepts] —|— R [D(x gy’ — ;) re]ects]
i~[p] q ~[p] 4 j~[p]

1
-l <1 + Pyopr [D(J[:,j7 o — ;) accepts] — Py pr [D(J[:,j7 o — ;) accepts])
q ;

Jr~[p] Jr~[p]
> 1+¢
on(l).
=-+Qf-=
q q
Since 1/q = ( poly(s ) owing to s = polylog(q), the result follows. <

16We remark that p need not be sampled from the entire field; the same result holds if p ~ R C F
when R is large enough. This will be useful in proving that our protocols for PEP and SUMCHECK are
zero-knowledge.

17 Note that allowing poly( ) space for D will imply a space-robust indistinguishability property; bounding
it by, say, O(s) or O(s?) would prove a weaker but still nontrivial statement.
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» Remark 23. Just as in pep, the verifier learns much more than than the message §1,(0) =
a € F: it learns all of §1,. Crucially, however, the additional information consists of random
field elements uncorrelated with «. This enables the commitment protocol laid out in this
section to be proven zero-knowledge when the simulator has read-only access to a large
random string ¢, as in Definition 13. (More accurately, such a simulator can perfectly generate
the random variable that corresponds to the view resulting from the commit followed by the
decommit steps.)

Indeed, a simulator with space O(mlogq) and query access to y ~ F? may sample k ~ [p]
and send (y, @ — yg, k) in the commit step; then, in decommit, after receiving the line L, it
computes and sends g, = (§.(¢) : i € {0} U [dm]) by reading the string y an additional
dm + 1 times, computing and sending one LDE evaluation at a time.

However, this basic commitment protocol is not yet sufficient. As discussed in Section 2.2,
it allows P to commit (and decommit) to a single field element; but the prover should be
able to commit to a polynomial and decommit to a single evaluation thereof. In the next
section we show how to accomplish this, by modifying our scheme to make it algebraic.

5.3 Making the commitment algebraic

In this section, we will show how to modify the commitment protocol laid out in Section 5.2
so that the prover can commit to ¢ messages and decommit to a single linear combination of
the verifier’s choosing. As we shall see, this can in fact be accomplished by adapting only
the commitment step.

The idea behind this new protocol is simple, but has an important caveat. If the prover
P wishes to commit to the messages a = (a1, g, . .., o), the obvious solution is to send
(yi, oy — Yik,, ki) for all ¢, a sequence of commitments to each «;. However, the indices
k; where each message is hidden are sampled independently, so that even though taking
low-degree extensions is a linear operation (i.e., the LDE of ). B;y; is > %), a linear
combination of the y; does not yield a commitment to a linear combination of the «;:
evaluating it at k; yields a sum where only the i*® summand is guaranteed to be correct.

We can fix this problem by hiding all the messages at the same coordinate k. Then,

setting v = (o — yi 1 € [€]) and y = B v =Y Biyi, we have

Y+ (D Biwi), = Bilyik + i) = - B;

so a linear combination of commitments yields a commitment to a linear combination of the
messages. Therefore, the prover may send (y1,...,ys, v, k) and the new protocol will satisfy
the binding property (a slightly stronger version of which, with respect to a random S, will

be necessary; we elaborate upon this later in the section).

h

More precisely, viewing y € F**? as a matrix whose i*" row is y;, the prover may send

18

y, say, column by column.*® The resulting string, appended with v and k, is a random

INDEX instance whose alphabet is F; and this enables us to show the hiding property for
algebraic-commit as we did for commit.

18 We remark that while sending y column by column naturally corresponds to an INDEX instance with a
larger alphabet (where symbols are ¢-tuples of field elements), since the hardness of INDEX holds for the
stronger model of one-way communication protocols, the hiding property of the scheme is preserved
regardless of the order in which y is sent. This is important in our sumcheck protocol, where a column
cannot be sent all at once.
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Input: explicit access to p,m,d,q € N with p < d™, ¢ > d and IF = [Fy; as well as linear
coefficients B € F¢. Streaming access to y € F**P followed by v € F* and k € [p].

V: Sample p ~ F™ and compute §(p, B) = Zle Bi:(p), a random linear fingerprint of y
with coefficients 3, while streaming y.
Store p, k, §(p, B) and the correction y = Zle Bivi-

Figure 6 Protocol algebraic-commit(c).

The result is Figure 6, which enables a prover to commit to multiple messages and
decommit (via Figure 5, using §(p, 8) as the fingerprint and 3 -« as the correction) to an
arbitrary linear combination of them.

» Theorem 24. Figure 6 (algebraic-commit) and Figure 5 (decommit) form a streaming
commitment protocol with space complexity s = O((E +m) logq) if p = ¢ and dm =
polylog(q). The scheme is secure against poly(s)-space adversaries and communicates
O(£g* log q) bits.

Furthermore, if each linear coefficient can be computed in O(mlogq) space, then s =
O(mlogq).

Since the proof is a straightforward extension of Theorem 22, we defer it to Appendix A.2.
We stress that the binding property of the linear commitment protocol has an important

caveat: it is with respect to the linear combination « - B, rather than the entire tuple c.

Therefore, if the prover has knowledge of the linear coefficients, it can easily commit to a
set of messages ' # « that nonetheless decommits to the same linear combination « - 3,
and P has many choices indeed: the equation Y B;a; = > B;«; is satisfied by all 8 in the
hyperplane (of size ¢‘~1)

Since our applications require a stronger guarantee — that V should be able to detect
when P commits to e and a decommits according to a’ # a — this binding property is
insufficient unless V' chooses the coefficients B at random; then the linear combination of o’
matches that of e only with probability 1/¢. While in our zero-knowledge protocol for PEP
the coefficients are not uniform, they are a random evaluation of low-degree polynomials,
and the same reasoning holds with a small loss (see Theorem 35).

However, an important issue still remains: the exponential dependency of Theorem 24

orthogonal to o’ — a.

in the number ¢ of field elements that comprise the tuple P commits and decommits to.

Concretely, in our applications we have £ = w(1) but can only afford to communicate poly(q)
bits. To circumvent this issue, we shall use the following efficient reduction from INDEX
over bits to the problem of distinguishing a commitment to a fixed element of F* from a
commitment to a random one.

» Lemma 25. Let (A, B) be a one-way protocol with s-bit messages that distinguishes between
a length-p algebraic commitment to a fized o € F* and a random commitment with advantage
€; that is, such that

P, pexr [B(A(y), (o; ® yir i € [{]), k) accepts| — P, pexe [B(A(y), T, k) accepts|| =e.
ke~[p] k~[p;
T~F*

Then there exists an average-case one-way communication protocol for (binary) INDEX
over p-bit strings that communicates O(£2slog? ¢/e2) bits and succeeds with probability
1-1=140(1).
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Proof. Define, for ease of notation, y*) := (y;, : i € [(]) (i.e., the k* column of y) and
ar =P [B (A(y)n' @ y®), k) accepts} =E [B (A(y),r @y, k)} ,

where we interpret Bob’s output as 1 (respectively 0) when he accepts (respectively rejects).
Define, also, e := ¢ — ar.

We first argue that, without loss of generality, we can assume F = Fy = {0, 1}. Note that,
with ¢ = |F|,19

1 1
E =0 — 7 Ar = 7 E Er.
TEF! 9 TEF!

Taking ¢’ := |¢logq| and S C F’ as the set of size 2! containing o and the tuples 7 with
the largest e,, and viewing {0, 1}41 C ! via a bijection between {0, 1}[ and S, we have

5’::% Z Er >

Tc{0,1}¥

9

Wl ™

owing to |S| > ¢*/2 and e, > e,» when 7 € S\ {a} and 7/ € F*\ S. Therefore, assuming
F = F5 incurs at most a constant factor in € and a logq factor in ¢; we shall use € and ¢
(rather than &’ and ¢') hereafter for simplicity of notation.

Finally, define, for each 0 < i < /,

1
Eg; = or—i Z Er.

T€{0,1}*
Vilg’i, T =0y

We divide the analysis into two cases: suppose, first, that €; > ;1 - (1 — i) for all ¢ € [¢—1].
Then, by Bernoulli’s inequality (t < —1 implies (1 + t)* > 1+ t£), we have

1 1\* €
5[—1:§(a/aiaa@£)2 <12€) '5257

where a® = (a1,..., 01,1 — e, 41, ..., ap). Consider the following one-way protocol
(with shared randomness) for an INDEX instance (z,j) € {0,1}? x [p]: Alice and Bob jointly
sample 2/¢? independent matrices ¥’ ~ {0,1}**P and permutations o ~ S,; Alice sets
yi = y; © 1[i = £] - o(z) (where o(x)r = 2,()), simulates A(y) and sends the resulting
messages in a 2s/e2-bit string to Bob.

With knowledge of j, Bob finishes the simulations B(A(y),~, k), using coordinate k =
o~ 1(j) and correction v = o @ y'(®): he computes their empirical mean p, outputs ay if
> aq +€/2, and outputs 1 — oy otherwise.

Correctness follows from the observation that, if z; = o(x)r = ay, then vy = a @ y®) so
E[u] = aq; since the (y, k) pairs are uniform and independent,

P |:M S o — §:| S 1
2 e
by the Chernoff-Hoeffding bound (Lemma 9, with 2/e? samples and § = £/2). Likewise,
when z; = 1 we have o = a®* @ y*): then E[u] = agqer < ao — € and an application of the
Chernoff-Hoeffding bound (with the same parameters) yields the same guarantee.

9This assumes the acceptance probability of a commitment to a is larger than that of a random
commitment, which is without loss of generality (otherwise Bob can simply flip his output bit).
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We now consider the second case: suppose €; < €;_1 - (1 — %) for some i € [{ — 1]; we
take, without loss of generality, the minimal such 7. Then

1 1
20 > AT >, e

Tc{0,1}* 7e{0,1}*
Vi'<i, T =y Vi'<i, Ty =ay
Ti=l—ay
=2_1—¢&

1
1— 1 PY B E
> €5 1< +2£>

and thus

1 1
5= P R = Y. (arei—ar)

T€{0,1}* 7€{0,1}*
Vi’ <i, T =0t Vi’ <i, T =0

€i—1

>

Y4

€

> —,
20

We will use a similar strategy to the previous case, although the expression we must
estimate involves many more terms (indeed, 2¢=**! of them). Consider the following one-way
protocol for an INDEX instance (z,j) € {0,1}? x [p]: Alice and Bob jointly sample 642 /2
independent matrices ' ~ {0, 1}**? and permutations o ~ S,; Alice sets y; = yl, © 1[i’ =
i] - o(x), computes and sends all messages A(y) in a 64¢%s/c2-bit string to Bob.?’ (Recall
that assuming F = {0, 1} incurs constant and logarithmic factors in & and ¢, respectively, so
that Alice’s message is O(£?slog? ¢/€2) bits long.)

For each A(y) sent by Alice, Bob simulates B (A(y), T & y'®) k) with k = o=1(j) for all
T satisfying 7» = a;» when i’ < . He computes the empirical mean p of

L 3 (B (A(y),r@i@y“k),k) - B (A(y),‘r@y'(k),k)) ,

2—1
T€{0,1}*
VZ—IS’L-, T =0

outputs 0 if the result is non-negative, and outputs 1 otherwise.
To prove correctness, first note that
roy® = T@y(k), when z; =0
79 @ y*) | when z; =1,

so that, when z; = 0,

1 €
E[/j} = % Z (a.,.e;i — a.,-) > ?f’
7e{0,1}*
\V/Z'/S’L', T =0O;r

20 Note that the only difference in Alice’s strategy, as compared to the previous case, is the row where she
inserts o(z) and the number of simulations of A.
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and when z; = 1 we have E[u] < —e/2¢ (since the order of each pair of terms in the sum is
flipped).

We conclude with an application of Hoeffding’s inequality (Lemma 10, with a = —1,
b=1,5=1/2 and 64¢?/¢? samples): in the z; = 0 case,

and, likewise, in the z; = 1 case we have P [,u > —487} <

o =

. <

5.4 A verifier-to-prover temporal commitment

The goal of this section is to construct the second main component towards our streaming zero-
knowledge protocols. While it is not formally a commitment protocol (as per Definition 17),
it is useful to conceptualise it as V' committing to its internal randomness before the input is
streamed (hence temporal).

Roughly speaking, we would like to ensure that a malicious verifier cannot choose the
point p at which it (allegedly) computes its fingerprint after it sees the input (x, ), as that
would allow it to learn more than f*(8). (For example, in the INDEX case it could claim that
p=j+1andlearn Z(j + 1) = z;41.) We will prove, in 3 steps, a lemma formalising the
intuition that a space-s algorithm cannot remember the positions of significantly more than s
elements, which will later enable the construction of a simulator. As in the case of algebraic
commitments, we will in fact prove a stronger statement: that this holds not only in the case
of streaming algorithms, but in the stronger model of one-way communication protocols.

We first define two variants of SEARCH-INDEX in the one-way communication complexity
model, which we call RECONSTRUCT and PAIR (see Definitions 26 and 27). In RECONSTRUCT,
Bob’s task is to output the symbols at every coordinate of the input z (rather than receiving
a single coordinate j and outputting only z;, as in INDEX); in other words, Bob should
reconstruct the input as best he can. In PAIR, as in SEARCH-INDEX, Bob’s task is again to
output the symbol at a single coordinate; but rather than receiving the index as part of the
input, Bob is free to choose a coordinate-symbol pair (i, @) and succeeds if a = z;. (Note
that in both RECONSTRUCT and PAIR, Bob does not receive any additional input besides
Alice’s message.)

Our first two steps are as follows. We first study RECONSTRUCT and show, in Lemma 28,
that if Alice’s message has s bits, Bob cannot reconstruct significantly more than s coordinates
of the input. Then, in Lemma 29, we show how this bound for RECONSTRUCT implies a
related bound for PAIR; more precisely, we prove that there exists a size-s set C' of coordinates
such that the probability Bob outputs a correct coordinate-symbol pair (i, z;) where ¢ ¢ C' is
arbitrarily small.

While Lemma 29 immediately implies an analogous statement for streaming algorithms,
it is not yet enough for our purposes. The reason is that our verifier will read additional
information, i.e., a fixed — but unknown — PEP instance (z, 3) between reading a PAIR input
and writing its output. While it is intuitively clear that this should not help the verifier in
any way (as the PEP and PAIR instances are uncorrelated), we still require a slight extension
of Lemma 29.

To this end we define, for each fixed string x € I'™, a variant of PAIR that we call PAIR(x)
(Definition 31). The only difference between this one-way communication problem and PAIR
is that Bob receives the string x in addition to Alice’s message a. In Theorem 33, we show
that the existence of a set capturing most of the correct outputs of PAIR implies such a set
C also exists for PAIR(x); crucially, C is determined by a and does not depend on x. This
last result then immediately implies an analogous one for streaming algorithms.
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Let us begin with the definitions:

» Definition 26. RECONSTRUCT is the following one-way communication problem: Alice
receives a string z ~ I'” and sends Bob an s-bit message a; after receiving a, Bob outputs a
string b € I'Y. The score of an execution is the number of matching coordinates between z
and b, i.e., |{i € [v] : b; = z}|.

» Definition 27. Let PAIR denote the following one-way communication problem: Alice
receives a string z ~ I'” and sends Bob an s-bit message a; after receiving a, Bob outputs a
pair (o, %) € I x [v]. The execution succeeds if o = z;.

Note that both are definitionally average-case problems, as z is sampled uniformly. We
now proceed to the first step towards the goal of this section: a proof that, in our parameter
settings of interest for |I'| and s (as functions of v), the expected score of any protocol for
RECONSTRUCT is tightly constrained by the message length s.

» Lemma 28. Any one-way protocol for RECONSTRUCT with alphabet size |[['| =
O(v/loglogv), |T'| > 32v/loglogv and message length s, where logv < s = polylog(v),
achieves an expected score of at most s + o(s).

Proof. By the minimax theorem, we may assume Alice’s and Bob’s strategies are both
deterministic, so that there exists a set of messages A C {0,1}* that partitions the set I'” of
input strings by {P, : a € A}, where Bob outputs b = b(a) € I'” whenever z € P,.

Observe that Bob’s optimal strategy is to set b; as the most frequent symbol at the itP
coordinate among the strings of P, ; we can thus index the partition by b € B := {b(a) : a € A},
setting P, = Pyq) = Pa. (Note that while {P, : b € B} may be a smaller partition than
{P, : a € A}, the expected scores of the protocols induced by both partitions are the same.)

Define the random variable M, == {i € [v] : z; = b;}. For simplicity of notation, denote
also v := |I'|. Note that the expected score of this one-way protocol is

EZNF” [Z 1[2 € Pb] : Mb'] - ZP[Z € Pb] . IEZNPb HMb”

beB beB

= ) PEeR] Ewp IMll+ Y Plz€R)-Eaup, (M.
beEB beB
|y >2- 2 |Pyl<2- 20
We bound the first term by the largest expectation, and the second by observing that the

union of sets P, with [P| < 2 - g—: contain at most an s/v fraction of all length-v strings:

E.pv [Z 1z € P |Mb] < max Eeop, [M] + > PlzeR]-v

beB o beB
P> _
1Pel2375 |Py|< 22
< I&a};{ E.~p, [|Ms|] + s.
|Py|> 22,

v-28

Let 6 € (0,1) be such that the volume of Hamming balls of radius § is V = S22 < &
(Recall that s > logv.) For any b € B, the set P, that maximises

095 = 2 -

Eenp, [Mol] = [P 7 i € 0] : 20 = bi}|
z€P,

2:33

CCC 2024



2:34

Streaming Zero-Knowledge Proofs

is P, = B(b,¢"), the ball centered at b (whose radius §’ is determined by the equality
|B(b,d")| = | Ps|). Since |Py| >V implies ¢’ > 0, we have

D Wiekln=bli<ge 3 Hicklin=bll
2€B(b,8") 2€B(b,9)

so it suffices to bound the right-hand side. (The inequality follows from the observation that
the left-hand side is a weighted average between the right-hand side and the expectation
over z ~ B(b,46") \ B(b, ), which is smaller.)

Define € :== 1 — §. We aim to upper bound E,.p, [|Mp|], and set as an intermediate goal
to prove upper and lower bounds for €. To this end, we will use the following standard
approximations (see, e.g., [41]) for H = Hy when o (or 1 — o) is small:

1 1 2
H(c)=H(l—o0)€ |olog—,0 |log— 4+ — (12)
o o In2
We begin with the lower bound on &, which uses the lower bound of Equation 12 and
follows by showing that the volume of a ball with radius 1 — vlé‘;% is larger than V; then
0<1— &%, or, equivalently, e =1 —0 > vl})‘;%.
We have

1
i, (1 ~ 0g’¥>
vloglogy

1~ Jiodicgy ) log(y = 1) + H (1 — ;3252
_ ( vlog log-y) ( vlog log’y) (by Equation 1)

log~
1— log'yb lOg(’Y—l)+H M
_ ( v log log'y) (vlog log"/) (by Equation 2)
log v
1_ log v 1Og,y+10g 1-1 IOg vloglogy
> ( uloglogw)( ( ’Y)) + ( log y ) (by Equation 12)
log v vloglog
log 2 + log log log
=1+ !t log -1 + —= r_1
logy wvloglog~y ¥ v loglog v

1 1 1 1 log = + logloglogy 1
>1- 14+ = — + 7 — = (by Equation 3)
yIn2 ¥ logy wvloglog~y vloglog v

P OO A W A S S |
- vIn2 0% logy wvloglog~y v

3
>1-—
- 2'[)7

where the second-to-last inequality uses v > ; and the last inequality uses v = © (@)

loglog v
vlogwv

to bound the first negative term to order © ( ), so the 1/v term dominates. Therefore,

7H7(1—Mg’§%)v > 7”/73/2,

and thus, by Equation 4, the volume of a ball (centered at any point b) of radius 1— vltlv(;%g'y -
1 — Rolvloe(®) woticfies
v
log y 7 (- Twiiie )
B(b1- =
vloglog~y Viogu
’YU

v

v
~ 9flogy’
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Then
8,71)
B(b,6)| =V =
Bb,0)| = v =T
< 2" polylog(v)
STz
,V'U
- Q%IOgv

IN

1
2 o) |
vloglogy

and we conclude that e =1 —¢§ > vhl)‘;gl;’g,y.
We now proceed to the upper bound on &, which will use the upper bound of Equation 12.
Since yHOv >y = >L- (Equation 4), taking the logarithm of both sides and using

25
Equation 1 yields

(I—¢)log(y—1)+H(1—¢)
log

s+ log®
= — = > — 73.
Ho (1= e) = Hy(0) 2 1= = = (13)

Note that the right-hand side is 1 — o(1) because s = o(v); then, ¢ is within o(1) distance
of the maximiser 1 —1/y =1 — o(1) of H,, so that 6 =1 —o(1) and ¢ = o(1).
This allows us to bound H(e) = H(1 — ¢) from above via Equation 12, which, combined
with Equation 13 (multiplied by log~y), implies
s+ logv —logs

1 2e
— — — — >
(1 —¢)log(y—1)+clog 6 + o 2 log v ”

Rearranging yields

1 2 1 -1 1
5<log6+logv+log<1—> —) <W+log(1—).
y In2 v v

The bounds —log(1 — 1/v) = O(1/7v) = O(loglogv/v) (Equation 3) and s > logv show
that the right-hand side is O(s/v); and Equation 3 along with log~y = logv — logloglogv +
O(1) = (1 — o(1))logv implies the left-hand side is Q(e(loge + logv)). Therefore, the
inequality above simplifies to

e(loge + logv) = O (2) .

Now, if we had e = Q(s/v), then

e(loge + logv) = &(log s — log v + logv + (1))
= Q(elog s) = w(s/v),

a contradiction. We thus conclude that € = o(s/v) (and, in particular, that € is both lower
and upper bounded by polylog(v)/v).

Returning to the goal of bounding the expected score, we now show that most of the
volume of a Hamming ball of radius § is close to its boundary. More precisely, consider the
volume V' of a ball of radius ' = 1 — 2¢. As € = v~! polylog(v), Equation 4 applies, giving
V< 7H7(1*25) and

H,(1-¢) H,(1—¢)
vl ") _o(X "~
NED NG ’
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so that
VI
= A~ (Hy(1—e)—H~(1-2¢))v
v 0<\/§ g )

We can bound the coefficient in the exponent as follows:

elog(y— 1)+ H(e) — H(2¢)

H,(1—¢)— Hy(1—2¢) =

logy
2 fog <log( —-1)+ log 1_ 2log 2%5 - 142) (by Equation 12)
_ log(ey) +log (1 — ~ i
= lO gley g )
S 510g log'y’
logy
where the last inequality follows from ey > vllgilgogy =0 (loglg‘cf;’gAY) when the constant in

O(-) is large enough (v > 32v/ log log v suffices, as log(1 — 1/v)+2—4/1n2 > —5). Therefore,

ev log log v

\/g . vi(H’Y(liE)*H’Y(lfzs))v S \/g . r)/i Tog v
— \/g 9—ev log log vy
<A/s- 9—logy
NG

~
o (ﬁloglogv)

v

= o(s/v),

where the last line is due to /s > /logv = w(loglogv) and the strict inequality to
€ > mi’g%. Therefore, V'/V = o(s/v), showing that the volume of a ball of radius
1 — ¢ is indeed concentrated in points of distance at least 1 — 2.

Finally, we conclude that

E.._ro 1z e P]- | M| < E..p [|M,
2T L;B [z € Py] - | b|] max p, [|Mp]] + s

‘Pb|>1j2b
1
sty > i€z =b}
z€B(b,6)
VvV e
gs—s—v-v—i— (1_V> - 2ev
= s+ o(s),
as desired. <

At this stage, we have an upper bound on the expected score of any one-way communication
protocol for RECONSTRUCT. The next step is to show that it implies a similar bound for the
communication problem PAIR; indeed, it seems intuitively clear that RECONSTRUCT is no
harder than PAIR, as it allows Bob to output an independent guess for each coordinate. We
formalise this intuition in the following lemma.
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» Lemma 29. Any one-way protocol for PAIR with alphabet size logf;’gv <l = (%)
and message length s, where logv < s = polylog(v), satisfies the following: there exists an
event F (depending only on z) with P[E] =1 — o(1) and a set C of size s (depending only

on Alice’s message) such that
P[Bob outputs (z;,) with i ¢ C|E] = o(1).

Proof. We will first show how to construct a protocol for RECONSTRUCT given one for PAIR,
and then use Lemma 28 to conclude; as in that lemma, we define {P,} as the partition
induced by Alice’s messages a = a(z) € A (we can assume Alice to be deterministic, as
before, by the minimax theorem; then a is a random variable determined by z).

Recall that in a protocol for PAIR, Bob’s output is a random variable b(a) € T' x [v];2!
our goal is to construct, from this random variable, an entire string y € I'” and apply the
expected score bound to it. For ease of notation, when the message a is fixed we write
b = (b1,b2) = b(a); note that b is independent of the conditional distribution z ~ P, of the
input, since upon fixing «a it is solely a function of Bob’s internal randomness. We will denote
its distribution by u = p(a), and the conditional distribution of by when by = i by ;.

The (PAIR) protocol’s success probability, conditional on receiving a, is given by

P.wp,[b= (2,1 Ppplbs =] - Poup,[b1 = 2 | ba =i
leﬁ’ Zbuz ~pfbr =z | by =

= ZPbNH[bQ = Z} -P Z,\,pa[bl = Zl]

bi~p;

th coordinate is the most frequent symbol

Define y = y(a) € TV as the string whose 7
at the i*" coordinate in P, (as before, y is the best attempt at reconstructing the input z
given to Alice). Now, consider the RECONSTRUCT protocol that outputs the string whose
ith coordinate is the random variable by ~ p;. Since, for each i € [v], the symbol a € T’
maximising P, p, [ = z;] is y;, the expected score of the resulting protocol (conditioned on

a) is

> Pop,[br =z | by =] Z]P 2P, b1 = 2]

i=1 i1 Dbrm

= Z Z Py mpi (b1 = a] - Pop, [ = 2]

i=1 acl’

<Y Ponp,lyi = 2]
i=1
=E.vp, [[Ma]],

where, as before, M, = {i € [v] : y; = % }.
Recall that in Lemma 28 we showed that, as long as |P,| > Si‘)l;l ,
o(s). To conclude, we will use the following claim, whose proof is deferred to Appendix A.3:

the above expectation is

> Claim 30. Let p,q € [0,1]Y be probability vectors and ¢ < v be an integer. There exists a
set C' C [v] of size t such that >, (o pigi <1/t

21 Note that, in contrast with Alice, we cannot assume Bob is deterministic. We wish to bound the number
of points in the support of b that aggregate all but a subconstant amount of probability weight in correct
solutions to the problem. This is not a function of the value of b, but of its distribution, so the minimax
principle does not apply.
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Note that while r € [0,1]" defined by r; = P[by = z; | ba = i] is not a probability vector,
we may normalise it to obtain one: applying Claim 30 to p = (P[bo =] : i € [v]), ¢ = 7/||7|
and ¢t = s, we obtain a set C, C [v] of size s such that

Poup, [b=(z4) withi ¢ Co] = Y pirs
b~p(a) i¢C,

v
= vl 3 pias

i¢C,
< Il
S
> oie1 Plbr = 2 | by = 1]
S

=o(1)

whenever |P,| > LU

g v2s 7
9J)12‘| cover at most a s/v = o(1) fraction of length-v strings, so that the probability

z ~ TV falls into the union of such sets is o(1). In the complement of this event, we have

Finally, take C; as given by the claim. Recall that the sets P, of size

less than

1—\ v
P {b(a) = (2,i) with i ¢ C, | |Pa| > 3|2L }
oY
1
= — > Poipo[z € Pu]-Paup, [b=(2,i) withi ¢ Cy
P, re [|Pa| el } = brn(a)
| Pal > S0
o) = o(1)
1o TN
which concludes the proof. |

With the second step of our proof finished, we already have a nontrivial result by the
known implication from hardness for one-way communication complexity: any streaming
algorithm that streams a uniformly random string z € 'V and immediately outputs a pair
(ar,7) has a small set C C [v] capturing most of the probability that it outputs correctly.
However, the verifier in our zero-knowledge streaming protocol will stream an INDEX instance
between streaming z and outputting a pair. To capture this behaviour, we define a (slight)
variant of PAIR and prove that the result of Lemma 29 carries over to it.

» Definition 31. For each string x € T, let PAIR(z) denote the following one-way commu-
nication problem: Alice receives a string z ~ T'Y and sends Bob an s-bit message a; Bob reads
x and a and outputs a pair (a,i) € T x [v]. The protocol succeeds if & = z;.

We have now reached the end goal of this section:

» Lemma 32. Fiz a (single) one-way communication protocol for PAIR(z) for all x € T'™ with
alphabet size 32v/loglogv < |T'| = O(v/loglogv) and message length logv < s = polylog(v).
Then, for any x € I'™, there exists an event E (that depends only on z) with P[E] =1 — o(1)
and a set C' of size s (that depends only on Alice’s message) satisfying

P[b(a, ) = (2i,1) with i ¢ Co|E] = o(1).

Proof. We will make a small adaptation in one of the steps of Lemma 29 to show there is a
size-s set C independent of x that captures most of the probability of Bob’s correct outputs.



G. Cormode, M. Dall’Agnol, T. Gur, and C. Hickey 2:39

Following the notation of Lemma 29, {P,} is the partition induced by Alice’s messages
and Bob’s output is a random variable b(a(z),x) = b(a,z) € T x [v]. We also denote the
distribution of b = b(a, z) by p(a,z) and the conditional distribution of b; when by =i by
i(a, ).

For every x and a, the protocol’s success probability conditioned on z € P, is

v

Z]P’ZNPE, b= (z,1)] = Z]wap(a,m) [ba =1]-Poup, [b1 =2 | b =1
1 i=1

= beu(aa) - brpu(a,z)

bi~pi(a,x)

= Proptambe =i -P.np,  [b1 =2l
i=1

With y = y(a) € ' as the string whose i*" coordinate is the most frequent symbol at the
i*h coordinate in P,, we know that P,_p, [o = z;] is maximal when « = y;. This holds also if
« is a random variable (independent from z), so that, in particular, with € [0,1]" defined

by

i = max {]P’ ~P, (1= Zi}} <P.op,[yi = 2i

zel™ bi~pi(a,x)

we have [|r[|; = o(s) when |P,| is sufficiently large. Defining p € [0,1]" by p; = Py py(a,z)[b2 =
i], p" € [0,1]Y by ¢; = r;/||r||; and using Claim 30, we obtain a set C, C [v] of size s such
that for every x € I'",

bop(a,z) bi~pi(a)

Powp, [b=(zi)andi¢ Cal = Pooy(olbz=1P.up,  [b1 = z]
i=1

< Irfly Z pigi = o(1),

i¢Cl

and we conclude with same calculation of Lemma 29. <

As an immediate corollary (by taking C to be a set of symbol-coordinate pairs, rather
than only coordinates; and setting, say, C' = @ in the complement of the event F), we have:

» Theorem 33. Let I" be an alphabet of size 32v/loglogv < |T'| = O(v/loglogv) and fix
z €T LetV bea streaming space-s algorithm with logv < s = polylog(v) that streams
z ~ TV followed by x, and outputs a pair (a,i) € T x [v].

There exists a set C C T x [v] of size s, determined by the snapshot ofXN/ at the end of
the stream z, such that

P |V(z,x) outputs (z;,1) ¢ C| = o(1).

The theorem above attains what we set out for in this section: since V cannot remember
many pairs (z;,1), we may prepend to any protocol a step where P sends z to the verifier.
Then, whenever V sends an allegedly random « € I' to the prover, we ask that it also send
the coordinate 7 such that a = z; as evidence that a was indeed sampled in the past, i.e.,
before it finished streaming z. In other words, this step provides a temporal commitment by

means of which V can show that its internal randomness is uncorrelated with the input.
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6 A zero-knowledge SIP for polynomial evaluation

Our goal in this section will be to combine the components constructed in Sections 5.3
and 5.4 — algebraic and temporal commitment protocols — into a zero-knowledge protocol for
PEP. It is useful to keep in mind that PEP is a generalisation of INDEX, and thus a protocol
for the former yields one for the latter; in other words, for concreteness one may replace PEP
by INDEX throughout this section. A formal definition of PEP follows.

» Definition 34. Let a € F and f = {f* : © € T™} be a mapping such that f* :F™ = F is a
degree-d polynomial. PEP(f, ) is the language {(x,B) € T™ x F™ : f*(8) = a}.

We remark that the parameters of the problem generally increase as a function of n; in
particular, the field size is always assumed to satisfy ¢ = |F| = w(1).

6.1 The protocol

For any mapping f and field element «, Figure 7 lays out zk-pep(f, «), our zero-knowledge
SIP for PEP(f, ). Theorems 35 and 36 prove, respectively, the correctness (i.e., completeness
and soundness) and the zero-knowledge properties of zk-pep.

The protocol uses commitment (sub)protocols to allow each party to only reveal key
information after the other party gives evidence that it is being honest; this is achieved
by interspersing the commit-decommit steps of one party with those of the other. More
precisely, in the setup (Step 0) the verifier performs its (temporal) commitment; after the
input is streamed (Step 1), the prover makes its (algebraic) commitment in Step 2. Then
follow decommitments in the same order: verifier and prover decommit at Steps 3 and 4,
respectively.

For ease of notation, we use F* to denote F \ {0}, the multiplicative group of the field
F. Recall, moreover, that for a matrix y, we use §(p,0) € F to denote an evaluation of the
low-degree extension of the string 0 -y over F (see Section 3), and that x/(p) denotes a vector
of Lagrange polynomials (see Section 5.1); in the following protocol, the vector contains all
but the first point of the interpolating set {0} U [dm] for a univariate degree-dm polynomial
over F, i.e., x(p) = (xi(p) : i € [dm]) € Fom.

6.2 Analysis of the protocol

We now show that zk-pep is a valid (i.e., complete and sound) streaming interactive proof, as
well as compute its space and communication complexities.

» Theorem 35. Let f be such that an evaluation of the F,-polynomial f* can be computed
by streaming x in O(mlogq) space. Then, for any o € Fy, Figure 7 is an SIP for PEP(f, )
with s = O(mlogq) space complexity. Its communication complexity is O(qmmlog2 q) in the
setup and O(d*m®q>log q) in the interactive phase.

Proof. We will prove completeness then soundness, and compute the complexities last.

Completeness. The verifier only aborts in Step 0 (the setup) if p is not among the
v > ¢" loglog g random tuples sent by the prover, an event with probability (1 — 1/¢™)? <
e v/9" = o(1). Otherwise, since the prover behaves honestly, in Step 2 (the algebraic
commitment) we have

i = fi1.(1) — v
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Input: Explicit access to F, element o € F, degree d, dimension m and a mapping x — f7;
streaming access to x € I'" followed by 8 € F™.

Parameters:
Field size ¢ = |F| satisfying dm = o(q);
Commitment lengths v = ¢™(logm + loglog q) /32 and p = m(dmq)3;

Step 0: Temporal commitment
P: Send a string z ~ (Fm)v.
V: Sample p ~ F™ and stream z. For each i, check if z; = p and store ¢ := i if so.
Reject if p # z; for all i € [v].
Step 1: Input streaming
V: Stream x and compute f*(p) € F. Store 8 € F™.
If p = B, check that f(p) = a, accepting if so and rejecting otherwise.
Step 2: Algebraic commitment
V. Sample p ~F*\ [dm] and send the line L : F — F™ with L(0) = 8 and L(p) = p.
P: Send an algebraic commitment (y,v,k) to fj7, ie., (y,k) ~ FdmxP x [p] and v € F™
with v; = fi7. (i) — yix for all i € [dm].
V: Sample o ~ F™ and, while streaming y, compute gj(a, X(p)).
Compute the correction v = x(p) - v and save (the identification of) k € F™.
Step 3: Temporal decommitment
V: Send p and /.
P: Check that zp = p € L and p == L™1(p) ¢ {0} U [dm], aborting otherwise.
Step 4: Algebraic decommitment

V: Run decommit(f*(p)—xo(p)a, x(p)-y, k), with correction v and fingerprint §(o, x(p)).

Accept if decommit accepts and reject otherwise.
Figure 7 Protocol zk-pep(f, @).

for all ¢ € [dm].

Let w = x(p) -y = fol Xi(p)y; € FP and & : F™ — T be its m-variate LDE. Recall that,
in decommit(f”(p) — xo(p)a, w, k) (Figure 5), with correction v and fingerprint (o, x(p)),
the verifier sends a line L' : F — F™ with L'(0) = k, L'(¢0) = &, receives |, and makes two
checks: that /(o) matches the fingerprint and that @w(0) +v = f*(p) — xo(p)a. Since

dm
Wy (o) = (o) = sz‘(ﬁ)@i(ﬂ) =9(o,x(p)

and
dm
D(0) +v=wk +v=Y_xi(p) (yir + i)
i=1
dm
= Z Xi(P)f\mL(i)
i=1

= f7(p) — xo(p) f*(B)
= ["(p) — xo(p)a,

the verifier accepts when P is honest except with probability o(1).
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Soundness. First, note that if p ¢ {z; : i € [v]}, the verifier rejects already in Step 0. We
can thus assume the tuple p equals some coordinate in z, and, since the string and tuple are
independent random variables, the distribution of p is still uniform conditioned on this event.
(We may also assume that p # 3, since otherwise V also rejects regardless of the prover’s
behaviour.)

The only other point where V' may reject is Step 4 (the algebraic decommitment). Once
again, recall that V sends the prover a line L' with L’(0) = k, L'(0) = o where 0 ~ F and
P replies with a degree-dm polynomial g : F — F that is allegedly w;,. The verifier then
checks that g(0) = §(o,x(p)) = W/ (0) and g(0) + v = f*(p) — xo(p)a, rejecting if either
equality fails to hold.

We now analyse three cases: first, suppose that g = wr,. Then the first check passes but

9(0) +v = wi + 7
= f*(p) — xo(p) f*(B)
# f7(p) — xo(p)c,

so the verifier rejects (with probability 1).

Suppose, now, that g(0) # wz/(0). Then Lemma 18 (Schwartz-Zippel) implies g(o) #
1 (o), so the verifier rejects, except with probability dm/q = o(1).

Finally, suppose that g # ., but g(0) = @(0) = Zf;"l Xi(p)yir- Then either the first
check fails, i.e., g(o) # §(o,x(p)), and V rejects; or g(o) = §(o,x(p)), and the second
check passes if

0)+~v= ZXi(P) (yir +v:)

is equal to

£7(p) = xo(p)a = x0(p) (f*(B) — a +sz 1i0)

Rearranging, the second check corresponds to the following equation:

xo(p)(f*(B) — +sz (f|L yik):o.

Now, consider the left-hand side of the equation as a polynomial in p: plugging in 0 for
the variable p evaluates to f*(8) — a # 0, so that it is a nonzero polynomial; and, crucially,
p was sampled uniformly (from F* \ [dm]) and independently of the communication (in
particular, of y and «) by V. By Lemma 18 lemma once again, the equation is satisfied with
probability at most dm/(q¢ — dm — 1) = o(1) and soundness follows.

Communication complexity. Most of the communication occurs in Steps 0 and 2 (the
commitments), which communicate

O(g™(logm + loglog g)mlog q) = O (¢™m log? q) and
O (pdmlog q) = O (d*m®°¢*logq)
bits, respectively. (The communication in other steps is significantly smaller: Step 1 has

none, while Steps 3 and 4 communicate mlogq + logv = O(mlogq) and O(dmlogq) bits,
respectively.)
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Space complexity. Apart from a constant number of elements of F (requiring O(log q) bits),
the verifier stores £ € [v], k € [p] and p,o € F™. Since v > p, the space complexity is
dominated by ¢ and p, o. Since storing ¢ requires logv = O(mlogq) bits (as does computing
f(p)) while p and o require m log ¢ bits each, the space complexity follows. |

6.3 Zero-knowledge

Having shown that zk-pep is a valid streaming interactive proof, we now show it is also
zero-knowledge.

» Theorem 36. Figure 7 is zero-knowledge, secure against distinguishers with space
dm? polylog(q). The simulator runs in O((d + mlogq)mlog q) = O(dm2 log? q) space.

Proof. Recall that an SIP with a space-s verifier is zero-knowledge against dm? polylog(q)-
space distinguishers if there exists a streaming simulator .S that satisfies the following. For any
space-s (honest or malicious) verifier V and input (z,8) where f%(8) = «, given whitebox
access to V the simulator S produces a view that is indistinguishable to a dm? polylog(q)-
space (streaming) algorithm from the view generated by an interaction of V with the honest
prover. Note that V can be simulated in space O(s), so the space complexity of the statement
suffices to simulate the verifier of Figure 7 since s = O(mlogq).

The simulator interprets its read-only random bit string as (z,y) with z ~ F? and
y ~ F4mXP (50 that vm log ¢+pdm log ¢ < ¢™*8 bits suffice and an algorithm with (m-+8) log ¢
space can address into this string). This pair will be used to simulate prover messages,
whereas the simulation of V will use a source of randomness that cannot be reread (but
has unbounded length). In the description that follows, as well as the more succinct one in
Figure 8, recall that V is assumed to only output a decision at the end of the protocol (so
that, if it decides to reject in the middle, it continues the protocol with dummy messages);
and likewise if S (or P) aborts.

In the setup, Step 0 (the temporal commitment), S simulates YN/(Z) Then, using the
snapshot of the verifier’s memory and its whitebox access to 17, the simulator finds the set
C of s elements of F™ that V may successfully decommit to with the largest probabilities.
More precisely, S calls the whitebox oracle W (see Definition 15) on the algorithm that
corresponds to the verifier immediately before streaming z, with initial memory state equal
to the current snapshot b € {0, 1}, and whose output is a pair (p, £) at Step 3 (ignoring L,
the intermediate output at Step 2).

S initialises a(n empty) sorted list of message-probability pairs in F™ x [v] x [0, 1], and,
for all £ € [v], uses its oracle access to both z and W to find p, == W(b, (zbﬁ)). If the size of
the list is smaller than s, or uy is larger than the smallest probability in it, S adds (z¢, ¢, fi¢)
to it (and removes the tuple with the smallest p if the size of the resulting would have
exceeded s).

This yields the set C' C F™ x [v] with the s most likely correct decommitments of V.
Since the string z is over the alphabet F'™, whose size satisfies

v B q™(logm + loglog q)
loglogv  32log (m log g + log(log m + log log q) — 5)

<1
= 32

g™ = O(v/loglogv) as well as s > logp = ©(log q) and s = polylog(p), Theorem 33 applies
for this parameter setting. This ensures that, except with probability o(1), the verifier V will
output either (z4,£) € C or an incorrect (p,¢) with zy # p in its decommitment at Step 3.
Then S proceeds to Step 1, where it simulates ‘7(33) and, with F = {z; : (2;,1) € C},
computes f*(p) for every p € F. At the start of Step 2 (the algebraic commitment), V
sends a line L. The simulator inspects the intersection of L (viewed as a set) with the set of
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fingerprints F' and computes a random degree-dm polynomial g subject to the constraints
9(B) = fiL(B) = f* (L(B)) for all B € L~(F).2? Note that the description of g is comprised
of O(dm) field elements.

S samples k ~ [p] then simulates V streaming y followed by ~; = g(i) — ysr, for all i € [dm]
and k; note that S is able to compute all «; from the description of g combined with its
oracle access to y.

There is no prover-to-verifier communication in Step 3 (the temporal decommitment), so
S simulates V until the verifier sends a tuple p € F™ and an index £ € [v]. The simulator
then checks that 2, = p € L and p := L™ (p) € F*\ [dm]; if not, then S aborts (as P would).

Finally, in Step 4 (the algebraic decommitment), S simulates V until it sends a line
L' : F — F™. The only remaining part of the verifier’s view left to generate are the evaluations
of of the polynomial }; 4, Xi(p)3i o L’ for all points in [dm]. These are computed by S in
a streaming fashion using its oracle access to y.

The space complexity of S is dominated by the description of the polynomial g, which
requires O(dmlogq) bits, and by the set C of s = O(mloggq) elements of F™ X [v]. Since
each element requires mlogq + logv = O(mlogq) bits, the total space complexity is

O(dmlogq+ smlogq) = O ((d + mlog q)mlog q) = O(dm?log? q),

as claimed. (Apart from C, the simulator stores f*(p) € F for every p € C, which requires
slog g bits; and the lines L, L’ as well as k, which require O(log q) bits each.)

Now, all that remains is to prove indistinguishability by space-s’ streaming algorithms
between the output of S and a real transcript, for some s’ comparable to the space complexities
of the verifier and simulator. The following claim proves this with s’ = dm? polylog(q) (which
is larger than both).
> Claim 37. Fix a € F and f as in the definition of PEP, an input (z,8) € F* x F™, a
bit string r of arbitrary length and a O(mlog ¢)-space verifier algorithm V. Let D be a
streaming algorithm with space dm? polylog(q) such that

P {D (Viewpﬁ(a:,r)) accepts] - P {D (S (‘7,9&,7“)) accepts] =e,

with ViewP;(x, r) a view of Figure 7 and S (‘N/, x, r) output by Figure 8. Then ¢ = o(1).

Assume, towards contradiction, that there exist «, f, an input (z, 8) € F™ x F™ a streaming
verifier V with O(m log q) space and a (streaming) distinguisher D with dm? polylog(q) space
such that D distinguishes real transcripts of zk-pep(f, @) from simulations with bias € = (1)
when the input is (z, 8).

Recall that we assume that V rejects only after receiving all messages from P; therefore,
the algebraic commitment (y,-y, k) is always present in both real and simulated views. Our
goal is to show D implies a one-way protocol for INDEX over the binary alphabet with a small
message and a large bias, using Lemma 25. We do so by constructing, from D, a one-way
communication protocol that distinguishes algebraic commitments to a fixed message o € F*
from algebraic commitments to a random o’ € F¢, where £ < dm.

As both the real and simulated transcripts are identically distributed up to (and including)
the verifier’'s message in Step 2, the expected distinguishing advantage and probability of a
simulation failure (i.e., of an abortion in Step 3 due to (p,¥) ¢ C) are € and o(1), respectively

22 Knowledge of f®(p) for all p € F enables the simulator to sample from this distribution: F fixes |[L N F|
evaluations, and the simulator sets the dm — |L N F| remaining ones uniformly.



G. Cormode, M. Dall’Agnol, T. Gur, and C. Hickey

Input: Whitebox access to f/; oracle access to a length-¢™ 18 random bit string interpreted

as (2,y) € (F™)" x F¥*P; streaming access to (z, 8) € I'™ x F™.

Output: View (z,x,ﬂ,y,’y, k,(h(i):i€ [dm])) with k € [p], v € F¥™ and h: F — F.

Step 0: Temporal commitment

S: Send z.

V: Simulate until the end of this step and let b € {0, 1}* be the resulting snapshot of V.
Use the whitebox oracle W to determine the set C' C {(z;,17) : i € [v]} of size s with
the largest W(b, (zi,1)).

Step 1: Input streaming

V: Stream z, computing and storing = (p) for every p € {z; : (z;,1) € C'} while simulating
the verifier.

S: Store 8.

Step 2: Algebraic commitment

V: Simulate until V sends a line L, aborting if L(0) # A.

S: Sample a random polynomial g : F — F of degree at most dm subject to g(0) = «
and g(8) = f*(L(B)) for all 8 such that (i, L(8)) € C for some i € [v].

Send y followed by v = (g(i) — yix : @ € [dm]) and k ~ [p].

V: Simulate until the end of the step.

Step 3: Temporal decommitment

V: Simulate until V sends p € F™ and £ € [v].

S: Check that z; = p € L and p € F* \ [dm], aborting if either check fails or (p,¢) ¢ C.
Step 4: Algebraic decommitment

V: Simulate until V sends a line L' : F — F™, aborting if L'(0) # k.

S: Set p:= L~!(p) and send (Z‘Z’l Xi(p) - GioL'(j):j€ [dm]).
Figure 8 Simulator for Figure 7.

(over z and the bits of the verifier randomness r used until then). Therefore, there exists a
fixed prefix of the transcript that retains distinguishing advantage £/2 and whose probability
of a simulation failure is o(1); indeed, at least an £/2 fraction of prefixes retains advantage
£/2 and at most an o(1) fraction yields simulation failures with (1) probability, so an
€/2 — o(1) fraction of prefixes work. We thus assume, in the one-way protocol we define
next, not only x and B to be fixed, but also the line L and z — and, consequently, the set
C C {(zi,1) : i € [v]} (as well as the corresponding f*(z;)) that captures most of the weight
of correct tuples 1% may decommit to, as given by Theorem 33.

Viewing L as the set of pairs {(L(c),0) : 0 € F}, define £ := dm — |L N C| and assume,??
without loss of generality, that L NC = [dm] \ [¢]. Consider the following one-way commu-
nication protocol with shared randomness (for strings w of length p) that distinguishes a
commitment (w,k,n) to (f*(i) : i € [¢]) from a commitment to a random message: Alice
uses S to simulate an interaction between P and V with input (z, B) and verifier randomness
r, executing D on the (partial and fixed) transcript thus obtained, until V sends a line
L:F — F™ in Step 2.

23 Note that when |L N C| > dm the simulator knows the entirety of flzL, in which case the distinguishing
bias is 0. Nonzero bias thus implies dm > |[L N C|.
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Y1 = Wi
7 y2 = W2 _

x(¢') . 7 = t
Ya

Figure 9 Reduction from INDEX to distinguishability of views when ¢ = 3 and dm = 4. The
instance w is inserted into the first 2 rows of y, while ys is filled in with joint randomness and y4 is
the solution of the linear system shown in the diagram.

Alice samples p’ ~ F* \ [dm] and continues the simulation of D by feeding it y € F¥mxP
defined as follows: y; = w; for i € [{], y; ~ FP for £ < i < dm and

dm—1
Yam = Xam ()" - (f— > Xi(p/)yi> ,

=1

where Yo41,...,Ydm—1 and t are random strings (in F?) shared with Bob. Note that p’ ¢
{0} U [dm] implies xam(p’) # 0, so that yan, is well-defined. (See Figure 9 for a diagram of
the reduction.)

After simulating ‘7, D and S in Step 2 with y, she sends Bob all three snapshots as well
as L and p’ in a dm? polylog(q)-bit message.?* (The space complexities of V and S are both
dominated by the distinguisher’s.)

Bob, in turn, finishes the simulation of Step 2 with his (random) index k € [p] and the

correction tuple ~ defined as follows:2°

VT a0) -y, ifL<i<dm

and

dm—1
Yam = Xam (p') ! (ffi(p') —xo(pa =t — > Xi(P’)%) :

i=1

Bob proceeds to simulate Steps 3 and 4, using S to generate the remainder of the view. Note
that in the former step (p,¢) ¢ C' is the only case in which S aborts when P would not,
which identifies a simulated transcript with certainty; but this is a small-probability event.
When S fails (i.e., (p,?) ¢ C) or the field element p = L~!(p) is not equal to p’, Bob halts
the simulations and accepts or rejects uniformly; otherwise, he finishes the transcript by
sending the low-degree polynomial that comprises the last round. This is possible because,
while Bob does not know all ¢;, he does know the required linear combination:

dm dm—1 dm—1
D oxilp) - vi= > Xilp) - yi + Xam(p) - Xam(p) " (t— > xi(p)yz)
=1

i=1 i=1
= t’

and since ¢t is a (random) string known to both Alice and Bob, in particular he can compute
tr, for any line L' : F™ — T.

24\We assume Bob receives the tuple 1 and reads C along with the corresponding evaluations from the
simulator’s snapshot; alternatively, Alice could send this information in a message that is asymptotically
no larger.

25 Recall that all y; for all £ < i < dm are contained in Alice and Bob’s shared randomness.



G. Cormode, M. Dall’Agnol, T. Gur, and C. Hickey

Finally, Bob inspects the output of D and chooses his output accordingly, accepting if
and only if D accepts. Note that this one-way protocol succeeds

with probability 1/2 (and thus bias 0) either when S fails or when S succeeds and p’ # p;

with bias €/2 when S succeeds and p' = p.

The latter follows from the fact that, if S succeeds and p’ = p, it produces a full transcript
where v is a correction for the (unique) degree-dm polynomial g such that ¢(0) = «,
g(i) = mi + yix, for i € [f] and g(i) = f=(i) for i € [dm]\ [{] = L N C.26 Therefore, if
n = (f(i) — yir : i € [{]), then ~ is a correction to f*; while if 5 is random, then v is a
random degree-dm polynomial that matches f* in (0 and) L N C. Since D distinguishes
between the two cases with bias £/2, then so does the one-way protocol. Therefore,

P, pexe [ B (A(w), (f(i) —wik : i € [€]), k) accepts]
k~[p]
— P, pexr [B(A(w),n,k) accepts]
k~[p]

—O(I)NF(;;)wL(lo(l)) (1;)~(;;)+(10(1)) % %
>
> 3

Finally, applying Lemma 25, we conclude that there exists a one-way binary INDEX
h dm?q?¢% log® q vl <
=154 polylog(q) <

d>m*q*°! and constant bias, a contradiction with ’/W = o(1). <

protocol for strings of length p = m(dmq)? with messages of lengt

» Remark 38. Inspecting the proof of Claim 37, we see that increasing the prover’s commitment
length allows us to achieve significantly stronger indistinguishability: with p = log“’(l) n,
we have /s'¢?(?/p = o(1) for any s’ = polylog(n). This setting of p increases only the
communication complexity of the interactive phase (Steps 2-4) — which can still be bounded
by n°(") — and makes the protocol secure against polylog(n)-space distinguishers.

6.4 Applications: INDEX, POINT-QUERY, RANGE-COUNT and SELECTION

From the general zk-pep(f, @) protocol, we immediately obtain a zero-knowledge streaming
interactive proof for the DECISION-INDEX () problem (Definition 20) as a corollary:

» Corollary 39. Fiz ¢ € (0,1]. For any o € F, where g = © <log1+% n) , DECISION-INDEX ()
admits a zkSIP with space complexity O(logn) and communication complezities O(n'**+°) and
polylog(n) in the setup and interactive stages, respectively. The protocol is secure against

O <log2+% n) -space distinguishers.

Proof. Set d = 1og% n and m = dlogn/2loglogn, so that d™ = n and dm/q = o(1). Note,
moreover, that DECISION-INDEX(«) is the polynomial evaluation problem where f, = Z,
the low-degree extension of z (which can be computed in O(mlogq) space) and B is the
identification of a coordinate j € [n]. Thus, applying Figure 7 to the mapping x — & with
the aforementioned parameters, we obtain a protocol with verifier space complexity

26When L N C # [dm] \ [{], the set still fixes |L N C| values of g and leaves dm — |L N C| to be chosen
randomly.
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1
O(mlogq) = 0O 08T -loglogn
loglogn

= O(logn)

and communication complexities

5logn
O(q™mlog? q) = (log“r% n) ERET bolylog(n)
—plt+s polylog(n)
_ O(n1+5)

in the setup and O(d*m®q3log q) = polylog(n) in the interactive stage; moreover, it is secure

against distinguishers with dm? polylog(q) = @) (log2+% n) space. |

We now select a few applications of the zk-pep protocol to solve other streaming problems;
the remainder of this section follows reductions to pep due to [15].

In the POINT-QUERY problem, the input is a stream of updates (u,i) € Z X [{] to an
{-dimensional vector y initialised to zero, followed by an index j, and the task is to output

y;. A formal definition follows.?”

» Definition 40. Let ¢{,M € N and t € [-M,M]|NZ. The language POINT-QUERY(t) is

defined as
Vi, u; € [—-M,M)NZ and k;, j € [{],
(ur, k1, U, ki, ) Yk, ‘Zie[n],ki:k ul‘ < M and
i€[n) k=g Wi =t

» Corollary 41. Fiz 6 € (0,1]. Let £, M € N with £ € [n], M = poly(n) and t € [-M, M]NZ.
There exists a zkSIP for POINT-QUERY(t) with space complexity O(log® n) and communication
complezities O(n' %) and polylog(n) in the setup and interactive stages, respectively.

Proof. We first note that, by an application of the Chinese Remainder Theorem (see, e.g.,
[38]), we may assume M = O(logn) at the cost of a logarithmic blowup to the space
complexity: the verifier runs Figure 7 in parallel with O(logn) fields F, > F,, for distinct
primes p = O(logn), so that any integer in [—-M, M| can be uniquely represented by
logarithmically many field elements.

We set the same parameters as in Corollary 39: degree d = log%n and m =
1+2 n

dlogn/2loglogn, but also ensure ¢ = © (log ) is the power of a prime larger than

2M + 1 (so that elements of [—M, M]NZ map to distinct field elements).
Viewing integers in [~ M, M| as elements of F, we define y € F* by

Yk = Z Ui,
i

€[n]
ki=k

2TWe remark that POINT-QUERY is formally a promise problem: the condition that coordinatewise sums
are bounded by M is assumed to hold for no-instances of the language too. However, a polynomial
bound is often trivially true (as in the applications that follow).
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and the mapping = ((u;, k;) : i € [n]) — f* by f* = g. Note that the verifier can compute

n

) = 3 [ 3w | xlo)

kel \ i=1
=

by recording the running sum of u;xx, (p), a task for which O(mlogq) = O(logn) space
suffices.

Applying Figure 7 with the mapping and parameters above, we obtain a zero-knowledge
SIP with space complexity O(logn) (due to the aforementioned logarithmic overhead),
communication complexity O(n'*?) in the setup and polylog(n) in the interactive stage. <«

With the protocol of Corollary 41, we obtain a zero-knowledge SIP for the RANGE-COUNT
problem, where the stream consists of a sequence z of elements in a set [¢] followed by a
subset R C [¢], and the task is to return the number of times an element of R appeared in
the stream. Formally,

» Definition 42. Let R C 2. The language RANGE-COUNT(t) is defined as
{(z,R)e f]" x R:|{i € [n] : x; € R}| =t}.

» Corollary 43. Fiz § € (0,1]. For every R C 29 of size poly(n), the language
RANGE-COUNT(t) admits a zkSIP with space complexity O(log?n) and communication com-
plexities O(n'*?) and polylog(n) in the setup and interactive stages, respectively.

Proof sketch. We run the protocol for POINT-QUERY (Corollary 41) on the stream obtained
by concatenating (R’ € R : x; € R') for every i € [n] (which the verifier can simulate while
streaming x), followed by R (viewed as an element of [|R|]). More precisely, we redefine the
mapping x — f* as what would be obtained by processing the derived stream, which avoids
the length overhead (to n|R| = poly(n), rather than n) incurred otherwise.

Since M = n is an upper bound for the number of points in any subset of [¢], we obtain a
protocol with the complexities as claimed. <

We conclude with an application of the RANGE-COUNT protocol to solve SELECTION (and
MEDIAN in particular). For x € [(]™ and i € [¢], we call ¢(x) the frequency vector of x, defined
as pi(z) = |{j € [n] : z; = i} (see, also, Definition 49). A word in the language SELECTION
consists of z along with a rank r € [n] the integer k € [¢] with this rank and offsets ¢ € [n],
¢’ € {0} U[n]. (We remark that the additional parameters take into account what the verifier
learns in the search version of the SIP: not only the element k& with rank 7, but the values of
the cumulative frequencies up to k — 1 and up to k.)

» Definition 44. For { € [n], the language SELECTION is defined as
k-1 k
{u,k,r,w) € 1" 6] In) x [n] x {0} U] = 3 u(w) = 7 — ¢ and. 3 u(a) =r+¢'}.
=1 1=1

» Corollary 45. Fiz 6 € (0,1]. There exists a zkSIP for SELECTION with space complex-

1+6)

ity O(log>n) and communication complexities O(n and polylog(n) in the setup and

interactive stages, respectively.

Proof sketch. We execute the protocol for RANGE-COUNT twice (by temporally committing
and streaming x only once; this can be done by saving two independent fingerprints for
f*, and only running zk-pep twice from Step 2 onwards). The class of ranges is R =
{[n]\ [7] : 0 < i <n}, of size O(n), and the verifier checks that the number of hits in the
ranges [n] \ [k — 1] and [n] \ [k] are r — ¢ and r + ¢, respectively. <
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Input: Explicit access to F = Iy, evaluation domain H C F, degree d, dimension m and
«a € F as well as f(p) with p ~F™ where f : F™ — F is a degree-d polynomial.
Repeat, from ¢ =1 to m:

P: Send the pOlynomial fl(T) = Z,Bi+1;~~~7ﬁm€H f(pla s Pi—1, Ta ﬁi-‘rla s 76771)
V: Send p;.

V: Check that 5 y f1(81) = «, f(p) = fm(pm) and the intermediate polyomials satisfy
ZﬂieH Ji(Bi) = fi—1(pi—1) for all 2 < i < m, accepting if so and rejecting otherwise.

Figure 10 Protocol sumcheck(f, a).

7 A zero-knowledge sumcheck SIP

In the previous section we showed how Figure 3, the polynomial evaluation protocol of [24],
can be made zero-knowledge with the careful addition of algebraic and temporal commitment
protocols. Although PEP is a foundational problem for streaming algorithms — generalising
INDEX, for example — it is not immediately clear whether the same techniques enable us to
construct a zero-knowledge version of the second widely used tool in SIPs: the sumcheck
protocol. In this section, we prove that they do: Figure 11 leys out zk-sumcheck, a zkSIP for
the SUMCHECK problem (Definition 46) with the same components, namely, the algebraic
and temporal commitments that enabled zk-pep.

Sumcheck protocols are extremely useful building blocks for the construction of interactive
proofs; indeed, some of the most celebrated results of the last two decades rely on them, most
notably the GKR [34] and subsequent delegation-of-computation protocols (e.g., [52, 50, 51]).
Roughly speaking, they allow a verifier to check that the sum, over a subcube, of the
evaluations of a polynomial yields a prescribed field element; they save exponentially in the
communication (and time) complexity as compared to sending the entire description of the
polynomial. In particular, they enable the (exact) computation of frequency moments of
a stream via an interactive protocol in sublinear space [13], which is impossible without
interaction [2].

More precisely, let f : F™ — F be a polynomial of (individual) degree d and H C F be
an evaluation domain. One obvious way to check that > BeH™ f(B) is equal to some o € F
is via the description of f (say, as a list of sufficiently many evaluations), from which the
sum can be computed directly. This requires not only the entire description of f, which has
size (d + 1)™; but also entails evaluating f over |H|™ many points, implying an even larger
runtime.

The standard sumcheck protocol (Figure 10) enables a verifier V' to offload this costly
computation to a powerful prover P and check the claim by communicating O(dm) field
elements in O(|H|md) time steps, with a single random evaluation of f.®

It is well known that the protocol above (always) accepts if > germ | (B) = «, and rejects
with probability at least 1 — dm/q otherwise (see, e.g., [3]). As sums of polynomials can be
performed in a streaming fashion, the verifier only needs O(mlog ¢q) bits of space.

28 Pigure 10 is laid out in a somewhat non-standard (but equivalent) form, with checks deferred to the
end, that more closely resembles the streaming version we construct.
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7.1 The protocol

We now show that the techniques of Section 5 enable us to construct a streaming zero-
knowledge variant of sumcheck(f, «), which solves the problem defined next.

» Definition 46. Leta € F, H CF and f = {f* : © € T"™} be a mapping such that f* : F™ —
F is a degree-d polynomial. SUMCHECK(f, «) is the language {x erm: ZﬁeHm 1(B) = a}.

The techniques need to be adapted, however, with one key distinction between zk-sumcheck
and zk-pep: the prover now must make many (algebraic) commitments, each of which is
used in a pair of decommitments; moreover, the commitments cannot be sent in parallel
anymore, owing to dependencies between messages in contiguous rounds. Intuitively, neither
of these should pose too great a challenge: computing fingerprints of a set of messages
whose commitment is sent sequentially should be no easier than when they are sent in
parallel (indeed, for one-way communication protocols they are exactly equivalent); and if
one algebraic decommitment does not leak a significant amount of information, two should
not do so either.

The protocol follows. We note that (differently from Section 6) x(p) denotes the vector
of Lagrange polynomials over [ for degree-d univariate polynomials with interpolating set
[d+1], ie., x(p) = (xi(p) : i € [d+ 1]) € FFL.

7.2 Analysis of the protocol

We now show that zk-sumcheck is a valid (i.e., complete and sound) streaming interactive
proof, and compute its space and communication complexities.

» Theorem 47. Let f be such that an evaluation of the Fq-polynomial f* can be computed by
streaming x in O(m?logq) space. For any o € F,, Figure 11 is an SIP for SUMCHECK( f, &)
with space complexity s = O(m?logq), communication complexity O(q™mlog? q) in the setup
and O(q'°81°89dmlog q) = ¢'°8'°¢9 poly(q) in the interactive phase.

Proof. As in Theorem 35, we first show completeness and soundness, then compute the
complexities.

Completeness. Recall that decommit(8, w, k) with correction v accepts if (the fingerprint
matches the LDE of w and) v+ wy = . Therefore, when P and V are both honest, the first
m — 1 decommitments of Step 4 accept, since

67 = x(pi-1) -7V + (69D — x(pi-1) -y V)

k
d+1 ) ) - -
=3 (8, + ) =i p ) (Y i ))
j=1
d+1 d+1

— Z 0;f:(j5) — ZXj(pifl)fifl(j)
j=1 J=1

= | 2 filB) ] = firalpic)

BeH

I
e
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Input: Explicit access to F, element o € F, degree d, dimension m, evaluation domain
H C F and mapping = — f7%; streaming access to x € I'".

Parameters:
Field size ¢ = |F| satisfying dm = o(q);
Commitment lengths v = ¢™(logm + loglog q)/96 and p = g'°&'°g4.

Step 0: Temporal commitment
P: Send a string z ~ ((F\ [d+1]))™)".
V: Sample p ~ (F\ [d+ 1])™ and stream z. Check if z; = p for each i, storing ¢ := i if
S0.
Reject if p # z; for all i € [v].
Step 1: Input streaming
V: Stream x and compute f7(p) € F.
Step 2: Algebraic commitments
P: Compute f1(T) =325, 5 cgf"(T,B2...,Bn) and sample k ~ [p].
V: Sample o), ... g™t ~ F™. Compute x(p1) ..., x(pm) and the linear coefficients
0 such that ZﬂeH g(B) = >, 0i9(i) when g is a degree-d univariate polynomial.
Repeat, from i = 1 to m:
P: Send y®) ~ F@+DxP and 40 = (f;(4) — yj(z) j€ld+1]).
V: Compute the fingerprints (%) (a(i), X(Pi)) and () (0'(”1), 0), as well as the dot
products x(p;) - v and 6 - ).
Send p;.
P: If i <m, compute f;+1(T) = ZQHQ,...,ﬁmeH f2(p1,- Py T, Big2s - -, Bm)-
P: Send k.
Step 3: Temporal decommitment
V: Send /.
P: Check that z, = p € (F\ [d+1])", aborting otherwise.
Step 4: Algebraic decommitments
V. Forall 1l <i<m,run

decommit (070 g = x(pi-1) TGN k) , with

fingerprint ) (o, 0) -5~ (@, x(p;—1)) and correction 8- —x(p;_1)-y~Y.
Run decommit (a, 6 - yM), k) with fingerprint (V) (o*), @) and correction 6 - 4.
Run decommit (f“"(p), x(pm) - y™, k) with fingerprint 4™ (o'(m“), X(pm)) and cor-
rection x(pm) - y™.

Accept if all decommitments accept, and reject otherwise.

Figure 11 Protocol zk-sumcheck(f, a).
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Likewise, the last two decommitments accept because

d+1
.~ D) = (~(D (1)
0~ + (0 Y )k = ;21 0; ('Yj + Yk )

d+1

= _0:f1())
=> h(B

BeH

= Y f(8)

IB c Hm

=

and

d+1
x(pm) - Y™ + (X(pm) 'y(’")) = ST m) (™ + )
j=1

d+1

= ZXJ(pm)fm<j>

= fm(pm)
= f"(p),

respectively. The verifier thus accepts unless p # {z; : i € [v]} in Step 0, an event with
probability

1 Y m m
(1 gmimg) s s e <o)

Soundness. We divide the behaviour of a malicious prover into three cases. The first
(and simplest) is when P commits to f; for all i and decommits with polynomials whose
evaluations at 0 yield the same values as the honest prover (i.e., in decommit(3, w, k) with
~ as the correction, P replies with a polynomial g such that 9(0) = wg + 7). Then, since
ZﬂeHm f(B) # a, the verifier rejects in decommit (a, 0 -y, k) with probability 1.

The second case is when P commits to a sequence of polynomials g1, ..., gm, such that
gi # fi for some i, and decommits honestly. Then V accepts if and only if the set {g;} leads
the verifier in the standard sumcheck protocol to accept; by the soundness of that protocol,
V accepts with probability at most dm/(q—d — 1) = o(1).

The only remaining case is when P commits to a sequence of polynomials {g;} (which
may or may not coincide with {f;}) and, in at least one decommitment with respect to
a string w where P receives the line L, the prover replies with a degree-dm polynomial g
such that g(0) # wy = 1 (0). Then, since V' has a fingerprint @ (o) with o ~ F™ and a
field element o ~ [F such that L(o) = o, we have g(0) # w(o) = w1 (0) with probability
dm/q = o(1) by Lemma 18 (Schwartz-Zippel), and soundness follows.

Space and communication complexities. The communication of the setup (Step 0, the
temporal commitment) is ¢ (log m + loglog ¢)mlog ¢ = O(¢™mlog? q) bits. The communic-
ation of the interactive phase (Steps 2-4) is dominated by the m algebraic commitments to
elements of F9*! with length p = ¢'°81°89 each, for a total of O(¢'°8'°84dm log q) < ¢'o8lo8a+2
bits.
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The verifier’s space complexity is dominated by computing f*(p) and storing O(m)
elements of F™ (i.e., p and o™ for i € [m + 1]), so that it is bounded by O(m?logq). <=

7.3 Zero-knowledge

Having shown that zk-sumcheck is a valid streaming interactive proof, we now show it is also
zero-knowledge.

» Theorem 48. Figure 11 is zero-knowledge against poly(q)-space streaming distinguishers.
The simulator has space complezity poly(q).

Proof. We shall prove indistinguishability as we have done earlier: with the simulator S
shown in Figure 12, we assume towards contradiction that there exists a € F, an input x € F",
internal randomness 7, a space-O(m?log q) verifier V and a poly(q)-space distinguisher D

that accepts View ,(x,r) with probability ¢ = (1) above that with which D accepts

S (‘7, T, 7"). Then, via Lemma 25, we construct a one-way protocol for INDEX with impossibly
large success probability.

The space complexity of S is dominated by its storing of O(m?log q) = poly(q) elements
of F™ x [v] and by the computation of the partial sums (g; : ¢ € [m]). Note that the naive
strategy of sampling ¢ and computing the corresponding partial sums requires 2(d™) space;
however, [5] constructs an algorithm that can sample from the same distribution in poly(q)
time, and thus space.?? Note, moreover, that the alphabet over which z is taken has size

omdmr g (1 20)

q
1 m
>q" <1>
m
ﬂ
- 3
S 32v ’
~ loglogwv

so that Theorem 33 applies. (The conditions (¢ —d — 1) = © (

polylog(q) are also clearly satisfied.)

We fix a string z (and thus the set C of the verifier’s likely decommitments) along with bits
of the verifier’s random string r that ensure distinguishing bias at least £/2 and o(1) probability
of simulation failure (recall that failure corresponds to the event (p,¢) ¢ C). Consider the
following (linear) mapping between F-vector spaces: from polynomials g : F™ — F of degree
at most d that satisfy the s 4+ 1 linear constraints of the fingerprints and subcube sum (i.e.,
g(p) = z; for all (2;,4) € C and } 5. ym 9(B) = @) to the sequence of univariate (partial sum)
polynomials Z/Bi“,.u,ﬁmeH 9(p1,...,pi—1, T, Bix1, ..., Bm) for all i € [m] and evaluation
points p in C.

Let £ < (d 4+ 1)m be the dimension of the image of this mapping, and let € = &(p) €
F(d+1)mxt he the linear coefficients that map vectors in F¢ to partial sums (given by d + 1
evaluations) with respect to p. We now proceed to Alice’s strategy, who receives w € F£<P

m) and logg < s =

29 More precisely, the algorithm of [5] allows us to sample from the distributions g;(3) for any 8 and ¢
under the uniform distribution of ¢ satisfying a set of constraints. To sample (g1, ..., gm), we begin
with the set of constraints induced by C' and, after sampling g;(j), include the corresponding constraint
before the next sample.
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Input: Whitebox access to 17; oracle access to random bit string of length g™ 181984 poly(q)
interpreted as the concatenation of z € (F™)” and y(*) € F@+DXP for all i € [m].

Output: View (z,z, (y, 9 i€ [m]),k, (hi:i€[m+1])) with z € (F\ [d+ 1])9)°,
y € Fld+)xp ~() ¢ Fa+1 L ¢ [p] and h; : F — F of degree dm.

Step 0: Temporal commitment
S: Send z € ((F\[d+ 1])m)v.
V: Simulate until the end of this step and let b € {0,1}® be the resulting snapshot of V.
Use the whitebox oracle W to determine the set C' C {(z;,19) : i € [v]} of size s with
the largest W(b, (z;,1)).
Step 1: Input streaming
V: Stream z, simulating the verifier while computing and storing f7(z;) for all (z,7) € C.
Step 2: Algebraic commitments
S: Take g1 : F — F of degree (at most) d under the distribution determined by sampling
g : F™ — F subject to the constraints g ym 9(B8) = a and g(z;) = f*(2;) for all
(zi,1) € C, then outputting g1(T) =35, 5 cy 9(T,B2...,Bm).
Sample k ~ [p)].
V: Simulate until the end of the step.
Repeat, from i =1 to m:
S: Send y® and v = (gi(j) - ](Q cjEd+ 1])
V: Simulate until pi is sent (or until the end of the step when i = m).
S: If i < m, sample g;11 under the distribution given by taking g randomly and
outputting gi+1(T) =325, 5. en 9(P1,--- P T, Biva, -, Bm).
S: Compute 6 such that > 5., h(8) = >, 6;h(i) when h is a degree-d univariate
polynomial, and send k.

SteP 3: Temporal decgmmitment
V: Simulate until V sends ¢ € [v].

S: Abortif zp #p, p¢ (F\[d+1])" or (p,¢) ¢ C.
Step 4: Algebraic decommitments
Forall 1 <i<m,
V : Simulate until V sends a line L;:F—TFm.
S: Abort if L;(0) # k, and otherwise send

((6-39 =x(p)-37V) 0 Li(j) : j € [dm +1]).

V: Simulate until V sends a line Li:F—TFm™
S: Abort if L1(0) # k, and otherwise send

((9~gj(1)> oLi(j):j € [dm + 1]) .

V: Simulate until V sends a line Ly F—TF™
S: Abort if L,,11(0) # k, and otherwise send

((xP) -3 ) 0 Linsa(i) 25 € ldm + 1) .

Figure 12 Simulator for Figure 11.
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as input and uses a random y/(¥) shared with Bob for each commitment string (). She will
also use t() for each pair y(—V, y(®): additionally, t(!) and ™+ will be used for y(*) and
y(™) | respectively. The ¢(¥) will ensure Bob knows the linear combination of every algebraic
decommitment.

More precisely, Alice runs S (with the fixed string z and partially fixed ) until the end
of Step 0, determines the set C', samples p’ ~ ' = {2; : (2;,4) € C} and sets & = £(p’). For
every (i,7) € [m — 1] x [d] and (i,5) € {m} x [d — 1], she sets yj(-l) = y;(l) + (€ w)_1yaty-
She also sets the remaining rows (i.e., yéi)rl for all ¢ as well as y;m)) to satisfy

6.y = ¢,
x(p),) - yt™ = ¢t

Note that these are m + 1 linear constraints on m + 1 row vectors of dimension p, and
since 8441 and y4(p’,) are nonzero, there is at least one solution.?® (If some constraint is not
independent from the others, Alice replaces it with a “canonical” constraint to ensure a unique
solution, e.g., setting the linear coefficients for yc(li)l with the smallest bit representation that
makes the constraint independent.) She then simulates Step 1 and the part of Step 2 until
1% (and D) finish streaming the y(*), sending the resulting snapshots of S, V and D to Bob
along with p’ in a poly(¢)-bit message.

Bob reads his input (n, k) and sets the correction tuples 7(i) € Fo*1 5o as to satisfy
constraints with the same linear coefficients as y(: he sets 'yj(-l) = (&-M)(i—1)d+j — y;(kl) for
(4,7) € [m—1] x [d] and (i, ) € {m} x [d —1]; then sets the coordinates i = d+1 and j € [m]
as well as (4,7) = (d, m) to satisfy

(1)
9 . ﬁy(l) = o — tk) ,
0+ —x(p,_1) A ==t for1<i<mand
m T m+1
X(Pl) A = [ (p) — "

Bob then finishes the simulation of Step 2 with the coordinate k € [p].

In Step 3, if p’ # p or the simulation fails (i.e., zp = p but (p,¥) ¢ C), Bob accepts or
rejects uniformly at random. Otherwise, he simulates Step 4 until the protocol terminates
(which his access to the shared random strings ¢(*) enables him to). At the end of the
simulation, Bob accepts if and only if D accepts.

Note that, when n = 7 — (wj : i € [{]) for a vector T that maps to the polynomials
(g; : 1 € [m]) via € = &(p), then 'y]@ satisfies

W’j('l) = (&-M)(i—1)d+j — y;(z)
=09i(J) = (& -w)(i—1yd4jk — y;(kl)
=9:(J) — yj(;c)

for all 4,7 in [m — 1] x [d] and {m} X [d — 1] (equivalently, for all 4, j such that yJ(L) includes a
linear combination of the rows of w). Then the linear constraints satisfied by the other m + 1
pairs ensures the equality extends to all (i,j): for ¢ € [m],j =d+ 1 and (i,7) = (m,d), we

have

30The condition xq(pl,) # 0 follows from choosing ph, ¢ [d + 1], and we assume the last entry of 0 is
nonzero without loss of generality. Note that if 8 is the zero vector the problem trivialises: in this case
the verifier does not need assistance from a prover (or even to stream x), accepting if and only if o = 0.
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0-’7(1) =« —t,(el)

d+1

=3 0590) — 1,
=320, (06) i)

X(pm) -A™ = f*(p) — ™
- (m+1)

=) _xj(pm) (gm () — yj(Z’)) 7

and, for 1 <i <m,

0.~ — X(pi-1) Al = —t,(:)

d+1 ,

= Z (Xj(Pifl)yj(‘Z_ ) 0193(2)
=1
jH-l , d+1

= Zaj (gi(j) - yj(z)) + ZXj(pifl) (9%1(.7) - yg(ic 1)) :
j=1 Jj=1

That is, since the 4() satisfy the same linear constraints as the vectors (gi(j) — yj(z) 1j €
[d+ ]) it follows that they are equal. Therefore the resulting view is distributed ezactly as

ViewPV(m r) when 7 maps to the partial sums of f* (and thus &(p) - 7 maps to the partial

sums with respect to p); and if n ~ F*, it is distributed as S(V7 x,r) (unless the simulation

fails or p # p’).
This one-way protocol achieves bias 0 when the simulation fails (an o(1)-probability event)
or the verifier’s temporal decommitment p is in C (i. e the simulation succeeds) but p # p’,

an event with conditional probability 1 — e C‘ =1 — <. Otherwise, it achieves a bias of £/2.

We thus have

P, wexo [B (A(w), (f7(i) —w, : i € [(]), k) accepts]

k~[p]
=P, _pexe [B(A(w),n, k) accepts]
=
)0 (1—0(1))-(1—i>~0+(1_0(1)).i.;

Y

=o(1
3
3s’

Applying Lemma 25 yields a one- -way binary INDEX protocol for strings of length p =

thlogq

q'°81°89 with messages of lengt poly(q) = poly(q) and constant bias. But this

contradicts Proposition 21’s upper bound of O ( poly(q)/p) = o(1). <
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7.4 Applications: FREQUENCY-MOMENT and INNER-PRODUCT

We now proceed to applications of zk-sumcheck. The first is a zkSIP that (exactly) computes
frequency moments of order k£ > 1 (commonly denoted F};) for a stream over an alphabet of
size ¢, a problem known to require Q(¢) space without a prover [2].

» Definition 49. Fiz k € N. For every ¢ € [n] and t € [nF], the
language FREQUENCY-MOMENT(t) is {x SULED Dy pi(z)F = t}, where p;(x) =
i € [n] - a; =}l

» Corollary 50. Fiz 1 <k €N and § € (0,1]. For every £ € [n] and t € [n¥], there exists a
zero-knowledge SIP for FREQUENCY-MOMENT,(t) with space complezity O(log® n/loglogn).
The communication complexity is O(n'T?) in the setup and n°M) in the interactive phase,
and the protocol is secure against polylog(n)-space distinguishers.

Proof. We set parameters analogously to Corollary 39, but take into account the factor-k

Jdlogn
2loglogn?

blowup in the degree of f*: set degree d = klog% n=20 <log% n), dimension m =
and take a field F of size |[F| =¢=0 <log1+%‘ n) The mapping « — f* is defined as follows:
viewing [(] < [d+ 1]™ < F™ and defining the frequency vector ¢ = ¢(z) = (p;(x) : i € [{]),
set f*(a) = D icrary) (i, @)* for e € F™ 1, where ¢ is the degree-d/k extension of ¢. Note
that f* is a (m — 1)-variate degree-d polynomial.

Using O(dmlog q) = O(m?log q) bits of space (recall that k is constant), the verifier can
compute all the low-degree extensions ¢(i, p) € F (by adding x., (i, p) to each running sum
upon reading x;); then, after the stream, V raises each LDE to the k'™ power and adds the
results to obtain f(p).

Applying Figure 11, the verifier checks whether

Yoo =Y ¢B)F =) ¢

ac[dt1]m-1 Beld+1]m i€lf)

is equal to t. The space complexity is O(m?log q) = O(log® n/ loglog n); the communication
complexity of the setup step is of order

¢"mlog? q = nits polylog(n) = O (n1+5) ,

and ¢'°81°8 9 poly(q) = n°1) in the interactive phase. Lastly, the protocol is secure against
distinguishers with space poly(q) = polylog(n). <

Our second and last last application is a small modification of the F5 protocol that allows
us to compute inner products.

» Definition 51. For every { € [n], t € [n?(] and field F, the language INNER-PRODUCT(t) is
defined as {(amy) EF" X F": () - p(y) = Xieiq vi(@)pily) = t}-

» Corollary 52. For every 6 € (0,1], £ € [n], t € [n?(] and field F, with ¢ = © (logH% n),

there exists a zkSIP for INNER-PRODUCT(t) with space complexity O(log®n/loglogn) and
communication complexities O(n1+5) and n°Y in the setup and communication phases,
respectively.
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Proof. We use the same parameter settings as Corollary 50 and define

—

)= S o) a)e(y)i a),

i€[d+1]

a polynomial of degree 2d = 210g% n whose evaluation the verifier computes by sav-
ing o(x)(i,p) and @(y)(i,p) for i € [d + 1]. Figure 10 enables the verifier to check
that > ;. #i(2)@i(y) equals t, as desired, with complexities of the same order as in

Corollary 50. <

We remark that while one might reduce inner product to F3, by taking the difference
between the second moment of ¢(x) + ¢(y) and the second moments of ¢(z) and ¢(y), the
resulting protocol leaks these values, and is therefore not zero-knowledge.

—— References

1  Amirali Abdullah, Samira Daruki, Chitradeep Dutta Roy, and Suresh Venkatasubramanian.
Streaming verification of graph properties. In Seok-Hee Hong, editor, 27th International
Symposium on Algorithms and Computation, ISAAC 2016, December 12-14, 2016, Sydney,
Australia, volume 64 of LIPIcs, pages 3:1-3:14. Schloss Dagstuhl — Leibniz-Zentrum fiir
Informatik, 2016. doi:10.4230/LIPIcs.ISAAC.2016.3. 6

2 Noga Alon, Yossi Matias, and Mario Szegedy. The space complexity of approximating the
frequency moments. Journal of Computer and system sciences, 58(1):137-147, 1999. 2, 5, 16,
50, 58

3 Sanjeev Arora and Boaz Barak. Computational Complexity — A Modern Approach. Cambridge
University Press, 2009. URL: http://www.cambridge.org/catalogue/catalogue.asp?isbn=
9780521424264. 50

4 Eli Ben-Sasson, Iddo Bentov, Yinon Horesh, and Michael Riabzev. Scalable, transparent, and
post-quantum secure computational integrity. Cryptology ePrint Archive, Report 2018/046,
2018. 2

5 Eli Ben-Sasson, Alessandro Chiesa, Michael A. Forbes, Ariel Gabizon, Michael Riabzev,
and Nicholas Spooner. Zero knowledge protocols from succinct constraint detection. In
Yael Kalai and Leonid Reyzin, editors, Theory of Cryptography — 15th International
Conference, TCC 2017, Baltimore, MD, USA, November 12-15, 2017, Proceedings, Part
11, volume 10678 of Lecture Notes in Computer Science, pages 172-206. Springer, 2017.
d0i:10.1007/978-3-319-70503-3_6. 54

6 Eli Ben-Sasson, Alessandro Chiesa, Christina Garman, Matthew Green, lan Miers, Eran
Tromer, and Madars Virza. Zerocash: Decentralized anonymous payments from bitcoin. In
2014 IEEE Symposium on Security and Privacy, pages 459-474, 2014. 2

7 Eli Ben-Sasson, Alessandro Chiesa, Michael Riabzev, Nicholas Spooner, Madars Virza, and
Nicholas P. Ward. Aurora: Transparent succinct arguments for R1CS. In Yuval Ishai and
Vincent Rijmen, editors, Advances in Cryptology — EUROCRYPT 2019, pages 103-128, Cham,
2019. Springer International Publishing. doi:10.1007/978-3-030-17653-2_4. 2

8 Itay Berman, Ron D. Rothblum, and Vinod Vaikuntanathan. Zero-knowledge proofs of
proximity. In Anna R. Karlin, editor, 9th Innovations in Theoretical Computer Science
Conference, ITCS 2018, January 11-14, 2018, Cambridge, MA, USA, volume 94 of LIPIcs,
pages 19:1-19:20. Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, 2018. doi:10.4230/
LIPIcs.ITCS.2018.19. 6

9 Manuel Blum. Coin flipping by telephone a protocol for solving impossible problems. ACM
SIGACT News, 15(1):23-27, 1983. 22

10 Stéphane Boucheron, Gdbor Lugosi, and Pascal Massart. Concentration Inequalities: A
Nonasymptotic Theory of Independence. Oxford university press, 2013. 19

2:59

CCC 2024


https://doi.org/10.4230/LIPIcs.ISAAC.2016.3
http://www.cambridge.org/catalogue/catalogue.asp?isbn=9780521424264
http://www.cambridge.org/catalogue/catalogue.asp?isbn=9780521424264
https://doi.org/10.1007/978-3-319-70503-3_6
https://doi.org/10.1007/978-3-030-17653-2_4
https://doi.org/10.4230/LIPIcs.ITCS.2018.19
https://doi.org/10.4230/LIPIcs.ITCS.2018.19

2:60

Streaming Zero-Knowledge Proofs

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

Amit Chakrabarti, Graham Cormode, Navin Goyal, and Justin Thaler. Annotations for sparse
data streams. In Proceedings of the Twenty-Fifth Annual ACM-SIAM Symposium on Discrete
Algorithms, pages 687-706, 2014. 2, 6

Amit Chakrabarti, Graham Cormode, and Andrew McGregor. Annotations in data streams.
In Susanne Albers, Alberto Marchetti-Spaccamela, Yossi Matias, Sotiris E. Nikoletseas,
and Wolfgang Thomas, editors, Automata, Languages and Programming, 36th International
Colloquium, ICALP 2009, Rhodes, Greece, July 5-12, 2009, Proceedings, Part I, volume
5555 of Lecture Notes in Computer Science, pages 222—-234. Springer, 2009. doi:10.1007/
978-3-642-02927-1_20. 6

Amit Chakrabarti, Graham Cormode, Andrew McGregor, and Justin Thaler. Annotations in
data streams. ACM Trans. Algorithms, 11(1):7:1-7:30, 2014. doi:10.1145/2636924. 6, 50
Amit Chakrabarti, Graham Cormode, Andrew McGregor, Justin Thaler, and Suresh Ven-
katasubramanian. Verifiable stream computation and Arthur-Merlin communication. In 30th
Conference on Computational Complezity (CCC 2015), 2015. 2, 5, 6

Amit Chakrabarti, Graham Cormode, Andrew McGregor, Justin Thaler, and Suresh Ven-
katasubramanian. Verifiable Stream Computation and Arthur-Merlin Communication. STAM
Journal on Computing, 48(4):1265-1299, January 2019. doi:10.1137/17M112289X. 5, 6, 8, 25,
48

Amit Chakrabarti and Prantar Ghosh. Streaming verification of graph computations via graph
structure. APPROX/RANDOM 2019, September 20-22, 2019, 2019. 2

Amit Chakrabarti, Prantar Ghosh, and Justin Thaler. Streaming verification for graph
problems: Optimal tradeoffs and nonlinear sketches. arXiv preprint, 2020. arXiv:2007.03039.
2,6

Alessandro Chiesa, Michael A. Forbes, Tom Gur, and Nicholas Spooner. Spatial isolation
implies zero knowledge even in a quantum world. Journal of The ACM, 69(2):15:1-15:44, 2022.
doi:10.1145/3511100. 6

Alessandro Chiesa and Tom Gur. Proofs of proximity for distribution testing. In 9th Innovations
in Theoretical Computer Science Conference (ITCS 2018), 2018. 6

Graham Cormode. Applications of sketching and pathways to impact. In Proceedings of
the 42nd ACM SIGMOD-SIGACT-SIGAI Symposium on Principles of Database Systems,
PODS 23, pages 5-10, New York, NY, USA, 2023. Association for Computing Machinery.
doi:10.1145/3584372.3589937. 1

Graham Cormode and Chris Hickey. Cheap checking for cloud computing: Statistical analysis
via annotated data streams. In AISTATS, 2018. 2, 6

Graham Cormode, Michael Mitzenmacher, and Justin Thaler. Practical verified computation
with streaming interactive proofs. In Proceedings of the 3rd Innovations in Theoretical
Computer Science Conference, pages 90-112, 2012. 2, 3, 6

Graham Cormode, Michael Mitzenmacher, and Justin Thaler. Streaming graph computations
with a helpful advisor. Algorithmica. An International Journal in Computer Science, 65(2):409—
442, 2013. 2, 6

Graham Cormode, Justin Thaler, and Ke Yi. Verifying computations with streaming interactive
proofs. Proc. VLDB Endow., 5(1):25-36, 2011. doi:10.14778/2047485.2047488. 2, 6, 20, 24,
50

Marcel Dall’Agnol, Tom Gur, Subhayan Roy Moulik, and Justin Thaler. Quantum proofs of
proximity. Quantum, 6:834, October 2022. doi:10.22331/9-2022-10-13-834. 6

Samira Daruki, Justin Thaler, and Suresh Venkatasubramanian. Streaming verification in
data analysis. In International Symposium on Algorithms and Computation, pages 7T15-726,
2015. 2, 6

Yevgeniy Dodis, Willy Quach, and Daniel Wichs. Authentication in the bounded storage model.
In Orr Dunkelman and Stefan Dziembowski, editors, Advances in Cryptology — EUROCRYPT
2022 — 41st Annual International Conference on the Theory and Applications of Cryptographic
Techniques, Trondheim, Norway, May 30 — June 3, 2022, Proceedings, Part III, volume
13277 of Lecture Notes in Computer Science, pages 737—766. Springer, 2022. doi:10.1007/
978-3-031-07082-2_26. 6


https://doi.org/10.1007/978-3-642-02927-1_20
https://doi.org/10.1007/978-3-642-02927-1_20
https://doi.org/10.1145/2636924
https://doi.org/10.1137/17M112289X
https://arxiv.org/abs/2007.03039
https://doi.org/10.1145/3511100
https://doi.org/10.1145/3584372.3589937
https://doi.org/10.14778/2047485.2047488
https://doi.org/10.22331/q-2022-10-13-834
https://doi.org/10.1007/978-3-031-07082-2_26
https://doi.org/10.1007/978-3-031-07082-2_26

G. Cormode, M. Dall’Agnol, T. Gur, and C. Hickey

28

29

30

31

32

33

34

35

36

37

38

39

40

41
42

43

Yevgeniy Dodis, Willy Quach, and Daniel Wichs. Speak much, remember little: Cryptography
in the bounded storage model, revisited. In Carmit Hazay and Martijn Stam, editors, Advances
in Cryptology — EUROCRYPT 2023 — 42nd Annual International Conference on the Theory
and Applications of Cryptographic Techniques, Lyon, France, April 23-27, 2023, Proceedings,
Part I, volume 14004 of Lecture Notes in Computer Science, pages 86—116. Springer, 2023.
d0i:10.1007/978-3-031-30545-0_4. 6

Prantar Ghosh. New verification schemes for frequency-based functions on data streams.
In Nitin Saxena and Sunil Simon, editors, 40th IARCS Annual Conference on Foundations
of Software Technology and Theoretical Computer Science, FSTTCS 2020, December 14-
18, 2020, BITS Pilani, K K Birla Goa Campus, Goa, India (Virtual Conference), volume
182 of LIPIcs, pages 22:1-22:15. Schloss Dagstuhl — Leibniz-Zentrum fir Informatik, 2020.
d0i:10.4230/LIPIcs.FSTTCS.2020.22. 6

Oded Goldreich. Zero-Knowledge twenty years after its invention. JACR Cryptol. ePrint Arch.,
2002:186, 2002. 2

Oded Goldreich. Computational complexity: A conceptual perspective. ACM Sigact News,
39(3):35-39, 2008. 2

Oded Goldreich and Tom Gur. Universal locally verifiable codes and 3-round interactive proofs

of proximity for CSP. Theor. Comput. Sci., 878-879:83-101, 2021. doi:10.1016/j.tcs.2021.

05.030. 6

Oded Goldreich, Tom Gur, and Ron D. Rothblum. Proofs of proximity for context-free
languages and read-once branching programs. Inf. Comput., 261:175-201, 2018. doi:10.1016/
j.1c.2018.02.003. 6

Shafi Goldwasser, Yael Tauman Kalai, and Guy N Rothblum. Delegating computation:
Interactive proofs for muggles. In Proceedings of the Fortieth Annual ACM Symposium on
Theory of Computing, pages 113-122, 2008. 3, 6, 21, 50

Jiaxin Guan and Mark Zhandry. Simple schemes in the bounded storage model. In Yuval
Ishai and Vincent Rijmen, editors, Advances in Cryptology — EUROCRYPT 2019 — 38th
Annual International Conference on the Theory and Applications of Cryptographic Techniques,
Darmstadt, Germany, May 19-23, 2019, Proceedings, Part III, volume 11478 of Lecture Notes
in Computer Science, pages 500-524. Springer, 2019. doi:10.1007/978-3-030-17659-4_17.
6

Tom Gur. On Locally Verifiable Proofs of Proximity. PhD thesis, The Weizmann Institute of
Science (Israel), 2017. 6

Tom Gur, Yang P. Liu, and Ron D. Rothblum. An exponential separation between MA and AM
proofs of proximity. Comput. Complez., 30(2):12, 2021. doi:10.1007/s00037-021-00212-3.
6

Tom Gur and Ran Raz. Arthur—Merlin streaming complexity. Information and Computation,
243:145-165, 2015. 6, 48

Tom Gur and Ron D. Rothblum. A hierarchy theorem for interactive proofs of proximity. In
Christos H. Papadimitriou, editor, 8th Innovations in Theoretical Computer Science Conference,
ITCS 2017, January 9-11, 2017, Berkeley, CA, USA, volume 67 of LIPIcs, pages 39:1-39:43.
Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, 2017. doi:10.4230/LIPIcs.ITCS.2017.39.
6

Tom Gur and Ron D. Rothblum. Non-interactive proofs of proximity. Comput. Complex.,
27(1):99-207, 2018. doi:10.1007/s00037-016-0136-9. 6

Venkatesan Guruswami, Atri Rudra, and Madhu Sudan. Essential coding theory, 2012. 18, 34
Johan Hastad, Russell Impagliazzo, Leonid A Levin, and Michael Luby. A pseudorandom
generator from any one-way function. SIAM Journal on Computing, 28(4):1364-1396, 1999. 4
Russell Impagliazzo and Michael Luby. One-way functions are essential for complexity based
cryptography. In 30th Annual Symposium on Foundations of Computer Science, pages 230235,
1989. 4

2:61

CCC 2024


https://doi.org/10.1007/978-3-031-30545-0_4
https://doi.org/10.4230/LIPIcs.FSTTCS.2020.22
https://doi.org/10.1016/j.tcs.2021.05.030
https://doi.org/10.1016/j.tcs.2021.05.030
https://doi.org/10.1016/j.ic.2018.02.003
https://doi.org/10.1016/j.ic.2018.02.003
https://doi.org/10.1007/978-3-030-17659-4_17
https://doi.org/10.1007/s00037-021-00212-3
https://doi.org/10.4230/LIPIcs.ITCS.2017.39
https://doi.org/10.1007/s00037-016-0136-9

2:62

Streaming Zero-Knowledge Proofs

44

45

46

47

48

49

50

51

52

53

54

55

56

57

Yuval Ishai and Mor Weiss. Probabilistically checkable proofs of proximity with zero-knowledge.
In Yehuda Lindell, editor, Theory of Cryptography — 11th Theory of Cryptography Conference,
TCC 2014, San Diego, CA, USA, February 24-26, 201}. Proceedings, volume 8349 of Lecture
Notes in Computer Science, pages 121-145. Springer, 2014. doi:10.1007/978-3-642-54242-8_
6. 6

Andrew McGregor. Graph stream algorithms: A survey. Sigmod Record, 43(1):9-20, May
2014. doi:10.1145/2627692.2627694. 1

Shanmugavelayutham Muthukrishnan. Data Streams: Algorithms and Applications. Now
Publishers Inc, 2005. 1

Moni Naor. Bit commitment using pseudorandomness. Journal of cryptology, 4(2):151-158,
1991. 4

Michael O Rabin. Fingerprinting by Random Polynomials. Center for Research in Computing
Techn., Aiken Computation Laboratory, Univ., 1981. 24

Anup Rao and Amir Yehudayoff. Communication Complexity: And Applications. Cambridge
University Press, 2020. 5, 10, 26, 62

Omer Reingold, Guy N Rothblum, and Ron D Rothblum. Constant-round interactive proofs
for delegating computation. SIAM Journal on Computing, 50(3):STOC16-255, 2019. 50
Guy N. Rothblum and Ron D. Rothblum. Batch verification and proofs of proximity with
polylog overhead. In Rafael Pass and Krzysztof Pietrzak, editors, Theory of Cryptography
— 18th International Conference, TCC 2020, Durham, NC, USA, November 16-19, 2020,
Proceedings, Part II, volume 12551 of Lecture Notes in Computer Science, pages 108—138.
Springer, 2020. doi:10.1007/978-3-030-64378-2_5. 6, 50

Guy N. Rothblum, Salil P. Vadhan, and Avi Wigderson. Interactive proofs of proximity:
Delegating computation in sublinear time. In Dan Boneh, Tim Roughgarden, and Joan
Feigenbaum, editors, Symposium on Theory of Computing Conference, STOC’13, Palo Alto,
CA, USA, June 1-4, 2013, pages 793-802. ACM, 2013. doi:10.1145/2488608.2488709. 6, 50
J. T. Schwartz. Fast probabilistic algorithms for verification of polynomial identities. Journal
of The Acm, 27(4):7017717, October 1980. doi:10.1145/322217.322225. 24

Justin Thaler. Time-optimal interactive proofs for circuit evaluation. In Advances in Crypto-
logy—-CRYPTO 20183, pages 71-89. Springer, 2013. 2

Justin Thaler. Semi-streaming algorithms for annotated graph streams. arXiv preprint, 2014.
arXiv:1407.3462. 2, 6

Salil Vadhan. The complexity of zero knowledge. In International Conference on Foundations
of Software Technology and Theoretical Computer Science, pages 52-70, 2007. 2

Salil Pravin Vadhan. A Study of Statistical Zero-Knowledge Proofs. PhD thesis, Massachusetts
Institute of Technology, 1999. 2

A Deferred proofs

A.1 Proof of Proposition 21

» Proposition 53 (Proposition 21, restated). Any one-way communication protocol for
SEARCH-INDEX with input (x,j7) ~ I'? x [p] that sends an s-bit message succeeds with

probability at most ﬁ + 0 <\/ s/ p).

Proof. Define, for ease of notation, v = |I'|. We follow the strategy used in [49] for the binary
case. First, note that by the minimax theorem we may assume Alice’s and Bob’s strategies
are deterministic; i.e., that Alice sends A(x) € {0,1}* and Bob outputs B(A(z),j) € T for
some functions A and B.
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Let A be the distribution of Alice’s message A = A(z) induced by the (uniform) distribution
of x, partitioning I'? into {P,} where P, = A=!(a) = {x € T? : A(z) = a}. Note that the
distribution of 2 conditioned on A = a is uniform over P,, and that Pa.x[A = a] = |P,|/7?.
Then,

P,r» [Bob outputs z;] = Z Prnre[A(x) = a] - Pyore [b(a,j) =, | Ax) = a]

j~[p] ac{0,1}* J~I[p]
= Y Pan[A=ad] -Prup,[ba,j) = z;]
aE{O,l}S ]N[p]
= EA_NA DP)JDNPA [b(A7j) = x]“
J~[p]
<Ea~n {maX {Penpalz; = o}, (14)
j~[p] L€l

so that we only need to bound the latter expression; note that the inequality shows Bob’s
optimal strategy is to output the most frequent symbol at the ;" coordinate in P4.

Now, define i as the uniform distribution over I' and p; , as the distribution of x; when
x ~ P, (i.e., the distribution of x; when x ~ T'? conditioned on A(x) = a). Then, by Pinsker’s
inequality (Equation 10), for all ¢ € Im A and i € [p] we have

KL (ptia || 11)

2 7,a

. < _\wae T

ko = nll” = —575

(where we use ||-|| as shorthand for the 2-norm ||-||,). Since the inequality holds for all a and
i, then it also holds for the convex combination corresponding to taking A ~ A and j ~ [p]
independently (i.e., whose coefficients are P[A = a,j = i] = %). Therefore,

1 p

2 2

Eax [lluj,A = | } =-> Eax Nﬂi,A = ull }
Jr~I[p] p

i=1

1 P

< .

= 32 ;EAM [KL (i, || )]
1 p

= >m3 ZI(A 1),

i=1

where the last equality follows by the definition of mutual information (Equation 11). By
convexity of z — 22, we have

2
Eawn (a4 — )" < Eavs [z — pl?]
Jr1p] Jr~1p]
p

1
< I(A:x;).
_2pln2; (A:2:)

Recall that p; () = Pyop, [x; = o]. Comparing this value with the average mass 1/,
we have
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1 1
Esoy [max{P,wp,|z; = ]—:IEANA {max{u%a —}}
o |max (Pavyfoy = alb| = =Egy |max {ptialo) ~ -

-3

<Eamx [ll1ja = pll]
Jrlp]

<Eaux {max {

j~lp] L€l

i [(A )
2pIn 2 ’
so that using Equation 14 and rearranging,
1 b I(A:xy)
P,..r»[Bob outputs z;] < — 44/ ==L
].N%;] [ il v 2pIn 2

The theorem thus reduces to showing Y% | I(A : z;) < s. By standard information-
theoretic equivalences and inequalities,

p P
S I(Arx) = (H(x) — H(xi|A)) (by Equation 11)
i=1 i=1
P
= H(z) - Y H(x;|A) (by Equation 7)
i=1
< H(x)— Z H(zi|z1,..., i1, A) (by Equation 6)
i=1
= H(z) — H(z|A) (by Equation 8)
=I(A:x) < H(A) (by Equation 11)
<s (by Equation 5)
and the result follows. |

A.2 Proof of Theorem 24

» Theorem 54 (Theorem 24, restated). Figure 6 (algebraic-commit) and Figure 5 (decommit)
form a streaming commitment protocol with space complexity s = O((ﬁ + m)log q) if p=
¢ and dm = polylog(q). The scheme is secure against poly(s)-space adversaries and
communicates O(£g** logq) bits.

Furthermore, if each linear coefficient can be computed in O(mloggq) space, then s =
O(mlogq).

Proof. We follow the same steps of Theorem 22, beginning with the binding property:
using y* to denote the i** column of y, when P is honest, i.e., sends the correction tuple
~ = a —y*) in the commit stage and the polynomial 2|, where z = 8-y in the decommit
stage, then V" accepts as 2|1(p) = 2(p) = §(p, B) and 2,(0)+v =z + B-v = a- B. (Recall
that the line L is such that L(0) = k and L(p) = p.)

Now, suppose P replies with a polynomial g such that ¢g(0) # Zie[@] Biyir = 2 = 2)1(0);
then the Schwartz-Zippel lemma implies g(p) # 21 (p) except with probability dm/q = o(1),
in which case V rejects. As the verifier only needs to store the evaluation point p € F™, the
coordinate k € [p] and a constant number of additional field elements, its space complexity
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is O(mlogq) as long as each B; can be computed in this space (e.g., when 8; = B;(p) is
the evaluation of an m-variate polynomial over F); if 8 must be stored in its entirety, the
complexity becomes O((Z + m)log q).

To show the hiding property, assume towards contradiction that there exists a streaming
algorithm D with space poly(s) = poly(¢,logq) that distinguishes commitments between
some o € F* and o’ € F\ {a} with constant bias: that is,

P, pexv [D(y,a —y® k) accepts} —Pypr [D(y,o/ —y®) k) accepts} >e€
k~[p] k~[p]

for some € = (1). Now consider the following one-way communication protocol for SEARCH-
INDEX over the alphabet F* with input (w,j) € (F)? x [p]: Alice, viewing x as an element of
F*P simulates D on the stream (x,7), where v ~ F*, and sends the polylog(p)-bit snapshot
of D to Bob, who finishes the simulation with j; if D accepts output a« — =y, and otherwise
output o’ — ~. Note that Bob outputs correctly exactly when v = o — y*) and D accepts,
or v =a’ —y® and D rejects. We will now show that the protocol solves SEARCH-INDEX
with a bias that is too large, contradicting Proposition 21.

P, x¢)» [Bob outputs ;]

i~[p]
1 . 1 . .
= P, wtye [D(x, a0 — 35, j) accepts] + p P gty [D(x, o' —xj,7) reJects}
J~[p] i~[p]
1 . .
=7 (1 + P, oy [D(@, 00 — x5, j) accepts] =P _ ey [D(ac7 o' —z;,79) accepts])
i~[p] J~[p]
> 1 —&; €
q

1 1
Since ¢=¢ = Q (\/qf/p) =w (\/poly(s)/p>7 owing to s = poly(¢,logq), the result follows.

The communication complexity of the protocols is dominated by the prover sending #p field
elements, for a total of O(¢g* log q) bits. <

A.3 Proof of Claim 30

> Claim 55 (Claim 30, restated). Let p, ¢ € [0,1]” be probability vectors and ¢ € [v] a positive
integer. There exists a set C' C [v] of size t such that 37, (o pigi < 1/t.

Proof. We reduce the claim to proving an upper bound on a certain optimisation problem.
Namely, let A ={z € [0,1]": >, 2; =1} and A’ =AN{z €[0,1]" : 21 > --- > x,} be the
v-dimensional simplex and the simplex with ordered coordinates, respectively. Define the
function f: A’ x A =Ry by f(p,q) = > i, iPigi-

Under the assumption that f(p,q) <1 for all p € A’ and ¢ € A, we conclude as follows:
since p; > ps > --- > p, without loss of generality (permuting the vectors to satisfy the
condition does not affect the truth of the claim), for any ¢ € [v]

v

1> fpg) =D | Dopias | =D [ Dorias
i=1

i=1 \ j=1t j=i

implies the existence of i € [t] such that 37, pjq; < 1/t. Taking C' = [i — 1] completes the
proof.
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We now proceed to show f(p,q) < 1. Since f is continuous with compact domain, there
exists a pair (p*,¢*) that maximises f. Let £ € [v] be the largest nonzero coordinate of
p*. Then ¢ > 0 for all ¢ < ¢, as otherwise moving the mass p; onto p] would contradict
maximality; and ¢ = 0 for all ¢ > ¢, or moving ¢ onto (say) ¢} likewise leads to a
contradiction.

Now, suppose (towards contradiction) ¢ > 1, take 1 < j < £ and consider the pair (p*, ¢')
with ¢; =0, ¢; = ¢i + ¢; and ¢; = ¢ otherwise. Then f(p*,q’) < f(p*,¢") implies

i (a1 +47) < prai +ipig;,
and thus ipf < p} (since ¢f # 0). But then

4 4

F@5q7) = ity <ptd_af =pi <1,

i=1 i=1

a contradiction, as the delta distributions at 1 achieve value 1.
We thus conclude that ¢ = 1, so the maximisers p*, ¢* are the delta distributions at 1 and

f(p,q) < f(p*,q*) =1, as desired. 4
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