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—— Abstract

Solvers for Satisfiability Modulo Theories (SMT) have become crucial components in safety- or
mission-critical formal methods applications, in particular model checking, verification, and security
analysis. Since state-of-the-art SMT solvers are large and complex systems, they are prohibitively
difficult to prove correct. Hence, proof production is essential as a way to demonstrate instead
the correctness of their responses, making those responses amenable to independent verification.
Historically, the main challenges for proof production in SMT have been solver performance and
proof coverage, often leading to the disabling of many sophisticated solving techniques when running
in proof-production mode, or to coarse-grained, and harder to check, proofs.

The first part of this talk presents a flexible proof-production architecture designed to handle the
complexity of versatile, industrial-strength SMT solvers, and discusses how it has been leveraged to
produce detailed proofs, even for sophisticated reasoning components. The architecture, implemented
in the state-of-the-art SMT solver cvch, allows proofs to be produced modularly, as needed, and
with various safeguards for correctness. The architecture supports the generation of textual proof
certificates in different formats, for offline proof checking by external tools, as well as a rich API,
which is useful for online integration of the SMT solver into other reasoning tools such as, for instance,
skeptical proof assistants. Extensive experimental evaluations with both SMT-LIB benchmarks
and benchmarks provided by industrial partners have shown that the new architecture results in
greater proof coverage than previous approaches, imposes a small runtime overhead, and supports
fine-grained proofs in the great majority of cases.

The second part of the talk gives an overview of a new generic language for expressing SMT
proof certificates that builds on almost two decades of work and experience in proof generation and
checking in SMT and combines the benefits of several previous efforts on the topic. While developed
to express cvch’s proof certificates, the language is meant to be useful to other SMT solvers as well.
It is in fact a logical framework, based on the syntax and semantics of the upcoming Version 3 of the
SMT-LIB standard, that can be customized, as in the case of cvch, with the specific proof system
used by the solver through the definition of new symbols, binders and proof rules. In addition,
it features an intuitive syntax for representing natural-deduction-style proofs and the ability to
integrate other proof formats (such as, for instance, those currently used by SAT solvers) via the use
of oracles. The talk discusses an initial evaluation of the proof language, obtained with a companion
checker for it and an instantiation to cvch’s proof system. The evaluation shows the viability of
high-performance, fine-grained proof production and checking for SMT.

The talk concludes with a brief overview of future work and new potential applications enabled
by scalable proof certificate production and checking.
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