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—— Abstract

This paper investigates whether following the fork-choice rule in the Ethereum PoS consensus

protocol constitutes a Nash equilibrium — i.e., whether the protocol that maintains the canonical
chain in Ethereum is incentive-compatible. Specifically, we explore whether selfish participants may
attempt to manipulate the fork-choice rule by forking out previous blocks and capturing the rewards
associated with those blocks. Our analysis considers two strategies for participants: the obedient
strategy, which adheres to the prescribed protocol, and the cunning strategy, which attempts to
manipulate the fork-choice rule to gain more rewards. We evaluate the conditions under which
selfish participants might deviate from the obedient strategy. We found that, in a synchronous
system, following the prescribed fork-choice rule is incentive-compatible. However, in an eventually
synchronous system, the protocol is eventually incentive-compatible — that is, only a limited number of
proposers will find it profitable to fork the chain during the synchronous period. After this sequence
of cunning proposers, subsequent proposers will find it more profitable to follow the protocol.
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1 Introduction

Ethereum, the leading public PoS blockchain, with over a million validator nodes, underwent
a transition from PoW to PoS in 2022. The shift aimed to create a protocol resembling Na-
kamoto consensus, while having a finalization mechanism in parallel that grows an unforkable
prefix (i.e. blocks permanently belonging to the chain). The finalization mechanism, also
called the Finality Gadget [11], integrates a quorum system seen in Byzantine Fault-Tolerant
(BFT) Consensus protocols. The resulting protocol mixing Nakamoto-style consensus to
resolve forks and a BFT-like consensus to finalize blocks became quite involved and departed
significantly from both Nakamoto-style and classical BF'T consensus protocols.

The study of this intricate protocol is an active field of research because the possibility
to fork introduces vulnerabilities [14, 22, 24, 25, 26, 29] absent in blockchains maintained by
pure Byzantine consensus protocols. Indeed, the main source of vulnerability arises from the
fact that, unlike blockchains based on classical BET consensus protocols (e.g., [7, 8, 10]),
the voting procedure to reach a super-majority quorum (a majority of honest votes) for a
block is conducted through intermediate voting rounds’, which are recorded via blocks in
the so-called canonical chain.

1A voting round takes place in a so-called slot in the Ethereum protocol.

© Ulysse Pavloff, Yackolley Amoussou-Guenou, and Sara Tucci-Piergiovanni;
oY licensed under Creative Commons License CC-BY 4.0
28th International Conference on Principles of Distributed Systems (OPODIS 2024).
Editors: Silvia Bonomi, Letterio Galletta, Etienne Riviére, and Valerio Schiavoni; Article No. 7; pp. 7:1-7:23

\\v Leibniz International Proceedings in Informatics
LIPICS Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, Dagstuhl Publishing, Germany


https://orcid.org/0000-0003-4125-3306
https://orcid.org/0000-0002-6942-0412
https://orcid.org/0000-0001-9738-9021
https://doi.org/10.4230/LIPIcs.OPODIS.2024.7
https://creativecommons.org/licenses/by/4.0/
https://www.dagstuhl.de/lipics/
https://www.dagstuhl.de

7:2

Incentive Compatibility of Ethereum’s PoS Consensus Protocol

Specifically, the set of voters is partitioned into distinct, non-overlapping groups, and they
vote in turn, with one group voting per round. Voters are called attesters in Ethereum and
we keep this term in the remainder of the paper. Within each round, a proposer is selected.
This proposer is responsible for extending the canonical chain by linking the newly proposed
block to the one designated by the fork choice rule. After the new proposer’s block, the
attesters of the round proceed to vote on the block they deem the head of the canonical chain.
In a synchronous system, where votes are always received within the corresponding round,
when the last group has voted, a quorum has been reached for the block proposed in the first
round. Note that this condition is necessary for finalization?. However, so-called balancing
attacks [24] have been shown to exploit two consecutive Byzantine proposers to first create a
fork, i.e., two conflicting proposals, and then, by manipulating a few votes and introducing
network delays (e.g., releasing a few Byzantine votes for one of the proposals to only half
of the network), split the attesters into two conflicting canonical chains. The attacker then
observes the honest votes and balances Byzantine votes across remaining rounds to keep
the two chains in a tie, perpetuating the conditions for the attack and stalling finalization
indefinitely.

To mitigate this attack, a mechanism called proposer boost has been introduced®. The
proposer boost adds artificial votes to a proposal that is received early in the round. This
boost helps reconcile the network in the event of a balancing attack because a subsequent
proposer — assumed to be honest and well-connected — can add additional weight to the
canonical chain his block is linked to. If the proposer boost represents a good proportion
of the total votes expected in the round, it effectively neutralizes the balancing effect of
Byzantine votes on the two competing chains, halting the attack.

In this paper, we investigate whether the introduction of the proposer boost can potentially
lead to new attacks involving strategic or selfish participants. Specifically, we focus on selfish
participants who may attempt to manipulate the fork choice rule by forking out blocks already
part of the canonical chain to capture the rewards associated to those blocks*. Notably,
rewards come not only from transaction fees but also from the votes included in blocks®.
In this situation, a proposer might attempt to steal votes from previous rounds to increase
rewards. For this to happen, the current proposer would need to propose a conflicting block
that ranks higher than the block chosen with the fork choice rule, and the intuition is that
the proposer boost could facilitate this situation. However, determining the conditions under
which a proposer might find it profitable to propose such a conflicting block is a tricky
task. This challenge is closely related to predicting the behavior of strategic attesters and
subsequent proposers, who may also fork out blocks proposed in previous rounds, and this
depending on the proposer boost proportion.

To study these situations, we used game theory by modeling the protocol as a game
that begins after a possible asynchronous period with a block that can be forked out by
the proposer of the first round of the game and where rounds are synchronous. Indeed, we
identified a condition, called cunning condition, where a proposer can propose a conflicting
block that ranks higher than one chosen by the fork choice rule only due to a non-zero
proposer boost and the voting count. We then defined two strategies: the obedient strategy,
which involves following the protocol, and the cunning strategy, which allows participants

Finalization of a block occurs when two intersecting quorums will vote for it.
See ethereum/consensus-specs/pull/2730.

This type of attack is known as an ex-post reorg attack [24].

Votes sent in one round are collected by the next proposer.
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to fork out blocks. A cunning proposer might fork out by extending the canonical chain
from an older block rather than the one chosen by the fork choice rule, while a cunning
attester might anticipate that a subsequent proposer will extend from an older block and
then vote for it, then following the cunning proposer, as if the attester had never seen more
recent blocks (a behavior that is undetectable in an eventually synchronous system). More
specifically, we investigate whether the way Ethereum PoS Consensus protocol builds the
canonical chain through its fork-choice rule, referred to as the (prescribed) protocol in the
remainder of the paper, is incentive-compatible. Said in other words, if the obedient strategy
is a Nash equilibrium.

Our first result shows that, in a synchronous system, no such attack can occur, as the
cunning condition never holds. In other words, the protocol is incentive-compatible in this
setting (Theorem 5). Our second result demonstrates that, in an eventually synchronous
system, such an attack can occur. Specifically, we show that the obedient strategy is not
a Nash equilibrium, implying that the protocol is not incentive-compatible in this setting
(Proposition 6). Our main result is a positive finding in the eventually synchronous setting:
in the sequence of voting rounds, for all Nash equilibria, there exists a round after which no
participant will deviate from the protocol. The intuition behind this is that the opportunity

to fork out blocks, represented by the cunning condition, diminishes over successive rounds.

Therefore, from a certain round onward, the protocol becomes incentive-compatible. We thus
describe the protocol as eventually incentive-compatible (Theorem 9). We also show that if
attesters are restricted to be obedient, at least one proposer will deviate from the protocol and
fork out a block. However, if attesters can also be cunning, at most one proposer will deviate,
and if the proposer boost is 0.5 or higher, no proposer will deviate. This counterintuitively
suggests that allowing participants to act strategically can lead to fewer forks than assuming
attesters are always obedient. On the practical side, because the proposer boost is today
fixed to 0.4, assuming attesters to be obedient or cunning leads to the same outcome, with
exactly one proposer deviating from the protocol after an asynchronous period if the cunning
condition holds. We believe these findings can help to better understand the role of the
proposer boost and its effects to guide the design of future versions of the protocol.

Related Work. Our work contributes to the line of research trying to combine the use of
game theory with distributed computing (e.g., [1, 2, 4]), with a specific focus on blockchain
systems (e.g., [3, 5, 6, 9, 15, 16, 19, 17, 23, 28, 33]), albeit contrarily to them, we focus on
analyzing the Ethereum PoS protocol. The closest works to ours are [13] and [31]. [13, 31]
use game theory to study selfish behavior in Bitcoin when the only source of rewards is
with transaction fees. They show that the Bitcoin blockchain becomes unstable since block
miners fork the Bitcoin blockchain to get the most lucrative transactions. These results
do not apply to Ethereum PoS since there is no block reward in Ethereum PoS by design
and Ethereum PoS features the presence of attesters. We focus on analyzing the behavior
of the block proposers and attesters in Ethereum PoS by using game theory and we show
that the protocol is stable, even if due to initial asynchronous setting, one proposer can
gain more than following the prescribed strategy. To the best of our knowledge, [30] is one
of the few works using game theory on the Ethereum PoS protocol. [30] studies at what
time the proposer is better off to propose its block, while we analyze to which block the
proposer should add its block. We also consider that proposers always propose their block
at the beginning of the slot (or round), hence benefit from the proposer boost. A line of
research studies the vulnerabilities and resilience of the Ethereum PoS protocol, but they
consider only honest and Byzantine processes (e.g., [21, 24, 25, 26, 29]). Contrarily to them,
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we consider selfish players, and our analysis does not uncover any critical vulnerability of
the Ethereum PoS protocol, but shows that a selfish participant prefers to deviate from
the prescribed protocol to earn more and some blocks can be forked out from time to time.
[27, 32] show how Byzantine actors can benefit from the incentive mechanisms in place in
the Ethereum PoS blockchain to break the security of the blockchain. We differ from them
since [27, 32] do not consider rational selfish players, but only uncover vulnerabilities when
Byzantine processes take advantage of the incentive mechanism in place. Contrary to [32] we
do not consider bribery or collusion between proposers and attesters in this analysis.

The paper is organized as follows. Section 2 gives an overview of the Ethereum PoS
protocol. Section 3 presents the game, Section 4 our contributions, and Section 5 concludes.

2 Ethereum protocol overview

For our analysis, the main elements of the protocol used are the following;:
Rounds (Slots). These are the time frames dictated by the protocol for proposers and
attesters to propose and vote for blocks. We use the terms slot and round interchangeably
depending on the context.
Proposer. The proposer’s role is to propose a block during a specific round (or slot).
There is one proposer per round.
Attester. There is a set of attesters per round (or slot). The attester’s role is to produce
an attestation, which is a vote for a specific block. Attestations determine the weights of
the blocks, which are used by the fork choice rule.
Fork choice rule. The fork choice rule is the protocol’s rule that determines, in case of
a fork, which block is the head of the chain.
Canonical chain. The canonical chain is the chain designated by the fork choice rule.

Fork Choice Rule. Despite their name, blockchains are closer to block trees. Forks can
occur, causing the blockchain to have several branches rather than a single chain. The block
tree originates at the genesis block, with each block pointing to its predecessor (the unique
parent). To solve forks, the protocol defines a function called the fork choice rule, F, which
indicates, at each slot s, on which block to build or attest based on the tree of all blocks, 7,
and the set of attestations received so far, As. This block is called the head of the canonical
chain. To determine the head of the canonical chain, the fork choice rule follows these steps:
1. Go through the set of all attestations As = UJ_ya;, where a; is the set of attestations
received during slot 4, and k is the total number of slots. Keep only the last attestation
from each attester.
2. For each attestation, add a weight® to each block attested to, as well as to all of its
parents. This process gives an attestation weight to each block using the tree of blocks
T, and the set of attestations A, at slot n. The way in which the attestation weight is
computed is explained below.
3. Start from the genesis block and continue along the chain by following the block with the
highest attestation weight at each fork in the block tree. Return the block that has no
children. This block is the head of the canonical chain.

8 In the protocol, the weight added is proportional to the stake of the corresponding validator. In our
model, each validator is assumed to have the same stake in our analysis, as generally observed in practice.
Under this hypothesis and without loss of generality, we choose the stake to be one, so that counting the
attestation weight is equivalent to counting the number of attestations for this block or its descendants.
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During the execution of the protocol, it is prescribed that the block proposer of slot s
executes the fork choice rule F(T;-1,As—1) to determine the parent of its block. During the
same slot, the attester should use the fork choice rule F(7, As_1 + pa) to determine which
block to vote for. The notation As_1 + pa indicates that an additional attestation weight of
pa is added on the block of the current round. The addition of the attestation with pa is
called the proposer boost and is explained below.

Attestation Weight. We now expand on the notion of attestation weight introduced above.

The attestation weight of a block is the sum of all attestations sent for this block, as well as
all attestations sent for the descendants of this block. This means that an attestation not
only supports a single block but also the entire chain of blocks leading to it. We refer to the
total attestation weight of a branch of blocks as the sum of all attestations for that branch.

Proposer Boost. The proposer boost, denoted as p € (0,1), temporarily assigns pa artificial
attestations to a timely block, where a represents the number of attesters per slot.” This
mechanism of proposer boost adds additional attestation weight to a block exclusively during
the slot in which it is proposed. Specifically, if a block is received early in slot k, pa artificial
attestations are temporarily added to it. In practice, being early means being received in the
first 4 seconds of the slot. [30] indicates that “98% of all blocks are observed by our nodes
within four seconds of the slot”, highlighting the significant importance of proposer boost
usage. Currently, the proposer boost is set at 0.4, effectively adding 0.4 x a to the block’s
current attestation weight. This adjustment influences the attestation weights so that during
slot k, the timely block B; carries additional weight, thereby affecting the fork choice rule.

Figure 1 Evaluation of the fork choice rule executed after a timely block proposal in slot k. In
this example, there are 2 attesters per slot. Two attestations are sent per slot, represented by a
circle pointing to the attested block. Artificial attestations in the current slot k add an attestation
weight of pa for the fork choice rule. At the beginning of slot k, a timely block is proposed, and
the proposer boost of pa = 0.8(= 0.4 x 2) is applied. The fork choice rule selects that block as the
head of the chain. To resolve forks, the fork choice rule selects the block with the biggest attestation
weight at the fork, the block of slot k& — 2. When slot k£ ends, the proposer boost is cleared, and we
observe only the two attestations that followed the fork choice rule, attesting the block of slot k.

7 In the protocol, the number of attesters per slot is fixed and known in advance. The set of attesters per
slot is computed such that each validator becomes attester of a slot periodically.
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An example of the fork choice rule with the proposer boost in action is illustrated in
Figure 1. The figure captures the chain at two different times during slot k: right after the
timely block proposal and at the end of the slot. Each time, we show the weight of the blocks
as computed by the fork choice rule. In our study, we remain agnostic about the value of p
to examine its effects across different values. To analyze the impact of the proposer boost on
the validators behavior, we assume that proposers propose their blocks at the beginning of
their slot such that they get the benefit of the proposer boost.

Rewards. The rewards for proposers and attesters are computed in a verifiable manner.
Based on the content of a block in the canonical chain, which includes attestations and
transactions, we can determine the rewards for the attesters responsible for these attestations
and for the proposer who included them. Proposers also earn rewards from transaction fees.
Validators are incentivized to participate in the process of adding new blocks and attesting
them through endogenous rewards inscribed in the protocol. A crucial factor in determining
rewards is identifying the canonical chain. For instance, a block proposed but not included
in the canonical chain will result in zero rewards for the proposer.

Attester Rewards. An attester is rewarded for its attestation based on two factors: the

timeliness and the correctness of its vote. Table 1 indicates the reward for an attester

depending on these two factors. An attestation generated at a given slot can be added

Table 1 Attester’s rewards based on the inclusion of the attestation in the chain and its vote.
The value of x is arbitrary and we maintain the reward ratio of the protocol based on it.

Timeliness 1 slot <5 slots < 64 slots
Incorrect attestation vote | 20x/27 20x /27 6x/27
Correct attestation vote x 20x /27 6x /27

to the chain from the subsequent slot. The bigger the difference between when the
attestation is generated and when it is included in the chain, the lower the attestation
reward is for the corresponding attester. An attestation is considered correct, if at its
emission’s slot s, it points to the block of the highest slot s’ < s that will be part of the
canonical chain. Thus, both timeliness and correctness depend on the actions and votes
of other validators.

As presented in Table 1, correctness only impacts the attester’s reward if the attestation
is included in the following slot. If the attestation is not included in the next slot, a
correct or incorrect attestation brings the same rewards. This may incentivize attesters to
align their votes with the proposer of the next slot, regardless of whether the proposer’s
block ultimately becomes part of the canonical chain.

Proposer Rewards. For the proposer, there are two types of rewards: rewards based on
attestations and rewards based on transactions. Proposers earn rewards proportional
to the attestation’s rewards of the attestations included in the blocks they propose.
Additionally, the proposer receives a reward for each transaction included in its block in
the form of transaction fees. These rewards are formalized in Section 3, where the utility
functions are defined.

3 Model & Game

We model the Ethereum PoS consensus protocol as a game where each player (i.e., val-
idators) is either a proposer or an attester. Players are rational in that they are utility-
maximizers. Ideally, in the prescribed behavior, proposers propose blocks, and attesters
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broadcast attestations. The game evolves over n sequential rounds. There is one proposer
and a € N attesters per round, hence, we have n proposers and an attesters. The value of n
is unknown to the players.

Similar to the approach in [13], we assume the following: (i) The game occurs during
a synchronous period, where the network is considered synchronous with no latency. This
means that as soon as an information (such as a block, attestation, or transaction) is published
(through a broadcast), all players immediately become aware of it; (ii) The synchronous period
follows an asynchronous period, during which there may have been delays in information
transmission. This second assumption aligns with the hypothesis of network behavior in the
Ethereum PoS protocol [12]. Therefore, our game is set in the synchronous period, but the
initial state is influenced by events that occurred during the preceding asynchronous period.
In this initial asynchronous period, blocks may have an uneven distribution of attestations
across rounds, unlike in a permanently synchronous scenario. Each player is agnostic of
when the game starts. We also consider a purely synchronous case in which the synchronous
period begins with the genesis block (see Theorem 5).

Under this model, the broadcast of the block proposal and attestations in our game are
treated as atomic events. Thus, in each round, there are three distinct events:

1. Block proposal. The designated proposer for the round® proposes a new block, selecting
a previously existing block in the observed blockchain as its parent. When a proposer
prepares a block, it adds all available transactions and attestations received but not
included in parents of the block. Once the transactions and attestations are included, the
block is proposed, meaning it is sent to the network.

2. Generation of transactions. Transactions are sent by users and observed by proposers
and attesters. Each transaction has associated fees that will be available for the next
proposer to include.

3. Attestations. After the block proposal for the round, all attesters of the round choose

which previously proposed block to attest and they send their attestations simultaneously.

The attestations will be available for the next proposer to include.

The protocol prescribes that proposers (resp. attesters) select as parent (resp. block to
attest) the block identified by the fork choice rule, i.e., the head of the canonical chain.

Proposers and attesters are financially motivated to participate in the protocol, and it
remains to show whether the incentive to maximize their gains aligns with the protocol.

The game

Figure 2 Actions available to an attester (blue) and a proposer (orange). Attester ¢ selects which
block to attest with v(; x). The proposer selects the parent of its block with ¢.

8 In the protocol, the proposer for each slot is deterministically selected with a pseudo random function
based on the blockchain data, hence known by all (see [26]).
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We denote the set of players (the validators) as V = {P, A}, consisting of a set of proposers
P and a set of attesters A. Per round, there is one proposer and a € N attesters. Hence, the
number of proposers is |P| = n, and the number of attesters is |A| = an, with a,n € N.

We model the interactions between proposers and attesters during n rounds as a game.
In each round, the timeline of events is as follows: (i) a block is proposed at the beginning
of the round,? (ii) new transactions are proposed, and (iii) all the attesters of the round
send their attestations simultaneously. Therefore, the game is dynamic, with each stage
corresponding to a round. In each round, the attesters play a simultaneous game following
the proposal by the round’s proposer. Our interest lies in the actions that the proposers and
attesters have, which we now describe.

Actions. When it is their turn,'® a proposer must choose which block to extend, and an
attester must select which block to attest. The action will take the form of a variable that
indicates how many rounds prior a proposer attaches its block to, or an attester attests.
More formally, the action of the proposer in round k is to assign a value to its variable
or € N, corresponding to the difference between the current round and the round of the
block selected as parent. Similarly, after the block proposal in round k, each attester ¢ of
round k must assign a value to its variable v; ; € N that represents the difference between
the current round and the round of the block being attested. We depict a subset of the
action space in Figure 2. In more detail:

At the beginning of round k, a proposer p chooses the parent of its block By. We denote

this action by ¢ € N. ¢ = means that By’s parent is Bx_1_;. Thus, if By’s parent is

the block from the previous round k — 1, then ¢, = 0.

Blocks contain two types of data: attestations and transactions. There is no limitation

on the number of transactions and attestations in a block.'* A proposer always includes

all available transactions and attestations (not included in any predecessors of the block).

After the block proposal in round k, all attesters of round k simultaneously choose

which block to attest. The attestation of attester 4 in round k points to a specific block

determined by v(; ) € N. v(; 1) = [ means that the block By_, is the one attested by

attester ¢ in round k. If validator i attests the block in the current round k, then v; ) = 0.
These actions are repeated in each round. Note that not proposing or not attesting to a
block is not an available action. Similarly all available attestations/transactions are always
included.

The last piece of data needed for our study is to determine whether a block By, eventually
belongs to the canonical chain. This information is represented by xx € {0, 1}, where x; =1
if the block from round k eventually belongs to the canonical chain, and xj; = 0 otherwise.
This information becomes known at the end of round n, which marks the end of the game.

Notice that for any round k, always assigning value of 0 to ¢y, as a proposer (or 0 to v(; i)
as an attester) is not necessarily the prescribed action. The prescribed action is to follow the
fork choice rule (see Figure 1).

Strategies. A strategy of a player i is a function o;, which takes as input the entire tree of
blocks in the blockchain, as well as the attestations received so far, and produces as output
a number, say n € N. Since the only information available are the tree of blocks and the
attestations, the signature of a player’s strategy is 7 x A — N, where 7T is the set of blocks
and A is the set of available attestations.

9 Every block thus receives the proposer boost in our model.

10Recall that each proposer /attester is uniquely assigned to a round, and this information is verifiable,
allowing players to take action only in their corresponding round.

" This simplification is similar to the one made in [13].



U. Pavloff, Y. Amoussou-Guenou, and S. Tucci-Piergiovanni

For the proposer of round k, the prescribed strategy is oo x)(Tx—1, Ax—1) = [, where
F(Te—1,Ax—1) = Br_1-;. For attester i at round k, it is o ) (T, Ax—1) = [, where
F(Tiy Ag—1+pa) = Bp—;. A player deviates from the prescribed protocol when their strategy

produces a number different from the round of the block resulting from the fork choice rule.

A strategy profile 0 = (001,--.,04,1,00,25--+,0a,2,-+->00,ns---,0an) i a vector where
each component is a strategy of the corresponding player. We denote by S the set of all
strategy profiles and by S(; i) the set of strategies for the player of component (4, k). In this
notation, players with indices (i, k) where ¢ = 0 are proposers, while players with indices
(i, k) where 1 < i < a are attesters. For clarity, we denote by (o_;,0,) the strategy profile o
where, instead of playing with strategy o;, player i deviates and uses strategy o instead.

It remains to define the reward of the players. At the end of round n, the payoff of all
players is computed and given by the function u : § — R*T" (defined below). The payoff of
each player is given by its component in the reward vector, which depends on its type and is
determined by a reward function. In the remainder of the paper, for clarity, for any strategy
profile o, we write u; ;(o) instead of u(o); ), where u; j(o) represents the payoff of player
(i,4), and player (0, 7) is the proposer of round j.

Payoff. Attesters’ rewards vary depending on when their attestations are included in a block
and which block they attest to. This can incentivize them to align their attestations with
the behavior of future block proposers. Block proposers have a clear incentive to accumulate
the maximum transaction fees and attestations to maximize their rewards. One strategy
to achieve this is to fork the chain and include in the new block all the attestations and
transactions that do not belong to the new chain. However, if the block does not end up in
the canonical chain, the block proposer will not receive any rewards. This incentivizes the
proposer to consider other behaviors, as we will see.

Given a strategy profile o, the reward of attester ¢ in round k, player (¢, k), depends on a
variable x > 0 set by the protocol and the round in which the attestation is subsequently
included in a block:

x if o(; k) sets v k) = Pk+1 and X1 =1,
20z /27 else if 3 € [1,5] : xp+1 = 1,
(i (0) = (1)
6x/27 = 2x/9 elseif 3l € [6,64] : xp4t = 1,
0 otherwise (if xx4; = 1, with [ > 64 or not included).

Here, > 0 and x,,+1 denote the fact that the block of round n+1 belongs to the canonical
chain. The rewards for the attester can be understood as follows: they are maximized when
the attestation votes for the parent of the block in the subsequent round, and this block in
the subsequent round ends up in the canonical chain.

The actual rewards for an attester are detailed in Table 1. Note that the reward is
influenced by the correctness of the attestation only if it is included in the block of the next
round. Additionally, if the block of round k£ + 1 does not end up in the canonical chain, the
attesters of round k can never receive the maximum reward.

For the proposer of round k, the reward function is given by:

n

uo,k) () = Xk Z (fjl + ;Zu(i’j)(0)> . (2)

j=n—dr

The reward is the sum of transaction fees and attestation rewards over the rounds
separating the block from its parent, multiplied by the factor that indicates the block
belongs to the canonical chain. Here, f; > 0 represents the transaction fees generated during
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OPODIS 2024



7:10

Incentive Compatibility of Ethereum’s PoS Consensus Protocol

round j — 1. The transaction fees are the incentives that motivate proposers to include
transactions in their block. The proposer also receives 1/7 of what the attesters receive for
their attestations being included in a block. The factor y,, indicates whether the block ends
up in the canonical chain, is applied to the entire reward since; if the block is not included in
the canonical chain, it does not yield any rewards.

4  Analysis

In this section, we explore a set of possible strategies for proposers and attesters. Each can
either follow the obedient strategy or adopt a cunning strategy. The obedient strategy is
the one prescribed by the protocol. In contrast, the cunning strategy may deviate from the
protocol by exploiting the proposer boost to remain part of the canonical chain.

4.1 Preliminaries

To ensure clarity and self-containment, we present well-known game-theoretic concepts. They
are useful for categorizing strategy equilibria and exploring possible states of the game.

» Definition 1 (Best response). A strategy o is a best response for player i to the strategy
profile o_; of the other players if: Vo, € S;,u;(0_;,0F) > u;(0_;,0;), where u; is the payoff
function for player i, o_; is the strategy profile of all other players, and S; is the set of all
possible strategies for player i.

» Definition 2 (Nash equilibrium). A strategy profile o* = (07,03, ...,0%) is a Nash equilib-
rium if each player’s strategy o} is a best response to the strategies o*; of the other players.
Formally, Vo, € S; and for all players i,u;(0*;,0F) > w;(c*,;,0;); where u; is the payoff

i
function for player i, o*; is the strategy profile of all other players in the equilibrium, and S;
is the set of all possible strategies for player i.

In summary, the concept of a best response helps to identify the optimal strategy for a
player given the strategies of the other players. Nash equilibrium defines a state where each
player’s strategy is a best response to the strategies of the other players, ensuring no player
can benefit from unilaterally changing their strategy.

4.2 Analyzed strategies
4.2.1 Obedient strategies

As Carlsten et al. [13], we first describe the strategy of proposers and attesters that act as
prescribed by the protocol, we refer to them as obedient. However in the case of Ethereum,
the action prescribed by the fork choice rule is a bit more complex.

Obedient Proposer (O'<Oo,k))l Obedient Attester (a(oiyk)):
Action: ¢, = 1, where F(Tr—1,Ax-1) — Action: v(; 1) =l (Block attested is By—;.)
Br_1-1.

The obedient attester strategy of attester i is
The strategy of an obedient proposer at to attest to the block designated by the fork
round k is to propose a block Bj linked to choice rule F(Tk, Ax—1 + pa) = Br—1.

the block designated by the fork choice rule
F(Tk—1, Ax—1) = Br—1-1.
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We denote by O'(Oi, ) the obedient strategy of player (i,j) and by ¢© the strategy profile
where all players follow the obedient strategy.

When proposers and attesters follow the obedient strategy, we can evaluate the rewards
each of them will receive. Since they will all follow the fork choice rule and there are no
delays, no forks will occur, and attesters will attest to the block of their round. Moreover,
each attestation will be included in the following round and will be correct. For proposers
and attesters following the actions prescribed by the protocol, the rewards are as follows: (a)
For each attester i following the obedient strategy, the reward is: u(; 4)(c©) = x, where o€
is the strategy profile in which all proposers and attesters are obedient. (b) For the proposer
of round k, the reward is: (g ) (0°) = (az)/7 + fr—1.

With this strategy profile, attesters obtain the maximum reward attainable (Equation 1).

However, there is no maximum reward for a block proposer, as their rewards increase the
older their block’s parent is.

4.2.2 Cunning strategies

We now examine a strategy that could yield more rewards for validators than simply
following the protocol. In some situations, deviating from the protocol can allow validators
to accumulate more rewards without incurring penalties. We refer to this as the cunning
behavior. For a proposer, the strategy involves choosing a block parent for its proposal that
maximizes its rewards.

As the block parent’s round is further away from the new block, the proposer can include
more transactions and attestations to increase its rewards. The ideal block parent, in theory,
would be the genesis block. However, for the block to actually yield rewards, it must become
part of the canonical chain. The cunning proposer will always propose a block that is
considered the head of the canonical chain during its round. For instance, a cunning proposer
will not strictly follow the fork choice rule to determine its block’s parent. Instead, it will
subtly test whether it can choose an older block as the parent while still having its block
become the head of the canonical chain. The block that maximizes rewards — typically the
oldest possible block — will be selected as the parent by the cunning proposer.

- ) e h
Cunning Proposer (O'(Co,k))i Cunning Attester (O’(C;,k))t

Action: ¢ = max{r € N : Action: v ) = Jg:k+1 (Tr, Ar—1 U AD).
F(Ta, Az—1 + pa) = By}
The cunning attester (i, k) attests to the par-

The cunning proposer’s block extends the block ent of the block in round k + 1, as if all other
that leaves the most available transactions and

attestations while still being selected as the
head of the canonical chain by the fork choice
rule (for attesters in the same round) due to
the proposer boost pa.

attesters in round k act obediently (Ag) and
that the proposer of round k + 1 acts cunningly,
irrespective of their effective action which at
the time of computation is unknown.

We denote by a(CO, %) the cunning strategy of the proposer of round k. For an attester
acting cunningly corresponds to deviating from the protocol to act in accordance with the
following proposer. The assumption made by the cunning attester is that the other attesters
of its round follow the prescribed protocol while the next proposer follows the cunning
strategy.

» Remark 3. The obedient and the cunning strategy can result in the same outcome.

7:11

OPODIS 2024



7:12

Incentive Compatibility of Ethereum’s PoS Consensus Protocol

It is important to note that while the cunning and obedient strategies are distinct, the
actions resulting from them can sometimes be identical. Indeed, the action taken by a
cunning proposer is to propose a block with the oldest possible parent while still ensuring
the block is designated by the fork choice rule for the attesters of the round. However, if the
oldest possible parent is the same block initially designated by the fork choice rule, the action
will align with the protocol, just as it would under the obedient strategy. Therefore, we say
that a cunning player follows the protocol if the action is the one prescribed by the protocol.
Conversely, we say they act cunningly if the action taken differs from what is prescribed by
the protocol, making the cunning strategy truly distinct from the obedient strategy.

» Condition 4 (Cunning condition). The divergence between cunning and obedient proposer
behavior occurs when the branch containing the block designated by the fork choice rule, with
a total attestation weight w¢, has a concurrent branch with a total attestation weight wy with:

wy —wy < pa.
We call this inequality the cunning condition.

First, it is clear that wy is always greater than wg, as the block designated by the fork
choice rule is on the branch with a total attestation weight of w.'> To understand the
cunning condition, we consider two illustrations:

1. The first, and less intuitive, case is presented in Figure 3. This showcases the scenario
where wy = 0. A branch can consist of many blocks, a single block, or, no block at all.
The newly proposed block can become the head of the canonical chain by attaching itself
to the first block with more than pa attestation weight. If the block designated by the
fork choice rule is on a branch with a total attestation weight less than pa, the cunning
behavior differs from the obedient behavior.

2. Another representation of the cunning condition is shown in Figure 4. Here, there are two
distinct branches, each with one block. The branch of the block designated by the fork
choice rule has an attestation weight of wy = 3, while the concurrent branch has w, = 2.
In this case, where pa = 1.2, the condition is met, allowing the proposer to act cunningly.

Notice that without the proposer boost, the cunning proposer strategy would never differ
from the obedient proposer strategy. This strategy relies on the advantage provided by the
proposer boost to ensure that its block becomes the head according to the fork choice rule.

Conversely, as the proposer boost increases, the opportunity for the cunning block proposer
to act cunningly arises more frequently when all attesters are obedient.

4.3 Strategic analysis

First, we show our results in a synchronous network, where the game starts at the genesis
block. In this setting, the prescribed protocol is incentive-compatible, in the sense that the
strategy profile where everyone follows the obedient strategy is a Nash equilibrium ([18, 20]).

» Theorem 5. In a synchronous setting, all validators being obedient is a Nash equilibrium.

The intuition is that if the game starts after a synchronous period, no partition or message
delay would permit the cunning condition to hold. No participant has, therefore, an incentive
to fork out a block since such a tentative cannot be perceived as the canonical chain, hence
the others will not accept it (as they follow the prescribed protocol). Therefore, it is better

12 Note, therefore, that in case of no proposer boost, i.e., p = 0, the cunning condition cannot hold.
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Figure 3 Cunning proposer (0, k) deviating from the prescribed protocol with pa = 1.2(= 0.4 x 3)
when the block designated by the fork choice rule has an attestation weight less than pa.

for all validators to use the prescribed protocol to add blocks (and/or attestations) on top of
the canonical chain, to guarantee to be followed by the others. The prescribed protocol is
then incentive-compatible in this setting.

We continue our analysis with an eventually synchronous network where the
cunning condition holds for the first proposer of the game.

Best response of single proposer among n — 1 obedient proposers and an obedient
attesters. We first study the behavior of one proposer when all others are obedient with
respect to their designated round. In the case in which the proposer is associated to the
first round of the game, for this proposer the cunning strategy is the best response and the
proposer deviates from the protocol as the cunning condition holds (Proposition 6).

» Proposition 6. The best-response for the proposer if all the other validators are obedient
s the cunning strategy. The proposer deviates from the prescribed protocol iff it is the first
proposer of the game.

Let us note that when everyone else is obedient, the cunning strategy can only differ
from the obedient strategy for the first proposer. All subsequent proposers will follow the
protocol regardless of whether they follow the cunning or obedient strategy because the
cunning condition is never satisfied.

A direct corollary of Proposition 6 is that the obedient strategy is not a Nash equilibrium.

Best response of single proposer among n — 1 cunning proposers and an obedient
attesters. We study the behavior of one proposer when all others proposers are cunning
and attesters are obedient. We have two cases: (a) p < 1/2. The proposer deviates from the

prescribed protocol iff it is the first proposer of the game. (Proposition 11 in the Appendix).
(b) p > 1/2. In this case, the cunning condition might apply to multiple consecutive proposers.

We have two sub-cases. (i) If the cunning condition holds only for the first proposer, then
the proposer deviates from the prescribed protocol (Lemma 12 in Appendix), trivially, all the
subsequent proposers will follow the protocol because the cunning condition does not hold for
them; (ii) Otherwise, the cunning strategy is the best response under the condition presented
in Proposition 7. In this scenario, each proposer deviates from the prescribed protocol.
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/\ e
pa

Figure 4 Cunning proposer (0, k) deviating from the prescribed protocol with pa = 1.2(= 0.4 x 3).

» Proposition 7. When all proposers are cunning, attesters are obedient, and p > 1/2, the
cunning strategy is a best response if the cunning condition holds for the second proposer and:

(fr—2 = fr—1)/2 > ax/27,
where fi, denotes the transaction fees emitted at round k.

We illustrate in Figure 5 the “bouncing” that unfolds due to cunning proposers, giving
an intuition for Proposition 7.

Figure 5 X indicates that the value of the block is irrelevant. In this scenario, the proposer of
slot k is cunning and all the attesters are obedient. The proposer of slot k takes advantage of the
proposer boost to become the head of the canonical chain. The proposer of slot k 4+ 1 can cunningly
become the head of the canonical chain by attaching its block to slot £ — 1 and can become the head
of the chain if 2pa > a, i.e., p > 1/2. In conclusion, a proposer boost greater than 1/2 can create a
situation in which multiple forks occur in the presence of cunning proposers and obedient attesters.

Case of attesters. We also analyze the case of attesters, when all proposers follow a
cunning strategy. Due to space limitations, results are formally presented in the Appendix
(Proposition 14, Proposition 15 and Proposition 17).

If an attester anticipates that all other attesters are compliant, following the protocol
is the best response when p < 1/2. However, if p > 1/2, the best response is to adopt the
cunning strategy, leading the attester to deviate from the protocol only if the second proposer
satisfies the cunning condition.
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If an attester expects all other attesters to be cunning, their best response is also to
follow the cunning strategy. This strategy leads first-round attesters to deviate only if
the cunning condition holds for the second proposer. However, this deviation prevents the
cunning condition from holding for the third proposer, prompting validators in subsequent
rounds to follow the protocol.

Best response of single proposer among n — 1 cunning proposers and an cunning
attesters. Now that the attesters can also act cunningly, let us evaluate the best response
of proposers. We have two cases: (a) p < 1/2. The proposer deviates from the prescribed
protocol iff it is the first proposer of the game. (Proposition 17 in the Appendix). (b) If
p > 1/2, the cunning condition might apply to multiple consecutive proposers. In this case,
if the cunning condition holds for the second proposer, the cunning attesters are a threat for
the proposers from being cunning, therefore, to guarantee rewards, the obedient strategy is
the best response for the proposers, see Proposition 8. In this scenario, each proposer follows
the prescribed protocol.

» Proposition 8. If p > 1/2, all validators are cunning, and the cunning condition holds
for the second proposer, then the obedient strategy is the best-response for the proposers.
Otherwise, if the cunning condition does not hold for the second proposer, the cunning strategy
is the best-response only for the first proposer.

A counterintuitive finding is then that with a higher proposer boost (p > 1/2), the
obedient strategy becomes more favorable. This is because the potential rewards from being
cunning may not outweigh the risk of being excluded from the canonical chain, especially if
cunning attesters refuse to attest the block. Thus, the certainty of inclusion and available
rewards can make obedience the preferred strategy.

Eventual Incentive compatibility. We have shown that all validators being obedient is
not a Nash equilibrium (Proposition 6). Nonetheless, the outcomes of the strategies (for
proposers and attesters) presented so far imply that in all equilibria, there exists a round

after which all validators follow the prescribed protocol, as stated by the following theorem.

» Theorem 9. In all Nash equilibria, there is a round after which all validators follow the
protocol.

The intuition of Theorem 9 is that the possibility to satisfy the cunning condition
diminishes over successive rounds. Therefore, from a certain round onward, the cunning

condition does not hold anymore. From that point on, all validators follow the protocol.

Hence, the protocol becomes incentive-compatible.
We conclude that under perfect network conditions, regardless of the proposer boost, the
obedient strategy eventually prevails, which is in line with Theorem 5.

5 Conclusion & Future Work

In this work, we have analyzed the Ethereum PoS protocol through a game-theoretic lens,
focusing on the incentive mechanisms that drive the behavior of proposers and attesters. Our
findings reveal that the current design leads strategic validators to eventually adhere to the
protocol. Specifically, the protocol prevents prolonged forks during periods of good network
conditions. Surprisingly, a high proposer boost (greater than 1/2) can even discourage

cunning behavior. This initial analysis concentrated on two strategies: cunning and obedient.
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Future research will expand to include a broader range of strategies. Additionally, exploring
different assumptions about network conditions, such as more realistic communication delays

and crashes, is expected to have a significant impact on the results.
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A  Appendix

To prove Theorem 5, we start with the following lemma.

» Lemma 10. Once a proposer follows the prescribed protocol, all subsequent validators do

S0.

Proof. A proposer (0, j) following the protocol implies that if all attesters of its round also
follow the protocol, the next proposer cannot deviate. This is because if all attesters of
round j attest the block newly proposed by (0, 7), the block will have an attestation weight
of a. Since it extends the branch designated by the fork choice rule with an attestation
weight wy > wy, where wy is the attestation weight of any concurrent branch, adding a to
wy ensures that no proposer deviate from the protocol (cf. Condition 4).


https://doi.org/10.1145/3560829.3563560
https://doi.org/10.1145/3555776.3577655
https://doi.org/10.1109/DSN58291.2024.00020
https://doi.org/10.1007/978-3-662-54970-4_30
https://doi.org/10.1007/978-3-662-54970-4_30
https://doi.org/10.1007/978-3-031-18283-9_28
https://doi.org/10.4230/LIPICS.AFT.2023.30
https://doi.org/10.1145/3243734.3243737
https://eprint.iacr.org/2023/1622
https://doi.org/10.1145/3419614.3423264

U. Pavloff, Y. Amoussou-Guenou, and S. Tucci-Piergiovanni

Knowing that proposer of round j + 1 will follow the protocol, the attesters (i, j) of round
j follow the protocol as well. No validators can deviate from the protocol after a block is
attached to the head of the canonical chain. <

Theorem 5. In a synchronous setting, all validators follow the prescribed protocol.

Proof. In a synchronous setting, once the first proposer attach itself to the genesis block,
following the protocol, all other validators will follow the protocol as well, as proved by
Lemma 10. The first proposer prefer doing so since attaching its block to the genesis is the
best-response (and only response). <

Proposition 6. The best-response for the proposer if all the other validators are obedient is
the cunning strategy. The proposer deviates from the prescribed protocol iff it is the first
proposer of the game.

Proof. Let us denote by qbkc and (/)S the actions taken by proposer (0,0) under the cunning
strategy and the obedient strategy, respectively. The cunning proposer strategy differs from
the obedient strategy when ¢$ > ¢¢. Considering that the rest of the validators follow
the obedient strategy, a proposed block that becomes the head of the chain at round k will
end up in the canonical chain (y; = 1). By construction, ¢kc > ¢g, and in both cases, the
proposed block will be the head of the canonical chain and thus belong to the canonical
chain (xx = 1). Based on the definition of u ) (cf. Equation 2), the reward increases as
the sum increases. This implies that u(oﬁk)(ag(o)k), o(%)k)) > U(0,k) (09(07@,0(007,@).

As explained in Lemma 10, if the first proposer follows the protocol all validator will.
Thus, only the first proposer can act cunningly since the network’s state before the first round
is not synchronous, leaving any arrangement of blocks and attestation weights possible. <«

» Proposition 11. If p < 1/2, the best-response for the proposer is the cunning strategy, if
all the other proposers are cunning and attesters are obedient. The proposer deviates from
the prescribed protocol iff it is the first proposer of the game.

Proof. With p < 1/2, only the first proposer can act cunningly. Let’s assume the first
proposer acts cunningly, meaning that the cunning condition is satisfied. The maximum gap
between wy and w, for the first proposer to act cunningly is pa, such that w; = wy + pa.
After the attestations sent by the obedient attesters in the first round, the attestation weight
of the branch designated by the fork choice rule becomes wy + a. For the second proposer
to act cunningly, it must hold that wy + a — wy < pa (cunning condition for the second
proposer). Substituting w; with the maximum possible gap from wy, this condition implies
that the second proposer can act cunningly if and only if:

wy +a — (wg + pa) < pa
1
- <p. 3
5SP (3)
Thus, with cunning proposers and obedient attesters, only the first proposer can act cunningly,

deviating from the obedient action. For the first proposer, acting cunningly will yield the
maximum rewards. <

» Lemma 12. The cunning proposer strateqy is a best response for a proposer when all
other proposers are cunning and attesters are obedient, provided p > 1/2 and the cunning
condition does not hold for the second proposer. This causes the first proposer to deviate
from the protocol.
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Proof. If the attestation weight of the branch f designated by the fork choice rule, wy, and
the attestation weight w, of a concurrent branch g are such that wy +a — wy > pa, the
second proposer cannot act cunningly with obedient attesters (cunning condition false for the
second proposer). We previously showed that if the first proposer is cunning and attaches
its block to the concurrent chain g, the obedient attesters will follow, increasing the weight
of g to wy + a. By ensuring that wy + a — wy > pa, we prevent the second proposer from
changing the canonical chain with the proposer boost. Thus, this condition ensures that the
first proposer can be the only one to act cunningly, and in this case, the best response is the
cunning strategy. <

Proposition 7. 'When all proposers are cunning, attesters are obedient, and p > 1/2, the
cunning strategy is a best response if the cunning condition holds for the second proposer
and:

Jr—2 — fr—1 _ ax
% 2 o (4)

where fi denotes the transaction fees emitted at round k.

Proof. If the cunning condition is true for the second proposer (wgy + a —wy < pa ) it can
attach its block to the branch with attestation weight w since the gap with the concurrent
chain of weight wy + a is less than the proposer boost pa. The obedient attesters of the
second round will add an attestation weight of a to wy. Following this, the gap between the
attestation weights of the two concurrent branches will always remain less than pa, leading
all cunning proposers to attach their blocks two rounds prior.

We illustrate in Figure 5 the “bouncing” that will unfold due to cunning proposers. Their
resulting reward will be affected, as the repeated bouncing of the canonical chain between the
two branches will cause the blocks from each chain to become canonical with a probability
of 1/2. No attesters will receive the maximum reward since they would never attest in
accordance with the following proposer. The reward of the proposer (0, %) following the
cunning strategy will thus be:

1 /a 20x a 20z
U(o,k)(U—(o,k),U(cg),k)) =3 ( e | R e fk—l)

2\7 27 7 27
_a 20z fr2+ fea
Tt o (5)

with o_ (g 1) being the strategy profile in which every proposer is cunning and every attester
is obedient.
Being cunning is a best response when wy + pa > a, if and only if:

w(0,k) (T—(0,k) T{0.1)) = U0,k (T—(0,k) OO 1))
a 20z | fr—2+t fr1 _ ax

_ _ - vt > X
7 o7 T 2 2 ke
fk72—fk71 axr
drTme JRTS O 77
< 2 =27’ (6)

where o_ (g 1) is the strategy profile in which every proposer is cunning and every attester is
obedient, and O'(OOJC) is the obedient strategy. Therefore, if f;_o is not sufficiently greater
than fi_1, the best response is the obedient strategy; otherwise, the best response is the
cunning strategy. <
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» Observation 13. Since transaction fees are positive, they cannot continue to decrease
indefinitely with each round. This implies that when the cunning condition holds for the
second proposer, eventually one proposer will follow the obedient strategy, thereby stopping
the fork.

Best response of single attester among n cunning proposers and an — 1 obedient
attesters. Until now, we have described a scenario where all proposers follow the cunning
strategy, and attesters follow the obedient strategy, leading to a potentially long fork in
which attesters pay the price for the cunning behavior of proposers and do not receive the
maximum reward. Let us now analyse the cunning attester strategy, which takes advantage
of knowing when the cunning proposer strategy is the best response to act accordingly and
secure a higher reward.

Our result yield that when p < 1/2, the obedient attester and the cunning attester
strategy are equivalent, Proposition 14. This implies that attesters will follow the protocol
when p < 1/2. Moreover, if p > 1/2, when all proposers are cunning and attesters are
obedient, the best response is the cunning attester strategy. When the cunning condition
holds for the second proposer the cunning attester strategy will deviate from the protocol.
Otherwise, all attesters will follow the protocol (Proposition 15).

» Proposition 14. When p < 1/2, the obedient attester strategy and the cunning attester
strategy are equivalent.

Proof. This result stems from the fact that when p < 1/2, only the first proposer can act
conspicuously cunningly, meaning they deviate from the protocol (cf. proof of Proposition 11).
Therefore, if all subsequent proposers act similarly to obedient proposers and follow the
protocol, attesters will never have the opportunity to act cunningly and will follow the
protocol as well. |

» Proposition 15. When p > 1/2 and all proposers are cunning while all other attesters are
obedient, the cunning attester strategy is a best response. If the cunning condition holds for
the second proposer, the cunning attester strategy will lead the attester to deviate from the
protocol. Otherwise, all attesters will follow the protocol.

Proof. For attesters to exhibit cunning behavior, more than just the first proposer must act
cunningly. This occurs if and only if the cunning condition hold for the second attester.

The reward for attester (i, k) following the cunning attester strategy 08 k) while all other
attesters are obedient and proposers are cunning o_; 1), is:

47z
u(zvk) (Uf(l,k‘% O’(C;’k)) = 574 (7)

Since the attester’s reward depends on when their attestation is included in a block, it also
depends on whether the blocks belong to the canonical chain. Each attestation is included in

the next two blocks, which are on different chains, each having a 1/2 probability of being

in the canonical chain. This gives the cunning attester a reward of %(SL‘ + 220—7“) Following

the obedient attester strategy leads to a reward of on—f, as in both blocks, the attestation

will either attest to the wrong block or be included too late. Thus, wu; k) (00— k), 0'8 k)) >

Wi k) (T (i,k)s T() 1))+ <
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Best response of single attester among n cunning proposers and an — 1 cunning attesters.
We study the behavior of an attester when all proposers are cunning and other attesters
cunning. In this case the best response is the cunning attester strategy. This strategy only
deviates from the protocol for the attesters of the first round if the cunning condition holds
for the second proposer. However this deviation will prevent the cunning condition to hold
for the third proposer, effectively making all subsequent validators to follow the protocol.

» Proposition 16. The cunning attester strateqy is a best response for an attester when
all validators are cunning. If the cunning condition holds for the second proposer, the
cunning attester strategy will lead the attesters of the first round to deviate from the protocol.
Otherwise, all attesters will follow the protocol.

Proof. For attesters to exhibit cunning behavior, more than just the first proposer (0,0)
must act cunningly. This occurs if the cunning conditions holds for the second proposer
(0,1).

In this case, all attesters of the first round will expect proposer (0, 1) to act cunningly
and attach itself to the block designated by the fork choice rule at the beginning of the game
(F(To, A_1)), leading them to attest to the head of the branch with total attestation weight
wy. This scenario is represented in Figure 6. As a result, the block proposed by the first
proposer (0,0) will not be attested by the attesters. The block proposed by (0, 1) will belong
to the canonical chain since no other fork is possible for the subsequent proposers. The gap
between w¢ 4 a and wy is too large for the proposer boost to enable further cunning actions,
the cunning condition cannot hold anymore. The attesters (i,0) of the first round, who act in
accordance with proposer (0,1), receive the maximum reward. Proposers (0,2) and beyond
will not have the opportunity to act cunningly, nor will the remaining attesters, resulting in
all attesters receiving the maximum reward. <

)

n

~_ 0

Figure 6 X indicates that the value of the block is irrelevant. In this scenario, all validators
act cunningly. The proposer of round k attaches its block to the block from two rounds prior.
The cunning attesters in round k attest to the block from round k£ — 1 to align with the following
proposer’s strategy. The proposer of round k + 1 is then compelled to attach its block to the block
from round k£ — 1. As a reminder, the proposer boost is equivalent to an attestation weight of pa
for a new block (in orange). This results in the proposer of round k forking alone and receiving no
rewards.

» Proposition 17. If p < 1/2 and all validators are cunning, the best response for the first
proposer is the cunning strategy. If the cunning condition holds, it will only do so for the
first proposer, causing this proposer to deviate from the protocol.
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Proof. This follows directly from Proposition 14 and Proposition 11. <

Proposition 8. If p > 1/2, all validators are cunning, and the cunning condition holds
for the second proposer, then the obedient strategy is the best-response for the proposers.
Otherwise, if the cunning condition does not hold for the second proposer, the cunning
strategy is the best-response only for the first proposer.

Proof. If the cunning condition holds for the second proposer, Proposition 16 describes how
the scenario would unfold. A possible outcome is represented in Figure 6. The result is that,
for the first proposer, the best response is the cunning strategy only if the second proposer
cannot act cunningly.

Otherwise, as described in the proof of Proposition 16, if the first proposer remains
cunning, they will receive zero reward. All other proposers follow the protocol regardless of
the strategy of the first proposer. <

Theorem 9. In all Nash equilibria, there is a round after which all validators follow the
protocol.

Proof. We know that once a proposer acts obediently, all subsequent validators do so
(Lemma 10).

If there is an equilibria in which one proposer follows the obedient strategy and extend
the head of the canonical chain, the theorem is valid. We now look at proposers all following
the cunning strategy. When all proposers follow the cunning strategy, to have more than the
first to effectively act cunningly we need to have wy +a —w¢ < pa (cunning condition for the
second proposer) otherwise the second proposer will extend the head of the canonical chain,
validating the theorem. Then in the case of the fork continuing with each proposer thus
attaching their block two rounds prior, this makes each of their block have an expectation of
1/2 to belong to the canonical chain (xy = 1/2). As computed in Lemma 12, their reward
will thus be in the form of: fr_o — fr—1 > a, where « is a positive number that depends on
the attestation included and their reward associated. No matter the value of «, even taking
«a = 0, a proposer will have as best response to be cunning only if the transaction fees gained
with a probability 1/2 by being cunning are at least superior to the transaction fees obtain
with certainty otherwise.

This condition cannot be true for all proposer as the transaction fees are positive and

discrete. Eventually, a proposer (0, k) will see previous transactions fees where fr_o < fr—_1.

The best response of proposer (0, k) is to act obediently. <
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