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Abstract
We revisit the fundamental question of formally defining what constitutes a reconstruction attack.
While often clear from the context, our exploration reveals that a precise definition is much more
nuanced than it appears, to the extent that a single all-encompassing definition may not exist. Thus,
we employ a different strategy and aim to “sandwich” the concept of reconstruction attacks by
addressing two complementing questions: (i) What conditions guarantee that a given system is
protected against such attacks? (ii) Under what circumstances does a given attack clearly indicate
that a system is not protected? More specifically,

We introduce a new definitional paradigm – Narcissus Resiliency – to formulate a security
definition for protection against reconstruction attacks. This paradigm has a self-referential
nature that enables it to circumvent shortcomings of previously studied notions of security.
Furthermore, as a side-effect, we demonstrate that Narcissus resiliency captures as special cases
multiple well-studied concepts including differential privacy and other security notions of one-way
functions and encryption schemes.
We formulate a link between reconstruction attacks and Kolmogorov complexity. This allows us
to put forward a criterion for evaluating when such attacks are convincingly successful.
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1 Introduction

Reasoning about data privacy is crucial in today’s data-driven world. This includes the
design of privacy-enhancing technologies aimed at protecting privacy, as well as identifying
vulnerabilities of existing methods by conducting “privacy attacks”. The most severe family
of attacks is, arguably, reconstruction attacks, where an adversary takes what appears to be
benign statistics and reconstructs significant portions of the sensitive data [19]. Such attacks
have helped shape the theory of data privacy as well as expose vulnerabilities in existing
real-world systems.

However, prior works did not coalesce around a single definition of reconstruction and
instead considered several context-dependent definitions. Although these definitions made
sense in the context in which they were introduced, they do not necessarily carry over to
other settings, as we will later explain. Motivated by this, our work is set to answer the
following meta-question:

▶ Question 1. What is reconstruction?

This question is more nuanced than it initially appears, as will become clear later. It
seems that for every attempt to define reconstruction mathematically, there are cases that
either fit the definition but do not “feel like” reconstruction, or vice versa. As a result, we do
not know whether a precise answer to Question 1 exists, and leave it as an open question for
future work. In this work, we aim to approach Question 1 by “sandwiching” the concept of
reconstruction and studying the following two questions:

▶ Question 2. What conditions are sufficient to ensure that a given system is protected
against reconstruction attacks?

▶ Question 3. Under what circumstances does an attack clearly indicate that a given system
is vulnerable?

This is reminiscent of the current state of affairs in the related concept of differential
privacy (DP) [20]: If an algorithm satisfies DP (with small enough privacy parameters), then
it is guaranteed to be “safe” in terms of its privacy implications. However, the fact that
an algorithm does not satisfy DP does not immediately mean that it is unsafe privacy-wise.
Rather, to convince that an algorithm is unsafe, one usually needs to demonstrate an actual
attack, such as a reconstruction or a membership attack. In other words, in the context
of data privacy, we currently do not have a good definition of what constitutes “privacy”;
only definitions of what it means to “protect” privacy, and definitions for what it means to
“attack” an algorithm in order to show a privacy breach. We embrace this way of thinking and
leverage it towards formally reasoning about reconstruction, as stated in Questions 2 and 3.
We elaborate on each of these two questions separately, in Sections 1.1 and 1.2, respectively.
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1.1 Protecting against reconstruction
Consider an algorithm M that takes a dataset S and returns an output y. For example, the
dataset S might contain images, and the output y may be an image generative model. This
output y is then given to a “privacy attacker” A whose goal is to output a “reconstruction”
z of elements from S. Informally, we want to say that algorithm M prevents reconstruction
attacks if y is “hard to invert” in the sense that y does not help the attacker in “recovering”
elements from S. However, there are two immediate issues that require attention here:
1. What it means to “recover elements” is context-dependent. For example, our criteria for

when one image “recovers” another image would likely differ from our criteria for when
a text file “recovers” another text file. As we aim for a general treatment, we abstract
this criteria away in the form of a relation R, where R(S, z) = 1 if and only if z is a
“valid reconstruction” of S (or of some data point in S). In our example with the images,
this could mean that z is an image which is “close enough” to one of the images in S.
Alternatively, depending on the context, this could also mean that z is a collection of
100 images of which one is “close enough” to an image in S, or it could mean that z is a
vector of 100 images, each of them is “somewhat close” to a distinct image in S, etc.

2. The underlying distribution of the data matters a lot. For example, consider a scenario
where every sufficiently large image dataset contains the Mona Lisa. An “attack” that
outputs an image that is similar or identical to the Mona Lisa is not necessarily a successful
attack, as this could be accomplished without even accessing the generative model y.

These considerations led [4] and [18] to present definitions with the following flavor:

▶ Definition 4 ([4, 18]). Let X be a data domain, let D be a distribution over datasets
containing elements from X , and let R : X ∗ × {0, 1}∗ → {0, 1} be a reconstruction criterion.
Algorithm M is (ε, δ,D)-R-reconstruction-robust if for all attackers A it holds that

Pr
S←D

y←M(S)
z←A(y)

[R(S, z) = 1] ≤ eε · sup
z∗

Pr
T←D

[R(T, z∗) = 1] + δ. (1)

In words, in Definition 4 the attacker’s probability of success is compared to a baseline
which is the probability of success of the best trivial attacker that simply chooses a fixed
element z∗ (independently of the dataset). To contradict the security of algorithm M, the
attacker must succeed with a probability noticeably higher than the baseline (depending
on the parameters ε and δ). Note that the aforementioned attacker that “recovered” the
Mona Lisa would not contradict the security ofM. The reason is that if every (large enough)
dataset sampled from D would contain the Mona Lisa, then in Definition 4 we could take z∗

to be the Mona Lisa, and hence the right hand size of Inequality (1) would be one.1
This introduces a serious problem: once the baseline probability is 1 then no adversary

could ever contradict Inequality (1), even adversaries that do achieve meaningful reconstruc-
tions. To illustrate the issue, suppose that the dataset contains both “canonical” photos
(such as the Mona Lisa or canonical photos of US presidents), as well as “sensitive” photos
of ordinary individuals. While recovering a canonical photo should not be considered a
successful attack, recovering a “sensitive” photo definitely should. Formally, suppose that
every image in S is sampled independently as follows: with probability 1/2 return the Mona
Lisa, and otherwise return a photo of a random citizen. If under these conditions A(M(S))

1 For this example we assume that if z∗ ∈ T then R(T, z∗) = 1.
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is able to recover a photo of an ordinary individual from S, then that should be considered a
reconstruction attack. But this is not captured by Definition 4 as the performance of A is
compared with a baseline where the Mona Lisa is recovered. More generally, a sever flaw
of Definition 4 is that once the baseline probability is ≈ 1 then no adversary could ever
contradict Inequality (1).

1.1.1 Towards a new definition
A takeaway from the above discussion is that comparing all adversaries to the same fixed
baseline can create a problem. In particular, adversaries that identify “special” elements in
S (which are unlikely to appear in fresh datasets) should be distinguished from adversaries
that identify “trivial” elements in S. We now make an attempt to incorporate this into the
definition. As we will see, this attempt has different shortcomings.

▶ Definition 5. Let X be a data domain, let D be a distribution over datasets containing ele-
ments from X , and let R : X ∗×{0, 1}∗ → {0, 1}. Algorithm M is (ε, τ,D)-R-reconstruction-
robust if for all attackers A it holds that

Pr
S←D

y←M(S)
z←A(y)

[
R(S, z) = 1 and PrT←D[R(T, z) = 1] ≤ τ

]
≤ ε. (2)

In words, with this definition the attacker’s goal is to identify an element z such that
(1) z is a valid reconstruction w.r.t. the dataset S; and (2) the same z is unlikely to be a
valid reconstruction w.r.t. a fresh dataset T . Informally, PrT←D[R(T, z) = 1] serves as a
“conditional baseline” that adapts itself to the element z chosen by the attacker. Note that
in the context of our example with the Mona Lisa, an attacker that “recovers” the Mona
Lisa would not contradict Inequality (2), because PrT←D[R(T, z) = 1] would be large and
hence greater than the threshold τ . On the other hand, an attacker that manages to recover
the photo of an ordinary individual from S (with large enough probability) would contradict
Inequality (2). So Definition 5 achieves the desired behavior for this example.

A shortcoming of Definition 5 is that the values of ε and τ are necessarily context
dependent. To illustrate this, we will now describe two situations where in one of them we
need to set ε, τ < 1

2 in order for the definition to make sense, while in the other situation ε

and τ must be larger than 1
2 .

For the first situation, consider the following distributionD over datasets: With probability
1
2 return a dataset containing random photos of ordinary citizens. Otherwise, return a
dataset sampled similarly, except that one of its photos is replaced with the Mona Lisa.
Under these conditions, we must set τ < 1

2 in order to circumvent the “trivial attack”
using the Mona Lisa. Setting ε close to 0 seems reasonable under these conditions in order
to guarantee that a meaningful reconstruction can happen only with small probability.
For the second situation, consider a case where the dataset is a vector of n random bits,
and the attacker’s goal is to pinpoint a single entry from this vector and to guess it with
high probability. Formally, in this example we interpret the outcome of the adversary
as z = (i, b) ∈ [n]× {0, 1}, where R(S, (i, b)) = 1 if and only if S[i] = b. In this scenario,
every adversary always satisfies PrT←D[R(T, z) = 1] = 1/2 and hence if we set τ < 1/2
then every algorithm is safe w.r.t. to that definition, which is absurd. Therefore we
may assume that τ ≥ 1/2. In this case the condition PrT←D[R(T, z) = 1] ≤ τ holds for
every adversary and hence is redundant and we are only left with the first condition.
How about ε? Note that a trivial adversary, which always guesses that the first bit is 1,
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succeeds with probability 1/2. Hence, ε must be ≥ 1/2 or else no algorithm can be safe.
To summarize, if τ < 1/2 then every algorithm is safe, and else, if τ ≥ 1/2 and ε < 1/2
then no algorithm is safe. Hence, this condition is non-trivial only in the range ε, τ ≥ 1/2.

Intuitively, the issue about ε, τ being context dependent stems from their somewhat
nonstandard semantics (especially the parameter τ). Ideally, we would want ε and τ to
quantify some notion of “distance from optimality” (similarly to common definitions in the
literature, such as differential privacy). But this is not the case with Definition 5. Rather,
the threshold τ dictates what we consider to be a “non-trivial” baseline. But “non-trivial” is
context dependent, and hence so is τ .

1.1.2 A new Definitional paradigm: Narcissus resiliency – an adversary
trying to beat itself in its own game

So far, we have established that: (1) We need to compare the adversary’s success probability
to a baseline; (2) This baseline cannot be fixed for all adversaries; and (3) We want to
circumvent the need for a hyperparameter controlling what “non-trivial” is, as this is likely to
be context dependent. To tackle this, we present a new definitional paradigm which we call
Narcissus resiliency. In this paradigm, instead of explicitly setting and tuning the baseline,
we let the attacker be its own baseline.2 More specifically, the attacker’s success probability
on the real dataset is compared with its success probability in a baseline setting where it does
not get any information about the real dataset. Furthermore, the attacker must use the same
strategy in both settings. This is enforced by preventing the attacker from receiving any
information that can help it distinguish whether it is examined with respect to real dataset
S or a fresh dataset T sampled from the same distribution. Hence, a Narcissus attacker
needs to choose a compromise strategy: on one hand it needs to be strong (so it succeeds
with high probability when it is applied to S) and at the same time it needs to be weak (so
it succeeds with low probability when it is applied to T ). The formal definition follows:3

▶ Definition 6 (Narcissus resiliency). Let X be a data domain, let F be a family of distributions
over datasets containing elements from X , and let R : X ∗ × {0, 1}∗ → {0, 1}. Algorithm M
is (ε, δ,F)-R-Narcissus-resilient if for all D ∈ F and for all attackers A it holds that

Pr
S←D

y←M(S)
z←A(y)

[R(S, z) = 1] ≤ eε · Pr
S←D
T←D

y←M(S)
z←A(y)

[R(T, z) = 1] + δ. (3)

Note that in both experiments the adversary A is executed on a dataset S sampled exactly
in the same way. Thus, the adversary behaves exactly the same way in both executions.
Nevertheless, the adversary’s goal is to “separate” the two experiments, where in the left
experiment it aims to maximize the probability of reconstruction while in the right experiment
it aims to minimize this probability.

▶ Example 7. Note that Definition 6 achieves the desired behavior in our example with the
Mona Lisa: In order to contradict Inequality (3), the attacker must recover (with noticeable
probability) the photo of a citizen from S.

2 The name “Narcissus” is inspired by the Greek myth of Narcissus, who became obsessed with his own
reflection. This alludes to how, in our proposed paradigm, the adversary competes against itself rather
than external benchmarks.

3 In the following definition we switch from a single data distribution D to a family of data distributions
F , where the mechanism is required to be “secure” w.r.t. every distribution in the family. This is
standard, and can also be applied in the context of Definition 4.

ITCS 2025
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▶ Example 8. Let the underlying dataset distribution D be uniform over n-bit vectors. Let
k ∈ [n] be a parameter and suppose that, for the sake of this example, the relation R is
defined as follows. Given a dataset S ∈ {0, 1}n and the outcome of the attacker z, parse z as
a vector of k distinct indices Ĩ = (i1, . . . , ik) ∈ [n]k and k values Z̃ = (z̃1, . . . , z̃k) ∈ {0, 1}k

and let R(S, z) = 1 if and only if S|Ĩ = Z̃. That is, in this example, the adversary’s goal
is to pinpoint k coordinates from S and to guess them correctly. In order to contradict
Inequality (3), the attacker must recover the values of k coordinates from S with probability
noticeably higher than 2−k.

We arrived at Definition 6 through the lens of data reconstruction. To provide further
evidence supporting the paradigm of Narcissus resiliency, we show in Section 2 that Narcissus
resiliency captures concepts from cryptography and privacy as special cases. This includes
differential privacy, resiliency to membership inference attacks, security of one-way functions,
security of encryption schemes, and more. We show that all of these concepts can be stated
in the terminology of Narcissus resiliency, where an adversary is “trying to beat itself in its
own game”. Furthermore, the paradigm enables us to express strictly weaker protections
compared to differential privacy that are still meaningful. To support this claim, in the full
version [17] we provide an example of a very natural deterministic mechanism (which is
clearly not differentially private) that estimates a counting query under Narcissus-resiliency
w.r.t. the family of all i.i.d. distributions and a natural reconstruction predicate R.

1.2 Identifying reconstruction
So far we have discussed which types of mechanisms prevent reconstruction of the input data.
Such definitions serve as important guidance for responsible algorithm design. However, to
show that a mechanism is vulnerable to reconstruction in the real world, an attacker usually
only has access to the output of the mechanism, which in the learning context is a model
that can be seen as an interactive program, or even just as a fixed string (e.g., a real-world
attacker would like to attack a given chat-bot model, and not the algorithm that created
the model based on training data). Moreover, such attacker might not even be aware of the
training procedure exactly.

Mathematically, in Section 1.1 we considered a setting where initially a dataset S is
sampled, and then an outcome y is computed by an algorithmM based on S. Our definition
of Narcissus resiliency 6 pinpoints our ultimate desire from the algorithm M. Often, however,
M is not explicit and we only have access to a fixed model y and a fixed training set S.
So there is no clear distribution over S and it is not clear what is the process which was
used to compute y from S. Still, in order to be able to assess whether a particular attack is
successful, we would like to have a definition of what it means to “reconstruct” a particular
S from a particular y. To emphasize this difference, when S and y are fixed and we want to
classify a successful attack (rather than resiliency to such) we use the term “extract” instead
of “reconstruct”.

▶ Question 9. How do we define that a fixed dataset S (or a fixed point in it x ∈ S) is
extractable from a fixed string y?

Intuitively, such “extraction” means that x is encoded in y. But capturing this intuition
more formally turns out to be challenging. In this work, we offer the first formal definition
that, we hope, will help understand what real-world attacks do, and what properties future
attacks should highlight in order to argue about their quality.

Prior works presented several definitions with the following flavor:
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▶ Definition 10 ([14, 11]). Let R be a relation such that R(x, z) = 1 means that z is a valid
extraction of x. A string x is extractable from a model y, if there exists an efficient program
A such that R(x,A(y)) = 1.

Intuitively, the program A in Definition 10 serves as evidence that x is extractable from y,
because given y it outputs z with R(x, z) = 1. For example, if x appears at the ith location of
y, then the program that given y as input, outputs yi, yi+1, . . . , yi+|x|−1 satisfy the condition
of Definition 10.

However, at the formal level, this definition is meaningless: Because A is chosen after the
example x, then formally, every example x is “extractable” as there exists A that (ignores
its input) and outputs x. [14] mentioned that in order to prevent such pathological cases,
the program A should be shorter than x (and therefore A cannot “memorize” x). But this
by itself is not enough. For example, consider the string x = 34 34 . . . 34︸ ︷︷ ︸

1000 times

and the program

A “Print ‘34’ 1000 times”. Namely, this example illustrates that A being short is clearly
not evidence for not being able to “memorize” x. Therefore, the length of A cannot be the
only criteria for determining its validity, and there should be some connection between the
length of the attack A, and the “complexity” of the target output. Intuitively, if there is
no way to encode the target output x using a short program (i.e., to compress it), then by
demonstrating a short attacking program that is able to reveal x given y, proves that x is
really extracted from the model y.

▶ Question 11. How do we quantify the “complexity” of an outcome x?

This question leads us to a classical complexity measure, called Kolmogorov-Complexity.

1.2.1 Defining Extraction via Kolmogorov Complexity
What makes the string 343434343434343 less random than 285628563123452? The notion
of Kolmogorov complexity (in short, K-complexity), introduced by [56, 37, 15] in the 60s,
provides an elegant method for measuring the amount of “randomness” in an individual
string. Informally, the K-complexity of a string x, denoted by K(x), is the length of the
shortest program that outputs the string x. Intuitively, a string x has high K-complexity, if
there is no short program that outputs it and halts.

One issue with K-complexity is that it is not well defined without specifying which
programming language L do we use. In theoretical results (when constants do not matter),
this complexity is usually defined w.r.t. a fixed Universal Turing Machine. But when
constants matter, a more formal way to define it is as follows.

▶ Definition 12 (KL-Complexity). Let L be a programming language (e.g., Python). The
KL-complexity of a string x, denoted by KL(x), is the length of the shortest L-program that
outputs x and halts. Similarly, given a set of strings X, we denote by KL(X) the length of
the shortest L-program that outputs an element in X and halts.

Now that we have Definition 12 in hand, we are finally ready to define extraction.

▶ Definition 13 (Our extraction definition, informal). Let R be an extraction relation and L a
programming language. We say that a string x is (R,L)-extractable from a string y iff there
exists an L-program A such that the following holds:
1. A(y) outputs z such that R(x, z) = 1, and
2. KL({z : R(x, z) = 1})≫ |A|.

We measure the quality of the extraction by 1− |A|
KL({z : R(x,z)=1}) (closer to 1 means a more

significant extraction).

ITCS 2025
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Namely, x is “(R,L)-extractable” from y if there exists a short L-program A that outputs
an extraction (according to R) of x from y, while there is no short L-program that extracts x

without y. We note that extraction must be in a context of a specific programming language,
since otherwise, for every x and y we could always find a “special” programming language
Lx,y such that x is Lx,y-extractable from y.4 Satisfying this definition w.r.t. a standard
programming language (e.g., Python, Java, etc) should indeed be considered as a valid
extraction.

Definition 13 can easily be extended to datasets S (rather than a single example x), and
in Section A we also consider a probabilistic version of the KL-complexity that allows some
error probability, and redefine Definition 13 w.r.t. this version.

To provide further evidence supporting Definition 13, we demonstrate in Section A.3 how
three different types of real-world attacks [14, 30, 11] can be explained using the terminology
of Definition 13.

1.2.2 Narcissus-Resiliency prevents non-trivial extraction of training data
In Section 3 we show that ifM is (ε, δ,F)-R-Narcissus-resilient then it prevents extraction in
the following sense. Fix a distribution D ∈ F , sample two independent datasets S and T from
D, and compute y ←M(S). We treat S as the “real” dataset and T as a “shadow” dataset.
Suppose that there is no adversary B that given y can find a short program A such that
R(T,A(y)) = 1. Informally, this means that extracting information about the shadow dataset
T without receiving any information about it is hard. Then, ifM is Narcissus-resilient, there
is also no adversary that achieves this w.r.t. S (even though the adversary gets y which was
computed based on S).

1.2.3 Verifying the validity of reconstruction attacks
The main limitation of Definition 13 is that Item 2 (lower-bounding the Kolmogorov Com-
plexity) is not verifiable, as computing the K-complexity is an intractable problem. We could
consider a tractable version of it, called time-bounded K-complexity, where given a parameter
t we consider only programs that halt within t steps ([37, 55, 57, 36]). This, however, would
only relax intractability to inefficiency, which does not help in our context where we would
like to verify a reconstruction attack efficiently. In practice, we can only use Heuristics to
gain some level of confidence. E.g., to apply many well-known compression algorithms on x

and check that all of them results with a compressed representation that is much longer than
|A|. Yet, we remark that any such Heuristic can fail to determine some highly compressible
patterns, and as we demonstrate in Section A.4.1, this problem is indeed inherent assuming
that a basic cryptography primitive (pseudo-random generator) exists.

1.3 Additional related works
Memorization

Perhaps the most basic privacy violation is memorization. [25, 24, 6, 7, 43, 1] theoretically
study the necessity of memorization in learning. Roughly speaking, they show that for
some tasks, the output of any accurate algorithm must have large mutual information with
the training data. A similar result of [9] show that there exist learning tasks in which

4 For example, consider a programming language Lx,y that given a command y outputs x.
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memorization is only necessary for efficient learners. While large memorization (i.e., mutual
information) implies that the algorithm is not differentially private, it does not imply the
existence of an efficient attack. Indeed, except for [9, 1], these works are typically not
constructive (i.e., they do not provide an efficient way to translate the memorization into an
efficient privacy attack).

Computational Differential Privacy

[5, 48] considered a computational relaxation of (the standard, information-theoretic) differ-
ential privacy, where they require that the outputs of two executions on neighboring datasets
are indistinguishable only from the eyes of an efficient observer. This relaxation turns
out to be necessary for fundamental distributed tasks [47, 31] but also for some (artificial)
centralized ones [8, 27]. We note that an efficient privacy attack (e.g., membership inference
or reconstruction) implies that the algorithm is not computationally differentially private.
But in the opposite direction, if an algorithm is not computationally differentially private,
the privacy attack, while being efficient, could be very negligible (e.g., the attack might reveal
only a single, insignificant, bit of information about a training example, and still violating
computational differential privacy).

Membership Inference

In membership inference (MI) [53, 60], an adversary is given a target example and its goal is
to infer whether it was included in a model’s training set. Most techniques follow a paradigm
of measuring some correlation/loss function between the target example and the model and
checking if it exceeds some threshold. For example, [22] showed that any algorithm that
given x1, . . . , xn ∈ {−1, 1}d outputs y ∈ [−1, 1]d that is sufficiently close to the average
1
n

∑n
i=1 xi, is exposed to the MI attack that given a target example x, decides “IN” or

“OUT” based on whether ⟨x, y⟩ (the inner-product between x and y) exceeds some threshold.
The MI literature is very rich, and includes works that perform attacks on fundamental
learning tasks (e.g., [52, 22, 50, 2, 1]) along with MI attacks on more complex models (e.g.,
[54, 60, 34, 10, 44, 50, 58]). We remark that while MI attacks are indeed a reasonable privacy
concern in many scenarios, they are weaker than reconstruction attacks because the attacker
needs to know the target training example beforehand while without it there might be no
way to extract sensitive information.

Reconstruction

The results of [19] provided a foundation for rigorously quantifying reconstruction bounds
for general query release mechanisms. In their setting, the dataset is binary, and they show
that given a few statistical queries, it is possible to reveal 90% of the dataset. [21, 23, 31]
provide improved results in similar settings like [19] but under weaker accuracy assumptions.
In more general settings, [29] demonstrated that both Rényi Differential Privacy (DP) and
Fisher information offer robust semantic assurances against reconstruction attacks. [4]
introduced the concept of reconstruction robustness (ReRo), establishing a link between
reconstruction attacks and DP. [32] extended [4]’s to analyze reconstruction attacks against
DP-SGD. [35] furthered this research by examining the connection between the hypothesis
testing interpretation of DP (specifically f -DP) and reconstruction robustness. From a more
practical standpoint, there is a rich literature on reconstruction attacks on various real-world
models (e.g., [26, 12, 59, 33, 13, 61, 11, 30]). In Section A (recognizing reconstruction), we
focus on three of them in order to illustrate the expressiveness of our Definition 13.

ITCS 2025



39:10 Data Reconstruction: When You See It and When You Don’t

Formalizing legal concepts of privacy

Some of the work towards formalizing legal privacy concepts mathematically has taken an
approach similar to our “sandwiching” of the concept of reconstructing rather than attempting
a precise answer to Question 1. These works did not attempt to model a legal concept
exactly but rather define requirements which are clearly stricter or clearly weaker than the
those of the legal concept, yet non-trivial so they can substantiate a claim that the use of a
certain technology satisfies or does not satisfy the legal requirement. As one example, in their
modeling of the FERPA privacy requirement,5 [49] provided a definition which is stronger
than the legal requirement, yet satisfiable by the use of differential privacy, hence providing
strong evidence that the use of differential privacy (with appropriate parameters) satisfies
the legal requirements. As another example is the modeling of the GDPR requirement
of protection against singling out [16] defined protection against predicate singling out, a
concept which is weaker than the legal requirement. Showing that k-anonymity does not
protect against predicate singling out they hence claimed that it does neither satisfy the
legal requirement.

2 Expressiveness of Narcissus resiliency

In the introduction we presented the definition of Narcissus resiliency (Definition 6) with the
interpretation of “security against reconstruction attacks”, where the function R encapsulates
what a “valid reconstruction” means. We now show that with different instantiations of
the function R, the same framework can be used to capture many other existing security
notions. In this section we show this for the notions of membership inference attacks and
for predicate singling out. In the full version of this paper [17], we extend this to additional
security notions, including differential privacy, security of one-way functions, and security of
encryption schemes. The fact that Narcissus resiliency is expressive enough to capture all
these (seemingly unrelated) well-established notions enhances our confidence in its application
as a security notion against reconstruction attacks.

2.1 Membership inference as Narcissus resiliency
Membership Inference (MI) attacks [53, 60] are a family of attacks which are applied mostly
to machine learning models. The goal of an MI attack is to determine whether a given data
record was part of the training data underlying the model or not. More specifically, let D be
a distribution over data records, and let M be an algorithm for analyzing datasets of size
n. Algorithm M is said to be MI-secure if no adversary A has a significant advantage in
distinguishing between the outputs of the following two experiments:

Sample S ← Dn and z ← D independently. Let y ←M(S). Output (y, z).
Sample S ← Dn. Let z be a uniformly random element from S. Let y ←M(S). Output
(y, z).

The formal definition is as follows.

▶ Definition 14 (Resilience to Membership Inference, [53, 60]). Let M : Xn → Y be an
algorithm that operates on a dataset, and let D be a distribution over X . We say that M is
(δ,D)-MI-secure if for every adversary A it holds that

5 FERPA – The Family Educational Rights and Privacy Act (FERPA) – is is a Federal law that protects
the privacy in education records.
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∣∣∣∣∣∣∣∣∣∣∣
Pr

S←Dn

y←M(S)
z←D

b←A(y,z)

[b = 1]− Pr
S←Dn

y←M(S)
z∈RS

b←A(y,z)

[b = 1]

∣∣∣∣∣∣∣∣∣∣∣
≤ δ.

We show that Narcissus resiliency captures the concept of membership inference. We
make use of the following function:

▶ Definition 15. We define RMI to be a (randomized) binary function, which takes two
arguments: a dataset Z ∈ Xn and a (possibly randomized) function f : X → {0, 1}. Given
Z, f , to compute RMI(Z, f), sample a point z ∈ Z and return f(z).

▶ Theorem 16. Let M : Xn → Y be an algorithm and let D be a distribution over X . Then
M is (δ,D)-MI-secure if and only if it is (0, δ, {Dn})-RMI-Narcissus-resilient.

Proof. First observe that an MI-adversary gets two arguments (an outcome y and a point z)
and returns a bit, while an RMI-Narcissus-adversary gets only one argument (the outcome
y) and returns a binary function f that takes a point and returns a bit (aiming to satisfy
RMI). To help bridge between these notations, given an MI-adversary A and an outcome y,
we write f(·)← A(y, ·) to denote the binary function obtained by fixing A’s first argument
to be y. We can interpret this as an RMI-Narcissus-adversary that takes one argument (the
outcome y) and returns the function f(·)← A(y, ·). It follows that

Pr
S←Dn

y←M(S)
f(·)←A(y,·)

[RMI(S, f) = 1]− Pr
S←Dn

T←Dn

y←M(S)
f(·)←A(y,·)

[RMI(T, f) = 1] = Pr
S←Dn

y←M(S)
z∈RS

b←A(y,z)

[b = 1]− Pr
S←Dn

y←M(S)
z←D

b←A(y,z)

[b = 1].

Hence, ifM is (δ,D)-MI-secure then it is also (0, δ, {Dn})-RMI-Narcissus-resilient. In addition,
if the above two differences are positive, then the equality holds also in absolute value, and
hence the condition of (0, δ, {Dn})-RMI-Narcissus-resiliency implies the condition of (δ,D)-
MI-security. Otherwise, to show that the left hand side cannot be smaller than −δ, let Â
be the RMI-Narcissus-adversary that runs A and returns the “inverted” function f̂ ≡ 1− f .
Then,

Pr
S←Dn

T←Dn

y←M(S)
f(·)←A(y,·)

[RMI(T, f) = 1]− Pr
S←Dn

y←M(S)
f(·)←A(y,·)

[RMI(S, f) = 1]

= −

 Pr
S←Dn

T←Dn

y←M(S)
f̂(·)←Â(y,·)

[RMI(T, f̂) = 1]− Pr
S←Dn

y←M(S)
f̂(·)←Â(y,·)

[RMI(S, f̂) = 1]


= Pr

S←Dn

y←M(S)
f̂(·)←Â(y,·)

[RMI(S, f̂) = 1]− Pr
S←Dn

T←Dn

y←M(S)
f̂(·)←Â(y,·)

[RMI(T, f̂) = 1] ≤ δ.

which follows from the resilience of M against Â. ◀
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2.2 Predicate singling out as Narcissus resiliency
[16] defined a type of privacy attack called Predicate Singling Out (PSO), intended to
mathematically formulate the legal concept of “singling out” that appears in the General
Data Protection Regulation (GDPR). Concretely, let D be a data distribution and let S ← Dn

be a dataset containing n iid samples from D. Let M be an algorithm that operates on
S and return an outcome y. A PSO adversary gets y and aims to find a predicate p that
“isolates” one record in S, meaning that it evaluates to 1 on exactly one record in S. Note,
however, that without further restrictions this is not necessarily a hard task. In particular,
even without looking at y, the adversary might choose a predicate p whose expectation over
D is 1/n. Such a predicate would isolate a record in S with constant probability. More
generally, if the expectation of p is w, then the probability that it isolates a record in a fresh
dataset of size n is n · w · (1 − w)n−1. Thus, for the attack to be considered “significant”,
the adversary has to succeed in its attack with probability noticeably higher than this. The
formal definition is as follows.

▶ Definition 17 ([16]). Let M : Xn → Y be an algorithm that operates on a dataset. We
say that M is (ε, δ, wmax)-PSO secure if for every w ≤ wmax, every distribution D over X ,
and every adversary A it holds that

Pr
S←Dn

y←M(S)
p←A(y)

[∑
x∈S

p(x) = 1 ∧ED[p] ≤ w

]
≤ eε · sup

predicate p
s.t. ED[p]≤w

{
n ·ED[p] · (1−ED[p])n−1

}
+ δ.

Using the paradigm of Narcissus resiliency, we present an alternative definition for
predicate singling out, which is simpler in that it avoids reasoning directly about the
expectations of the predicates.

▶ Definition 18 (Narcissus singling out security). Let M : Xn → Y be an algorithm. Let R

be the relation that takes a dataset S and a predicate p, where R(S, p) = 1 if and only if p

evaluates to 1 on exactly one point in S. We say thatM is (ε, δ)-Narcissus-singling-out-secure
if for every distribution D over X and for every attacker A it holds that

Pr
S←Dn

y←M(S)
p←A(y)

[R(S, p) = 1] ≤ eε · Pr
S←Dn

T←Dn

y←M(S)
p←A(y)

[R(T, p) = 1] + δ.

Intuitively, Definitions 17 and 18 have similar interpretations: Finding a predicate that
isolates a record in S after seeing the outcome of M is almost as hard as doing this without
seeing the outcome of M. However, the definitions are not equivalent. We leave open the
question of understanding the relationships between these two definitions.

3 Narcissus-Resiliency Prevents Non-Trivial Extraction

LetM be a mechanism which is applied to a dataset S to obtain an outcome y. Let B be an
“extraction attacker” that takes the outcome y and aims to compute a short program A that
serves as an extraction evidence for S w.r.t. a relation R and a programming language L.
We show that if M is Narcissus-resilient (w.r.t. an appropriate reconstruction relation), then
it prevents B from succeeding in its attack. Formally,
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▶ Definition 19. Fix a parameter q ≤ 1 controlling the desired quality of extraction (as in
Definition 13). We define the relation Rext that takes a dataset S and a pair (y,A) where
y is an outcome of M and A is a program, and returns 1 if and only if the following two
conditions hold:
1. R(S,A(y)) = 1, and
2. |A|

KL({z : R(S,z)=1}) ≤ 1− q.

▶ Lemma 20 (Narcissus-resiliency prevents non-trivial extraction). Let M be an (ε, δ,F)-Rext-
Narcissus-resilient according to Definition 6, and consider an adversary B that takes the
outcome of M and outputs an L-program A. Then for every D ∈ F we have

Pr
S←D

y←M(S)
A←B(y)

[
A is an (R,L)-extraction

evidence of S from y

]
≤ eε · Pr

S←D
T←D

y←M(S)
A←B(y)

[
A is an (R,L)-extraction

evidence of T from y

]
+ δ

Proof. This follows directly from the assumption thatM is Rext-Narcissus-resilient. Formally,
let B̂ denote the adversary that on input y returns (y,B(y)). Then,

Pr
S←D

y←M(S)
A←B(y)

[
A is an (R,L)-extraction

evidence of S from y

]
= Pr

S←D
y←M(S)

(y,A)←B̂(y)

[Rext(S, (y,A)) = 1]

≤ eε · Pr
S←D
T←D

y←M(S)
(y,A)←B̂(y)

[Rext(T, (y,A)) = 1] + δ

≤ eε · Pr
S←D
T←D

y←M(S)
A←B(y)

[
A is an (R,L)-extraction

evidence of T from y

]
+ δ ◀

A possible downside of Lemma 20 is that it leverages a different reconstruction relation
for Narcissus-resiliency compared to the extraction relation. This was needed in the proof
because our definition of extraction considered two conditions: not only that the attacker
needs to satisfy the relation R, but it needs to do it with a “short enough” program. To
capture this in the above lemma, we incorporated this condition in the reconstruction relation
used for Narcissus-resiliency. This can be avoided in cases where for some parameter k we
have:
1. The adversary B always outputs a program of length at most k; and
2. The underlying data distribution D is such that with overwhelming probability over

sampling S ← D we have that k
KL({z : R(S,z)=1}) ≤ 1− q.

That is, in cases when sampling a dataset S ← D then with overwhelming probability the
Kolmogorov complexity KL({z : R(S, z) = 1}) is high. Indeed, if this is the case, then the
second condition in Definition 19 holds with overwhelming probability, and hence can be
ignored, which unifies the two relations R and Rext.

3.1 Limitation of Lemma 20
It is important to note that Lemma 20 is limited to attackers B that only see the output y

of the mechanism. But some of the real-world attacks also use the training data in order to
construct an extraction evidence. E.g., in the Diffusion Model attack of [11] (see Section A.3),
the attacker B first processes the input data in order to find captions of “interesting” images,
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and then define A as the short program that simply queries the model on one of these
captions. We note that Narcissus-resiliency does not prevent such attacks in general, because
B uses the training data to generate A. But Lemma 20 does imply that it is impossible to
achieve non-trivial extraction of training examples, without knowing them in advanced.
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A Recognizing Extraction

Following the discussion in Section 1.2, we use the terminology of “extraction” rather than
“reconstruction” in the setting where the dataset S and the model y are fixed. We formally
define how to recognize a valid extraction attack on a given (fixed) model y (as described in
Section 1.2), use the definition to explain the validity of some real-world attacks, and prove
that in general the problem of verifying a valid attack is computationally hard assuming that
cryptography exists.
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A.1 Defining Extraction via Kolmogorov Complexity
In this paper, we think of extraction as a randomized process that can fail with some
probability, so we use the following variant of Definition 12.

▶ Definition 21 (KL-Complexity, a probabilistic version of Definition 12). Let L be a program-
ming language. The KL-complexity of a string x, denoted by KL(x), is the length of the
shortest L-program that with probability 2/3 outputs the string x and halts.

In theoretical results, this complexity is usually defined w.r.t. a fixed Universal Turing
Machine U that gets a description M of a Turing machine and outputs U(M). Then,
K(x) = KU (x) is defined by the shortest M such that Pr[U(M) = x] ≥ 2/3. This is good
enough for asymptotic analysis since for any programming language L and every x it holds
that K(x) ≤ KL(x) + O(1), where O(1) denotes a constant that is independent of |x|.6
However, when we would like to deal with concrete quantities (where constants matter), we
must explicitly specify a concrete programming language L, and therefore we do not omit it
from the notation.

After fixing the programming language L, the quantity KL(x) can be thought of as
the analogous to the “entropy” of the string x. As with entropy, we can also consider a
conditional version of the K-complexity (the analog of conditional entropy) as well as “mutual
K-information” (the analog of mutual information) [62, 38, 57, 45, 28, 41, 3]:

▶ Definition 22 (Conditional KL-Complexity, and mutual KL-information). Given a program-
ming language L and two strings x, y, we define the conditional KL-complexity of x given
y, denoted by KL(x | y), as the length of the shortest program in L that given y as input,
with probability 2/3 outputs x and halts. We define the mutual KL-information of x, y as
KIL(x; y) = KL(x)−KL(x | y).

Intuitively, KIL(x; y) is high if it is possible to extract x from y using a short L-program,
but it is not possible to do so without y. In our context of extracting an input example x

from a model y, we should also allow to output elements z that are “similar” to x (which are
considered as a valid extraction of x under some metric), or perhaps the goal is to output a
list of elements that some of them are close to training examples. Therefore, we would be
interested in an extension of the K-complexity into a set of strings which allows much more
flexibility.

▶ Definition 23 (Extension of Definitions 21 and 22 for sets). Let L be a programming language.
The KL-complexity of a set of strings X, denoted by KL(X), is the length of the shortest L-
program that with probability 2/3, outputs a string x ∈ X and halts. Similarly to Definition 22,
we define KL(X | y) as the length of the shortest L-program that given an input y, outputs
w.p. 2/3 a string x ∈ X and halts, and we define KIL(X; y) = KL(X)−KL(X | y).

Note that by definition, KIL(X; y) = minx∈X KL(x) − minx∈X KL(x | y), and these
minimums are not necessarily realized by the same x.

A few examples are in order. In all the following examples, we use L as a fixed Universal
Turing Machine language, and for x = (x1, . . . , xd), z = (z1, . . . , zd) ∈ {0, 1}d we denote
by NHamDist(x, z) = 1

d ·
∣∣{i ∈ [n] : xi ̸= zi}

∣∣ the Normalized Hamming Distance between x

and z.

6 Let C be a U-program (i.e., a Turing machine description) that serves as a compiler from a language L
to U , i.e., give a L-program M, C(M) outputs a U-program M′ that acts as M. So for every x, if it
can be described using an L-program M, then it can be described using a U-program C(M) of length
|M|+ |C| = |M|+ O(1) (note that |C| is independent of |x|).
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▶ Example 24. For x ∈ {0, 1}d define Rx = {(z1, z2) ∈ {0, 1}2d :
mini∈{1,2} NHamDist(x, zi) ≤ 1/2}, (i.e., in this example, Rx defines the task of output-
ting two strings that at least one of them agrees with x on at least half of the bits). Note
that KL(Rx) = O(log d) for any x, because the program that outputs a uniformly random
(z1, z2)← {0, 1}2d – e.g., a for loop executing for 2d iterations and outputing a random bit
in each – satisfies (z1, z2) ∈ Rx with probability 3/4.

▶ Example 25. For x ∈ {0, 1}d define Rx as the set of all the tuples of the
form z = (z1, . . . , zm), for m ≤ poly(d) (for some fixed polynomial), such that
mini∈[m] NHamDist(x, zi) ≤ 1/4 (i.e., at least one of the zi’s agrees with 3/4 of the
bits of x). For a uniformly random x ← {0, 1}d, it holds with high probability that
KL(Rx) ≥ (1− o(1))d/2 (i.e., for most strings x, any algorithm that aims to output a string
that agrees with 3/4 of the bits of x, essentially must memorize ≈ d/2 bits of information
about x). Indeed, given y = (x1, . . . , xd/2) (the first half of the bits of x) as input, we have
K(Rx | y) = O(log d) because the algorithm that chooses m = 2 uniformly random strings
(z1, z2)← {0, 1}d/2 and outputs z = (y ◦ z1, y ◦ z2) satisfies z ∈ Rx with probability 3/4.

▶ Example 26. Let S = (x1, . . . , xn) ∈ ({0, 1}d)n, and define RS as the set of all the tuples
z = (z1, . . . , zm) such that there exist i ∈ [n] and j ∈ [m] with NHamDist(xi, zj) ≤ 1/4.
Assume n, m ≤ poly(d) (for some fixed polynomial). Then as in Example 25, it can be shown
that when S consists of uniformly random strings, then KL(RS) ≥ (1− o(1))d/2 with high
probability, meaning that solving this problem requires to memorize at least ≈ d/2 bit of
information from one of the strings.

We are now ready to reformulate the extraction definitions of [14, 11].

▶ Definition 27 (Extractable Information). Let S be a set of elements over a domain X ,
let R : X ∗ × {0, 1}∗ → {0, 1} be an extraction relation (i.e., R(S, z) = 1 means that z is
considered a valid extraction of elements in S), let L be a programming language, and let
RS = {z : R(S, z) = 1}. We say that a model y contains (R,L, τ)-extractable information
about S if

KIL(RS ; y) ≥ τ.

In order to prove that S is extractable from a model y, it suffices to present an extractor:

▶ Definition 28 (Extractor, redefinition of Definition 13). Let R : X ∗ × {0, 1}∗ → {0, 1} be an
extraction relation and denote RS = {z : R(S, z) = 1}. Let q ∈ [0, 1) be a quality parameter.
We say that an L-program A is an (L, R, q)-extractor of S ∈ X ∗ from y if the following holds:
1. Pr[A(y) ∈ RS ] ≥ 2/3, and
2. KL(RS) ≥ |A|

1−q .

Note that when q is closer to 1 is means a more significant extraction.

▷ Claim 29. If there exists an (L, R, q)-extractor A of S from y, then y contains (L, R, τ =
q

1−q · |A|)-extractable information about S (Definition 27).

Proof. Compute

KIL(RS ; y) = KL(RS)−KL(RS | y) ≥ |A|
1− q

− |A| = q

1− q
· |A|. ◁
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A.2 Capturing Interesting Extractions using the Predicate
In the previous examples (e.g., Example 26), we considered simple relations R that only
check for a small distance from an example point. But in the real-world, when thinking about
S as the training dataset and on y as the trained model (over S), it is very likely that S will
contain duplicated data, and in such cases, it might be considered ok to memorize such data.
As a concrete example, if we think about a chat-bot model, then we can query it with “Print
the Bible” and it will likely do that. I.e., even though it is indeed a valid extraction (as the
K-complexity of the Bible is large), this is not an interesting one since the Bible content is
probably duplicated in many training examples. In order to define more interesting relations
R, it is reasonable to consider extraction of only k-Eidetic Memorizated strings x ([14]) for
some small threshold k, which means that such x’s only appear at most k times in S.

A.3 Real-World Examples
In order to illustrate the generality of our definitions, we next pick three different types of
real-world attacks, and explain what is happening in each of them in terms of Definition 28.

Extraction from Large Language Models [14]

[14] present extraction attacks on GPT-2 by essentially generating many samples from
GPT-2 when the model is conditioned on (potentially empty) prefixes. Then they sort each
generation according to some metric to remove duplications, and this gives a set of potentially
memorized texts from training examples. In one of their methods, they choose the top-m
interesting ones by assigning a score to each such text which combines the compressibility
of the text using some compression algorithm like zlib [46], and the likelihood of it, e.g.,
using a “perplexity” measure [13] (higher compressibility and likelihood increase the score).
They show that noticeable fraction of such strings are “Eidetic Memorizated”, meaning that
they only appear a small number of times in the training data (which makes them more
interesting).

In terms of our extraction methodology, the training dataset S = (x1, . . . , xn) consists of
webpages, and an interesting extractable text is a string s that: (1) has high entropy (i.e.,
high K-complexity, which can be estimated using heuristics like zlib compression) and (2)
appears only small number of times in the training examples (here, “appear” in webpage
xi means s ⊆ xi). The attack outputs a list of strings z = (z1, . . . , zm), and succeed when
there exists a sub-list (zj1 , . . . , zjℓ

) such that each string zji is interesting and extractable,
and the K-complexity of the entire list is higher than some threshold (which, again, can be
estimated using heuristics like zlib compression).

When the K-complexity of the resulting sub-list is much higher than the length of
the attacking code that extracted this information from the GPT-2 model, the attack is
considered to have high quality.

Extraction from Diffusion Models [11]

[11] present several extraction attacks on Diffusion models, where all the attacks assume that
the training data is given in advance. As one concrete example, they managed to extract
training images from Imagen ([51]), a 2 billion parameter text-to-image diffusion model, by
first searching for the captions of “outliers” in the training data (that is, training images that
are less similar to other training images according to some metric), and then showed that
when querying the model on such captions, some of them result with a good approximation
of unique training images.
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In terms of our extraction methodology, the end program that queries the model on
a specific caption that leads to extraction of a unique training image is extremely short
compared to the K-complexity of the image that was extracted. So this should be considered
a very high-quality extraction to a predicate of the following type (for some threshold
parameters T > t):

R(S = (x1, . . . , xn), z) = 1 ⇐⇒ ∃i ∈ [n] s.t. (ℓ2(xi, z) < t and ∀j ∈ [n] \ {i} : ℓ2(xi, xj) > T ).

Extraction from Binary Classifiers trained by Large Neural Networks [30]

[30] present a general attack that works on large class of binary classifiers trained by Neural
networks with many parameters p. Roughly, their attack works as follows: Given the
parameters of the model y ∈ Rp, they define an optimization problem (that depends on y) on
variables z1, . . . , zm ∈ Rd and λ1, . . . , λm ∈ R and optimize it, and show that in the regime
p > n · d, the solution z1, . . . , zm is likely to contain a good approximation of many data
points.

As one example of their experimental evaluation, they trained the model on the training
images of CIFAR10 on vehicles vs. animals classification, and showed that their optimization
program, which is defined based on the model y ∈ Rp given as input, managed to extract a
good approximation of many training images (the top 45 extractions are presented in their
paper).

In terms of our extraction methodology, given the training data S = (x1, . . . , xn), we can
define the extraction relation

R(S = (x1, . . . , xn), z = (z1, . . . , zm)) = 1 ⇐⇒ |{i ∈ [n] : ∃j ∈ [m] s.t. zj is “close” to xi}| ≥ t,

for some parameter t (say, t = 45), where “close” is according to some metric. Under the
reasonable assumption that K(RS) is much higher than the length of their attack (which is
given the model y as input), this is considered a high quality extraction.

A.4 Inherent Limitations of Definition 28
The main limitation of our Definition 28 is that Item 2 (lower-bounding the Kolmogorov
Complexity) is not verifiable, as computing the K-complexity is an intractable problem.
While in practice the K-complexity can be estimated using Heuristics like zlib compression
[46], any such Heuristic can fail to determine some highly compressible patterns, and as
we demonstrate next in Section A.4.1, this problem is indeed inherert assuming that basic
cryptography exists.

A well studied tractable variant of the K-complexity is the t(·)-time bounded K-complexity,
denoted by Kt-complexity, where Kt(x) is the length of the shortest program that outputs
x within t(|x|) steps ([37, 55, 57, 36]). However, there is no efficient algorithm for computing
the Kt-complexity.7 Very recently, in a sequence of breakthrough results in cryptography
and complexity theory [39, 40, 42, 41], it was shown that (a close variant of) this problem
is hard if and only if one-way functions, the most basic cryptographic primitives, exist.
Since a real-world verifier is a polynomial-time algorithm, this means that switching from

7 As surveyed by [57], the problem of efficiently determining the Kt-complexity for t(n) = poly(n) predates
the theory of NP-completeness and was studied in the Soviet Union since the 60s as a candidate for a
problem that requires “brute-force search” (see Task 5 on page 392 in [57]).
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K(·) to the Kpoly(n)(·) variant will essentially not make any difference. Actually, the
hardness of verification is inherent, and in the next two sections we show, under common
cryptographic assumptions, how to construct triplets (A, x, y), with efficient A, such that it
is computationally hard to verify whether A extracts information about x from y.

A.4.1 Hardness of Verification
Our harness example is based on the existence of Pseudorandom Generator (PRG).

▶ Definition 30 (Pseudorandom Generator (PRG)). A PRG is a ppt algorithm G that maps
d bits to ℓ(d) bits (for ℓ(d) > d) such that for every ppt algorithm V and every d ∈ N it
holds that

Pr[V (G(Ud)) = 1] ≤ Pr
[
V (Ud+ℓ(d)) = 1

]
+ neg(d),

where Um denotes the uniform distribution over {0, 1}m.

▶ Lemma 31. Assume there exists a PRG G that maps d bits to d4 bits. Let L be a Universal
Turing Machine programming language with oracle access to G. Then there exists a ppt
algorithm Attacker such that on input 1d and b ∈ {0, 1}, outputs a deterministic program
A and two strings x, y ∈ {0, 1}d4 such that the following holds w.r.t. a random execution
(A, x, y)← Attacker(1d, b):
1. |A| = d2 + O(1) and A(y) = x (which is an evidence for KL(x | y) ≤ d2 + O(1)).
2. If b = 0 then KL(x) ≤ d + O(1) (and in particular, there is a deterministic poly(d)-time

(d + O(1))-size algorithm that outputs x).
3. If b = 1 then x is chosen uniformly over {0, 1}d4 (which yields KL(x) ≥ (1 − o(1))d4

w.h.p.),
4. For every ppt V it holds that

Prb←{0,1}, (A,x,y)←Attacker(1d,b)[V(A, x, y) = b] ≤ 1/2 + neg(d).

Note that when b = 1, A extracts most of the information about x from y (quality
1− 1+o(1)

d2 ), while the case b = 0 is clearly not an extraction as KL(x)≪ |A|. Yet, by Item 4,
any ppt verifier V who only sees A, x, y cannot distinguish between the two cases.

Proof. The proof holds by considering the following Attacker algorithm.

Algorithm 1 Attacker.

Input: 1d and b ∈ {0, 1}.
Oracle: PRG G : {0, 1}d → {0, 1}d4 .
Operation:

1. If b = 0: Sample s← {0, 1}d and let x = (x1, . . . , xd4) = G(s).
2. Else (i.e., b = 1): Sample x = (x1, . . . , xd4)← {0, 1}d4 .
3. Let y = (x1, . . . , xd4−d2).
4. Let A be the (d2 + O(1))-size algorithm that has x′ = (xd4−d2+1, . . . , xd4) hard-coded,

and given y as input, outputs y ◦ x′ and halts.
5. Output (A, x, y).

Note that Items 1–3 of the lemma holds by construction. Furthermore, Item 4 immediately
holds since G is a PRG. ◀
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In the above example, we defined a hardness problem w.r.t. the predicate R(x, z) =
1 ⇐⇒ z = x. But it can be easily be relaxed to a more realistic predicate of the form

R(S = (x1, . . . , xn), z = (z1, . . . , zm)) = 1 ⇐⇒ ∃i ∈ [n], j ∈ [m] s.t. {NHamDist(xi, zj)} ≤ 1/2−α,

for any fixing of a constant α > 0 and n, m ≤ poly(d) (i.e., when the task is to output a list
of strings that at least one of them has non-trivial agreement with one of the elements of S).8

8 The idea is to replace Step 3 of Attacker with y = (x1, . . . , xαd4−d2 log d), where x is one of the elements in
S, and in Step 4 to define A as the O(d2 log d)-size program that has x′ = (xαd4−d2 log d, . . . , xαd4+d2 log d)
hard-coded, and given y as input, samples x′′ ← {0, 1}(1−α)d4−d2 log d and outputs z = y ◦ x′ ◦ x′′.
By concentration bounds of the binomial distribution, it holds that Pr[NHamDist(x, z) ≤ 1/2− α] ≥
1− neg(d). But without memorizing x′ or at least Ω(d2 log d) bits of information about one x ∈ S, the
probability that a random guess of the bits after y would lead to 1/2−α Normalized Hamming distance
from an element x ∈ S is neg(d).
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