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Abstract
Incompressible encryption (Dziembowski, Crypto’06; Guan, Wichs, Zhandry, Eurocrypt’22) protects
from attackers that learn the entire decryption key, but cannot store the full ciphertext. In
incompressible encryption, the attacker must try to compress a ciphertext within pre-specified
memory bound S before receiving the secret key.

In this work, we generalize the notion of incompressibility to functional encryption. In incom-
pressible functional encryption, the adversary can corrupt non-distinguishing keys at any point, but
receives the distinguishing keys only after compressing the ciphertext to within S bits. An important
efficiency measure for incompressible encryption is the ciphertext-rate (i.e., rate = |m|/|ct|). We give
many new results for incompressible functional encryption for circuits, from minimal assumption of
(non-incompressible) functional encryption, with
1. ct-rate- 1

2 and short secret keys,
2. ct-rate-1 and large secret keys.

Along the way, we also give a new incompressible attribute-based encryption for circuits from
standard assumptions, with ct-rate- 1

2 and short secret keys. Our results achieve optimal efficiency,
as incompressible attribute-based/functional encryption with ct-rate-1 as well as short secret keys
has strong barriers for provable security from standard assumptions. Moreover, our assumptions
are minimal as incompressible attribute-based/functional encryption are strictly stronger than their
non-incompressible counterparts.
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1 Introduction

A fundamental principle in cryptography is to leverage “secrets” for differentiating between
an honest user legitimately accessing a system and an attacker trying to illegitimately access
it. Consider data encryption as an example, where the goal is data secrecy. A central
assumption underlying traditional encryption is that an attacker cannot learn anything about
a user’s secret decryption key. Moreover, this assumption seems inherent as if an attacker
learns the secret key, then how can one distinguish between “capabilities” of an honest user
and an attacker!?
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In 2006, Dziembowzki [14] proposed an exquisite approach to restrict the “capabilities”
of an attacker, even when the entire secret key gets corrupted. The proposal was to view
long-term memory storage as a limited and expensive resource. In words, the intuition was
that no real-world attacker can maintain an unbounded long-term memory, and it has to pick
and choose what it wants to store in its memory. Dziembowzki [14] formalized this in the
secret-key setting, and defined it as a forward-secure storage system. Recently, Guan, Wichs,
and Zhandry (henceforth GWZ) [23] generalized this to the public-key setting. They labeled
cryptography in this model as “incompressible” cryptography. The intuition being that an
attacker cannot “compress” its unbounded short-term memory into its bounded long-term
memory. GWZ provided multiple constructions for “incompressible” public-key encryption
and signatures, from a variety of cryptographic assumptions with different efficiency tradeoffs.

Beyond Public-Key Encryption

Functional encryption (FE) [32, 2, 28, 7] is a powerful generalization of public-key encryption
(PKE) [12]. FE generalizes PKE by providing fine-grained access to encrypted data. In
FE, the master decryption key holder can create partial “functional” decryption keys skf

for any supported function f of its choice. Such a key holder can recover f(m) from any
ciphertext ct, encrypting data m. Standard indistinguishability-based FE security states that
no polytime attacker cannot distinguish between encryptions ct0, ct1 of messages m0, m1,
unless it receives a secret key skf∗ s.t. f∗(m0) ̸= f∗(m1). That is, unless an attacker receives
a “distinguishing key” skf∗ , it cannot distinguish between any two ciphertexts.2 The ability
to learn only function evaluation of encrypted data and nothing more has had fascinating
consequences in cryptography, both theoretically and practically [33, 5, 11, 32, 22, 8, 2, 28, 7,
30, 17, 15, 20, 34, 10, 19, 29, 31, 21, 26, 27, 4, 13].

While functional keys offer fine-grained access over encrypted data, enabling many superior
applications, they also enable far more attack opportunities compared to plain encryption.
In PKE, there is just one secret key, and while that implies an all-or-nothing functionality,
storing the key securely for the entire system lifetime is much easier. On the contrary, in FE,
there are master secret keys as well as functional decryption keys. Each decryption key must
be securely generated, distributed, and stored by the appropriate user. While it might be
reasonable to expect the central trusted authority will (in most part) store master key msk
securely; expecting this from every other user (holding a functional key) is unrealistic.

Our Contributions: Incompressible FE

In this work, we study incompressible functional encryption systems. We formalize the
concept, and provide multiple constructions from a variety of cryptographic assumptions
enabling different efficiency tradeoffs. As we elaborate in the full version [18], incompressibility
in FE is extremely interesting, both theoretically and practically. In short, it pushes the
traditional perception in FE that leaking an entire decryption key is equivalent to learning
the function output on every previously encrypted data.

Formalizing incompressible FE. Interestingly, formally defining incompressibility for FE is
more nuanced than for PKE. In public-key encryption, there is just one secret key. Thus,
to define incompressibility for PKE, one considers a simple two-stage attacker: in stage 1,

2 Throughout the sequel, by the phrase a “distinguishing key”, we mean a secret key that can distinguish
between two ciphertexts (by running decryption). Similarly, by the phrase “non-distinguishing keys”,
we mean secret keys that do not enable a trivial distinguishing attack between two ciphertexts.
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the attacker receives a ciphertext that it must “compress” down to S bits3; and stage 2,
where the attacker receives the secret key (along with the S-bit “compressed” ciphertext).
As long as such an attacker cannot learn anything about the message, the PKE scheme
is a secure incompressible scheme. In functional encryption setting, there are many more
secret keys! Thus, depending upon the secret key(s) that a stage 2 attacker learns, there are
different formulations of incompressible FE security. Below, we briefly summarize three such
formulations, and discuss them in further detail in the full version [18].4

Standard security: the adversary receives one (or bounded number of) distinguishing
secret key(s), after compressing challenge ciphertext (i.e., in stage 2). Moreover, it receives
unbounded number of non-distinguishing secret keys before and after compressing the
ciphertext.
Semi-strong security: this is a strengthening of standard security, where the adversary
can get an unbounded number of distinguishing keys in stage 2.
Strong security: this further strengthens as now adversary gets the master secret key in
stage 2.

Measuring incompressibility efficiency. Clearly, for the above to not be trivially impossible,
the ciphertext size should be larger than S, the incompressibility limit. Further, the
ciphertext should be larger than |m| to uniquely encode m and guarantee correctness.
However, it is not clear if there are any other necessary constraints on parameter sizes,
beyond |ct| = max(S, |m|) + poly(λ). Here the max(S, |m|) term ensures both ciphertext
constraints (i.e., |ct| > S and |ct| > |m|).

Thus, an ideal goal is to design incompressible FE where |mpk|, |msk|, |skf | are all inde-
pendent of S, and |ct| = max(S, |m|) + poly(λ). Such an incompressible FE scheme would
have asymptotically optimal-sized parameters. As we discuss in the full version [18], achiev-
ing optimality in all parameter sizes is unachievable from standard falsifiable assumptions.
Therefore, a standard approach in the literature [23, 9] is to design encryption with highest
ciphertext-rate. Ciphertext-rate is defined as the ratio of message length and ciphertext
length, i.e. |m||ct| .

Prior works [23, 9] built incompressible PKE with optimal ct-rate of 1. Unfortunately,
that comes at the cost of large secret keys, i.e. |sk| = poly(S, λ). In this work, we design
incompressible ABE/FE in two incomparable parameter regimes – ct-rate of 1 with “large”
secret keys, and ct-rate of 1

2 with “short” secret keys. We believe both parameter regimes to
be equally interesting. In FE applications, where an honest user stores only secret keys and
not ciphertexts in its persistent long-term storage, it might be beneficial to have short keys
with constant ct-rate. While, in applications where an honest user stores only a few secret
keys and a large number of ciphertexts, having a ct-rate of 1 might be more useful.

Our results
We summarize our main results below. All our schemes are in the standard model and
under standard assumptions. We do not make any ideal-cipher, random oracle, or any other
non-standard/non-falsifiable cryptographic assumption.

3 S is typically considered to be the bound on the adversary’s long-term storage.
4 We can also consider joint compression of ciphertexts and secret keys in FE. The focus of this work is

only on ciphertext incompressibility as discussed in the full version [18]. It is an interesting open question
of whether new tradeoffs and applications can be enabled, if one considers joint incompressibility of
ciphertexts and secret keys.

ITCS 2025
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Incompressible FE. Our first set of results contains new constructions for incompressible
FE for polynomial-sized circuits. We provide three separate and incomparable FE
constructions as each provides a unique efficiency-security tradeoff. All three construction
rely on a standard public-key FE scheme for polynomial-sized circuits.
1. Our first incompressible FE scheme is proven secure in the semi-strong incompressibility

model. If the underlying FE scheme has ct-rate of r ∈ [0, 1], then our incompressible
FE scheme has an r

2 ct-rate.
2. Our second scheme is also proven secure in the semi-strong incompressibility model,

except we only prove selective security.5 Moreover, this construction is a ct-rate
preserving construction. That is, we obtain ct-rate r incompressible FE scheme from
any ct-rate r standard FE scheme. However, the secret keys are large to avoid known
barriers.

3. Our third scheme is an extension of our above scheme. It is proven secure in the
selective standard incompressibility model, but it provides a rather non-trivial efficiency
guarantee. We prove that if the underlying FE scheme has short keys, then so does
our incompressible FE scheme (without lowering the ct-rate). As we elaborate later in
the overview, this does not contradict known implausibility results (see discussion in
the full version [18]), but rather tightly matches it.

By plugging in known optimal-ciphertext-rate FE schemes [23, 25], we obtain incompress-
ible FE schemes under the assumption of poly-secure FE with:
1. a ct-rate- 1

2 , short keys, and selective semi-strong security,
2. a ct-rate- 1

4 , short keys, and adaptive semi-strong security,
3. a ct-rate-1, large keys, and selective semi-strong security,
4. a ct-rate-1, short keys, and selective standard security.

Incompressible ABE. Our second result is an incompressible attribute-based encryption
(ABE) scheme for polynomial-sized circuits achieves (standard) incompressible ABE
security, with ciphertext size |ct| = S + |m| + poly(λ) and all other parameter sizes,
|mpk|, |msk|, |skf |, are independent of S. That is, this scheme has ct-rate of 1

2 , and short
keys. The construction and security proof are available in the full version [18].

2 Preliminaries and Notations

Throughout this paper, we will use λ to denote the security parameter and negl(·) to denote a
negligible function in the input. We will use the short-hand notation PPT for “probabilistic
polynomial time”. For any finite set X, x← X denotes the process of picking an element x

from X uniformly at random. Similarly, for any distribution D, x← D denotes an element
x drawn from the distribution D. For any natural number n ∈ N, [n] denotes the set
{1, 2, . . . , n}. For any two binary string x and y, x||y denotes the concatenation of x and y.
We use the following two notations to denote a family of circuits - {Cn}n is a set of families
of circuits indexed by some parameter n and {Cd,ℓ}d,ℓ is a set of families of circuits indexed
by the depth of the circuits d and the number of inputs to the circuits ℓ.

5 Here selective means that the adversary must submit challenge messages before receiving secret keys in
stage 1.
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2.1 Randomness Extractors
▶ Definition 1 (Strong Average Min-Entropy Extractor). A (k, ϵ)-strong average min-entropy
extractor is an efficient function Ext : {0, 1}d × {0, 1}n → {0, 1}m such that for all jointly
distributed random variable X, Y where X takes values {0, 1}d and H∞(X|Y ) ≥ k, we have
(Ud, Ext(X, Ud), Y ) ≈ϵ (Ud, Um, Y ) where Ud, Um are uniformly random strings of length
d, m respectively. Here H∞(X|Y ) = − log E

y←Y
(maxx Pr(X = x|Y = y)) is the average

min-entropy of X conditioned on Y .

▶ Theorem 2. There exists an explicit efficient (k, 2−λ)-strong average min-entropy extractor
Ext : {0, 1}d×{0, 1}n → {0, 1}λ such that k = poly(λ), d = poly(λ), n = S + k and the depth
of the extractor circuit is poly(λ, log(n)).

2.2 Pseudorandom Functions
A family of pseudorandom functions PRF = (KeyGen, Eval) with key space {Kλ}λ, input
space {Xλ}λ and output space {Yλ}λ consists of the following algorithms.

KeyGen(1λ) : The key generation algorithm is a randomized algorithm that takes as input
the security parameter 1λ and outputs a key k ∈ Kλ.
Eval(k, x) : The evaluation algorithm is a deterministic algorithm that takes as input a
key k ∈ Kλ and x ∈ Xλ and outputs y ∈ Yλ.

▶ Definition 3. A PRF scheme PRF is secure if for all PPT adversary A, there exists a
negligible function negl(·) such that for all λ ∈ N,

|Pr[AEval(k,·)(1λ) = 1 : k ← KeyGen(1λ)]− Pr[AR(·)(1λ) = 1 : R← Uλ]| ≤ negl(λ)

where Uλ is the set of all functions from Xλ to Yλ.

2.3 Garbling Scheme
A garbling scheme GC = (Garble, Eval) for a class of circuits {Cλ}λ consists of the following
algorithms.

Garble(1λ, C): The garbling algorithm is a randomized algorithm that takes as input the
security parameter 1λ and a circuit C ∈ Cλ such that C : {0, 1}n → {0, 1} and outputs a
garbled circuit Ĉ and a set of labels {labi,b}i∈[n],b∈{0,1}.
Eval(Ĉ, {labi}i∈[n]) : The evaluation algorithm takes as input a garbled circuit Ĉ and a
set of n labels {labi}i∈[n] and outputs y ∈ {0, 1}.

Correctness

For correctness of a garbling scheme GC for a class of circuits {Cλ}λ, we require that for all
λ ∈ N, C ∈ Cλ, x ∈ {0, 1}n,

Eval(Ĉ, {labi,xi}i∈[n]) = C(x)

where (Ĉ, {labi,b}i∈[n],b∈{0,1})← Garble(1λ, C).

Security

For security, we define simulation based security [35, 1].

ITCS 2025
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▶ Definition 4. A garbling scheme GC = (Garble, Eval) for a class of circuits {Cλ}λ is said to
be secure if there exists a PPT algorithm Sim such that for all PPT adversaries A = (A1,A2),
there exists a negligible function negl(·) such that for all λ ∈ N, the following holds.

∣∣∣∣∣ Pr
[
A2(Ĉ, {labi,xi}i∈[n], aux) = 1 :

(C, x, aux)← A1(1λ),
(Ĉ, {labi,xi}i∈[n])← Sim(1λ, 1n, 1|C|, C(x))

]

−Pr
[
A2(Ĉ, {labi,xi}i∈[n], aux) = 1 :

(C, x, aux)← A1(1λ),
(Ĉ, {labi,b}i∈[n],b∈{0,1})← Garble(1λ, C))

] ∣∣∣∣∣ ≤ 1
2 +negl(λ).

2.4 Incompressible Secret Key Encryption
An incompressible secret key encryption scheme IncSKE = (Setup, Enc, Dec) with message
space {Mλ}λ consists of the following PPT algorithms.

Setup(1λ, 1S , 1n) : The setup algorithm is a randomized algorithm that takes as input
the security parameter λ, a parameter 1S , the length of the message 1n and outputs a
secret key sk.
Enc(sk, m) : The encryption algorithm is a randomized algorithm that takes as input a
secret key sk and a message m ∈Mλ and outputs a ciphertext ct.
Dec(sk, ct) : The decryption algorithm takes as input a secret key sk and a ciphertext ct
and outputs either a message m ∈Mλ or ⊥.

Correctness

For correctness, we require that for all λ ∈ N, S ∈ N, n ∈ N, m ∈ Mλ and sk ←
Setup(1λ, 1S , 1n),

Pr[Dec(sk, Enc(sk, m)) = m] = 1

where the probability is over the random bits used in the encryption algorithm.

Incompressible SKE Security

Consider the following experiment with an adversary A = (A1,A2).
Initialization Phase: A1 on input 1λ, outputs an upper bound on the state size 1S

and the length of the message 1n. The challenger runs sk← Setup(1λ, 1S , 1n).
Challenge Phase: A1 outputs a message m, along with an auxiliary information aux.
The challenger randomly chooses b ∈ {0, 1}. If b = 0, it samples a truly random string
ct∗. Else, it computes a ciphertext ct∗ = Enc(sk, m) and sends it to A1.6
First Response Phase: A1 computes a state st such that |st| ≤ S.
Second Response Phase: A2 receives (sk, aux, st) and outputs b′. A wins the experiment
if b = b′.

▶ Definition 5. An SKE scheme is said to be incompressible secure if for all PPT adversaries
A, there exists a negligible function negl(·) such that for all λ ∈ N,

Pr[A wins in the above experiment] ≤ 1
2 + negl(λ)

6 In the incompressible security definition presented in prior works [9, 24], the adversary sends two
messages m0, m1 and receives an encryption of one of these message. Note that this is a weaker notion,
which is implied by the incompressible security notion defined in this paper.
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CPA-SKE Security

Consider the following experiment with an adversary A where Setup algorithm takes only 1λ

and 1n as input.

Initialization Phase: The challenger runs sk← Setup(1λ, 1n).
Pre-Challenge Query Phase: A is allowed to make polynomially many queries. For
each query m, the challenger computes ct← SKE.Enc(sk, m) and returns ct to Adv.
Challenge Phase: A outputs a message m∗. The challenger randomly chooses b ∈
{0, 1}. If b = 0, it samples a truly random string ct∗. Else, it computes a ciphertext
ct∗ = Enc(sk, m∗) and sends it to A.7
Post-Challenge Query Phase: A is allowed to make polynomially many queries. For
each query m, the challenger computes ct← SKE.Enc(sk, m) and returns ct to Adv.
Response Phase: A outputs b′ ∈ {0, 1} and wins the experiment if b = b′.

▶ Definition 6. An SKE scheme is said to be secure if for all PPT adversaries A, there
exists a negligible function negl(·) such that for all λ ∈ N, n ∈ N,

Pr[A wins in the above experiment] ≤ 1
2 + negl(λ)

▶ Theorem 7 ([14]). Assuming the existence of one-way functions, there exists an incom-
pressible SKE scheme with poly(λ) secret-key size and S + n + poly(λ) ciphertext size where n

is the size of the message and S is the compressibility parameter. The depth of the decryption
circuit is poly(λ, log(S, n)).

2.5 Functional Encryption
A functional encryption scheme FE = (Setup, KeyGen, Enc, Dec) for the function space
{Fn : Xn → Yn}n consists of the following PPT algorithms.

Setup(1λ, 1n) : The setup algorithm is a randomized algorithm that takes as input the
security parameter 1λ and an index 1n and outputs a master public key mpk and a secret
key msk.
KeyGen(msk, f) : The key generation algorithm is a randomized algorithm that takes as
input the master secret msk and a function f ∈ Fn and outputs a secret skf .
Enc(mpk, m) : The encryption algorithm is a randomized algorithm that takes as input a
public key mpk and a message m ∈ Xn and outputs a ciphertext ct.
Dec(skf , ct) : The decryption algorithm takes as input a secret key skf and a ciphertext
ct and outputs either a y ∈ Yn or ⊥.

Correctness

For correctness, we require that for all λ ∈ N, n ∈ N, m ∈ Xn, f ∈ Fn and (mpk, msk) ←
Setup(1λ, 1n),

Pr[Dec(KeyGen(msk, f), Enc(mpk, m)) = f(m)] = 1

where the probability is over the random bits used in the encryption and key generation
algorithm.

7 Note that this security notion implies the standard indistinguishability security notion where the
adversary sends two messages m0, m1 and receives an encryption of one of the messages.

ITCS 2025
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Adaptive IND-based Security

Consider the following experiment with an adversary A.

Initialization Phase: The challenger runs (mpk, msk)← Setup(1λ, 1n) and sends mpk
to A.
Pre-Challenge Query Phase: A is allowed to make polynomially many queries. For
each query f , the challenger computes skf ← KeyGen(msk, f) and returns skf to A.
Challenge Phase: A outputs two message m0, m1. If there exists a function f queried
by A such that f(m0) ̸= f(m1), the challenger aborts the game. Else, it randomly chooses
b ∈ {0, 1} and computes a ciphertext ct∗ = Enc(mpk, mb) and sends it to A.
Post-Challenge Query Phase: A is allowed to make polynomially many queries.
For each query f , if f(m0) ̸= f(m1), the challenger sends ⊥. Else, computes skf ←
KeyGen(msk, f) and returns skf to A.
Response Phase: A outputs b′. A wins the experiment if b = b′.

▶ Definition 8. An FE scheme satisfies adaptive indistinguishability-based security if for all
PPT adversaries A, there exists a negligible function negl(·) such that for all λ ∈ N,

Pr[A wins in the above experiment] ≤ 1
2 + negl(λ)

If the FE is secure against an unbounded number of queries from the adversary, then we
say that the scheme is collision-resistant.

A relaxed notion of the FE indistinguishability-based security is the well-known selective
security model. An FE scheme is said to be selectively secure if it is secure against PPT
adversaries A that do not make any key queries during the pre-challenge query phase, and
have to submit the challenge message before obtaining the public parameters.

The following two theorems addresses the optimal ciphertext-rate and secret-key size
FE schemes for both adaptive and selective settings. It is important to note that in these
FE scheme, the decryption algorithm requires the complete description of the function f in
addition to the secret key skf to perform decryption.

▶ Theorem 9 ([25]). Assuming selectively secure FE for circuits, there exists an adaptively
secure FE such that

|mpk| = Oλ(1), |skf | = Oλ(1)8, |ct| = 2|x|+ Oλ(1)

where Oλ(·) hides factors of poly(λ), λ is the security parameter, ct is a ciphertext and skf

is a secret key for the function f , x is any element from the input space of f and mpk is the
master public key generated by the scheme.

▶ Theorem 10 ([25]). Assuming selectively secure FE for circuits, there exists an adaptively
secure FE such that

|mpk| = Oλ(1), |skf | = Oλ(1)9, |ct| = |x|+ Oλ(1)

where Oλ(·) hides factors of poly(λ), λ is the security parameter, ct is a ciphertext and skf

is a secret key for the function f that outputs a single bit, x is any element from the input
space of f and mpk is the master public key generated by the scheme.

Simulation security

Consider the following real and simulated experiment with an adversary A where Sim is a
PPT simulator.
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Real Experiment

Initialization Phase: The challenger runs (mpk, msk)← Setup(1λ, 1n) and sends mpk
to A.
Challenge Phase: A outputs a message m and a function f . The challenger computes
a ciphertext ct← Enc(mpk, m) and skf ← KeyGen(msk, f) and sends (ct, skf ) to A.
Response Phase: A outputs b.

Simulated Experiment

Initialization Phase: The simulator runs (mpk, msk)← Setup(1λ, 1n) and sends mpk
to A.
Challenge Phase: A outputs a message m and a function f . The simulator computes
(ct, skf )← Sim(mpk, f, f(m), 1|m|) and sends (ct, skf ) to A.
Response Phase: A outputs b.

▶ Definition 11. An FE scheme is said to be single-key simulation secure if for all PPT
adversaries A, there exists a PPT simulator Sim and a negligible function negl(·) such that
for all λ ∈ N, n ∈ N,∣∣∣ Pr[A outputs 0 in the real experiment]−Pr[A outputs 0 in the simulated experiment]

∣∣∣ ≤ negl(λ)

▶ Theorem 12 ([16]). Assuming the hardness of LWE, there exists a single-key simulation
secure FE for a class of circuits {Cn,d}n,d that takes input of size n, outputs a single bit and
has depth d such that

|ct| = Oλ(n · d2), |skf | = Oλ(d2), |mpk| = Oλ(n · d2)

where Oλ(·) hides factors of poly(λ), λ is the security parameter, ct is a ciphertext and skf

is a secret key for the circuit f ∈ Cn,d and mpk is the master public key generated by the
scheme.

▶ Corollary 13. Assuming the hardness of LWE, there exists a single-key simulation secure
FE for a class of circuits {Cn,d}n,d that takes input of size n, outputs m-bits and has depth d

such that

|ct| = Oλ(m · n · d2), |skf | = Oλ(m · d2), |mpk| = Oλ(m · n · d2)

where Oλ(·) hides factors of poly(λ), λ is the security parameter, ct is a ciphertext and skf

is a secret key for the circuit f ∈ Cn,d and mpk is the master public key generated by the
scheme.

Specializing FE

An attribute based encryption scheme (ABE) is a function encryption scheme where the
message space is {Mn × Xn}n, i.e., it is a tuple of a message and an attribute and the
function class is a set of function {Fn}n such that any function fC ∈ Fn is associated with a
predicate function C with the following definition.

FC(m, x) =
{

m if C(x) = 1
⊥ if C(x) = 0

In the security experiment, the adversary has to output m0, m1, x∗ in the challenge phase
with the restriction that it has never queried a key for a function fC such that C(x∗) = 1.

ITCS 2025
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▶ Theorem 14 ([6]). Assuming the hardness of LWE, there exists an selectively secure ABE
scheme for any family of circuits {Cd,ℓ}d,ℓ that has ℓ-length input and d-depth satisfying

|ct| = Oλ(ℓ · d2), |skf | = Oλ(d2), |mpk| = Oλ(ℓ · d2)

where Oλ(·) hides factors of poly(λ), λ is the security parameter, ct is a ciphertext and skf

is a secret key for the predicate f ∈ Cd,ℓ and mpk is the master public key generated by the
scheme.

An identity based encryption scheme (IBE) is a attribute based encryption scheme where
the message space is {Mλ × IDλ}λ, i.e., it is a tuple of a message and an identity and the
function class is a set of function {Fλ}λ such that any function fid ∈ Fλ is associated with
an identity id with the following definition.

Fid(m, id′) =
{

m if id = id′

⊥ if id ̸= id′

In the security experiment, the adversary has to output m0, m1, id∗ in the challenge phase
with the restriction that it has never queried a key for id∗.

3 Incompressible Functional Encryption: Definitions

In this section, we will proceed to define the incompressible version of the security game for
FE scheme where Setup takes an additional input 1S . Similar to the incompressible SKE
schemes, we will consider two adversaries A1,A2. The first adversary A1 will be provided
with the complete challenge ciphertext and produce a compressed version of it. The second
adversary A2 is provided with the master public key, compressed challenge ciphertext which
was created by A1 and certain secret keys.

▶ Definition 15 (Incompressible FE Security). Let FE = (Setup, KeyGen, Enc, Dec) be an FE
scheme in which the setup algorithm takes an additional parameter 1S as input. Consider
the following experiment with an adversary A = (A1,A2).

Initialization Phase: A1 on input 1λ, outputs an upper bound on the state size 1S and
1n. The challenger runs (msk, mpk)← Setup(1λ, 1S , 1n) and sends mpk to A1.
Pre-Challenge Query Phase: In this phase, A1 is allowed to make polynomially
many key queries. For each query f sent to the challenger, the challenger computes
skf ← KeyGen(msk, f) and returns skf to A1.
Challenge Phase: A1 outputs two messages m0, m1, along with an auxiliary information
aux. If there exists a function f queried by A1 such that f(m0) ̸= f(m1), the challenger
aborts the game. Else, it randomly chooses b ∈ {0, 1} and computes a ciphertext ct∗ =
Enc(mpk, mb) and sends it to A1.
Post-Challenge Query Phase: This is similar to the pre-challenge query phase. The
adversary A1 is allowed to send polynomially many key queries. For each query f , if
f(m0) ̸= f(m1), the challenger sends ⊥. Else, computes skf ← KeyGen(msk, f) and
returns skf to A1.
First Response Phase: A1 computes a state st such that |st| ≤ S.
Second Response Phase: A2 receives (mpk, aux, st) and can make the following query.

Key Query Phase: In this phase, A2 is allowed to make a single distinguishing
key query but polynomially many queries for non-distinguishing keys. The challenger
computes skf ← KeyGen(msk, f) and returns skf to A2.

Finally, A2 outputs b′. A wins the experiment if b = b′.
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An FE scheme is said to be incompressible secure if for all PPT adversaries A = (A1,A2),
there exists a negligible function negl(·) such that for all λ ∈ N,

Pr[A wins in the above experiment] ≤ 1
2 + negl(λ)

We consider two stronger variants of the above security - strongly incompressible and
semi-strongly incompressible. In the strongly incompressible version, A2 is provided with
the master secret msk whereas in the semi-strongly incompressible version, it is allowed to
make polynomially many distinguishing key queries.

▶ Definition 16 (Strongly Incompressible FE Security). An FE scheme is said to be strongly
incompressible secure if for all PPT adversaries A = (A1,A2), there exists a negligible
function negl(·) such that for all λ ∈ N,

Pr[A wins in the Incompressible FE experiment] ≤ 1
2 + negl(λ)

provided the second adversary A2 is also given the master secret key msk at the beginning
of Second Response Phase.

▶ Definition 17 (Semi-Strongly Incompressible FE Security). An FE scheme is said to be
semi-strongly incompressible secure if for all PPT adversaries A = (A1,A2), there exists a
negligible function negl(·) such that for all λ ∈ N,

Pr[A wins in the Incompressible FE experiment] ≤ 1
2 + negl(λ)

provided the second adversary A2 is allowed to make polynomially many distinguishing
key queries in the Key Query Phase.

We can consider similar incompressible security notions for IBE and ABE schemes.

4 Rate-1
2 Incompressible FE with Short Keys and Semi-Strong Security

In this section, we present a semi-strong incompressible FE scheme, using a regular FE
scheme along with an incompressible SKE and regular SKE scheme. If the underlying FE
has ct-rate of r ∈ [0, 1], then our incompressible FE scheme has an r

2 ct-rate.

Our Construction

Our FE scheme supports functions from the class {Fn : Nn → {0, 1}}n such that any function
in this class has a polylog(|Nn|) depth circuit using the following primitives. Throughout S

denotes the (in)compressibility parameter.

IncSKE = (IncSKE.Setup, IncSKE.Enc, IncSKE.Dec) be an incompressible SKE. We define
α = α(λ, S) as the length of the secret key of this scheme and β = β(λ, S) as the length
of the ciphertext for a message of length λ encrypted using this scheme.
SKE = (SKE.Setup, SKE.Enc, SKE.Dec) be an SKE scheme with secret keys of length λ.
FE = (FE.Setup, FE.Keygen, FE.Enc, FE.Dec) be an FE scheme with message spaces

{
Ñn

}
n

and function space
{
F̃n

}
n

that contains the decryption circuits of IncSKE and SKE.

Let ñ = ñ(λ, n, S) be the lexicographically smallest functionality index such that F̃ñ

contains Fn, the decryption circuit of SKE and IncSKE. We describe the algorithms for our
incompressible FE scheme below.
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Setup(1λ, 1S , 1n) : The setup algorithm samples a master public key and a master secret key
of the FE scheme by computing (fe.mpk, fe.msk)← FE.Setup(1λ, 1ñ). It generates a secret
key of the incompressible SKE scheme by computing inc.sk← IncSKE.Setup(1λ, 1S , 1λ)
and two secret keys of the SKE scheme by computing ske.sk ← SKE.Setup(1λ) and
ske.sk′ ← SKE.Setup(1λ). It sets mpk = fe.mpk and msk = (fe.msk, inc.sk, ske.sk, ske.sk′).
KeyGen(msk, f) : Let msk = (fe.msk, inc.sk, ske.sk, ske.sk′). The key generation al-
gorithm first computes ciphertext ske.ct = SKE.Enc(ske.sk, (0, 0α)) and ske.ct′ =
SKE.Enc(ske.sk′, 0). Then, it generates a key of the FE scheme by computing fe.skf ←
FE.Keygen(fe.msk, Cf,ske.ct,ske.ct′) where the function Cf,ske.ct,ske.ct′ is described in Figure 1.

Input: Messages m, SKE key ske.sk, incompressible ciphertext inc.ct and a flag b

Hardwired: Function f , two SKE ciphertexts ske.ct, ske.ct′

Output: y

1. Check if b = 0 :
− If yes, output y = f(m).

2. Otherwise, compute (flag, inc.sk)← SKE.Dec(ske.sk, ske.ct).
3. Check if flag = 0 :

− If yes, output y = f(m).
4. Otherwise, compute ske.sk′ ← IncSKE.Dec(inc.sk, inc.ct).
5. Output y = SKE.Dec(ske.sk′, ske.ct′).

Figure 1 Description of Cf,ske.ct,ske.ct′ .

Enc(mpk, m) : Let mpk = fe.mpk. The encryption algorithm randomly samples inc.ct←
{0, 1}β and generates fe.ct← FE.Enc(fe.mpk, (m,⊥, inc.ct, 0))10. It returns fe.ct.
Dec(skf , ct) : Let skf = fe.skf . The decryption algorithm decrypts the ciphertext by
computing m = FE.Dec(fe.skf , ct). It returns m.

Correctness

A ciphertext corresponding to a message m in the above scheme is an encryption of
(m,⊥, inc.ct, 0) using the FE scheme, i.e., ct← FE.Enc(fe.mpk, (m,⊥, inc.ct, 0)) where inc.ct
is a truly random string.

Consider that a decryptor possesses the secret key skf for some function f . The secret
key skf is a key fe.skf of the underlying FE scheme for the circuit Cf,ske.ct,ske.ct′ which takes
as input in (m, ske.sk, inc.ct, b) and outputs f(m) if b = 0. The decryption algorithm simply
computes the decryption algorithm of the underlying FE scheme on the ciphertext ct using
fe.skf and returns the output. Since, b is set to 0 in the ciphertext ct, decrypting ct using
fe.skf gives f(m) due to the correctness of the underlying FE scheme.

Size of the master public key

The master public key of our scheme is fe.mpk. Therefore, the size is |fe.mpk|.

10 By ⊥, we mean it sets a null secret key.
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Size of the ciphertext

Recall that the ciphertext is an FE encryption of (m,⊥, inc.ct, 0) where the third component
has size β. From the definition of β, it is the length of an incompressible ciphertext which
is intended encrypt an SKE secret key, therefore, β = S + poly(λ) using Dziembowski’s
construction (see Theorem 7). So, the size of (m,⊥, inc.ct, 0) is |m|+ S + poly(λ). Assuming
that FE has ct-rate of r, the size of fe.ct is also r−1 · (|m|+ S + poly(λ)). Therefore, the rate
of the proposed scheme is

r · |m|
(|m|+ S + poly(λ)) = r(

1 + S

|m|
+ poly(λ)
|m|

)
Size of the secret keys

The size of the secret key associated with a function f is |fe.skf | where fe.skf is an FE secret
key for the circuit Cf,ske.ct,ske.ct′ . To use this secret key, the decryption algorithm would
require the entire description of Cf,ske.ct,ske.ct′ (see Theorem 9 and Theorem 10).

In addition to the description of f and the decryption circuits of SKE and IncSKE, the
circuit Cf,ske.ct,ske.ct′ contains two SKE ciphertexts generated during the key generation
process. Therefore, fe.skf should contain both an FE secret key for the circuit Cf,ske.ct,ske.ct′

and the two ciphertexts ske.ct, ske.ct′. The first SKE ciphertext is an encryption of an
incompressible SKE scheme’s secret key inc.sk along with a bit flag, and the second is just
a bit y. Using Dzeimbowski’s construction (see Theorem 7), we have |inc.sk| = poly(λ).
Therefore, |fe.skf | is the size of an FE secret key associated with Cf,ske.ct,ske.ct′ , with an
additional poly(λ).

▶ Theorem 18. Assuming FE = (FE.Setup, FE.Keygen, FE.Enc, FE.Dec) is an ct-rate-r adapt-
ively (selectively) secure FE scheme, SKE = (SKE.Setup, SKE.Enc, SKE.Dec) is a secure SKE
scheme against unbounded number of ciphertexts and IncSKE = (IncSKE.Setup, IncSKE.Enc,

IncSKE.Dec) be a secure incompressible SKE scheme, then the above construction is an
adaptively (selectively) secure semi-strongly incompressible FE scheme. Also,

|mpk| = |fe.mpk|, |sk| = |fe.sk|, |ct| = (|m|+ S + poly(λ))/r

Proof-Sketch. The proof proceeds via a sequence of hybrid experiments.

H0: This corresponds to the adaptive semi-strong incompressibility security game. The
adversary first receives the master public key mpk. It queries for polynomially many
non-distinguishing keys, and receives the corresponding secret keys. Then, it sends its
challenge messages m0, m1 and receives the challenge ciphertext which is encryption of
mb. Again, the adversary queries for polynomially many non-distinguishing keys, and
receives the corresponding secret keys. It then compresses its state, and queries for both
distinguishing and non-distinguishing functions. Upon receiving the secret keys, it must
guess which message was encrypted.
H1 : In this hybrid, the challenger keeps the challenge ciphertext same as before, but
modifies the distinguishing secret keys. For every distinguishing key query for some
function f , it encrypts f(mb) instead of 0 to generate ske.ct′.
Note that H0 and H1 are indistinguishable due to SKE security. This is because the
attacker does not get access to the SKE secret key, except in the form of ciphertexts
as part of functional secret keys. We highlight we know the value f(mb) because the
adversary is allowed to make distinguishing key queries in the second phase only.

ITCS 2025



56:14 Incompressible Functional Encryption

H2 : In this hybrid, the challenger generates inc.ct∗ by encrypting ske.sk′ instead of
sampling a truly random string. The rest of the game proceeds as before.
Indistinguishability of hybrids H1 and H2 follows from standard indistinguishability-based
security of the incompressible SKE scheme. This is because the secret key inc.sk is used
only during the generation of inc.ct∗.
H3 : In this hybrid experiment, the challenger keeps the challenge ciphertext same as
before, but modifies the distinguishing secret keys. For every distinguishing key query for
some function f , it encrypts (1, inc.sk) instead of (0, 0α) to generate ske.ct.
Note that H2 and H3 are indistinguishable due to SKE security. This is because the
attacker does not get access to the SKE secret key, except in the form of ciphertexts as
part of functional secret keys.
H4 : In this hybrid, the challenger modifies the challenge ciphertext ct∗ by encrypting
(m0, ske.sk, inc.ct∗, 1) instead of (mb,⊥, inc.ct∗, 0). The rest of the game proceeds as
before.
Indistinguishability of hybrids H3 and H4 follows from adaptive indistinguishability-based
security of FE, as the output of the function stays the same for all key queries. This
is because in H4, the non-distinguishing keys would decrypt the challenge ciphertext
to f(m0) (since b is set to 1 and flag = 0), which is equal to f(mb). Whereas, the
distinguishing keys would decrypt to f(mb) (since b is set to 1 and flag = 1, see Figure 1).
H5 : In this hybrid, the challenger reverts to generating inc.ct∗ by sampling a truly
random string. The rest of the game proceeds as before.
Indistinguishability of hybrids H4 and H5 follows from the incompressible indistinguishabi-
lity-based security of the incompressible SKE scheme. This is because the information
inc.sk is needed to generate distinguishing keys in the second phase.
Finally, note that in H5, the bit b is used only in the second phase while generating
distinguishing keys. That is, ske.ct′ is generated by encrypting f(mb). Therefore, the
winning probability for any adversary in G5 depends on the standard indistinguishability-
based security of the regular SKE scheme. ◀

The proof for the above theorem is provided in the full version [18]. Using Theorem 9, we
have the following corollary.

▶ Corollary 19. Assuming the existence of selectively secure FE for circuits, there exists a
ct-rate- 1

4 adaptively secure semi-strongly incompressible FE scheme for circuits. Also,

|mpk| = poly(λ), |skf | = poly(λ), |ct| = 2(|m|+ S) + poly(λ)

Using Theorem 10, we have the following corollary.

▶ Corollary 20. Assuming the existence of selectively secure FE for circuits, there exists a
ct-rate- 1

2 selectively secure semi-strongly incompressible FE scheme for circuits. Also,

|mpk| = poly(λ), |skf | = poly(λ), |ct| = |m|+ S + poly(λ)

5 Rate-1 Incompressible FE with Large Keys and Semi-Strong Security

In this section, we present a selective semi-strong incompressible FE scheme, using a (regular)
public key FE, together with other standard cryptographic primitives. If the underlying FE
scheme has ct-rate-1, then our incompressible FE scheme also has ct-rate-1. Although the
functional key sizes are larger.
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Our construction

For simplicity, we consider boolean-valued functions. To design an incompressible FE
supporting function class {Fn : {0, 1}n → {0, 1}}n∈N, we use the following primitives.
Throughout S denotes the (in)compressibility parameter.

Ext : {0, 1}d × {0, 1}ℓ → {0, 1}λ be a strong average-min entropy randomness extractor,
where d = d(λ) and ℓ = ℓ(λ, S).
SKE = (SKE.Setup, SKE.Enc, SKE.Dec) be an SKE scheme that can encrypt messages of
length n + d + 1. (Here n is the FE message length and d is the seed length. W.l.o.g., we
assume the secret key length to be λ.)
FE = (FE.Setup, FE.Keygen, FE.Enc, FE.Dec) be an FE scheme with message spaces
{{0, 1}n}n and function space

{
F̃n

}
n
.

Let ñ = max(n, S) + λ + 1. We require the function class F̃ñ to be such that it contains
Fn, and the decryption circuit of SKE and extractor Ext.

We describe the algorithms for our incompressible FE scheme below.

Setup(1λ, 1S , 1n) : Let ñ = max(n, S) + λ + 1. The setup algorithm samples a master
public and secret key of the FE scheme by sampling (fe.msk, fe.mpk)← FE.Setup(1λ, 1ñ).
It also samples an SKE secret key ske.sk← SKE.Setup(1λ). It sets msk = (ske.sk, fe.msk)
and mpk = fe.mpk.
KeyGen(msk, f) : Parse master key as msk = (ske.sk, fe.msk). The key generation al-
gorithm first computes ciphertext ske.ct = SKE.Enc(ske.sk, 0). That is, it encrypts n+d+1
zeros. Then, it generates an FE secret key by computing fe.skf ← FE.Keygen(fe.msk,

Cf,ske.ct), where C is described in Figure 2.

Input: x ∈ {0, 1}max(n,S), an SKE secret key ske.sk ∈ {0, 1}λ, bit flag ∈ {0, 1}.
Hardwired: Function f , an SKE ciphertext ske.ct.
Output: y ∈ {0, 1}.

1. Check if flag = 0 :
− If yes, parse x as an n-bit message m, and output f(m).

That is, if S > n, then m = x[1 : n], else m = x.
2. Otherwise, compute (b, s, v) = SKE.Dec(ske.sk, ske.ct).

Here b ∈ {0, 1} , s ∈ {0, 1}d, v ∈ {0, 1}n.
3. Check if b = 0 :

− If yes, then output first bit of s, i.e. s[1].
4. Otherwise, parse x as an S-bit source R, and output f(v ⊕ Exts(R)).

That is, if S < n, then set R = x[1 : S], else set R = x.
Then compute message m = v ⊕ Exts(R) and output f(m).

Figure 2 Description of Cf,ske.ct.

Enc(msk, m) : The encryption algorithm generates the ciphertext by computing fe.ct←
FE.Enc(msk, (m,⊥, 0)). It outputs fe.ct. (We point out that the message m is padded to
be of length S in case S > n. Also, by ⊥, we mean it sets a null secret key.)
Dec(skf , ct) : The decryption algorithm decrypts the ciphertext by computing m =
FE.Dec(skf , ct). It returns m.
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Correctness

Follows immediately from the construction.

Size of the master public key

The master public key of our scheme is fe.mpk. Therefore, the size is |fe.mpk|.

Size of the ciphertext

The size of the message encrypted by FE.Enc is ñ = max(n, S) + λ + 1. Now if the base FE
scheme has ct-rate-1, then ciphertext size in our scheme is also max(S, n) + poly(λ).

Size of the secret key

The size of the secret key associated with a function f is |fe.skf | where fe.skf is an FE secret
key for the circuit Cf,ske.ct. To use this secret key, the decryption algorithm would require
the entire description of Cf,ske.ct (see Theorem 10).

In addition to the description of f and the decryption circuit of SKE, the circuit Cf,ske.ct
contains an SKE ciphertext generated during the key generation process. So, fe.skf should
contain both an FE secret key for the circuit Cf,ske.ct,ske.ct′ and the ciphertext ske.ct. The
SKE ciphertext is an encryption of a message of length n + d + 1 where d is the seed length
of the extractor11 and n is the length of the message. Therefore, |fe.skf | is equal to n + d + 1
plus the size of an FE secret key associated with Cf,ske.ct.

▶ Theorem 21. Assuming SKE = (SKE.Setup, SKE.Enc, SKE.Dec) is IND-CPA secure, FE =
(FE.Setup, FE.Keygen, FE.Enc, FE.Dec) is a selectively secure FE with ct-rate-r, then the above
FE construction is a selective semi-strong incompressible FE scheme. Also,

|mpk| = |fe.mpk|, |sk| = |fe.sk|+ |ske.ct|, |ct| = (max(n, S) + poly(λ))/r

Proof-Sketch. The proof proceeds via a sequence of hybrid experiments.

H0: This corresponds to the selective semi-strong incompressibility security game. The
adversary first sends its challenge messages m0, m1 and receives the challenge ciphertext
which is encryption of mb. Next, the adversary queries for polynomially many non-
distinguishing keys, and receives the corresponding secret keys. It then compresses
its state, and queries for both distinguishing and non-distinguishing functions. Upon
receiving the secret keys, it must guess which message was encrypted.
H1 : In this hybrid, the challenger keeps the challenge ciphertext same as before, but
modifies the secret keys. During setup, the challenger samples a single random string
R ← {0, 1}S as the extractor source, and a single random string s ← {0, 1}d as the
extractor seed. Now, instead of using an SKE encryption of 0 within each secret key, the
challenger does the following:

For every non-distinguishing key query for some function f , it encrypts (0, f(m0), 0).
That is, the second message bit is f(m0) and rest are still all zeros.
For every distinguishing key query for some function f , it sets v = mb ⊕ Exts(R), and
computes the SKE ciphertext as to be an encryption of (1, s, v).

11 d is equal to poly(λ), see Theorem 2
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Note that H0 and H1 are indistinguishable due to SKE security. This is because the
attacker does not get access to the SKE secret key, except in the form of ciphertexts as
part of functional secret keys. We highlight that since we need to know f(m0) to answer
even a non-distinguishing key query, thus we can only prove selective security of our
incompressible FE scheme.
H2 : In this hybrid, the challenger encrypts (R, ske.sk, 1) instead of (mb,⊥, 0). (Note that
here we are overloading notation and consider that there is a fixed deterministic way, e.g.
by padding, to write R and m as max(n, S)-bit strings.) The rest of the game proceeds
as before.
Indistinguishability of hybrids H1 and H2 follows standard selective indistinguishability-
based security of FE, as the output of the function stays the same for all key queries.
This is because for non-distinguishing keys we know that f(m0) = f(mb), while for
non-distinguishing keys, the function output is still f(mb).
H3 : In this hybrid experiment, v is chosen uniformly at random (instead of setting it as
mb ⊕ Exts(R). Using the strong extractability guarantee of the extractor, we can argue
that H2 and H3 are negligibly close.
Finally, note that the bit b is not used in H3, and therefore the adversary has no advantage
in this experiment. ◀

The detailed proof for the above theorem is provided in the full version [18]. Using Theorem 10,
we have the following corollary.

▶ Corollary 22. Assuming the existence of ct-rate- 1
2 selectively secure FE for circuits, there

exists a ct-rate- 1
2 selectively secure semi-strongly incompressible FE scheme for circuits. Also,

|mpk| = poly(λ), |skf | = |m|+ poly(λ), |ct| = |m|+ S + poly(λ)

6 Rate-1 Incompressible FE with Short Keys and Standard Security

In this section, we present a selective (standard) incompressible FE scheme, using a (regular)
public key FE, together with other standard cryptographic primitives. If the underlying FE
scheme has ct-rate-1, then our incompressible FE scheme also has ct-rate-1. Interestingly,
we show that if the underlying FE scheme has short keys, then our resulting incompressible
FE scheme has short keys as well. While it might seem to contradict the lower bound [3],
we observe that since we only prove standard incompressibility security (where only one
non-distinguishing key gets corrupted) and the functions supported by our FE scheme has
single-bit output, thus this does not contradict the result. This is because the lower bound
actually states that if an incompressible FE scheme has ct-rate-1, then the size of the
functional secret key must grow with the output length of the function, and not necessarily
the input/message length.

Our construction

As discussed in the overview, this construction relies on the same ingredients as our FE
construction from Section 5. The core difference is that now the functions that we create
secret keys for change slightly. Below we describe the algorithms where we make modifications,
and underline all the changes.

Setup(1λ, 1S , 1n) : This is the same as in Section 5.
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KeyGen(msk, f) : Parse master key as msk = (ske.sk, fe.msk). The key
generation algorithm first computes ciphertext ske.ct = SKE.Enc(ske.sk, 0).
That is, it encrypts d + 2 zeros. Then, it generates an FE secret key by computing
fe.skf ← FE.Keygen(fe.msk, C ′f,ske.ct), where C is described in Figure 3.

Input: x ∈ {0, 1}max(n,S), an SKE secret key ske.sk ∈ {0, 1}λ, bit flag ∈ {0, 1}.
Hardwired: Function f , an SKE ciphertext ske.ct.
Output: y ∈ {0, 1}.

1. Check if flag = 0 :
− If yes, parse x as an n-bit message m, and output f(m).

2. Otherwise, compute (b, s, v) = SKE.Dec(ske.sk, ske.ct).
Here b ∈ {0, 1} , s ∈ {0, 1}d, v ∈ {0, 1}.

3. Check if b = 0 :
− If yes, then output first bit of s, i.e. s[1].

4. Otherwise, parse x as an S-bit source R, and output v ⊕ Exts(R).
That is, it no longer computes f in this case.

Figure 3 Description of C′
f,ske.ct.

Enc(msk, m), Dec(skf , ct) : The encryption and decryption algorithms are the same as
in Section 5.

Correctness

Follows immediately from the construction.

Size of the master public key and ciphertext

This is the same as in Section 5.

Size of the secret key

The size of the secret key associated with a function f is |fe.skf | where fe.skf is an FE secret
key for the circuit C ′f,ske.ct. To use this secret key, the decryption algorithm would require
the entire description of C ′f,ske.ct (see Theorem 10).

In addition to the description of f and the decryption circuit of SKE, the circuit Cf,ske.ct
contains an SKE ciphertext generated during the key generation process. So, fe.skf should
contain both an FE secret key for the circuit Cf,ske.ct,ske.ct′ and the ciphertext ske.ct. The
SKE ciphertext is an encryption of a message of length d + 2 where d is the seed length of
the extractor12. Therefore, |fe.skf | is the size of an FE secret key associated with Cf,ske.ct,
with an addition d + 1.

▶ Theorem 23. Assuming SKE = (SKE.Setup, SKE.Enc, SKE.Dec) is IND-CPA secure, FE =
(FE.Setup, FE.Keygen, FE.Enc, FE.Dec) is a selectively secure FE with ct-rate-r, then the above
FE construction is a selective (standard) incompressible FE scheme. Also,

|mpk| = |fe.mpk|, |sk| = |fe.sk|, |ct| = (max(n, S) + poly(λ))/r

12 d is equal to poly(λ), see Theorem 2
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Proof-Sketch. The proof is very similar to the security proof of Theorem 21, except with
one change. Since we only prove standard incompressibility of our FE scheme, then we only
need to answer a single distinguishing key query. Therefore, rather than programming v as
mb ⊕ Exts(R) as in the previous proof, we simply program v = f(mb)⊕ Exts(R). That is, we
only hardwire one function value inside v rather than the full message mb. Because of this
change, we can only prove standard incompressibility security (because we cannot answer
more than one non-distinguishing key), but the circuit C ′f,ske.ct (that we have to create a
functional key for) now has a succinct description as it only needs f and ske.ct (which is
short anyways). For completeness, we sketch the hybrids below.

H0: This corresponds to the selective standard incompressibility security game. The
adversary first sends its challenge messages m0, m1 and receives the challenge ciphertext
which is encryption of mb. Next, the adversary queries for polynomially many non-
distinguishing keys, and receives the corresponding secret keys. It then compresses
its state, and queries for one distinguishing function fst and many non-distinguishing
functions. Upon receiving the secret keys, it must guess which message was encrypted.
H1 : In this hybrid, the challenger keeps the challenge ciphertext same as before, but
modifies the secret keys. During setup, the challenger samples a single random string
R← {0, 1}S as the extractor source, and a random string s← {0, 1}d as the extractor
seed. Now, instead of using an SKE encryption of 0 within each secret key, the challenger
does the following:

For every non-distinguishing key query for some function f , it encrypts (0, f(m0), 0).
That is, the second message bit is f(m0) and rest are still all zeros.
For distinguishing key query f , it sets v = f(mb)⊕ Exts(R), and computes the SKE
ciphertext as to be an encryption of (1, s, v).

H2 : In this hybrid, the challenger encrypts (R, ske.sk, 1) instead of (mb,⊥, 0). The rest
of the game proceeds as before.
H3 : In this hybrid experiment, v is chosen uniformly at random (instead of setting it as
f(mb)⊕ Exts(R).
Finally, note that the bit b is not used in H3, and therefore the adversary has no advantage
in this experiment. ◀

The detailed proof for the above theorem is provided in the full version [18]. Using Theorem 10,
we have the following corollary.

▶ Corollary 24. Assuming the existence of ct-rate-1 selectively secure FE for circuits, there
exists a ct-rate-1 selectively secure regular incompressible FE scheme for circuits. Also,

|mpk| = poly(λ), |skf | = poly(λ), |ct| = max(S, n) + poly(λ)

▶ Remark 25 (Handling functions with longer outputs, or a fixed number of distinguishing keys).
The above FE construction can be naturally extended to support functions with longer
outputs, or a fixed number of distinguishing keys. The idea is quite simply to hardwire
either the multi-bit function output (in the first case) or the function output for every
distinguishing function (in the second case). Note that if the secret keys for the underlying
FE scheme are short (independent of the function description), then the above scheme
achieves incompressible FE with optimal ciphertexts as well as secret keys.
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