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Abstract
Remote state preparation with verifiability (RSPV) is an important quantum cryptographic primitive
[20, 41]. In this primitive, a client would like to prepare a quantum state (sampled or chosen from a
state family) on the server side, such that ideally the client knows its full description, while the server
holds and only holds the state itself. In this work we make several contributions on its formulations,
constructions and applications. In more detail:

We first work on the definitions and abstract properties of the RSPV problem. We select and
compare different variants of definitions [8, 20, 41, 19], and study their basic properties (like
composability and amplification).

We also study a closely related question of how to certify the server’s operations (instead of solely
the states). We introduce a new notion named remote operator application with verifiability
(ROAV). We compare this notion with related existing definitions [38, 28, 24, 29, 31], study its
abstract properties and leave its concrete constructions for further works.

Building on the abstract properties and existing results [11], we construct a series of new RSPV
protocols. Our constructions not only simplify existing results [20] but also cover new state
families, for example, states in the form of 1√

2 (|0⟩ |x0⟩ + |1⟩ |x1⟩). All these constructions rely
only on the existence of weak NTCF [12, 5], without additional requirements like the adaptive
hardcore bit property [10, 5].

As a further application, we show that the classical verification of quantum computations (CVQC)
problem [2, 27] could be constructed from assumptions on group actions [4]. This is achieved by
combining our results on RSPV with group-action-based instantiation of weak NTCF [5], and
then with the quantum-gadget-assisted quantum verification protocol [17].
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1 Introduction

1.1 Background

Development of quantum computers [6, 42, 9] leads to demands of various quantum cryp-
tographic protocols. In a typical setting, there are a client and a remote quantum server.
The client would like to achieve some quantum tasks, but it does not trust the server; thus
the client would like to make use of cryptography to achieve its goal. Famous examples
include quantum computation verification [27, 41], multiparty quantum computations [7],
etc. In this work, we are interested in a basic and very important primitive called remote
state preparation (RSP) [8], which we introduce below.

1.1.1 Remote state preparation: an overview

In the RSP problem, ideally, the client would like to prepare a quantum state (sampled or
chosen from a state family) on the server side; thus in the end the client knows the description
of the state, while the server simply holds the state. The trivial solution is to simply send the
quantum state through a quantum channel. RSP asks: how could we achieve this task using
cheaper resources (for example, only classical communication), possibly under computational
assumptions?

Studies of RSP have a long history [32, 8]. One setting of RSP is the fully honest
setting [8]. In this work, we are interested in the cryptographic setting where the server could
be malicious. Then a formulation of RSP should at least have a correctness requirement and
a security requirement.

The natural correctness requirement for RSP says that when the server is honest, the
server gets the state while the client gets the state description. For security, there are different
security notions, including blindness (or privacy, secrecy) and verifiability (or soundness)
[15, 20, 40]. In this paper we focus on RSP with verifiability (RSPV). In RSPV, intuitively,
the client is able to verify that in the case of passing (or called acceptance, non-aborting)
the server (approximately) really gets the state, as if it is sent through a quantum channel.
A malicious server who attempts to get other information by deviating from the protocol
would be caught cheating by the client.

As a natural quantum task, the RSPV problem is interesting on its own. What’s
more, it has become an important building block in many other quantum cryptographic
protocols. For example, [20] first constructs a classical channel cryptography-based RSPV
and uses it to achieve classical verification of quantum computations; [19] explores more
applications of RSPV; [41] takes the RSPV approach to achieve classical verification of
quantum computations with linear total time complexity. Many quantum cryptographic
protocols rely on the quantum channel and quantum communication, and an RSPV protocol
could serve as a compiler: it allows us to replace these quantum communication steps by
other cheaper resources, like the classical communication.

On the one hand, there have been many important and impressive results in this direction;
on the other hand, there are also various limitations or subtleties in existing works, including
formulations and constructions. Below we discuss existing works in more detail and motivate
our results.
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1.2 Existing Works and Motivating Questions

1.2.1 Formulations and abstract properties of RSPV
We first note that there are many variants of definitions for RSPV. For example, there
are two subtlely different types of security notions, the rigidity-based (or isometry-based)
soundness [15, 19] and simulation-based soundness [8, 20, 41]. Existing works do not seem to
care about the differences; we note that these differences could have impact on the abstract
properties of the definitions and could affect their well-behaveness. For example, we would
like RSPV to have sequential composability between independent instances: if the client
and the server execute an RSPV protocol for a state family F1, and then execute an RSPV
protocol for a state family F2, we would like the overall protocol to be automatically an
RSPV for F1 ⊗F2. If such a sequential composability property holds, protocols for tensor
products of states could be reduced to protocols for each simple state family.

In this background, we argue that:

It’s helpful to compare variants of definitions and formalize basic abstract properties.

We would like to have a more well-behaved framework for RSPV, which will lay a solid
foundation for concrete constructions.

1.2.2 Definitions of the primitive for certifying the server’s operations
RSPV talks about the certification of server-side states. A closely related question is: how
could the client certify the server-side operations?

To address this problem, existing works raise the notion of self-testing [38, 33, 28]. One
famous scenario of self-testing is in non-local games [24, 35]. In this scenario, the verifier
sends questions to two spatially-separated but entangled quantum provers (or called servers).
The verifier’s questions and passing conditions are specially designed so that the provers
have to perform specific operations to pass. This provides a way to constrain the provers’
operations through only classical interactions and spatial separation, which has become a
fundamental technique in the study of non-local games.

Recently a series of works [29, 18, 11, 31] study the single-server cryptographic analog of
the non-local game self-testing. [29] studies the cryptographic analog of the CHSH game,
where the server needs to prepare the Bell states and perform measurements on two of its
registers. [30, 18] further extend it to three-qubit and N -qubit; [25, 31] make use of QFHE
[26] to formulate and address the problem, where the FHE-encrypted part takes the role of
one prover and the unencrypted part takes the role of the other prover.

What’s common in these existing works is that they are defining the single-server crypto-
graphic analog of the non-local game self-testing to be a protocol where the single server
is playing the roles of both of the two provers. In this work we are interested in another
viewpoint, which is:

How could we define a single-server cryptographic analog of the non-local game self-testing,
where the single server is playing the role of one of the two provers?

1.2.3 Existing RSPV constructions
Maybe the most natural question in the direction of RSPV is:

For what state families could we achieve RSPV?

ITCS 2025
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Let’s quickly review what state families have been achieved in existing works. [20]
achieves RSPV for {|+θ⟩ := 1√

2 (|0⟩+ eiθπ/4 |1⟩), θ ∈ {0, 1, 2 · · · 7}}; independently [15] gives a
candidate RSPV construction for this state family and conjectures its security. [20] achieves
RSPV for tensor products of BB84 states: {|0⟩ , |1⟩ , |+⟩ , |−⟩}⊗n. [41] achieves RSPV for
tensor products of |+θ⟩ states. [11] achieves RSPV for BB84 states.

For a broader viewpoint let’s also review some famous self-testing protocols. [29] achieves
cryptographic self-testing for Bell states and the corresponding X/Z measurements. [30]
achieves self-testing for a 3-qubit magic state and the corresponding measurements. [18]
achieves self-testing for multiple Bell pairs and measurements. [31] achieves self-testing for
“all-X” and “all-Z” operations.

As a summary, one significant limitations of existing works is that they could only handle
simple tensor product states and operators. We consider this situation very undesirable
since ideally we want a protocol that is sufficiently powerful to cover all the computationally-
efficient state families. The lack of concrete protocols also restricts the applications of RSPV
as a protocol compiler: suppose that we have a quantum cryptographic protocol that starts
with sending states in (for example) { 1√

2 (|0⟩ |x0⟩+ |1⟩ |x1⟩), x0, x1 ∈ {0, 1}n}, it’s not clear
how to use existing RSPV protocols to compile this quantum communication step to the
classical communication. (Note that although there are mature techniques for creating this
type of states with some other security notions [26, 10, 27], it’s not known how to construct
RSPV for it.)

Besides the existency problem, it’s also desirable if we could weaken the assumptions
needed or simplify existing results.

1.2.4 Classical verification of quantum computations and its assumption
We will apply our results on RSPV to the classical verification of quantum computations
(CVQC) problem. In this problem a classical client would like to delegate the evaluation of a
BQP circuit C to a quantum server, but it does not trust the server; thus it wants to make
use of a protocol to verify the results. The first and perhaps the most famous construction is
given by Mahadev [27]. Building on Mahadev’s work and related results [26, 10, 27], a series
of new CVQC protocols are constructed [3, 20, 14, 41, 31, 5].

However, one undesirable situation is that all the existing constructions are either based
on LWE [34], or based on the random oracle heuristic, or based on some new conjecture on
the reduction between security notions. In more detail:

Most existing works [27, 14, 20] make use of NTCF with the “adaptive hardcore bit
property” (or some stronger variants). The only known instantiation of this primitive
from standard assumption is based on LWE.
[5] gives an instantiation of NTCF with a weaker variant of the adaptive hardcore bit
property using cryptographic group actions. However, to achieve the adaptive hardcore
bit property it relies on an unproven conjecture on the reduction between these two
notions. Alternatively one could make use of the random oracle to construct CVQC
without the adaptive hardcore bit property [12, 41] but the instantiation of the random
oracle is heuristic.
If we only make use of NTCF without the adaptive hardcore bit property, we could do
RSPV for BB84 states [11], but BB84 states are not known to be sufficient for constructing
CVQC.
[31] makes use of a quantum FHE-based approach to construct CVQC. However instanti-
ations of quantum FHE rely on (variants of) NTCF and the classical FHE [26, 22], which
still rely on the LWE assumption.
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As mentioned above, a type of cryptographic assumption that is different from LWE is the
cryptographic group actions, for example, supersingular isogeny [4, 13]. In this background,
we ask:

Could we construct CVQC from cryptographic group actions?

1.3 Our Contributions
In this work we address or make progress to the questions above. Below we give an overview
of our contributions; we refer to the full version for details.

1.3.1 Definitions and Abstract Properties of RSPV
We first work on the definitions and abstract properties of RSPV.
1. We first formulate and review the hierarchy of notions for formalizing RSPV. This includes

the notions of registers, cq-states, protocols, paradigms of security definitions, etc.
2. We then formalize the notion of RSPV. We formulate the soundness as a simulation-based

definition and compare this definition with several other variants (like the rigidity-based
soundness, which is also popular).

3. We then study the abstract properties of RSPV including the sequential composability
and amplification. This allows us to reduce the constructions of RSPV to primitives that
are relatively easier to construct.

In summary, we clarify subtleties and build a well-behaved framework for RSPV, which
enables us to build larger protocols from smaller or easier-to-construct components. In later
part of this work we will build concrete RSPV constructions under this framework.

1.3.2 Our Cryptographic Analog of Self-testing: Remote Operator
Application with Verifiability (ROAV)

We then introduce a new notion called remote operator application with verifiability (ROAV),
as our answer to the question in Section 1.2.2.

Let’s first review how the self-testing-based protocols typically work in the non-local
game setting. Suppose the verifier would like to make use of the prover 1 and prover 2 to
achieve some tasks – - for example, testing the ground state energy of a local Hamiltonian.
One typical technique is to design two subprotocols πtest and πcomp. Subprotocol πtest is a
non-local game with a self-testing property, while subprotocol πcomp is to test the Hamiltonian.
Furthermore, the games are designed specially so that the prover 2, without communicating
with the prover 1, could not decide which subprotocol the verifier is currently performing.
Then the setting, the overall protocol and the security proof roughly go as follows:

(Setting) The prover 1 and prover 2 initially hold EPR states. They receive questions
from the verifier, make the corresponding measurements and send back the results.
(Overall protocol) The verifier randomly chooses to execute either πtest or πcomp (without
telling the provers the choices).
(Security proof)

1. To pass the overall protocol the provers have to pass πtest with high probability. By the
property of πtest the operations of the prover 2 has to be close to the honest behavior.

2. By the design of πtest and πcomp, and the fact that the prover 2 is close to the honest
behavior in πtest, we could argue that the prover 2 is also close to the honest behavior
in πcomp.

3. Since we already know the prover 2 is close to be honest in πcomp, it’s typically easy
to analyze the execution of πcomp directly and show that it achieves the task.

ITCS 2025
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Recall that we would like to define a single-server cryptographic analog of the non-local
game self-testing where the single server plays the role of one of the two provers. So what
does the “non-local game self-testing” mean here? Our idea is to consider both the step 1 and
step 2 in the security proof template above as the “non-local game self-testing”. Then let’s
focus on the prover 2 (as “one of the two provers” in our question) and assume the prover 1
is honest. Then we could do the following simplifications in the non-local game self-testing:

In πtest we could assume the prover 1 first measures its states following the verifier’s
question; as a result, the joint state of the prover 1 and prover 2 becomes a cq-state where
the verifer knows its description. Then the verifier also gets the measurement results from
the prover 1’s answer; so in the end we only need to consider the joint cq-state between
the verifier and the prover 2.
For πcomp, since we do not consider the step 3 above as a part of the self-testing notion,
the question to the prover 1 in πcomp could be left undetermined. Then πcomp is not
designed for any specific task any more, which in turn makes the self-testing a general
notion.

Now the setting and the first two steps in the security proof could be updated as follows:
(Setting) In πtest the client and the prover 2 initially hold a cq-state, where the verifier
holds the classical part and the prover 2 holds the quantum part. In πcomp the prover
1 and prover 2 hold EPR states and the verifier does not have access to the prover 1’s
information.
(Security proof) To make the first two steps in the security proof template above go
through, we should at least require that:
“The prover could pass in πtest” should imply that the prover’s operation in πcomp is close
to the desired one.

This gives us the basic intuition for formalizing our single-server cryptographic analog
of the non-local game self-testing. Below we introduce the notion, which we call reomte
operator application with verifiability (ROAV).

An ROAV for a POVM (E1, E2, · · · , ED) is defined as a tuple (ρtest, πtest, πcomp) where:
The setting contains the following registers. D is a client-side classical register, Q is a
server-side quantum register, P is a quantum register in the environment with the same
dimension with Q.
ρtest is a cq-state on registers D and Q.
πtest is the protocol for the test mode. In the test mode ρtest is used as the input state
and P is empty.
πcomp is the protocol for the computation mode (where the operations are applied).
Denote the state of maximal entanglement (multiple EPR pairs) between P and Q as Φ.
In the comp mode Φ is used as the input state and D is empty. Note that the execution
of πcomp does not touch P .

The soundness of ROAV is defined roughly as follows: for any adversary Adv, at least
one of the following is true:

In the test mode (πtest is executed with input state ρtest against adversary Adv), the
adversary gets caught cheating with significant probability;
In the comp mode (πcomp is executed with input state Φ against adversary Adv), the final
state gives the outcome of the following operations:
The measurement described by (E1, E2, · · · , ED) is applied on Q, and the client gets the
measurement result i ∈ [D]; the corresponding output state (on register P and Q) is
(I⊗ Ei)(Φ).
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Figure 1 From the left to the right: the non-local game self-testing, previous definitions of its
single party analog, and our definition (πtest and πcomp for the last two diagrams). Here ↔ stands
for interactions, and --- stands for quantum entanglements; C stands for the client and S stands for
the server.

We finally note that the definition of ROAV also use the simulation-based security
definition paradigm, like RSPV.

ROAV as the operator analog of RSPV

In the previous discussion we focus on the analog between our ROAV primitive and the
non-local game self-testing. There is also another intuition that is analogous to the intuition
of RSPV (see Section 1.1.1): In the ROAV problem the server is provided an undetermined
input state, and the client would like to apply an operation (from an operator family) on it;
in the end the client knows the description of the operation, while the server simply holds
the output of the operation.

We also note that such a state-operator analog also appears in other directions like
[36, 23].

Abstract constructions using ROAV

After giving the abstract definitions, we show several potential applications of our notions.
We first show that ROAV is potentially a useful tool for constructing RSPV protocols for more
general state families. Then we construct a Hamiltonian ground energy testing protocol based
on specific RSPV and ROAV. Our construction shares similarities to Grilo’s Hamiltonian
verification protocol in the 2-party setting [21]. We note that these constructions are abstract
constructions and concrete constructions for nontrivial ROAV remain open.

1.3.3 New RSPV Constructions

Now we introduce a series of new RSPV constructions. Our results not only give arguably
simplified constructions for existing results but also cover new state families.

Overall approach

Instead of constructing each protocol directly from cryptographic assumptions, we study
how different protocols could be reduced to existing ones in a black-box manner. Following
this approach, we build a series of RSPV protocols step by step from RSPV for BB84 states
{|0⟩ , |1⟩ , |+⟩ , |−⟩}. Furthermore, these steps could be classified into two classes:

In one class of steps, the reduction either has a simple intuition or is an application of
the abstract properties in our framework (see Section 1.3.1) (in more detail, sequential
composability and amplification).

ITCS 2025
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In the other class of steps, we could work on an “information-theoretic core” (IT-core)
where the analysis is purely quantum information theoretic, and there is no appearance
of computational notions like computational indistinguishability.

Our reductions are illustrated in Figure 2. We elaborate details in Section 2. As an
example, let’s describe the first step of our reductions. We assume an RSPV for BB84 states;
then the client would like to prepare a sequence of such states in which there is only one
|+⟩ state and no |−⟩ state. Equivalently, this could be written as 1√

2 (|x0⟩ + |x1⟩) where
the hamming weight of x0 ⊕ x1 is exactly 1. What the client needs to do is to repeat the
RSPV-for-BB84 protocol for many rounds and tell the server which states it wants to keep.
This could be easily understood as a repeat-and-pick process.

We argue that our approach is cleaner and easier to understand compared to the original
construction in [20] at least in the following sense: In [20] the computational indistinguishabil-
ity arguments and quantum information theoretic arguments are mixed together, which could
lead to complicated details [1]. By separating two types of steps in the reductions explicitly,
each step has a relatively simple intuition and there is much less room for complicated details.

Main results

Among these reductions, we consider the following two results particularly interesting.

▶ Theorem 1. Assuming the existence of RSPV for BB84 states, there exists an RSPV for
state family { 1√

2 (|0⟩ |x0⟩+ |1⟩ |x1⟩), x0, x1 ∈ {0, 1}n}.

This is an RSPV protocol for a new state family. Note that although there are plenty of
works [10, 12] that allow the client to prepare these states with some other types of security
(like claw-freeness, etc), as far as we know, this is the first time that an RSPV for it is
constructed.

We also recover the results of RSPV for 8-basis states [20].

▶ Theorem 2. Assuming the existence of RSPV for BB84 states, there exists an RSPV for
state family {|+θ⟩ := 1√

2 (|0⟩+ eiπθ/4 |1⟩), θ ∈ {0, 1, 2 · · · 7}}.

Instantiation of RSPV for BB84

We note that we still need to instantiate the RSPV for BB84 part to get a concrete protocol.
Luckily the RSPV for BB84 has been studied relatively thoroughly: there are multiple
constructions [19, 11] and we have a better understanding on the assumptions needed [11].
After instantiating the BB84 part by [11], we get RSPV constructions for these state families
from weak NTCF, without requiring the adaptive hardcore bit property (elaborated below).

1.3.4 Application: CVQC From Cryptographic Group Actions
Now we apply our results to the classical verification of quantum computations (CVQC)
problem.

As the preparation, we give a more detailed review on the variants of NTCF, and their
relations to RSPV. We refer to Section 1.2.4 for a CVQC-centric background.

More backgrounds

Noisy trapdoor claw-free functions (NTCF) is a popular and powerful primitive in quantum
cryptographic tasks like CVQC and RSPV. Informally, this primitive is defined to be a
function family that satisfies the following requirements. Below we use f to denote a function
sampled from this function family.
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RSPV for BB84

RSPV for { 1√
2 (|x0⟩+ |x1⟩) : x0, x1 ∈ {0, 1}m, HW(x0 ⊕ x1) = 1, Parity(x0) = 0}

RSPV for { 1√
2 (|x0⟩+ |x1⟩) : x0, x1 ∈ {0, 1}m, HW(x0 ⊕ x1) = 1, Parity(x0) = 0}⊗n

+

IT-core for preparing { 1√
2 (|x(1)

0 ||x(2)
0 || · · · ||x(n)

0 ⟩ + |x(1)
1 ||x(2)

1 || · · · ||x(n)
1 ⟩)

: ∀i ∈ [n], x
(i)
0 , x

(i)
1 ∈ {0, 1}m, HW(x(i)

0 ⊕ x
(i)
1 ) = 1; Parity(x(1)

0 ) = 0}

RSPV for { 1√
2 (|x(1)

0 ||x(2)
0 || · · · ||x(n)

0 ⟩ + |x(1)
1 ||x(2)

1 || · · · ||x(n)
1 ⟩)

: ∀i ∈ [n], x
(i)
0 , x

(i)
1 ∈ {0, 1}m, HW(x(i)

0 ⊕ x
(i)
1 ) = 1; Parity(x(1)

0 ) = 0}

RSPV for { 1√
2 (|0⟩ |x0⟩+ |1⟩ |x1⟩) : x0, x1 ∈ {0, 1}n}

+

IT-core for prparing |+θ⟩ , θ ∈ {0, 1 · · · 7}

RSPV for |+θ⟩ , θ ∈ {0, 1 · · · 7}

Figure 2 The reduction diagram. Here → means this step either has a simple intuition or is from
the framework that we describe in Section 1.3.1; + means the analysis of the IT-core below it is
purely quantum information theoretic, and the RSPV above it is used to compile the IT-core to a
full cryptographic protocol. HW is the hamming weight, Parity is the total parity.

Trapdoor: this means that all the parties could evaluate f , but only the client, who holds
the “trapdoor” information, could invert f .
Noisy 2-to-1: the un-noisy 2-to-1 means that for each y in the range there exist exactly
two preimages x0, x1 such that f(x0) = f(x1) = y. “Noisy” means that the evaluation of
the function could be randomized, which makes the instantiation of the primitive easier.
Below when we describe other properties we use the un-noisy version to simplify the
description.
Claw-free: the adversary could not efficiently find x0, x1 such that f(x0) = f(x1).

In practice, we often use some variants of NTCF instead of the standard requirements
above, to either make it more powerful or make the instantiation easier. Popular variants or
additional requirements of NTCF include:

Adaptive hardcore bit: the adversary could not find (d, y) with probability better than
1
2 (the probability of random guessing) such that d · x0 ≡ d · x1 mod 2 ∧ d ̸= 0, where
x0, x1 are two preimages of y.
The RSPV for BB84 states is known to exist without this property [11], but Mahadev’s
constructions for CVQC [27] and RSPV for |+θ⟩ [20] require this property.
Extended function family: there is another function family g that is injective (instead of
2-to-1) and indistinguishable to f . Existing constructions for CVQC and RSPV for |+θ⟩
[27, 20] also require this property.

ITCS 2025
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Inverse-polynomial correctness error (or weak correctness): this means that the 2-to-1
property is allowed to hold up to an inverse-polynomial error. This is used in [5] to define
a primitive called weak TCF.

In our work we build our protocols on weak NTCF, that is, we allow inverse-polynomial
correctness error and do not require additional properties like the adaptive hardcore bit
property. In other words, we only use a relatively weak assumption from different variants of
NTCF/TCF. This assumption could be instantiated from either LWE [10] or assumptions
on group actions [5].

Applications of our results on CVQC

We first note that, [11] could be adapted easily to weak NTCF:

▶ Theorem 3 (By [11]). There exists an RSPV for BB84 assuming weak NTCF.

As discussed in Section 1.3.3, this gives us a series of RSPV protocols from weak NTCF.
Then by [17], if the client samples and sends a series of |+θ⟩ states to the server, it could

do quantum computation verification using these states. Combining Fact 3, Theorem 2
and [17], we get:

▶ Theorem 4. Assuming the existence of weak NTCF, there exists a classical verification of
quantum computation protocol.

Finally we recall the results in [5]:

▶ Theorem 5 ([5]). Under certain assumptions on cryptographic group actions, there exists
a family of weak TCF.

Thus we have:

▶ Theorem 6. Under certain assumptions on cryptographic group actions, there exists a
CVQC protocol.

As an additional note, the work in [5] is largely on how to deal with the adaptive hardcore
bit property; the fact that we do not need the adaptive hardcore bit may help us simplify
the analysis or even construction in [5].

1.4 More Related Works
Previous versions

Compare to the previous versions, the abstract framework parts (described in Section 1.3.1,
1.3.2) of this work are sigfinicantly updated, and the concrete constructions part (described
in Section 1.3.3, 1.3.4) are completely new.

RSP with other types of security

There are many works about remote state preparation but with other types of security
(instead of RSPV). These works may or may not use the name “remote state preparation”.
As examples, [22] gives an RSP for the gadgets in [16]; [37] gives an RSP for the quantum
money states. When we only consider the honest behavior, RSP is a very general notion.
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Other state-operation analog

There are also several notions in quantum cryptography and complexity theory that have a
state-operation analog. As examples, [36] studies the complexity of interactive synthesis of
states and unitaries. [23] studies pseudorandom states and unitaries. In a sense, the relation
of states and unitaries in these works is a “state-operation analog”, as the RSPV and ROAV
in our work.

1.5 Open Questions and Summary
Our work gives rise to a series of open questions; we consider the following two particularly
interesting.

One obvious open question coming out of this work is to give a construction for ROAV.
Our work focuses on its definitions and applications in an abstract sense; an explicit
construction of ROAV would allow us to instantiate these applications.
For RSPV, although our results give new constructions for new state families, this is
still far away from a general solution. Ideally we would like to have an RSPV for each
computationally efficient state family. Whether this is possible and how to achieve it
remain open.

In summary, two major part of this work is the framework and the constructions of RSPV
protocols. By formulating and choosing notions and studying their abstract properties, we
build an abstract framework for RSPV that is sufficiently well-behaved, which enables us
to build more advanced, complicated protocols from more elementary, easy-to-construct
components. Building on this framework, we construct a series of new RSPV protocols that
not only (in a sense) simplify existing results but also cover new state families. Then we
combine our results with existing works to show that the CVQC problem could be constructed
from assumptions on cryptographic group actions. We also raised a new notion for certifying
the server’s operations. We consider our results as a solid progress in the understanding of
RSPV; hopefully this will lay the foundation for further works.

2 Overview for Concrete Constructions of RSPV Protocols

We refer to the full version for the details of our contributions. In this section we elaborate
our concrete RSPV constructions. As a preparation, we explain several basic notions or
theorems in our framework.

Sequential repetition: it roughly means that if protocol π1 is an RSPV for state family
F1, protocol π2 is an RSPV for state family F2, then the sequential composition of π1
and π2 is an RSPV for state family F1 ⊗F2. This implies that, given an RSPV for some
state family, its n-fold sequential composition is an RSPV for the n-fold tensor product
of the state family.
RSPV as a protocol compiler: it roughly means that, given a protocol starting with
“the client prepares and sends some quantum states”, we could replace this step with an
RSPV protocol for these states, and the security property of the overall protocol will be
preserved (approximately).
PreRSPV and its amplification to RSPV:
The preRSPV is defined as a pair of protocols (πtest, πcomp) which could be seen as a
generalization of RSPV; it contains a test-mode protocol and a comp-mode protocol.
The soundness is defined intuitively as follows: if πtest running against an adversary Adv
could pass with high probability (that is, close to 1), then πcomp running against the
same adversary Adv will satisfy the RSPV soundness.
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Then a preRSPV defined above could be amplified to an RSPV by a cut-and-choose
procedure: for each round, the client randomly chooses to execute either πtest or πcomp
with some probabilities (without telling the server the choices). If the server could keep
passing in many rounds, then for most of the πcomp rounds the target state is prepared
as expected.
PreRSPV-with-score and its amplification to RSPV:
We also formalize a variant of preRSPV where the client counts scores for the server
besides the pass/fail flag. The set-up is as follows: in the end of the protocol the client
will record a win/lose decision in a score register, and the honest server could achieve
the optimal winning probability. We use OPT to denote the optimal winning probability.
(Note that when OPT = 1 the notion downgrades to the original preRSPV notion without
the score.) The soundness is roughly defined as follows: if πtest running against an
adversary Adv could win with probability close to OPT (and also pass with probability
close to 1), then πcomp running against the same adversary Adv will satisfy the RSPV
soundness.
In the amplification procedure, the client needs to count the number of winning rounds
and see whether the total score is close to the expected value of an honest execution.

Below we elaborate each step in the reduction diagram (Figure 2).

2.1 From BB84 to OneBlock and OneBlockTensor
We first build an RSPV for state family

{ 1√
2

(|x0⟩+ |x1⟩ : x0, x1 ∈ {0, 1}m, HW(x0 ⊕ x1) = 1, Parity(x0) = 0)}

from the RSPV for BB84 states; this protocol is called OneBlock. The intuition is as described
in Section 1.3.3: notice that states in this family could be written as sequence of BB84
states where there is only one |+⟩ state and no |−⟩ state; thus the client only needs to do a
repeat-and-pick on RSPV-for-BB84 protocol.

Then we build the RSPV for

{ 1√
2

(|x0⟩+ |x1⟩) : x0, x1 ∈ {0, 1}m, HW(x0 ⊕ x1) = 1, Parity(x0) = 0}⊗n (1)

which is the tensor products of the state family in OneBlock; this protocol is called
OneBlockTensor. This is by taking the sequential repetition of the protocol OneBlock.

2.2 Construction of MultiBlock
Then we go from OneBlockTensor to construct an RSPV for the following state family:

{ 1√
2

(|x(1)
0 ||x

(2)
0 || · · · ||x

(n)
0 ⟩+ |x(1)

1 ||x
(2)
1 || · · · ||x

(n)
1 ⟩) :

∀i ∈ [n], x
(i)
0 , x

(i)
1 ∈ {0, 1}m, HW(x(i)

0 ⊕ x
(i)
1 ) = 1; Parity(x(1)

0 ) = 0} (2)

Roughly speaking, the client forces the server to measure the state in (1) to get (2). To see
this clearly, we could first consider two blocks as an example. Suppose the server initially
holds the state

(|x(1)
0 ⟩+ |x(1)

1 ⟩)⊗ (|x(2)
0 ⟩+ |x(2)

1 ⟩), ∀b, i, Parity(x(i)
b ) = b
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The client asks the server to measure the total parity of the strings it holds. Then if the
server performs the measurement honestly, the state will collapse to:

outcome = 0 : |x(1)
0 ||x

(2)
0 ⟩+ |x(1)

1 ||x
(2)
1 ⟩ (3)

outcome = 1 : |x(1)
0 ||x

(2)
1 ⟩+ |x(1)

1 ||x
(2)
0 ⟩ (4)

The client could update the keys (that is, the state description) using the reported outcome
and the original keys. If the client does the same for each i = 2, 3 · · ·n, in the honest setting
the state in (1) will collapse to (2).

So what if the server cheats? One possible attack is that the server may not do the
measurements and report the total parity honestly. To detect this attack, we will first
construct a preRSPV (MultiBlockTest, MultiBlockComp) and use MultiBlockTest to test the
server’s behavior. In MultiBlockTest after getting the total parities the client will ask the
server to measure all the states on the computational basis and report the measurement
results; the client could check the results with its keys and see whether the results is consistent
with the original keys and the total parities. As a concrete example, in (3) if the client asks
the server to measure all the states, the measurement results should be either x

(1)
0 ||x

(2)
0 or

x
(1)
1 ||x

(2)
1 , otherwise the server is caught cheating.

After we get a preRSPV, we could amplify it to get an RSPV for (2).
Let’s briefly discuss how the security proof goes through. One desirable property of

the security proof of this step is that, we only need to analyze a “information-theoretic
core”: if we assume the initial state is (1), the analysis of the preRSPV will be purely
information-theoretic, which means, the soundness holds against unbounded provers and we
do not need to work on computational notions in the security analysis. After we prove the
soundness of this information-theoretic part, we could prove the soundness of the overall
protocol by calling the abstract properties in our framework.

2.3 Construction of KP
Then we go from MultiBlock to construct an RSPV for state family

{ 1√
2

(|0⟩ |x0⟩+ |1⟩ |x1⟩) : x0, x1 ∈ {0, 1}n} (5)

This is by first calling MultiBlock to prepare a sufficiently big state in the form of (2), and
then letting the client reveals suitable information to allow the server to transform (2) to (5).
Let’s explain the intuition.

We first note that by calculating the parity of the first block, (2) could be transformed to

1√
2

(|0⟩ |x(1)
0 ||x

(2)
0 || · · ·⟩+ |1⟩ |x

(1)
1 ||x

(2)
1 || · · ·⟩) : ∀i, x

(i)
0 , x

(i)
1 ∈ {0, 1}m, HW(x(i)

0 ⊕x
(i)
1 ) = 1 (6)

The difference to (5) is that these keys are not sampled uniformly randomly. Note that in
(6) we omit some conditions on the keys and focus on the most significant one.

Then the client will reveal lots of information about these keys, which allows the server
to transform each two blocks in (6) to a pair of uniform random bits. Let’s use the first two
blocks as an example. The client will reveal x

(1)
0 and x

(2)
1 . Then by doing xor between them

and the corresponding blocks, (6) becomes:

1√
2

(|0⟩ |0m||000 · · · 1000 · · · || · · ·⟩+ |1⟩ |000 · · · 1000 · · · ||0m|| · · ·⟩) (7)
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Now the 000 · · · 1000 · · · could be seen as a unary encoding of a random number in [m]. By
choosing m to be power of 2, converting unary encoding to binary encoding and trimming
out extra zeros, this state becomes

1√
2

(|0⟩ |γ(1)
0 || · · ·⟩+ |1⟩ |γ(1)

1 || · · ·⟩) (8)

where γ0, γ1 ∈ {0, 1}[log m] and are uniformly random. Doing this for each two blocks in (6)
gives (5).

2.4 Construction of QFac (RSPV for |+θ⟩)
Now we have an RSPV for states 1√

2 (|0⟩ |x0⟩+ |1⟩ |x1⟩) with uniformly random x0, x1; we
are going to construct an RSPV for the state1

|+θ⟩ = 1√
2

(|0⟩+ eiπθ/4 |1⟩), θ ∈ {0, 1, 2 · · · 7}.

We first note that existing work [20] also takes a similar approach: the client first instruct
the server to prepare the state |0⟩ |x0⟩+ |1⟩ |x1⟩, and then transforms it to |+θ⟩.

Let’s explain the constructions. The overall ideas for the construction are basically from
[20] (adapted to the languages of our framework). We will first construct a preRSPV-with-
score, as follows: in both the test mode and comp mode the client will instruct the server to
prepare |+θ⟩ state, then in the test mode the client will instruct the server to measure |+θ⟩,
and stores a score based on the reported result; in the comp mode |+θ⟩ will be kept. Then
once we show this protocol is indeed a preRSPV, we could amplify it to an RSPV as given
in our framework.

The first step is to allow the honest server to transform 1√
2 (|0⟩ |x0⟩+ |1⟩ |x1⟩) to |+θ⟩.

There are multiple ways to do it, for example:
1. The client will first instruct the server to introduce a phase of eiπθ2,3/4, θ2,3 ∈ {0, 1, 2, 3}

where θ2,3 are hidden in the server’s view. This could be done by selecting the xor of the
first two bits of x0, x1 as θ2, θ3. Then on the one hand θ2,3 = 2θ2 + θ3 will be completely
hidden; on the other hand using the phase-table-like technique in [39, 41] the honest
server could introduce a phase of eiπθ2,3/4 to the x1 branch up to a global phase.

2. The server does a Hadamard measurement on each bit of the x-part and get a measurement
result d; this introduces a phase of eiπ(d·(x0+x1)) to the qubits. Then the server sends
back d to the client and the client could calculate θ1 = (d · (x0 + x1)) mod 2. The server
holds a single qubit in the state |+θ⟩ , θ = 4θ1 + 2θ2 + θ3.

Now in the comp mode we are done. In the test mode the client will continue to ask
the server to make measurement on a random basis |+φ⟩ , |+φ+4⟩ , φ←r {0, 1, 2 · · · 7}. First
we could see that when θ = φ the measurement will collapse to |+φ⟩ with probability 1,
and when θ = φ + 4 the measurement will collapse to |+φ+4⟩ with probability 1. Thus the
client could record a “win” score if he has seen such an outcome. But solely doing this does
not give us a full control on the server’s behavior and states; an important idea is that,
when φ is close to θ (or θ + 4), the measurement should also collapse to |+φ⟩ (or |+φ+4⟩,
correspondingly). This gives some probability of losing even for an honest server; however
by analyzing the game it’s possible to say “if the server wins with probability close to the
optimal winning probability, the state before the testing measurement has to be close to the
target state up to an isometry”, which is still sufficient for amplification.

1 The protocol name QFac is from [15].
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Security proofs, existing works and their limitations, and our approach

So how could the quoted claim just now be proved? Existing works like [20, 15] has already
done a lot of works on this part. In [15] the authors introduce a notion called blind self-
testing. In more detail, let’s denote the server-side state by the time that the comp mode
is done corresponding to the client-side phase θ as ρθ. (In other words, the overall state is∑

θ |θ⟩ ⟨θ| ⊗ ρθ.) Then the blind self-testing requires that the state ρθ2,3 + ρθ2,3+4 is the same
for any θ2,3, which is called (information-theoretic) basis-blindness (here θ2,3 is the “basis”
and the notion means that the basis is completely hidden after randomization of θ1). [15]
shows that if the initial state satisfies the basis blindness property, the claim “high winning
probability ⇒ close to the target state up to an isometry” holds.

However, the proof of this claim given in [15] does not generalize to the computational
analog of basis blindness. [15] does not solve the problem and leave the security of the whole
protocol as a conjecture. [20] makes use of computational indistinguishability between states
in the form of ρθ2,3 + ρθ2,3+4 together with some quantum information theoretic arguments to
prove the claim; in their proofs computational indistinguishability and quantum information
theoretic arguments are mixed together, which could be complicated to work on and lead to
sophisticated details [1].

Our new hammer for getting rid of this problem is the KP protocol, which is an RSPV
for |0⟩ |x0⟩ + |1⟩ |x1⟩. (Note that in previous works the preparation of |0⟩ |x0⟩ + |1⟩ |x1⟩ is
not known to satisfy the RSPV soundness in the malicious setting.) By starting from KP,
we are able to prove the security in a much nicer way:
1. The “information-theoretic core”: in the security proof we could first simply assume the

server holds exactly the state |0⟩ |x0⟩ + |1⟩ |x1⟩; then we could prove the ρθ generated
from it has the (information-theoretic) basis blindness property; then the analysis of the
testing on |+θ⟩ is basically from existing results [20, 15].

2. Once we complete the analysis of this information-theoretic core, we could compile it
using results in our framework to an RSPV.

2.5 A Summary

In summary we have achieve each step of the reductions as shown in Figure 2. The
construction of OneBlock is by a repeat-and-pick procedure, OneBlockTensor is by the
sequential composition, KP is by revealing some information to allow the server to transform
the state to some other forms. For constructions of MultiBlock and QFac, we first analyze
an “information-theoretic core” where we only need to work on statistical closeness, and
compile the IT-core (IT=information-theoretic) to a full protocol by calling existing soundness
properties.
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