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—— Abstract

We propose an algorithm for counting the number of cycles under local differential privacy for
degeneracy-bounded input graphs. Numerous studies have focused on counting the number of
triangles under the privacy notion, demonstrating that the expected f2-error of these algorithms is
Q(n*®), where n is the number of nodes in the graph. When parameterized by the number of cycles of
length four (Cy), the best existing triangle counting algorithm has an error of O(n*®* ++v/Cy) = O(n?).
In this paper, we introduce an algorithm with an expected ¢2-error of 0(61'5n0‘5 + 50'5d9ﬁ§xn0‘5),
where ¢ is the degeneracy and dmax is the maximum degree of the graph. For degeneracy-bounded
graphs (J € ©(1)) commonly found in practical social networks, our algorithm achieves an expected
£a-error of O(d%5,n%®) = O(n). Our algorithm’s core idea is a precise count of triangles following
a preprocessing step that approximately sorts the degree of all nodes. This approach can be
extended to approximate the number of cycles of length k, maintaining a similar ¢2-error, namely
O(8*=2/20:5 nh=2/2 4 gk/2p(k=2/2) o1 O(d%;5,nF=2/2) = O(n*=/2) for degeneracy-bounded
graphs.
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1 Introduction

In recent years, differential privacy [13, 15] has become the gold standard for providing strong
privacy guarantees while enabling meaningful data analysis. Differential privacy ensures
that the output of a computation does not significantly change when any single individual’s
data is modified, thus safeguarding individual privacy. While much of the initial work in
differential privacy focused on traditional tabular data [14, 26], there is increasing interest in
extending these privacy guarantees to graph data [31, 35], which presents its own unique set
of challenges.
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Cycle Counting Under Local Differential Privacy for Degeneracy-Bounded Graphs

Differential privacy has evolved into numerous variants to accommodate different scenarios,
as detailed in [8]. Of particular interest to us is the concept of local differential privacy [7, 17].
This variant is unique in that it does not rely on the assumption of a trusted central
server. Instead, users must obfuscate their private data before sharing it with an untrusted
computing entity. In the context of graph data, the most commonly adopted notion is edge
local differential privacy [29], where the sensitive information of each user pertains to their
connections with others.

A widely used obfuscation method is randomized response [33, 32]. In this approach,
users invert each bit of their adjacency vector with a certain probability. The server then
collects this distorted information to construct an obfuscated graph. Although it is possible
to publish various graph statistics from the obfuscated graph, the resulting information tends
to be imprecise. Algorithms specifically designed to publish particular statistics typically
yield more accurate and useful graph information.

Table 1 Upper and lower bounds of the expected ¢2-error for triangle and k-cycle counting
under the local differential privacy. “Interactive” refers to a scenario in which multiple rounds of
communication between the server and the clients are permitted.

Upper Bound Lower Bound
Triangle O(n?) ([22], general graphs) Q(n*®) (non-interactive) [24]
O(d&3,.n%®) ([16], general graphs) Q(n*®) (interactive) [16]
O(d%3,n%®) (this work, degeneracy-bounded graph) | Q(n?) (non-interactive) [16]
0Odd length (0] (nkil) (folklore, general graphs)
cycles Cj 0] (n(k_l)/z) (this work, degeneracy-bounded graph)

One graph statistic frequently considered by researchers in local differential privacy is the
number of subgraphs [22, 20]. Specifically, many studies have focused on the publication of
triangle counts [22, 23, 20, 16]. Theoretical analysis results on the f2-error are summarized
in Table 1. Unfortunately, to date, when n is the number of nodes and dyax is the max-
imum degree of the input graphs, the best algorithm has an expected fs-error of O(n?) or
O(dL> n%?). We believe that this error is too large for many applications and should be
improved. On the other hand, it has been shown that for all locally differentially private
algorithms, there exists a class of graphs where the fa-error is Q(n'-%) [16]. This lower bound

implies that the expected ¢s-error cannot be significantly improved.

1.1 OQOur Contribution

This motivates us to consider a specific class of graphs. In this paper, we specifically focus on
graphs with bounded degeneracy, as most social graphs exhibit degeneracy values that are
substantially smaller than both the number of vertices and the maximum degree. The table
in the Appendix of [12] provides statistics on a diverse range of graphs, detailing the number
of nodes, degeneracy, and maximum degree. As shown in the paper, for sufficiently large
graphs, degeneracy is consistently at least an order of magnitude smaller than the maximum
degree, and in some instances, several orders of magnitude smaller.

Additionally, several synthetic graph models commonly considered realistic naturally
produce graphs with low degeneracy. Examples include preferential attachment graphs [1]
and bounded expansion graphs [27].

Degeneracy is particularly significant in parameterizing the complexity of subgraph count-
ing algorithms, as demonstrated in [6, 2, 5]. Given the relationship between computational
complexity and estimation error in triangle counting algorithms, degeneracy is an important
parameter for characterizing accuracy.
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Let the graph degeneracy be §. We propose a locally differentially private algorithm with
an expected fs-error of O (61‘5n0‘5 + 695405 no's). When the graph degeneracy is bounded

max

(6 = O(1)), the expected f3-error becomes O(d%:> n%®) = O(n). This result implies that our
expected error for the degeneracy-bounded graphs can be smaller than the lower bound for
general graphs.

We also extend our results to count the number of cycles with odd lengths in degeneracy-
bounded graphs. To our knowledge, there are only two local differentially private algorithms
proposed for counting subgraphs of more than three nodes. The first algorithm [24] is designed
to count the number of four-length cycles but operates within the shuffle model, which is
weaker than the original local differential privacy model. The second algorithm counts the
number of walks of length & [3]. This field has limited work due to the significant noise
introduced to ensure user privacy, which accumulates as the subgraph size increases. This
accumulation results in unacceptable errors for differential privacy in larger subgraphs. For
instance, while the expected ¢s-error from triangle counting algorithms based on randomized
response is O(n?) [24], the expected f-error for similar algorithms estimating the number
of C}, is as high as O(n*~1). In other words, the error increases by a factor of n with each
increment in cycle length.

In this work, we propose an algorithm that significantly reduces the expected f¢s-error
to O(n(k_l)/ %) in degeneracy-bounded graphs. We believe that this error is much smaller
than the actual number of cycles in most graphs. Consequently, our algorithm is the first to
publish a meaningful number of large cycles under local differential privacy.

1.2 Technical Overview

In this section, we provide an overview of the technical concepts behind our triangle counting
algorithm. The algorithm for counting odd-length cycles, for k > 5, extends these ideas but
requires a more intricate and detailed analysis.

Let the input graph be G = (V = {v1,...,vs}, E). In prior work [22], they apply a
randomized response mechanism that flips each bit in the adjacency matrix with a certain
probability. Let the resulting graph after applying the randomized response be G’ = (V, E’).
In the local differential privacy setting, each node v; knows whether it is connected to
another node v; (where v; # v;) if {v;,v;} € E. For the triangle counting method, node
v; considers (v4,v;,v,) as a triangle if {v;,v;} € E, {v;,v.} € E, and {v;,v.} € E'. Define
eij~ = 1 if node v; considers (v;,v;,v,) as a triangle, otherwise set e; ;. = 0. Define
Si ={(J, k) : {vi,vj},{vi, v} € E and j < k}. The estimated number of triangles for node
vi, reported by the user, is f; = > €; ;.. The total estimated number of triangles in

(4,K)€ES;
the graph is then fa(G) =1 & =13, 2 (j.)es; Cijws Where dividing by three corrects
for the fact that each triangle is counted once by each of the three users forming it (i.e.,
triple-counted), ensuring each triangle is counted only once.

The /5-error of the estimated triangle count fA(G) mostly arises from the variance in the
estimation. A significant portion of this variance comes from the covariance between pairs of
variables in the summation % >y €;,5,x- Two variables, e; ; ,, and ey j/ ./, are dependent

i (j,k)ES;
if (j,k) = (§',k’). The number (of ()iependent pairs in the counting process is equivalent to
the number of tuples (v;, v}, vy, vy) such that (j, k) € S; NSy, which corresponds to the
number of 4-cycles in the input graph G. Therefore, the squared /s-error is approximately
proportional to the number of 4-cycles in the graph, which is O(n?).

49:3
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Cycle Counting Under Local Differential Privacy for Degeneracy-Bounded Graphs

Let us assume that the indices of all users are predetermined and publicly known before
the counting process begins. Define S] = {(j, k) : {vi,v;},{vi, v} € Eand j < i < k}.
If node 7 only considers the pairs (j,x) within S}, then each triangle is counted exactly
once. The estimated number of triangles, fA(G), can be calculated as fA(G) =3 t;, where

~

ti= Y. €ijr- In this counting method, the number of dependent variable pairs is at
Jyk)€ES!
most (thg number of 4-cycles that contain the three nodes v;,v;, v, with j <7 < s.

Let & represent the degeneracy of the input graph G, and for each v € V, let d(v)
denote the degree of v. Assume that the degrees of all nodes are publicly known, and
the nodes are indexed in non-decreasing order of their degree, i.e., if i > j, then d(v;) <
d(vj). Referring to the bound established by Chiba and Nishizeki [6], which states that

> min(d;,d;) < O(d-|E|), we demonstrate in this paper that the number of such cycles
(vi,v;)EE
is O(63n). Consequently, the squared fs-error is reduced from O(n*) in previous work to
O(83n).

However, we cannot assume that the degrees of all nodes are publicly known, as this
information is sensitive. To address this issue, we use local Laplacian queries, allowing each
user to publish a noisy version of their degree. Let the noisy degree of v € V' be denoted
as CZ(Z/). We then assign indices to users based on these noisy degrees, such that if ¢ > j,
then J(z/i) < J(z/j). Afterward, we run the protocol described in the previous paragraph. We
show that even with noisy degrees, the expected number of such cycles remains bounded by
O(53n).

In summary, our mechanism involves two steps. First, users publish their noisy degrees
using the local Laplacian mechanism, and the server assigns indexes based on these noisy
values. In the second step, using the results of randomized response, each user v; estimates
the number of triangles (v;,v;,v,) where j < i < k. This method significantly reduces the
number of dependent triangle pairs in degeneracy-bounded graphs, which in turn lowers the
variance of the estimation.

1.3 Related Works

The field of graph data mining under local differential privacy is relatively new. In contrast,
differential privacy has been studied for many years by various researchers, including works
like [18, 28]. According to [22], local differential privacy typically only hides edges or
relationships, except in special cases like [36]. Differential privacy, on the other hand, can
hide whether an individual or node is part of a social network, as shown in [19, 30]. Therefore,
while both edge and node differential privacy exist, node differential privacy does not apply
in the context of local differential privacy.

Recent works have proposed methods to estimate the densest subgraph, k-core decom-
position, and degeneracy under local differential privacy [10, 9, 11]. However, since we are
focused on estimating different graph statistics in graphs, we do not use or extend the ideas
from these works. Instead, the estimation of degeneracy can be used to approximate the
{y-error of our algorithm.

2 Preliminaries

2.1 Notations

For V = {vy,...,v,} a set of vertices and E C V2 a set of edges, we denote by G = (V, E)
the graph on V. We consider simple undirected graphs, meaning that for v,/ € V, (v,v) € E
and (v,v') € E = (V,v) € E. We denote by n = |V| the size of the graph and m = |E|
its number of edges.
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For each i € [1,n], we introduce a; = [a;1,- .., a;n], the adjacency list of user v;, where
for any j € [1,n], a; ; = 1 if the edge (v;,v;) is in E and a; ; = 0 otherwise. Additionally, we

introduce d;, the degree of node v;, which corresponds to the number of edges incident to v;.

We call a path of length k£ € N, denoted Py, any tuple (v,,...,v;,) such that, for all
i€ [1,k], (v,,v,,,) € E, and, for all i # j, vy, # v;,;. We also use #Py(G) to refer to the
number of paths of length k£ in G. Similarly, a cycle of length k € N, or Cy, is a tuple
(v, ---,,,) that forms a path and satisfies (v, ,11,) € E. We will also use #Cj(G) to refer
to the number of cycles of length k in G.

2.2 Edge Local Differential Privacy

We say that two adjacency lists a and a’ are neighboring if they differ by one bit, i.e. if we
can go from one to the other by adding or removing an edge to node v;. If ¢’ is a neighbor
of a, we write that a ~ a’. The notion of edge local differential privacy is as follows:

» Definition 1 (c-edge local differentially private query). Let e > 0. A randomized algorithm
R is a e-edge local differentially private query on the node v; if, for all neighboring bit strings
a~a', and for all S, it holds that

P[R(a) € S] < e P[R(d’) € S].

» Definition 2 (s-edge local differentially private algorithm [29]). Let A be an algorithm that
generates multiple randomized queries for each user, has each user apply these queries to
their adjacency vector, and then estimates some graph statistics based on the results. We say
A is an e-edge local differentially private algorithm if, for all users v; and for all possible
sets of queries Ru,..., Ry inquired to v; (where for each 1 < j <k, R; is an €;-edge local
differentially private query), it holds that e1 + -+ + e < €.

2.3 Laplacian Query and Restricted Sensitivity

Next, we introduce queries that are e-edge local differentially private. We first consider a
query which aims to give an estimate of a real number statistics of the adjacency vector.

» Definition 3 (Edge local Laplacian query [21]). For a function f:{0,1}"™ — R on adjacency

lists, and a ~ a’ denoting neighboring adjacency lists, the global sensitivity of f is defined as

Ay =max]|f(a) — f(a’)|. For e > 0, the query that outputs f(a)+ Lap(Ay/e) is e-edge local
a~a’

differentially private, where Lap(b) represents noise drawn from the Laplacian distribution

with parameter b.

Global sensitivity in Definition 3 is designed to handle the worst-case scenario, which can

lead to large amounts of noise being added to the data when using the Laplacian mechanism.

However, if the data is known to belong to a specific set, restricted sensitivity allows us to
adjust the noise according to the sensitivity within that set, resulting in more tailored and
potentially lower noise levels.

» Definition 4 (Restricted sensitivity (Definition 8 of [4])). Let a = (a1,...,a,),a’ =
(@},...,a,) €{0,1}" and d(a,a’) be the Hamming distance between a and a’. The restricted

1 'n

sensitivity of f over a set of possible output H is

RS;(H) = max ('f(“)‘ﬂ“)') .

a,a’ €M d(a,a’)

49:5
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We can use restricted sensitivity to publish data even if it is not initially in the set. To
do this, we first need to define a projection method to map the data to the set. In this work,
we will consider H4, the class of adjacency list with a maximum degree of d, for calculating
restricted sensitivity. We assume that the order of all nodes is fixed, and if a node v; is
adjacent to more than d nodes, we retain only the first d nodes according to this order. The
map can be considered as an operation on each adjacency vector a;. We denote the mapping
result on a; as pq(a;).

» Definition 5 (Edge local Laplacian query with restricted sensitivity on Hg [4]). For any
f queried to a user i, the query that answers f(u(a;)) + Lap(3 - RSy (Hq)/c) is called edge
local Laplacian query with restricted sensitivity on Hq, and provides e-edge local differential
privacy.

2.4 Unbiased Randomized Response

In this subsection, we consider the randomized response query, which aims to publish an
obfuscated adjacency vector.

» Definition 6 (Randomized response query [33, 32]). For ¢ > 0, the randomized response
mechanism takes an adjacency list a = (aq,...,a,) as input and outputs an obfuscated list
a=(ay,...,an). Fori, the probability that a; is set to 1 is given by:

e fa; =1
P[RR(;) = 1] = {* v
T¥es Zf a; = 0.

With this definition, randomized response provides e-edge local differential privacy.

We can construct a graph G based on the collection of obfuscated adjacency vectors
obtained from all users. Using the statistics of the obfuscated graph G, we can then publish
various information, including the number of subgraphs [34, 22, 23, 20]. However, randomized
response produces biased results, making it less suitable for counting queries. This bias can
be fixed by the subsequent definition.

» Definition 7 (Unbiased randomized response query [16]). Let € > 0 and a; be the adjacency
vector published through randomized response with budget € by user v;. Then, for all (i,7) €
[1,n]%,

. 41 1
Gd = e 1M T e

is an unbiased estimator of a; ;. Additionally, for (i,j) # (¢/,7"), G ; is independent of G, i,
and Var(a; ;) = (ef%l)g We refer to a query that publishes a; as the unbiased randomized
response query. This query is e-edge locally differentially private.

We can use the results from the unbiased randomized response query to calculate the
number of subgraphs. For example, without privacy constraints, the number of triangles can
be calculated as Y, a;; - a; - ak,;. To privately estimate the number of triangles, we use

i<j<k
> Qi@ - ag,. It is theoretically shown in [16] that the estimator ) @; ;- Gj - Gk
i<j<k i<j<k
has a smaller £o-error compared to the estimator obtained from the randomized response

query, > @ij -Gk - ki
i<j<k
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2.5 Graph Arboricity and Degeneracy
Graph arboricity and degeneracy can be defined as follows:

» Definition 8 (Arboricity). The arboricity of a graph G is the minimal number a(G) such
that the edges of G can be partitioned into o(G) forests.

» Definition 9 (Degeneracy). The degeneracy of a graph G is the smallest number 6(G) such
that any subgraph of G, contains at least one node with induced degree at most §(G).

We observe that the variable § is frequently used as a privacy parameter in differential
privacy. However, since we do not consider that parameter in this paper, we choose to use §
to represent degeneracy, which is also a common convention. When the context is clear, we
will drop the G of the notation and simply write @ and §. The two quantities are linked by
the following theorem.

» Theorem 10 (equation 3 and lemma 2.2 of [37]). In any graph G, degeneracy and arboricity
satisfy a < 0 < 2a — 1.

The arboricity has previously been used outside of the differential private community to
bound some graph statistics. A folklore useful result is that the number of edges in a graph
is smaller than dn. Another well known result is as follows:

» Theorem 11 (Chiba-Nishizeki Bound [6]). With m = |E| and d; the degree of node v;, then

Z min (d;, d;) < ma.
(vi,v;)EE

3 Node-Reordered Graphs and Their Properties

The first step of our mechanism is to order the vertices based on their estimated degree. The
algorithm for this step is shown in Algorithm 1. At Line 2 of the algorithm, we privately
publish the estimated degree. Under edge local differential privacy, the global sensitivity of
the degree is 1. Therefore, we can use the Laplacian query (Definition 3) with noise scaled to
1/g¢ to publish the degree, where ¢¢ is the privacy budget allocated to this step. We denote
the estimated degree as d; = d; + Lap (1/&).

Algorithm 1 Calculate a low degree ordering of a graph with respect to the estimated
degree.

1 Function GetOrdering

Input: Graph G = (V, E), privacy budget ¢

Output: A low degree ordering ¢ of G with respect to the estimated degree
2 [User 7] Calculate and send d; + d; + Lap(i) to the central server

3 [Server] Let ¢(i) = j if d; is the j-the largest number in di, ..., d,. Calculate
@(i) for all i

4 return ¢;

After publishing the estimated degrees, in Line 3, we assign an order ¢ to the nodes based
on their degrees, which we refer to as a low degree ordering. For G = ({v1,...,v,}, E), we
denote the reordered graph as G® = (V¢, E?), where V¢ = {n; | i € [1,n]} and v; = ny(;
for all i. The edge set E? is defined as {(n4(:),ms(j)) | (vi,v;) € E}. We note that G and
G? are isomorphic, and thus have the same number of subgraphs. We denote by d;(G?) the
degree of n; in G and d; (G?) the number of neighbors of node 7; in the set {n1,...,m;-1}.

49:7
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Table 2 List of subgraphs analyzed in Section 3, including their representations and bounds on
their counts in the graph produced by Algorithm 1. Oriented edges indicate directionality, with an
arrow from v; to v; signifying that j > 4. The bound on S5 aligns with the bound on S presented
in [6], but it constitutes a distinct contribution as it is established for imperfectly ordered graphs.
In contrast, the result on C3, is entirely novel to this work and serves as the primary result of our
proof.

Symbol Sa P, Ch Cir
Representation
Bound o) |0 (saE ) [ o(sTntE) 25 | 0 (8

In the remainder of this section, we analyze the properties of graphs produced by the
reordering. Specifically, our focus is on bounding the frequency of certain substructures
within the reordered graph. A summary of the results from this section is provided in Table 2.

» Definition 12 (low star). For k € N*, a low-k-star is a subgraph consisting of a central
node and k neighboring nodes, where at least one of the neighboring nodes has an index
smaller than that of the central node. We denote by S;(G) the number of such subgraphs
contained in a graph G.

» Theorem 13. E [53(G?)] < O (6°n).
Proof. Let NV;(G?) be the set of neighbors of n; in G®. We have that:

S3(G7) = idZ(G¢)(di(G¢) 1)< idi(0¢) x d; (G?) = idi(G‘b) > L
i=1 i=1 i=1 0 ENI(G)

= Z dmax(i,j) (Gd))

(ni,m;)EE®

Let 7; denote the noise added to the estimated degree of user i. For each edge (1;,7;),
their ranks can only be exchanged if the sum of the errors in both degree estimations exceeds
the gap between the two degrees. Therefore, the quantity dmax(i}j)(G‘i’) satisfies

dmax(i,j)(G(z)) § min(di,dj) + ‘7’1| + |7'j‘.
Using this inequality, we can rewrite the count of S3(G?) as
n
S3G* < > min(di,d;) + > |7ildi.
(nsym;)€E? =1

Since 7; is sampled from Lap(1l/eg), we have that |r;| follows an exponential law of
expectation 1/e¢. Hence,

E[S5(G%) < . min(di,dy)+ —.

€0
(vi,vj)EE?
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Since G is isomorphic to G?, a(G) = a(G?) and using Theorem 11 it follows that

Z min (d;, d;) < m - a(G).

(vi,vj)EE?
Since m < nd and «a(G) = O(4), this gives E [S5(G?)] < O (62n). <

In addition to the ordered stars we just discussed, arboricity can also be used to bound
the number of paths and cycles in a graph, as demonstrated in the following lemma and
theorem. Recall that # Py (G) is the number of paths with length & in the graph G.

» Lemma 14. For any positive integer k, #Pa,(G) = O (*nF 1) | #Po iy = O (6FFInk+1).

Proof. We first consider # Pyi,11(G). Let f be a function that maps a path of length 2k + 1
to a tuple of k + 1 edges, defined as f(eq,...,ear+1) = (e1,€3,...,e2p+1). We observe that,
for any tuple of k + 1 edges denoted by £ = (e7,...,e; 1), fY(&) is either a set containing
one path or an empty set. There is at most one path that uses e as the (2 — 1)-th edge of
the path for all . Thus, we can conclude that the number of paths of length 2k + 1 is at
most the number of sets of k + 1 edges, which is mF™t = O (§*+1nk+1).

Next, let us consider #P5(G). Let f be a function that maps a path of length 2k to
a tuple of k edges, defined as f(e1,...,ear) = (e1,€3,...,e2p_1). We observe that, for any
tuple of k edges denoted by € = (e},...,€}), f () is a set of size no larger than n. There
is at most one path of length 2k — 1 that uses e} as the (2¢ — 1)-th edge of the path, and

there are at most n possible ways to extend a path of length 2k — 1 to a path of length k.

Hence, # Py, (G) <n-mF =0 (5knk+1), <

Recall that #C%(G) is the number of cycles with size k in the graph G. We obtain the
following theorem.

» Theorem 15. For any k > 1, #Cj12(G) < 20(G)#P%(G).

Proof. Let us denote #P,gi) the number of paths of length k£ that have node v; as an extremity
and #C,iw ) the number of cycles of length k containing edge (v;,v;). Using these notations,
we have #Cqo = % > #C’,&Q. Consider the number #C’,(cljrjz). For a path of length k

(vi,v;)EE
that has a node v; as a terminal, there is at most one cycle of length k + 2 which includes
this path and the edge (v;,v;). Therefore, we conclude that #C,SJ’FJQ) < #P,il). Similarly, we

have #CL7) < #PY). Hence,
1 . i j
#Ouz < . min (#P0,#P0).
(vi,v;)€E
For any function h : E — {1,...,n} such that for all e = (v;,v;) € E, h(e) is equal to
either ¢ or j, min (#P,Ei), #P,Ej)) < #P,Eh(u“yj)). By definition of the arboricity, there exists

a set of disjoint forests {Fj}i—1,.  a(c) such that £ = Ula:(?) F;. By choosing a root for each

tree of these forests, we can introduce a function h such that each edge has its child node as
an image. In this way, each node can only be the image of one edge per forest. This leads to

149 ) (i) ) 1 & (h(e)) _ 1 W (i)
#Cuz £ 73 D min (#P)", #PY)) < XY #P <Y Y #R

=1 (v3,v5)EF, =1 eckF, =1 i€V

o
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The last step is justified by the fact that each path having two extremities, the sum of all
the paths of length k starting with node v; is twice the number of paths of length k. <

Combining Lemma 14 and Theorem 15, we obtain the following corollary?.
» Corollary 16. For k > 1, #Coyy0 =0 (6k+1nk+1) and #Co;y1 =0 (5k+1nk).

Next, we focus on the number of cycles of length 2k for any k£ > 2, in which three
consecutive vertices of the cycle exhibit monotonic ranks Cj,, as illustrated in Table 2.
Throughout the rest of this article, we will denote the count of such subgraphs in G by
#C5,.(G), omitting G from the notation when the context is clear. In the following theorem,
for simplicity, we extend the notation by assuming #P_1(G) = 1 and #Py(G) = n for every
graph G.

» Theorem 17. For k > 2, #C5,.(G) < 2a(G)S5(G)#Par—5(G).

Proof. Let #C;,ii’j )(G) represent the number of subgraphs in G where three consecutive
vertices exhibit monotonic ranks, with (4, v;) being the edge immediately following these
consecutive vertices. Also, for k > 2, let the number of paths of length p with a low-2-star as
one of its extremities be denoted as #F,. Since we can construct at most one path included
in #P, where a low-2-star and a path of length p — 3 are its extremities, we obtain the
inequality #P; < S5 - #P,_s.

Let C’;,Ei’j) be a cycle which is counted in #C’;,Ei’j). Consider the path in C’;,gi’j) of length
2k — 2 starting from v; that does not pass through v; and the other path in C’;,gi’j) of the
same length starting from v; that does not pass through v;. We observe that one extremity

of the two paths is a low-2-star. Hence, #C;,gi’j) < min (#P;,g?z, #P;,EQQ) when #P;(i)
is the number of paths in the count of #F; that have v; as an extremity. Using the same
definition of h as in the proof of Theorem 15, we have

#Ca(@) < Y #OT < N min(#p0 #50,)

(vi,v;)EE (vi,vj)EE
(@) ' _ a(G)
< Z Z min (#P;k(l—)za #P;éj—)z) Z Z #P;lih(ze
=1 (vi,v;)eF I=1 ecF,
(@) _
< SON #PY, < 20(G)#Py, 5 < 20(G)S3#Par—s. <
1=1 ieV

The next corollary follows Theorem 13, 17, and Lemma 14.
» Corollary 18. For k > 2, E[C3,(G?)] = O (6" 'n*~1).
The next corollary considers the number of edge sets in G? with specific properties.

» Corollary 19. For any p € N, we consider edge sets E C E? of size 2p such that 1) for some
¢ > 0, there exists a set of cycles Cy,...,C, in G® where C;U---UC, =E and C; N C;=10
fori 4, and 2) at least one of C1,...,C. contains three consecutive vertices of monotonic
index. The number of such edge sets is O (5p+1np_1).

1 We note that this result was independently established in [25] by a different proof. We are grateful to
the anonymous reviewer for bringing this to our attention.
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Proof. Consider a partition of 2p, denoted by (p1,...,p.), where p; + -+ p. = 2p. The
number of such partitions is a function of p and can be considered constant. We will
demonstrate that the number of cycle sets C1, ..., C, satisfying the conditions in the corollary
statement, with |C;| = p;, is at most O (677'n?~1). Therefore, the number of cycle sets
satisfying the corollary statement is no more than O (5”+1np_1).

To prove the bound, we will consider two cases: either all the cycles have even lengths, or
at least two of them have odd lengths, given that the total number of edges is even.

If all the cycles are of even length, then, for some g > 0 one of them is of length 2¢ and
includes 3 consecutive vertices of monotonic index. By Corollary 18, there are O (6q+1nq_1)
possibilities for this cycle. For the remaining cycles, Corollary 16 tells us that the number of
admissible configurations is bounded by O (§?~9nP~9). In total, this gives a O ((5”+1n”_1)
bound. If at least two cycles have odd lengths, say 2¢ + 1 and 2r + 1, then by Corollary 16,
the number of possible configurations for these cycles can be bounded by O (5‘1+1nq) for the
first cycle and O (6"+n") for the second cycle, and O (6P~9~"~1nP~4="~1) for the remaining
cycles. Overall, this results in a bound of O (67 T'nP~1). <

4 Triangle Counting Algorithm

We propose Algorithm 2 to count the number of triangles based on the ordering and properties
discussed in the previous section. First, we execute Algorithm 1 at Line 2. Next, at Line 3,
we use the randomized response query to obtain an obfuscated graph. From Lines 4 to 8§,
we employ the Laplacian query with restricted sensitivity on H,4 (Definition 5) to estimate
the number of triangles associated with User i. Finally, at Line 9, we sum all the estimates
and report the total as the estimated triangle count. We adopt the concept from [22] of
distributing randomized response results to all nodes and having each node estimate its
number of triangles. However, the other algorithmic ideas presented in this work are novel.
In the following theorem, we demonstrate that our algorithm is differentially private.

Algorithm 2 Our algorithm for estimating the number of triangles in degeneracy-bounded
graphs.

1 Function TriangleCounting

Input: Graph G = (V, E), privacy budget € = €9 + €1 + €2, parameter

Output: Estimation of the number of triangles in G

2 [All Users and Server] ¢ < GetOrdering(G,eq) (Algorithm 1);

3 [All Users and Server] Inquire the unbiased randomized response query with privacy
budget 1 to all users. Let (&i ) Tepresent the results collected from this query. The
server then distributes (&? ) to all users.

a [User i] d? « d? + i In(n/¢);

5 [User 7] af + Hgo (a?) (The function pg is defined before Definition 5.) ;
6 [User 3] S; < {(j,k) \aij :aikzl,j<i<k};
7 [User i] t; « Z(].,k)esi dik;

- N E ”
8 [User i] #; < t; + 3 - Lap(< 141 df ):

efl —1 €9

9 [User i] Upload #; to the central server;
10 [Server] fa(G) < Y., T

11 return fa(G);

» Theorem 20. Algorithm 2 provides (eg + €1 + €2)-edge local differential privacy.
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Proof. For all possible executions of Algorithm 2, it inquires three queries to all users. They
are 1) the Laplacian query with privacy budget ¢ inside the GetOrdering function at Line
2, 2) the unbiased randomized response query with privacy budget 1 at Line 3, and 3) the
Laplacian query with restricted sensitivity on H4 at Lines 4-8.

To prove this theorem, we only need to show that the query at Lines 4-8 is e5-edge local
differentially private. The query aims to publish f(a ¢) = Z( i k)ESs Af . By the unbiased
e 14—1 It

randomized response in Lme 3, we have that, for any j, k&, 7', K/, |aj P a 2 k,| <€
can be shown that, for aZ ,aZ ceH ¢ (defined in Definition 5) such that d(a a; ) < d the

7 [
number of different elements in the set S; obtained from a¢ ¢ at Line 6 is at most d - d¢.
Therefore, the restricted sensitivity of the function f (denoted by RSy (7—[, 5 )m Definition 5)

. > €1 ~ £
is not larger than d - d? - et L= i et

at Line 8 is e9-edge local differentially private. <

Hence, by Definition 5, the publication of ¢;

We now discuss the accuracy of our estimation and its relation with the parameter ¢
appearing at Line 4 the algorithm. We will see that ¢ controls the trade off between the bias
and the accuracy. The smaller ( is, the smaller the average noise gets, but the larger the
probability of bias and its expected magnitude is.

In the following lemma, we discuss that the projection ,ug applied at Line 5 changes the

adjacency vector af only with small probability.
» Lemma 21. For any ¢ > 0, with probability at least 1 — ¢, |d; — d;| < (In¢)/eo for all i.

Proof. Using the cumulative distribution function of the Laplacian random variable, we have
P [\cﬂ —d;| > eoln ﬂ < % Thus, by taking this inequality for all ¢ € [1,n], and using the

union bound, we obtain P [31’ € [1,n],|d; — d;| > e¢ln %} <. <
We show that our estimation has no bias with high probability in the subsequent theorem.

» Theorem 22. With probability at least 1 — (, algorithm 2 provides an unbiased estimate of
the number of triangles in the graph, i.e. E [fA(G)} = #C53(G).

Proof. As discussed in Definition 7, we have that E(a a; k) = a] ;- Using Lemma 21, with

probability at least 1 — ¢, dd’ is larger than d¢ for all ¢ € [1,n], and the function p a¢
has no effect. Consequently, S; precisely represents the set of forks centered on node v;,
encompassing all possible triangles. Therefore, #; is an unbiased estimate of the number of
triangles (v;, v, v,) such that j <4 < k. Given that Laplace noise is centered and triangles
can be decomposed accordingly, fA(G) is an unbiased estimation of fa (G). <

Corollary 23 ensures that even in the unlikely event of some clipping occurring, the
resulting bias would still represent only a small fraction of the actual count.

» Corollary 23. The expected value of the bias of Algorithm 2 is bounded by O (50%#03).

Proof. When the corrected estimated degree cf? is smaller than the actual degree d;, d; — cif’
edges are excluded. This exclusion introduces a bias because the potential triangles involving
these excluded edges are not counted. For each user ¢ and their neighbor j, let tgj )
the number of triangles counted by user ¢ that involve the edge (v;,v;). We also define

denote

" = max; tEj ). Then, the maximum bias resulting from a single clipped edge can be
bounded by ¢;"**.
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The expected number of clipped edges for user 7 is determined by evaluating the following

integral, where 5 = % serves as the correction term for the degree:
-8 B o
/ @e—solx\(_x — B)dx = _fo | 56—6036 + %e—sox — Le—soﬁ — ¢ )
oo 2 2 €0 € 5 2e9 2e0n

We obtain the final result by combining these elements and observing that ), ¢"** <
St <2fa(G). <

The accuracy of our estimation is demonstrated in the subsequent theorem.

» Theorem 24. When ( < g, the squared expected lo-error of algorithm 2 is bounded by

2 2 2 2 2.2
€1 €13 €0€1¢2

o <53n Smarnt nm?(n/g))

Proof. The squared {s-error can be decomposed into the square of the bias plus the vari-
ance. We have established in Corollary 23 that the bias of the algorithm is bounded by
o (50%#03) =0 (62). We will now focus on bounding the variance of the algorithm. This
variance arises from two distinct sources: the randomized response query and the Laplacian
query with restrictive sensitivity.

Regarding the noise introduced by the Laplacian query with restrictive sensitivity, its
variance is simply the sum of the variances of each term, which is

c 2
9 (e = 1) > % =0 (5%5dmazn2+2n21n2(n/<)) .
et —1 €5 E5E1EG

v, €V

Next, we consider the variance from the randomized response query. In the following
equations, we use the notation ./\fj’",~c to denote the set of neighbors v; of both v; and v}, such
that j < i < k. Note that by including one node from ./\f]*k along with v; and v, a triple
in S5 is formed. Similarly, including two nodes from ./\f]*]C along with v; and vy, results in

a quadruplet in #C;. We also notice from Definition 7 that, for (j,k) # (j/, k'), &?k is

independent to d;ﬁ/’k, and Cov (dik, d?’,k’) = 0. Hence,

Var Z Z &ik — Z Z Var(&ik)+ Z COV(&?k,d?k)

v, €V (j,k)ES; (vj,vi)E(VP)2 l/iE./\/_;k Vi,ll,i/EJ\/’]fk

=0 ((S5 + #Cj)/e3)

By Theorem 13 and Collorary 18, Var (f(G)) =0 (%” + ddyagn nlréz(znéc)). <

5152 505182

In the previous work [16], the number of terms in the variance calculation is bounded
by the number of cycles of length four, which is O (dfnaX
#Cr =0 ((5371) using the GetOrdering function in Line 2 and by including only pairs (4, k)
such that j < i < k. It is known that § < dyax and, in many practical graphs, the degeneracy

is much smaller than the maximum degree.

n) We reduce that number to
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5 0Odd Length Cycle Counting

In this section, we will describe how to utilize low-degree ordering to accurately count
odd-length cycles in graphs with bounded degeneracy. Some concepts are extended from
the previous section. As shown in Algorithm 3, the algorithm for estimating the number of
odd-length cycles is similar to Algorithm 2, except that the restricted sensitivity at Line 9 is
f, j with an estimate for the number of paths under specific

constraints. We discuss the privacy of the algorithm in the subsequent theorem. The main

larger, and at Line 8, we replace a

challenge of the proof is to demonstrate that the Laplacian query under restricted sensitivity
at Lines 5-9 is eo-differentially private.

Algorithm 3 Our algorithm for estimating the number of odd-length cycles in degeneracy-
bounded graphs.

1 Function 0ddCycleCounting
Input: Graph G = (V, E), privacy budget € = g9 + €1 + €2, k an odd number not
smaller than 5, parameter ¢
Output: Estimation of the number of k-cycles in G
[All Users and Server] ¢ < GetOrdering(G,¢eq) (Algorithm 1);
[All Users and Server]| Inquire the unbiased randomized response query with privacy
budget €1 to all users.

4 [Server] Let (di ;) represent the results collected from this query. The server then
distributes (df, ;) to all users.
5 [Server] Calculate

#Pi-a = Z [H ]dfqvlq-%—l’
1,k—4

(11,..,lp_3)EVE=3 g€

then send this information to all users;
6 [User i] d? « d? + % In(n/Q);

7 [User i] af + Mo (a?);
8 [User 1] SM—{(j,/f)\af’,j:aimzl,j<i<m};

9 [User i] & «+ Z(LH)E& #P,ii_)Q(j, k) when

#P7, (5, k) = > IT &

(11,'.',lk71)€X£’22<J‘,n) a€ll,k=2]

and XIEQQ(L k) is a set of non-repeating combination of k — 1 vertices in G* with
endpoints v; and vy, such that, for any three consecutive nodes (vq, vr, vs) in the path
with monotonic ranks, the node v; has a lower rank than v,;

10 [User i] ¢ < & + Lap (3 - (Zziﬂf . cif . #Pk,4/52>;

11 [User i] Upload ¢é; to the central server;
12 [Server] fi(G) + > &
v, eV

13 return f,(G);

» Theorem 25. Algorithm 8 provides (g + €1 + €2)-edge local differential privacy.

Proof. We need to demonstrate that Lines 5-9 of the algorithm, involving the Laplacian query
with restricted sensitivity on H js, ensure ep-differential privacy. Following the arguments

of Theorem 20, we assert that altering d entries of a?i ; changes the set .S; by at most d - (ff’
elements. A single element change in S; can alter the value of é; by
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2

SONT b e +1
# P50 k) = Z H Upggy S\ o ) #hh-a

(I1,..., lk_l)exlgijz(j,,{)qe[l,kﬂ]

N - 2 ~ . 2
Therefore, the restricted sensitivity of ¢; is d - df (Zsi) H#Pp_y/d = df (;—ﬂ) #P_4.
Consequently, the publication of ¢; at Line 9 is eo-differentially private. <

The bias of the algorithm is given in the following theorem.

» Theorem 26. With a probability of at least 1 — (, Algorithm 8 provides an unbiased
estimate of the number of k-cycles in any graph G for any odd integer k.

Proof. Since we publish dz lyst using the unbiased randomized response query, the publica-
tion is an unbiased estimation of af; lysr” Furthermore, as those estimators are independent

from one another, for each (j,x) € S; and {l1,...,l—1} € X]gi_)z(j, k), II a7, ., isan
gellk—2] 7

unbiased estimate of || aZ lypa” It results from this that #}5,8_)2(]', k) is an unbiased
q€[lk—2]

estimator of the number of paths between j and x with length k — 2 such that, for any three
consecutive nodes (vy, vy, Vs) with monotonic ranks, the node v; has a lower rank that v,.
We denote the number of such paths as #P,@Q(j7 K).

Let us introduce C,(:) = Z(j,k)esi #P]Ei_)2(j, k). Assuming no clipping occurs, which
happens with a probability of at least 1 — {, we have by linearity of expectation that both é;
and ¢; are unbiased estimators of C’,Ei). Therefore, all that remains to be proven is that the
number of k-cycles in G is equal to ZW cve C’lgi). It is evident that for each element counted
in), cyo C’,ii), there is a corresponding cycle (v;,1q,...,l._1) in G and, also, in G.

Conversely, consider a cycle of length k in G. Since it is also a cycle in G?, we can represent
it in G? as (v1,...,v). Because the cycle is of odd length, there exist three consecutive
nodes with a monotonic rank. Among all possible triplets, consider the one where the central
node has the smallest rank, denoted as (v;, 4, v,) with j < ¢ < k. Furthermore, let j =13
and k = l;_1, and assign the indices of the other nodes in the cycle to Iy through [;_o in
the order they appear in the cycle. Thus, the cycle is counted in Zuie\m C,E,i). Furthermore,
if any other node in the cycle were chosen as v;, the remaining path would not be part of
X,ii_)Q(j, #). This ensures that each cycle is counted exactly once in 3, s C,gi). <

Finally, the ¢5-error of Algorithm 3 is proven in the next theorem. The most challenging
aspect of this theorem is to bound the covariance in the summation at Lines 8 and 10. We
assert that any two dependent elements of X Igi_)Q(j, k) can be considered as a set containing
an even number of edges which forms multiple disjoint cycles with specific properties.
Consequently, we can utilize our results from Corollary 19 to bound the number of such
pairs. The proof of the theorem is given in the appendix of this paper.

» Theorem 27. When ¢ < ¢, the expected squared {o-error of algorithm 3 is bounded by

3 /1 k=3 k—2 k—2 k—3pk—2 1,2
O(é (2+5) PN T e el (n/<)>.

2 2.4 2.4_2
€1 \ &1 £5¢] €5E1€g

Before proving Theorem 27, we demonstrate the following lemma.

» Lemma 28. The expected value of the bias of Algorithm & is bounded by O (E(J%#Ck).
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Proof. We have already seen the proof of Corollary 23 that the expected value of the number
Qfon. We now have to bound the bias created by
one edge removal, i.e. the maximal number of cycles one edge can part of.

With cgj ) the number of cycles counted by 4 that involve edge (i,7), the maximal

bias for user i is bounded by Zj cgj), and the bias of the algorithm by QECOTL Zijcz(-j) <

O (5#Ch)- <

Now, we are ready to prove Theorem 27.

of clipped edges for user ¢ was bounded by

Proof of Theorem 27. The squared fo-error can be decomposed into the square of the bias
plus the variance. In Lemma 28, we established that the bias of the algorithm is bounded
R+l k=3

by O (EO%#CO =0 ((5 2 nT) We will now focus on bounding the variance of the
algorithm.

Let the indicator variable 1, ;) be 1 if the path (v,,...,1;,) exists in G?, and 0
otherwise. We also denote the random variable [
define Ug, .1, = Zqy,..., lps1) — L@y, 1p41)- This random variable Ug, .1 .,
properties that £ [U(ll _____ lp+1)] =0 and Var (U(ll ,,,,, l,,+1)) = Var (Z(ll _____ lp+1)).

Similar to the case with triangles, the variance of Algorithm 3 arises from both the
unbiased randomized response query and the Laplacian query with restricted sensitivity.

l,41)- Finally, we
) has the

N
q€[1,p] alq lat1

.....

Concerning the variance term coming from the randomized response, we have to compute
the variance of

é = Z (C} - CZ‘) e Z Z Z U(lhu-,lk—l)'

Vi€V ViEV (3,/)€Si {1y, 11 yeX (D, (4,k)

We have to take into account the term that comes from the sum of the variances of the U as
well as the one coming from the covariances between them.
To compute the sum of variances, we start with:

N 1
Var (U(l1,---7lk—l)) = H Var (aivlqi»l) =0 <52k—4) .
1

q€[l,k—-2]

Additionally, for each i and (4, ) € S;, the cardinality of X ,51_)2( 4, k) is bounded by n¥~3, and
the number of ways to choose (4, j, k) is bounded by S3, which is O (§2n) by Theorem 13. This
contributes a term in the variance from the sum of variances bounded by O (6?n*=2/ 5%’“4).

To analyze the term arising from the covariances, we first examine the covariance between
Uay,...l_1) and U(l'17~~-»l2_1)’ In the following equations, let A be the set of edges that appear

only in (Iy,...,lx_1) or (I}, .. ., l,_1), and let B be the set of edges that appear in both.
Recall that, for any (i,5) E {df’j} =0and E [&ﬁj} = Var (d%).

Cov (Ual,...,zkfl), U(l;,u.,z;._g)
_ ~O ~ P
=B I .. II .| teaole.o

_ ¢
= iy IT Var(af) = TI Tewrenlen,.,:

(i,5)€A (i,7)€B g€[1,k—2]
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We observe that the covariance between Uy, . ;) and U(l'lw-»l?c_l) is zero if the paths
(Viy, -y vy ,) and (..., vy ) do not share at least one common edge or if the edges
present in only one of the paths are not present in the original graph. Now consider the
situation where the covariance is non-zero. We have that |[B| > 0. Additionally, we will

denote v; the node responsible for counting this instance of Uy, . ;,_,) and vy the one

.....

responsible for Ug;, i .
Let V= {vi,viy, .., vy, Virs Vi - - - ,Vl;ﬁl}, and let

E:= U {(qu’qu+1)7(Vl;7yl;+1)}U{(Vlk—lﬂyi)ﬂ(Vi7yl1)7(Vlﬁﬁﬂyi’)’(yhyl’l)}'

1<q<k—2

In other words, the set E consists of the edges in the paths {l1,...,l,—1} and {I1,...,1,_;},
along with the additional edges (v, _,,vi), (v, v, ), (Vl;%l,z/i/), and (v, ). Additionally, let

A" =AU {(Vlk—17yi)7 (Vlﬁ%ﬁyi’) | (I/lk—l’yi) # (Vl;c71>yi’)}
U{(vi, vy, (Vi/’yl/l) | (vi,v,) # (Vi’7l/l’1)}'
Similarly, let
B' =BU{(,_y,vi) | vy, vi) = (g vi) b Ui, w) | (v ) = (v o) 1

In other words, the sets A’ and B’ are the sets A and B extended to include the additional
edges (vi,v,), (Vi _,,vi), (virsvy), and (v vir).

We introduce d the difference between the cardinal of B’ and B, d := |B’| — |B|. Let
q € [1,k — 2] be the cardinality of B. In this case, the covariance is O (1/5?(1). We have that
|A’| 4+ 2|B'| = 2k, which gives |A’| = 2k — 2¢ — 2d.

In the next step, we will calculate the number of the pairs of paths with |A’| = 2(k—¢—d).
Let us consider the degree of each node in (V,E). It is clear that the degrees are neither
greater than four nor less than two. A node has a degree of three only if one of the three
edges incident to it belongs to B’ and the other two to A’. A node has a degree of four if all
four edges incident to it are in A’, and it has a degree of two if both edges incident to it are
either in A’ or in B’. Hence, if we consider the graph (V, A’), we have a graph of degree two
or four, which is a union of multiple disjoint cycles.

Let the number of those disjoint cycles be ¢ and the size of those cycles be r1,...r.. We
have that Y ;_, r, = 2k — 2¢ — 2d, i.e. (ry,...,7.) is a partition of 2k — 2¢ — 2d. We know
that the number of such partitions is bounded by a function of k. Let suppose that the
bound is f(k).

Let us give the number of A’ with cycle size (r1,...,7.). We can use Corollary 16 to
show that the number of such sets A" is O ([[;_, 6"/?n™/2) = O (§¥~1-dpk=2-d) When
d =0, we know that {v;,v;} and {v;, v} are in A’. There are three consecutive nodes with
monotonic ranks in the union of disjoint cycles (V, A’). Hence, we can use Corollary 19 to
show that the number of such sets A’ is bounded by O (6k_q+1nk_q_1). By combining the
two cases, we can conclude that the number of possible sets A’ with cycle size (r1,...,7.) is
at most O (6¥~7T1=dpk=4=1) The number of possible A’ is then f(k) O (§k~1+1=dpk=a=1)
As k is a constant, the number is O (6k_q+1_dnk_q_1).

We then consider the number of configurations for B’, which consists of a union of
disjoint paths. Let the number of paths be ¢ and their lengths be r1,...,r.. We have that
|r1] 4+ +|rel = ¢, and (r1,...,7.) forms a partition of g. The number of possible partitions
is bounded by a function of k, denoted as f(k). Each part must begin and end in the node set
A’ where |A’| < 2k. Therefore, the number of possible paths 7; is at most 4k?n"* ! and the
number of possible sets B’ with the partition (r1, ..., 7.) is at most [J;_; 4k*n™ =1 = O (n?7!).
Hence, the total number of possible sets B’ is f(k) - O (n171) = O (n?7!).
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Consequently, for each set A’, the number of possible configurations for B’ is at most
O (n?71). The number of pairs of paths {l1,...,lx—1} and {f,...,lj_;} with [4"| =2(k —
q — d) is then at most O (§F4F1=dpk=1=1. ni=1) = O (§¥=2F1p*=2) Each of these pairs

2q
contributes Var (&f k) =0 (1 / E?q) to the covariance sum.

The covariance of C' can then be calculated as follows:

k—2 _ k—3
1 nk—243 1
O § ghatiph? ) =0 (5+ ) )
( 7 N

Since this bound is larger than the one for the sum of variances, we can disregard the latter.

To compute the variance resulting from the Laplacian query with restricted sensitivity,
we sum the variance of the Laplacian distribution for all nodes:

<+1\* . 42 Sdman In? .
o(S1) B[#ir) 3 % —o(Mnen y n0O g e ] )

€ €3E7€
vV 281 2%1%0

Let us now consider the expected value
~ N 2 A N
E [#Pg_J ) [#Pk_AJ + Var (#Pk_4) — #P2 , + Var (#Pk_4> : 2)

By Lemma 14 and the fact that £ — 4 is an odd number, we have #P,374 =0 (5’“*311’“*3).
The variance can be decomposed into the sum of the variances of each path, which is bounded
by O (nk*S/Efk_S), and the sum of covariances.

The covariance is non-zero only if at least two edges are shared between the two paths
and all edges that appear only once exist in the original graph. As previously discussed, this
forms a cycle structure, except for the path extremities that do not need to be connected.
Recall the definitions of the sets A and B from the previous paragraph.

The set A consists of two paths at the extremities and multiple disjoint cycles. Suppose
the number of edges in A is 2p, the number of edges in the two paths are ¢; and ¢, and
the number of disjoint cycles is ¢, with the number of edges in these cycles being r1, ..., 7.
This gives us 2p = 1 + g2 + »_;_, ri- In other words, (q1, 2,71, ..., 7.) forms a partition of
2p < 2k. The number of such partitions is bounded by a function of k. Let the bound be
£(h).

We now discuss the number of possible configurations of A for the partition
(¢1,92,71,---,7c). From Lemma 14 and Corollary 16, the number of cycles of length ¢ is
bounded by O (67/?n/2), and the number of paths of length g is bounded by O (67/2n/2+1).
Thus, the number of configurations for the partition (q1,¢q2,71,...,7¢) is:

10) <5q1/2nq1/2+1 . §92/292/2+1 H(gn/Qnmﬂ) = O (6PnP*?).

t=1

Hence, the number of possible configurations for A with 2p edges is no more than f(k) -
O (6PnPF2) = O (6PnPt2).

The number of edges in B is (2k — 8 — 2p)/2 = k — p — 4. Using the previous ar-
gument when calculating the number of possible set B’, we obtain that the number of
configurations for B is O (n*P7%). The number of configurations with [A| = 2p is
then O (5pnp+2 ~nk_”_5) =0 (6pnk_3). Hence, the overall number of combinations is

SR O (6Pnk3) = O (F0nh3).
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From the previous paragraph, we observe that the covariance term outweighs the sum
of the variances, leading to Var (#pk,4) =0 (6k_5nk_3). Additionally, when calcu-

lating E [#PIS—J in (2), it is evident that #P? , dominates Var (#13;@,4), resulting in

E {#I:’,?%] = O (6*3n*=3). Substituting E [#15574} with O (6¥73n%73) in (1), we find
that the variance from the Laplacian mechanism is bounded by

5k72dmamnk72 §k—3pk—2 1n2 (n/o
o< a7 )

2 4.2
€81 €281€0

We obtain the theorem result by summing the variance from the unbiased randomized
response query and the variance from the Laplacian query with restricted sensitivity. |

6 Conclusion

In this work, we introduced a private vertex ordering algorithm. The transformation on
the graph induced by this ordering reduces the count of specific order-sensitive motifs while
preserving the overall graph structure. Due to its reliance on the Laplacian mechanism, the
algorithm performs well even in high-privacy settings, making it an excellent preprocessing
step for subgraph counting queries.

Within this framework, we first propose a new triangle counting algorithm whose accuracy
depends on the count of specific ordered subgraphs. By combining this algorithm with the
ordering preprocessing step, we achieve an expected error of O (n) for graphs with bounded
degeneracy, compared to the O (n2) error seen in the current state of the art.

Subsequently, we extended the algorithm to address the more general case of odd-length
cycle counting. We propose the first purely local differentially private counting algorithm
specifically designed for cycles longer than triangles. Under the assumption of bounded
degeneracy, the algorithm achieves an error of O (n(kfl)/ 2) for cycles of length k.

Due to the constraints of local differential privacy, it might be assumed that the range
of tasks we can perform on graphs under this privacy notion is limited. However, in this
work, we demonstrate that more precise information can be published under local differential
privacy by restricting our inputs to certain types of graphs. We believe that parameterized
algorithms under local differential privacy represent an intriguing research area that can
contribute significantly to both algorithm design and information privacy.

One limitation of this method is that the relative error can become significantly large
when the number of cycles is small (or even zero), even in cases where the graph’s degeneracy
— and consequently the fs-error of our algorithm — is high. Identifying a class of graphs for
which an algorithm with bounded relative error can be designed would be a direction for
future research. Another question for future investigation is determining lower bounds for
degeneracy-bounded graphs under the local differential privacy.
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