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—— Abstract

We consider the problem of releasing a sparse histogram under (e, §)-differential privacy. The stability
histogram independently adds noise from a Laplace or Gaussian distribution to the non-zero entries
and removes those noisy counts below a threshold. Thereby, the introduction of new non-zero values
between neighboring histograms is only revealed with probability at most §, and typically, the value
of the threshold dominates the error of the mechanism. We consider the variant of the stability
histogram with Gaussian noise.

Recent works ([Joseph and Yu, COLT ’24] and [Lebeda, SOSA ’25]) reduced the error for private
histograms using correlated Gaussian noise. However, these techniques can not be directly applied
in the very sparse setting. Instead, we adopt Lebeda’s technique and show that adding correlated
noise to the non-zero counts only allows us to reduce the magnitude of noise when we have a sparsity
bound. This, in turn, allows us to use a lower threshold by up to a factor of 1/2 compared to the
non-correlated noise mechanism. We then extend our mechanism to a setting without a known
bound on sparsity. Additionally, we show that correlated noise can give a similar improvement for
the more practical discrete Gaussian mechanism.
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1 Introduction

Releasing approximate counts is a common task in differential private data analysis. For
example, the task of releasing a search engine log, where one wants to differentially private
release the number of users who have searched each possible search term.

The full domain of search terms is too large to work with directly, but the vector of
all search counts is extremely sparse as most phrases are never searched. The standard
approach to exploit sparsity while ensuring differential privacy is the stability histogram
[1,3,5,12,13,15,25]. The idea is to preserve sparsity by filtering out zero counts and then
adding noise from a suitable probability distribution to the remaining ones. Unfortunately,
some filtered-out counts could be non-zero in a neighboring dataset, and thus, revealing
any of them would violate privacy. To limit this privacy violation, the stability histogram
introduces a threshold 7 and releases only those noisy counts that exceed 1+ 7. This way,
we might still reveal the true dataset among a pair of neighboring datasets if one of these
counters exceeds the threshold, but with an appropriate choice of 7, this is extremely unlikely
to happen.

? Christian Janos Le.beda and Luka§ Retschmeier;

37 icensed under Creative Commons License CC-BY 4.0
6th Symposium on Foundations of Responsible Computing (FORC 2025).
Editor: Mark Bun; Article No. 23; pp. 23:1-23:20

\\v Leibniz International Proceedings in Informatics
LIPICS Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, Dagstuhl Publishing, Germany


mailto:christian.j.lebeda@gmail.com
https://orcid.org/0000-0001-9517-8466
mailto:lure@di.ku.dk
https://orcid.org/0000-0003-2805-9939
https://doi.org/10.4230/LIPIcs.FORC.2025.23
https://arxiv.org/abs/2412.10357
https://creativecommons.org/licenses/by/4.0/
https://www.dagstuhl.de/lipics
https://www.dagstuhl.de

23:2

The Correlated Gaussian Sparse Histogram Mechanism

In our setting, one single user may contribute to many counts; hence, using the Gaussian
Sparse Histogram Mechanism (GSHM) [12,24] might be preferable. The GSHM is similar to
the stability histogram, but it replaces noise from the Laplace distribution with Gaussian
noise. To analyze the (g,0) guarantees of the GSHM, one has to find an upper bound for 4,
which is influenced by the standard Gaussian mechanism and the small probability of infinite
privacy loss that can happen when the noise exceeds 7. We denote these two quantities as
dgauss and dj¢. Recently, [24] gave exact privacy guarantees of the GSHM, which improves
over the analysis by [12] where dgauss and i, were simply summed. Their main contribution
is a more intricate case distinction of a single user’s impact on the values of dgauss and
Oinf- This allows them to use a lower threshold with the same privacy parameters. Their
improvement lies in the constants, but it can be significant in practical applications because
the tighter analysis essentially gives better utility at no privacy cost.

Our goal is to reduce the error further. Because the previous analysis is exact, we
must exploit some additional structure of the problem. Consider a d-dimensional histogram
H(X) =", X, for X =(Xi,...,X,) for users with data X; € {0,1}?. Notice that adding
a single user to X can only increase counts in H(X), whereas removing one can only decrease
counts. Lebeda [16] recently showed how to exploit this monotonicity by adding a small
amount of correlated noise. This reduces the total magnitude of noise almost by a factor of 2
compared to the standard Gaussian Mechanism. So, it is natural to ask if we can adapt this
technique to the setting when the histogram is sparse. This motivates our main research
question:

Question: When can we take advantage of monotonicity and use correlated noise to
improve the Gaussian Sparse Histogram Mechanism?

1.1 OQur Contribution

We answer this question by introducing the Correlated Stability Histogram (CSH). Building
on the work by [16], we extend their framework to the setting of releasing a histogram under
a sparsity constraint, that is | H (X)|lo< k for some known k. This is a natural setting that
occurs e.g. for Misra-Gries sketches, where k is the size of the sketch [18,21]. Furthermore,
enforcing this sparsity constraint is necessary to achieve the structure required to benefit
from correlated noise.

Correlated GSHM. We introduce the Correlated Stability Histogram (CSH), a variant of
the GSHM using correlated noise. Our algorithm achieves a better utility-privacy trade-off
than GSHM for k-sparse histograms. Similar to the result of Lebeda [16], we show that
correlated noise can reduce the error by almost a factor of 2 at no additional privacy cost. In
particular, our main result lies in the following (informally stated) theorem:

» Theorem 1 (The Correlated Stability Histogram Mechanism (Informal)). Let H(X) = Y7 X,
denote a histogram with bounded sparsity, where X = (X1,...,X,) and X; € {0,1}2. If the
GSHM privately releases H(X) under (e,0)-DP with noise magnitude o and removes noisy
counters below a threshold T, then the Correlated Stability Histogram Mechanism (CSH)
releases H(X) also under (e,6)-DP with noise of magnitude o/2 + o(1) and removes noisy
counters below a threshold /2 + o(1).

As a baseline, we first analyze our mechanism using the add-the-deltas [12] approach
and show that even this approach outperforms the exact analysis in [25] in many settings.
We then turn our attention to a tighter analysis, which uses an intricate case distinction to
upper bound the parameter . Furthermore, we complement our approach with the following
results:
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Generalization & Extensions. We extend our mechanism to multiple other settings, includ-
ing extensions considered in [24]. First, we generalize our approach to allow an additional
threshold that filters out infrequent data in a pre-processing step. Second, we discuss how
other aggregate database queries can be included in our mechanism. Last, we generalize to
top-k counting queries when we have no bound for ||H(X)||o.

Discrete Gaussian Noise. Our mechanism achieves the same improvement over GSHM
when noise is sampled from the discrete Gaussian rather than the continuous distribution.
We present a simple modification to make our mechanism compatible with discrete noise.
This has practical relevance even for the dense setting considered by Lebeda [16].

Organization. The rest of the paper is organized as follows. Section 2 introduces the
problem formally and reviews the required background. Section 3 introduces the Correlated
Stability Histogram, our main algorithmic contribution for the sparse case. Furthermore,
in Section 4 we generalize our approach to the non-sparse setting. The extensions of our
technique to match the setting of Wilkins et al. [24] are discussed in Section 6. In Section 7,
we show how to adapt our mechanism for discrete Gaussian noise. Finally, we conclude the
paper in Section 8 and discuss open problems for future work.

Additionally, numerical evaluations in Section 5 confirm our claim that we improve the
error over previous techniques.

2  Preliminaries and Background

Given a dataset X € U*, where U* := [ J;°_ U™ is the set of datasets with any size, we want
to perform an aggregate query A under differential privacy. We focus on settings where
each user has a set of elements, and we want to estimate the count of all elements over the
dataset. Therefore, we consider a dataset X = (Xi,...,X,,) of n data points where each
X; € {0,1}. Our goal is to output a private estimate of the histogram H(X) € N¢, where
H(X) =", X;!. For any vector H € R?, we define the support as UH) = {i € [d] : H; #
0} and denote the ¢y norm as ||H||o:= |U(H)|, being the number of non-zeroes in H. In this
work, we focus on settings where the dimension d is very large or infinite.

Proposed by [10], differential privacy (DP) is a property of a randomized mechanism. The
intuition behind differential privacy is that privacy is preserved by ensuring that the output
distribution does not depend much on any individual’s data. In this paper, we consider
(e, d)-differential privacy (sometimes referred to as approximate differential privacy) together
with the add-remove variant of neighboring datasets as defined below. Note that by this
definition |X|=n and |X'|=n + 1:

» Definition 2 (Neighboring datasets). A pair of datasets are neighboring if there exists an i

such that either X = (X1,..., X{_, X[ 1,..., X)) or X' = (X1,..., Xi_1, Xiq1,..., X)
holds. We denote the neighboring relationship as X ~ X'.

» Definition 3 ( [11] (e, )-differential privacy). Given € and 6, a randomized mechanism
M U* = Y satisfies (e,0)-DP, if for every pair of neighboring datasets X ~ X' and every
measurable set of outputs Y € Y it holds that

PriM(X) € Y] < e PriIM(X') € Y] + 4.
! Note that in the differential privacy literature the term histogram is often used for the special case

where users each have a single element. We use it for consistency with related work (e.g. [24]). The
setting we consider is closely related to the problem of releasing one-way marginals.
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We shortly denote the case where § = 0 as e-DP. Differential privacy is immune to post-
processing. Let M : U* — R be a randomized algorithm that is (¢,0)-DP. Let f : R — R’ be
an arbitrary randomized mapping. Then f o M :U* — R’ is (g,8)-DP.

An important concept in differential privacy is the sensitivity of a query, which restricts the
difference between the output for any pair of neighboring datasets. We consider both the ¢
sensitivity and, more generally, the sensitivity space of the queries in this paper.

» Definition 4 (Sensitivity space and {5 sensitivity). The sensitivity space of a deterministic
function f : U* — R? is the set Af = {f(X) — f(X') € RY | X ~ X'} and denote

Ix||2= \/2?21 x? as the Ly norm of any x € R%. Then the {y sensitivity of f is defined as
B = g 1£(X) = FX) = s xl

The standard Gaussian mechanism adds continuous noise from a Gaussian distribution to
f(X) with magnitude scaled according to Lemma 5.

» Lemma 5 ( [4, Theorem 8] The Analytical Gaussian Mechanism). Let f : U* — R?
denote a function with ¢y sensitivity at most As. Then the mechanism that outputs f(X) +
(Zy,--+,Zq), where each Z; ~ N(0,0?) are independent and identically distributed, satisfies
(e, 9)-differential privacy if the following inequality holds

Ay €0 Ay €0
>0 —=—— | - ——= - —
6_ (20’ AQ) € ( 20 AQ)

where ®(X) denotes the cdf of the Gaussian distribution.

2.1 The Gaussian Sparse Histogram Mechanism

We consider the problem of releasing the histogram H(X) of a dataset X = (X1,---,X,,)
where each X; € {0,1}¢ under differential privacy. The standard techniques for releasing a
private histogram are the well-known Laplace mechanism [10] and Gaussian mechanism [4,9],
which achieve e- and (g,0)-DP, respectively. Although this works well for dense data, it
is unsuited for very sparse data where ||H(X)|o< d because adding noise to all entries
increases both the maximum error as well as the space and time requirements. Furthermore,
the mechanisms are undefined for infinite domains (d = c0).

; Ogauss

Ogauss

a) Only loss by Gaussian Mechanism b) Only infinite privacy loss ¢) Loss by both events

Figure 1 Examples of different kinds of neighboring datasets for the Gaussian Sparse Histogram
Mechanism where a single user can contribute to at most four counters, thus || X;|o< 4. These
counters are depicted in green. a) For the example on the left, the mechanism behaves exactly as
running the Gaussian mechanism on a restricted domain. b) In the case in the middle, we only
have to bound the probability that one of the green elements together with the additive noise term
exceeds the threshold 1+ 7. ¢) The case on the right is the most difficult case for the privacy analysis
because the overall § value depends on both kinds of changes.
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In the classic sparse histogram setting where || X;|o= 1, the preferred technique un-
der (g,6)-DP is the stability histogram which combines Laplace noise with a thresholding
technique (see [1,3,5,12,13,15,25]).

In this paper, we consider the Gaussian Sparse Histogram Mechanism (see [12,24]), which
replaces Laplace noise in the stability histogram with Gaussian noise. This is often preferred
when users can contribute multiple items as the magnitude of noise is scaled by the /5
sensitivity instead of the ¢; sensitivity. The GSHM adds Gaussian noise to each non-zero
counter of H(X) and removes all counters below a threshold 1+ 7. Find the pseudocode in
Algorithm 1. We discuss the impact of the parameter 7 below.

Algorithm 1 The Gaussian Sparse Histogram Mechanism (GSHM).

Input: Parameters o and 7, histogram H(X) € N

1. Let H= {O}d.

2: for each i € [d] where H(X); # 0 do
3 Sample Z; ~ N (0,0?).

4 if H(X); + Z; > 1+ 7 then

5: Set H; = H(X); + Zi.

6 end if

7: end for

8: Release H.

To get (e,9) differential privacy guarantees, we observe that there are two sources of
privacy loss that have to be accounted for by the value of 0: dgauss from the Gaussian noise
itself and the probability of infinite privacy loss dj,¢, when a zero count is deterministically
ignored in one dataset, but possibly released in a neighboring one. These events have infinite
privacy loss because they can only occur for one of the datasets. Therefore, d;,¢ bounds the
possibility of outputting a counter that is not present in the neighboring dataset. Figure 1
gives some intuition about the role of dgauss and dj,¢. Throughout this section, we assume
that || X;||o< k for some known integer k < d.

2.2 The add-the-deltas Approach

The following approach appeared in a technical report in the Google differential privacy
library [12]. Similar techniques have been used elsewhere in the literature (e.g. [25]). We
refer to this technique as add-the-deltas. We have to account for the privacy loss due to
the magnitude of the Gaussian noise. Therefore, the value of dgauss is typically found by
considering the worst-case effect of a user that only changes non-zero counters in both

histograms. The value of dgauss follows from applying Lemma 5 (compare also Figure 1a) ).

The event of infinite privacy loss is captured by d;,¢. This is bounded by considering the
worst-case scenario of changing k zero-counters to 1 and the fact that infinite privacy loss
occurs exactly when any of these k counters exceed the threshold in the non-zero dataset
(compare Figure 1b) ).

The observation for the add-the-deltas approach is that dgauss + dipf is a valid upper
bound on the overall § value, and hence the condition of Lemma 6 is sufficient to achieve
differential privacy.

23:5
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» Lemma 6 ( [12] add-the-deltas). If pairs of neighboring histograms differs in at most k
counters then the Gaussian Sparse Histogram Mechanism with parameters o and T satisfies
(€, 6gauss + Oynyp)-differential privacy where

Vk  eo . VEk  eo T\
6gauss@<2o_\/E —eP *%*ﬁ s and 6Z7Lf*17©(5) .

2.3 Exact Analysis by Taking the Max over the Sensitivity Space

While the add-the-deltas approach is sufficient to bound § it does not give the tightest
possible parameters. Wilkins et al. [24] were able to derive an exact value for 6. Compared
to the add-the-deltas approach above, the key insight is that the two worst-case scenarios
cannot occur simultaneously for any pair of neighboring histograms. This means that each
counter either contributes to dgauss 0 dinf, but never to both. In the extreme cases, either
all k& counters flip from zero to one, from one to zero, or none of them do between neighboring
datasets. Thus, we only need to consider a single source of privacy loss. In the other (mixed)
cases, we have to consider both sources of privacy loss, but the change is smaller than for the
worst-case pair of datasets. A small example is depicted in Figure 1. Wilkins et al. [24] used
this fact to reduce the threshold required to satisfy the given privacy parameters using a
tighter analysis. We now restate their main result: the exact privacy analysis of the GSHM.

» Lemma 7 ( [24] Exact Privacy Analysis of the GSHM). If pairs of neighboring histograms
differs in at most k counters then the Gaussian Sparse Histogram Mechanism with parameters
o and T satisfies (g,0)-differential privacy where v(j) = (k — j)log ® ( ) and

T
g
k
6Zmax[1¢(7—) ,
o

max1— & (Z)kij + @ <Z)k7j [q) <\6 _ (5_7(]))0> ey (\ﬁ _ (5_7(?))U>} 7

JE[k] g o 20 \/j’ 2 \/j
max & <\/3 _ W) _ st (_ﬁ _ <€+W)>ff> }
j€E(k] 20 Nz % 77 .

Note that we use a slightly different convention from [24]. We use a threshold of 1 + 7 rather
than 7. Furthermore, they also consider a more general mechanism that allows for optional
aggregation queries and an additional threshold parameter. Although our work can easily
be adapted to this setting as well, these extensions are not the focus of our main work to
simplify presentation. A discussion of the extensions can be found in Section 6.

2.4 The Correlated Gaussian Mechanism

Our work builds on a recent result by Lebeda [16] about using correlated noise to improve
the utility of the Gaussian mechanism under the add-remove neighboring relationship. They
show that when answering d counting queries, adding a small amount of correlated noise to
all queries can reduce the magnitude of Gaussian noise by almost half. We restate their main
result for (e, d)-differential privacy with a short proof as they use another privacy definition.

» Lemma 8 ( [16] The Correlated Gaussian Mechanism). Let H(X) = Y I | X, where
X; € {0,1}%. Then the mechanism that outputs H(X) 4+ Zor1? + (Z1,---, Zq) satisfies
(¢,6)-DP. Here 1% is the d-dimensional vector of all ones, Zeor ~ N(0,02/7), and each
Z; ~ N(0,0?) where

6Zq)<\/d+'y_ 2e0 )_egq)(_\/d—i—'y 2e0 >

40 Vd+ 7 0 Jdt~




C. J. Lebeda and L. Retschmeier

Proof. This follows from combining the inequality for the standard Gaussian mechanism
(see Lemma 5) with [16, Lemma 3.5]. Furthermore, if we set v = v/d as in [16, Theorem 3.1]
we minimize the total magnitude of noise. Notice that the value of ¢ scales with v/d for
the standard Gaussian mechanism and it scales with %\/m = %\/d +v/d here. We
add two noise samples to each query, and the total error for each data point scales with

LT a1 = (VA4 )2 «

Concurrently with the result discussed above, [14] considered the setting where user
contributions are sparse such that || X;|jo< k for some k < d/2. They give an algorithm that
adds the optimal amount of correlated Gaussian noise for any d and k < d/2. It is natural
to ask whether this algorithm can improve error for our setting since they focus on a sparse
setting. However, their improvement factor over the standard Gaussian mechanism depends
on the sparsity. Naively applying their technique for the setting of the GSHM where k < d
yields no practical improvements. We instead focus on adapting the technique from [16]. We
discuss a more restrictive setting where the technique of [14] applies in Section 8.

3  Algorithmic Framework

We are now ready to introduce our main contribution, a variant of the Gaussian Sparse
Histogram Mechanism using correlated noise. We first introduce our definition of k-sparse
monotonic histograms. Throughout this section, we assume that all histograms are both
k-sparse and monotonic. Intuitively, we define monotonicity on a histogram in a way that
captures the setting where the counts are either all increasing or all decreasing. Observe that
due to the monotonicity constraint, we have that the supports U and U’ for two neighboring
histograms satisfy either U C U’ or U’ C U. We use this property in the privacy proofs
later. The histograms are also monotonic in [24], but they do not require k-sparsity. We
provide a mechanism for a setting where the histograms are not k-sparse in Section 4. There
we enforce the sparsity constraint using a simple pre-processing step. Both sparsity and
monotonicity are required in order to achieve the structure between neighboring histograms
required to benefit from correlated noise.

» Definition 9 (k-sparse monotonic histogram). We assume that the input histogram is
k-sparse. That is, for any dataset X we have |H(X)|lo< k. Furthermore, the sensitivity
space of H is {0,1}4 U {0, —1}¢. That is, the difference between counters of neighboring
histograms are either non-decreasing or non-increasing.

One example of k-sparse monotonic histograms is Misra-Gries sketches. Merging Misra-
Gries sketches is common in practical applications. The sensitivity space of merged Misra-
Gries sketches of size k exactly matches Definition 9 (See [18]). Our algorithm is more general
than Misra-Gries sketches and satisfies differential privacy as long as the structure between
neighboring histograms holds for all pairs of neighboring datasets.

Notice that Definition 9 implies that neighboring histograms differ in at most & counters.
As such, we can release the histogram using the standard Gaussian Sparse Histogram
Mechanism. Wilkins et al. [24] already uses the fact that counters are either non-decreasing
or non-increasing in their analysis. We intend to further take advantage of the monotonicity
by adding a small amount of correlated noise to all non-zero counters. This allows us to
reduce the total magnitude of noise similar to [16]. The reduced magnitude of noise in turn
allows us to reduce the threshold required for privacy. The pseudocode for our mechanism is
in Algorithm 2.

23:7
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Algorithm 2 Correlated Stability Histogram (CSH).

Input: Parameters k, o and 7, histogram H(X) € N? where ||H(X)]|o< k.

1: Let H = {O}d.

2: Sample Zeorr ~ N (0,02/\/@.

3: for each i € [d] where H(X); # 0 do

4: Sample Z; ~ N (0,02).

5: if H(X)z + Zi + Zeorr > 1+ 7 then
6: Set H; = H(X); + Zi + Zeorr-

7: end if

8: end for

9: Release H.

We first give privacy guarantees for Algorithm 2 in a (relatively) simple closed form similar
to the add-the-deltas approach. Later, we give tighter bounds using a more complicated
analysis similar to Lemma 7. Unfortunately, the proofs from previous work in either case
rely on the fact that all noisy counters are independent. That is clearly not the case for
our mechanism because the value of Z,,, is added to all entries. Instead, we use different
techniques to give similar results, starting with the add-the-deltas approach. The following
lemma gives a general bound for the event that one of j correlated noisy terms exceeds a
threshold 7. We use this in the proof for both approaches later.

» Lemma 10 (Upper bound for Correlated Noise). Let Zcor ~ N(0,0%/Vk) be a single sample
for a real k > 0 together with j additional samples Z1,...,Z; ~ N(0,0%). Then for any

7> 0, we have Pr[3i € [j] : Zeorr + Z; > 7] <1 =@ (7/(0 (k74 + 1)))j+1 .

Proof. The proof is in Section B.2. <

3.1 The add-the-deltas Analysis

The following Theorem 11 proves privacy guarantees of our mechanism using a similar
technique than the one proposed by the Google Anonymization Team [12] and Wilson et
al. [25] which is known as add-the-deltas. The total value for ¢ is split between dgauss and
O;nf Which accounts for the two types of privacy loss that are relevant to the mechanism.
Like with the GSHM, these values are found by considering worst-case pairs of neighboring
histograms for each case. However, a pair of neighboring histograms cannot be worst-case
for both values as seen in Figure 1 which motivates the tighter analysis later in the section.

— ﬂl—lﬂ—'m !

Figure 2 The separation technique of the Ogauss and 5inf used in Theorems 11 and 12. The idea

is to construct an intermediate histogram H(X) with the same support U’ as H(X') but only reflect
the changes that can cause infinite privacy loss between H(X) and H(X').
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» Theorem 11 (add-the-deltas technique). Algorithm 2 satisfies (€, 0gauss + jny)-differential
privacy for k-sparse monotonic histograms where

k+Vk 2e0 R k+Vk 2e0
5gauss:¢’ - —eP | - -
do k+Vk do k+Vk

k+1
T
Oing =1 =@ <a(1+k/)> -

Proof. By Definition 3, the lemma holds if for any pair of neighboring k-sparse monotonic
histograms H(X) and H(X') and all sets of outputs Y we have

PI’[CSH(H(X)) S Y] <e® PI‘[CSH(H(X/)) € Y] + 5gauss + Oipf -

We prove that the inequality above holds by introducing a third histogram. This new
histogram is constructed such that it is between H(X) and H(X'). We first state the
desired properties of this histogram and then show that such a histogram must exist for all
neighboring histograms. Assume for now that there exists a histogram H (X) € N¢ where
the following two inequalities hold for any set of outputs Y:

Pr[CSH(H(X)) € Y] < f Pr[CSH(H(X')) € Y] + dgauss » (1)

Pr[CSH(H(X)) € Y] < Pr[CSH(H(X)) € Y] + 61y (2)

Then the inequality we need for the lemma follows immediately since

Pr[CSH(H (X)) € Y] < Pr[CSH(H (X)) € Y] + iy
< e*Pr[CSH(H(X')) € Y] + dgauss + Oint -

Next, we show how to construct H(X) from H(X) and H(X’), and finally we show that
each of two inequalities holds using this construction. Let U = {i € [d] : H(X); # 0} denote
the support of H(X) and define similarly U’ and U. We construct H(X) such that it has
the same support as H(X'), that is U’ = U. For all i € (UNU’) we set H(X); = H(X); and
for all i ¢ (U NU') we set H(X); = H(X');. In other words, we construct H(X) such that
(1) H(X') and H(X) only differ in entries that are in both U and U’ (2) H(X) and H(X)
only differ in entries that are in only one of U and U’. This allows us to analyze each case
separately to derive our values for dgauss and djy¢. An example of this construction is shown
in Figure 2.

We start with the case of dgauss using H(X') and H(X). Let CSH’' denote a new
mechanism equivalent to Algorithm 2 except that the condition on line 5 is removed. Notice

that with H(X') or H(X) as inputs C'SH’ is equivalent to the Correlated Gaussian Mechanism
restricted to U’. Since |U’|< k we have by Lemma 8 that

Pr[CSH'(H(X)) € Y] < e Pr[CSH'(H(X')) € Y] + gauss -

Notice that if we post-process the output of CSH' by removing entries below 1 + 7, then
the output distribution is equivalent to CSH. Equation (1) therefore holds because post-
proccessing does not affect differential privacy guarantees (see Definition 3).

The histograms H(X) and H(X) only differ in entries that all have a count of 1 in one
of the histograms while they all have a count of 0 in the other. d;,; accounts for the event
where any such counter exceeds the threshold because the distributions are identical for
the shared support. The probability of this event is increasing in the number of different
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A

elements between H(X) and H(X) and therefore, the worst case happens for neighboring
datasets such that H(X) = 1% and H(X) = 0*. Note that this bound also hold when zero
counters in H(X) are non-zero in H (X) We focus on one direction because the proof is
almost identical for the symmetric case. We bound the probability of outputting any entries
from H(X), that is H; := 1+ Zeor + Z; > 1+ 7 for at least one i € (U \ U’). The bound for
Oint follows from setting j = k in Lemma 10. |

In Section B.1, we show how to directly compute the required threshold based on the result
in Theorem 11.

3.2 Tighter Analysis

Next, we carry out a more careful analysis that considers all elements from the sensitivity
space similar to [24]. As discussed above, we cannot directly translate the analysis by Wilkins
et al. because they rely on independence between each entry. Due to space constraints, we
refer the full proof to the full version of the paper [17], and we only give a short intuition
behind the theorem here.

» Theorem 12 (Tighter Analysis). First define v(j) = min <\/5,; j—i—\/E), P(m) =

m+1
o (m) ,and £(§) = e+ In(¢(k — j)). Then Algorithm 2 with parameters k, o,

and T satisfies (e, 0)-differential privacy for k-sparse monotonic histograms, where

6>max[1—¢(k),<1> ktvk 20\ g VEtVE_ 20 )
4o k+Vk 40 k+ vk

jé?ﬁiﬁ—“k—f>”’(”§?—§§>)—GE‘D(‘E(?‘W’

e (- 50) e (50 -5 |

The result relies on a case by case analysis where each term in the maximum corresponds

to a specific difference between neighboring histograms. The first two terms covers cases
when we only have to consider either the infinite privacy loss event or the Gaussian noise,
respectively. The remaining terms cover the differences when we have to account for both
Gaussian noise and the threshold similar to case ¢) in Figure 1. The first of the internal
maximum covers the cases where U D U’ and |U’|< j, while the second covers the cases
where U C U’ and |U|< j. For each case in our analysis, we split up the impact from
Gaussian noise and the threshold. Together, these cases cover all elements in the sensitivity
space for k-sparse monotonic histograms.

4 Top-k Counting Queries

The privacy guarantees of Algorithm 2 are conditioned on the histogram being k-sparse for all
datasets. Here we present a technique when we do not have this guarantee. Specifically, we
consider the setting when the input is a dataset X = (Xy,---, X,,) where X; € {0,1}¢. We
want to release a private estimate of H(X) = >""_, X;, and X; can have any number of non-
zero entries. We use superscript to denote the elements of the histogram in descending order
with ties broken arbitrarily such that H(X)M) > H(X)® > ... > H(X)@-D > H(X)@,
This setting is studied in a line of work for Private top-k selection: [2,8,19,22,23,26].
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Our algorithm in this setting relies on a simple pre-processing step. We first find the
value of the (k + 1)’th largest entry in the histogram. We then subtract that value from all
entries in the histogram and remove negative counts. This gives us a new histogram which we
use as input for Algorithm 2. We show that this histogram is both k-sparse and monotonic
which implies that the mechanism has the same privacy guarantees as Algorithm 2.

Algorithm 3 Top-k Mechanism using Correlated Gaussian Noise.

Input: Parameters k, o, and 7, dataset X = (X1,..., X,,) where X; € {0, 1}%.
Let H(X) =", X,.
Let H(X) = {0}
for each i € [d] do
Set H(X); = max(0, H(X); — H(X)®*+D),
end for
Release CSH(k,o, 7, H(X)).

» Lemma 13. The function H : {0,1}*d — N9 in Algorithm 3 produces k-sparse monotonic
histograms.

Proof. The proof is in Appendix B.3. <

Since Algorithm 3 simply returns the output of running Algorithm 2 with a k-sparse
monotonic histogram it has the same privacy guarantees.

» Corollary 14. The privacy guarantees specified by Theorems 11 and 12 hold for Algorithm 3.

Algorithm 3 introduces bias when subtracting H(X)®*+1) from each counter as a pre-
processing step. If we have access to a private estimate of H (X)(kH) we can add it to all
counters of the output as post-processing. Since this estimate would be used for multiple
counters, similar to Z.,, we might want to use additional privacy budget to get a more
accurate estimate. This can be included directly in the privacy analysis. If we e.g. release
H(X)*+D = H(X)*+D 4 A(0,02/VE) the privacy guarantees from Theorem 11 hold if we

change Vk+Vk to Vk+5VE in dgauss-

5 Numerical Evaluations

To back up our theoretical claims, we compare the error of the Correlated Stability Histogram
against both the add-the-deltas approach [12] and the ezact analysis [24] of the uncorrelated
GSHM. We consider the error in both privacy analysis approaches for our mechanisms as
well (Theorems 11 and 12).

We compare the parameters of the mechanisms when releasing k-sparse monotonic
histograms. We ran the experiments shown in Figure 3 with the same privacy parameters as
in [24]2, which is € = 0.35 and § = 10~°. Following their approach, we plot the minimum 7
such that each mechanism satisfies (g, §)-DP for a given magnitude of noise. Note that our
setting of ||H (X)||o< k differs from [24], so the experiments are not directly comparable.

2 in turn based on the privacy guarantees of the Facebook URL dataset [20].
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Minimal 7 for k = 51914 for parameters § = 1077 and € = .35
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(a) Same €,0,k as in [24] (b) Some improvement also for smaller k.

Figure 3 The results of our experiments. Using the same parameters as in [24], the graphs show
the minimum T required to get (0.35,1075)-DP guarantees for a noise level . The green line denotes
the tight analysis of [24], the red shows the add-the-deltas [12] approach and the blue and orange
lines are our results. The marked points denote the minimum T for each techm’qma) Uses the
same parameters as in [24]. As high values of k are preferable for our mechanism, we bring down
the threshold from = 13950 to =~ 7860, lowering it by ~ 43%: b) We get some small improvement
even for small k values. Note that since our mechanism adds two noise samples the plot shows the
total magnitude of notise.

Results. The first plot shown in Figure 3a) resembles the same k = 51914 used in [24,
Figure 1 (A)]. In this setting, one can lower the threshold by approximately 43%. Because
our technique favors large k (we have to scale the noise with %\/ k 4+ vk instead of vk), we
also include the case were k = 10 is small in Figure 3b). The plots show that we make some
small improvements even in that case. Even in that case, our looser add-the-deltas analysis
for the CSH beats [24]. Note that the values of ¢ in Algorithm 1 and Algorithm 2 are not
directly comparable, because we add noise twice in Algorithm 2. For a fair comparison, we
instead use the total magnitude of noise in the plots. For the CSH we plot the value of
(02 4+ 02 /Vk)Y/? = (1 +1/VE)/?0. The dotted lines indicated the minimum magnitude of
total noise for which GSHM and CSH satisty (e, d)-DP.

6 Extensions

The setting in [24] is slightly different from ours. Here we discuss how to adapt our technique
to their setting and consider two extensions of the GSHM we did not include in the pseudocode
of Algorithm 1.

Additional sparsity threshold. The mechanism of Wilkins et al. [24] employs a second
threshold 7" < 7 that allows to filter out infrequent data in a pre-processing step: All counters
below 7/ are removed before adding noise. The high threshold 7 is then used to remove noisy
counters similar to both Algorithms 1 and 2. This generalized setup allows them to account
for pre-processing steps that the privacy expert has no control over. Our setting corresponds
to the case where 7/ = 1, and it is straightforward to incorporate this constraint into our
mechanism: For a given 7/, we simply have to replace 7 with the difference between the two
thresholds in all theorems. In fact, this situation is very similar to our result in Section 4
where we remove all values below a lower threshold 7/ = 1 + H(X)®**1 before adding noise.

Note that the lower threshold of [24] is assumed to be data independent. If it is data-
dependent, one must take care not to violate privacy. The privacy guarantees hold if we
can give guarantees about the structure of pre-processed neighboring datasets similar to
Lemma 13.
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Aggregator functions. Wilkins et al. [24],consider a setting where we are given an aggregator
function A which returns a vector when applied to any dataset X.

If any j € [d] in the privatized released histogram H(X) j» exceeds the threshold, the
aggregator function is applied to all data points where X; ; = 1. The aggregated values are
then privatized by adding Gaussian noise which shape and magnitude can be set independently
of the magnitude of noise added to the count. The privatized aggregate is then released along
with H (X);. This setup is motivated by group-by database operations where we first want

to privately estimate the count of each group together with some aggregates modeled by A.

We did not consider aggregate functions in our analysis and instead focused on the
classical setting, where we only wanted to privately release a sparse histogram while ignoring
zero counters. Wilkins, Kifer, Zhang, and Karrer account for the impact of the aggregator
functions in the equivalent of dgauss in [24, Theorem 5.4, Corollary 5.4.1].

In short, the effect of aggregators can be accounted for as an increase in the /5 sensitivity
using a transformation of the aggregate function. The same technique could be applied to
our mechanism. This would give us a similar improvement as Lemma 22 over the standard
GSHM. It’s not as clear how the mechanisms compare under the tighter analyses.

The core idea behind the correlated noise can also be used to improve some aggregate
queries. This can be used even in settings where we do not want to add correlated noise to
the counts. The mechanism of Lebeda uses an estimate of the dataset size 7 to reduce the
independent noise added to each query. They spent part of the privacy budget to estimate
7. However, in our setting, we already have a private estimate for the dataset size for the
aggregate query in H(X);.

If each query is a sum query where users have a value between 0 and some value C' € R,
we can reduce the magnitude of noise by a factor of 2 by adding (7 — n)C/2 to each sum (It
follows from [16, Lemma 3.6]). We can use a similar trick if A computes a sum of values in
some range [L,U]. The standard approach would be to add noise with magnitude scaled
to max(|L|, |U|) (see e.g. [25, Table 1]). Instead, we can recenter values around zero. As an
example, A contains a sum query with values in [100,200]. We subtract (L + U)/2 from
each point so that we instead sum values in [—50,50] and reduce the sensitivity from 200
to 50. As post-processing, we add 150 - ﬁ(X)j to the estimate of the new sum. The error
then depends on H(X); — H(X);. As with the Correlated Gaussian Mechanism, we gain an
advantage over estimating the sum directly if A contains multiple such sums because we can
reuse the estimate H (X); for each sum.

7 From Theory towards Practice: Discrete Gaussian Noise

All mechanisms discussed in this paper achieve privacy guarantees using continuous Gaussian
noise which is a standard tool in the differential privacy literature. However, real numbers

cannot be represented exactly on computers which makes the implementation challenging.

We can instead use the Discrete Gaussian Mechanism [7]. In this section, we modify the
technique by Lebeda [16] to make the mechanism compatible with discrete Gaussian noise
Nz(0,0?) and then provide privacy guarantees for the discrete analogue to Algorithm 2 using
p-zCDP. We first list required definitions and the privacy guarantees of the Multivariate
Discrete Gaussian:

» Definition 15 (Discrete Gaussian Distribution). Let o € R with o > 0. The discrete Gaussian

distribution with mean 0 and scale o is denoted Nz(0,02). It is a probability distribution
—2?/(20%)
e

ST ST

supported on the integers and defined by Vx € 7 : Pr
X~Nz(0,02)
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» Definition 16 ( [6] Zero-Concentrated Differential Privacy). Given p > 0, a randomized
mechanism M : U* — Y satisfies p-zCDP, if for every pair of neighboring datasets X ~ X'
and all a > 1 4t holds that Dy (M(X)||IM(X')) < pa, where Do (M(X)||M(X")) denotes
the a-Rényi divergence between the two distributions M(X) and M(X'). Furthermore,
Zero-Concentrated Differential Privacy is immune to post-processing.

» Lemma 17 ( [6] zCDP implies approximate DP). If a randomized mechanism M satisfies
p-2CDP, then M is (¢,6)-DP for any § > 0 and e = p+ 2+/plog(1/9).

» Lemma 18 ( [7, Theorem 2.13] Multivariate Discrete Gaussian). Let 01,...,04 > 0 and p > 0.
Let q : U* — 7% satisfy Zie[d] (¢(X); —q(X");)?/a? < 2p for all neighboring datasets X ~ X'.
Define a randomized algorithm M : U* — 7% by M(X) = q(X) + Z where Z; ~ Nz(0,0?)
independently for each i € [d]. Then M satisfies p-zCDP.

Next, we present a discrete variant of the Correlated Gaussian Mechanism and prove that it
satisfies zCDP. We can then convert the privacy guarantees to approximate differential privacy.
We combine this with the add-the-deltas technique for a discrete variant of Algorithm 2.
This approach does not give the tightest privacy parameters, but it is significantly simpler
than a direct analysis of approximate differential privacy for multivariate discrete Gaussian
noise (see [7, Theorem 2.14]). The primary contribution in this section is a simple change
that makes the correlated Gaussian mechanism compatible with the discrete Gaussian. We
leave providing tighter analysis of the privacy guarantees open for future work.

Algorithm 4 The Discrete Correlated Gaussian Mechanism.

Input: Parameters k& and o, monotonic histogram H(X) € N*.

1: Let H = {O}k

2: Sample Zeorr ~ N7z (0,402/\/@.

3: for each i € [k] do

4: Sample Z; ~ N7 (0,40?).

5: Set H; = H(X)l + (Zl + Zcorr)/Q.
6: end for

7. Release H.

» Lemma 19. Algorithm 4 satisfies p-2CDP where p = (k 4+ Vk)/(80?).

Proof. Fix any pair of neighboring histograms H(X) and H(X’). We prove the lemma for the
case where H(X)— H(X') € {0,1}*. The proof is symmetric when H(X)— H(X') € {0, —1}*.

Construct a new pair of histograms H(X), H(X’) € N¥t1 such that H(X); = 2- H(X);
for all i € [k] and H(X)py1 = 0. We set H(X'); =2- H(X'); — 1 for all i € [k] and finally
H(X)jy1 = 1. A A

We clearly have that H(X) € Z¥*! and H(X') € Z¥*! for all possible H(X) as required
by Lemma 18. Now, we set 07 = 402 for i € [k] and o7, = 40%/vE. We constructed
H(X) and H(X') such that they differ by at most 1 in all entries for any pair of neighboring
histograms. We therefore have that

S BX) - HX)2 o2 < S 1/0? = k/(40%) +VE/(40%) = 2.

1€[k+1] i€k+1]

By Lemma 18 we have that D, (M (X)||M (X)) < pa for all a > 1, where M(X) = H(X)+Z
and Z; ~ N(0,02). The output of M(X) can be post-processed such that H; = (M (X); +
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M (X)k+1)/2. Notice that such a post-processing gives us the same output distribution as
Algorithm 4 for both H(X) and H(X’). The algorithm therefore satisfies p-zCDP because
the a-Rényi divergence cannot increase from post-processing by Definition 16. |

Note that the scaling step is crucial for the privacy proof. It would not be sufficient to
simply replace Z; ~ N (0,02) with Z; ~ Nz (0,02). We need to sample noise in discrete
steps of length 1/2 instead of length 1. Otherwise, the trick of centering the differences
between the histograms using the k£ + 1 entry as an offset does not work. If we prefer a
mechanism that always outputs integers, we can simply post-process the output. Next, we
give the privacy guarantees of the Correlated Stability Histogram when using discrete noise.

» Lemma 20. Let Zoorr ~ Nz (0,402 /VE) and Zy, ..., Z), ~ Nz(0,402). Then for any 7 > 0
we have that:

: 2rk~ /4 2r  1*

Pr[3i: Zeor+ Z; > 27] <1-Pr Nz(07402/\/E) < W:| .Pr {Nz(0,402) < AT

Proof. The proof follows the same structure as for Lemma 10. If Z.,,, < 27k‘1/4/(k;_1/4 +1)
and maxyz, .z, Z; = Z < 27/(k~*/* 4+ 1) then the sums cannot be above 27. The only
difference is that we have to split up the probabilities. In the discrete case the probabilities
slightly change when we rescale. |

Finally, we can replace the Gaussian noise in Algorithm 2 with discrete Gaussian noise.
Using the add-the-deltas approach and the lemmas above we get that.

» Theorem 21. For parameters k, o, and T, consider the mechanism M:N% — Q% that
given a histogram H(X): (1) runs Algorithm 4 with parameters k and o restricted to
the support of H(X) (2) removes all noisy counts less than or equal to 1 + 7. Then M
satisfies (€, dgauss + 6mf)—DP for k-sparse monotonic histograms, where 0gquss is such that

(k +Vk)/(802)-2CDP implies (¢, d gquss)-DP and
2rk—1/4 F

Sing = 1= Pr [No(0,40%/VE) < =

2T
2

. < -
] Pr |:Nz(0,40’ ) < ey
Proof. The proof relies on the construction of an intermediate histogram from the proof of
Theorem 11. We have that

A

PrIM(H(X)) € Y] < PrIM(H(X)) € Y] + bint
< e Pr[M (H(X/)) eY]+ dgauss + Oinf »

where the first inequality follows from Lemma 20 and the second inequality follows from
Lemma 19. Both inequalities rely on the fact that the histograms are k-sparse. |

8 Conclusion and Open Problems

We introduced the Correlated Stability Histogram for the setting of k-sparse monotonic
histograms and provided privacy guarantees using the add-the-deltas approach and a more
fine-grained case-by-case analysis. We show that our mechanism outperforms the state-of-
the-art — the Gaussian Sparse Histogram Mechanism — and improves the utility by up to a
factor of 2. In addition to various extensions, we enriched our theoretical contributions with
a step towards practice by including a version that works with discrete Gaussian noise.
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Uunlike the previous work [24], our bound in Theorem 12 is not tight. It would be
interesting to derive exact bounds for our mechanism as well. Finally, we point out that the
uncorrelated GSHM is still preferred in some settings. The CSH requires an upper bound
on ||H(X)l||o, whereas GSHM requires a bound on || X;|lo. If we have access to a bound
I X:]lo< k but no sparsity bound, we can apply our technique from Section 4. This approach
works well when the dataset is close to k-sparse, but if the dataset is large with many high
counters the pre-processing step can introduce high error. Furthermore, if histograms are
k-sparse, but we additionally know that || X;||o< m, for some m < k, our improvement factor
changes. If m < k/4, the GSHM has a lower error than the CSH. However, in that setting, it
might still be possible to reduce the error using the technique of Joseph and Yu [14]. We
leave exploring this regime for future work.
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A Table of Symbols and Abbreviations
The following Table 1 summarizes the symbols and abbreviations used throughout the paper.
Table 1 Symbols used throughout the paper.

Symbol Description

GSHM Gaussian Sparse Histogram Mechanism
CSH Correlated Stability Histogram
A Any aggregate query

X, X, X" ed* datasets on domain U where U* = Ur_,um
X ~ X/ Neighboring datasets

H(X) Histogram H(X) =), X;
H(X)® i’th largest item in H(X)
[IH]lo £p-norm of vector H (number of non-zeroes)
uu’ Support of H(X), H(X')
€,0 Privacy Parameters
T>0 Threshold is 1 4+ 7
dgauss ¢ from Gaussian noise
Oinfs 5ijnf Probability of infinite privacy loss, for j counts
N(0,02?) 0-centered normal distribution
Nz(0,0?) O-centered discrete normal distribution [7]

®(z); @ 1(x) CDF of the normal distribution; inverse CDF

B Omitted Proofs of Lemmas

We omitted the proofs of several lemmas from the main body to fit our main contributions
within the recommended page limit. Here, we restate the lemmas and present the proofs.

B.1 Computing the threshold for add-the-deltas

Here we state a short lemma on how to compute the threshold for Algorithm 2 based on the
result in Theorem 11.

» Lemma 22 (Computing the threshold 7). For a fized privacy budget €,6 and parameters k and
o, the add-the-deltas technique requires 7 > &1 ( U1 — 6 — 5gauss) . (1 + k’1/4) o where
O~ is the inverse CDF of the normal distribution and dgauss 15 defined as in Theorem 11.

Proof. Observe § — dgauss > Oinf = 1 — @(m)k‘*‘l. Taking ®~! on both sides yields

m > ¢! ( /T —§ — §gauss). Multiplying by o (1 + k*1/4) proves the claim. <

B.2 Proof of Lemma 10

» Lemma 10 (Upper bound for Correlated Noise). Let Zcor ~ N(0,0%/Vk) be a single sample
for a real k > 0 together with j additional samples Z1,...,Z; ~ N(0,0%). Then for any

7 >0, we have Pr[3i € [j] : Zeopr + Z; > 7] <1 =@ (7/(0 (kY4 + 1)))j+1 .
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Proof. We first give a bound for Z.., and the Z;’s independently, which is sufficient for
us to bound the probability of this event. First, observe that the j uncorrelated terms
Z; ~ N(0,0?) are independent, and we are interested in bounding the maximum of them
and hence:

T T J T ’
QL N | = - ] .
br {zf?ixzj Zis g kl/‘J Pr [N(O’” <13 kl/‘J ® <a 1+ I<:—1/4)>
Similarly, we have for Z.oy, ~ N (0, 02/\/E) that

—1/4 —1/4
Pr|z.. <" | _g Tk o —T ).
1+ k=174 o (L+k=14)  k-1/4 o (L4 k174

Notice that if both Z; < 7/(1+k~Y4) and Zeore < 7k~ /*/(14+k~/4) hold then Zeope+Z; < 7.
As such, we can prove that the lemma holds since

Th—1/4 T
Pr[Zeom + Zf{}?fij Zi > 1] < Pr |:Zc0rr > 11 p-1/4 \v anaXZ7 Zi > 14-16_1/4:| (3)

Tk_l/4 T
1P [z < 1+k:—1/4} Pr [fol_ixzj Zi < 1+k;—1/4]

(4)
T o
=l-e <0(1+k1/4)>

where step (3) holds by a union bound and step (4) holds because the random variables Zcoyy
and Z = maxz, .. z. Z; are independent. |

B.3 Proof of Lemma 13

» Lemma 13. The function H : {0,1}7%4 — N9 in Algorithm 8 produces k-sparse monotonic
histograms.

Proof. By Definition 9 we have to show two properties of H. It must hold for any X that
| H(X)|lo< k and for any neighboring pair X ~ X’ we have H(X) — H(X') € {0,1}% or
H(X) - H(X') € {0,-1}%.

The sparsity claim is easy to see. Any counter that is not strictly larger that H(X)**! is
removed in line 4. By definition of H(X')**!  there are at most k such entries.

To prove the monotonicity property, we must show that counters in H either all increase
or all decrease by at most one. We only give the proof for the case where X is constructed
by adding one data point to X’. The proof is symmetric for the case where X is created by
removing one data point from X’.

We first partition H(X’) into three sets: Let U = {i € [d] | H(X'); > H(X")k+D1,
M={icld| HX); = HX)*DY and L = [d] \ {U, M}. Because we have H(X); —
H(X"); € {0,1} for all i € [d], also H(X)*+1) — F(X")(k+1) ¢ {0,1}. Note that the (k+1)'th
largest entry might not represent the same element, but we only care about the value.

Consider the case where H(X)*+D = H(X")*+1), We see that for all I € L : H(X); =
H(X'); =0, and for all v € U we have H(X'), — H(X), = H(X"), — H(X)*+Y) — H(X),, +
H(X')*+1) € {0,1} because we subtract the same value and increment H(X'),, by at most
one. Some elements m € M might now be exactly one larger than H(X’)**+Y in H(X), but
still H(X),, € {0,1} by definition. Thus we have that H(X) — H(X') € {0,1}%.
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Now, consider the case where H(X)®#+1) = [ (X")(*+1) 1. No element [ € L can become
larger or equal to the new (k + 1)’th largest element, so still H(X'); = H(X); = 0. Elements
in u € U get reduced by at most one for H(X), because they either are increased together
with the H(X’)*+1) and then H(X), — H(X'), = 0, or they stay the same in which case
H(X), = H(X"), — 1. One can also see that for m € M, H(X),, — H(X)**D ¢ {0, -1},
depending on whether or not they increase together with H(X)(k+1). As such we have
H(X),, = 0 for all m € M. Therefore, H(X) — H(X') € {0, -1} <
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