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—— Abstract

The Look-Compute-Move model (LCM) is adopted to study swarms of mobile robots that have
to solve a given problem. Robots are generally assumed to be autonomous, indistinguishable,
anonymous, homogeneous and to move on the Euclidean plane. Different LCM sub-models have
been theorized to study different settings and their computational power. Notably, the literature has
focused on four base models (i.e., OBLOT, FSTA, FCOM, LUMZT) that differ in memory and
communication capabilities, and in different synchronization modes (e.g., fully synchronous FSYNCH,
semi-synchronous SSYNCH).

In this paper, we consider fault-prone models where robots can suffer from crash faults: each
robot may irremediably stop working after an unpredictable time. We study the general FAULT
DETECTION (FD) problem which is solved by a swarm if it correctly detects whether a faulty robot
exists in the swarm. The FAULT IDENTIFICATION (FI) problem additionally requires identifying which
robots are faulty. We consider 12 LCM sub-models (OBLOT, FSTA, FCOM, LUMZ, combined
with FSYNCH, SSYNCH, and the round-robin RROBIN) and we study the (im)possibility of designing
reliable procedures to solve FD or FI. In particular, we propose three distributed algorithms so that
a swarm can collectively solve FD under the models LUMIFSH  FCOMFNH  and LU MIPEEY,
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1 Introduction

Imagine having a swarm of firefighter robots still in an area, aimed at surveilling it from
fires and extinguishing them. Such robots perform an infinite sequence of computational
cycles: at each clock, some of them are activated, they look at the environment, they process
the snapshot just taken and, if a fire has been sensed, they properly move to fight it. They
are provided with limited, energy-saving message protocols for intra-swarm communication;
external communication is allowed only in case of emergency, due to its consumption.

From a theoretical point of view, systems and scenarios like this have been deeply studied
over the last two decades. Specifically, the Look-Compute-Move (LCM) model [19] has been
adopted to study dynamic distributed systems and formalize swarm of elementary and mobile
robots with computational capabilities (network of sensors, drones, mobile software agents...).
In this model, an activated robot performs an LCM cycle, so it looks at its surroundings,
computes its next position by executing a distributed algorithm, and then reaches it. Much
literature has been interested in designing and analyzing distributed algorithms the swarm
can use to solve a collaborative task, called problem. Typically, robots are required to arrange
according to some conditions (Pattern Formation [11, 17,27, 29], Gathering [10, 16, 18, 21],
or Scattering [20, 23]), or to travel in the environment (Flocking [7], Exploration [3]).
Generally, robots are assumed to be autonomous, homogeneous, indistinguishable, anonymous,
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and punctiform entities in the Euclidean plane. According to storage and communication capa-
bilities, four settings have been proposed to study different computational powers: OBLOT
(oblivious and silent robots), FST.A (silent but with constant-size storage capabilities),
FCOM (oblivious but with constant-size communication capabilities) and LUMZ (with
constant-size communication and storage capabilities). Transversally, different modes have
been proposed in terms of robot activation and synchronization. In the semi-synchronous
mode (SSYNCH), time is split into atomic rounds and at each round, an arbitrary non-empty
subset of the swarm is activated and it executes an LCM cycle in perfect synchrony. The
fully synchronous mode (FSYNCH), where all the robots are activated at each round, is the
most studied SSYNCH sub-mode; instead, little attention was given to the round-robin mode
(RROBIN), where all robots are activated one by one before being reactivated with the same
sequential order [15].

Most of the literature has considered fault-free (aka correct) robots: robots have infinite
precision in perception and computation, they correctly compute the target destination,
they always reach the computed destination, and they never crash. However, such strong
assumptions are unrealistic: therefore, literature has started considering fault-prone systems.
Various types of faults have been considered in the LCM model [15]: robots may suffer from
imprecise perceptions [9], inaccurate or non-rigid movements [2, 24], byzantine behaviors [1,
13, 14, 22], or crash faults after which they stop working forever [6, 13, 26]. For this purpose,
fault-tolerant algorithms have been designed to solve problems under fault-prone systems.

In this work, we focus on systems prone to crash faults, i.e., where robots may stop
working irremediably and thus do not execute their LCM cycle when activated. Let us
go back to the introduction example: in the case of a firefighter swarm, a lower number
of functioning robots than the scheduled number may be insufficient to fight a possible
fire. Due to the criticism of the scenario, all the robots should be ready to intervene, thus
it is important to design trusty systems where the not-crashed (aka, correct) robots can
promptly and autonomously detect whether there exists a crashed robot and, in this case,
send an external message to request human intervention and maintenance. This illustrative
scenario exemplifies the importance of a distributed system to be able to autonomously
detect and/or identify the presence of faulty entities within the system. Different approaches
can be theorized to be applied when a fault is correctly detected:

robots stop working to avoid compromising the integrity of the system (swarm freezing);

robots try to solve the original task (fault tolerance) or a weaker version of it (best effort);

robots solve a different problem, e.g., try to fix faulty robots (fault recovery).

Note that freezing the swarm may be a prior step to fault recovery. Preliminary to these
approaches, robots may have to solve the FAULT DETECTION (FD) and FAULT IDENTIFICA-
TION (FI) problems. A swarm solves FAULT DETECTION if the correct robots detect whether
there exists at least a faulty robot in the swarm; FAULT IDENTIFICATION requires the correct
robots to identify which robots are correct and which are faulty. Here, we propose an initial
study for the FD and FI problems under the LCM model, paving the way for further work
that may study the consequent reactions to recover the systems from faults.

Related work and our contribution. The research in faulty-prone robot swarms has focused
on providing fault-tolerant algorithms for the classic problems [4, 5, 6, 12, 13, 15, 25, 26, 28, 30].
Yet, a fault-tolerant algorithm does not necessarily contain a fault detection module, hence
it does not assume that the correct robots are aware of the presence of the faulty ones.
The concept of failure detector was first introduced by Chandra and Toueg in [8] for
solving Consensus in asynchronous systems prone to crash faults. Although the authors
considered a different distributed model than the LCM one (i.e., static system of n processes,
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each one equipped with a specific algorithm, and completely connected through trusty
message channels), their work defines some properties (e.g., strong/weak completeness and
accuracy) that a failure detector should reasonably enjoy, independently of the distributed
system to which is applied. For the LCM model, the idea of failure detector has been
considered in [28, 30], where the authors provide some crash-fault detector modules as part
of solutions for the Flocking problem!. Thus, their failure detectors are strictly based on
the algorithms provided for Flocking. Their idea is to make correct robots compare the
positions of the others, and thus understand when a robot has crashed since it has not
changed position for too many activations. For this comparison, robots are allowed to store
a variable Spysprevopser Which contains the set of positions of robots in the system during
the last previous observation, thus granting each robot an infinite persistent memory?.

In this paper, we embark on a general study of how a swarm of robots can detect whether
there are faulty robots in the swarm, and, possibly, identify them, independently of the
primary problem the swarm is solving. Note that we aim to detect/identify faults even when
the swarm has reached a static configuration since it has terminated its task or because the

swarm must stay still in a particular configuration (e.g., a regular polygon and a point).

One can criticize the sense of detecting faults in a swarm where apparently robots have
to do nothing. The motivation lies in the fact that robots may be required to stay in a
particular configuration ready to be activated by an event scheduler simulating an external
event occurring in the environment (e.g., a fire for the firefighter swarm). Always being
correct is a key requirement for trustworthy and fault-aware systems that can aptly detect
and react to a failure.

Preparatory to our investigation, the first part of this work formalizes the occurrence
of crash faults and defines the FAULT DETECTION (FD) and FAULT IDENTIFICATION (FI)
problems. As in [8], we define two properties (i.e., reliability and punctuality) that a FD or
FT algorithm should enjoy; yet, differently from [8], we work only on algorithms that never

provide false positives, and we analyze the delays within which a fault is detected/identified.

We take into account 12 robot models (OBLOT, FSTA, FCOM, LUMZ, combined with
the modes FSYNCH, RROBIN, SSYNCH), and we study generic solutions for FD or FI under
such models. Note that, differently from [8, 28, 30], we consider models where robots can
store and communicate at most a constant-size amount of data, thus they can neither use
their persistent memories to track the past snapshots of the swarm [28, 30], nor send the
list of their suspects to the other robots [8]. We prove a reliable FI procedure cannot exist
under LUMTIF™E  Instead, we provide three FD procedures for three models: LU MZFSNCH
(punctual), FCOM™™H (punctual), and LUMI®PN (reliable). We prove the impossibility
of designing a reliable or punctual FD procedure under the other 9 models. Due to a lack of
space, the proofs of the majority of our results have been moved to Section A. To the best of
our knowledge, this is the first work addressing fault detection for the LCM model using a
general approach.

2 Preliminaries

2.1 Models

This work investigates how FD and FI can be solved under different robot models. All the

models we consider present some core features, while they differ in a set of variable features.

1 The Flocking problem requires robots to move together on the plane while maintaining a pattern.
2 If the swarm is composed of n robots, SposprevObser € (RQ)".
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Core features. A swarm of robots is modeled as a set of autonomous mobile robots
R = {ro,..., n_1} acting in the Euclidean plane R%. Robots are indistinguishable (they
cannot be distinguished by external appearance), anonymous (they are not provided with
any id), homogeneous (they execute the same algorithm), and punctiform entities. Each
robot has a local coordinate system and a sensor through which it perceives all the robots in
the plane. Each robot r has a light 1ig, whose color is chosen from a constant-size palette £.
We assume that £ contains at least the blank color ¥, the default one. All the robots in the
swarm are provided with the same deterministic algorithm, which is executed every time a
robot is activated. The algorithm also defines the colors in £ and a total order of £; such
colors are used to update the light of each robot. By default, a robot is idle. When activated
by the activation scheduler, a robot r executes a Look-Compute-Move cycle: it takes the
snapshot of the whole swarm (Look), it executes the algorithm using the sole snapshot as
input (Compute), and it can update the color of 1ig, and subsequently it travels along a
straight trajectory towards the computed destination (Move). After that, it returns idle, so
that it can be activated by the scheduler again. The snapshot of r contains the positions
(according to the local coordinate system of r) and colors of all the robots of the swarm: no
other information about the swarm can be perceived (e.g., whether robots are idle/active,
still/moving). We assume rigid movements, i.e., each robot reaches its computed destination
during its Mowve step. The local coordinate systems of the robots in the swarm may not be
the same (disoriented robots); moreover, the local coordinate system of any robot may not
persist from one activation to another (variable disorientation). Robots are allowed to form
multiplicities, i.e., to occupy the same point of the plane at the same time. However, we
assume strong multiplicity detection, so that each robot can see all the robots (and their
colors) which form a multiplicity.

Variable features. We now present the features under study: memory, communication, and
synchronization. Regarding robots’ memory and communication capabilities, we consider the
four models mainly proposed in the literature. Formally, such differences are implemented
in the visibility of the robot lights which can be used as a persistent memory and/or a
communication means. In the OBLOT model (w/o memory, w/o communication), the
robots’ lights are visible to no robot in the swarm (equivalently, £ = {§} for any algorithm).
In the FST A model (with memory, w/o communication), 1ig,. is visible only to r, for each
r € R. In the FCOM model (w/o memory, with communication), 1ig, is visible to all robots
but r. In the LUMZ model (with memory, with communication), each 1ig,. is visible to each
robot in R. Regarding the synchronization of robots, we consider only synchronous modes,
so that time is divided into atomic rounds; a subset of robots is activated at each round, and
they perform their LCM cycle in perfect synchrony. In particular, in the semi-synchronous
mode (SSYNCH) an arbitrary non-empty subset of robots is activated at each round. We
always assume the fairness condition: for each time ¢ and for each robot r, there exists a
finite time ¢’ > ¢ when r is activated. The fairness condition allows us to measure time as a
sequence of consecutive and finite epochs: an epoch is the minimal time frame within which
all robots are activated at least once. We consider two sub-modes of SSYNCH. In the fully
synchronous mode (FSYNCH), the whole swarm is activated at each round. In the round-robin
mode (RROBIN), all robots are activated in sequence, one robot in each round, before being
reactivated in the same order. An epoch always lasts one round for FSYNCH and n rounds for
RROBIN. The choice of the subset of robots activated at every time is made by an activation
scheduler.
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» Definition 1 (Activation Scheduler). Given a swarm of robots R, an activation scheduler is
a function A : N — 2R defining the subset of the swarm 2A(t) C R activated at time3 t > 0.

Notation. We use the notation XY to indicate a model for robots that possess all the above
core features and that has X € {OBLOT,FSTA, FCOM,LUMZI} as communication-
memory setting and Y € {S,F,RR} as synchronization mode (i.e., SSYNCH, FSYNCH, RROBIN,
resp.). We indicate with M the set of the resulting 12 robot models. For a model XY € M,
we will consider both the fault-free version (i.e., where all robots are assumed to be always
correct) and the fault-prone version (i.e., where robots may suffer from crash faults).

Configurations and snapshots. Given a global coordinate system Z on R2 (unknown by
the swarm), we define the global state of a robot r; at time ¢ € N as the pair §; = (2;, &)
where 2, € R? is the position of r; according to é, and ¢; € £ is the light color of r;, at
time ¢. If r; performs an LCM cycle at time ¢ and r; changes its global state in (2}, é}) in the
related Move step, we assume that such change becomes effective at time ¢ + 1. If a group of
# > 0 robots have the same state é at time ¢, we say they form a (global) color-multiplicity,
denoted as {C}#. A configuration of the swarm at time ¢ is the set C' = {{Co}#0,-- ., {Ck } s}
defining all the distinct color-multiplicities that exist at time ¢ (thus, Z?:o #;=n).

From a robot’s point of view, the configuration of the swarm can be perceived differently:
as a matter of fact, each robot r has its own local (and not persistent) coordinate system,
and the color of the robots’ lights may be not visible to r. By convention, we always assume
that when a light is not visible to a robot r, then r sees such light as §-colored?. Let = be
the local coordinate system of r at time ¢. A local color-multiplicity {(}# is a set of # > 0
robots with the same local state ¢ = (z, c), where z is their position according to Z, while ¢
is their light color seen by r. A snapshot can be described as a “local configuration” from
the point of view of r. Thus, the snapshot of r at time ¢ is the tuple ({(o}#0s .-, {Ch}#n)
containing all the distinct local color-multiplicities seen by r. We always assume that the
first color-multiplicity {{o}#, of a snapshot represents the local color-multiplicity containing
the robot r itself. Note that a snapshot is represented and managed as an ordered data
structure: such an order allows an activated robot to distinguish its state (y from the others
Ci>o0 (which are ordered according to the local coordinate system of r and the total order of
the colors in £).

2.2 Crash fault schedulers

A crash fault on a robot r at time ¢ implies that r will no longer execute an LCM cycle from
time ¢ onward. In other words, r remains idle for any time ¢’ > ¢. Until ¢, r is said to be
correct. According to this, we formalize the occurrence of crash faults for a swarm of robots
through a scheduler of crashes.

» Definition 2 (Crash Scheduler). A crash scheduler for a swarm R is a function ¢: R —
NU{oo} defining for each robot r the time where r crashes (i.e., stops working). If ¢(r) = oo,
r never crashes.

We say that a crash scheduler ¢ is k-survival if |{r € R | ¢(r) = co}| > k, i.e., it keeps at
least k robots always correct. We always assume that a crash scheduler is at least 1-survival.

3 The time domain we consider is N, including 0.
4 Note that r may not see even its own light.
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» Definition 3 (Suppression Scheduler). Given a crash scheduler ¢ defined for a swarm R,
we define the related suppression scheduler as the function €. : N — 2% so that

C(t)i={reRr |c(r) <t}.

For a given time ¢t € N, €.(t) is the set of robots crashed at a time ¢’ < ¢ according to c.
Obviously, it holds that €.(¢') C €.(t). When no ambiguity arises, we will use € instead of
€. by omitting to indicate the related crash scheduler.

A swarm is governed by both an activation scheduler and a suppression scheduler, which
operate simultaneously, each independently of the other. Hence, it is convenient to define
the behavior of the combined scheduler which determines, for each time ¢t € N, the subset of
robots that will actually become active and start performing their LCM cycle at time ¢.

» Definition 4 (Combined Scheduler). Given 2, € respectively an activation and a suppression
scheduler defined on the same swarm R, the combined scheduler is the function A\ € : N — 27
defined as

A\ E(t) = At) \ €(t).

Note that, despite 2 is always assumed fair, a combined scheduler 2 \ € guarantees fairness
iff €(t) = @ for each time ¢t € N.

3 Fault Detection and Fault Identification

3.1 Problems and procedures

Let R = {rg,...,mn—1} be a swarm of robots executing a given distributed algorithm A
for solving a problem P under a fault-free model M. If we consider the same swarm and
the same problem under the fault-prone version of M, we are interested in making robots
concurrently cope with two problems: the primary problem P, and the FAULT DETECTION
problem. The FAULT DETECTION problem (FD) is an agreement-related problem asking
for a swarm of robots to reach awareness about the presence of a faulty robot if it exists.
Basically, the swarm is required to behave in this way:

if the first crash fault has occurred at time t.,.qsn, there must exist a finite time tgezect

when at least a robot detects there exists a fault and stays still. Afterward, all the other

(correct) robots must reach the awareness of the presence of a fault and stay still;

until tgetect, the robots have to continue solving the primary problem by executing A.
As for the other agreement-related problems typical of distributed systems (e.g., Consensus,
Broadcast, Leader Election), FD aims to make all robots in the swarm agree on the same
information (i.e., the absence or the presence of a faulty robot) and the same reaction (i.e.,
solve the primary problem or freeze the swarm, resp.). The awareness of a crash can be
formally implemented in each robot by setting a local boolean variable z whose value is
updated at each LCM cycle by running a FAULT DETECTION procedure during the Compute
step.

FAULT DETECTION procedure
Input: A snapshot o of the swarm.
Output: 2z« FAULT if a faulty robot is detected in o; z + CORRECT otherwise.

Formally, if a crash fault has occurred for the first time at t..qspn, then tgetect is the first time
when at least one robot detects the fault by executing a FD procedure, sets z < FAULT, and
stays still. Accordingly, a finite time togree > tdetect €xists where all the correct robots of



S. Clemente and C. Feletti

the swarm agree on the presence of the fault by setting their variable z to FAULT and thus
stay still. As we will prove in this paper, there could be an intrinsic delay between trqsn
and t4etect When the first robot detects that fault and/or tqgrcc When the swarm reaches the
agreement on that fault (thus solving FD).

Primary Problem Agreement Frozen Swarm
A
1 1 1
T T T
0 terash tdetect tagree S
—_—

Detection Delay

The FAuLT IDENTIFICATION problem (FI) is more sophisticated than FD since it requires
robots to distinguish the faulty robots from the correct ones in the swarm. Formally, if a robot
r; € R has crashed at time t.rqsn,, then FI requires that there exists a finite time tgetect;
when at least a robot identifies r; as faulty. Afterward, as for FD, all the correct robots are
required to converge on the information “r; is faulty” by a finite time t4grce, > taetect, -

To solve F1I, each robot queries a FAULT IDENTIFICATION procedure, which returns a
vector z so that z; = FAULT (z; = CORRECT, resp.) if the corresponding j-th robot in the
snapshot o has been identified as faulty (correct, resp.). Indeed, a FI procedure simulates a
FD one. For the sake of clarity, we will use the function-like notation z(r;) to indicate the
value in z which refers to the robot r;: this allows us to ignore the local index of r; according
to the snapshot o.

FAuLT IDENTIFICATION procedure
Input: A snapshot o of the swarm R = {ro,...,7n—1}.
Output: 2z € {FAULT,CORRECT}", where z(r;) = FAULT iff r; is identified as faulty in o.

3.2 Reliability and puntuality

We here define and analyze some properties about FD/FI procedures. Let F be a FD
procedure for R = {ro,...,r,—1}. We define A = torasn — tdetect as the detection delay,
where t..qsn 1S the time of the first crash in R, and tgesect is the first time when F returns
FAULT. If F is a FI procedure, we define A; = ¢(r;) —t; as the identification delay for a robot

r;, where c(r;) # oo is the crash time of r; and ¢; is the first time F returns z(r;) = FAULT.

We say that A and A; are undefined if the related faults have never occurred.

We firstly state that, if F is a FD (FI, resp.) procedure that never outputs a false
positive, then a fault in the swarm (of r;, resp.) cannot be detected (identified, resp.) in
the same round of its occurrence. This means that A > 0 (A; > 0, resp.). We prove the
statement for FD; the proof for FI is similar.

» Lemma 5 (No Instantaneous Detection). Let F be a FD procedure which never outputs
false positives. Then, if terqsn s the time of the first crash, then F returns CORRECT at
time terash-

We say that a FD/FI procedure guarantees reliability if:
(i) (no false positive) it never detects/identifies a fault when it does not exist in the
swarm (for FD) or in a particular robot (for FI);
(ii) (finite delay) it detects/identifies a fault with a finite delay after its occurrence;
(iii) (coherence) once detected/identified, it continues to detect/identify the fault in the
following rounds.

10:7
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Formally, let F be a FD procedure for a swarm R = {rg,...,r,—1}. We say that F is reliable
when, given any crash scheduler ¢ for R, the following conditions hold:

(i) if F returns FAULT at time ¢ then €.(t — 1) # &;

returns FAULT for any time t' > tgetect.
At the same time, if F is a FI procedure, we say that it is reliable if we have:

(i) if F returns z(r;) = FAULT with ¢ € {0,...,n — 1} at time ¢t € N then ¢(r;) < t;

at any time t' > ;.
We say that a FD/FI procedure F is punctual if it is reliable and it holds the stronger
condition that:
if ¢(r;) = terash # 00 then F returns FAULT (for FD) or z(r;) = FAULT (for FI) for any
time ¢’ > terash + 1.
In other words, F is punctual when it detects/identifies the fault starting from the subsequent
round after a crash occurrence; thus, it never outputs false negatives (starting from tepqsn +1).

3.3 Time conditions

In the previous section, we proved that a fault cannot be detected/identified at the same
round when it occurs. Here, we provide further time conditions on when a fault can or cannot
be detected/identified.

» Definition 6 (Missing Activation). Let A, € be an activation and a suppression scheduler
for a swarm R, respectively. We say that there is a missing activation of r € R at timet € N
if r € A(t) N E(t). We denote with fma(r) the time of the first missing activation of r.

» Definition 7 (Fault Ignorance Time, FIT). Let 2, €. be an activation and a suppression
scheduler for a swarm R, respectively. Let r € R be a robot whose crash time is ¢(r) # oo and
fma(r) is its first missing activation time, with fma(r) > ¢(r). We define the Fault Ignorance
Time (FIT) of r as the interval Z(r) = [¢(r),fma(r)] N N.

The following lemma holds since, during Z(r), r is faulty but has not yet missed an activation
according to 2, thus its behavior would have been the same as if it had been correct. The
related corollary imposes a lower bound on the time for r to be identified as faulty, without
guaranteeing the actual possibility of identifying such a fault.

» Lemma 8 (Missing Activation Rule). Let r € R be a crashed robot. Then, the crash of r
cannot be identified during Z(r) by a reliable FI procedure.

» Corollary 9. The crash of a robot r cannot reliably be identified at time t < fma(r).
The Missing Activation Rule can be generalized for an FD procedure.

» Lemma 10. Let tyetecr be the first time when a reliable FD procedure detects a fault in a
swarm R. Then, tgetect > min.cg{fma(r)}.

3.4 Combined Algorithm

fault-free model M faulty-prone model M

solved by solved by
Poommmmm e S - A P+FD/FI----------=--- > W(A, Fur)
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Besides the reliability feature, we aim to design FD or FI procedures that are the most general
as possible, i.e., which can detect/identify faults independently of the primary problem that
a swarm must solve. Let M be a faulty-prone model: we say that Fj; is a model-dependent
FD (F1, resp.) procedure if it reliably solves FD (FI, resp.) under M for any swarm and
any primary problem the swarm can solve. Thus, let A be a solving algorithm for a (primary)
problem P under the fault-free version of M. We want to combine A with Fj; so that the
combined algorithm W(A, Frr) becomes the new algorithm executed by each robot in its
Compute step. The combined algorithm W(A, Fps) must behave in this way:

Correctness: ¥(A, Far) must continue solving P until no crash is detected/identified. If
no crash occurs, W(A, Fjs) eventually solves P.

Soundness: W(A, Fpr) must freeze the swarm (i.e., no robot will move anymore) when a
crash is detected/identified. If a crash occurs, W(A, Fys) detects/identifies it after a finite
delay after its occurrence, and will continue to detect/identify it in the next rounds.

Augmented snapshots. To solve FD/FI, F; may adopt an ad hoc palette of colors £x
during the evolution of (A, Fyr). For the sake of clarity and w.l.o.g., we can assume that,
under the fault-prone model M, each robot r is embedded with two lights, the primary light
lig, which assumes the colors in £ provided by the primary algorithm A, and the service
light ser, which assumes the colors in £ provided by Fj;. So, the global state of a robot r
is the triple 6 = (Z,¢, f) where £ is its position, ¢ € £ is the color of 1ig, and f € Lr is the
color of ser,. For the sake of uniformity, we assume £r = {§} under OBLOT; moreover,
when the light of r is not visible to a robot, then this robot will see ser, (as well as 1ig,)
as §-colored. Thus, a combined algorithm W(A, Fjs) takes in input an augmented snapshot
o= ({Co}#os -, {Cn}en) with ¢ = (z;, ¢, fi), and returns a triple (2, ¢/, f') where g’ is the
position to be reached, and ¢’ (f’, resp.) is the possible color of the primary (service, resp.)
light to be set during the related Move step®. Remind that a robot may not update the color
of its lights; in that case, the value ¢’ (f’, resp.) returned by the algorithm will be denoted
with the symbol —.

Algorithm 1 Combined algorithm W(A, Far) where Fas is a model-dependent F1 procedure for a
model M.

Input: o = ({Co}#0,---,{Cn}#n) snapshot taken by r; (o = (¢, co, fo) is the state of r;
Output: (2/,c, f') new state of r;

procedure U(A, Fyr)(o)
(gu f/) <~ ]:M(O—)7
if Vie {1,...,n—1} z; = CORRECT then
op <+ restricted version of o by removing all f; components;

(gl, C') — A(UA); > Continue solving the primary problem
else

(g’, c ) — (go, —); > Awareness about the faulty robots + Freezing
end if

return (2/, ¢, f');
end procedure

5 Remind that hatted and unhatted notations are used to distinguish the global states of robots from the
local views of them.
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Let us present our combined algorithm W, which uses A and Fj; as black-box procedures
for its implementation. The pseudo-code of ¥ is listed in Algorithm 1. We here assume that
Fur is a FI procedure (if it were a FD procedure, the implementation would be similar). Let
r be an activated robot in a swarm R of n robots that executes the algorithm ¥ using the
just taken snapshot o as input. At first, ¥ runs the FI procedure Fy; (o), which outputs the
vector z € {CORRECT, FAULT}", and the new color f’ € £ to be set for the service light
of r. Then ¥ implements two different actions according to the value of z:

(correctess): If the vector z contains only CORRECT values, ¥ computes the restricted

snapshot o, that is obtained by ¢ by removing the service color f; from any state (.

Then, ¥ runs the primary algorithm A (o) and obtains the pair (2/,¢'), i.e., the possibly

new position and primary color for r: this result perfectly simulates the behavior of A in

the solution of the primary problem under the fault-free version of M.

(soundness): Otherwise, r is aware that some robots are faulty in the swarm, and it

can identify them. In this case, ¥ returns the triple (z,, —, f') where z, is the current

position r (i.e., r freezes itself).
This algorithm generalizes the case when Fj; is a FD procedure: in that case, z consists of
only one element.

The next theorem allows the use of Fy; or U(A, Fjs) interchangeably in the following
sections.

» Theorem 11. F); is a reliable model-dependent FD or FI procedure for a model M € M
if and only if U(A, Far) guarantees correctness and soundness for any primary algorithm A

under M.

3.5 Fault Identification unreliability

Here, we present a witness problem through which we prove the impossibility of designing a
reliable model-dependent FI procedure for LUMIF.

» Problem 1 (SuperPoint). Consider n robots lying on the same point p of the Euclidean
plane. The problem asks them never to change position®.

The SuperPoint problem can be trivially solved under any fault-free model M thanks to a
NOP algorithm A ., (basically, robots do nothing)”. Let = be a coordinate system whose
origin lies in p. Let F be a hypothetical reliable LUMZF-dependent FI procedure. In the
following, we state some properties about W(A y,p, F) while solving SuperPoint, assuming
the local coordinate system of all the robots is always =.

» Lemma 12. Let R be a swarm executing V(Ayop, F) to solve SuperPoint as primary
problem, where F is a reliable model-dependent FI procedure for LUMIF. Let us assume all
the robots always use the coordinate system é, and let € be a suppression scheduler for R.
Then at each round t, all the robots in R\ €(t — 1) start their round with the same color.

Proof. Let £ be the palette used by Ayop to solve SuperPoint under the fault-free LUMTIF
model®. Suppose £ is the palette used by F. By hypothesis, the snapshot of a robot r
has this form: o = ({(O,b0)}#0,--.,{(O0,bn)}#,) where O = (0,0) is the position of any

5 The motivation of this kind of problem can be found in the Introduction.

7 Reference to the assembly instruction NOP, i.e., No Operation.

8 Although the most efficient NOP algorithm can solve the problem with £ = {#}, we here assume nothing
else about Ayop other than that it effectively solves SuperPoint.
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robot according to 2, and where b; = (ci, fi) € £ x £ represents the pair of colors for the
primary light and the service light of the robots. Note that by represents the colors of the
robot r itself. The lemma can be easily proved by induction: in fact, at time ¢ = 0, all the
robots have the same color b; = (§,§) (by convention, we set that €(—1) = &). Let us now
assume the fact true for a time ¢, i.e., all the robots in R \ €(¢ — 1) have the same color,
say b, during the ¢-th round. Since R\ €(t) C R\ €(¢ — 1), all the active robots in the ¢-th
Look step take the same snapshot o = ({(O,b)}#, ..., {(O,br)}#,), and accordingly they
compute the same next color b’ by executing ¥(Ayop, F)(0). Thus, at the beginning of the
(t + 1)-th round, all the robots in R \ €(¢) have set the same color b’. <

By the contrapositive of Lemma 12, we have:

» Corollary 13. Let F be a reliable FI model-dependent procedure for LUMIF. Let us
consider the problem SuperPoint for a swarm of robots executing F and let us assume all the
robots always use the coordinate system E. If at the t-th round two robots have two different
colors, then at least one belongs to €(t —1).

» Theorem 14. There can be no reliable model-dependent FI procedure for LUMIF.

Proof. By contradiction, let us assume that there exists a reliable FI procedure F for
LUMTIF which uses a k-size palette £x. Let us consider the SuperPoint problem under
LUMTF, with n > k + 2 robots, and let Ayop be the optimal algorithm solving SuperPoint
with £ = {}}. By definition, the problem starts from a configuration where all the robots
have the same color. Let us assume all the robots always use the coordinate system 2. Thus,
for the sake of conciseness, we can omit to state the position (0,0) and the primary light

color § in the snapshots of the robots; instead, we only specify the colors of the service lights.

As proved in Lemma 12, at each round ¢, all the active and correct robots take the same
snapshot o = ({fo}#0, .-, {fn}#n), execute F(o) = (z, f’) and update their service color
from fo to f’. Note in fact that fy corresponds to the current service color of all the robots
in R\ €(t—1) (and thus in R\ €(¢)).

Let € be a suppression scheduler so that it crashes a number of robots € [k,n — 2] in
k different rounds within a finite time ;. Formally, there exists a series of k finite crash
times t; < --- < tg such that €(t;) C €(t;41), and such that |€(t;,)| € [k,n — 2]. Let £ be the
first time when the robots in R \ €(#) execute F (o) = (z,f) and f is a color already present
in the current snapshot o. In other words, there is at least a faulty f-colored robot in the
swarm at time . Note that this time exists and it holds £ < tr. In fact, the worst case (i.e.,
t = ty) is reached when, at each crash time ¢;, F outputs a new service color not yet present
in the swarm: after the k-th crash time t;, the swarm contains all the k colors of £x. So, at
time 7, the correct robots set their color as f.

Let 7 be an active robot at time £+ 1 and let ({f}o, ..., {fs}#,) be the snapshot r takes.

Note that, since the correct robots at time  are at least 2 by hypothesis, then # > 2. By

applying F, r cannot distinguish which among the #g f-colored robots are faulty or correct.

This contradicts the hypothesis that F is reliable. <

4 Model-dependent Fault Detection

In this section, we present three model-dependent FD procedures respectively for LUMIF,
FCOMF and LUMI™. In all of them, we assume that the related £ always contains a
special color ALARM which will be used as soon as a robot detects the presence of a faulty
robot during its Compute step. Accordingly, in the related Move step, the robot will set its
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service light as ALARM to notify itself and/or the other robots that a faulty robot has been
detected. When a robot r sees an ALARM in its snapshot, it automatically is aware that a
fault has been detected in the previous rounds. Thus, r sets its ser, to ALARM too, whereas
it updates neither its position nor its 1ig,: this causes the alarm to be broadcast throughout
the correct robots of the swarm, and the swarm to freeze at the same time.

Eventually in Section 4.4, we prove that a reliable FD procedure cannot exist under the
other robot models. Table 1 summaries the properties of our proposed model-dependent FD
procedures.

Table 1 Proposed model-dependent FD procedures. X € {OBLOT,FSTA, FCOM, LUMT},
Y € {F,RR,S}.

’ Model Reliable ~ Min Survivals = Detection Delay  |£7| ‘
LUMTF Yes 1 A =1 (Punctual) 3
FCOM*® Yes 2 A =1 (Punctual) 3
LUMI™ Yes 1 1<A<2n-1 4
FCOMF Impossible 1
FCOM™ Impossible 2

X Impossible

{FSTA,OBLOT}Y | Impossible

4.1 Fault detection in LCUMTI*

Let us present a simple reliable FD procedure F i nqzr which can be executed by any swarm
R ={ro,...,mn—1} under LUMTF. This procedure tolerates up to n—1 crash faults and uses
L7 = Zs U {ALARM} as the service palette, 0 being the initial value. Working under FSYNCH,
all the correct robots become active simultaneously, and the F i a(zr procedure makes them
update their service light cycling over the values of Zy = {0,1}. Let terqsn = min{c(r;)} be
the first time when a robot crashes according to a crash time scheduler ¢ (which is 1-survival).
Note that t.rqsn can be co. Then, all the robots synchronously alternate their service colors
during the rounds before t.,.qsp. If one robot crashes at time t.,4s, and so it does not update
its light, its failure will be detected in the successive round, as it will display a different light
than any other activated robot. Let r be an activated robot at time t..qsn + 1. So r detects
from its snapshot that all the robots with a service light different from itself have crashed
at the previous round, and thus sets ser, as ALARM. Because of this immediate detection,
the proposed procedure is punctual. Note that, although r can identify the crashed robots
at time t.rqsp + 1, this procedure is not a model-dependent F1I procedure since it cannot
guarantee reliability in identifying the faulty robots in the following rounds (see Theorem 14
for the impossibility general result). Algorithm 2 and Figure la show the proposed FD
procedure and the color update diagram of ser,., respectively. Note that in Figure la (as
well as for the next diagrams) the ALARM node represents a trap state, so that no outgoing
transition is permitted: this property ensures the proposed procedure is coherent.

4.2 Fault detection in FCOMF

The fact that a robot under FCOM cannot see its own lights (1ig and ser) imposes the
first main difference in the number of tolerated crashes with respect to the previous FD
procedure.
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Algorithm 2 A punctual FD procedure for LUMIF.

Input: o = ({Co}#0---,{Cn}#,) snapshot taken by a robot r, with ¢; = (z;,¢;, fi)-
Output: (z,y) where z € {FAULT, CORRECT} and y € Zo U {ALARM}.

procedure F ynz7(0)
if 3i € {0,...,h} | f; = ALARM then

return (FAULT, ALARM); > Alarm broadcasting
end if
if 3ie{l,...,h} | fi # fo then

return (FAULT, ALARM); > First detection of a fault
end if
return (CORRECT, (fo + 1) mod 2); > Service color alternation in Zy

end procedure

start Vi =1 start Vfi;éo -1

l |

ifi=1 3fi=0 Afizo # fi#o Ifizo # fizo0

3 ALARM 3 ALARM

(a) Algorithm 2 for LUMZF. (b) Algorithm 3 for FCOMF.

Figure 1 Diagrams showing the color update of ser, according to the proposed FD procedures.

The gray nodes represent the impossibility for r to see the color of its own ser, (i.e., fo).

» Theorem 15. There can be no reliable FD procedure for FCOMF assuming 1-survival
crash schedulers.

Assuming that no more than n — 2 robots can crash, we can aptly apply some slight but
necessary changes to Algorithm 2 and provide a punctual FD procedure for FCOM"® (see
Algorithm 3 and the corresponding color diagram in Figure 1b). Notably, robots alternate
their service colors in Zs: a robot can promptly detect a fault and set its service light to
ALARM as soon as it sees two robots (different from itself) with two different service colors.

Algorithm 3 A punctual FD procedure for FCOMF.

Input: o = ({{o}#0s---,{Cn}#,) snapshot taken by a robot r, with ¢; = (z;, ¢, fi)-
Output: (z,y) where z € {FAULT, CORRECT} and y € Zo U {ALARM}.

procedure Freor(0)
if 3i e {1,...,h} | fi = ALARM then

return (FAULT, ALARM); > Alarm broadcasting
end if
if 3i,5 € {1,...,h} | fi # f; then

return (FAULT, ALARM); > First detection of a fault
end if
return (CORRECT, (f; + 1) mod 2); > Service color alternation in Zg

end procedure
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4.3 Fault detection in CUMTI™

Under LUMI™, we can design a reliable FD procedure even considering 1-survival crash
time schedulers. However, we prove that designing a punctual FD procedure for this model
is impossible.

» Theorem 16. There can be no punctual FD procedure for LUMI™, even considering
(n — 1)-survival crash time schedulers.

Algorithm 4 A reliable FD procedure under LU MI™.

Input: o = ({Co}#0, .-, {Cn}#,) snapshot taken by a robot r, with ¢; = (z,, ¢;, fi)-
Output: (z,y) where z € {FAULT,CORRECT} and y € Z3 U {ALARM}.

procedure F a7 (0)
if 3i € {0,...,h} | fi = ALARM then

return (FAULT, ALARM); > Alarm broadcasting
end if
if 3ie{l,...,h} | fi = (fo — 1) mod 3 then

return (FAULT, ALARM); > First Fault detection
end if
return (CORRECT, (fo + 1) mod 3); > Service color alternation in Zg

end procedure

We now present our reliable FD procedure Fy iz (see Algorithm 4 and Figure 2). In this
case, we need one more value in the palette £r: in particular, we make our robots cyclically
take any value in {0, 1,2} (i.e., Z3), 0 being the default value. Note that it is possible to
define a cyclic order [0, 1,2] on Zs, which would be impossible in Zo; this order defines our
color transition rule i — (i+1) mod 3. Thus, during the i-th epoch (with i > 0), our strategy
is to make each activated robot set its ser, from ¢ mod 3 to (i + 1) mod 3.

Suppose a robot r crashes at its activation during the i-th epoch. So, its ser, remains
outdated to ¢ mod 3. During the remainder of the i-th epoch, all the activated robots see
robots whose service lights are colored as either ¢ mod 3 or (i + 1) mod 3, thus they may
have no means to understand if r has crashed or has not been activated yet. So they update
their service light to (¢ + 1) mod 3. Let ' be the first robot activated during the (i + 1)-th
epoch. Now, 7’ can detect the fault since it sees a robot whose service light has the preceding
value (according to the cyclic order [0, 1,2]) than its own. So 7’ sets its service light to ALARM,
thus starting the agreement process among the other correct robots; in fact, in the following
rounds, all the correct robots will set the ALARM light too, freezing the swarm.

To compute the maximum detection delay of F,yaze, consider the worst case. If
(ro,...,7n—1) is the round-robin sequence by which robots are activated, suppose that all the
robots except for r,_1 crash during the first epoch, during their activation. So, the first crash
(i.e., of r¢) will be detected by r,_1 in the second epoch, thus 2n — 1 rounds later. Instead,
the minimum delay occurs when r,_; crashes (at the end of an epoch) and ro detects its
fault in the following round (at the beginning of the subsequent epoch).

4.4 Impossibility results

Using a similar argument as in Theorem 15, we prove that a reliable FD procedure for
FCOM™ cannot exist assuming 1-survival crash schedulers. However, unlike FCOMF, such
impossibility holds even with 2-survival crash schedulers.
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Vf, S {27 0}

sz S {0, 1}

qu S {17 2}

start —( 0

3 ALARM

Figure 2 Color update of ser, in Algorithm 4.

» Theorem 17. There can be no reliable FD procedure for FCOM™ even assuming 2-survival
crash schedulers.

The following theorem states the impossibility of distinguishing a not-yet-activated robot
from a failed one in the SSYNCH mode.

» Theorem 18. There can be no reliable FD procedure for a model M € M under SSYNCH.

» Problem 2 (Flip-Flop). Consider two robots p, ¢ lying on a point O and a third robot r
lying on a distinct point x. Robot r must perform these two movements perpetually: reach
the symmetric point ' w.r.t. O, and then come back to .

P, q r
O ¢--=------ ®---------- °
x 0 x

Figure 3 Flip-Flop problem.

» Theorem 19. There can be no reliable FD procedure for a model M € M under FST A.

Proof. By contradiction, let F be a reliable FD procedure using a palette £r =
{fo,--+, fe—1} of & > 1 colors for an FST.A model. We show that there exists a prob-
lem for which F is not reliable. Consider the problem Flip-Flop that can be trivially solved
under any fault-free FS7T .4 model without the use of colors: let A be a solving algorithm
with £ = {}}. It is self-evident that the crash of a robot which is required to be still by the
primary problem cannot be detected without assuming communication. In fact, » can never
detect whether a robot in O has crashed. However, this impossibility is not limited to the
static robots: we prove that p (the same holds for ¢) cannot reliably detect the fault of r.
Let us denote the following coordinates: O = (0,0), 1 = (1,0), and —1 = (-1,0).
Let =1 be a coordinate system which makes a robot perceives O in position O and z in
position 1 (and thus 2’ in position —1), and let =~ be a coordinate system under which
O is in position O and z in —1 (and thus 2’ in 1). Let 2 be an activation scheduler
(any under SSYNCH, FSYNCH, RROBIN) for p,q,r. Consider the swarm under the combined
scheduler 2\ € where € is a suppression scheduler that crashes no robot. Suppose p is
activated at times tg,t1,%s,..., and suppose that its coordinate system is =+ when r lies
on z and =~ when r lies on z’. In other words, p always perceives r in position 1. Since
F is reliable and no robot has crashed, p will always obtain CORRECT by executing F at
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times tg,t1,.... In particular, let og, 01, ...,0p be the set of the snapshots taken with some
periodicity by p along its activations tg,1,..., where 0 < h < k and where o; has this form?:
<(Oa % fi)a (07 % b)? (1’ % ¢)>

Now, consider the same swarm under the combined scheduler 2\ € where ¢’ only crashes
r at time tg. W.l.o.g. suppose that r lies on x at tg, and suppose that from ¢y, onward

T as coordinate system, thus perceiving r in position 1. Thus p will

p will always have =
be activated at times tg,t1,t,... and it will perform F(og), F(o1),...F(or) at the same
times and periodicity as under 20\ €, thus never detecting the fault of r. Contradiction

achieved. <

» Corollary 20. There can be no reliable FD procedure for a model M € M under OBLOT .

5 Conclusions

In this paper, we have investigated the ability of correct robots to detect or identify the
presence of crashed robots in fault-prone swarms. We have defined the problems associated
with this purpose, namely FAuLT DETECTION (FD) and FAuLT IDENTIFICATION (FI), and
we have studied the (im)possibility of solving FD or FI under 12 robot models (OBLOT,
FSTA, FCOM, LUMZ, combined with FSYNCH, RROBIN, SSYNCH). We have formally
defined two properties (reliability and punctuality) that a FD or FI procedure should satisfy,
and we have soon proved that a reliable FI procedure cannot exist under the strong model
LUMTF. So, we have provided three reliable (or even punctual) FD procedures for the three
models LUMTIF, FCOMF and LUMT™; for the others 9 models, we have proved that it is
impossible to design a reliable FD procedure.

In this vein, future works should investigate the (im)possibility of developing reliable FD
or FI procedures for models not considered in our work (e.g., operating under k-bounded
activation schedulers), or finding weaker properties (w.r.t. reliability and punctuality) under
which it is possible to solve FD or FI. Furthermore, this preliminary study about FD and
FI paves the way for subsequent work studying fault recovery distributed algorithms, i.e.,
where correct robots must fix the faulty ones.
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A  Proofs of theorems

» Lemma 5 (No Instantaneous Detection). Let F be a FD procedure which never outputs
false positives. Then, if terqsn 1S the time of the first crash, then F returns CORRECT at
time terash-

Proof. By contradiction, suppose that F detects the fault at time t...s,. Let o be the
snapshot through which F(o) returns FAULT. However, o would be the same if no robot
has crashed at time t..qs5. This contradicts the hypothesis that F never outputs false
positives. <

» Lemma 8 (Missing Activation Rule). Let r € R be a crashed robot. Then, the crash of r
cannot be identified during Z(r) by a reliable FI procedure.

Proof. Assume all the robots in R have the same coordinate system at any activation. Con-
sider an activation scheduler 2( and a suppression scheduler €, such that Z(r) = [¢(r), fma(r)]
is the FIT of a robot r, with ¢(r) < fma(r). By contradiction, let F be a FI reliable
procedure and let ¢’ € [¢(r), fma(r)] be the time when another robot " identifies r as crashed
by executing F(c) where o is the snapshot of ' taken at time t'. Now, let us consider
another suppression scheduler €, which is identical to €. except that the crash time of r
is ¢/(r) > ¢'. According to the combined scheduler 2\ €/, all the robots perform the same
actions as under 2\ €7, until ¢’ — 1. So, robot 7’ at time ¢’ takes the same snapshot as under
20\ €, and thus identifies r as faulty by executing F (o). However, under €’,, robot r will be
crashed at ¢/(r) > /. This contradicts the hypothesis that F is reliable. <
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» Lemma 10. Let tgerecr be the first time when a reliable FD procedure detects a fault in a
swarm R. Then, tgetect > min,.cg{fma(r)}.

Proof. The proof is similar as in Lemma 8. Assume all the robots have the same coordinate
system at any activation. Consider an activation scheduler 2{ and a suppression scheduler €,
for R, so that tjmq = min,cr {fma(r)} and Rjmq = argmin,.c fma(r) is the subset of robots
which first miss an activation (at time tjmq). By contradiction, let tgetect < tjma be the first
time when a correct robot r’ detects a fault exists in the swarm by executing a reliable FD
procedure F. Now, let us consider another suppression scheduler ¢/, which is identical to €,
except that the crash time of any robot r € R is ¢/(r) > tgetect- According to the combined
scheduler 2\ €/,, all the robots perform the same actions until ¢gerect — 1. So, robot 7/ at
time tgetect takes the same snapshot as under 2\ €, and thus detects a fault by executing F.
However, under €/,, no robot has crashed before tgetec. This contradicts the hypothesis that

F is reliable. <

» Theorem 11. Fy; is a reliable model-dependent FD or FI procedure for a model M € M

if and only if U(A, Far) guarantees correctness and soundness for any primary algorithm A
under M.

Proof. Below, we use F instead of Fj; to lighten the notation. We prove both the directions:

(=) By hypothesis, F detects/identifies a fault after a finite delay (so F (o) returns a FAULT
value after a finite delay from the fault occurrence). Moreover, after such a delay, F will
always detect/identify the fault in the subsequent rounds. If F returns at least a FAULT
value, then W(A, F) freezes the robot. Since this happens for any correct robot activated
in the swarm, the whole swarm will freeze (thus U(A, F) is sound).
By hypothesis, F will always return a CORRECT value if no fault occurs: this makes
U(A, F) behave exactly as A (thus U(A, F) is correct).

(<=) By hypothesis, if a crash occurs, then U(A, F) makes all correct robots detect/identify
it in finite delay, and freeze the swarm always maintaining coherence about the detect-
ed/identified faults in the following rounds. Let us assume that A is an algorithm that
makes any activated robot change its position at any activation. Thus, according to
Algorithm 1, (A, F) must stop entering into the “if” body and instead it must continue
executing the “else” statement from a certain time onward. Thus, F must guarantee (ii)
to detect/identify the crash after a finite delay and (iii) to continue detecting/identifying
in the next rounds (coherence).

By hypothesis, if no crash occurs, then W(A, F) continues solving the primary problem.
So, it must always execute the “if” body. Thus, F must always return CORRECT,
guaranteeing to provide no false positives (i). <

» Theorem 15. A reliable FD procedure for FCOMF cannot exist assuming 1-survival crash
schedulers.

Proof. By contradiction let F be a reliable model-dependent procedure for FCOMF which
tolerates up to n — 1 crashes. Let us consider a swarm R executing U(A, F) for a given
primary algorithm A. Let ¢; be a 1-survival crash scheduler such that ¢;(r) = oo, while
c1(r’) =t # oo for any ' € R\ {r}. Let us assume r has a fixed local coordinate system,
and let us assume that A makes r always stay still in its original position. By hypothesis, 7 is
activated at time ¢, it executes F (o) and detects no fault in R exists (by Lemma 10). From
time ¢ onward, r will always be the only robot to be activated. Since r cannot see its lights’
color and since neither its coordinate system nor position changes round by round, the taken
snapshot will always be o. Thus, r will never detect the fault. Contradiction achieved. <«
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» Theorem 16. A punctual FD procedure for LUMI™ cannot exist, even considering
(n — 1)-survival crash time schedulers.

Proof. By contradiction, let F be a punctual FD procedure for LUMI™. Let R =
{ro,...,rn_1} be a swarm of robots under LUMT™ executing ¥(A, F) for a given primary
algorithm A. Consider the two combined schedulers 2 \ €y and 2; \ €; defined as

Wo(t) ={rose}, Co(t) ={ro} (i-e., ro crashes at time 0)
A1 (t) ={ri1¢}, €1(t) =@ (i.e., no robot crashes)

for any ¢t € N (indices are considered in modulo n). So, by hypothesis, 1 is activated at
time 1 under 2 \ €y, and it correctly detects that rg has crashed at time 0 by executing
F. Formally, r1 executes F(o) where o is the snapshot taken by r; at time 1 using = as
coordinate system, and returns a FAULT.

Now, let us consider the same swarm under 20 \ €; and suppose that r; has = as its
coordinate system. So, ry is activated at time 0, takes the same snapshot ¢ and executes F (o)
which still returns FAULT. However, no crash has occurred. Contradiction achieved. <

» Theorem 17. A reliable FD procedure for FCOM cannot exist even assuming 2-survival
crash schedulers.

Proof. By contradiction, let F be a reliable FD procedure for FCOM™. W l.o.g. assume
that £ = {fo,..., fr—1} for a constant k > 0, with fy being the default color. Let us
consider the SuperPoint problem where n > k robots lie on the same point and have to
stay still, and let us consider the algorithm Ay, which trivially solves the problem making
robots maintain their initial position and primary color §. Assume all the robots always have
the same egocentric coordinate system considering the super-point as the origin O = (0, 0).
Assume that (rg,...,7,—1) is the round-robin activation sequence of the robots, and let
0 < t < k be the first time where a robot sets its ser light to a color f € £ which is already
set in at least another robot, say rj,. Note that this time always exists since |£7| =k < n.
Formally, r; is activated at time ¢ and computes ¥(Ayop, F)(0) = (0, ¥, f), where o contains
the multiplicity {(O,, f)}>1. Moreover, assume that at time ¢, all the robots except for 7,
and r; crash, while the two remaining robots remain alive forever. So, from any ¢’ > ¢, the
two survival robots will be activated in alternate rounds, will take the same snapshot ¢, and

will always execute ¥(Ayop, F)(o) = (0, §, f), thus never detecting the fault. Contradiction
achieved. <

» Theorem 18. A reliable FD procedure for a model M € M under SSYNCH cannot exist.

Proof. By contradiction, let F be a reliable FD procedure under LUMZ? (i.e., the strongest
SSYNCH model). Let R = {rg,...,7,_1} be a swarm under LUMZ®. Suppose all the robots
use the same coordinate system Z. Suppose the swarm works under a SSYNCH activation
scheduler 21 and a crash activation scheduler ¢ so that rg is the only robot to crash, and
it crashes at time ¢;. Formally, ¢(r¢) = t; and c(r#o) = 00. We assume w.l.o.g. that rq is
the first robot to correctly detect the fault at time ¢ > t; by running F (o) where o is the
snapshot of 71 at time t5. Moreover, let o € 2(¢1) and ro & A(t') for any ¢t; < t' < t5. Now
consider the schedulers 21 and ¢’ so that

A" = A except for: A (1) = A1) \ {ro}

d(r;) = oo Vi
Under 2’ \ ¢/, the robots that execute their LCM are the same as under 2\ ¢ until ¢3, so the
evolution of the swarm is the same. Specifically, r; is activated at time ¢5, takes the same
snapshot o, and executes F (o) which still detects the fault. However, no crash has occurred.
Contradiction achieved. |
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