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—— Abstract

Runtime Verification (RV) is gaining popularity due to its scalability and ability to analyse block-box
systems. Monitoring is at the heart of RV; a logical formula ¢, formalising some property of interest,
is typically translated into a monitor that checks whether the system under scrutiny satisfies ¢ during
its execution. A logical formula ¢ is violation (resp. satisfaction) monitorable iff there exists a monitor
for ¢ that is both sound and complete w.r.t. its violation (resp. satisfaction). The monitorability
problem is thus concerned with determining the largest subset of a logic L that is monitorable.
Although this problem has been solved for expressive untimed logics, it remains open for timed
logics, where formulae can express both the order of events and the quantity of time separating
them. This paper solves the monitorability problem for T%", a new expressive (linear-time) timed
p-calculus that we propose. First, we show that TY" i strictly more expressive than MTL, the
de facto timed extension of LTL. Second, we identify MT"" the largest monitorable fragment of
T"": we characterise its largest subsets of formulae that are violation monitorable, satisfaction
monitorable, and complete monitorable (both satisfaction and violation monitorable). To wit, this is
the first work that answers the monitorability question for such an expressive timed logic.
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1 Introduction

Runtime Verification (RV) is a lightweight verification technique [30, 10], where the system
at hand is instrumented with monitors [20, 21]. A monitor M is a software component
that corresponds to a logical formula ¢ expressing some property of interest. At runtime,
M incrementally analyses the execution of the system until it reaches a verdict w.r.t. the
satisfaction or violation of ¢ [30, 2]. RV can mitigate two major drawbacks of exhaustive,
offline techniques such as model checking. First, by trading exhaustiveness for scalability,
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RV does not suffer from the state-space explosion problem. Second, provided that actions
of interest are visible to monitors, RV is suitable for systems where no model is known
beforehand [19], e.g., black-box and self-adaptive systems [33].

Due to the lack of exhaustiveness, the monitorability problem becomes a central issue [39,
10, 3]. Intuitively, a formula ¢ is monitorable iff its violation or satisfaction by the system
can be detected by a monitor. Consider the following formula, expressed in the (action-based)
Linear-time Temporal Logic (LTL) interpreted over infinite executions [38]:

¢ = G(b=Fc)

Formula ¢ expresses a classical “leads to” property, requiring that “every action b must be
followed by an action ¢ in future”, with known algorithms to model-check it offline [31, 13, 47].
However, this formula is not monitorable, since any satisfaction verdict after a ¢ may be
contradicted by a future b not followed by a ¢ (and dually, any violation verdict after a b may
be contradicted by a future ¢). In more technical terms, a formula ¢ is said to be satisfaction
(resp. violation) monitorable [2, 19] iff there exists a monitor for ¢ that is both sound and
satisfaction (resp. violation) complete (alternative definitions of monitorability are discussed
in Section 6). Formula ¢ is said monitorable iff it is satisfaction or violation monitorable, and
complete monitorable if it is both satisfaction and violation monitorable. The monitorability
problem is thus concerned with determining the largest monitorable subset of a given logic L.

Monitorability has been studied for the modal p-calculus, also known as the Hennessy-
Milner Logic with recursion (p-HML) [28, 29]. Notably, the mazimally-expressive monitorable
subset of u-HML, i.e., a subset within which any monitorable formula in y-HML is expressible,
has been identified for both linear-time and branching-time semantics [2, 19]. However, u-
HML is unable to express timed properties. Consider ', a timed version of ¢, written in the
Metric Temporal Logic MTL [27] (the de facto timed extension of LTL):

(,0/ = G(biF[oﬁ] C)

Formula ¢’ expresses a bounded-response property, requiring that every occurrence of b must
be followed by an occurrence of ¢ within 5 time units. Timed properties are extremely
important in real-time systems (see e.g., [35, 17]). Even though the body of research on RV
for timed systems is extensive (more in Section 6), there is, to the best of our knowledge, no
work that concretely tackles the monitorability problem in the timed setting.

Contributions. Our contribution is twofold. First, we propose T%", a new timed p-calculus
with a linear-time interpretation’, and prove that T%" is strictly more expressive than MTL
(without past operators, Theorem 3.6). Second, we precisely identify V%" STU" and CT"",
the largest (i.e., maximally-expressive) fragments of T%" that are violation monitorable,
satisfaction monitorable and complete monitorable, respectively. Accordingly, MT"" =
VTl ST is the largest monitorable fragment of T%" (Theorem 5.43, Theorem 5.45,
Theorem 5.44). For practical reasons, we also provide automatic translators (i) from MTL
to T and (ii) from MT"" to monitors. To the best of our knowledge, this is the first
work that solves the monitorability problem for an expressive timed logic, providing a full
characterisation of its largest monitorable fragment.

1 Note that a number of timed p-calculi exist (see [14] for an overview), yet outside of this paper’s scope
due to their branching-time semantics.
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Outline. The paper is organised as follows. After overviewing the preliminaries in Section 2,
we discuss our core contributions in Section 3 through Section 5. Section 3 defines our
new logic T%" and proves that it is more expressive than MTL, providing along the way
an automatic translation from the latter to the former. Section 4 lays out the theoretical
foundations for timed monitors and instrumentation. We then tackle the monitorability
problem in Section 5. After setting up the framework (Section 5.1), we provide a compiler
from T"" formulae to sound monitors (Section 5.2). We then identify CT"", VT4 and ST "
(both supersets of CT¥"), fragments of complete-, violation- and satisfaction-monitorable
formulae in T"", respectively (Section 5.3, Section 5.4). In Section 5.5, we prove the
maximality of CT¥", VT¥" and ST"", and conclude accordingly that MT " = VTlnySTl"
is the largest monitorable fragment of 7", Section 6 compares our contributions with related
work and Section 7 concludes with future work directions.

Full version. An extended version of this paper with all proofs, more examples and further
details, is available online (see Full Version above).

2 Preliminaries

In the remainder of this paper, let ¥ denote a non-empty, finite set of actions.

2.1 Timed Labelled Transition Systems

The following definition is inspired from [1].

» Definition 2.1. A Timed Labelled Transition System (TLTS) P over ¥ is a tuple

(Sp, LAB, —>p) where Sp is a set of states, LAB = ¥ URxo U {7} a set of labels, and

—p C Sp X LAB x Sp the transition relation satisfying:

1. Time determinism: for every p,p’,p"" € Sp and d € Ry, if (p,d,p’) €—p and
(p,d,p") €—p then p' =p",

2. Time additivity: for every p,p” € Sp and di,d2 € R, (p,d1 + da,p") €—p iff
(p,d1,p') €E—p and (p',da,p") E—p from some p’ € Sp,

3. Zero delay: for every p,p’ € Sp, (p,0,p’) €e—p iff p' =p.

A transition labelled a € 3 (resp. @ € R>) is a called an action transition (resp. delay

transition). A 7 transition is a non-observable transition labelled with the special symbol 7.

We use a,a;, b, c and d, d; to denote, respectively, an element of > and R>o. We write p; 21
P2 —25 ps ... to denote a sequence of transitions with (p1,a1,p2), (P2, a2,p3) ... E—>p.

Runs. A run in the TLTS P is a sequence of labels (in LABY ULAB* = LAB®) corresponding
to a sequence of transitions. If there exists an infinite transition sequence p; — py —2
p3 —2 .., we say that run 6 = ajasas ... € LABY is infinite from p; € Sp.

Weak runs. Let £ =LaB\ {7}. To define weak transitions, we write p — p’ instead of
p (—=)* p’ which is the reflexive-transitive closure of the relation —, and following [49], we
write p = p’ for a € L in the following cases,

(@) p——p ifp—> -5 —>p,

(b) p—d»p’ifthereexistsnEOS.t. p—»-ﬂ%—»-iw..i%—»p’where

d= Zign di’

1:3
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with the convention that if the set di,...,d, is empty, then ), .. d; = 0. Following [19],
for ai,...,a, € L and p,p’ € Sp, we write sequences of transitions p 2 p' as

p — p’ where 6 = a ... ,. Such 0 is called a weak run (in £*). We say that a weak finite
run 6’ € L* corresponds to a finite run § € LAB" iff removing 7 transitions then summing
consecutive delays in 6 gives €’. For instance, the weak finite run 5a 3 b2 corresponds to e.g.,
finite runs 273a3b72 and 5a3b171. The empty weak run is € = 0.

Reachability and inevitability. In TLTS P, a state p’ € Sp is reachable from state p € Sp
6
along a finite weak run 0 € L* iff p — p’. We say that p’ is inevitably reachable from p

0
along 6, denoted p —»;ne P/, if p’ is the only reachable state from p along 6, that is:
0 / /! 0 /! . . / //
p—> p and Vp' € Sp:p — p" implies p’' =p

0 6
Similarly, we write p — p’ if p’ is not reachable from p along 6, p — if there exists a

0
state p’ reachable from p along 6, and p — if there is no reachable state from p along 6.

2.2 Timed Words

As in e.g., [12, 22], we interpret timed logics over infinite timed words.

» Definition 2.2 (Timed words). A timed word m over ¥ is a possibly infinite sequence
(a1,t1)(ag, t2)... of timed events (a;,t;) € ¥ X Rsq, where t; are monotonically increasing
timestamps, i.e., Vi € N: t; <t;11. An empty timed word contains no timed events.

We denote TX¥ and TY* the set of infinite (omega) and finite timed words, respectively,
and T2 the set of all timed words (T2 = TX* UTX*). We denote by || the size of a
timed word m € T2, The size of a finite timed word 7 = (a1, t1)...(an, tn) € TE" equals n.
The size of an infinite timed word m € T equals co. We use the notation a;(m) (resp. ¢;(7))
for the action (resp. the timestamp) of the timed event at position i of m € TS, with i € N
and i < |7|. For a timed event (a;,t;), we say that t; is associated with a;. The equality
between two timed words 7,7’ € TX° is defined in the usual way. For some m € T2, we
write 7 (resp. i), i < |7/, for the suffix of 7 starting at position 4 (resp. the prefix of 7 ending
at ). Concatenation is defined through the partial function Concat : TX* x TX® — TX>,
defined only for couples (m,7') € TX* x TX such that 7' € TE%, where TX% is defined as
follows, w.r.t. to some finite timed word 7: TY% = {7’ € TX* | t1(n’) > t|(7)}. We use the
shorthand notation 7.7" instead of Concat(w,n"). For any timed word ' € TS, we define
the set of its prefixes Pf(n’) = {mw € TY" | In” € TX% : 7.’ = 7'}, Dually, we define for
any finite timed word 7’ € TY" its infinite extensions Ext(r') = {m € TX" | n’ € Pf(m)}.

Note that a timed word corresponds necessarily to a weak run in £*, with each timestamp
recording the absolute time of occurrence of the action associated with it. For example, the
finite timed word (a, 0)(b, 3)(a, 3)(c, 7.2) results from the finite weak run a3ba 4.2 c. We will
formalise the function to retrieve a finite weak run from a finite timed word in Section 5.1.

» Remark 2.3. Note that, in the timed systems literature, every execution in a TLTS
corresponds to an infinite time divergent run/timed word (see e.g., [23, 8]), i.e., all runs/timed
words diverge in time in the future. We do not make this assumption here since our results
up to and including Section 4 do not depend on it. Instead, we formalise, justify and enforce
it in Section 5.1 for monitorability purposes.
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oY = al-al oNy | oVY | Oro | dUIY | Gré

Figure 1 MTL syntax.

2.3 Intervals

We now define Z, the set of dense-time intervals with natural bounds. Hereafter, we refer to
an element of 7 simply as “interval”.

» Definition 2.4 (Interval syntax). The set T is given by the grammar I € T :=C p,q O
where C € {[, (}, 3€{],)}, peNand ¢ e NU{oc}. As per standard notation, if ¢ = 0o
then 3 =). p (resp. q) is the left (resp. right) bound of I, we write accordingly LB(I) =p
(resp. RB(I) = q). I is said left closed if C = [, right closed if 1 =], and bounded if
RB(I) # oo.

» Definition 2.5 (Interval Semantics). [I], the meaning of an interval I =C p,q J€Z, is a
subset of R>g defined as follows: [I] = {x € R>o|p <1 © <, ¢} where

<1 =<ifC = and <; = < otherwise,

<, =<if 3=] and <, = < otherwise.

Hereafter, we (i) consider only non-empty intervals, i.e., in the set {I € Z| [I] # @} and
(ii) use I to denote both the syntax and semantics of an interval I.

2.4 Metric Temporal Logic (MTL)

MTL [27] is a timed logic with linear-time semantics; it is the de facto timed extension of
LTL. Note that we do not consider past operators.

Syntax and Semantics. The syntax of MTL is given in Figure 1. It includes the timed Next
operator ((Or) and the timed Until (Ur) operator. As per standard notation, T =a V —a,
1L =aA-a,and Fr¢ =T Us ¢ (denoting “Eventually ¢ within I7). As in [40], we add the
timed Globally (G) operator to the syntax to guarantee that negations appear only before
propositions, without loss of expressivity?. The point-wise semantics of MTL is given by
the truth value of 7,i = ¢, denoting “m € TX* satisfies formula ¢ at position ¢”, with the
convention that 7w = ¢ iff m,1 = ¢ [6, 36, 45, 32]. Here, we define the semantics of a formula
¢ as the set {7 |7 = ¢} (Figure 2). In the remainder of this paper, we omit the subscript I
of temporal operators if I = [0,00). Accordingly, if all operators appearing in a formula ¢
are subscript free, then ¢ is an untimed MTL formula (i.e., ¢ € LTL). For example, Fig ) a,
with a € ¥, is simply written as F a and is therefore untimed.

» Example 2.6. Let b,c € X. [b Uj c] contains all infinite timed words where b is satisfied in
every position from the start, until ¢ becomes satisfied within interval I (relative to the first
timestamp in 7). In other words, an infinite timed word = is in [b U ] iff m € [b U ] and

2 That is, any formula expressed within the minimal syntax in e.g., [32] (excluding past operators),
allowing negations of formulae and without Gy, can be written in our syntax in Figure 1 using the
following standard equalities until negations are pushed to the level of propositions. For timed Until:
=(¢ Ur ) = (Gr —) vV Ur (- A —¢), and for timed Next (see [25]): —Of ¢ = Vaez Olo,cB(1)7 @V
Or oV \/aez OcRB(I),00) @ Where T =) if I is left closed and T =] otherwise, == ( if I is right closed
and C = [ otherwise.

1:5
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[o] = {rla(r)=a}
[a] {m [ a(m) # a}

[oAy] = [slN[¥]

[ovy]l = [slVU[¥]

[Ord] = f{rl(ta(m)—ti(m) € I and 22 € [g]} |
[oUrd] = {rm|Fi: (ti(r) —t1(r)) € [ and 7* € [[1/)]] and V1 < j <i: n? € [¢]}
[G1d] = {x|Vi>1: (ti(n) —ti(m)) € I = 7* € [¢]}

Figure 2 MTL semantics.

the first ¢ occurs within I, i.e., at a position ¢ of 7 satisfying ¢;(7) — ¢t1(7) € I. For instance,
for I = [2,5], # = (b,3)(a,4)(c,7) ..., 7" = (b,3)(b,4)(¢,7)... and " = (b,2)(c,3) ..., we
have: w ¢ [bUsc], n' € [b Ur ] and " ¢ [b Uy c]. In particular, 7" ¢ [b U; ] even though
7" € [b U c], because the first ¢ occurs “too early” with timestamp 3 and 3 — 2 ¢ [2, 5].

3 The logic T

We present T (Section 3.1), our novel extension of (untimed) modal p-calculus with
linear-time semantics [15] [2, Sect.2] to the dense-time setting, and prove that T is strictly
more expressive than MTL (Section 3.2).

3.1 T%" Syntax and Semantics

We first introduce a syntactic characterisation of timing constraints which we call guards. In
the sequel, let D be an infinite set of variables taking values in R>¢, that we call timestamp
variables, and let V be the set of valuation functions v € D — Rx.

» Definition 3.1 (Guards). The set B(D) of guards over D is given by the syntax
g = z=<n |(@-y=<n |[n=<z |[n<(@-y) |grg |7
where n € N, < € {<, <}, x,y € D and g is a compact notation for —g.

A valuation v satisfies a guard g, denoted v = g, iff replacing each variable by v(z) in g
gives an expression that evaluates to true. For example, v = (z —y) < 2 iff v(x) —v(y) < 2.
We write v }£& g for =(v |= ¢). If I is an interval, then we write (z —y) € I as an abbreviation
for the guard LB(I) <; (z —y) A (x —y) <, RB(I) (where <; and <, are as defined
in Definition 2.5), and (x —y) ¢ I for ((z —y) € I). We write v[z :=m], z € D and m € R,
to denote the valuation that maps x to m and every y € D\ {z} to v(y). We denote by
[1 = mq,..., 2, = my,] the current valuations of some variables of interest 1, ..., x, when
valuation v is understood from the context.

Our T"" consists of a set of formulae with linear-time timed semantics. Thus, before
defining T%", we first define TT"", the set of terms that can be used to write a formula
(Th c TTU"). The set TT"" is generated by the grammar in Figure 3, with a € ¥, X an
element of a countable set of recursion variables VAR, x € D, and g € B(D). Syntactically
min(X, ¢) and max(X, ¢) are binders of recursion variable X in ¢, and x in ¢ binds timestamp
variable x € D in ¢. The free recursion (resp. timestamp) variables of a term ¢ are given by
the function fv : TT"" — P(VAR) (resp. fuyng : TT"™ — P(D)), defined in the expected
way. A term in which no variable is free is closed.
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min(X,$) min. fixpoint

o =t true | ff false
| X variable | xin¢ timestamp
| oAV conjunction | oV disjunction
| (a)¢ diamond | [a]¢ box
) diamond on time | [g]¢ box on time
| |

max(X,®) max. fizpoint

Figure 3 Syntax of TT"".

Compared to the untimed version of linear-time p-calculi in [15] [2, Sect.2], TT"%" provides
three new syntactic constructs to handle dense time: x in ¢, [g]¢ and (g)¢. These are best
discussed when introducing formulae later in this subsection.

[[tt7p]]v = T¥ [[ﬂ:v pﬂv =0

[V, ol = [, p]o U, plw Ay, 0le = [o,p]e N[, plw
[{a)9, ol = (a)([¢,plv) [[al®, plo = [al([¢,lv)
[[x@qﬁ, pﬂv = {W ‘ e [[¢7p]]v[w::t1(7r)]} IIXa pﬂv = p(X)
[min(X,¢),ple = N{S o, p[X = S]le €5} 9ol = E'9'>(’U’ [9. plv)

[[maX(X7 (rb)apﬂv = U{S | S C [[¢,p[X - S]]]v} H[g](ba pﬂv = g-](’U, H¢a pﬂv)

Figure 4 Linear time semantics of TT"".

The semantics of terms over infinite timed words is given in Figure 4, where we have
used the auxiliary functions (-a-)(—), [-a-](-), {-g-)(v,—), [-g-](v,—) : P(TE*) — P(TX")
defined by the following equalities:

(a)(2) ={nlai(r)=ant*€Z} [a](Z) ={r|a(r)=a=r*€cZ} W
(g)(,2) ={m vz grmeZ} [gl(v. 2) ={m[viFg=me 2}

and where environment p is an element of T, the set of partial functions VAR — P(TX),
and v a valuation in V. The notation [¢, p]., with fu(¢) C dom(p), denotes the set of timed
words that satisfy ¢ w.r.t. the environment p and the valuation v.

Properties of the semantics. Let dom(f) denote the domain of definition of a partial
function f. For any ¢ € TT"", v € V, X € VAR and p € T s.t. fu(¢) C dom(p) U{X} we let

(50.x.p L P(TE®) — P(TE®)
Z¢SU,X,p(Z) = [[¢7p[X — Z]]]v

In other words (¢, x,, = Ay.[0, p[X — y]]o.

Since environments are functions from logical variables to complete lattice, we order
them in the standard pointwise way to obtain a complete lattice (VAR — P(T2%), <), where
infinitary least upper bounds and greatest lower bounds are defined as usual. We prove that
the function given in Equation (2) is monotone w.r.t. the pointwise ordering of environments,
therefore Knaster-Tarski’s fixpoint theorem ensures that the largest and least fixpoints of
every function {¢§, x , exist, and are the semantics of the terms defined via min(X, —)

(2)

1:7
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and max(X, —). As we further demonstrate that the semantic function is continuous w.r.t.
directed sets over the CPO (P(TX”),C), we can reason on terms defined via min(X, —)
(resp. max(X, —)) using Kleene fixpoint theorem and its formal dual. These strong results
are crucial to prove a number of statements in this paper, in particular Proposition 3.7.

Formulae. We say that a variable X € VAR is guarded in a term ¢ if all occurrences of X
in ¢ are in the scope of at least one modality (i.e., (a)— or [a]—, a € ¥). We say that a
term ¢ is guarded if for all its subterms min(X, ;) and max(Y,¢9), X is guarded in 1, and
Y is guarded in 95. For example, the term min(X, (a)x in[x < 2|X VYY) is guarded, and the
term min(X, (a)z in[zr < 2]X V X) is not, because the rightmost occurrence of X is not in
the scope of a modality. The term min(X,z in[z < 3]X) is not guarded, because neither
xin nor [z < 3] is a modality. We may now define T%", the set of formulae in TT".

» Definition 3.2. The set of formulae T"" is defined as the set of closed and guarded terms
in TT': T = {p € TT" | ¢ is guarded and fo(¢) = fop,(d) =0}

Since elements of T"" are closed, their semantics does not depend on valuations and
environments. As a consequence, we simply write [¢] instead of [¢,p], to denote the
semantics of any ¢ € T"" in any environment p € Y and w.r.t. to any v € V.

» Remark 3.3. Note that we work up to a-conversion of bound timestamp and recursion
variables. For clarity, we assume these to be distinct and pick fresh ones when manipulating
formulae. We also assume each recursion variable to be bound at most once, e.g., the formula
min(X, (a) X V (b)) X)Vmax(X, (c)X) can be expressed as min(X, (a) X V (b)X)Vmax(Y, (¢)Y).

Let us now give two examples of the semantics of a formula ¢ € T¥", as to explain
concretely the meaning of the new constructs x in ¢, [g]¢ and (g)¢, relying on Figure 4. In
the remainder of this paper, we write (X)¢ to denote a term \/,.x.(a)¢.

» Example 3.4. Let ¢ € T"" be the following formula:
¢ = x in[z < 5](b)tt

The semantics of this formula equals the set of all infinite timed words 7« that satisfy the
following: either ¢1(mw) > 5 or t1(w) < 5 and a1(mw) = b. That is, ¢ expresses the property: “if
the first timestamp is smaller than 5, then the action associated with it must be a b”.

» Example 3.5. Let us discuss a more complex example. The following untimed formula,
given in [4, Ex. 4.2], expresses the property “every other action is a b”:

¢even(b) = maX(X7 <E><b>X)

Recalling that an untimed formula is implicitly timed with the interval [0,00), dcpen(s)
contains all timed words 7 satisfying the following: at every even position ¢, a;(7) = b. We
want a timed version of this formula, i.e., to express Geyen(p),r, the generalisation of geyen(s)
to any interval I € Z. More precisely, the semantics of ¢eyen(r),r must contain every infinite
timed word 7 that satisfies the following: for every even position i € Ny 1, i.e., i mod 2 = 0,
if t;(m) — t1(m) is within interval I, then a;(7) must be a b, and a;(7) can be any action
otherwise. For this, we use the constructs z in — and (g)— to build up the following formula,
where y® denotes a distinct timestamp variable when ranging over actions in >:

¢e1)en(b),l = xsijmax(Xa <E>($€ ij<m€ — s € I> <b>X v \/ ya Q<ya — Ts ¢ I> <(L>X))
acy
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Let us explain through evaluating whether some infinite timed word 7 belongs to the
semantics of @eyen(r),7- The 25 in — is used outside of the maximal-fixpoint operator, allowing
timestamp variable x¢ (for « “start”) to record the first timestamp in 7. Then, each recursion
step contains two consecutive actions (as in Geven(v)); but this time with two disjoint recursion
“paths” (the terms z. in(z. — x, € I)(b)X and \/, 5 y*in(y® — 2, ¢ I){a)X). The first
path requires the second action to be a b occurring within 7, and the second allows the
second action to be any action in X occurring outside of I. To assess whether an action
occurs e.g., in I, the first recursion path uses a timestamp variable z. (for « “end”), updated
with the timestamp of every other action in 7, and requires the difference between x. and
x5 to belong to I (z.in{z, — x5 € I)). Therefore, the only condition for 7 to be outside
of the semantics of ¢eyen(p),r is the existence of some even position at which the action is
not a b and occurs within I. For instance, for I = [3,5] and 7 = (a,3)(¢,4)(a,7)(c,9) ...,
7' = (a,3)(b,4)(b,7)(b,8)(c,10)... and " = (a,2)(b,5)(c,6)(c,7) ... we have:

T € [Peven(v),[3,5]] because there is no timed action at an even position that happens

within [3,5]: at even position 2 we have 4 — 3 ¢ [3,5], at the next even position 4 we

have 9 — 3 ¢ [3, 5], and since at this position the right bound of the interval is already

exceeded then actions at subsequent even positions will occur outside of I,

7' € [beven(v),[3,5] because the only even position with actions occurring within I is

position 4 and we have ay(7’) = b,

7" ¢ [Peven(v),3,5)] Decause at position 4 an action occurs within I (7 —2 € [3,5]) and

such action is not a b.

In general: 7 € [pevenp),r] iff Vi € Nog i imod 2 = 0 Aty(m) —ti(m) € I = ay(m) = b,
which coincides with the generalisation of ¢eyen(p) to any interval I € Z. Note that when
I = [0, 00), we obtain exactly the untimed version ¢cyey () using the fact that z. —z, € [0, 00)
is always true and y* — z ¢ [0, 00), for every y®, is always false.

3.2 T'" js strictly more expressive than MTL

» Theorem 3.6.
1. Vo € MTL Fp € TH" : [¢] = [¥],
2. e T vope MTL : [¥] # [¢]-

Proof.

Proving Item 1 of Theorem 3.6. We proceed through proposing the function TO 74" :
MTL — T that transforms any MTL formula into an equivalent 7" formula (Figure 5).

» Proposition 3.7. For every ¢ € MTL we have [¢] = [TOT""(¢)].

Proving Item 2 of Theorem 3.6. It suffices to find a formula ¢y € T%" that is not
expressible in MTL. As a matter of fact, the formula ¢eyen,r that we used as an example for
T (Example 3.5) is not expressible in MTL, as states the following proposition®:

» Proposition 3.8. For any I € Z, the following formula is not expressible in MTL

Beven(v),1 = Ts inmax(X, (X)(ze in{ze — x5 € I){D)X V \/ y*in(y® —zs ¢ I){a) X))
a€X

3 We recall that elements of Z cannot be empty.
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TO T " (a) = (o)t

TO T (=a) = [alff

TOTin($AY) = TOTU™(¢) ATOTHM(3)

TOT"™(pVY) = TOT'"(¢)V TOT" (1))

10 TH (O ) = z,in(X) (2. in(z. — x, € [)TOT™(¢))
(

TOTH (¢ Urp) = x5inmin(Y, (z. in(xe — x5 € [)TO T ())V
(ToT'"(¢) A ()Y))

ToT"(Gr¢) = xsinmax(Y, (zeinfz, — 2, € IJTOTE(¢)) A (X)Y)

Figure 5 From MTL to T"™.

The proof of Proposition 3.8 follows a standard result on the lack of expressivity of
temporal logics (even when timed) w.r.t. formulae that involve counting such as ¢cyen,s
(see [48, 6]). This concludes the proof of Item 2 of Theorem 3.6, and therefore the proof
of Theorem 3.6. <

Accordingly, T"™ is strictly more expressive than MTL. As we will see in Section 5, Geven(b),I
is monitorable for violations in the general case (and also for satisfactions whenever T is
bounded), which means that T"" allows for a larger set of monitorable formulae than MTL.

4 Monitoring a System

In this section, we formally define timed monitors (Section 4.1), as well as the instrumentation
operator (Section 4.2). In the sequel, we refer to a timed monitor simply as monitor, and to
a system that we want to monitor as a system under monitoring (SUM).

4.1 Monitors Syntax and Semantics

M,N == FE |aM | gM | M+N |recXM | X |LETzINM
E x= END | NO | YES

Figure 6 Syntax of m-terms in TMON.

We first define TMON, the set of monitor terms, hereafter abbreviated m-terms (Figure 6,
where © € D, a € ¥, g € B(D) and X € VAR). YES,NO,END are special m-terms
called wverdicts, corresponding respectively to acceptance, rejection and termination (i.e., an
inconclusive outcome). By abuse of notation, we write F to denote L(E), the set of m-terms
generated by the grammar of Figure 6 starting from the nonterminal symbol E [26].

Notions of guardedness and free variables are defined similarly as for 77" (Section 3.1).
In an m-term, rec X.M (resp. LET = IN M) is a binder of the recursion variable X (resp.
timestamp variable x). The free recursion (resp. timestamp) variables of an m-term M are
given by the function mfv : TMON — P(VAR) (resp. mfvime : TMON — P(D)), defined
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in the expected way. A recursion variable X is guarded in an m-term M if every occurrence
of X in M is in the scope of at least one modality (a.), and M € TMoN is guarded if for all
its subterms rec X.N, X is guarded in N. We may now define the set of monitors MON.

» Definition 4.1. The set of monitors MON is defined as the guarded m-terms in TMON
closed vis-d-vis recursion variables: MON = {M € TMoON | M is guarded and mfu(M) = (}.

For example, rec X.(a.LET 2 IN g.X + Y) ¢ MON because it is not closed w.r.t. recursion
variable Y, whereas rec X.LET y IN (z — y < 2).a.X € MON.

» Remark 4.2. Note that, compared to that of formulae (Definition 3.2), Definition 4.1 is
more relaxed as monitors are allowed to have free timestamp variables. The practical reason
behind this is illustrated later in this subsection (Example 4.6).

» Remark 4.3. When manipulating monitors, we assume the same conventions as in Re-
mark 3.3; in particular we assume fresh variables are picked at each recursion step.

The semantics of all monitors in MON is given by the TLTS M = (Sy, £, — ). A state
m € Sy is of the form (M,v.,v;) where M is a monitor (in MON), v, € R>q the value of
monitor time (to record the “global” time) and v; € V a valuation (to update timestamp
variables and evaluate guards). The rules of the transition relation —yC Sy X £ x M are
given by* Figure 7, where a € ¥ and d € R>q. The rule MVER states that a verdict state,
i.e., a state of the form (M € E, —, —) can perform a transition with any visible action and
reach a state preserving M, i.e., verdicts are persistent, a central property of monitors [2].
Rule MTIME corresponds to a delay transition. The remaining rules are better explained
through examples.
» Remark 4.4. In practice, in order to monitor a formula ¢ € T"", we start with a closed
monitor M (i.e., M € MON and mfv,;,,.(M) = @) at initial state mg = (M,0,0). As the
results in this subsection are more generic and do not rely on these assumptions, the latter
will be introduced, justified and enforced in Section 5. Without loss of generality, we still use
initial states of the form (M, 0,0) for illustration purposes.

» Example 4.5. Let ¥ = {b,c¢}, M = LET z IN ((x > 5).YES + (z < 5).(b.YES + ¢.NO)),
and let mg = (M,0,0) be a state of M (the TLTS of all monitors, see above). Say M
performs, from myg, the finite run # = 6¢. This will give the following (unique) trace:
(M,0,0) -2+ (M, 6,0) —= (YES, 6, [z = 6]), where, from left to right:
the delay transition d = 6 is allowed by rule MTIME,
the action transition c¢ is allowed by rule MLET. This is because the state ((x >
5).YES + (z < 5).(a.YES + b.NO), 6, [t = 6]) can perform any action in ¥ and reach
(YES, 6, [x = 6]) following, respectively, rules MSELL, MGUARD and MVER (Figure 7).

» Example 4.6. Let ¥ = {b, ¢} and the monitor

M =LET z IN (rec X.(LET y IN ((y — 2z < 5).(b.X 4+ ¢.NO) + (y — = > 5).YES)))
and let

N =rec X.(LETy IN ((y — 2 < 5).(b.X 4+ ¢.NO) + (y — = > 5).YES))

i.e., N is the subterm of M without the binder of timestamp variable x. Intuitively, the
syntax of M indicates that it accepts a run (becomes YES) iff every action seen within 5
time units, relative to the global time at which the first action occurs, is a b (otherwise it

4 We formally prove that these rules are well defined over Sy X £ X Sp.
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MeFE
MVER

(a-M, ve, ve) = (M, ve, v0) (M, ve,ve) = (M, ve, ve)

MACT

(M, v, ve[z = ve]) = (M, v¢,vy)
MLET MTIME

(LET  IN M, ve,v¢) — (M, v, v})

(M, v, v0) 55 (M, ve + d, vy)

(M7 ’Uc,’l)t) i> (M/,’l)c,’l),lg) (M["ec X']M/X]vvcyvf) L> (M/7UC7U1/5)
MSELL MREC
(M + N,ve,vt) = (M’ ve,v;) (rec X.M,ve,v:) —= (M’ ve,vy)
(N7 vcavt) — (NI7U67v£) (M7 Uﬂavt) — (Ml"ycyvi) N v ': g
MSELR - MGUARD -
(M + N7 Umvt) — (N/7U67U£) (gM7 ’Uc,Ut) — (M/7'UC>U7/t)

Figure 7 SOS rules for monitors.

rejects). Let us apply the rules of —y, starting at (M, 0,0), to see whether M accepts
the run @ = 2b6¢c ... as it should: (M,0,0) —» (M,2,0) -2 (M’,2,[z = 2,y = 2]) -
(M',8,[x =2,y =2]) — (YES,8, [z =2,y = 8])... where

M' =LETyIN ((y — x <5).(b.N + ¢.NO) + (y — = > 5).YES)

applying, respectively (from left to right) rule MTIME, MLET, MTIME and MLET. Notice
now that, in M’, there is no longer the binder of timestamp variable x, and therefore z is
free in M’. This is because LET x IN in M, outside of the recursion, is intended to evaluate
constantly to the value of global time corresponding to the first action. This simplification is
handy to deal with monitors with both recursion and guards, and justifies the relaxed nature
of Definition 4.1, allowing monitors to have free timestamp variables.

Parallel monitors. In practice, a formula is often monitored through composing monitors
in parallel [2]. The syntax of m-terms is extended accordingly with two parallel composition
operators: ® for parallel conjunction and @ for parallel disjunction, adapted from [2] to
the (linear-time) timed setting. The extended syntax thereof is given in Figure 8, with

© € {®,d}.

M,N :=E | a.M | g.M | M+ N
| rec X.M | X | LET 2 IN M
| M®N (par. conj.)
| M®N (par. disj.)

E :=VYES | VNO | VEND

VYES :=YES | VYES@® M | VYES ® VYES

VNO :=NO | VNO® M | VNO @ VNO

VEND :=END | VEND ® VEND

Figure 8 Syntax of TMON (extended with parallel composition).
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Accordingly, we extend the set of verdicts by grouping acceptance, rejection and termina-
tion verdicts in the set VYES, VNO and VEND respectively. By abuse of notation, we write
E € {VYES,VNO, VEND} to denote L(FE), the set of m-terms generated by the grammar of
Figure 8 starting from the nonterminal symbol E. Each of the latter is defined recursively
using the corresponding verdict from a regular (i.e., non-parallel) m-term in the expected
way. For example, an acceptance verdict VYES is reached in a parallel disjunction of two
regular m-terms whenever a YES verdict is reached by one of them. The set of monitors
MoN is therefore extended accordingly (by applying Definition 4.1 to TMON, as extended
to parallel composition). Thanks to lifting verdict composition rules to the syntax level,
the extension of the semantics of monitors in Figure 7 to parallel monitors becomes rather
simple; we only need one additional rule, stating that monitors in a composition perform
actions together:

MONEE (M,ve,v) — (M, v.,v)) (N, ve,v:) —= (N, ve,0))

MPAR

(M ® N,v,v;) = (M’ © N, ve, vl U ')

where

. vy () if vy(z) # vi(2)
vy Do) = Qof (@) if o) (2) # ve(w)

ve(z) otherwise

Recall that bound timestamp variables in M and N are disjoint, and therefore the first two
cases are disjoint. M = (Sy;, £, — 1), the TLTS describing the semantics of all monitors in
MonN is therefore extended to parallel monitors, with the transition relation —; defined
using the rules in Figure 7 and the rule MPAR above.

In the sequel, we use the shorthand notation N 4+ A.M to denote the selection between
monitor N and a.M for all actions in A C %, with the convention N + A.M = N if A is
empty. Moreover, we write A, A C ¥, to denote the set ¥\ A and similarly @, a € ¥ to
denote X\ {a}. Using these compact notations, we can write e.g., for ¥ = {ay, a2, a3, a4},
as.M + @3.NO instead of as.M + a1.NO + a3.NO + a4.NO.

Verdict persistence. As mentioned earlier, all monitors in MON are verdict persistent.

» Lemma 4.7 (Verdict presistence). For all (M, ve,ve), (N, vl,v;) € Su and finite weak run

y Ues
0eLl* if M € E then: (M, v, vt) v, (N, v, v;) implies N = M.

Verdict states. Thanks to verdict persistence, once a monitor reaches a verdict state, i.e., a
state whose first component is a verdict, the information within such state become irrelevant
regardless of what the monitor will perform in the future, at the exception of the verdict
itself (which will remain unchanged). Therefore, we may denote by yes, no, end any verdict
state in (M, v, v¢) € Sy such that M € VYES, M € VNO, M € VEND, respectively. Strictly
speaking, yes, no, end may be viewed as equivalent classes grouping states with acceptance,
rejection and termination verdicts, respectively. In order to simplify the writing, we abuse
notation by defining an equality instead. For all (M, v.,v:), (N, v.,v;) € Sy

(M, ve,vs) = (N,v.,v;) = yes iff M € VYES and N € VYES
(M,ve,v¢) = (N,vl,v;) =no iff M € VNO and N € VNO
(M, ve,vt) = (N,v.,v;) = end iff M € VEND and N € VEND

1:13
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0
For example, we write m — yes if there exists a state (N, v.,v;) with N € VYES

0
reachable from m along 6, and similarly m —,., yes if all states (N, v.,v:) reachable
along 6 from m satisfy N € VYES.

4.2 Instrumentation

The notion of a monitor “performing an action” is in fact misleading, since a monitor is rather
a passive entity that follows an SUM. We need an operator to compose a monitor with an SUM
accordingly; this is known as instrumentation. We define next the rules of the instrumentation
operator <1, adapted to the timed settings from [2]. Hereafter, recall Ml = (Sy;, £, —p) the
TLTS describing the behaviour of all monitors, and let P = (Sp, LAB, — p) be an arbitrary
TLTS describing the behaviour of an SUM. That is, we do not assume any particular form
of states in Sp or rules in — p, since the SUM can be e.g., a blackbox system.

» Definition 4.8 (Instrumentation). We define the monitored system using the instrumentation
operator < as follows: M <1 P = (Sy X Sp, LAB,—4). The transition relation — 4 is
defined in Figure 9, where m,m' € Sy, p,p’ € Sp, a € L and a € X. To save notations, we
use m < p for (m,p) € Sy X Sp.

« 12 « / T /
p—pp M—MMm p—pp
5 ——— IMON = - 1ASY
m<ap —qgm <p m<Ip —gm<p

a / a
p—pPD m ——M m:(vacaUt)
ITER

m < p —4 (END, v, v;) <1 p’

Figure 9 SOS rules for Instrumentation.

Rule IMON states that the monitor must follow any action or delay transition performed
by the SUM, whereas rule IASY corresponds to the SUM performing a 7 transition. Finally,
if the SUM may perform an action a and the monitor may not, rule ITER allows the SUM to
perform a while forcing the monitor to reach a verdict state end.

» Remark 4.9. Note that I'TER is defined only for actions and not for time delays. This is
because a monitor can always perform time delays (rule MTIME, Figure 7) and therefore it
can always follow the SUM if it performs a delay.

Preserving the SUM behaviours. We prove, through strong timed bisimulation [1], that
the instrumentation operator preserves the behaviours of the SUM, i.e., instrumenting any
SUM P with any monitor M preserves ezactly all the behaviours of P. Accordingly, given a
finite run 6 € LAB™, performed by the SUM, we say that a monitor consumes the weak run
0’ € L£* corresponding to 6 (Section 2.1).

» Example 4.10. Let us consider the monitor M, starting at state mg = (M,0,0) (Ex-
ample 4.5), and an SUM performing a finite run § = 2747 ¢ from state p to state p’. We
have then mg < p BN yes <1p’, which corresponds to M consuming 6’ = 6 ¢, the weak finite
run corresponding to . Informally, the monitor M checks the following property at runtime:
“if the first consumed action occurs within 5 time units, then such action must be a b”.
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5 Monitorability of T""

In this section, we present the monitorability results on T%". In particular, we characterise
its largest violation-, satisfaction- and complete-monitorable fragments.

5.1 Setting the framework
5.1.1 Abstracting Away the Instrumentation Operator

To alleviate notations, we abstract away the instrumentation operator through considering
only reactive monitors, i.e., monitors that can follow any run from any state of any SUM (i.e.,
consume any run in £*). This choice should introduce no loss of generality: in Section 5.2,
we show how it is rather straightforward to synthesise a reactive monitor that intuitively
“corresponds” to (verifies online) any formula in 7",

» Definition 5.1 (Monitor Reactivity (extended from [2])). A monitor M € MON is reactive
0
iff VO € L*,v. € Ry, v €V 1 (M, ve, v) —

Since we are in a linear-time setting, i.e., the set of behaviours of an SUM equals the
set of its infinite runs, all behaviours of all SUMs simply collapse into all infinite runs in

LAB¥. We write accordingly m —0» m’ to denote a reactive monitor consuming weak run
f. This way, we can simply abstract away SUMs and the instrumentation operator, the
former replaced with the sum of all infinite runs in LAB® and the latter collapsing into simple
consumption of weak runs that is always possible thanks to the reactivity assumption.

5.1.2 Monitor Initial State

Intuitively, in order to assess whether M can monitor ¢, monitoring should start at state
mo = (M,0,0). That is, monitor M is initialised at state mg, at which its time (monitor
time) starts. Since monitor time may only increase (through consuming delays), it refers to
the relative time since the monitoring of ¢ started. Examples of a monitor M starting at
state mg have been already discussed within the previous section, e.g., in Example 4.5.

5.1.3 Timed Words, Weak Runs and Time Divergence

First, we make an important, yet natural assumption on infinite timed words, namely
time divergence. To explain this, let us consider the following infinite timed word: = =
(a1, %), (az, %), (as, g)7 (aq, %), ... One can notice that 7 corresponds to a weak run with an
initial delay of %, and each subsequent delay equalling half of the previous delay. This results
in the timestamps of 7 increasing but never beyond absolute time 1 (since Y.~ (55) = 1).
The infinite timed word 7 is time convergent, and it is clear to see that there is no “real”
system that can produce such timed word; for the simple reason that time always diverges
in reality (see e.g., [23, 8][18, Sect.2]). An infinite timed word 7 is time divergent iff its

timestamps are unbounded, formally [23, Sect. 4], [7, Def. 1]:
VeeR, JieN:tj(n) >z (3)

We restrict ourselves accordingly to the set Ty, = {m € T | 7 satisfies (3) } henceforth.

Second, as we will see later on, central notions on monitorability, such as monitor
soundness and completeness, gravitate around the ability to reach a verdict, w.r.t. whether
an infinite timed word = € T3, is in the semantics of the monitored formula, based on
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consuming a finite prefix of m. We need therefore to define the notion of consuming a finite
timed word. Since (i) we already defined the notion of consuming a weak run (Section 4),
and (ii) a finite timed word necessarily corresponds to a finite weak run in £* (Section 2.2),
we simply need to define a function to retrieve the latter from the former.

» Definition 5.2 (From finite timed words to finite weak runs).
TRN:TY" — L*

where TRN(7) = dyaydaas . .. with d; =t; —t;—1 and to = 0, and the convention that TRN(m)
gives the empty weak run € if ™ is an empty timed word.

In the remainder of this paper, by abuse of terminology, we often say a monitor “consumes
(the finite timed word) 7” instead of “consumes (the finite weak run) TRN(7)”

» Example 5.3. Consider the finite timed word 7 = (a, 1.7)(,1.7)(b,5.7). The corresponding
weak run is obtained using Definition 5.2: TRN(w) =1.7a004b.

» Remark 5.4. Note that time divergence does not pose any particular restriction on finite
timed words, i.e., {Pf(m) |r € TX%,,} = TX". In words, any finite timed word (in TX*) can
be retrieved as a prefix of a time-divergent infinite timed word, see [8].

5.1.4 Monitor Soundness and Completeness

We now define the central monitor properties of soundness and completeness extended from [2,
Definition 4.1] to our timed setting.

» Definition 5.5 (Monitor Soundness). A reactive monitor M is sound for a formula ¢ € T""

if, for every finite timed word m € TX":
TRN(T
mo R_\(») yes implies (Vn' € Ext(m): 7' € [¢])
T ™
mo f) no implies (Vn' € Ext(m): 7' & [¢])

Sound monitors have the important property of consistency.

» Definition 5.6 (Consistent monitors). A reactive monitor M is consistent iff Vr € TS" :

TRN(7) . . TRN(T) TRN(m) . . TRN(T)
mo — Yyes implies mg ——» no and mg — no implies mg —— yes

» Lemma 5.7. If M is sound for some ¢ € T"" then M is consistent.

» Definition 5.8 (Monitor Completenness). Let M € MON be a reactive monitor and ¢ € T'™
a formula. M is:

TRN(7’
violation complete for ¢ iff for allm € TXS, . m & [¢] implies In’ € Pf(w) : mg RN(7") o
TRN(m")

w

satisfaction complete for ¢ iff for all m € TEY,,, m € [¢] implies I’ € Pf(w) : mg —>
yes
complete for ¢ if it is both violation and satisfaction complete for ¢.

Strong completeness. In practice, it is desirable to have reliable monitors, i.e., monitors
exhibiting a stronger property than violation/satisfaction completeness. Let us explain this
through an example.
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» Example 5.9. Let ¥ = {b, ¢} and consider the monitor
M’ = LET 2 1N ((z > 5).YES + (2 < 5).(b.YES + .NO + b.END + ¢.END))

a slight modification of the monitor M in Example 4.5. M’ is reactive, and it is rather easy
to see that M’ is sound and complete for the following 7" formula:

¢ =z infz <5|(b)tt

stating that if the first timestamp is smaller than 5, then the action must be a b. For
soundness, if verdict state no is reached, then the first timed event the monitor saw was
(c,t) with ¢ <5, and it is guaranteed that any infinite extension of the finite timed word
(c,t) will be outside the semantics of ¢. (The case where yes is reached is analogous). For
violation completeness, any infinite timed word m ¢ [¢] starts necessarily with a timed event
(c,t) with ¢ < 5, and given any prefix ' of 7 of the form (¢, t), t < 5, no is reachable from
(M’,0,0) along 7’. (The reasoning for satisfaction completeness is analogous). In practice,
however, M’ is not a reliable monitor for ¢, as it may reach end instead of no after consuming
e.g., (¢,2) (and dually, to reach end instead of yes after consuming e.g., (b,3)). We propose a
stronger definition of completeness next.

» Definition 5.10 (Strong Completenness). Let M € MON be a reactive monitor and ¢ € T""
a formula. M is:

strongly violation complete for ¢ iff for all m € TXY,,, ™ & [¢] implies 37’ € Pf(rw) :
TrN(7)

mo — inev NO
strongly satisfaction complete for ¢ iff for all m € TXS, , m € [¢] implies 3o’ € Pf(n) :
TrRN(7")

mo — inev Y€S
M s strongly complete for ¢ if it is both strongly violation and strongly satisfaction complete

for ¢.

In brief, the key element in the above definition is the inevitability of verdicts. That is,
if a strongly satisfaction- (resp. violation-) complete monitor for some ¢ € T¥" is given an
infinite timed word 7 that is in (resp. outside of) the semantics of ¢, then it will inevitably
reach verdict yes (resp. no) after consuming a finite prefix of 7. Therefore, such monitor has
the important feature of reliability in practice as discussed in Example 5.9 above.

» Example 5.11. In Example 5.9, the monitor M’ is neither strongly satisfaction nor strongly
violation complete for ¢.

» Remark 5.12. In this paper, the notion of violation- or satisfaction-monitorable formulae
will still rely on the existence of a monitor that obeys soundness (Definition 5.5) and the
weaker version of completeness (Definition 5.8). Strong (satisfaction/violation) completeness
(Definition 5.10) will be a property of our monitors, which we synthesise automatically from
T, for formulae within the satisfaction/violation/complete monitorable fragments.

5.2 Sound monitor synthesis

In this subsection, we define a compiler from T%" to monitors and prove that, for every
formula ¢ € T%", our compiler outputs a monitor that is sound for ¢ (Proposition 5.15).
The compiler (—) : T%" — MON is defined in Figure 10 (note that monitors generated
by (—) are necessarily closed since (—|) is applied only to formulae, i.e., elements of 7%"). The
rules of (—)) are rather simple and straightforward, operating on the syntax of the formula

1:17

ECOOP 2025



1:18 A Theory of (Linear-Time) Timed Monitors

(tt) — YES () — NO

(= in¢) = LET 2 IN (¢) (XD = X

(la]®) = a(¢)+aYES  ((a)g) = a.(¢) +aNO
(lgl¢) = g.(¢) +9.YES  ((9)9) = 9.(¢) +9.NO
(¢ A ) = (¢ @ W) (¢ V) = (¢) @ ()
(max(X,¢)) = rec X.(¢) (min(X,¢)) = rec X.(¢)

Figure 10 (—) rules from T“" to monitors, defined recursively on subterms of formulae.

provided as an input. For example, if the formula is [a](b)tt, whose semantics is “if the first
action is a, then the second must be a b” (Section 3.1), then we want a monitor that consumes
the first action, and becomes verdict YES if such action is not a, and monitors that the second
action is a b otherwise. We obtain thus the monitor ([a](b)tt) = a.(b.YES + b.no) + a.YES,
which corresponds to the description above (under the rules defined in Section 4.1).

» Example 5.13. The monitor M in Example 4.5 is compiled from the formula: z in[z <
5](b)tt over ¥ = {b, c}. More complex examples will follow within the next subsections.

» Lemma 5.14. For all ¢ € T'™ (¢) is reactive.

» Proposition 5.15. For all ¢ € T, (@) is sound for ¢.

5.3 Complete Monitorable Fragment

In this subsection, we identify CT"", a subset of T%", and prove its complete monitorability
(Theorem 5.26).

» Definition 5.16 (Complete-monitorable formulae). A formula ¢ € T'™ is complete monit-
orable iff there exists a reactive monitor M that is sound and complete for it. A fragment
I C TY" s complete monitrorable iff each ¢ € T is complete monitorable.

It has been shown in [2] that the recursion-free fragment of untimed linear-time u-calculus
(u-HML) is its largest complete-monitorable fragment. We show that this result does not
hold in the timed setting, i.e., the maximal set of complete-monitorable formulae in T%" is
strictly larger than that of u-HML. To explain this, let us first prove a handy lemma. Recall
that D is the set of timestamp variables and V all valuation functions over D (Section 3.1).

» Lemma 5.17. Let y € D andn € N. For allm € TYY,,x € D\ {y},v € V,g9 € B(D):

1. 3i € Nyg such that v[z = t;(7)] fr (x —y <n) A g,
2. Vi € Nug: v[z =t (m)] e (x —y < n) Ag impliesVj > i: vix == t;(7)] (. —y < n) Ag.

Let us depict the consequences of the above lemma through a few examples. To ease the
explanation, we sometimes use MTL formulae as a support.

» Example 5.18. Consider the formula ¢ = F'b (Section 2.4), meaning “action b will be
seen in the future” (recall that this is the special case of Frb with I = [0,00)). Clearly,
there is no violation-complete monitor for ¢, because there is no way for a monitor to say no
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based on a finite timed word not containing b (since a b can occur later on). In contrast, ¢
is monitorable for satisfactions: it suffices for the monitor to see a b to say yes. It follows
that ¢’ = TOT " (¢) = min(Y, ()t V (X)Y) (recalling that F'b is syntactic sugar for T Us b,
then using the function TO 7%", Section 3.2) is satisfaction monitorable, but not violation
monitorable. Now, in a (time) constrained setting, i.e., whenever we use a bounded interval
I (with RB(I) € N, Definition 2.4), ¢ becomes both satisfaction and violation monitorable,
and therefore complete monitorable. Consider the example ¢. = Frb with I = [5,8]. Tts
compilation into T"" gives the following formula:

¢l = x5 inmin(Y, (x in(z. — z5 € [5,8])(b)tt) V (X)Y)

which means “eventually b will occur within [5,8]”. The guard x. — z, € [5, 8] is of the form
x—y < nAg where y = zs (constant), n = 8 (constant), z = z., < =<, g = . — x5 > 5,
and z. diverges after a finite number of recursions (because time diverges and Y is guarded
by (X)). Therefore, by Lemma 5.17, z. — x5 € [5, 8] will become false after a finite number
of recursions, and will remain false indefinitely afterwards. It follows that the monitor can
safely say no when the guard becomes false (which means that the consumed prefix until
then did not contain any action b between 5 and 8).

» Example 5.19. Let us now consider the more complex leads to formula ¥ = G (b= F ¢)
stipulating that “whenever an action b occurs, an action ¢ follows in the future”. As explained

in Section 1, this formula cannot be monitored (neither for satisfactions nor for violations).

Now consider the constrained bounded response Y. = Gy (b= Fp c) with I = [1,3] and
I' =[2,5]; i.e., in which we constrain both temporal operators with bounded intervals. The
compilation of 9. into T"" (Figure 5) gives the following formula:

¥, = 2y inmax(Y, (z, nfr, -z, € [1L3)(BIFV ) A ((5)Y)
with:
¢ = o, inmin(X, (2} in(zl — 2!, € [2,5]) () V ((2)X))

The constrained bounded response formula 1)/, is also complete monitorable. Indeed, if no b
occurs between 1 and 3, the monitor can safely say yes (when the right bound of [1, 3] is
exceeded). Otherwise, for every b occurring between 1 and 3, the monitor checks whether a ¢
occurs between 2 and 5 (relative to the occurrence of such b), and says no if it is not the
case. Since [2, 5] is bounded, the monitor can decide as soon as it consumes an action more
than 5 time units since the last occurrence of b between 1 and 3.

» Example 5.20. Let us now consider the formulae given in Example 3.5, not expressible in
MTL. The formula

¢even(b) = maX(X> <Z> <b>X)

is violation monitorable (a monitor can say no as soon as it sees an action at an even position
different than b), but is not satisfaction monitorable. Now, following the same reasoning as
in the previous examples (applying Lemma 5.17), the formula

Peven() (3,5 = s inmax(X, () (ze in(ze —x, € 3,5]) (X V \/ y* in(y" —w, ¢ [)(a)X))
a€y

is complete monitorable.
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Syntactic characterisation. In order to characterise a sufficiently expressive syntax for
complete-monitorable formulae, we remark the following. Formulae ¢/ (Example 5.18) is
equivalent to the following formulae:

zs inmin(Y, (ze in(x. — zs € [5, 8])(b)tt) V \/ y*in(y® — z, < 8){(a)Y)
a€y

because when the monitor time exceeds the right bound of [5, 8], then there is no need to
check if (b)tt is satisfied, and therefore recursion can be prevented (and the monitor can say
no at this stage). Formula ¢/, in Example 5.19 can be transformed similarly to the following
equivalent formula:

@y inmax(Y, (z, infze —x, € [L,3]J(BIF vV ) A \/ (3" iny* — 2, < 3]{a)Y))
a€Xl

where:

¢ = ), nmin(X, («} in(a), — o, € [2,5)) () vV \/ (=* in(=* — a, < 5){a) X))
acX

As for formula @eyen(p),[3,5) in Example 5.20, it can be rewritten similarly as follows:

ws inmax (X, (3) (e in(ze — 25 € [3,5) (X V \/ y” in((y* — 25 < 3)@)X V (y* — 25 > 5){a)tt))
a€X

since there is no need to recurse after the right bound of [3, 5] is exceeded (in such case, the
timed word is in the semantics of the formula).

More generally, in a complete-monitorable formula ¢, every subterm min(X,¢) or
max(X, 1) is constrained. That is, in every subterm of ¢, every occurrence of recursion
variable X is preceded by x in{(g){a) or x in[g]{(a) such that g becomes eventually false, and
a € 3. To simplify the proofs, we use a straightforward syntactic manipulation in order to
require recursion variables to be immediately preceded by x in{g) or z in[g]: every x in{g){a)
preceding a recursion variable becomes x in{(g){a)z’ in(g’) where in ¢’ the timestamp variable
z is replaced with z’. For example, the formula

¢’ =@ inmin(X, (z infz; — 2, € [2,5])(c)t) vV \/ (=" in(z" — 2/, < 5)(a) X))

above is semantically equivalent to

¢" = @ inmin(X, (¢, in(z. — 2} € [2,5])()tt) V \/ (" in(z" — o < 5)(a)y” in(y" — i < 5)X))

acy

In order to syntactically specify that some guard becomes unsatisfied after a finite number
of recursions, we introduce CLVAR, an infinite subset of logical variables VAR, such that
a variable that belongs to CLVAR must appear in a particular form within the scope of a
fixpoint operator.

» Definition 5.21 (Complete-monitorable fragment). A formula ¢ € T is in the set CT""
C T4 of complete-monitorable formulae iff ¢ is generated by the grammar in Figure 11 (with
neN, ge B(D), z,y € D and X € cLVAR) and for all min(X, ), max(X, ) subterms of
b, y is free in °. A subterm max(X,¢) (resp. min(X, ¢)) of a formula in CTY" is called a
constrained max (resp. constrained min).
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o, n= ot | ff | oV | oA | zing
| (a)o | [a]é | (9)¢ | 9]¢
| max(X,¢) | min(X,¢) | rin[g.]X | zin(g,)X

Yo = T—y=<n | 9. Ny

Figure 11 Grammar to generate formulae (closed and guarded terms) of CT"".

To prove that CT"" is complete monitorable, we show that (¢) is sound and strongly
complete for every ¢ € CT%". Strong completeness allows us to both guarantee completeness
and show that our monitors (synthesised by (—)) are reliable for CT"".

» Proposition 5.22. For all ¢ € CT"", (¢) is sound for ¢.

Proof. Since CT"" C T"" we conclude by Proposition 5.15. |

» Proposition 5.23. For all ¢ € CT"™, (¢) is strongly satisfaction complete for ¢.
» Proposition 5.24. For all ¢ € CT'™, (@) is strongly violation complete for ¢.
» Example 5.25. Consider the following formula:

¢ = zs inmin(X, (zin(x — zs € (3,7])(b)y in(y — z € [0, 2))(c)tt) V \/ 2% in(2" — zs < T)(a)X)
aex

easily expressible in CT%" (see above), which expresses the following property “there exists
an occurrence of b within interval (3, 7] that is immediately followed by a ¢ within the interval
[0,2)”; where “immediately followed by” means that there are no other actions occurring
in between. In other words, the semantics of ¢ contains all infinite timed words 7 such
that there exists a position ¢ with a;(7) = b and t;(7) — t1(7) € (3,7] and aiy1(7) = ¢ and
tiv1(m) — t;(m) € [0,2). The compilation of ¢ into a monitor gives:

M = (¢) = LET x5 IN rec X.((LET z IN (((z — zs € (3,7]).(b.N + b.NO))+
(z—zs ¢ (3,7]).NO)) & (Baes LET 2" IN (((2* —zs < 7).(a.X +a.NO)) + (2" —zs > 7).NO)))

where
N =1LeTy IN (((y — 2 € [0,2)).(c.YES +€.NO)) + (y — x ¢ [0,2)).NO)

and M is sound and strongly complete for ¢. For e.g., strong completeness, for any 7 €

Ty, in the semantics of ¢ (resp. not in the semantics of ¢), the monitor will inevitably

reach a verdict state yes (resp. no) after consuming a finite prefix of 7. For example, for

any infinite timed word 7.7 with m; = (a,1)(b,8)(c,9) and m € T (resp. mo.m with
TRN(71) TRN(72)

7y = (a,2)(b,6)(c,8) and m € TE ) we have mg —— ineo Yes (resp. Mg — iney NO).

» Theorem 5.26. CT""™ is complete monitorable.

Proof. For every ¢ € CT"™, (¢) is sound (Proposition 5.22), satisfaction complete (implied
by Proposition 5.23) and violation complete (implied by Proposition 5.24) for ¢. It follows
that CT"" is complete monitorable (Definition 5.16). |

5 This is to guarantee that, within the scope of max(Y,) or min(X,%), the valuation of y remains
constant and so Lemma 5.17 can be applied.
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5.4 Monitorabile Fragment

In this subsection, we identify MT"" a fragment of T"", and prove its monitorability
(Theorem 5.38).

» Definition 5.27 (Monitorable formulae).

A formula ¢ € T"™ is violation (resp. satisfaction) monitorable iff there exists a reactive
monitor M that is sound and violation (resp. satisfaction) complete for ¢. A fragment
I' C T s violation (resp. satisfaction) monitorable iff each ¢ € T' is wviolation (resp.
satisfaction) monitorable.

A formula ¢ € T"" is monitorable iff it is violation or satisfaction monitorable. A
fragment T C T%" is monitorable iff each ¢ € T' is monitorable.

In order to identify a monitorable fragment, let us first proceed with examples.
» Example 5.28. Consider the following 7%" formula:

¢ = max(Y, ([plff v ¢) A ((£)Y))
with:

¥ =z, inmin(X, (z. in(ze — 25 € ) {O)tt) V ((£) X))

with I € Z bounded (RB(I) € N). Formula ¢ expresses the important bounded response
property (in MTL: G (b = Fyc), Section 1). Notice how every min subformula of ¢ can
be rewritten as a constrained min (Section 5.3), whereas the max subformulae are clearly
unconstrained. Formula ¢ is violation monitorable: after every occurrence of b, a monitor
can check whether a ¢ will follow within I (relative to such occurrence). Since I is bounded,
such check always terminates (by Lemma 5.17), and the monitor can say no if no ¢ occurred.
However, this formula is not satisfaction monitorable.

» Remark 5.29. Bounded response is not bounded-memory monitorable in the general case [35]
(it is when I is left-closed at 0, see e.g., [17]). Bounded-memory monitorability is out of this
paper’s scope and is left for future work (Section 7).

» Example 5.30. Consider now the following T7%" formula:
n=min(Y, ((b)¢ V (X)Y))

with:
¢ = zsinmax(X, (z. inz. — x5 € I){c)tt) A ((X)X))

with I € Z bounded. Notice how every max subformula of 7 can be rewritten as a constrained
max (Section 5.3), whereas the min subformulae are clearly not constrained. Formula 7 is
satisfaction monitorable: if a b occurs, a monitor can safely say yes if every action seen within
I after such occurrence is a ¢ (this process terminates, again thanks to Lemma 5.17). This
formula is however not violation monitorable: any no verdict may be falsified by a future b
after which every action within [ is a c.
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¢, u= ot | ff | ovy | oAy | zing
| (a)o | lal¢ [ (90 | [g]¢
| min(X,¢) | X

Figure 12 Grammar to generate formulae (closed and guarded terms) of ST"".

o n= ot | ff | ¢V | ¢AY | zing
| (a)o | lale [ (9o | lglo
| max(Y,¢) |V

Figure 13 Grammar to generate formulae (closed and guarded terms) of VT,

Syntactic characterisation. The intuition is that both violation- and satisfaction-
monitorable formulae will share the syntax of CT%" and differ for (unconstrained) minimal
and maximal fixpoint operators. To simplify the syntax, we prove that the semantics of
constrained min and constrained max coincide. That is, for every constrained formula
min(X, ¢), we have the equality [min(X, ¢)] = [max(X, ¢)] (and dually for constrained max
formulae). Accordingly, for violation-monitorable formulae, we do not need constrained min
in their syntax (Figure 13). This is because constrained min formulae can be rewritten as
constrained max formulae, and a constrained max is a special case of max. For example, in
the bounded response property (Example 5.28), and after transforming ¢ into a constrained
min (Section 5.3), the minimal fixpoint operator can be replaced with the maximal one
without changing the semantics. Dually, we do not need constrained max in the syntax of
satisfaction-monitorable formula (Figure 12).

» Definition 5.31 (Monitorable fragment). The set of monitorable formulae MT"™ C TH" s
the union of the set of violation-monitorable formulae (Figure 13) and satisfaction-monitorable
formulae (Figure 12), i.e., MT"" = VT y ST",

» Proposition 5.32. For all p € MT"", (¢) is sound for ¢.

Proof. Since MT"" C T¥" we conclude by Proposition 5.15. |
» Proposition 5.33. For all ¢ € STV, (¢) is strongly satisfaction complete for ¢.

» Theorem 5.34. ST is satisfaction monitorable.

Proof. Direct from Proposition 5.32, Proposition 5.33 and Definition 5.27. |
» Proposition 5.35. For all ¢ € VT, (@) is strongly violation complete for ¢.

» Example 5.36. The formula ¢cpenp) = max(X, (X)(h)X) (Example 3.5) is violation
monitorable. Its compilation by (—) gives the monitor

M = (beven)) = rec X.(Paex a.(b.X 4+ b.NO) + a@.NO)

and it is rather straightforward to see that M is sound and inevitably reaches verdict no (from
mg) when given any infinite timed word outside of the semantics of Geyen (). Indeed, for any
infinite timed word 7, we have T ¢ [@eypen(r)] iff there exists a position i € Nsy, i mod 2 = 0

) TrRN( )
such that a;(7) # b. For any such 7 and the smallest such i, we have mg — ¢ NO.
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|M € VYES| = tt |M € VNO|| = ||[M € VEND|| = ff

[LET 2 N M| = win|M]|| [M + N = M VN
M@ N = (Ml VNI [M e N| = 1M AN
[lov. M| = (a)||M]] lg- M| = (@lM]

X = X [[rec X. M| = min(X, [[M]})

Figure 14 Compiler from reactive monitors to ST"“", defined recursively on subterms of monitors.

((M € VYES)) = ((M € VEND)) = tt ((M €VNO)) = ff

((LET 2 IN M) = zin((M)) (M+N) = (M)A(N))
(M ® N)) = ((M)V{N)  ((MeN) = {(M)A{N)
((a.M)) = [af{(M)) ((g-M)) = [gl{M))

(X)) = X ((rec X.M)) = max(X, ((M)))

Figure 15 Compiler from reactive monitors to V7T"", defined recursively on subterms of monitors.

» Theorem 5.37. VT'" s violation monitorable.
Proof. Direct from Proposition 5.32, Proposition 5.35 and Definition 5.27. <
» Theorem 5.38. MT"" is monitorable.

Proof. Direct from Theorem 5.34, Theorem 5.37, Definition 5.31 and Definition 5.27. |

5.5 Maximality

» Definition 5.39 (Largest monitorable fragment). A fragment I' C TU" is said:
The largest satisfaction- (resp. violation-, complete-) monitorable fragment of T'™ iff (i)
I is satisfaction (resp. violation, complete) monitorable and (ii) for every satisfaction-
(resp. wviolation-, complete-) monitorable formula 1 € T"", there exists ¢ € T' such that
[¢] = [¥].
The largest monitorable fragment of T'™ iff (i) T is monitorable and (ii) for every
monitorable formula ¢ € T, there exists ¢ € I’ such that [¢] = [¢].

In order to prove that MT"" is the largest monitorable fragment of T%" we follow
an approach inspired from [2]. First, we prove that for every reactive monitor M, if M
is satisfaction (resp. violation) complete for two formulae in 7%", then such formulae are
semantically equivalent (Lemma 5.40). Second, we define two functions: || — || (Figure 14),
that maps any reactive monitor M to a formula in ST"%", and ((—)) (Figure 15) that maps
any reactive monitor M to a formula in V7T%"; then prove that any reactive M is sound and
satisfaction complete for its image by || — || (i-e., || M]|), and sound and violation complete for
((M)) (Lemma 5.41). We conclude therefore that any formula ¢ € T%" that is satisfaction
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(resp. violation) monitorable, through the existence of a monitor M that is satisfaction (resp.
violation) complete for ¢, is necessarily equivalent to ||M|| € ST (resp. ((M)) € VTU",
Proposition 5.42). Accordingly, ST"" is the largest satisfaction-monitorable fragment of
TUn VT the largest violation-monitorable fragment of T%" and MT"" = VT y STh"
the largest monitorable fragment of 7%" (Theorem 5.43, Theorem 5.44). We also prove that
CT"" is the largest complete-monitorable fragment of 7" (Theorem 5.45).

Lemma 5.40. For every reactive monitor M and formulae ¢4 € TH":
1. M is sound and satisfaction complete for ¢ and ¥ implies [¢] = [¢],
2. M is sound and violation complete for ¢ and ¢ implies [¢] = [¢].

v

v

Lemma 5.41. For every reactive monitor M, if M is consistent then:

1. M is sound and satisfaction complete for || M||

2. M is sound and violation complete for ((M))

» Proposition 5.42. For every formula ¢ € T"":

1. if ¢ is satisfaction monitorable, then there exists yp € STU™ such that [¢] = [¥],
2. if ¢ is violation monitorable, then there exists ¢ € VT'™ such that [¢] = [¢].
Proof.

Item 1. Assume ¢ € T"" is satisfaction monitorable. By definition, there exists a reactive
monitor M that is sound and satisfaction complete for ¢. By Lemma 5.7, we have M
is consistent. Now, by Lemma 5.41 (Item 1), we deduce M is sound and satisfaction

complete for || M|| € ST¥" and finally we conclude [¢] = [||M||] by Lemma 5.40 (Item 1).

Item 2. Analogous. <

» Theorem 5.43.
1. STU" s the largest satisfaction-monitorable fragment of TH",

2. VTU js the largest violation-monitorable fragment of TV,

Proof.
Item 1. Direct from Definition 5.39, Theorem 5.34, and Proposition 5.42 (Item 1).
Item 2. Direct from Definition 5.39, Theorem 5.37, and Proposition 5.42 (Item 2). |

» Theorem 5.44. MT¥™ is the largest monitorable fragment of TH™.

Proof. Direct from Definition 5.39, Theorem 5.43 and Definition 5.31. <

» Theorem 5.45. CT"" is the largest complete-monitorable fragment of TH".

» Remark 5.46. An important remark here is the fact that M7T"" reflects precisely the effect
of bounded intervals on monitorability. At a first glance, it may seem that the existence of a
bounded interval in the syntax of a formula ¢ is sufficient for ¢ to be monitorable; however,

this is generally false. Take for example the MTL formula ¢ = G (¢ = Fjz5 (b A Fc)).

Although [2, 5] is bounded, 1) is not monitorable. For satisfactions, the reasoning is similar to
bounded response. For violations, take any infinite timed word 7 starting with (¢, 1)(b, 4)(b, 8)
and satisfying Vi € Nx3 : a;(7) = b, then we have 7w ¢ [¢]. Yet, there is no way for a monitor
to say no based on a finite prefix of 7. Without a surprise, the compilation of 1 into 7"
falls outside of MT"" as it uses both unconstrained min and max subformulae.
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6 Related Work

The state of the art on RV of timed properties mainly centres around the study of LTL
extensions such as MTL [27] and MITL, the fragment of MTL excluding singular intervals [5].
The use of a declarative logic to describe system behaviour creates a clear delineation between
what can be specified and how this can then be verified algorithmically. This is in line with
our approach and is more conducive to the study of monitorability. Baldor et al. [9] were the
first to propose a transition based approach to monitoring of MITL formulae and establish
complexity results for their proposed synthesis. Ho et al. [24] split unbounded and bounded
parts of a dense-time MTL formula to permit a simpler construction for the bounded parts
to obtain space-bounded monitors. Neither of these works consider monitorability issues.

The influential work by Bauer et al. [12] introduces the idea of an n-valued semantics for
a timed version of LTL called TLTL, defined over trace prefizes by incorporating inconclusive
outcome, typically denoted by “?”. This is used as a definition of the expected monitor
behaviour when analysing a trace prefix online, which then guides a method of obtaining
executable monitors from timed properties. The main drawback of the approach is that
monitor synthesis disregards monitorability aspects; it generates monitors for any timed
property, without information on whether such property is monitorable or not. The recent
work on monitoring MITL by Grosen et al. [22] also suffers from this drawback as a result
of adopting a three-valued semantics. Despite this, they propose new symbolic method of
synthesising monitors for MITL properties via a translation into timed Biichi automata.
Pinisetty et al. [37] consider the monitoring of properties expressed as timed w-automata.
However, they ascribe an n-valued semantics to prefixes of infinite runs as discussed above.
The work focuses on how prior knowledge on the system (also expressed as a timed automaton)
can be used for sound predictive monitoring.

All of the above works take into account in one sense or another infinite executions; the
infinitary nature of traces poses the main complication when considering the monitorability
of linear-time properties [2]. Popular work on synthesising monitors for timed LTL properties
with finitary semantics, such as that of Thati and Rosu [45] and of Basin et al. [11] sidestep
any monitorability issues since every formula becomes monitorable. Basin et al. consider
a first-order version of MTL called MFOTL to describe properties involving data ranging
over an infinite domain. Ulus et al. [46] describe a monitor algorithm for Timed Regular
Expressions based on the union of two-dimensional zones for finite words. Raszyk et al. [41]
extend this work to an augmented monitoring setup that uses multiple analysis points
(i.e., multi-head monitors) that relates to our parallel monitoring setup. Lima et al. [32]
augment monitoring verdicts of MFOTL with explanations of why the monitored execution
led to violations/satisfactions. Roussanaly et al. [43] study a decentralised monitor synthesis
procedure for timed regular expressions that is similar to our parallel monitors. Note that a
number of works study quantitative monitoring of STL [34], a version of MITL interpreted
over continuous signals, proposing thereby a robustness measure instead of yes/no verdicts.
Such works sidestep monitorability problems either through approzimate measures under
infinitary semantics (see e.g., [16]) or more precise measures under finitary semantics [42].

In summary, our approach is complementary to the above efforts. On the one hand, our
work is the first that proposes through monitorability results for an expressive timed logic.
As shown in Section 3.2, MTL is less expressive than our T%" which both in general and
w.r.t. to monitorability; we have shown that there exists monitorable formulae in 7%" that
are not expressible in MTL (Section 5, Section 5.4). On the other hand, works such as [24]
and [22] focus on efficiency of monitoring algorithms rather than monitorability issues.
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Studies on monitorability generally consider one of two definitions; the one due to
Pnueli and Zaks [39] or that due to Schneider [44]. Aceto et al. [4] have shown that the
latter definition is strictly stronger and have systematised the various variants in terms of
soundness and completeness criteria similar to those we used. In particular, the definition
of monitorability assumed in our work is the stronger variant due to Schneider, in part
because it allowed us to establish maximality results for our logical fragments; at the time of
writing, the methods for establishing maximal monitorable fragments for Pnueli and Zaks
monitorability are not well-established.

7 Conclusion

In this paper, we solved the monitorability problem for an expressive timed logic. We proposed
T¥" a modal timed p-calculus with linear-time semantics and proved that it is strictly more
expressive than the well-known and popular MTL. Then, we precisely identified the maximal
fragments of violation-monitorable, satisfaction-monitorable, complete-monitorable, and
monitorable formulae of T%". To the best of our knowledge, this is the first work that solves
the monitorability problem for such expressive timed logic.

A natural direction of future work is to synthesise monitors as timed automata (TA). Such
monitors should be simpler than MON and can be efficiently implemented in TA-based tools.
Another direction is the study of bounded-memory monitorability. At least two research
axes in this direction are worth investigating. First, the identification of the fragments of
bounded-memory monitorable formulae of 7%" under the same setting as in this paper (linear
time, time-divergent infinite words). Second, analogous to the first axis, the characterisation
of the weakest conditions on infinite timed words to enable bounded-memory monitorability
for some properties that are not monitorable in bounded memory in the general case.
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