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—— Abstract

We present an optimal oracle for answering connectivity queries in undirected graphs in the presence
of at most three vertex failures. Specifically, we show that we can process a graph G in O(n + m)
time, in order to build a data structure that occupies O(n) space, which can be used in order to
answer queries of the form “given a set F' of at most three vertices, and two vertices x and y not in
F, are x and y connected in G\ F?” in constant time, where n and m denote the number of vertices
and edges, respectively, of G. The idea is to rely on the DFS-based framework introduced by Kosinas
[ESA’23], for handling connectivity queries in the presence of multiple vertex failures. Our technical
contribution is to show how to appropriately extend the toolkit of the DFS-based parameters, in
order to optimally handle up to three vertex failures. Our approach has the interesting property
that it does not rely on a compact representation of vertex cuts, and has the potential to provide
optimal solutions for more vertex failures. Furthermore, we show that the DFS-based framework can
be easily extended in order to answer vertex-cut queries, and the number of connected components
in the presence of multiple vertex failures. In the case of three vertex failures, we can answer such
queries in O(logn) time.
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1 Introduction

1.1 Problem definition

This paper is motivated by the following problem. Let G be an undirected graph, and let d,
be a positive integer. The goal is to efficiently build a data structure, that occupies as little
space as possible, so that we can efficiently answer queries of the following form:

“Given a set of vertices F, with |F| < d,, that have failed to work, and two vertices x and y
not in F, are x and y connected in G\ F 2.

This problem has received significant attention in the last few years [11, 40, 31, 28, 32],
and it can be characterized as an instance of “emergency planning” [37], or as a data structure
problem in the fault-tolerant, or sensitivity setting. The potential usefulness of such data
structures in real-world applications is obvious: since networks in real life are prone to
failures, it may be worthwhile to spend some time in order to preprocess the graph, so that
we can deal efficiently with (temporary) malfunctions.
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What makes this particular problem so interesting, and justifies the variety of the
approaches that have been taken so far, is the difficulty in simultaneously optimizing all the
parameters of efficiency: i.e., the preprocessing time, the space usage, the time to answer
the queries, and (in some cases) the time to separately handle the set F of failed vertices.
Thus, the solutions that exist in the literature provide various trade-offs, and none of them
outcompetes the others in every measure of efficiency (see Table 1).

However, for the cases where d, € {1,2}, one can provide an optimal solution by relying
on some older works. Specifically, for d, = 1, one can use a simple DFS-based approach [41],
and for d, = 2 one can use the SPQR trees [2, 21, 18], that represent compactly all 2-vertex
cuts of a biconnected graph. These cases admit of an optimal solution in the sense that
the data structures can be constructed in O(n + m) time, they occupy O(n) space, and
they can answer any connectivity query in O(1) time, where n and m denote the number
of vertices and edges, respectively, of G. That these preprocessing and query times are
optimal is obvious. The claim of the optimality of the O(n) space usage is justified by the
Q(min{m, d.,n}) lower bound on the bits of space usage that are provably necessary for some
classes of graphs [11].

Two related kinds of queries, that do not involve a particular pair of vertices, but enquire
for the global impact of the failed vertices on the connectivity of G, are:

1. “Is G\ F connected?” (vertex-cut query)
2. “What is the number of connected components of G\ F?”

A conditional lower bound for vertex-cut queries was given in [31], and only very recently
[24] have provided an efficient solution for them. The optimal oracles mentioned above for
dy € {1,2} can also answer queries 1 and 2. Specifically, a DFS-based approach can easily
answer both such queries in constant time when |F| = 1, and an O(n)-time preprocessing on
the SPQR-based data structure can answer at least the first kind of queries in O(logn) time
(as mentioned in [24]).

In this paper, it is sufficient to assume that the input graph G is connected. This is
because, if one has an oracle (for any of the problems that we have mentioned), that works for
connected graphs, then one can simply initialize an instance of the oracle on every connected
component of the graph, and thus have in total an oracle providing the same bounds as the
original. Furthermore, we can use the sparsifier of Nagamochi and Ibaraki [33], in order to
replace every “m” in the bounds that we state with “min{m, d,n}” (with the exception of
the preprocessing time, in which “m” must necessarily appear as an additive factor).

1.2 QOur contribution

Our main contribution is an optimal oracle for the case d, = 3. This can be stated as the
following:

» Theorem 1. We can process an undirected graph G with n vertices and m edges in O(n+m)
time, in order to build a data structure with O(n) size, which can answer queries of the form
“given a set F of at most three vertices, and two vertices x and y not in F, are x and y
connected in G\ F %7 in constant time.

We note that Theorem 1 constitutes a genuine theoretical contribution, since the existence
of an optimal oracle for d, > 2 was an open problem prior to our work (see our discus-
sion in Section 1.3). Furthermore, the solution that we provide has the following notable
characteristics:

(1) It encompasses the cases d, € {1,2}, and has the potential to be extended to an optimal

solution for d, > 3.
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(2) The underlying data structure does not rely on a computation or compact representation
of vertex cuts. Instead, we work directly on a DF'S tree, and this enables us to report
efficiently the number of connected components upon removal of a set of vertices.

(3) The most complicated data structures that we use are: the optimal DSU data structure
of Gabow and Tarjan [15] (that works on a predetermined tree of unions) on the RAM
model of computation, an optimal level-ancestors query data structure [3], an optimal
RMQ data structure (e.g., [13]), and an optimal oracle for NCA queries (e.g., [4]). Thus,
in practice one could use alternative (but still very efficient) implementations of those
data structures, in order to have a working oracle operating in near-optimal efficiency.

In order to establish Theorem 1, we rely on the DFS-based framework introduced by
Kosinas [28], for designing an oracle for any fixed d,. The general idea in [28] is to use a
DFS tree T of the graph, and determine the connectivity relation in G \ F' between some
specific subtrees of T \ F, which are called internal components (see Section 2.2). This
connectivity relation is sufficient in order to be able to answer efficiently any connectivity
query. The input d, for constructing the oracle is vital in order to compute a set of DFS-based
parameters that are used in order to handle up to d, failures. What differs for us in the case
d, = 3, is that we choose an alternative set of DFS-based parameters (coupled with, and
motivated by, a much more involved case analysis for the internal components), which can
be computed in linear time, occupy O(n) space, and, if handled carefully, can be used in
order to establish the connectivity between the internal components in constant time. (After
that, every connectivity query on G \ F can be handled precisely as in [28].)

One of the main attributes of the oracle from [28], that makes it particularly attractive
for our purposes, is its simplicity, both in itself, and in relation to all the other approaches
that have been taken so far for general d,. In fact, we show that we can easily extend the
underlying data structure, so that it can answer efficiently both vertex-cut queries, and
queries for the number of connected components of G \ F. Specifically, we have the following
(see Section 2.3):

» Theorem 2. Let G be an undirected graph with n vertices and m edges, and let d, be a
positive integer. We can process G in O(d.mlogn) time, in order to build a data structure
with size O(d,mlogn), which can answer queries of the form “given a set F of at most d,
vertices, what is the number of the connected components of G \ F 27, in O((d* + 2¢d?)logn)
time, where d = |F|.

Notice that the oracle in Theorem 2 can also answer the corresponding vertex-cut query
within the same time bound, because, if we are given a set of vertices F, then G \ F is
connected if and only if G\ F consists of only one connected component. (Recall our
convention that G is connected.)

Our method for augmenting the data structure from [28] so that we can provide Theorem 2,
implies the following improved bound in the case where G is d,-connected (i.e., in the case

4

where G is so “well-connected”, that we have to remove at least d, vertices in order to

disconnect it; see Section 2.3):

» Corollary 3. Suppose that G is d,-connected. Then, the oracle described in Theorem 2
can answer queries of the form “given a set F' with d, vertices, what is the number of the
connected components of G\ F 27, in O(d}logn) time.

Again, notice that the oracle in Corollary 3 can also answer the corresponding vertex-cut
query within the same time bound. We note that the problem of efficiently answering
d,-vertex-cut queries for d,-connected graphs was left as an open problem in [39], and it was
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only very recently addressed in [24]. (For a comparison between our bounds and that of
[24], see Table 3 and the discussion below the table.) Furthermore, in the case where G is
k-connected, for some k < d,, we can still have an improved time bound for answering the
queries, but this is a little bit more involved:

» Corollary 4. Suppose that G is k-connected. Then, the oracle described in Theorem 2 can

answer queries of the form “given a set F' of vertices, with |F| =d and k < d < d,, what is
» o d—

the number of connected components of G\ F?”, in O(d*logn + (d — k + 1)((K_1) (k—1)+

st (gj)(d —1))logn) time.

For a proof of Corollary 4, see Section 2.3.2. To appreciate this time bound, let us suppose,
for example, that G is k-connected (for some x < d,), and that F is a set of k + 1 vertices.
Then, we can determine the number of connected components of G \ F' in O(x* logn) time.

Our technique for answering the queries for the number of connected components can be
adapted to the case where d, = 3, so that we have the following;:

» Corollary 5. The data structure described in Theorem 1 can answer queries of the form
“given a set F' of at most three vertices, what is the number of connected components of G\ F ?”
in O(logn) time.

1.3 Previous work

In Table 1 we see the bounds provided by the best known solutions for general d,, and in
Table 2 we see how they compare with our optimal oracle for the case d, = 3. (In Table 2
some entries are removed, because they do not provide any advantage in their bounds over
the rest when d, is a fixed constant.)

Table 1 The best known bounds for a deterministic oracle for answering connectivity queries
under up to d, vertex failures. Notice that there are various trade-offs that make every one of those
solutions have an advantage over the rest in some respects. The 9} symbol hides polylogarithmic
factors, and O hides subpolynomial factors that are worse than polylogarithmic. The function log* n
that appears in the space usage of the Long and Saranurak oracle is described in their paper as one
that “can be substituted with any slowly growing function”. All these oracles, except the one by
Pilipczuk et al., support an update phase, in which the set F' of failed vertices is processed, so that
all connectivity queries under the failures from F can be answered in O(d) time, where d = |F|.
Thus, in order to answer the first connectivity query, at least Update time must have been expended.

Preprocessing Space Update Query
Duan and Pettie [11] O(mnlogn) O(dymlogn) | O(d*log®n) 0(d)
Long and Saranurak [31] O(m) + O(d.m) O(mlog™ n) O(d?) O(d)
Pilipczuk et al. [40] 0227 mn?) 0227 m) - 0227
Kosinas [28] O(d.mlogn) O(dymlogn) | O(d*logn) 0O(d)
Long and Wang [32] O(m) + O(dymlog®n) | O(mlog®n) | O(d?log” n) O(d)

We must note that some authors (e.g., [11, 31]) claim that a data structure from [26]
implies a near-optimal oracle for d, = 3. (Specifically, that the oracle occupies space O(n),
can answer queries in O(1) time, and can be constructed in near-linear time.) However, no
attempt was ever made (as far as we know) to substantiate this claim, and therefore we cannot
take it for granted. The data structure from [26] was designed in order to solve the problem
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Table 2 The best known bounds when d, is a fixed constant. We get the first three entries
precisely from Table 1, after removing “d,” and “d” from the bounds, and then deleting the entries
that do not have any advantange (in the asymptotic complexity) over the rest. For the case d, = 3
in particular, one can substitute “m” with “n” everywhere, except in the preprocessing time, where
“m” must appear as an additive factor. (Because we can consider as part of the preprocessing the
sparsification of Nagamochi and Ibaraki [33], that works in time O(m + n), and produces a graph
with n vertices and O(d,.n) edges, which maintains the connectivity relation up to d, failures.)

rproceaing | Spoos | Upite | oy |
Long and Saranurak [31] O(m) +O(m) | O(mlog* n) 0o(1) 0(1)
Pilipczuk et al. [40] O(mn?) O(m) — o(1)
Kosinas [28] O(mlogn) O(mlogn) | O(logn) | O(1)
Block- and SPQR-trees [2] (for di € {1,2}) O(m+mn) O(n) - 0O(1)
This paper (for d, = 3) O(m+n) O(n) - o(1)

of answering 4-connectivity queries. Thus, after a near-linear-time preprocessing, one can
use this data structure in order to answer queries of the form “are x and y 4-connected?”. A
4-connectivity query for z and y asks whether  and y remain connected if any set of at most
three vertices (and/or edges) is removed. Thus, we first notice that this solves a different
problem than our own, and, in general, the two problems are relatively independent. This
is because, if we know that x and y are not 4-connected, then this in itself tells us nothing
about whether a particular set of at most three vertices disconnects x and y upon removal.
So the question arises, how does the data structure from [26] determine the 4-connectivity?
And the answer to that, according to [26], is that the data structure stores a collection of
some 3-vertex cuts, which are sufficient in order to determine that relation. However, in order
to solve our problem with such a data structure, one would need to have a representation
of all 3-vertex cuts of the graph, and of how they separate the vertex set. Can the data
structure from [26] support this functionality? This is not discussed in [26], and one should
provide an explanation as to how this data structure can provide an oracle for answering
connectivity queries under any set of at most three vertex failures. In any case, even if [26]
can be made to do that, the construction time is not linear, and so our own oracle remains
the first known optimal solution for d, = 3.

1.4 Concurrent work

The problem of designing an efficient oracle for vertex-cut queries was only very recently
addressed in [24], although the question was posed (and conditional lower bounds were given)
in [31], and a particular interest for the case of k-connected graphs was expressed in [39]. In
Table 3 we see the bounds provided by [24], and by our simple extension of the framework of
[28]. We note that our own oracle answers a stronger type of queries: it reports the number
of connected components after removing a set of vertices.

In order to get a better appreciation of our result, it is worth comparing it in some
detail with that of [24]'. First, as noted above, our oracle reports the number of connected
components after removing a set of vertices F' (and not just whether F' is a vertex cut).

1 Although the paper of [24] does not appear to have been peer-reviewed, the result is highly credible.
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Table 3 Best known bounds for vertex-cut oracles. These take as input G and d,, and can
answer, for every vertex set F' with |F| = d < d., whether G\ F' is connected. Our own oracles have
the stronger property that they report the number of the connected components of G \ F. In the
first line, the oracle of [24] demands that d, = O(logn) (and so d, is absorbed by the 9] expression),
whereas our result in the third line works for any d,. Being able to lift the restriction d. = O(logn)
gives an advantage to us, as we discuss in the main text. The “+§” that appears in the exponent in
the preprocessing time of the oracle of [24] can be any fixed § > 0, but the choice of § influences
the polylogn factors hidden behind the expressions for the space and the query time bounds. §
can also be replaced with o(1), but this is going to introduce an n°D factor in both the space and
the query time. Notice the better time bounds for the queries in both oracles when we are given
as information that the graph is d.-connected. Also, notice that the time bounds for the queries
depend on |F|, except when the graph is d.-connected, in which case the queries are non-trivial only
for F with |F| = d.. Using the sparsifier of Nagamochi and Ibaraki [33], we can replace the “m” in
our bounds with min{m, d.n}.

‘ Preprocessing Space ‘ Query Graph Type
Jiang et al. [24] O(m) + O(n'*+%) O(n) 0(2%) all
>> O(m) + O(d?n) + O((d.n)'+?) O(dyn) O(d?) dy-conn
This paper O(d«mlogn) O(dymlogn) | O((d* +2%d?)logn) all
>> O(d,mlogn) O(d.mlogn) O(d}logn) d«-conn

As far as we know, we are the first to provide a non-trivial (and very efficient) oracle for
this problem. Second, our bounds involve only one “logn” factor, whereas the bounds from
[24] hide many more. Third, although [24] provide a better query time (w.r.t. dy) for the
case where the graph is d,-connected, we provide a better query time throughout the entire
regime where the graph is x-connected, for any x < d,. (For the precise time bound, see
Corollary 4.) This is a much stronger result than the one asked for by [39], and it has the
interesting property that it does not rely on a computation or compact representation of
vertex cuts, but it works directly on a DFS tree. Specifically, the information that the graph
is k-connected does not affect the preprocessing step (which is only determined by G and d,):
it is sufficient to be given as input to the query, and it can speed up the query-answering
procedure by allowing us to skip some unnecessary searches.

Finally, in both our oracle and that of [24], there appears a 2¢ factor in the query time,
where d = |F|, which seems to make both oracles useless when d = Q(logn). However, this
is a worst-case bound for our own oracle. A single glance into the mechanics of our oracle
(provided in Section 2.3) will reveal that the exponential time occurs only if there is a large
subset of F' that consists of vertices that are pairwise related as ancestor and descendant.
Thus, if it happens that there are not large subsets of F' of related vertices (w.r.t. the DFS
tree), then our oracle is potentially much better than applying brute force (e.g., BFS), and
thus it makes sense to initialize it for values of d, which are larger than Q(logn).

1.5 Related work
1.5.1 Connectivity under edge failures

There is a similar problem for connectivity oracles under edge failures.? This problem was
considered first by Patrascu and Thorup [37], where they provided an oracle with O(m)
space and near-optimal query time, but very high preprocessing time. Kosinas [29] provided

2 TIn fact, this problem can be easily reduced to oracles for vertex failures, but such a reduction provides
suboptimal solutions; by dealing directly with edge failures, one can provide more efficient oracles.
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an optimal solution for up to four edge failures, using a DFS-based approach. Duan and
Pettie [11] provide a very efficient oracle for any number of edge failures, with near-linear
preprocessing time (in expectation). For more references on that problem, see [11].

1.5.2 Connectivity under mixed deletions/insertions

What happens if, instead of vertex failures only, we allow for intermixed failures and
activations of vertices? This model was considered first by Henzinger and Neumann [20],
where they provided an efficient reduction to any oracle for vertex failures. However, some
data structures for vertex failures have the potential to be extended to the intermixed
activations/deactivations version, so that they provide better bounds than a black-box
reduction. This approach was taken by Long and Wang [32] (who extended the data
structure of Long and Saranurak [31]), and by Bingbing et al. [22] (who extended the data
structure of Kosinas [28]).

1.5.3 Dynamic subgraph connectivity

If the activations/deactivations of vertices are not restricted to batches of bounded size
(which afterwards rebound back to the original state of the graph), but they are totally

unrestricted, then we are dealing with the so-called dynamic subgraph connectivity problem.

This model was introduced first by Frigioni and Italiano [14] in the context of planar graph,
and was later considered in various works [10, 6, 12], for general graphs. The unrestricted
nature of the updates forbids the existence of adequately efficient solutions, according to
some conditional lower bounds [19, 25].

1.5.4 Labeling schemes

There is a very interesting line of work [9, 35, 23, 36, 30] that provides connectivity oracles
for vertex and edge failures which can answer the queries given access only to some labels
that have been assigned to the elements of interest (i.e., to the query vertices, and to the
vertices or edges that have failed). Here the goal is to optimize the size of the labels that are
attached to the elements of the graph, and the time to compute the labels (in a preprocessing
phase). Very recently, such labeling schemes were presented for the first time for vertex cut
queries, by Jiang, Parter, and Petruschka [24].

1.5.5 k-connectivity oracles

There is a related problem of constructing an oracle that can efficiently answer x-connectivity
queries. l.e., given two vertices x and y, the question is “are xz and y k-connected”? The
query can be extended as: “if x and y are not k-connected, what is their connectivity”? or
“what is a A-vertex cut, with A < k, that separates x and y”? For k < 4, optimal oracles exist,
w.r.t. the space usage and query time [2, 26]. A data structure for the case of k-connected
graphs was first given by Cohen et al. [8], and a faster construction, informed by an elaborate
analysis of the structure of minimum vertex cuts, was given by Pettie and Yin [39]. Various
other solutions are known when there is no restriction on the connectivity of the graph (e.g.,
[34, 38, 27]).
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1.5.6 Directed connectivity

There are similar problems for reachability under vertex failures in directed graphs. The most
efficient oracle known, for general reachability, is given by van den Brand and Saranurak [42]
(which provides the answer with high probability). For the case of single source reachability,
dominator trees [4] and an oracle by Choudhary [7], provide optimal space and query time
for one and two vertex failures, respectively. (However, the construction time of the oracle
in [7] is probably not optimal.) For the case of strong connectivity, an optimal solution
is given by Georgiadis et al. [16] for one vertex failure, which can also report the number
of strongly connected components upon removal of a vertex, in constant time. For strong
connectivity under multiple failures, an efficient oracle was given by Baswana et al. [1]. The
complexity landscape for the case of more vertex failures is still under exploration, and some
lower bounds were given by Chakraborty and Choudhary [5].

1.6 Organization

Throughout this paper we assume that we work on a connected undirected graph G, with
n vertices and m edges. Since our approach is to build on the DFS-based framework of
Kosinas [28], it is natural to spend some time in order to review the basics of that framework.
Thus, we provide a brief (but self-contained) overview of this DFS-based approach in Section 2,
and we show how it can be easily extended in order to answer queries about the number of
connected components upon removal of a set of vertices (in Section 2.3). In Section 3.1 we
introduce some of the DFS-based parameters that we will need for the oracle that handles
up to three vertex failures. Then, as a warm-up, we show how we can easily handle the case
of two vertex failures (in Section 3.2), by relying on some of those DFS-based parameters
(and by completely avoiding the use of block- and SPQR-trees). In Section 3.3, we sketch
the case analysis and the techniques that provide the oracle for d, = 3. Due to the space
constraints, the details that establish our result are given in the full version of the paper.

2 The DFS-based framework for connectivity oracles

2.1 Basic definitions and notation

Let T be a DFS tree of G, with start vertex r [41]. We use p(v) to denote the parent of every
vertex v # r in T (v is a child of p(v)). For any two vertices u, v, we let T'[u, v] denote the
simple tree path from w to v on T', or the set of vertices on that path. For any two vertices u
and v, if the tree path T[r,u] uses v, then we say that v is an ancestor of u (equivalently,
u is a descendant of v). In particular, a vertex is considered to be an ancestor (and also
a descendant) of itself. It is very useful to identify the vertices with their order of visit
during the DFS, starting with r < 1. Thus, if v is an ancestor of u, we have v < u. For any
vertex v, we let T'(v) denote the subtree rooted at v, and we let ND(v) denote the number of
descendants of v (i.e., ND(v) = |T'(v)|). Thus, we have T'(v) = {v,v+1,...,v4+ ND(v) — 1},
and therefore we can check the ancestry relation in constant time. If ¢ is a child of a vertex
v, we define the next sibling of ¢ as the lowest child of v that is greater than ¢ (w.r.t. the
DFS numbering).

A DFS tree T has the following very convenient property that makes it particularly
suitable for solving various connectivity problems: the endpoints of every non-tree edge of G
are related as ancestor and descendant on T [41], and so we call those edges back-edges. Our
whole approach is basically an exploitation of this property, which does not hold in general
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rooted spanning trees of G (unless they are derived from a DFS traversal, and only then
[41]). Whenever (z,y) denotes a back-edge, we make the convention that z > y. We call
and y the higher and the lower, respectively, endpoint of (x,y).

Given a DFS tree T of G (together with a DF'S numbering), we get another DF'S tree
T’ of G (providing a different DFS numbering) if we rearrange the children list of every
vertex. If T" is derived from T in this way, we call it a permutation of T. A recent work
by Kosinas [28] has demonstrated the usefulness in considering a collection of permutations
of a base DFS tree, in order to provide an efficient (and efficiently constructed) oracle for
connectivity queries under vertex failures. Notice that, although the DFS numbering may

change, the ancestry relation is an invariant across all permutations of a base DFS tree.

The usefulness in considering permutations of a base DFS tree will become apparent in
Section 3.2. (In the sequel, we will actually need only two permutations of the base DFS
tree T', which we denote as Tiowine and Thighpec, and we define in Section 3.1.)

For a vertex v, we will use depth(v) to denote the depth of v on the DFS tree. This is

defined recursively as depth(r) := 0, and depth(v) := depth(p(v)) 4+ 1, for any vertex v # r.

(Notice that the depth of vertices is an invariant across all permutations of a base DFS tree.)
We will use the depth of vertices in order to initialize a level-ancestor oracle [3] on the DFS
tree, which answers queries of the following form: QueryLA(v,d) = “return the ancestor of v
which has depth d”. The oracle in [3] can be initialized in O(n) time, and can answer every
level-ancestor query in constant time. We need those queries in order to be able to find in

constant time the child of v in the direction of u, for any two vertices v and u such that v is a

proper ancestor of w. This child is given precisely by the answer to QueryLA(u, level(v) + 1).

2.2 Internal components and hanging subtrees

Given a set F' = {f1,..., fi} of vertices of G that have failed to work, we have that T'\ F is
possibly split into several connected components. Since every connected component C' of
T\ F is a subtree of T, it makes sense to speak of the root r¢ of C. Now, following the
terminology from [28], we distinguish two types of connected components of 7'\ F: internal
components, and hanging subtrees. (See Figure 1.) If C' is a connected component of T\ F'
such that r¢ is an ancestor of at least one vertex from F', then C' is called an internal
component. Otherwise, C' is called a hanging subtree. Notice that the root of a hanging
subtree H is a child of a failed vertex f, and so we say that H is a hanging subtree of f. The
important observation from [28] is that, although there may exist Q(n) hanging subtrees
(irrespective of k), the number of internal components is at most k. Thus, in the case of
three vertex-failures, we have at most three internal components.

The main challenge in determining the connectivity relation in G \ F' is to determine the
connection between the internal components of T\ F. (For more on that, see Section 2.4.)
This is because, for a hanging subtree with root ¢, it is sufficient to know at least k£ back-edges
of the form (z,y) with 2 € T'(¢) and y < p(c), with pairwise distinct lower endpoints. We
call such a set of back-edges the surviving back-edges of T'(c). Then, we have that T'(c) is
connected with an internal component of T\ F in G \ F, if and only if there is at least one
surviving back-edge of T'(c) whose lower endpoint is not in F'. Furthermore, in order for T'(c)
to be connected with another hanging subtree T'(¢') in G \ F, it is necessary that both of
them remain connected with an internal component. Thus, by establishing the connection in
G\ F between the internal components of T'\ F, and by having stored, for every vertex c, a
set of (candidate) surviving back-edges for T'(¢), we can now easily determine in O(k) time
whether two vertices remain connected in G \ F. (For the details, we refer to [28].)
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Figure 1 An example of internal components (in gray) and hanging subtrees (in blue) of a DFS
tree rooted at r, given a set of vertices that have failed to work. (The failed vertices are coloured
red.) We have that T'(c) is a hanging subtree of the failed vertex f, and T'(c¢’) is a hanging subtree of
f'. Notice that there two kinds of back-edges that remain in the graph: those that connect internal
components, and those that connect hanging subtrees and internal components. (There is no direct
connection between two hanging subtrees with a back-edge.) We have that Cs3 remains connected
with C; directly with a back-edge, and C7 remains connected with C2 through the mediation of the
hanging subtree T'(c).

2.3 Computing the number of connected components of G \ F

The distinction into internal components and hanging subtrees of T'\ F' is the key to determine
the number of connected components of G\ F. As we will discuss in Section 2.4, there is a
graph R, called the connectivity graph, whose nodes correspond to the internal components
of T\ F, and whose connected components capture the connectivity relation between the
internal components of T\ F in G\ F. More precisely, two internal components are connected
in G\ F if and only if their corresponding nodes are connected in R. Now, if we consider
a hanging subtree of T'\ F, there are two possibilities: either it is isolated in G\ F (i.e., a
connected component of G\ F), or it is connected with an internal component through a
surviving back-edge. Thus, the number of connected components of G \ F' is: #[connected
components of R|++#isolated hanging subtrees].

The data structure from [28] can build the connectivity graph R in O(d*logn) time,
where d = |F|. Thus, it remains to compute the number of isolated hanging subtrees of T'\ F
in G\ F. To do this, we process the failed vertices from F' (in any order), and for each of
them we determine the number of its children that induce isolated hanging subtrees. For
every vertex v € F, and every child ¢ of v, we have that T'(c) induces an isolated hanging
subtree if and only if: (1) no vertex from F' is a descendant of ¢, and (2) every surviving
back-edge (x,y) of T(c) has y € F. (See Figure 2.) Notice that (1) is necessary in order to
ensure that T'(c¢) is indeed a hanging subtree, and then (2) ensures that T'(c) is isolated.

To facilitate the search for the number of children of a vertex v € F that induce isolated
hanging subtrees, we need to enrich the data structure from [28] as follows. Recall that, for
every vertex ¢, the data structure stores d, surviving back-edges for T'(¢c). What we really
care about are the lower endpoints of those back-edges. Thus, for every vertex ¢, we store
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Figure 2 The vertices {v1, v2,vs,va} have failed to work. T'(¢1) is an isolated hanging subtree of
v2, because it has no surviving back-edges. On the other hand, T'(c2) is not an isolated hanging
subtree of va, because it has a surviving back-edge whose lower endpoint is not a failed vertex. T'(c3)
is not a hanging subtree of vz, because there are descendants of cs that are failed vertices. T(ca)
is an isolated hanging subtree of vs, because the lower endpoint of its only surviving back-edge is
v2. T(cs) is an isolated hanging subtree of v4, because the lower endpoints of its two surviving
back-edges are v1 and vs. T'(cg) is a non-isolated hanging subtree of v4, because it has a surviving
back-edge whose lower endpoint is not a failed vertex. Following the notation in the main text, and
assuming that we store up to four surviving back-edges, we have the sorted lists £(c1) = {L, L, L, 1},
‘C(CZ) = {y7 1,1, J—}7 5(03) = {Uh 1,1, J—}a ‘C'(C4) = {1)27 4,1,1, }7 5(05) = {Ulv vs, L, J—}v and
ﬁ(Ca) = {’Ug, Z, L, L}

the lower endpoints of the d, surviving back-edges of T'(c) in a list £(c), sorted in increasing
order (w.r.t. the DFS numbering). (Notice that some of the elements in £(c) may be L, and
we make the convention that | is an element greater than every vertex; see Figure 2 for an
illustration.) Then, we sort the children list of every vertex in increasing order w.r.t. the £
lists of its children, where the comparison between the L lists is done lexicographically. We
can use bucket-sort in order to have all children lists sorted thus in O(d,n) time in total. So,
for a vertex v, let C(v) be its sorted children list. (Notice that the asymptotic complexity of
the construction time and the space usage of the data structure stays the same.)

Now, given a vertex v € F, we will show how to count the number of children of v that
induce isolated hanging subtrees. (Then, the total sum of the number of those children, for
all vertices v € F', gives the number of the isolated hanging subtrees of T\ F in G \ F.) Let
v1, ...,V be the proper ancestors of v in F', sorted in increasing order. Now let ¢ be a child
of v that induces a hanging subtree. Then, T'(c) is isolated if and only if £(c) C {v1,...,vs}
(where we ignore all “L” entries in £(c)). Thus, for every subset F’ of {v1,..., v} (including
the empty set), we search for (the endpoints of) the segment S of C'(v) that consists of all
children ¢ of v with £(¢) = F’. Notice that S is indeed a segment (i.e., consists of consecutive
entries) of C'(v), and can be found in O(]F’|logn) time using binary search on C'(v). (This
is because the comparisons are done lexicographically, but we only need to access the first
|F’| entries of the £ lists of the vertices in C(v).) Since |[F'| < k < |F| = d, and this is
done for every subset of {v1,...,v;}, we have that all these segments S can be found in
O(2%dlogn) time in total for v, and thus in O(2%d?logn) time in total for all vertices in F.
(This establishes the time bound for the query for the number of connected components of
G\ F.) Tt is important to notice that, two distinct subsets Fy and F; of {vy,..., vy}, provide
disjoint segments S and Ss.

Now we are almost done. Since we know the endpoints of S, we also know its size, but
we have to subtract from |S| the number of children of v in S that do not induce hanging
subtrees. To do that, we process all vertices v’ from F, and for every v’ that is a proper

110:11

ICALP 2025



110:12 An Optimal 3-Fault-Tolerant Connectivity Oracle

descendant of v, we ask for the child ¢ of v that is an ancestor of v’. (We note that ¢ can be
found in constant time using a level-ancestor query, as explained in Section 2.1; we assume
that we have initialized an oracle for such queries on the DFS tree that is given by the
children lists C'(v).) Then, we can check in constant time whether ¢ € S. If that is the case,
then we mark c as a child that does not induce a hanging subtree. After the processing of all
those v’, we can subtract from |S| the number of vertices in S that do not induce hanging
subtrees of v (which are precisely all the vertices that we have marked). This discussion
establishes Theorem 2.

2.3.1 The case where G is d,-connected

The computation of the number of connected components of G\ F' can be sped up if we know
that G is k-connected, for some k < d,. (Of course, if k > d,, then G \ F' is connected, for
any set of vertices F' with |F| < d,.) As a warm-up, let us consider the case where x = d,.
Then, G \ F may be disconnected only if |F| = d,. (In every other case, i.e., when |F| < d,
we can immediately report that G\ F' consists of a single connected component.)

So let F' be a vertex set with |F'| = d,. Notice that every vertex v in F, except possibly
one, has the property that there are less than d, vertices in F' that are ancestors of v. Then,
for such a vertex v, we have that no child ¢ of v induces an isolated hanging subtree. This
is precisely due to the fact that G is d,-connected: otherwise, i.e., if there was a child ¢ of
v such that T'(¢) induces an isolated hanging subtree, then the set of the ancestors of v in
F would constitute a set with less than d, vertices whose removal would disconnect T'(c)
from the rest of the graph. Thus, if no vertex in F' has d, ancestors from F', then G\ F is
connected. Otherwise, let © be the unique vertex in F' with the property that all vertices
from F' are ancestors of it. Then, only ¥ may have isolated hanging subtrees. But it is
easy to find them with a single binary search in C(9): it is sufficient to search for those
children ¢ of ¢ in C(9) with L(c) = F'\ {0}. (Because, since G is d,-connected, every child
¢ of ¥ has at least d, — 1 non-L entries in £(c¢).) This binary search (for the endpoints of
the corresponding segment of C(7)) takes time O(d, logn) (because the comparisons in this
binary search are done lexicographically on the £ lists, which have d, entries). Thus, we can
find the number of connected components of G'\ F in O(d} logn) time (i.e., the query time
is dominated by the computation of the connectivity graph R). This establishes Corollary 3.

2.3.2 The case where G is k-connected (for k < d,)

For the general case where GG is k-connected, with k£ < d,, the query for the number of
the connected components of G\ F' is non-trivial only if k < d < d,, where d = |F|. Here
we are guided by the same intuition as in the previous paragraph (for the case where G is
d-connected).

So let F' be a set of failed vertices with |F| = d and k < d < dy, and let F’ be the subset
of F' that consists of those vertices that have at least x ancestors from F. Then, it should be
clear that only vertices from F’ can provide isolated hanging subtrees. To see this, consider
a vertex v € F that has less than x ancestors from F (where v is included as an ancestor of
itself from F'). Then, every child ¢ of v has less than x ancestors from F, and therefore, by
removing all of them, we have that T'(c) is still connected with the remaining graph (since
the graph is k-connected). This implies the existence of a surviving back-edge for T'(¢) —
which still exists even if we remove all of F' from G, and demonstrates that T'(c¢) remains
connected with at least one internal component of T\ F in G\ F.
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Now, for every v € F’, we let Anc(v) denote the set of its proper ancestors from F', and
let N(v) = |Anc(v)|. Then, for every v € F’, and for every subset A of Anc(v) with at least
k — 1 elements, we must perform a binary search, as explained in Section 2.3, for the segment

of C(v) that consists of those vertices ¢ with £(¢) = A. Thus, we perform (]Zﬁvl)) +-- 4 (%8}’;)

binary searches, which, in total, take time O(((]Zg’l))(n -1+ 4+ (]NVEZS)N(U)) logn).

Thus, we can provide the following upper bound for the total time for finding the number
of isolated hanging subtrees. Notice that F’ consists of at most d — k + 1 vertices, and that
N(v) <d—1 for every v € F’. Thus, the most pessimistic upper bound that we can get is
O((d—k+ 1)((}1:1) (k=1)4---+ (jj) (d—1))logn). Notice that this bound dominates
the time that it takes to find, for every v € F”, for every subset A of Anc(v), the elements in
the segment of C'(v), that corresponds to A, that are ancestors of vertices from F (since v
has at most d — k + 1 descendants from F).

To appreciate this time bound, let us suppose, for example, that G is k-connected, and
that F'is a set of k + 1 vertices. Then, we can determine the number of isolated hanging
subtrees of T'\ F in O(k?logn) time, and thus the number of connected components of G\ F
in time O(x*logn). (Thus, the query time is still dominated by the time to compute the

connectivity graph R.)

2.4 Determining the connection between the internal components

Upon receiving the set I of failed vertices, the main problem is to determine the connectivity
relation in G \ F between the internal components of T\ F. Here it helps to distinguish two
basic types of connection between internal components: either (1) directly with a back-edge,
or (2) through the mediation of a hanging subtree. These two connections can only exist for
two internal components that are related as ancestor and descendant. So let C' and C’ be
two distinct internal components such that r¢ is a descendant of r¢r. Now, if (1) there is
a back-edge (z,y) such that z € C and y € C’, then we say that C and C’ are connected
directly with a back-edge. And if (2) there is a hanging subtree H for which there exist a
back-edge (x,y) with x € H and y € C, and a back-edge (2/,y") with 2’ € H and ¢’ € (',
then we say that C' and C” are connected through the mediation of H. (Notice that, in this
case, we have that ry must be a descendant of r¢.) It is not difficult to verify the following:

» Lemma 6 (Implicit in [28]). Let F be a set of failed vertices, and let C and C’ be two
internal components of T\ F. Then C and C' are connected in G\ F if and only if: there is
a sequence of internal components Cy,...,Cy, with Cy = C and Cy = C', such that C; and
Cit+1 are connected either directly with a back-edge or through the mediation of a hanging
subtree, for everyi € {1,...,t —1}.

Lemma 6 implies that, in order to determine the connectivity relation between the internal
components, it is sufficient to check, for every pair of internal components C' and C’ (that are
related as ancestor and descendant), whether they are connected directly with a back-edge,
or through the mediation of a hanging subtree. If this is the case, then we add an artificial
edge between (some representative nodes for) C' and C’. Thus, we have built a graph R,
which in [28] was called the connectivity graph, whose nodes are (representatives of) the
internal components, and whose edges represent the existence of a connection either with
a back-edge or through a hanging subtree. Then, it is sufficient to compute the connected

components of R, in order to get the connectivity relation between all internal components.

So the problem we have to solve is the following: given two internal components C' and
C' (that are related as ancestor and descendant), how can we determine efficiently whether
C and C’ are connected directly with a back-edge, or through the mediation of a hanging
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subtree? To determine the existence of a back-edge that directly connects C' and C’ will
usually be a very straightforward task for us, with the exception of some cases where we
will have to use an indirect, counting argument. (Recall that we will only have to deal
with at most three internal components, but still our task is challenging.) The problem of
establishing a connection through the mediation of a hanging subtree is, in general, much
more difficult, because the number of hanging subtrees can be Q(n), and thus it is forbidding
to check for each of them, explicitly, whether it provides some desired back-edges. Thus,
we resort to somehow considering large batches of hanging subtrees at once, and this is
why we work with specific permutations of a base DFS tree. The idea is to rearrange the
children lists, so that children with “similar properties” (which capture properties of their
induced subtrees) appear as consecutive siblings in the children lists, and so we can process
large segments of those lists at once. We will provide a concrete instance of this idea in the
following section.

3 Designing an oracle for d, = 3

Let F be a set of at most three vertices that have failed to work. In order to determine
the connectivity between two vertices  and y on G \ F, we use the DFS-based framework
outlined in Section 2. Thus, it is sufficient to establish the connectivity between the (at most
three) internal components of 7'\ F', where T is a DFS tree of G.

In order to reduce the number of cases that may appear, it is very convenient to make
the following two assumptions.

» Assumption 7. The root of T is not a failed vertex, and no two failed vertices are related
as parent and child.

» Assumption 8. Fvery back-edge has the property that its higher endpoint is a leaf of T,
which is not a failed vertex.

These two assumptions follow from the observation, that splitting the edges of the graph
does not change the connectivity structure under vertex failures. (For more details, we refer
to the full version of the paper.)

Now, let us first note that the case where F' consists of a single vertex is trivial. Assump-
tion 7 implies that there is a single internal component in 7'\ F', and thus there is nothing
to do with it: every connectivity query for two vertices x and y in G \ F is answered with
the help of the surviving back-edges (if needed), as explained in Section 2.2.

In the following section we introduce some elementary DFS-based concepts. These will
help us in order to handle easily the case where |F| = 2 (in Section 3.2). This case provides
an opportunity to demonstrate some of the techniques that will also be useful for handling the
case where |F| = 3. Finally, in Section 3.3, we outline an analysis into cases, for determining
the connection of the internal components of 7'\ F when |F| = 3.

3.1 Some concepts defined on a DFS tree

Here we introduce some DFS-based concepts that will help the reader follow our discussion
in the next two subsections. These are defined for all vertices (although they may be L for
some of them), and can be computed in linear time in total.

The most fundamental concept that we rely on is that of the leaping back-edges over
the parent of a vertex. Specifically, for every vertex v, we let By(v) denote the set of all
back-edges (x,y) such that z € T'(v) and y < p(v). The sets B,, prove to be very useful for
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vertex-connectivity purposes, but we cannot afford to compute all of them explicitly, since
there are graphs with O(n) edges for which the total size of all B, sets (for some DFS trees)
is Q(n?). Instead, we will rely on parameters that capture some properties of the back-edges
in those sets that will be sufficient for our purposes.

First, we introduce some concepts that are defined w.r.t. the lower endpoints of the
back-edges in the B, sets. For a vertex v, we define low(v) := min{y | I(z,y) € B,(v)}
and high,(v) := max{y | 3(z,y) € By(v)}. The low points were used by Tarjan [41] in
order to solve various algorithmic problems of small connectivity, and the high,, points were
introduced by Georgiadis and Kosinas [17] in order to solve some algorithmic problems that
relate to vertex-edge cuts.

Next, we introduce some concepts that are defined w.r.t. the higher endpoints of the
back-edges in the B), sets. For a vertex v, we define L,(v) := min{z | I(z,y) € By(v)} and
R, (v) :== max{z | I(z,y) € Bp(v)}. These are called the leftmost and the rightmost point,
respectively, of v. Furthermore, we also define M,(v) := nca{L,(v), Ry,(v)}. Notice that
M,y (v) (as a vertex) is an invariant across all permutations of a base DF'S tree, although
L,(v) and Rp(v) may vary.

We define the permutations Tigwine and Thignpee of the base DFS tree T'. The children
lists in Tjourme are sorted in increasing order w.r.t. the low points (where we consider L to
be the largest element), and the children lists in Th;gnpec are sorted in decreasing order w.r.t.
the high,, points (where we consider L to be the smallest element). Once the low and high,,
points of all vertices are computed, we can easily construct Tipwime and Thighpec in O(n) time
with bucket-sort.

3.2 The case |F| =2

Let F' = {u,v}. Then there are two possibilities: either u and v are not related as ancestor
and descendant, or one of them is an ancestor of the other. In the first case, Assumption 7
implies that there is a single internal component in 7'\ F, and therefore this case is trivial.

So let us consider the second case, and let us assume w.l.o.g. that w is an ancestor of v.
Then, by Assumption 7, we have the situation depicted in Figure 3. Thus, there are two
internal components, A and B, and the goal is to determine whether they are connected,
either directly with a back-edge, or through a hanging subtree of v. For this, we can use
Lemma 9, which provides a very simple constant-time testable criterion for the connectivity
of A and B in G \ F. This lemma also provides a good example of the techniques and
arguments that we will employ in the most demanding cases as well.

Figure 3 An illustration of the situation analyzed in Lemma 9. The set of failed vertices is
{v,p(c)}, and the goal is to check whether the parts A and B remain connected. To do this, we rely
on the leftmost and the rightmost points, L,(c) and R,(c), respectively, that provide back-edges
from T'(c) to T[p(p(c)),r].
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» Lemma 9. Let ¢ and v be two vertices such that ¢ is a proper ancestor of v, and p(c) # r.
Let A be the set of vertices that are not descendants of p(c), and let B be the set of vertices
that are descendants of ¢, but not of v. (See Figure 3.) Let L,(c) and Ry(c) be the leftmost
and the rightmost points of ¢ on Thighpec. Then, after removing v and p(c) from the graph,
we have that A is connected with B if and only if one of the following is true:

(1) One of Ly(c) and Ry(c) is on B.

(2) Both Ly(c) and Ry(c) are proper descendants of v, and high,(d) € B, where d is the

child of v that is an ancestor of Ly(c).

» Remark 10. The idea behind the “=" direction is the following. If (1) is not true, then B
and A are not connected directly with a back-edge. Therefore, there must exist a hanging
subtree of v that connects B and A. Then, since we are working on Th;gnpec, the child d of v
that is an ancestor of L,(c) must necessarily induce such a subtree. The “<” direction is
immediate.

3.3 The case |F| =3

In the case |F| = 3, we initially determine the ancestry relation between the vertices from F.
Thus, we have the following cases (see also Figure 4):

(1) No two vertices from F are related as ancestor and descendant.

(2) Two vertices from F are related as ancestor and descendant, but the third is not related
in such a way with the first two.

(3) One vertex from F' is an ancestor of the other two, but the other two are not related as
ancestor and descendant.

(4) Any two vertices from F are related as ancestor and descendant.

Notice that cases (1)-(4) are mutually exclusive, and exhaust all possibilities for the ancestry

relation between the vertices from F.

In case (1) we have a single internal component in 7'\ F', and therefore this case is trivial.
In case (2) we have two internal components, and this case is handled precisely as the case
where |F| = 2 (i.e., we can determine the connectivity between the two internal components,
using the parameters described in Lemma 9, which are associated with the child of the failed
vertex that is an ancestor of the other failed vertex).

Case (3) is a little bit more involved, but it is handled with similar techniques as case (2).
Let F = {u,v,w}, and let us assume w.l.o.g. that u is an ancestor of v and w, but v and w
are not related as ancestor and descendant. Here we distinguish between the case where v
and w are descendants of different children of u, and the case where v and w are descendants
of the same child of u. The first case is handled precisely with the same technique as case
(2). For the second case we have to be a little bit more careful, but the same technique
essentially applies here too.

Case (4) is much more involved. Let F' = {u,v,w}, and let us assume w.l.0.g. that u is
an ancestor of v, and v is an ancestor of w. Let also ¢ be the child of u in the direction of v,
and let d be the child of v in the direction of w, and let the three internal components A, B
and C, of T'\ F be as depicted in Figure 4. Here we found it convenient to distinguish all
different cases w.r.t. the location of M, (c). Thus, we have the six cases: (i) Mp(c) = L, (4i)
My(c) € B, (i) My(c) = v, (iv) Mp(c) is a descendant of a child d’ of w, (v) M,(c) = w, and
(vi) M,(c) € C. (Notice that these cases are mutually exclusive, and exhaust all possibilities
for M,(c).) Before proceeding further, we would encourage the reader to try to solve some of
those cases independently, before studying our own solutions.
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Figure 4 The four possibilities for the ancestry relation between the vertices from F, when
|F| = 3.

In case (i) we have that A is isolated from B and C, and it remains to determine whether
B remains connected with C' (either directly with a back-edge, or through a hanging subtree
of w). We found that this case becomes easily manageable if we distinguish the four different
cases for the location of M,(d): i.e., either M,(d) = L, or M,(d) is a descendant of a child
of w, or Mp(d) = w, or M,(d) € C. This case is the simplest one, and very instructive for
the more demanding cases.

In case (ii) we have that B is connected with A directly with a back-edge, and it remains
to determine whether C' is connected with either B or A (either directly with a back-edge,
or through a hanging subtree of w). This is done similarly as in case (i).

In case (ii7), there is a possibility that a child of w induces a hanging subtree that connects
A and B. This is easy to check, and, if true, we can handle the rest as in case (iz). Otherwise,
we have that only T'(d) has the potential to provide back-edges that establish the connectivity
of A and B. Here we distinguish all the different cases for high,,(d) and low(d), and the most
difficult case appears when high,(d) € B and low(d) € A. However, in this case d is uniquely
determined by ¢, and so we can gather enough information during the preprocessing phase
in order to accommodate for this case.

In case (iv), notice that T'(d") is the only hanging subtree that may connect A with either
B or C. Here we found it very convenient to distinguish between the different cases for
M,(d), as in case (7). Then, if M,(d) is a descendant of a child of w, it must necessarily be a
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descendant of d’. Thus, this case is particularly easy. If M,(d) € C, then we can use either
L,(d) and R,(d) in order to establish the connectivity between C' and B, or the leftmost and
rightmost points of d that reach the segment T'[p(v), c]. Thus, this case is still not difficult
to manage. The case M,(d) = w presents a singular difficulty, and we have to resort to a
counting argument to determine the existence of some back-edges.

In case (v) we distinguish the two cases for M,(d): either M,(d) = w, or M,(d) € C. In
the first case, we can appropriately use the leftmost and the rightmost points of d that reach
the segment T'[p(v), ]. In the second case, we follow essentially the same approach as for the
case M,(d) € C when M,(c) is a descendant of a child of w.

Finally, in case (vi), we have M,(d) € C (as a consequence of M,(c) € C). An easy case
appears if M, (d) = M,(c), because then we can use the leftmost and rightmost points of
d that reach the segment T'[p(v), ¢]. Otherwise, (after sorting out some easier cases), there
appears again a singular difficulty, for which we have to resort to a counting argument to
determine the existence of some back-edges.
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