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Abstract
Environmental perception and 3D object detection are key factors for advancing autonomous driving
and require robust security measures to ensure optimal performance and safety. However, established
methods often focus only on protecting the involved data and overlook synchronization and timing
aspects, which are equally crucial for ensuring profound system security. For instance, multi-modal
sensor fusion techniques for object detection can be affected by input desynchronization resulting from
random communication delays or malicious cyber attacks, as these techniques combine various sensor
inputs to extract shared features present in their data streams simultaneously. Current research
acknowledges the importance of temporal alignment in this context. However, the presented studies
typically assume genuine system behavior and neglect the potential threat of malicious attacks,
as the suggested solutions lack strategies to prevent intentional data misalignment. Additionally,
they do not adequately address how sensor input desynchronization affects fusion performance in
depth. This paper investigates how desynchronization attacks impact sensor fusion algorithms for
3D object detection. We evaluate how varying sensor delays affect the detection performance and
link our findings to the internal architecture of the sensor fusion algorithms and the influence of
specific traffic scenarios and their dynamics. We compiled four datasets covering typical traffic
scenarios for our empirical evaluation and tested them on four representative fusion algorithms.
Our results show that all evaluated algorithms are vulnerable to input desynchronization, as the
performance declines with increasing sensor delays, highlighting the existing lack of resilience to
desynchronization attacks. Furthermore, we observe that the Light Detection and Ranging (LiDAR)
sensor is significantly more susceptible to delays than the camera. Finally, our experiments indicate
that the chosen fusion architecture correlates with the system’s resilience against desynchronization,
as our results demonstrate that the early fusion approach provides greater robustness than others.
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1 Introduction

Autonomous driving has gained much attention in the last few years, as has the research on
overcoming the remaining obstacles to full autonomy. Common methods for enabling vehicles
to drive autonomously can be categorized into three main sub-tasks: scene recognition, path
planning, and vehicle control [20]. All parts must intertwine smoothly, and the individual
tasks, as well as the exchanged data, must be trustworthy to ensure reliable operation.
Ensuring reliability is crucial in this context because autonomous vehicles are safety-critical
systems. Numerous measures to establish a trusted system environment are already in
place, including protection of visual sensors such as cameras and their associated deep
learning algorithms from malicious adversarial samples [53, 48, 54]. Furthermore, Intrusion
Detection and Prevention Systems (IDPSs) and Intrusion Response Systems (IRSs) detect
and mitigate packet anomalies in exchanged data traffic and, hence, support securing in-
vehicle communications [47]. Despite covering many critical security aspects, implemented
methods are often data-centric and mainly focus on the data’s authenticity and integrity.
However, data protection alone is insufficient in certain situations, as timing aspects are
equally important. These situations include object detection for environmental sensing and
scene recognition, for example.

Recently, object detection has been increasingly based on sensor fusion approaches, where
the data of multiple sensor modalities is combined to improve the detection performance.
Common approaches include the combination of camera and Light Detection and Ranging
(LiDAR) [44, 18], camera and Radio Detection and Ranging (RADAR) [31, 19, 24], and
most lately also LiDAR and RADAR [36, 49] sensors. We can further distinguish sensor
fusion approaches based on the fusion type applied. In this work, we distinguish early fusion,
deep fusion, late fusion, and multi-stage fusion approaches, depending on when the fusion
occurs (see Section 2.1 for more details). The involved sensors capture the environmental
state at a specific time, so both the sensor data and timing are essential for successful fusion
results. In particular, when more than one snapshot is taken from the same environment,
ensuring the temporal alignment of all snapshots is inevitable. If the temporal alignment
cannot be guaranteed, for example, due to random delays, the lack of proper synchronization,
or malicious cyber attacks, the sensor fusion performance can be heavily affected.

Current literature on sensor fusion methods emphasizes the importance of temporal input
synchronization [5, 23, 25]. However, there is a lack of additional analysis regarding the
effects of misalignment or comprehensive empirical results to support this statement. Some
studies address temporal misalignment by proposing synchronization strategies to improve
model performance [33, 45, 10, 22, 28, 39, 37, 9]. However, these approaches typically assume
genuine system behavior and overlook the potential threat of malicious actions. Others
cover the topic as part of broader benchmarking experiments and only conclude the general
significance of input synchronization [7, 15]. The existing literature does not adequately
address how sensor input desynchronization affects the fusion performance, nor does it explore
the effects of other factors, such as the sensor fusion type or scene dynamics. With this work,
we aim to fill this remaining research gap.
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Figure 1 Typical sensor fusion approach for 3D object detection. All input data is synchronized
in the default scenario (green), and the detection results meet the expectations. However, if the
inputs are not properly aligned (red), the detection performance is heavily affected depending on
the chosen fusion algorithm and traffic scenario.

Contributions. This study thoroughly analyzes the impact of temporally misaligned sensor
inputs provided to common sensor fusion algorithms for 3D object detection as visualized
in Figure 1. In this context, we investigate the effects of individual sensor delays, traffic
scenarios, and implemented fusion methods on the detection performance. We first study
the structure of different sensor fusion techniques (Section 2.1) and derive a theoretical
model to formally describe the temporal misalignment of provided input data (Section 2.2).
Furthermore, we propose a new metric to describe traffic scenario dynamics to account for
this effect in our evaluation (Section 2.3). For evaluation, we introduce four datasets covering
typical traffic scenarios (Section 4) to measure the performance degradation for representative
algorithms of each sensor fusion category (Section 5). Moreover, we develop reasoning for
the experienced desynchronization effects on the respective fusion performance (Section 6)
and compare our results to related work (Section 7). Finally, we point out potential attack
surfaces that can lead to the addressed synchronization violations (Section 3) and propose
related mitigation approaches (Section 8). We provide open-source access to our compiled
datasets and the associated source code for running our experiments, enabling the community
to reproduce our results.

2 System Model

2.1 Sensor Fusion Approaches
Over the last few years, several sensor fusion techniques have evolved. A common taxonomy
is based on when the fusion step occurs, as outlined by [41]. Wang et al. [42] extend this
classification to include additional categories, such as feature representation and alignment.
This work mainly distinguishes four categories: early fusion, deep fusion, late fusion, and
multi-stage fusion approaches. However, categorizing existing algorithms is generally difficult
due to dynamic boundaries, as some algorithms encompass features from multiple categories.
Nonetheless, a classification remains valuable for connecting observed performance evaluation
trends to the algorithm’s internal structure. Figure 2 illustrates the various algorithmic
structures and their corresponding classifications.

ECRTS 2025



6:4 Sensor Fusion Desynchronization Attacks

Early Fusion (or low-level fusion)

Early fusion approaches directly fuse raw sensor data, usually by leveraging deep learning
techniques. The main advantage of early fusion is that the fusion model benefits from all
available data without losing information due to prior processing steps. However, this also
requires similar input data structures, e.g., using the bird’s eye view (BEV) representation
for LiDAR data to allow for proper fusion with 2D camera images. Additionally, raw data is
usually extensive and requires more processing and memory resources. This can significantly
impact applications with real-time constraints, such as automotive systems, for which reliable
3D object detection is crucial to enable autonomous driving.

Deep/Late Fusion (or high-level fusion)

To overcome the performance drawbacks of early sensor fusion, we can first extract more
high-level elements from the individual data sources. This significantly reduces the fusion
algorithm’s input data complexity as extracted elements can be stored and processed more
efficiently. The extraction step implicitly converts heterogeneous sensor data formats to a
uniform representation, simplifying the support for diversified sensor setups. We differentiate
between deep and late fusion based on the abstraction level of the extraction step’s output.
While deep fusion combines intermediary features, late fusion fuses final object proposals [17].
In both cases, the preceding preprocessing step focuses on a single sensor. Therefore, it
disregards the available data of other sensor modalities as a trade-off, contrasting the original
idea of sensor fusion. If one of the individual extractions performs poorly, we lose valuable
information in the preprocessing step, potentially decreasing the overall high-level fusion
performance.

Multi-Stage Fusion

Unlike the other two approaches, which process the provided sensor data in parallel, we can
also fuse the available data in multiple sequential stages. The data evaluation of the sensor
input in the first stage then affects the processing in the second stage by acting as a filter
on the second sensor’s raw data, for example. In this way, the input data for each stage
can be optimized to either increase the fusion performance or reduce the model complexity
and required resources. For instance, a LiDAR point cloud can be significantly reduced
before evaluation by only considering the points in the expected object region determined
by a preceding 2D object detection step based on a camera frame [44]. The overall fusion
performance again heavily depends on the filter step results, similar to feature extraction
and object proposals in deep and late fusion approaches.

2.2 Sensor Data Sampling
To characterize sensor desynchronization effectively, we first need a formal description of
sensor data sampling. For that, we follow an approach similar to the reference-point-based
temporal robustness model introduced by Kuhse et al. [25]. In our model, we consider
n independent sensors Sj , j ∈ [1, n] that provide input data for a sensor fusion function
F (s1, . . . , sn), where si is the data stream of sensor Si. There is a mutual sampling rate r at
which all sensor readings shall be captured to be ready simultaneously at (discrete) time
steps ti, i ∈ N0 with ti+1 = ti + δ, where δ = 1

r is the defined interval time. In a perfect
setup, each sensor Sj samples the data strictly at time ti. However, this is impossible in
practice, which results in the actual sampling times of the individual sensors Sj :
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Figure 2 Visualization of different sensor fusion approaches. The methods primarily differ
regarding when the fusion occurs during the processing. Early fusion techniques work with raw
sensor data, while deep and late fusion approaches include preceding feature extraction and object
proposal steps, respectively, to fuse higher-level data. In multi-stage fusion methods, the data
evaluation from one sensor serves as a sequential filter for the next.

t
(Sj)
i = ti + ϵj(ti) (1)

where ϵj(ti) denotes the offset from the perfect moment ti. This offset typically results from
random errors due to varying processing loads and environmental settings (heat, humidity,
etc.) or deliberate, malicious attacks (see Section 3). In the following, we assume the
offset ϵj(ti) mainly consists of deliberate delays caused by malicious attacks and neglect
comparatively small and nondeterministic delays resulting from random errors. Figure 3
visualizes the sampling process and associated timings. The main goal of this work is to
evaluate the impact of ϵj(ti) ̸= 0 on the sensor fusion performance dependent on the chosen
algorithm F (s1, . . . , sn) and other system parameters, such as the scene dynamics.

Sensor fusion algorithms are typically trained on prerecorded, sequentially numbered,
labeled data such as the KITTI dataset [16]. As a result, they expect the input data
to be sampled simultaneously and available immediately. In other words, the algorithms
themselves follow the best-effort approach, assuming coherent sampling rates at the individual
sensors and instant data availability. Particularly, the algorithms do not follow specific
strategies to consider or prevent data misalignment. This behavior is inherently error-prone
as synchronicity can generally not be guaranteed in externally provided data. Hence, external
synchronization mechanisms must be implemented to ensure proper alignment of the data
provided to the sensor fusion algorithms. One approach is to add accurate timestamps to
each record to maintain the data’s temporal reference. However, this solution requires precise
clocks with appropriate clock synchronization at the sensors to properly label the sensor
readings directly when captured. While enhancing general data alignment, this method
remains vulnerable to potential attacks targeting the clock synchronization mechanism, as
discussed in Section 3.

2.3 Traffic Scenario Dynamics
Besides the chosen sensor fusion algorithm, the specific traffic scenario is also an essential
factor to consider for evaluation. Understanding the dynamics of traffic scenarios is crucial,
as the temporal misalignment among different sensor modalities only becomes apparent

ECRTS 2025
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Figure 3 Illustrating the timings involved in a typical data sampling process for sensor fusion.
Usually, the sensors Sj do not accurately sample at the expected sampling points ti, resulting in an
undesirable offset ϵj(ti). The reasons for such delays can range from random errors to malicious
attacks.

during actual environmental changes over time. Thus, we specifically examine the movement
of individual objects of interest, such as cars, within the sensors’ field of view (FoV) during
the scenario. For cameras, for example, each object has a unique 2D bounding box containing
all visible object pixels in a given frame. Hence, the object’s motion within two consecutive
frames can be described as the relative movement of its enclosing bounding box. We introduce
the dynamics vector d⃗ describing the aggregated movements of all M objects of interest in
two consecutive camera frames at ti and ti+1 as:

d⃗ =
M∑
j

|⃗cj,ti+1 − c⃗j,ti
| (2)

where c⃗j,ti and c⃗j,ti+1 denote the centers of object j in the frames taken at ti and ti+1,
respectively. To normalize the vector d⃗ across scenarios with different object occurrences,
we calculate the L1-norm and divide it by the number of objects present in a single frame.
Therefore, the final scalar metric for the traffic scenario dynamics dnorm is computed (per
frame) as:

dnorm = ∥d⃗∥1

M
(3)

Figure 4 illustrates the proposed dynamics score computation principle. Using this metric,
we can categorize our selected traffic scenarios according to their dynamics, taking this effect
into account in the attack evaluation.

3 Desynchronization Attacks

As mentioned in Section 2.2, the sensor fusion algorithms typically require the input data to
be sampled simultaneously. If this synchronization cannot be guaranteed by design, external
solutions such as data timestamping are necessary to ensure temporally aligned inputs for
the algorithms. However, even external synchronization mechanisms cannot fully guarantee
proper data alignment due to varying processing delays before the time-stamping event or
malicious attacks that break the required clock synchronization.



A. Finkenzeller, A. Roberts, M. Bellone, O. Maennel, M. Hamad, and S. Steinhorst 6:7

Figure 4 Visualization of the introduced scenario dynamics computation. The movements of
the objects are represented by the pixel shifts of the corresponding bounding boxes between two
consecutive camera frames. The final dynamics score is calculated as the normalized sum of all
L1-norms of the shift vectors for all objects in the camera frame.

3.1 Desynchronization Origin
In general, we can distinguish two sources of desynchronization that ultimately result in
the same effect of temporal misalignment of sensor input data, namely, random jitter and
malicious attacks. Random jitter typically follows a stochastic model, such as a Gaussian
distribution, and can be considered noise. Hence, jitter refers to variations in a system
that create disturbances without deterministic behavior. This noise can result from varying
system and network loads, as well as environmental differences like temperature fluctuations.
In contrast, attacks are malicious actions that intentionally harm a system by exploiting its
vulnerabilities. These deliberate actions usually allow for a much more fine-grained influence
as the attackers can control parameters such as the duration of the attack and the level of
desynchronization introduced. This results in various arbitrary desynchronization patterns
that can be applied. Since the attack strategies can also follow random distributions, attacks
can be seen as a more general way to model system disturbances, as they extend the jitter
by arbitrary desynchronization behaviors. For the remainder of this work, we will focus on
malicious desynchronization attacks, as they represent a more general model for temporal
misalignment.

3.2 Threat Model
In our threat model for desynchronization attacks, we consider two cases: the best-effort
case without any external synchronization mechanism and the case with an established time
synchronization mechanism and timestamping of the individual sensor readings. In both
scenarios, we assume that data authenticity and integrity are maintained. Authenticity and
integrity can be ensured, for example, through cryptographic measures, such as Message
Authentication Codes (MACs)1. Allowing the modification of packet contents enables
attackers to launch more severe attacks than temporal misalignment by directly altering
sensor data, which belongs to the research about adversarial samples and is beyond the scope
of this work. Instead, we focus on delay attacks, i.e., delaying the packet transmission.

1 The feasibility of particular solutions heavily depends on the available computational resources on the
usually constrained sensor devices. Nevertheless, from a technical point of view, this problem has been
solved, and finding appropriate solutions is beyond this work’s scope.

ECRTS 2025
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For this, the attackers can access the communication network and its hardware components,
allowing them to introduce delays to transmitted messages. This is possible as several studies
have shown, which will be further discussed in Section 3.3. One strength of this attack model
is its stealthiness. Unlike data modifications or packet introduction/deletions, which are
quite intrusive, malicious packet timings are hard to monitor and detect. This is because
packet-switched networks, by default, have non-deterministic transmission latencies due to
their stochastic nature. In the best-effort case, the attack impact is evident, as any introduced
packet delay directly affects the timing when the fusion algorithm consumes the input data.
If a timestamping mechanism exists, attackers can use more sophisticated methods (see
Section 3.3) to manipulate the clocks and invalidate the timestamps.

3.3 Attack Implementation
Typical sensor fusion systems generate large amounts of data that require high-bandwidth
communication for data transfer. Therefore, packet-switched networks, such as Automotive
Ethernet, are commonly used. In these networks, attackers can provoke packet delays by
being in a Machine-in-the-Middle (MitM) position and directly delaying the passing packets
on the fly. Figure 5 depicts a simplified automotive network visualizing the attack. To reach a
MitM position, attackers must first get access to the network, for example, by compromising
an involved Electronic Control Unit (ECU). Numerous attack vectors to hijack an ECU
have been documented in the literature, including [30, 2, 21, 32]. Note that the ECU can be
arbitrary and is not required to participate in the sensor fusion process. We can directly
perform the delay attack if the compromised ECU is already positioned in a MitM setup.
Otherwise, we can leverage further attack strategies to gain this position, as described in [52].
Even if a MitM position is unreachable, attackers can still create network congestion that
similarly affects packet timings by flooding the network with excessive traffic.

If timestamping mechanisms are in place, simply delaying the data packets is not sufficient
anymore, as the delay will be detected by analyzing the timestamp captured before network
transmission. Nevertheless, attackers can manipulate the clocks to invalidate the captured
timestamps, ultimately resulting in desynchronization as well. Several studies have discussed
the feasibility of such clock manipulation attacks. For example, Finkenzeller et al. [14] propose
different attack strategies that disturb Precision Time Protocol (PTP) clock synchronization
via Ethernet-based communication. To execute the presented delay attack, either a random
network position or at most a MitM position is sufficient. Another approach is presented by
Barreto et al. [1], which disrupts PTP synchronization by physically extending the optical
fiber using a special delay box.

For the remainder of this work, we assume that delaying individual sensor inputs is
possible, e.g., by using one of the presented methods. Because sensor fusion algorithms are
typically tested with prerecorded and labeled datasets, such as the KITTI dataset [16], we
can use index shifting to virtually attack them in our evaluation. To desynchronize a specific
sensor input, we modify the index of the corresponding data sample to reflect the desired
delay ∆ in relation to the other sensor readings. The new index idxattack can be computed
with the following formula:

idxattack = idxgenuine + ⌊∆
δ
⌋ (4)

where δ denotes the interval time for sensor sampling. Note that this approach allows only
integral multiples of the sampling interval time to be set as delays, which is acceptable if the
interval time is sufficiently low.
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Figure 5 A simplified automotive network illustrating Ethernet communication between sensors
and the sensor fusion ECU. A successful MitM attack enables a compromised ECU to reroute
genuine traffic (green) through itself, allowing it to perform delay attacks on packets originally not
addressed to it (red) [52].

4 Test Setup

We conduct thorough tests to evaluate the effects of temporary misalignment on sensor fusion
algorithms caused by the desynchronization of the input data. To achieve this, our test
environment includes implementations of representative algorithms from the sensor fusion
classes outlined in Section 2.1. We evaluate the selected algorithms on four typical traffic
scenarios using custom datasets that we compiled from the KITTI raw datasets [16].

4.1 3D Object Detection Algorithms
In recent years, 3D object detection algorithms have increasingly relied on sensor fusion
techniques. Therefore, we selected several representative algorithms encompassing all the
fusion types presented in Section 2.1 and executed the publicly available reference imple-
mentations in individual Docker containers. The selection was based on a mixture of both
technical aspects, such as the required open source access to the proposed model and a high
ranking in the KITTI 3D object detection leaderboard2 at the time of publication. Table 1
summarizes all the selected algorithms we evaluate in our tests. We utilize the available
pre-trained models provided by the authors for all algorithms. Remember that this study
focuses on the changes in performance caused by the desynchronization attack rather than
the optimal performance of the algorithm. Thus, the used model plays only a subordinated
role here and the algorithmic structure is much more important.

4.2 Data Preparation
We introduce four datasets covering typical traffic scenarios to evaluate the chosen algorithms.
The creation process was guided by several criteria we require for our datasets. First, our
sets must include data from all sensor modalities relevant to the fusion algorithms, i.e.,
camera and LiDAR, and appropriate calibration information in the required format to match
the algorithm’s interface. Here, we discovered that while some tools, such as the CARLA

2 https://www.cvlibs.net/datasets/kitti/eval_object.php?obj_benchmark=3d

ECRTS 2025
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Table 1 Evaluated sensor fusion algorithms.

Algorithm Year Sensors Fusion Method Model

Frustum ConvNet [44] 2019 LiDAR, Camera Multi-Stage pre-trained (KITTI)
EPNet [18] 2020 LiDAR, Camera Deep Fusion pre-trained (KITTI)
CLOCs [34] 2020 LiDAR, Camera Late Fusion pre-trained (KITTI)
VirConv-L [46] 2023 LiDAR, Camera Early Fusion pre-trained (KITTI)

simulator [8] and the Simutack framework [13] are capable of generating the desired data
in principle, the quality of the generated LiDAR data is particularly poor. Based on their
specific implementation, some algorithms consider the geometric LiDAR information and
the reflectivity for detection tasks. However, since reflectivity is not accurately modeled in
these simulations [6], it is not usable for our evaluation. Second, we need correct ground
truth information to compare the detection results we obtained and evaluate the performance
variations caused by the attacks. By using a prepared and prerecorded dataset, we can test
different delays for each algorithm with the same data basis, ensuring reproducibility and
fair evaluation.

Furthermore, we need the data to be consecutively aligned in order to implement our
delay attack by shifting the data indices. Therefore, the default KITTI dataset for 3D
object detection3 is not suitable due to its scattered data distribution. Hence, we assessed
the recorded scenes available in the time-aligned KITTI raw data4 and checked whether
some of the frames are also present in the 3D object detection training dataset to obtain
the necessary ground truth information. Using this method, we were able to compile four
datasets that meet all the criteria stated above. The data was sampled with a mutual update
rate of r = 5 Hz, resulting in an interval time of δ = 200 ms between two data samples with
consecutive indices. While the KITTI raw dataset was sampled initially with a rate of 10 Hz,
we encountered limitations due to the available ground truth information for consecutively
aligned data, which resulted in a lower sampling rate. This sampling rate also limits the
resolution of our delay attack, which we employ by shifting the sensor reading index as
discussed in Section 3. While the available 200 ms interval does not allow for very fine-grained
delay analysis, it is sufficient for observing the general trends we aim for. A custom dataset
would have to be generated to facilitate a more detailed analysis. We provide public access to
the generated datasets in our supplementary materials, allowing other researchers to replicate
our findings.

4.3 Traffic Scenarios
As discussed in Section 2.3, the scenario dynamics can significantly impact the attack
performance. Therefore, we selected four continuous driving scenarios that include sufficient
variations in dynamics to more effectively evaluate their impact while also covering typical
traffic situations. The derived scenarios are depicted in Figure 6, while Figure 7 compares the
related scenario dynamics calculated according to (3). Recall that dnorm is related to object
movements within the image plane. Thus, spikes in the plots indicate significant movements
occurring quickly, often due to vehicles moving at close distances, for example. The complete
list comprises the following four scenarios:

3 https://www.cvlibs.net/datasets/kitti/eval_object.php?obj_benchmark=3d
4 https://www.cvlibs.net/datasets/kitti/raw_data.php

https://www.cvlibs.net/datasets/kitti/eval_object.php?obj_benchmark=3d
https://www.cvlibs.net/datasets/kitti/raw_data.php
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(a) S1: Urban Traffic. (b) S2: Left Turn. (c) S3: Highway. (d) S4: Resident. Traffic.

Figure 6 Visualization of the four evaluated traffic scenarios. The blue box represents the test
vehicle running the 3D object detection algorithms, whereas the gray boxes depict other vehicles
that shall be detected. The arrows indicate the respective driving directions.

Scenario 1: Urban Traffic. The test vehicle follows a line of cars in an urban traffic scenario
without any lane changes or turns. Many vehicles are oncoming and passing the test vehicle
on the neighboring lane. The scenario can be considered more dynamic as many vehicles are
involved and constantly moving at approximately 50 km

h .

Scenario 2: Left Turn. In this scenario, the test vehicle takes a long left-hand turn, passing
many parking vehicles on the side of the road. The car drives at approximately 30 km

h , and
no other vehicles are moving in this scenario. Because of the turn and the numerous cars
involved that move throughout the test vehicle’s FoV, this scenario is also quite dynamic.

Scenario 3: Highway. The test vehicle drives down an empty lane on the highway, passing
by several approaching cars. All cars drive at high speeds, approximately 100 km

h . Despite
all vehicles moving fast, this scenario is less dynamic as the road is straight and only a few
vehicles are passing by. The peaks in Figure 6c arise from the moments when the approaching
cars pass the test vehicle.

Scenario 4: Residential Traffic. In the last scenario, the test vehicle drives in a residential
area at low speeds below 30 km

h . Starting with a tight right turn, the vehicle drives on a
narrow street, passing many parking cars. Because of the low driving speed, this scenario is
also considered less dynamic.

5 Evaluation

We conduct comprehensive experiments to evaluate the impact of sensor desynchronization
attacks using the test setup as explained in Section 4. To establish a performance baseline, we
first run all scenarios for each algorithm without any sensor delay. Subsequently, we gradually
introduce specific delays and observe the resulting change in the performance of 3D object
detection. The detection performance ΦIoU is measured using the typical three-dimensional
Intersection over Union (IoU) metric, which calculates the ratio of the intersection volume
Vintersect to the union volume Vunion of the estimated and ground truth bounding boxes of a
detected object. The formula is given as:

ΦIoU = Vintersect

Vunion
(5)

ECRTS 2025
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(a) Scenario 1: Urban Traffic.
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(b) Scenario 2: Left Turn.
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(c) Scenario 3: Highway.
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(d) Scenario 4: Residential Traffic.

Figure 7 Illustrating the dynamics of the four traffic scenarios that were evaluated. A higher
dynamics value suggests increased object movements within the test vehicle’s FoV. The dashed line
represents the average score for the entire scenario.

Note that 0 ≤ ΦIoU ≤ 1, as the intersection can be at most the full union and zero for
non-overlapping bounding boxes. It is also important to note that ΦIoU = 0 does not
necessarily imply that no objects have been detected. Instead, it may indicate that an
estimated 3D bounding box has no intersection with the ground truth. To identify good
bounding box candidates, we define a detection threshold of θ = 0.5 that must be exceeded
for a detection to be considered successful. We distinguish the following cases:

detection ←


true positive (tp), ΦIoU > θ, correct detection
false positive (fp), ΦIoU > θ, incorrect detection
true negative (tn), ΦIoU ≤ θ, correct rejection
false negative (fn), ΦIoU ≤ θ, incorrect rejection

(6)

With these criteria, we can assess all objects and determine the overall algorithm performance
based on the typical metrics precision and recall:

precision = tp

tp + fp
, recall = tp

tp + fn
(7)
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5.1 Desynchronization Attacks
After establishing the baseline, we gradually increase the delay for one sensor at a time.
We reevaluate the object detection performance utilizing the IoU criterion and the related
precision and recall metrics based on (6) and (7). Note that this work does not aim to
optimize detection performance but rather to analyze the extent of performance degradation
caused by temporal misalignment from desynchronization attacks. Consequently, in the
absence of attacks, we expect the baseline performance to yield the best results. We gather
data for each scenario, algorithm, and sensor delay combination. The obtained results are
grouped by the evaluated algorithm and depicted in Tables 2-5 for the recall metric. The
results for the precision metric can be found in Tables 6-9 in the appendix for completeness.
Similar trends can also be observed in this context, which allows us to draw the same
conclusions without adding more value to the discussion here. The colored bars visually
emphasize the measurement results by partially filling the table cells according to the related
numeric values. A performance result of recall = 0.75 would fill the respective cell by three-
quarters, for example. We observe that across all scenarios and algorithms, the detection
performance, on average, clearly decreases as the sensor delays increase. There are a few
exceptions from this trend, which we will further discuss in Section 5.3. Additionally, we
notice that delays in LiDAR have a higher impact on performance than delays in camera
frames. This observation is particularly evident with the EPNet algorithm. Consequently,
we state our first important finding:

Finding 1: Delays in individual sensor data can significantly reduce the effectiveness
of sensor fusion algorithms, whereby longer delays generally result in more significant
performance reductions. While both the camera and LiDAR sensors are vulnerable to
the attack, delaying the LiDAR data shows a greater impact on the performance.

Table 2 Evaluation results of the CLOCs algorithm based on the recall with θ = 0.5.

Delay Scenario 1 Scenario 2 Scenario 3 Scenario 4
Camera LiDAR Camera LiDAR Camera LiDAR Camera LiDAR

0 ms
200 ms
400 ms
800 ms
1600 ms

0.84 0.84 0.98 0.98 0.87 0.87 0.98 0.98
0.22 0.20 0.05 0.01 0.00 0.00 0.08 0.12
0.21 0.20 0.08 0.09 0.00 0.00 0.00 0.00
0.19 0.18 0.09 0.08 0.00 0.00 0.05 0.05
0.04 0.06 0.06 0.05 0.00 0.00 0.00 0.01

Table 3 Evaluation results of the EPNet algorithm based on the recall with θ = 0.5.

Delay Scenario 1 Scenario 2 Scenario 3 Scenario 4
Camera LiDAR Camera LiDAR Camera LiDAR Camera LiDAR

0 ms
200 ms
400 ms
800 ms
1600 ms

0.89 0.89 0.96 0.96 0.94 0.94 0.96 0.96
0.80 0.23 0.91 0.02 0.85 0.04 0.92 0.11
0.67 0.25 0.89 0.07 0.55 0.19 0.88 0.01
0.62 0.23 0.88 0.07 0.62 0.11 0.83 0.05
0.58 0.09 0.87 0.05 0.79 0.04 0.80 0.02
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Table 4 Evaluation results of the Frustum-ConvNet algorithm based on the recall with θ = 0.5.

Delay Scenario 1 Scenario 2 Scenario 3 Scenario 4
Camera LiDAR Camera LiDAR Camera LiDAR Camera LiDAR

0 ms
200 ms
400 ms
800 ms
1600 ms

0.67 0.67 0.85 0.85 0.57 0.57 0.93 0.93
0.21 0.21 0.08 0.03 0.00 0.06 0.14 0.19
0.22 0.20 0.08 0.10 0.00 0.02 0.01 0.03
0.16 0.19 0.09 0.08 0.11 0.02 0.07 0.06
0.06 0.07 0.07 0.08 0.02 0.02 0.03 0.02

Table 5 Evaluation results of the VirConv-L algorithm based on the recall with θ = 0.5.

Delay Scenario 1 Scenario 2 Scenario 3 Scenario 4
Camera LiDAR Camera LiDAR Camera LiDAR Camera LiDAR

0 ms
200 ms
400 ms
800 ms
1600 ms

0.83 0.83 0.94 0.94 0.87 0.87 0.97 0.97
0.81 0.76 0.94 0.91 0.72 0.66 0.95 0.94
0.77 0.73 0.93 0.92 0.68 0.57 0.95 0.92
0.76 0.74 0.92 0.87 0.72 0.64 0.95 0.94
0.75 0.74 0.93 0.85 0.77 0.66 0.94 0.92

5.2 Algorithm Evaluation

We further compare all algorithm implementations to each other to better understand how
the fusion types introduced in Section 2.1 affect the attack performance. The data in Table 2
and Table 4 clearly show that both CLOCs and Frustum ConvNet experience significant
performance losses even with slight delays. Both late fusion and multi-stage approaches
include steps for object proposal and filtering that operate on individual sensor data before the
actual fusion process occurs. If the quality of one raw input is poor due to a delay, the fusion
model cannot compensate for it, as it only has access to the preprocessed data that reflects
the poor quality of the raw data. Early fusion approaches, on the other hand, can somewhat
compensate for that as the model benefits from the raw input in its decision-making, as
observed in the VirConv-L data shown in Table 5. Although the effects of the attack are
still noticeable, the decrease in performance is less severe. With the EPNet algorithm, we
observe a mixed behavior. While deep fusion algorithms operate on extracted features rather
than raw data, these are less processed than final object proposals. This allows the model to
potentially achieve better performance compared to late fusion models. In Table 3, this is
evident with the camera delays that can be partially compensated by the extracted LiDAR
features, but not vice versa. Following this evaluation, we formulate our second finding:

Finding 2: The internal design of sensor fusion algorithms significantly affects their
resistance to desynchronization attacks. As early fusion provides access to all available
raw data, this approach allows related models to benefit from the existing redundancy
and outperform other fusion types that rely on prior feature extraction and object
proposals based on an isolated view of individual sensor modalities.
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(a) Camera frame at t0. (b) Camera frame at t8. (c) Overlap after 8 frames.

Figure 8 Visualization of overlapping 2D detections at two distinct moments causing counter-
intuitive performance increases despite the employed delay attack. The respective 2D regions for
the independent detections in (a) and (b) partially overlap, as can be verified in (c), despite being
derived from two distinct vehicles at two different points in time.

5.3 Scene Dynamics
Finally, we assess the effects of the scene dynamics. As discussed in Section 2.3, desyn-
chronization attacks are effective only when the recorded data changes over time. Given
that Scenario 1 and Scenario 2 are generally more dynamic, as outlined in Section 4.3, we
expect higher impacts from delay attacks in these scenarios. However, this effect is not quite
visible in our data. One possible reason for this result could be the insufficient variation in
the dynamics of our selected scenarios, despite their stated differences. On the other hand,
we observe a slight increase in performance with higher delays in certain scenarios. This
behavior may seem counterintuitive, but it can be explained by examining the flow of the
scenario. The algorithms are specifically designed to detect objects in a single-step manner
without keeping track of past results. In the genuine scenario, both the camera and LiDAR
detect the same object, which can be accurately identified. If we delay one sensor so that it
misses the desired object, we create a mismatch of information, resulting in poorer detection
results. However, if we wait long enough for a second vehicle to appear at the same spot,
both sensors will detect an object, but not the same. In the performance evaluation, the
differences between objects do not matter as there is no need to identify and track the object,
and thus, the detection performance increases once again. Figure 8 visualizes this behavior.

6 Discussion

The evaluation results show that desynchronization attacks on sensor fusion algorithms
significantly affect object detection performance. Although the actual severity might vary,
we can conclude that all evaluated algorithms are vulnerable. It is also evident that, on
average, greater delays in individual sensors lead to poorer overall detection performance.
Exceptions to this trend can be explained by scenarios where different objects appear at the
same place at different times. This shows that sensor fusion algorithms generally have no
sense of time or any other intelligence that perceives vehicles as unique objects but they
rather focus on the geometrical information instead. Considering these aspects would enhance
the system’s ability to understand its surroundings, ultimately making it more resilient to
any disturbances and malicious attacks.

Moreover, we found that delaying the LiDAR data affects the detection performance more
significantly, which is consistent with other studies’ findings. Both [50] and [25] also conclude
that errors in LiDAR data have a more significant impact on overall fusion performance
compared to errors within camera frames. While our results support this conclusion, we
additionally emphasize other important aspects and reason our analysis based on a larger
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data basis. This observation is particularly interesting for future efforts in developing defense
mechanisms as it suggests prioritizing the security of the LiDAR sensor over that of the
camera. Additionally, we can conclude that the chosen fusion approach also influences the
detection performance. The employed fusion model cannot effectively address poor input
data resulting from a delay attack if it lacks access to the raw data of other sensor modalities,
as our experiments have demonstrated. We believe that further research into early fusion
approaches could enhance the resilience of object detection systems against desynchronization
attacks. By leveraging the redundancy in available sensor data, related models can effectively
reduce errors and mitigate the impact of such attacks.

7 Related Work

The problem of 3D object detection performance, especially concerning multi-modal sensor
fusion methods, has been thoroughly explored in the literature. The broad scope includes new
algorithm proposals that excel over their predecessors in genuine scenarios and an analysis of
common pitfalls in sensor fusion, such as data alignment and quality [15, 26, 38, 25, 5, 7].
Also, malicious attacks intentionally disrupting the detection process to impair the results
have been covered [51, 40, 3, 27]. This study examines multi-sensor setups, emphasizing the
significance of temporal data alignment and the attacks that compromise it.

A significant body of work [35, 51, 40, 43, 3] focuses on adversarial samples, which study
how machine learning model performance changes due to malicious alterations in input data.
This field emphasizes the integrity of the data concerning malicious attacks rather than the
timing of data arrival. Hence, it differs from our defined threat model and is out of scope.
The same applies to works addressing delay attacks on a single sensor modality, such as the
SlowTrack framework [29], as we concentrate on desynchronization effects in multi-modal
sensor setups.

In general, many papers recognize the necessity of temporal alignment in sensor fusion
methods. For instance, [5] discusses the general robustness of sensor fusion, including the
importance of temporal alignment in the input data. However, no additional analysis regarding
the impact of misalignment or experimental results is provided to substantiate this claim.
Some papers tackle this issue by proposing synchronization strategies to enhance the model
performance. We can distinguish two types: active synchronization methods, which focus on
clock synchronization and precise timestamp assignment for accurate timestamping [45, 10,
28, 39] and passive techniques, which do not involve any timestamping at all [33, 22, 37, 9].
All of these approaches assume genuine system behavior and overlook the threat of malicious
actions, as discussed in Section 3. Consequently, the studies do not provide insights into
the implications of sensor input desynchronization on the fusion performance. Kuhse et
al. [25] investigate sensor fusion methods in the context of 3D object detection and analyze
the temporal robustness of these algorithms from a theoretical perspective. They provide a
formal definition for the misalignment phenomenon and suggest methods to establish latency
boundaries or derive design criteria for more robust algorithms. Although the authors present
foundational work on temporal alignment, they do not consider additional factors such as
scene dynamics in their study. Song et al. [38] assess the effect of random LiDAR delays and
introduce a new method to alleviate desynchronization effects. The method utilizes historical
LiDAR frames to predict current states, enhancing the algorithm’s temporal robustness
against data lags. However, the experimental results are limited and primarily aim to justify
the applied methodology for improved robustness rather than comprehensively analyzing the
specific impact of the introduced sensor delays.
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Dong et al. [7] conducted extensive benchmarking to assess the resilience of 3D object
detection methods against various corruptions, including temporal misalignment. They
evaluate various single-sensor algorithms and some sensor fusion candidates, testing the
results on three different datasets. The input desynchronization is simulated by keeping
the sensor input identical to the data at the previous timestamp, effectively causing data
lag. Gao et al. [15] also present comprehensive benchmarking results on object detection
that cover various influencing factors, including temporal aspects. The authors conduct
experiments with five different levels (0.1 s to 0.5 s) of camera and LiDAR delays on two object
tracking systems. Although both works conclude that sensor fusion methods are vulnerable
to temporal misalignment, they do not specifically focus on input desynchronization in
their benchmarking results, resulting in a lack of thorough analysis regarding its effects
on the overall fusion performance. In [26] and [27], the authors investigate Simultaneous
Localization and Mapping (SLAM) algorithms, which can also be based on multi-modal
sensor fusion approaches. The experiments involved camera and Inertial Measurement
Unit (IMU) data with introduced delays ranging from 0 ms to 20 ms [26], demonstrating
performance degradation in the resulting SLAM trajectories.

In conclusion, while many papers acknowledge the issue of temporal alignment of input
data, only a few specifically address this concern in their evaluations. However, the evaluations
are relatively brief and only support the claim that temporal alignment is generally important
in sensor fusion setups without providing further insight into how misalignment affects the
algorithms in particular. In our work, we evaluate a wider selection of algorithms and
sensor delays while considering additional evaluation criteria, such as fusion types and scene
dynamics, to better understand their impact on the overall sensor fusion performance.

8 Countermeasures

Our experiments demonstrate that sensor fusion algorithms are susceptible to desynchroniza-
tion attacks. To protect against the attack strategies mentioned in Section 3, we discuss two
potential mitigation techniques: secure time synchronization and consistency checks.

8.1 Secure Time Synchronization
A significant attack vector in current systems is the missing or unreliable time synchronization
that renders assigned timestamps ineffective. To address this issue, a countermeasure is to
ensure secure time synchronization, making the timestamps reliable once again. For syn-
chronization, the usage of PTP is recommended, providing accuracies at the sub-microsecond
level, which should suffice for all sensor update rates. When using PTP, it is essential to
implement proper authentication and integrity protection, such as MACsec and IPsec. To
safeguard against delay attacks, extensions such as PTPsec [12] can be employed. Chen et
al. [4] present an approach that resists uncertain delays and timestamp falsification attacks
by estimating the likelihood of when sensor data was captured. For that, they propose a
resilient method that uses probability intervals instead of fixed sampling, aiming to achieve
consensus by outputting the overlap of intervals.

8.2 Consistency Checks
In addition to secure time synchronization, sensor fusion systems can also be hardened by
introducing consistency checks to verify whether the individual sensor inputs are valid before
fusing them. One approach presented by Zhang et al. [53] involves computing multiple depth
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maps from LiDAR or camera inputs to identify differences and postulate potentially attacked
sensors. This approach can be extended to derive general consistency checks among all used
sensor modalities to agree on a common perception state. Metrics such as vehicle speed can
provide a common basis for comparison among data derived from various sensors. Once
established, sensor data is considered genuine and trustworthy only if it aligns with the
majority.

9 Conclusion & Future Work

This study investigates the phenomenon of input desynchronization in sensor fusion algorithms
for 3D object detection. In particular, we examine four algorithms with distinct internal
model architectures on four typical traffic scenarios to understand the impact of delaying the
sensor inputs. From our experimental results, we conclude two important findings, namely
that all evaluated algorithms are vulnerable to the employed delay attacks and that LiDAR
has much more influence on successful detection than the camera. Moreover, we observed
that early fusion methods are probably more resilient against these attacks as they benefit
from all available raw data, being able to fully exploit the redundancy. More testing must
be done with specifically recorded datasets to better understand the dynamics. Also, we
need to develop effective countermeasures to prevent the presented delay attacks or, more
specifically, to make the algorithms more robust and resilient.
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Table 6 Evaluation results of the CLOCs algorithm based on the precision with θ = 0.5.

Delay Scenario 1 Scenario 2 Scenario 3 Scenario 4
Camera LiDAR Camera LiDAR Camera LiDAR Camera LiDAR

0 ms
200 ms
400 ms
800 ms
1600 ms

0.97 0.97 0.73 0.73 0.98 0.98 0.75 0.75
0.27 0.25 0.04 0.01 0.00 0.00 0.06 0.09
0.28 0.27 0.06 0.07 0.00 0.00 0.00 0.00
0.28 0.29 0.07 0.06 0.00 0.00 0.04 0.04
0.07 0.11 0.04 0.04 0.00 0.00 0.00 0.01

Table 7 Evaluation results of the EPNet algorithm based on the precision with θ = 0.5.

Delay Scenario 1 Scenario 2 Scenario 3 Scenario 4
Camera LiDAR Camera LiDAR Camera LiDAR Camera LiDAR

0 ms
200 ms
400 ms
800 ms
1600 ms

0.77 0.77 0.46 0.46 0.75 0.75 0.46 0.46
0.49 0.16 0.46 0.01 0.32 0.02 0.42 0.05
0.42 0.15 0.44 0.03 0.20 0.07 0.39 0.01
0.46 0.15 0.45 0.04 0.24 0.05 0.38 0.02
0.41 0.06 0.44 0.03 0.32 0.02 0.37 0.01

Table 8 Evaluation results of the Frustum-ConvNet algorithm based on the precision with θ = 0.5.

Delay Scenario 1 Scenario 2 Scenario 3 Scenario 4
Camera LiDAR Camera LiDAR Camera LiDAR Camera LiDAR

0 ms
200 ms
400 ms
800 ms
1600 ms

0.98 0.98 0.94 0.94 1.00 1.00 0.98 0.98
0.47 0.48 0.09 0.04 0.00 0.16 0.15 0.22
0.51 0.46 0.11 0.13 0.00 0.05 0.01 0.04
0.36 0.37 0.15 0.12 0.20 0.06 0.09 0.11
0.19 0.14 0.11 0.12 0.03 0.07 0.05 0.05

Table 9 Evaluation results of the VirConv-L algorithm based on the precision with θ = 0.5.

Delay Scenario 1 Scenario 2 Scenario 3 Scenario 4
Camera LiDAR Camera LiDAR Camera LiDAR Camera LiDAR

0 ms
200 ms
400 ms
800 ms
1600 ms

0.95 0.95 0.76 0.76 0.91 0.91 0.65 0.65
0.95 0.88 0.76 0.69 0.92 0.56 0.66 0.64
0.95 0.86 0.77 0.68 0.97 0.63 0.67 0.61
0.94 0.91 0.76 0.68 0.94 0.50 0.68 0.57
0.95 0.88 0.78 0.69 0.90 0.47 0.67 0.54
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