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—— Abstract

Given a sequence of samples x1, ...,z promised to be drawn from one of two distributions Xo, X7,

a well-studied problem in statistics is to decide which distribution the samples are from. Information
theoretically, the maximum advantage in distinguishing the two distributions given k samples
is captured by the total variation distance between ng’k and X®*. However, when we restrict
our attention to efficient distinguishers (i.e., small circuits) of these two distributions, exactly
characterizing the ability to distinguish X§ ¥ and X f?k is more involved and less understood.

In this work, we give a general way to reduce bounds on the computational indistinguishability
of Xo and X1 to bounds on the information-theoretic indistinguishability of some specific, related
variables Xo and X1. As a consequence, we prove a new, tight characterization of the number of
samples k needed to efficiently distinguish X(‘)g’k and X{gk with constant advantage as

k=0 (d;ﬁ ()?0,)?1)) :

which is the inverse of the squared Hellinger distance dg between two distributions Xo and X, that
are computationally indistinguishable from Xy and X;. Likewise, our framework can be used to
re-derive a result of Halevi and Rabin (TCC 2008) and Geier (TCC 2022), proving nearly-tight
bounds on how computational indistinguishability scales with the number of samples for arbitrary
product distributions.

At the heart of our work is the use of the Multicalibration Theorem (Hébert-Johnson, Kim,
Reingold, Rothblum 2018) in a way inspired by recent work of Casacuberta, Dwork, and Vadhan
(STOC 2024). Multicalibration allows us to relate the computational indistinguishability of Xo, X
to the statistical indistinguishability of )?0, X1 (for lower bounds on k) and construct explicit circuits
to distinguish between Xo, 21 and consequently Xo, X1 (for upper bounds on k).
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Characterizing the Distinguishability of Product Distributions

1 Introduction

Given a sequence of samples x1, ..., promised to be drawn from one of two distributions
Xo, X1, each defined on a domain X, a well-studied problem in statistics is to decide which
distribution the samples are from. Information theoretically, the maximum advantage in
distinguishing X, Xy given k samples is dTv(XSM7 X ¥, where lez’k denotes the result of
independently sampling k times from X, and drv(p,q) = 3 Y. ,cx [P(z) — q(x)| denotes the
total variation distance. This advantage can then be related to the single-sample relation
between X, X in a few ways:

1. An upper bound is given by the inequality:

drv(XF*E, XPR) < 1= (1= drv(Xo, X1))* < k- drv(Xo, X1). 1)
2. To obtain a good 2-sided bound, we can use the Hellinger distance:

1= e RO <y (XFF, XPR) < /2K (X0, X), @

where the Hellinger distance is defined as

4% (Xo, X1) = % - (\/Pr[XO —i] — /Pr[X; = i])Q.

ieX

In particular, Inequality (2) above shows that k = © (1/d?;(Xo, X1)) samples is both
necessary and sufficient for distinguishing Xy, X; with constant advantage. In contrast,
observe that Equation (1) in the first point above is actually not tight. To illustrate, we can
consider the two distributions below:

1. X, such that Pr[Xo = 1] = 1/2, Pr[X, = 0] = 1/2.
2. X; such that Pr[X; =1]=1/24¢,Pr[X; =0 =1/2 —¢.

Equation (1) implies only that dpy(X&*, XP%) < ke, and thus does not rule out the
possibility of distintiguishing Xo, X; with constant advantage after k = O(1/¢) samples.
However, as we see in the Hellinger-distance formulation of Equation (2), in this example
k = ©(1/£?) samples is both necessary and sufficient to distinguish X, X; with constant
advantage. Thus, a key advantage in using Hellinger distance to characterize statistical distin-
guishability is in getting instance-optimal characterizations of the statistical distinguishability
for every pair of random variables.

In computer science, this task of distinguishing distributions arises in many domains,
from cryptography to computational complexity. However, we typically work with the
computational analogue of total variation distance known as computational indistinguishability.
We say that Xy, X7 are §-indistinguishable by circuits of size s if for every function f: X —
{0,1} computable by size s circuits, | > .y f(x) - (Pr[Xo = 2] — Pr[X; = z])| < 4. In this
paper, we state most of our results using this concrete security formulation, where s and ¢ are
separate parameters. However, our results can be translated into the traditional asymptotic
complexity formulation where s = n*® and 6§ = n=“(®) for a security parameter n and

@) In fact, we are interested in the setting of

unspecified super-polynomial functions n
weak indistinguishability where ¢ is non-negligible (6 > 1/poly(n)) while s remains super-
polynomial (s > n“(1)). We elaborate on the asymptotic formulations of our results in
Section 1.2.

The classic hybrid argument of Goldwasser and Micali [6] shows that if Xg, X; are o-
indistinguishable for circuits of size s, then X?k, X 1®k are kd-indistinguishable for circuits of
size s, which corresponds to the weaker bound in Equation (1) above. However, a more refined
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understanding of (in)distinguishability under repeated samples has been elusive. Indeed, the
work of Halevi and Rabin [9] was the first to show that X&% X% are (1 — (1 — §)F + ¢)-
indistinguishable for circuits of size s’ = s/poly(k, 1/¢) (with subsequent improvements to
the parameters being made by [5]). Note that when s = n*“() and k < poly(n), we can take
e =n"“W and retain s’ = n*(), so this bound agrees with the tighter bound in Equation (1)
above up to an additive negligible term.

This bound on computational distinguishability can be viewed as an extension of Equa-
tion (1) to the computational setting. Similarly to Equation (1) from the information-theoretic
setting, the characterization of [9, 5] is not an instance-optimal characterization of the com-
putational distinguishability of random variables, and a computational analog of Equation (2)
is still missing. In this work, we overcome this shortcoming by building on the key technique
of multicalibration, as we explain below.

1.1 Main Results

In this work, we give a general way to reduce reasoning about computational indistinguishab-
ility to reasoning about the information-theoretic case. This also allows us to deduce as
corollaries both the characterization achieved by [9, 5] and a computational analogue of
Inequality (2) (with the total variation distance of Xy, X7 replaced by the computational
indistinguishability of Xy, X; and the Hellinger distance between X, X; replaced by a
quantity we call the pseudo-Hellinger distance between Xg, X1).

» Theorem 1.1. For every pair of random variables Xg, X1 over X, every integer s and

every € > 0, there exist random variables )?0, X, such that for every k > 0,

1. X, is e-indistinguishable from X, by circuits of size s, for each b € {0,1}.

2. X$% and X% are (dTV()?SM,)?fM) + 2k - €)-indistinguishable by circuits of size s.

3. X$% and XP* are (dTV()?gbk,f(?k) — 2k - )-distinguishable by circuits of size s’ =
O(sk/e%) + poly(k/e).

4. The statements above also hold with X1 = X1, but s' = O(sk/e'2) + poly(k/e).

» Remark 1.2. More generally, we can define indistinguishability with respect to an arbitrary
class of functions F. See the full version of the paper for generalized versions of the different
parts of the above statement.

» Remark 1.3. We can also generalize the above theorem to arbitrary product distributions.
We prove this in the full version of the paper.

As elaborated upon in Section 1.3, the above theorem follows from assigning )?0 and X,
to be a careful “mixture” of Xy and X;. This mixture depends on carefully partitioning the
domain space of the random variables using multicalibration. With these random variables,
Item 2 follows directly from Item 1 via hybrid argument, so the value of Theorem 1.1 is
that it provides not only an upper bound on (in)distinguishability but a matching lower
bound, via Item 3. Thinking of s = n*(M k < poly(n),e = 1/s, we see that up to
a negligible additive term (ke), and a polynomial change in circuit size (s’ vs. s), the
computational indistinguishability of Xy, X; under multlple samples is tightly captured by
the information-theoretic indistinguishability of Xo, X 1 under multiple samples. In particular,
k=06 (1/(1%I (XO, Xl)) samples are both necessary and sufficient to distinguish Xy, X; with

constant advantage. We can abstract this latter corollary as follows:

» Definition 1.4. For random variables Xo, X1 over X, s € N, € > 0, the (s,e) pseudo-

Helhnger distance between Xo and X, is the smallest 6 such that there exist random variables
XO,X1 such that:
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1. X, is e-indistinguishable from Xo for circuits of size s.
. X, is e-indistinguishable from X, for circuits of size s.
3. du(Xo, X71) < 6.

N

With this definition in hand, we derive the following characterization of the indistin-
guishability of X, X7, which is a computational analogue of Inequality (2):

» Theorem 1.5. If X, X have (s,e) pseudo-Hellinger distance &, then for every k:

1. ngk, X1®k are V2ko6? + 2ke-indistinguishable for circuits of size s.

2. X&F X®F are (1 — e " — 2ke) distinguishable by circuits of size s' = O(sk/eb) +
poly(k/e).

Thus, the number of samples needed to distinguish X, X; with constant advantage is
©(1/6%), where ¢ is the pseudo-Hellinger distance. As an immediate consequence, just like the
traditional notion of Hellinger distance in the statistical distinguishability setting, our notion
of pseudo-Hellinger distance gives an instance-optimal characterization of the computational
distinguishability of any pairs of random variables. This is a key benefit of our work over
prior works [9, 5].

To prove Part (1) of Theorem 1.5, we first observe that, by parts (1) and (2) of Defini-
tion 1.4 and a simple hybrid argument, the computational indistinguishability of X0®k and
X1®k is bounded above by the computational indistinguishability of )?(;@’k and X ig’k7 plus
2ke. Next, the computational indistinguishability of )Z(;@’“ and X{@k is upper-bounded by the
total variation distance between )?33”“, )?f@k, which by Inequality (2) is bounded above by

\/2kd%{()?0,)?1) = V/2kd2. This gives us the bound in Part (1) of the theorem.

To prove Part (2) of Theorem 1.5, we use Theorem 1.1 to obtain 5(:0,)?1 that are e-
indistinguishable from X, X; such that the computational distinguishability of X(?k, X ?k
by circuits of size s is at least dry(XE", X¥*) — 2ke. In turn, Inequality (2) tells us that

this is at least 1 — e~#d&(X0.X1) _ 2%z which is then at least 1 — e %" — 2ke, where § is
the pseudo-Hellinger distance, dH()~(0, X 1) over all )N(o, X that are e-indistinguishable from

Additionally, using Part 4 of Theorem 1.1, we can prove that there exists a X such that
k=06 (1 Jd% (Xo, X1)> samples are both necessary and sufficient to distinguish Xy, X; with
constant advantage. When X7 is uniform on X, squared Hellinger distance d%{()?o, X1) can
be related to the Rényi %—entropy of )Ai;o, defined as follows:

Hijo ()?0) = 2log, (Z Pr[)?g = z]) .

ieX

Specifically, we have
&2, (J?O,Xl) _ 1 g (el (X)) g (min {log X = Hy s ()?o) 1}) .

This allows us to create another suitable abstraction for the case where X; is uniform,
beginning with the following definition of pseudo-Rényi entropy.

» Definition 1.6. For random variable Xy over X, s € N, ¢ > 0, the (s,¢) pseudo-Rényi
%—entropy of Xq is the smallest r such that there exists a random variable Xq such that:
1. Xy is e-indistinguishable from Xy for circuits of size s.

2. Hyyo (5(:0) =r.



C. Marcussen, A. Putterman, and S. Vadhan

This definition yields the following characterization of the indistinguishability of Xy from
the uniform distribution:

» Theorem 1.7. If X, is a distribution over X that has (s,e) pseudo-Rényi %—entmpy
r =log|X|— 4 and U is the uniform distribution over X, then for every k:
1. Xg@k,u‘@k are O(VES) + 2ke-indistinguishable for circuits of size s.
2. XPF Uk gre (1—e=Uemin{1Y) _oke) distinguishable by circuits of size s' = O(sk/e'?)+
poly(k/e).
1

The number of samples needed to distinguish Xy from uniform is © (5) where § is the
gap between the pseudo-Rényi %—entropy and its maximum possibly value (namely log |X|).

As mentioned, we also can deduce Geier’s result [5] as stated above directly from
Theorem 1.1. A formal statement and comparison can be found in the full version of the
paper, but we note that Geier’s quantitative bound (the specific polynomial loss in circuit
complexity) is better than ours. In addition, Geier proves a version of the result for uniform
distinguishers, whereas we only work with nonuniform distinguishers (i.e., boolean circuits).
Both of these limitations come from the currently known theorems about multicalibration,
which is the main technical tool we use (as discussed below), and it is interesting problem to
obtain multicalibration theorems that provide tight quantitative bounds and yield uniform-
complexity results in applications such as ours. The benefit of using multicalibration is that
it provides a direct translation between the computational and information-theoretic setting
(e.g. as captured in Theorem 1.1), which not only yields existing results as corollaries but
also offers new ones, such as Theorem 1.5.

1.2 Asymptotic Complexity Formulations

In the foundations of cryptography, it is common to state computational indistinguishability
results in terms of asymptotic polynomial complexity. In this section, we demonstrate the
extensibility of our results to the asymptotic setting by presenting Theorem 1.5 in such
a way, along with concrete definitions of this asymptotic regime. We start by formalizing
indistinguishability in the asymptotic setting (i.e. with respect to ensembles of random
variables):

» Definition 1.8. Let X = {X, }neny and Y = {Y}, }nen be ensembles of random variables,
where each X,,,Y, are supported on {0,1Y"™) and m(n) = n®1. Forn : N — [0,1],
we say that X =/""P Y if for all ¢, there exists an no such that for all n > ng, X, is
(n(n) + n=°)-indistinguishable from'Y,, by circuils of size n®.

Equivalently, we say X =[P Y if there exists s(n) = n*M | e(n) = n=“W) such that for
all n X, is (n(n) + e(n))-indistinguishable from Y,, with respect to size s(n) circuits.!

For simplicity, we will also use X =P Y to denote that there exists some function
n:N = [0,1], n(n) = n=*D) such that X =P Y.

We also generalize the notion of pseudo-Hellinger distance (Definition 1.4) to the setting
of ensembles of random variables:

» Definition 1.9. For ensembles of random variables X and Y, we say that X and Y have
pseudo-Hellinger distance at most § (denoted X =§ Y) for a function § : N — [0,1], if
there exist ensembles X = {X,},Y = {Y,} such that X =™P X, Y =" Y and Vn,
d (X, Yn) < 0(n).

! The equivalence of these two formulations goes back to Bellare [1].

19:5
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Finally, we require a notion of the sample complexity required to distinguish ensembles:

» Definition 1.10. We say that ensembles X,Y have computational sample complexity at
least k : N — N for k(n) = n®0) f X* Ei‘;r;p YE (where X* = {XF"1V )2 We denote this
as X EES Y.

With these definitions, we can now state a corollary of our characterization of the
indistinguishability of random variables in terms of their pseudo-Hellinger distance.

» Corollary 1.11 (Asymptotic Formulation of Theorem 1.5). Let X,Y be ensembles of random
variables, let 6 : N — [0,1], let k : N = N be a function such that k(n) = n°1), and let
§(n) =n—°0,

Then:
1. If X =Y, then X =°Y for some k(n) = Q (5(}”2).

2. If X EZS Y, then X EgH Y for some d(n) = O (\/kl(i))

We delegate the proof of this to the full version of the paper (in its appendix).

1.3 Technical Overview

Our work builds on the recent work of Casacuberta, Dwork, and Vadhan [2]. Driving inspira-
tion from [4], they showed how the recent notion of multicalibration from the algorithmic
fairness literature [10] leads to simpler and more illuminating proofs of a number of fun-
damental known results in complexity theory and cryptography, such as the Impagliazzo
Hardcore Lemma [12], the Dense Model Theorem [14], and characterizations of pseudoentropy
[16]. We show how multicalibration can be used to derive new results about computational
indistinguishability (Theorems 1.1 and 1.5) and in general reduce computational reasoning
to information-theoretic reasoning. Specifically, applying the Multicalibration The~orem [10]

to distinguishing problems in a way inspired by [2], we obtain the following. Let Xb‘p( )=y

be the distribution where x is sampled according to X, conditioned on p(x) =y, for some
function p : X — [m]. Let p(Xy) be the distribution over [m] where for y € [m], the
probability that p(Xy) = y is exactly Zmep,l(y) Xo(z).

» Theorem 1.12. For every pair of random variables Xg, X1, every positive integer s, and

every e > 0, there exist random variables Xo, X1 and a function p : X — [m] for m = O(1/e)

such that:

(a) Xo is e-indistinguishable from Xy and X, is e-indistinguishable from X, for circuits of
size s.

(b) p(Xo) is identically distributed to p(Xo) and p(Xy) is identically distributed to p(X;).

(c) For everyy € [m], Xo\p()?o):y is identically distributed to X

(d) p is computable by circuits of size O(s/e®).

1p(X1)=y’

Because the above theorem shows that )Z'O, Xp and X 1, X1 are e-indistinguishable for
circuits of size s, then by a simple hybrid argument, )?(?k,Xg@k and )Z'?k,sz’k are ck-
indistinguishable for circuits of size s. Thus, one direction of Theorem 1.1 clearly follows given
Theorem 1.12: size s circuits cannot distinguish X%, X ¥ better than dTV(ngz)k’ X{@k) +2ke.

2 This choice of 1 /2 is arbitrary, and can be amplified through repetition.
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However, the other direction is more subtle; namely, showing that one can distinguish
X&F XPF with advantage approaching dTV(X(Om?)El‘X’k ) with small circuits. For this, we
heavily rely on items (b), (¢), and (d) from Theorem 1.12, as well as the property that
m = O(1/e). The intuition is the following: consider an element x that is sampled from
either )~(0, )?1, and let p(z) = y. By item (c), we know that once we condition on a value
p(z) = v, )~(0, X 1 are identically distributed. Thus, there is no information to be gained from
the sample = besides the label of the partition that x is in (i.e., the value p(x)). In fact, this
gives us a simple recipe for the optimal distinguisher between )?0, X: for each sample x we
see, let us compute the value p(x) = y, and see how much more likely it is to sample an
element in p~!(y) under )?0 vs. Xi. We can simply keep a running product over all of the
samples 1, ...,z of the form

Pz [p(@) =p(z;)]
11

e b =)

If the above product is larger than 1, this means that a sequence of values is more likely
under X 1, and if it is less than 1, then this means a sequence of partitions of more likely under
X’o. In particular, calculating this simple expression and checking whether it is larger than 1
is an optimal distinguisher for )~(§9k7 )Z'?k, as it is just the maximum likelihood decoder (that

is to say, this decoder achieves distinguishing advantage dpy (X&*, X &%) between X&F, X2F).

All that remains is to show that we can encode this distinguisher using small circuits. Here,
we rely on point (d) of Theorem 1.12: computing the function p can be done with circuits of
small size. Thus, for any element x, we compute the index of the partition that it is in p(x),

and feed this index into a look-up table (encoded non-uniformly) such that it returns the
P~ [p(e)=p(z;)]
X

value 77—~ — .
PM;O [p(z)=p(z;)]

product, and return whether the value it computes is > 1. Here, we use the fact that p has a

small domain to prove that we can actually encode the look-up table mapping y € [m] to the

P~ [p(z)=y]
% without using too large of a circuit. Of course, there are also issues with
Xo

Across all k elements we see, we then must only keep track of the

values 7

overflow and underflow in performing the numerical calculations, but we show this can be
computed formally with small circuits in the full version of the paper.

Finally, it remains to analyze the distinguisher we have constructed here for )?0® k. X 1®k
when we apply it to Xgak, X1®k. Here, we rely on Part (b) of Theorem 1.12. Indeed, the
distinguisher relies only on the probabilities p()~(o), p()zl) (i.e., the probability mass placed
on each value of y). But, the distributions Xy, X; place exactly the same probability mass
on each part of the partition (formally, p(X) = p()?b)). Thus, whatever distinguishing
advantage our distinguisher achieves on )~(§§k, )?{@k is exactly the same as its distinguishing
advantage over ng’ kX {gk. This then yields the second part of Theorem 1.1.

1.3.1 Multicalibrated Partitions

We now review the concept of multicalibration and describe how we prove Theorem 1.12
from the Multicalibration Theorem.

Multicalibration is a notion that first arose in the algorithmic fairness literature. Roughly
speaking, its goal is, given a predictor h of an unknown function g, and a domain X’ (which
is often thought of as a population of individuals), to ensure that every desired subpopulation
S C X receives calibrated predictions from h. The subpopulations are specified by their
characteristic functions f, which came from a family 7. More formally, we say that for
domain X and distribution D over X, a function g : X — [0, 1], and a class F of functions

19:7
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f:X = [0,1], his a (F,e) multicalibrated predictor for g with respect to D, if Vf € F, and
Vv € image(h):

[Exnn[f(2) - (9(x) = h(2))|h(z) = v]| <e.

The sets {h~(v) : v € Image(h)} define a partition of X', which gives rise to the following
more convenient formulation. Let D|p denote the distribution D conditioned on being in the
subset P C X of the domain.

We use a partition-based characterization of multicalibration as used in previous works
8, 7, 2]

» Definition 1.13 (Multicalibration [10] as formulated in [2]). Let g : X — [0,1] be an arbitrary
function, D be a probability distribution over X, and for an integer s € Z+, let F&) be the
class of functions f : X — [0,1] computable by size s circuits. Let e,y > 0 be constants.
Then, we say that a partition P of X is (]-"(S),e,’y)—appmzimately multicalibrated for g on D
if for every f € F©) and every P € P such that Pyplx € P] >~ it holds that

[Eanpip [f(2) - (9(2) = vp)]| <,
where we define vp := E,p|,[g(x)].

For the class F©) of functions computable by size s circuits, let F(*:¥) denote the set of
partitions P such that there exists f € F), f: X — [k] and P = {f~1(1),..., f~1(k)}.

The result of Hébert-Johnson, Kim, Reingold, and Rothblum [10] can be stated as follows
in the language of partitions:

» Theorem 1.14 (Multicalibration Theorem [10]). Let X' be a finite domain, for an integer
s € Z*, let F) be the class of functions f : X — {0,1} computable by size s circuits, let
g: X —[0,1] be an arbitrary function, D be a probability distribution over X, and e,y > 0.
Then, there exists a (Fs, €,7y)-approzimately multicalibrated partition P of X for g on D such
that P € FWHR) where W = O(s/(£27?)) + O(1/(e*y) - log(|X|/¢)) and k = O(1/e).

In particular, one way to understand the above definition is that the partition P breaks
the domain into parts, such that within each part, for all functions f € F, the function g is
e-indistinguishable from its expected value.

Recently, this perspective on multicalibration has proven to be quite fruitful, with applic-
ations to machine learning [7], graph theory [4], and complexity theory and cryptography
[4, 2]. Philosophically, the work of [2] showed how to reprove (and strengthen) theorems
of average-case hardness and indistinguishability using multicalibration (specifically, the
Impagliazzo Hardcore Lemma [12], the Dense Model Theorem [14], and characterizations of
pseudoentropy [16]). One consequence of their work was a “loose” intuition that multicalib-
ration translates questions about computational indistinguishability into questions about
statistical indistinguishability. Our goal is to show this translation more clearly and generally,
and underline directly how multicalibration reduces an understanding of computational
indistinguishability to an understanding of statistical indistinguishability (as captured by
Theorem 1.1).

1.3.2 Invoking Multicalibration

As mentioned above, multicalibration has already found a host of applications. However,
for the specific purpose of distinguishing two distributions X, X7, it is not immediately
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clear how to apply this framework. Of course, we can naturally view each distribution as
given by its probability mass function from X to [0, 1], but in order to create multicalibrated
partitions, we need a function g with respect to which the partitions should be calibrated.
For this, our first observation is to use the following function g:
] 0 with probability %
g(z) = 1 wi - P[X;=x]
with probability PXo=a] PG =a]"

Roughly speaking, the function g is motivated by looking at the distribution D = %(Xo +
X1). In this distribution, the probability of seeing an element z is (P[Xy = z] + P[X; = z])/2.
However, we can also understand the sampling procedure as first choosing one of Xg, X3
with probability 1/2, and then sampling from the chosen distribution. The probability that
2 comes from X is then P[ Xy = z]/2, and similarly for X;. E,.p[g(x)] is thus measuring
the relative fraction of the time that an element x comes from Xj.

Importantly, g is now a well-defined function with respect to which we can construct a
multicalibrated partition. Then we will define X, for b € {0,1} by replacing X;|p with D|p.

We define this procedure formally below:

» Definition 1.15. For a pair of random variables Xy, X1, positive integer s, and parameter

e, we define the distribution D, function g, random variables )?0,)?1 as follows.

(a) Let the distribution D be as follows: To sample from D, first pick B ~ {0,1} uniformly
at random. Output a sample x ~ Xp. Note that

1 1
P.plz] = §]P[X0 =z]+ gP[Xl =z].

For a subset of the domain S C X, let D|s be the conditional distribution of D over the
set S.
(b) We then define the randomized function g as:
o) = {0 with probability Pm%‘?‘ﬁ[%l:ﬂ
1 with probability WHXF-%]'
(c) Random variables Xo, X : Consider the multicalibrated partition P = {P;} guaranteed by
the Multicalibration Theorem when applied to the function g, distribution D over domain
X, class of functions f : X — [0,1] computable by size s circuits, and parameters € and
v = €2. Given the multicalibrated partition, construct the random variables )Z'b as follows:
to sample according to )N(b, first choose a piece of the partition P; € P, where P; is chosen
with probability P[X, € P;]. Then sample x ~ D

P;-

With this definition, we can provide an informal overview of the proof of Theorem 1.12.
We start with item (b), as its proof is essentially definitional. Recall that this item states
that p(Xo) and p(X) are identically distributed (and analogously for X;). This follows
because in the construction of the random variable )N(o, we sample an element from part
P; with probability Pr[X, € P;], and thus necessarily, the probability mass placed on each
part P; is identical between the two distributions. Next, we can also see that part (c) is
definitional. In the construction of )?0 and )N(l, conditioned on being in the piece P;, each
of the marginal distributions is exactly Dp,, and thus the marginal distributions match.
Next, to conclude item (d) of Theorem 1.12, recall that the partition function p is exactly
returned by the Multicalibration Theorem. Here, we can take advantage of the fact that
multicalibrated partitions are efficiently computable given oracle access to the underlying

19:9

CCC 2025



19:10

Characterizing the Distinguishability of Product Distributions

set of test functions (in this case, size < s circuits). By replacing these oracles with the
size < s circuits, this yields an overall complexity of O(s/e?) for the circuit size required to
compute p. Finally, it remains to prove item (a) of Theorem 1.12. Because the partition P
that is returned is multicalibrated with respect to our function g, by applying Theorem 2.15
of [2] and following the approach of the DMT++ proof of [2], we can show that for every
part P; € P and every circuit of size < s, the distributions Xy|p, and )~(0| p, are close to
indistinguishable (and likewise for X;). By combining this “local” indistinguishability across
all parts of the partition, this then yields the overall indistinguishability between )~(0, X 1.

It is worth comparing our use of the Multicalibration Theorem to the use of Impagliazzo’s
Hardcore Theorem [12, 11] in some past works on computational indistinguishability and
pseudorandomness [9, 13]. Applied to the same function g above, the Hardcore Theorem
says that if X, X; are (s/,1 — §) -indistinguishable, for s’ = O(s - poly(1/¢,1/4)), then
there is a subset H C X such that Pryex,[z € H] = Pryex, [r € H] = ¢ such that Xo|g
and X;|g are (s,¢)-indistinguishable. Replacing Xy|y and Xi|g with their average as
above, we obtain X, X1 that are (s, ¢)-indistinguishable from Xg, X; respectively, and such
that dTv()N(O,)? 1) <1 — 4. Thus, the Hardcore Lemma tightly captures the single-sample
computational indistinguishability of Xy and X; by the single-sample information-theoretic
indistinguishability of )N(o and X;. But it does not seem to capture enough information
to obtain an instance-optimal characterization of the multiple-sample indistinguishability,
as we do. Concretely, the Hardcore Lemma requires assuming some initial average-case
hardness of g (which comes from the weak indistinguishability of Xy and X;) and only gives
us indistinguishability from an information-theoretic counterpart on a small subset H C X,
which is not guaranteed to be efficiently recognizable. In contrast, the partition given by the
Multicalibration Theorem covers the entire domain X with efficiently recognizable sets, and
this is crucial for our instance-optimal characterization.

1.4 Organization of the paper

Sections 3 and additional sections from the full version prove the different components of
Theorem 1.1. In Section 3, we apply the Multicalibration Theorem to prove Theorem 1.12.
Theorem 1.12 Part (a) is equivalent to Theorem 1.1 Part (1). The full version presents a
proof of Theorem 1.1 Parts (2) and (3), as well as a more general version of the statement
we prove, which encompasses indistinguishability against families of functions beyond size s
circuits. Also in the full version are proofs of Theorem 1.1 Part (4), and a general version of
the statement, again for broader families of functions, which all rely on Theorem 1.12.

The full version of the paper also shows how our results and analysis imply a result
comparable to the main theorem proven in [9, 5], and how it can be used to prove Theorem 1.5
and Theorem 1.7, which characterize distinguishability in terms of pseudo-Hellinger distance
and pseudo-Rényi %—entropy (as defined in Definition 1.4 and Definition 1.6). Lastly, the
full version also presents a generalization of our results to the distinguishability of general
product distributions (instead of X% versus X &F).

2 Preliminaries

2.1 Distinguishability

Hellinger distance can be used to characterize the ability to distinguish two distributions
when we receive multiple samples:

> Claim 2.1.  [See [15, 17]]
L d%(X,Y) < dpy(X,Y) <V2-dp(X,Y).
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2. dZ(XOm YOy =1 — (1 - d%(X, V)™ € [l — e™4u(5Y) . g2 (X, Y)].
Combining the above gives us that

1— e ™ dn(XY) < gry (X9 VO™ < \om - dy (X,Y). (3)
As a corollary, this implies that m = ©(1/d%,(X,Y’)) samples are necessary and sufficient
to increase the total variation distance dpy(X®™, Y®™) up to a constant.

» Definition 2.2. Let X be a random variable over X. The Rényi entropy of order 1/2 of X
is defined as:

H;2(X) = 2log, (Z VPr[X = i]) .

iex
It can be shown that H; /5(X) < log, |X| with equality if and only if X is uniform on X

More generally, the gap in this inequality exactly measures the Hellinger distance to the
uniform distribution on X.

> Claim 2.3. Let X be a random variable over X and let U/ be the uniform distribution
over X. Then

9H1/2(X)

2 — —

Proof. We can rewrite d% (X,U) as follows:

2
2 1 . 1 1 P[X =i
dH(X’”):%ZeX( MX:”‘M) :2<”1‘2 W)

Z\/i I2H1/2(X)
= =1 <
\/‘7162(

» Definition 2.4 (Statistical indistinguishability). Random wvariables X and Y are called
e-statistically indistinguishable if drv(X,Y) <e.

We define computational indistinguishability for a class of functions F:

» Definition 2.5 (Computational indistinguishability). Random variables X andY over domain
X are e-indistinguishable with respect to F if for every f € F:

Y fl@) (PX =a] —P[Y =a])| <e.

reX

Random variables X and Y are e-distinguishable with respect to F if for every f € F:

N @) (BIX =a] ~P]Y =a])| 2 .

reX

» Definition 2.6 (Oracle-aided circuits and partitions). For a class F of functions, let Fq be
the class of functions that can be computed by an oracle-aided circuit of size t with q oracle
gates, where each oracle gate is instantiated with a function from F. Let Fy 41 denote the set
of partitions P such that there exists f € Fats frx— [k] and P = {f’l(l), cee fﬁl(k)}

Note that when we restrict our attention to F being the set of functions computable by
size s circuits, then JF ; is simply the set of functions computable by size t + ¢ - s circuits.
The discussion in the introduction is using exactly this simplification.
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2.2 Multicalibration

We now recall the definition of multicalibration [10, 7, 8, 3], but state it in its full generality
(with respect to arbitrary classes of functions F):

» Definition 2.7 (Multicalibration [10] as formulated in [2]). Let g : X — [0,1] be an
arbitrary function, D be a probability distribution over X, and F be a class of functions
ferF, f:X—=10,1. Lete,v > 0 be constants. A partition P of X is (F,¢e,v)-approximately
multicalibrated for g on D if for every f € F and every P € P satisfying Ppplx € P] > v it
holds that

[Bapio /() - (9(2) = vp)]| <,
where we define vp 1= B, p|,[g(x)].

As mentioned above, [10] shows how to construct multicalibrated partitions with low-
complexity relative to the class of functions F. Their main result can be stated as:

» Theorem 2.8 (Multicalibration Theorem [10]). Let X be a finite domain, F a class of
functions, with f € F: f: X = [0,1], g : X = [0,1] an arbitrary function, D a probability
distribution over X, and €,y > 0. Then, there exists a (F,e,7y)-approximately multicalibrated
partition P of X for g on D such that P € Fyy for t = O(1/(e*y) - log(|X|/e)), q¢ =
O(1/(e%4?)), and k = O(1/¢).

3  Applying the Multicalibration Theorem to Prove Theorem 1.12

In this section, we apply the Multicalibration Theorem to prove the following theorem, which
is a generalization of Theorem 1.12. In later sections, we will use this theorem to prove the
different components of Theorem 1.1.

» Theorem 3.1 (General version of Theorem 1.12). For every pair of random variables Xo, X1,

every family F of functions f : X — [0,1], and every € > 0, there exist random variables

Xo, X1 and a function p : X — [m] for m = O(1/¢) such that:

(a) Xo is e-indistinguishable from Xo and X, is e-indistinguishable from X for functions
ferF.

(b) p(Xo) is identically distributed to p(Xo) and p(X1) is identically distributed to p(Xy).

X | = s identically distributed to X o~ .

(Xo)=y lp(X1)=y

(d) p is computable by functions in Fo(1/e5),0(1/(<6)-log(|X])-log(|X]|/<)) -

(c) For every y € |m], Xoiw

Definitions and notation used throughout the proof

The random variables Xo, X; and function p : X — [m] in Theorem 3.1 are constructed
as follows, by drawing a connection to the multicalibrated partition guaranteed by the
Multicalibration Theorem.

» Definition 3.2. (General version of Definition 1.15) For a pair of random variables Xo, X1,

class F of functions, and parameter €, we define the family of functions F', distribution D,

function g, random variables )Z'O,)Afl, and function p : X — [m] as follows.

(a) Let F' be a family of functions such that F, ciog|x] € F'. For example, if F corresponds
to size < s circuits, then F' is the family of functions given by circuits of size at most
s-c+c-log|X|, for some universal constant c.
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(b) Let the distribution D be as follows: To sample from D, first pick B ~ {0,1} uniformly
at random. Output a sample x ~ Xpg. Note that

Pyoplz] = %IP[XO — ]+ %P[Xl 1),
For a subset of the domain § C X, let D|s be the conditional distribution of D over the
set S.
(c) We then define the randomized function g as:
_ 0 with probability %
9(x) 1 wi . P[X; =x]
with probability PXo=a] PG =2]-

(d) Random variables Xo, X1: Consider the multicalibrated partition P = {P;} guaranteed
by the Multicalibration Theorem when applied to the function g, distribution D over
domain X, class F' of functions f : X — [0,1], and parameters ¢ and v = €. Given
the multicalibrated partition, construct the random wvariables )N(b as follows: to sample
according to )~(b, first choose a piece of the partition P; € P, where P; is chosen with
probability P[ X, € P;]. Then sample x ~ D|p,.

Let m = |P| be the number of parts in this partition P.

(e) Welet p: X — [m] be the function that returns which part of the multicalibrated partition

P an element x € X is in. That is, if x € P; for P, € P, p(x) =i.

Given this setup of )~(0, )~(1, and p, we are now ready to prove the different parts of
Theorem 3.1.

3.1 Proof of Part (a)

We first analyze the behavior of the random variables over parts of the partition given by
the Multicalibration Theorem. We begin by studying the indistinguishability of X¢|p, versus
X1|p,, relying on the following lemma from [2].

» Lemma 3.3 (Lemma 2.15 [2]). Let H = {h : X — [0,1]} be a class of functions that is
closed under negation and contains the all-zero (h(x) =0 for all x) and all-one (h(x) =1 for
all z) functions. Let D be a distribution over X and consider e > 0. Let H' be any family of
functions such that H., log |],c S H for a universal constant c.

Suppose that g : X — [0,1] is identified with a randomized Boolean-valued function and is
(H, e)-indistinguishable from the constant function v := Eyplg(x)]. Then the distribution

Dig(z)=1 18 (7—[' L)—indistinguishable from Dyg(z)=o for H'.

’ v(l—w)

» Lemma 3.4. For random wvariables Xo, X1 and family of functions F, consider the
construction of the family of functions F', the distribution D, function g, and partition P as
in Definition 3.2. For P; € P, let vp, = E;vplp, [g(x)].

For all P, € P such that Pyplz € P;] > v, Xolp, s (F, m)-indistinguishable
from X1|p,.

Proof. Similarly to the approach in the proof of Theorem 5.3 (DMT++) in [2], we consider
the distribution D that picks B ~ {0,1} at random and outputs a sample of x ~ Xp, and
the randomized function g that outputs B. This precisely corresponds to the choice of D, g
corresponding to X, X7 and F’ from Definition 3.2. As in the proof of Theorem 5.3 in [2], we
will show that for all P; € P, Dp,|g(z)=0 = Xo|p, and Dp,|4(z)=1 = X1|p,; We can therefore
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use Lemma 3.3 (setting H = F’) to transfer the indistinguishability of g from vp, over each
part of the partition P; € P to the indistinguishability of Xy|p, and X;|p,. More specifically,
the Multicalibration Theorem guarantees that P is a low-complexity partition with O(1/¢)
parts such that, on each P; € P with P,.p[z € P;] > v, ¢ is e-indistinguishable from the

corresponding constant function vp, := E;up,, [9(x)]. Applying Lemma 3.3 with H set to be
F' therefore implies that for each part P; of the partition P such that P,.plz € P;] > 7,
X1|pi iS (]:, m)
Felog|x|,e € F', for a universal constant c.

We work out the details for showing Dp,4)=1 = Xi|p, below, and the proof of
Dp,|g(z)=0 = Xo|p, follows similarly. In what follows, let P.,nq(y) denote that the prob-
ability of an event is taken over the randomness of the randomized Boolean-valued function g.

We see that

-indistinguishable from Xy|p, for any class of functions F such that

. ]P)rand(g) [g(it) = 1|(E] : IP)azpri [LU]

P, =
Drijg@=1 [I] Prand(g)axNDPi [g(x) - 1]

(4)

Now, the denominator equals:

11 3 P[X, = z]
rand(g)’w DlP,i [g(x) } 2 ]P’D[Pz} = D["I"} ]P[XO — x] +IF)[X1 — .’,C]
P[X; € P,

T P[Xo € P|+P[X; € Py
Similarly, the numerator equals:

]P[Xl = ]J]
P[X, € P]+P[X; € P]’

Prand(g) [9(7) = 1[2] - Py, [2] =

Therefore, Equation (4) gives:

P[Xl = J)]
Pzwpp“g(x)zl [Z‘] = W = IP)[)(1 P = I]v
which means that Dp, |4(z)=1 is equivalent to Xi|p,. <

We next prove that we can represent Dp, as a convex combination of Xo|p, and X1|p,.

» Lemma 3.5. For random wariables Xo, X1 and family of functions F, consider the
construction of the distribution D and partition P as in Definition 3.2. For every P; € P,
define

]P[XO S Pl]

p, + o1 (P) Xy

P[Xl € Pz]
]P)[Xo S Pz] +P[X1 S PL]

Then D

p, = ao(P;)Xo

Pi'
Proof. For x € P;,

T PplP]  IP[Xo € P]+iP[X;€P] P[Xoe B +PX €PR]

IPD'P,i [.Z‘] -
Relating this to the conditional distributions Xo|p, and X;|p, of Xy and X7, this expression
equals:

1

— P[X, € P,] + P[X, € Pj - (P[Xo|p, = z] - P[Xo € B] +P[X1|p, = 2] - P[X1 € P}]).
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Given the definition of ag(FP;) and a1 (F;), we see that

Ppp, [2] = co(B) - P[Xo|p, = 2] + au(P) - P[Xu|p, = z]. ()

Stated more COIlCiSGly7 ID|PZ = aO(F)i)XO‘Pi + o (Pz)X1|p1 Note that Oto(Pi) > O, O[l(Pi) > O,
and ag(P;) + a1 (P;) = 1, so this is indeed a convex combination. <

Next we prove that X is computationally indistinguishable from Xy and X7 is computa-
tionally indistinguishable from X, on every part of the partition P guaranteed by applying
the Multicalibration Theorem to g. We begin by noting that X;|p, is (F, m)—
indistinguishable from Xg|p,, which is a simple consequence of the following observation.

Observation. Note that, for all P; € P, vp, = a1 (F;), which can be seen as follows:

]P)[Xl = Jf]
=K = Py .
vr, = Baoin )] = 3 Porote ] e — B =
_ Pooplz] P[X; = z]
seb, ]P,D[PZ} P[XO = .’I,‘] + P[Xl = SL‘]
1 1 1 1

P[X, € P)]
]P)[X() € Pl] +P[X1 € Pl]

» Lemma 3.6. For random wvariables Xo, X1 and family of functions F, consider the
construction of the family of functions F', the distribution D, function g, and partition P as
in Definition 3.2. For P; € P, consider the definitions of ag(P;) and a1 (P;) as in Lemma 3.5.

For all P; € P such that Py plx € B;] > v, Xolp, is (F, ﬁl(m)—indistmguishable from
)’ZU|P¢ and X1

p, s (F, ﬁ)-indistinguishable from )Z'l|p1..

The idea behind the proof of this lemma is as follows. First, since for all P; € P, )?0| p, is
equivalent to D|p,, we want to argue that D|p, must also be indistinguishable from X|p, on
all P; € P such that P, p[z € P;] > ~. This is implied by the facts that D
combination of Xy|p, and X|p, and these two random variables are indistinguishable for
these P; € P.

p, is a convex

Proof. By definition of )N(O, for x € P;:
P[Xo = 2] = P[Xo € P] - Pp),, [z].
From Lemma 3.5, this equals:

=P[Xo € P]- (a(F) - P[Xo|p, = 7] + a1 (B) - P[Xi[p, = 7).

Define Xo|p, to be the random variable such that for z € P;, P[Xo|p, = 2] = P[X, = x|z € P).

Note that this equals Pp, [z]. Recall that, from Lemma 3.4, for all P; € P such that
P.oplz € P;] >~ Xi|p, is (F, m)—indistinguishable from Xo|p,.

To show that XO‘Pi is (]:7 ﬁ)
every f € F't |3 cp f(@)- (PD\pi [2] = Pxy|p, [:v])‘ )

-indistinguishable from )?0| p, we need to bound, for
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We see that

> f(@)- (Boyp, la] - Bxyp, la])

x€P; ’

> F@) - ((@0(P) = DPxyp, o] + a1 (P)Px, o]

zeP;
€
Similarly, we can also show that X |p, is (F, ﬁ)—indistinguishable from Xi|p,. <

We are finally ready to prove Theorem 3.1 part (a).

Proof. For random variables Xy, X; and family of functions JF, consider the construction of
the family of functions F’, the distribution D, function g, and partition P as in Definition 3.2.

We use the analysis of indistinguishability of random variables over all P; € P such that
P,~plx € P;] > 7 to prove the indistinguishability of X, and )Z'O globally over the domain.
Because we have results about indistinguishability over parts of the partition that have
enough weight with respect to D, but not those whose weight is too small, we need to break
up the analysis to handle both types of P; € P. Let P(y) be the set of P; € P such that
P.plz € P;] > .

We focus on the indistinguishability of Xy from )~(0 in the proof. The proof of indistin-
guishability of X; from X follows by similar arguments.

> Y f@) - (PLXo = o] — P[Xo = a])

P;eP xeP; |

< 3 Y @) (PLXo = a] - P[Xp = a])

P,eP(v) lzeP; ‘

DY

P,eP\P(7)

> f(@)- (PLXo = a] — P[Xo = o] | . (©)

TEP;

Let us focus on the first of the two summations in Equation (6). We see

by

> f@)- (BlXo = a] - PIXo = x1)|

P,eP () lzeP;
= Y PXoeR]|) flx): (P[XO\H = o] = P[Xo|p, = x])‘ :
P;cP(v) rzeP;

Applying Lemma 3.6, this is:

€ €
< E P[Xy € P - - = E ao(P;) - 2P[D € Pi]r — 9.
PieP(v)
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Let us now focus on the second of the two summations in Equation (6). We see

2.

P,eP\P(v)

= Z QP[XO S PI] < 4’)/‘,P|,
P,eP\P(7v)

3 f@)- (IP[XO — 2] — P[X, = a:])

zEP;

< Z (]P)[XO e P+ P[)N(O S Pz]>
PieP\P(v)

where the last inequality follows from observing that 1P[X, € P;] < P[D € P;] < . Note
that, by definition of v and by the bounds on |P| from the Multicalibration Theorem, 4+|P|
is O(e).

Combining the different components of the analysis above, we find that:

> Y (@) (PIXo = 2] ~ P[Xo = )

P,eP xeP;

< O(e).

Therefore, Xy is (F,O(e))-indistinguishable from X,. Similarly, X; is (F,O(g))-
indistinguishable from Xi.

Additionally, to conclude the theorem, note that by definition of )?0, X 1, for the partition
’E given bX the Multicalibration Theorem that X, 0, X 1 are defined according to, for all P; € P,
Xolp, = Xilp,. <

3.2 Proof of Parts (b, c, d)

Here, we prove the remaining properties of Theorem 3.1:

Proof. For random variables X, X; and family of functions F, consider the construction
of the family of functions F’, the distribution D, function g, partition P, and function
p: X — [m] as in Definition 3.2. We show the following:

> Claim 3.7 (Part (b) of Theorem 3.1). p(Xo) is identically distributed to p(Xo) and p(X;)
is identically distributed to p(X7).

Proof. We show this WLOG for X, X’O. This follows by definition. Recall that to construct
X’O, we sample part P; with probability Pr[Xy € P;], and then replace the conditional
distribution over P; with D (as defined in Definition 3.2). Thus, for any P; € P, we have
Pr[X, € P] = Pr[X, € P). <

> Claim 3.8 (Part (c) of Theorem 3.1). For every in y € [m], me
distributed to X

(o)=y is identically

1p(X1)=y"

Proof. Again, this is merely definitional. As in Definition 3.2, for any part P; € P, we define
)~(1|p1. =Dp,,

and likewise
Xojp, = Dp,.

Thus, the two distributions have the same marginal when conditioned on being in any part
P;. We conclude by recalling that the parts P; are exactly the pieces P~1(y), for y € [m],
hence yielding the statement. <
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> Claim 3.9 (Part (d) of Theorem 3.1). p is computable by circuits in

F0(1/25),0(1/(6)log(|X|) log(|¥| /<)) -

Proof. Recall that in Definition 3.2, p is exactly the partition function that results from
constructing a multicalibrated partition with parameters €,y = €2 on the family F’ (where
F' = Feeclog(xl))- As in Theorem 2.8, such a partition function can be computed by a

function in

-/
F0(1/¢5),0(1/(c)log(|¥| /<))

This yields the claim. <
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