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—— Abstract

Runtime verification consists in checking whether a system satisfies a given specification by observing

the execution trace it produces. In the regular setting, the modal u-calculus provides a versatile
formalism for expressing specifications of the control flow of the system. This paper focuses on the
data flow and studies an extension of that logic that allows it to express data-dependent properties,
identifying fragments that can be verified at runtime and with what correctness guarantees. The
logic studied here is closely related with register automata with guessing. That correspondence
yields a monitor synthesis algorithm, and a strict hierarchy among the various fragments of the
logic, in contrast to the regular setting. We then exhibit a fragment of the logic that can express all
monitorable formulae in the logic without greatest fixed-points but not in the full logic, and show
this is the best we can get.
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1 Introduction

Runtime verification is an increasingly important lightweight validation technique that
consists in checking a specification by observing an execution trace at runtime [14]. Not all
system properties can be verified this way, e.g. those that mention behaviours that are not
observed in the given trace, or limit behaviours such as “every request is always eventually
granted”. However, it can check properties for which an exhaustive state-space exploration is
impractical, and verify systems whose model is unavailable, e.g. closed source code.

In the classical setting, system properties are typically expressed through formalisms
whose models are (w-)words or (w-)trees, e.g. linear-time temporal logic (LTL), computation
tree logic (CTL/CTL*) or the modal p-calculus (equivalently, Hennessy-Milner logic with
recursion), all falling within the realm of (w-)regular behaviours [32]. While this setting
enjoys numerous desirable properties (reasonable computational complexity, closure properties,
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correspondence with automata models, etc.), it falls short of capturing properties of the
data flow of the system — what information it manipulates and how — since the alphabet of
the traces or computation trees is assumed to be finite and typically small, corresponding
to a focus on the control flow of the system — which signals it emits and when. The data
flow has typically higher complexity, due to its unbounded nature, making it seem out of
reach. However, due to the ubiquity of data manipulation and the increasing availability of
computational power, numerous formal methods have shifted the focus to data, in runtime
verification [41,43], model-checking [20] and reactive synthesis [31,33].

In the field of runtime verification, tools supporting monitoring of data-dependent prop-
erties of systems have been available for some time and have been applied in a variety of
settings [2,8,11-13, 15, 16, 23, 28,40, 47] (see also the surveys [34,43]). However, to our
mind, the systematic development of their theoretical underpinnings has lagged behind their
practice. To quote Milner in [48] “the design of computing systems can only properly succeed
if it is well grounded in theory”. That quote motivates us to study the theoretical foundations
of runtime monitoring for properties of data-dependent systems and to provide a system-
atic analysis of which properties can be monitored at runtime and with what correctness
guarantees, paralleling our analysis in the regular setting [4].

To represent systems with data, we use data words and trees, whose elements are pairs
of a letter from a finite alphabet and a value from an infinite domain, structured by a set
of predicates to compare data values. In [41], the authors introduce a modal p-calculus
based formalism to express data properties that can be monitored at runtime. In [2], we
introduced a variant with only the equality predicate. We provide an in-depth study of this
logic by studying its expressiveness and monitorability. This reveals an intricate landscape
where, in contrast to the w-regular setting, most variations on the notion of monitor are not
equivalent, demonstrating the need for distinct monitor models dependent on the property
being monitored for. We also uncover a mistake in [7, Theorem 18], since what was believed
to be a normal form is actually less expressive than the full monitor model. This observation
may trigger development in the corresponding tool. The main contributions of the paper are:

A formulation of the Hennessy-Milner logic with recursion over data words (Sec. 2) which
refines the one in [2]. It is inspired from [41], with the equality predicate only (and hence
without functions).

The delineation of the HML? fragment, capturing all completely monitorable properties
expressible over data domains with only equality (Sec. 3.2 and Theorem 14).

The delineation of the cHML? fragment, which we show is monitorable for satisfactions
by a natural extension of the monitor model in [4], along with its compositional synthesis
algorithm (Sec. 3.3 and Theorem 17). This monitor model is moreover as expressive as
alternating register automata with existential guessing [35,36] (Theorem 18).

We establish that, contrary to the w-regular setting [4], this fragment is not maximal
(Proposition 21), and delineate a fragment (Sec. 4.1) that is maximal among properties
without greatest fixed points (Theorem 26). We show that the latter fragment is however
not maximal in general, and that there is no maximal monitorable fragment whose
membership is decidable, in the sense that one could decide whether an input formula
can be written in that fragment (Corollary 29). To our minds, those results are the most
original contributions of the paper.

Due to space limitations, many proofs are omitted, but can be found in the full version
on arXiv.
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Related work. Runtime verification tools often integrate some data capabilities. Indeed,
according to Falcone et al. [34], 13 of the 20 tools surveyed have some data in the input
specification. Among tools with data support, we mention AspectJ [8], with data included
in regular expression matching, the MOP Framework, which integrates runtime verification
with data-handling capabilities into the software development cycle [47]. Rule-based monitor
Ruler [13] and the corresponding logic Eagle [12] have both been extended with data
parameters. The work [28] uses SMT solvers to handle data added to the (potentially infinite
state) monitor directly. Trace slicing reduces the problem to checking projections of traces
onto a finite set of values [23] while quantified event automata allow for initial quantification
over the domain and then spawn copies of the automaton for all possible values [11]. Finally,
the work in [42] studies how to efficiently handle the unbounded memory needs induced
by the manipulation of data values in the Dejavu tool, using binary decision diagrams [22]
among other techniques.

Another approach is to add data to the logic and monitor fragments thereof. The study
in [15] proposes monitors for security policies expressed in metric first order temporal logic.
Temporal Object Property Language is a high level logic designed for Java developers, with
register automata as a backend formalism [40], bridging the programmer—automata gap.

On the theoretical side, in [16] Bauer et al. study the monitorability of LT L¥C LTL with
first order quantification over data. The prefix problem is undecidable, so there is no hope of
computing complete monitors but the authors establish a hierarchy based on how much of
the trace must be stored. Regarding specifications, the relations between the many logics and
automata handling data [27] remain largely unmapped, and most models are not equivalent.
Among automata models, register automata are well studied [18]. Pebble automata [49] are
closer to logic, but at the cost of decidability. Class memory automata and data automata
coincide [17]. Among logics, LTL has been extended to data domains in various ways [27].
In particular, freeze LTL is recognisable by alternating register automata [29], which are
also closely related to an extension of the modal p-calculus [46]. We also mention the Logic
of Repeating Values [38] and first-order two-variable logic [19] which both have promising
algorithmic properties. Beyond the equality predicate, some logics also handle richer domains
such as uninterpreted functions [39], and (Q,<) — the latter is closely related to timed
formalisms [37], where the infinity of the alphabet stems from real-valued timestamps [44].

2 The Logic pHML*

In this section, we define ,uHMLd, an extension of yHML tailored to express properties
of traces of system executions that contain data values. It is a reformulation of the one
in [2], which improves it by bringing a more explicit and versatile handling of data through
quantifiers and data valuations instead of bindings and substitutions. The former increases
expressiveness by allowing one to guess data values, while the latter clarifies how data values
interact with fixed points. Note that pgHML comes in two flavours: branching time (the

logic describes possible executions of the system) and linear time (it describes actual traces).

Here, we are concerned with the linear-time setting.

2.1 Data Words and Traces

In formal methods, data words and trees constitute popular formalisms to model respectively
the traces and possible executions of systems [51]. Since we consider linear-time properties,
we model execution traces as data w-words. They consist in infinite words whose elements
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are pairs of a letter from a finite alphabet and of a data value from an infinite domain. The
finite alphabet plays no role here and can be simulated, so we omit it for simplicity [49]. A
data word is thus an infinite sequence of values from an infinite domain.

For the rest of the paper, we fix a countably infinite data domain D, whose only predicate
is “=" and is decidable. An action is modelled as a data value d€D. An infinite (respectively,
finite) trace is a data word, i.e., an infinite (resp., finite) sequence t € D (resp., w € D™ for
some n € N); the set of all infinite traces is denoted TRC=D* (resp., FTRC =D* for finite
traces). For w=wy...w, € FTRC and u=wugu;--- € FTRCUTRC, the concatenation of w and
wis w-u=wp...wpug... (we may omit the -). When u=y-v, y is a prefiz of u, and v is a
suffiz of u. The set of suffixes of u is denoted suffix(u).

2.2 Syntax and Semantics

We define an extension of pHML, called ,uHMLd. Its syntax and semantics are described in
Fig. 1 on page 5. Formulae are built from a countable set of formula variables, X,Y € FVAR,
and data variables, x,y € DVAR, ranging over an infinite domain of data values, d€D. In
addition to the standard Boolean constructs, uHMLd can express recursive properties as
least (minX.(p)) and greatest (maxX.(¢y)) fixed-point formulae that bind the free occurrences
of X in ¢. The logic includes the possibility ({b)y) and necessity ([b]¢) modal constructs.
To reason on the data carried by process actions, modalities are augmented with decidable,
quantifier-free Boolean constraint expressions, b,c € BEXP, defined over D and DVARU{*},
where ¢ DVAR is a placeholder variable for the current action d€D. The free data variables
x € DVAR that appear in b are bound by existential and universal quantification constructs
Jx.p and Vx.p.

In what follows, the standard notions of open and closed expressions, free and bound
variables, and formula equivalence up to alpha-conversion are used. We assume wlog that
every occurrence of each fixed-point variable is within the scope of a modal operator in its
defining fixed-point formula. This is the case e.g. of maxX.([b]X), but not of maxX.(X A[b] X).

We define the domains DENV = DVAR — D of data environments, DINT = DENv — 2TR¢
of data interpretations, and TENvV = FVAR — DINT of trace environments (where A — B
denotes the set of partial functions from set A to set B). A data environment, § € DENV, is
a partial function with a finite domain mapping data variables to values from I); analogously,
a trace environment, p € TENV, maps formula variables to data interpretations F,G € DINT,
that given ¢, return a set of traces, whose intended meaning is the interpretation of the
formula variable in the data environment §.

The linear-time semantics of uHMLd is given by the denotational semantic function, [—],
defined inductively in Fig. 1. In [—], formulae are interpreted w.r.t. a trace environment p
that gives meaning to formula variables, and a data environment § that assigns values to
data variables in Boolean constraint expressions. Expressions are of the form:

b,ce BExpu=true | e=f | =b | bAc (1)

where e, f € DVARU{*}. An expression b defines a set of external system actions. An action
d is in this set when the data value it carries satisfies b with regards to the data environment
J, i.e., bd[x+>d] | true, where, for any function f: A — B, any a (not necessarily in A) and
any b€ B, fla+ b] denotes the function that maps a to b and agrees with f over A\{a}.
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pHML? Syntax. ¢, € uHML? == tt | ff | (b)Y | [ble | Tz | Y0 | @V | @AY
| minX.(p) | maxX.(¢) | X

Fragments. @, € cHMLY i=tt | (b)Y | 3.0 | Vb | pAY | minX.(p) | X
¢, €SHMLY == AF | [b]op | Yoo | oV | oAy | maxX.(p) | X
@, eDISTHMLY i=tt | (b | 3z.p | oV | minX.(¢) | X
@, eHMLY:=tt | ff | (b)e | [blp | Fwp | Vo | oV | pAT
Semantics. [tt,p.,6] = TrC  [ff,p,6]22  [X,p,6]= (p(X))(6)
[(b)¢,p,6] = {t| (u,d.t =du and bS[x > d] | true and u € [¢,p,6]) }
[[b].p,6] = {t| (Vu,d.(t =du and bd[x+ d] |} true) implies u € [¢,p,0])}

Bz.e.0.012 Jlppdle—=d]  [Va.p.p,0]2 ()[p.p.0z—d]
deD deD

[oVib,p,6]1 £ [0,0,010%,0,0] [ A,p,0] 2 [0,0,6]0[2,p,0]
[minX.(¢),0,6] 2 ([ [{F |0".[0.p[X — F],0'IC F})(6)
[max X.(¢),p,0] 2 (|_[{FIFEX [0,0]X = F,6']})(5)

Figure 1 Syntax and linear-time semantics of gfHML.

Satisfaction of an expression is then defined as:

true b=true
b5 2 (ed)=(f6) b=(e=/) edé{é(x) e=x and x € dom(§) @)
—(cd) b=-c x e=x and x € dom ()

(dON(C"S) b= N

Possibility formulae (b)¢ denote all the traces t=du that begin with an action d that is in
the action set described by bd and whose tail u satisfies the continuation formula . Dually,
necessity formulae [b]p describe all the traces that, whenever they begin with such an action
d, continue with a trace that satisfies . Note that in the linear-time setting, necessity can be
expressed as possibility: [b]o = (=b)ttV (b)p, and dually (b)p = [-b]ff A[b]e. The existential
quantifier 3x. is interpreted as the set of traces that satisfy ¢ by assigning some d €D to
x; the universal quantifier V. is the set of traces satisfying ¢ under all such assignments.
Formulae are only interpreted with regards to data environments whose domain includes the
set of free data variables occurring in them. Note that existential quantification cannot be
expressed using universal quantification, except using negation, which is not allowed in the
syntax outside modalities.

Since the logic does not have an explicit negation operator, for all ¢ the semantic
function [¢,p,0] is monotonic in p over the complete lattice (DINT,C), where the partial
order C corresponds to graph inclusion. Formally, it is defined, for all F,G € DINT, as
F C G whenever V6 € DENV.F(§) CG(6). As is standard in the modal p-calculus, recursion
is interpreted through fixed points: by the Knaster-Tarski theorem [53], min X.(¢) and
max X.(y) respectively correspond to the least and greatest fixed point of the operator that
maps a data interpretation F': DENV — 2T to the data interpretation § — [¢,p[X — F],4].
This is the analogue of the operator used to define the semantics of the modal p-calculus
over traces, lifted to the case of infinite alphabets by parameterising the interpretation by a

CONCUR 2025
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data environment, in the spirit of [41]. To obtain the sought interpretation for min X.(¢) and
max X.(y), one then applies the least (resp., greatest) fixed point of this operator (which is a
function from data environments to sets of traces) to the current data environment J.

By construction, they both satisfy the following fixed-point equations where, for all
formulae ¢, € uHML® and all recursion variables X € FVAR, we write ¢[¢/x] for the formula
that results by the standard capture-avoiding substitution of all free occurrences of X in ¢
with :

» Proposition 1. For all formulae o, all trace environments X, all data environments 9§,
[minX.(¢),p,0] = [@[minX-(©)/x],p,0] and [max X.(¢),p,0] = [p[mxX-(©)/x],p,0].

When a formula is closed with regards to recursion variables (respectively, data variables),
its interpretation does not depend on the trace environment p (resp., the data environment
) and we write [¢,0] (resp., [p,p]) in lieu of [y,p,d]. For closed formulae, we drop both
and write [¢] in lieu of [¢,p,d] for clarity. We say that a trace ¢ satisfies a closed formula
e if t€[¢], and violates ¢ if t ¢ [¢]. In the following, in all closed formulae ¢ we assume
that each recursion variable X appears in a unique fixed-point formula fx,(X), which is
either of the form min X.(px) or maxX.(px). If £x(X) is min X.(px), then X is called an
Ifp variable; otherwise, X is called a gfp variable. We write X <Y when ¢y is a subformula
of vy, X <Y when moreover X #Y, and denote by sub(y) the set of subformulae of .

» Example 2. To give an intuition of the logic and its expressiveness, here are a few
elementary ,uHMLd properties, along with their respective fragments:
The first and second data values are equal (HML?):

p3 23z (z=*){x=x)tt (3)

Indeed, the only way for the first modality (x =x) to be satisfied is if x takes the value
of the first data value. Then, the second modality (x =x) is satisfied iff the second value
is equal to x, hence to the first value.

The first data value appears again (DISJHMLd):

Pleak = 3z (z=x)min X.({x =+)ttV (z #£ %) X) (4)

where we use x # * to abbreviate —(x = ). As above, x stores the first data value.
Then, we use recursion to look for the second occurrence. Intuitively, on encountering
a fixed-point variable X the formula recurses, i.e. we can replace X with the whole
min X.(¢) that encloses it, as expressed by Proposition 1. Here, the formula recurses while
it encounters values satisfying x # x, and is satisfied (reaching tt) if it encounters a value
satisfying © =%, viz. the first value in the trace. Since this is a least fixed point (min), the
formula is violated if it recurses ad infinitum, i.e. if the first value never appears again.
Some data value appears at least twice (DISTHML?):

ps2dx.min X.({(z=x)minY.((z £ %) X V{(z=x)ttV{(z #£*)Y)) (5)

For a given value of z, the formula accepts only if this value is found once (first disjunct
of the first min) and then again (first disjunct of the second, nested min). Overall, the
formula accepts whenever there exists such a value, which thus appears twice.

All data values are pairwise distinct (negation by dualisation of a DISJ HML? formula):

s 2V x.max X.([z =+|max Y. ([z A x| X N[z =*]|ffA [z #*]Y)) (6)

Dually to the above one, this formula rejects whenever some value appears twice.
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The first data value eventually repeats, and in between all data values are pairwise distinct
(cHMLY):

Qdist = 3x.(x=x)min X, ((x:*)tt\/
(Fy.(xr=y)minY.((x=z)ttV (x £z Ax£y)Y)) A(*;«éx)X)

Here, the first diamond (.) implies that « is bound to the first data value. Then, the first
min is satisfied when x occurs again, or when the rhs of the first disjunction is satisfied.
This happens when the current data value (bound to y thanks to the (x=y) diamond)
does not appear before x is found, as checked by the min.Y, and that the overall property
is true at next step.

There exists a data value that never appears (uHML?):

o7 2 3z.max X.([z =*|ff A [z #*] X) (7)

As for g, the max allows one to forbid a data value (existentially guessed using the 3
quantifier) from appearing in a trace.

2.3 Satisfiability and Validity

Over data words, the infinity of the domain implies that compromises have to be made
between expressiveness, closure properties and decidability [17,27]. By adapting the classical
encoding [25, Section 12], one can observe that pHML? is strictly more expressive than
LTL with freeze [30]. Thus, in our setting, decidability fails: the satisfiability and validity

problems of pHML® are undecidable, in contrast with the finite alphabet case (uHML) [54].

By adapting the reduction of [49, Theorem 18], we can sharpen the undecidability result:
» Theorem 3. The validity problem for pisSTHML?® is undecidable.

» Theorem 4. The satisfiability problem for cHML® is undecidable.

The decidability picture for uHMLd is quite grim, but fortunately, as we will see in Sec. 3,

this does not prevent us from delineating monitorable fragments of that logic.

2.4 Annotation Semantics

We introduce an alternative semantics for formulae in ,uHMLd, to better argue about the
monitorability of a formula. Annotations are analogous to choice functions [52, Section 4]

(see also [24, Theorem 2.1]), and consist in (possibly infinite) witnesses that a formula holds.

» Definition 5. An annotation is a graph (A,—), where AC pHML® x DENV x TRC, and:
it is not the case that (ff,6,t) € A for any t € TRC and § € DENV;
if ((b)p,d,dt) € A, then bo[x+—d] | true, (¢,d,t) € A, and ({(b)¢,d,dt) — (¢,d,t);
[b],6,dt) € A, and bo[x+— d] || true, then (p,d,t) € A, and ([b]y,d,dt) — (p,d,t);

if (
if Fz.p,6,t) € A, then (¢,0[x—d],t) € A and (3x.¢,0,t) — (p,0[x > d],t) for some d €Dy
if (

Va.p,0,t) € A, then (p,0[z—d],t) € A and (Vx.0,6,t) — (,0[x > d],t) for all d€D;
if (pV1p,0,t) €A, then (,0,t) €A and (pV,0,t)— (p,0,t), or (¥,0,t) €A and (pV,d,t)—
(w?d’t);

if (pAY,0,t) €A, then (p,0,t)€A, (V,6,t)€A, (9A1h,0,t)— (¢,0,t), and (@A,d,t)— (1h,0,t);

if (maxX.(¢x),0,t) € A, then (¢x,0,t) € A and (max X.(px),d,t) — (¢x,0,t);

4:7
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if (minX.(px),0,t) € A, then (px,0,t) € A and (minX.(¢x),d,t) — (¢x,0,t); and
if (X,0,t) € A, then (px,0,t) € A and (X,6,t) — (vx,0,t).

Given an annotation (A,—) and X € FVAR, we define the relation £Q>—> thus: (cp,é,t)é
(1,8"u) if and only if (p,0,t) — (¢¥,0",u) and Y#£Y for any Y € FVAR such that X <Y . We
say that (A,—) is lfp-consistent if there is no lfp variable X that appears infinitely often on

a g-path. For a formula ¢, a data valuation 6 € DENV and trace t, we say that (A,—) is
an annotation for p,d on t (equivalently, ¢,6 have annotation (A,—) on t) if

1. ACsub(p)x DENV X suffix(t);

2. (p,0,t) € A; and

3. (A,—) is Ilfp-consistent.

We say that (A,—) is a finite annotation for ¢,0 on t when A is finite and (A,—) is acyclic.

Note that all conditions are local, except for lfp-consistency that allows us to distinguish
between least and greatest fixed-points by forbidding least fixed-points to be unfolded
infinitely often without encountering larger recursion variables.

» Example 6. Consider the formula ¢jea in Equation (4) on trace u=0201% starting from
the empty data valuation. A minimal annotation witnessing that u € [@ieax] is:

—~
Lo

z(z=+x)minX.(((x=*)ttV(r#x)X)),2,0201*)
(x=%)min X.(((xz =*)ttV(x #*) X)),z 0,0201%)
min X.(({(x=+)ttV (rx#x) X)),z 0,201%)
(x=%)ttV (z#£*) X,z 0,201*)

(2 # %) X,z 0,201°) — (X,z > 0,01¢)

min X.(({(x=+)ttV(zx#x) X)),z 0,01¥)
x=*)ttV{(x#x)X,z+—0,01¥)

x =x)tt,x+— 0,01¥) — (tt,x — 0,1%)

ISSSSUE!

The following result states that annotations do yield an alternative semantics for pHMLd:

» Proposition 7. For every closed o € uHML?, all § € DENV and all t € TRC: ¢,8 have an
annotation on t if and only if t € [¢,d].

Proof sketch. The left-to-right direction follows from the definition, except for fixed points
that need to be inductively unfolded using Proposition 1. The Ifp-consistency of the annotation
allows us to use well-founded induction on the annotation. Conversely, if a trace satisfies
a formula, one reconstructs an annotation using the iterative characterisation of fixed
points [21, Section 3], in the same spirit as [1, Lemma 2.12 and Theorem 2.13], using
transfinite induction to ensure that the constructed annotation is 1fp-consistent. |

The annotations used in the proof of Proposition 7 may be infinite. However, the only rule
that induces cycles or infinite unfolding is max, and only V requires infinite branching (and
indeed, the below proposition fails for them). Thus, closed formulae in cHML? that have an
annotation on some trace w always admit a finite one. Overall:

» Proposition 8. Let ¢ € cHML?, 6 € DENV and t € TRC. Then, t € [¢,d] if and only if
©,0 have a finite annotation on t.

» Corollary 9. The satisfiability problem for cHML? is recursively enumerable.
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3 Complete and Satisfaction-Complete Fragments

3.1 Monitorability

The goal of this paper is to determine which properties can be verified at runtime. Informally,
runtime verification is conducted as follows: along its execution, the system under scrutiny
produces a trace, whose elements carry information about its operations; it can be thought
of as a dynamically produced log file. We do not assume that the system terminates, so the
trace is infinite, but termination can obviously be modelled e.g. by a termination symbol.

In parallel with the execution of the system, a program, called monitor, passively reads
each element of the execution trace in an on-line manner. At any time, the monitor can
emit a yes (respectively, a no) verdict, meaning that it considers that the system under
scrutiny satisfies (resp., violates) a given specification. We then say that the monitor accepts
(respectively, rejects) the trace. Note, however, that a monitor may never emit a verdict on
reading an execution trace, e.g. if it does not have enough information to conclude. In this
paper, we focus on irrevocable verdicts, meaning that once a verdict is emitted, the monitor
cannot change its mind. Thus, for now, we can define a monitor through its acceptance and
rejectance predicates (which will later on be defined through an operational model). Our
definitions are inspired from [4, 6], although similar ideas already appeared earlier in the
literature [50].

» Definition 10 ( [4, Definition 3.2 and Theorem 4.8], [6, Definitions 3.1 and 3.4]). 4 monitor
is an object m on which two predicates acc(m,w) and rej(m,w) are defined for all finite
traces w € F'TRC, which satisfy the following properties:

Consistency: There is no finite trace w such that both ace(m,w) and rej(m,w) hold;
Irrevocability: For all w,y € FTRC such that w =y, acc(m,w)= acc(m,y) and rej(m,w)=

rej(m.,y).

We extend the definitions to infinite traces: for all t € TRC, acc(m,t) iff there exists some
w =<t such that ace(m,w), and similarly for rej(m,t). Finally, a (finite or infinite) trace u €
FTRCU TRC is accepted (respectively, rejected) by m whenever ace(m,u) (resp., rej(m,u)).

Note that the irrevocability criterion implies that monitors only recognise suffix-closed
languages, in the sense that both the sets of accepted and rejected traces of a monitor are
suffix-closed. We can now relate monitors and properties:

» Definition 11 ( [4, Definition 4.1], [6, Definitions 3.3 and 3.5]). Let T C TRC be a property
of traces, and m be a monitor.

We say that m is sound for satisfactions (respectively, for violations) for T if for all
t€ TRe, acc(m,t) =t €T (respectively, rej(m,t)=t¢T). We say that m is sound when it
is sound for both satisfactions and violations.

Conversely, we say that m is complete for satisfactions (resp., violations) for T if the
converse holds, i.e., for all t € TRC, t € T = acc(m,t) (resp., t ¢ T = rej(m,t)). We then say
that T is completely monitorable for satisfactions (resp., for violations). We say that m is
complete if it is complete for both, and correspondingly that T is completely monitorable.

We say that the above are effective when m can be computed by a Turing machine.

We extend those definitions to any formula o € uHML® by considering T = [e]-

In plain words, a property is completely monitorable if there exists a monitor that detects
all its satisfactions and violations. Monitorability is thus defined relative to a monitor model,
since it depends on the computational power of the monitoring program. As a first step, we
consider monitors with arbitrary power; we do not even assume that they are computable.
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This very strong definition is to be thought of as an overapproximation. However, as witnessed
by Theorem 14, a quite weak monitor model suffices, since completely monitorable properties
turn out to be very simple. This motivates the study of satisfaction-completeness in Secs. 3.3
and 4, as well as that of optimal monitors (Definition 13 below) in Sec. 3.4.

For now, a monitor is to be conceived simply as a machine (possibly with access to
arbitrary oracles) m which processes a trace and possibly eventually raises a yes or a no
verdict. When monitoring for some formula ¢ € pHML?, if m emits yes upon reading a finite
trace w € FTRC, it means that any continuation wt € D belongs to [¢]. Conversely, if it
emits a no, it means that wD* N[p] =&. Thus, as long as we are not concerned with the
way it executes, a monitor m is fully described by the set of prefixes for which it emits a
verdict. Observe that T is completely monitorable iff there exist two sets G,B C FTRC such
that T=GD* = TRC\(BDY), i.e., it is characterised by its good and bad prefixes.

» Definition 12 ( [9,26]). Let T C TRC be a set of traces. We say that w € FTRC is a good
(respectively, a bad) prefiz for T when wD® CT (respectively, wD*NT = ).

» Definition 13 ( [5, Definition 10]). Let T C TRC be a property of traces and MON be a set
of monitors. A monitor m € MON is optimal for violations (respectively, for satisfactions) in
MoN for T if for each monitor m' € MON that is sound for violations (resp., for satisfactions)
for T and each t € TRC, if rej(m’,t) then rej(m,t) (resp., if ace(m',t) then acc(m,t)).

If one considers arbitrary monitors (including non-computable ones), we can then say
that a monitor m is violation-optimal for T if for all w e FTRC, if w is a bad prefiz for T
then rej(m,w), and dually for satisfaction-optimality.

3.2 The Complete Fragment: HML*

In the finite alphabet case, all completely monitorable formulae can be expressed in the
fragment HML, which consists in formulae of pgHML without recursion [4, Theorem 4.8].
The proof of that result can be adapted to establish the following theorem, taming the infinity
of the domain by quotienting finite traces by bijections over D (HMLd is defined in Fig. 1).

» Theorem 14. Let T C TRC be a set of traces that is stable under renamings (i.e., for all
bijections 0 :D—D, o(T)=T). T is completely monitorable iff it can be expressed in HMLA,

» Remark 15. This result does not hold if we consider the domain (N,<). Indeed, there, one
can define the set D ={dod;...d,#w|¥i < j,d; >d;}, which is completely monitorable, since
n is bounded by dy, but cannot be expressed in HML? since n depends on dj.

3.3 A Satisfaction-Complete Fragment: cHML*

Having to detect all satisfactions and all violations prevents us from monitoring for behaviours
that can happen after an unbounded number of steps in a system execution, restricting us to
the tiny fragment HML?, where properties cannot be recursive. In the following, we relax
our notion of completeness and focus on detecting only one kind of verdict, 7.e., single-verdict
monitors. We also consider the richer setting of optimal monitors in Sec. 3.4, but most results
are unfortunately negative. Without loss of generality, we consider satisfaction-completeness,
the ability to detect all satisfactions of a property. In practice, as reflected in the literature,
runtime verification is more focussed on detecting violations, which are often more critical.
Since this adds one level of negation and hence of technicality, we work with satisfactions
and results about violation-completeness are obtained by duality.
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Syntax. m,n€MoN:=yes | end | (b).m | guessz.m | m®dn | m®n | recX.m | X

Configurations. ce C :=(m,d) | c®c, where m € MON is a monitor, 6 € DENV is a data
environment and © is either @ (parallel OR) or ® (parallel AND).

Small-Step Semantics.

€ ,end bo[x+— d] | true bo[x+—d] || false
MVRD Lsen} MACT w deD MBLC ¢ deD

0,0 -5 0,6 (b).m,6 —2m, s (b).m, 6 —> end, s

MGs = deD MREC =
guess ©.m,0 — m, [z — d| recX.m,d — mfrecX.m/x] ¢
d d
C1 —>C1 C2 —>02
MFORK - MSYN R
mon,6 —m,On,0 c1Oc2 —rc; Ocy
C1 ;>CI1 C2 ;>C/2
MASYNC, ———————— MASYNCR —————
c1Oca—rc1Oc2 c1Oc2—rc1OcCy
MVRCl ——— MVRD2 —MMMM
yes, i ®c— ¢ yes,d B¢ — yes,
Synthesis.
(tt) = yes (F.0) =guess = () (b)) = (0)-()

(eve)=(ed@(v) (pAdd=(p)@(d)  (minX.(p))=recX.(p) (X)=X

Figure 2 Syntax, small-step semantics and synthesis of monitors.

Monitor Synthesis. In Figure 2, we introduce a model of monitors, along with a synthesis
procedure. We now show that it yields sound and satisfaction-complete monitors for formulae
in CHML? (defined in Fig. 1 on page 5). Note that this fragment includes conjunctions, and
it can express ff = (L)tt (where L stands e.g. for x # x) and (linear-time) necessity.

To keep track of the value of each data variable, a monitor m € MON is equipped with
a data environment § € DENV forming a pair (m,d). It begins its execution in the context
of an initial data environment dy, as a single component (m,dp). Unless otherwise stated,
do=2. Note that for closed monitors, the semantics do not depend on §. Along its execution,
a monitor might fork into parallel components. On forking, each component receives a local
copy of the parent monitor’s data environment (rule MFORK) and then evolves independently.
The only way to recombine components is when (at least) one has raised a verdict. The
verdict is then aggregated with the other components following the usual rules of propositional
logic, where yes corresponds to T, @ to V and ® to A (rules MVR). To simulate existential
quantification, a monitor can non-deterministically guess the value of a data variable and
store it in its data environment (rule MGs). This overwrites a previous valuation if any.

There are two kinds of transitions. Ones of the form ¢ = ¢’ are called 7-transitions, and
correspond to internal moves of the monitor, that happen without reading any trace elements.
Correspondingly, 7 is such that for all (finite or infinite) traces u € FTRCUTRC, Tu = u.

Those of the form ¢ % ¢ , for d €D, are transitions that process an element from the trace.

CONCUR 2025
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. . d T * d T *
For two configurations c¢,c’ and a data value d, we write c=-¢’ whenever c— ¢’ —c" — ¢/

. . . w
for some configurations ¢’ and ¢””’. For a finite trace w =dyd; ...d;, we then write c = ¢/

d . .
whenever ¢ 2% c1 4, Co...c;==c'. By a slight abuse of notation, for all t € TRC, we define

acc(c,t) as ¢ = yes,d’ for some &' € DENV and some w < t.

» Example 16. Consider a server that issues identifier tokens. Assume that the first token
it issues is its own and should not be leaked, i.e., that the server does not satisfy the formula
PVleak = 3. (z=*)min X.((z=+)ttV (z#*) X) (already encountered in Ex. 2). The procedure
of Fig. 2 yields mjeak = (@leak) = guess . (x=z).rec X. ((x=z).yes® (x £ z).X).

7 exhibited by the server. mje, starts in

Consider an erroneous execution “1.0.1....
configuration guess x.(x=1z).recX.((x=x).yes® (x £ z).X),d. Following rule MGS, mjcak
internally selects a concrete value d € D for z. Note that such a value is selected over a
possibly infinite domain, reminiscent of [10]. Assume it chooses the value 0 for . On
the next step, the system emits 1 and the monitor checks for the guard (x =y), which
does not hold. Following rule MBLC, it transitions to the inconclusive verdict end,z +— 1,
where it stays forever. Assume instead that the monitor picks x = 1. Then, we have:
mleak,QMLGs)(*::c).recX.((*:m).yes@(*;éx).X),zH1.

The execution of the monitor continues and it eventually raises a yes verdict. Thus, the
trace is accepted by the monitor: it recognises that the system repeats its first action, and
hence violates its specification. Note the importance of the non-deterministic choice of a
value for x using rule MGS. a

It would not be difficult to establish that mje.x is a sound and satisfaction-complete monitor
for Yieax- This is more generally the case for cHMLY, and dually for SHML?:

» Theorem 17. cHML? (respectively, SHMLd) s completely monitorable for satisfactions
(resp., violations).

Proof sketch. Soundness of the synthesis procedure of Fig. 2 is proven similarly to [4,
Prop. 4.15]. There, the proof is written for violations but is easily adapted, and data
variables do not interfere: they play the same role in monitors as in formulae.

To prove satisfaction-completeness, we use the annotation semantics of Sec. 2.4: in essence,
monitors compute annotations of cHML? formulae, so from an annotation of ¢ € CHMLd,
one can build an accepting run of (). <

Monitors and Register Automata. We conclude by observing that our model of monitors
for cHML? is equivalent to a model of register automata. This result echoes the equivalence
between alternation-free modal p-calculus and register tree automata in [46, Theorems 3
and 7). With the same ingredients, one can adapt the one in [3, Section 4.2].

Register automata were introduced in [45] as finite-memory automata. They consist in a
finite-state automaton equipped with a finite set of registers, that can store values from an
infinite domain (here, D). It is able to compare the value it reads with the content of its
registers, and transition accordingly. For a formal definition, see [18, Section 1.3]; one can
omit labels which play no role here.

» Theorem 18. Let L CD* be a suffiz-closed language. There exists an alternating register
automaton with existential guessing that recognises L if and only if there exists a monitor
that accepts exactly the traces in L.
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The correspondence also holds between register automata with no universal (respectively,
existential) states and monitors with no ® (resp., @©). Moreover, if one defines match(r,b) =
guess r.(bAr =x), all the above correspondences hold for register automata with no guessing
and monitors whose guess r construct is replaced with the match(r,b) one. This implies
that a similar equivalence holds between the monitors in [2] and register automata without
non-deterministic guessing.

Since all those classes of register automata are inequivalent [18, Section 1.5], we know that
all those variants of monitors correspond to different classes of properties. Thus, in cHML?
and SHML?, removing conjunctions or disjunctions reduces expressiveness, and the same
holds when replacing existential quantification with a match(r,b) construct (as defined in [7]).
This also shows that deterministic monitors (defined as the counterpart of deterministic
register automata) are strictly less expressive than non-deterministic or alternating ones,
which invalidates [7, Theorem 18].

3.4 Optimal Monitors

The main obstacle to complete monitorability is that of behaviours that happen in the limit,
which obviously cannot be monitored for at runtime. For instance, no monitor can ever
detect that there are only finitely many occurrences of a given data value. In the spirit of [5],
we thus consider optimal monitors, that are only required to flag all violations or satisfactions
that may be detected by some monitor.

First, p1sSTHML? (as defined in Fig. 1) is equivalent to non-deterministic register automata.
Their emptiness problem is decidable [45, Theorem 1], so we can build optimal monitors:

» Theorem 19. For all p € pISTHML?, one can effectively construct a monitor that is
satisfaction-complete and violation-optimal for .

Yet, as soon as we add conjunctions to get cHML?, this becomes impossible. Indeed, from
a violation-optimal monitor one can build a semi-algorithm to decide unsatisfiability of
cHML?. Since we have a semi-algorithm for satisfiability of cHML® (Corollary 9), this
would yield an algorithm to decide satisfiability of cHML?, contradicting Theorem 4.

» Theorem 20. No effective procedure can construct violation-optimal monitors for cHMLA.

4  Satisfaction-Completeness: Beyond cHML?

We just established that cHML? is a fragment of ,uHMLd that can be monitored in a sound
and satisfaction-complete way with the synthesis procedure of Fig. 2 (Theorem 17), which
generalises the finite alphabet case [4, Proposition 4.15]. Moreover, our model of monitors is
expressively equivalent to register automata (Theorem 18), which generalises [3, Section 4.2],
with the major difference that our monitors cannot be made deterministic.

We now show that, in contrast to the finite alphabet case [4, Proposition 4.18], that
fragment is however not maximal: there are properties that admit sound and satisfaction-
complete monitors that cannot be expressed in cHML?. Proposition 21 presents such a
property, which can be expressed in the larger fragment MINHML@Q that we introduce. The
latter is “almost maximal”: it is maximal within MINHML?, i.e., pHML? without greatest
fixed-points (Theorem 26), but not in the full gHML®. This is for a good reason: there
cannot exist a maximally monitorable fragment of pHML? that is effective (Corollary 29).
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4.1 A Candidate Maximal Fragment...

In general, universally quantified formulae are not monitorable for satifactions, as they
require checking infinitely many instantiations of the quantified variable. Consider, e.g., the
formula Va.min X.((x = z)ttV (x # x) X) which states that all data values appear in the
input. It is satisfiable, since we assumed that the data domain is countable. Yet, it is not
monitorable for satisfactions: any finite prefix only contains finitely many data values and
can be continued by, e.g., #%, yielding an input which violates the formula.

Nevertheless, some formulae containing universal quantifiers are monitorable. Consider
the property which states that the input is divided into blocks separated by dollar and sharp
symbols, and that all data values that appear in the second block appear in the first block
(formalised in Equation 8). It is monitorable for satisfactions: the monitor reads the first
two blocks by waiting to see the $ and then the #; if this never happens it means that the
input violates the property. Otherwise, the monitor can check that all data values in the
second block appear in the first one by processing them one by one, going back and forth.

Lyysg={dy...dpSe1...e;#...|V1<j<1,31<i<k,d; =e;}, expressed as: (8)

Yyxag =3Iz y(z) A\Va.(y(x) Vip(x)), where:
V(@) =min X ((x#$) XV (x=F)minY.((x=#)ttV (x #2)Y))
Y(x)=minZ.({(x=z)ttV (x#£$) 2)

The formula ~y(z) is called the guard, and sets a monitorable bound on the maximal position
where a candidate x violating the formula 1 can be found. This way, once the bound is
found, the monitor knows that the subsequent data values that appear need not be checked.
Here, it expresses that the trace starts with two blocks — ended by $ and #, respectively —
and that = does not appear in the second block: first, look for a $; once it is found, look for a
#, and if in the meantime x is encountered, the formula cannot recurse and therefore rejects.

The formula ¢ (z) is the universally quantified property, and since we are looking for
satisfactions, its universal quantification has to be limited to finitely many values to ensure
that it has a finite witness, hence the disjunction with the guard. Here, it expresses that
2 appears in the first block. Summing up, the conjunct Ix.y(z) ensures that a trace has
the form w;$wa#u for some wy,wy € D* and v € TRC, while the conjunct V. (y(z) Vi (z))
yields that every d € D occurring in wy also occurs in ws.

The above property cannot however be expressed in cHML®. Indeed, the length of wy
is unbounded, and its elements have to be compared to elements that appear before in the
input, so they cannot be manipulated only using existential quantifiers, even with fixed
points. This is made formal by going through monitors: by Theorem 17, the synthesis
procedure of Fig. 2 yields sound a satisfaction-complete monitors. Now, those monitors can
only carry boundedly many data values accross the $ sign. Thus, cHML is not a maximally
monitorable fragment.

» Proposition 21. There does not exist any formula ¢ € cHML® such that le] = Lygas-

We now proceed to characterise the collection of formulae without greatest fixed points
that can be monitored in a sound and satisfaction-complete fashion. Given a formula ~, a
data variable z, and a finite set /" C DVAR of data variables, we use the following notations:

Fr2Fu{z}; Fz2F\{z}; z#F=% /\ (x£y)tt; x~F=2 \/ (z=y)tt; and

yeEFT yeFT

Ve<y+F.p23z.(z £ FAY)AVz. (£ FAY) V).
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The formula x # F' describes that the value of x is different from every value assigned to
any element of F' (except for z if z € F'), and 2 ~ F conversely describes that the value of x
coincides with the value assigned to some other element of F.

The quantifier in V& <~ + F'. ¢ intuitively bounds the quantification of x, as we only
need to verify ¢ for all data values that are assigned to variables in F'z and the ones for which
v is not true. As such, we say that ~ is a guard or bound for x, or that = is guarded. We
need to keep track of the free and guarded variables. Hence, we parameterize the definition
of our fragment with respect to two finite sets of data variables. For all finite F C DVAR and
V CF, we define MINHML@QM r as the set of formulae that are produced from ¢y r in the
following grammar whose grammar variables are parameterized with respect to V and F"

evpyvee=tt | ff | X | minX.(ov,r) | (0(F)Ax#V)ovr | ovirAevie | ovrVevr
| Ve <Yva,re+F.overe: | 3x.(2#VApva re)V(®e~V AQve Fa)

We then define MINHML@Q :UVQFCDVARMINHMngV,F' If pe MINHML@Q has no free data

variables, then ¢ € MINHML@Q 2,2+ In the above grammar, the set F' keeps track of the free
variables in , and V of the “guarded” free variables. Here, “z is guarded” means that the
value of x is not encountered in the trace while we evaluate the formula (but this value is
still assigned to some variable). This is ensured by the “x# V" conjunct in the diamonds
and by guaranteeing that, during the existential quantification of y, if the value of y matches
that of some x in V, then y is added to V. Hence ¢y, r(z) can only be true for values of
that do not appear in some finite annotation of .

The main characteristic of this fragment is that every universal quantification is guarded
by a bound on the positions where a candidate x violating the formula can be found. This is
achieved by partitioning the potential values of z into those that appear during the (finite)
evaluation of the guard (and must be checked against ¢) and those that do not (and therefore
satisfy the guard). Thus, when monitoring or evaluating V& < Yy, re + F.0vs rs, we only
need to consider a fixed number of cases for the value of x when checking the subformula

Vva,Fa, and therefore, vy, py is, in a sense, easier to monitor for, or evaluate, than vz ps.

Then, the number of cases that we need to consider for the value of z when checking the
subformula ¢y z . is finite and depends on how we evaluated vy 5 py.

In @yx3g, the evaluation of the guard v is complete at the end of the second block.

Therefore, to evaluate V.(v(x) Vi (x)), it suffices to check values of x for ¢ that appear
during the evaluation of v — specifically in the second block. More generally, the grammar
of MINHML\‘Z induces a recursive strategy to evaluate a formula while only remembering
finitely many cases for the values assigned to its variables. As we see below, this allows us to
find a finite witness for the satisfaction of a formula, using a guarded version of annotations,
and, subsequently, to monitor for the satisfaction of all formulae in MINHML@H.

Guarded-branching Annotations. We can extend the definitions for annotations for cHML?
from Sec. 2.4 to guarded-branching annotations for MINHML?. For annotation (4,—), we
replace the quantifier conditions with:
if a= Ve <~4+ F.p,0,t) € A, there is some finite DU{d,} CD such that d, ¢ D, and:
1. (y,0[z—d.],t) € A and a— (z# F Avy,0[z — d.],t);
2. for every d€ D, (p,d0[x—d],t) € A and a— (¢,0[x +— d],t), or (7,0[x+—d],t) € A and
Y
3. for every d € D, having transition (v,d[z +— d,],t) —" (¥,8’,du) implies d € D; and
4. {0(z)|z€DVAR}U(FND)CD.
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ifa=3z.(x#V Ap1)V(r~V Ap2),0,t), then there is some d € D, such that either
d+#6(y) for every y e Vz, and (p1,0[x—d],t) € A and a— (¢1,0[x+— d],t); or
d=0(y) for some y € Vz, and (¢2,0[z— d],t) € A and a— (p2,0[x — d],t).

The condition for the existential quantifier is used to delineate the existential quantifier
as it appears in the grammar and the one hidden inside the guarded universal quantifier.

» Theorem 22. For every closed ¢ € MINHML@g, € DENV, and t € TRC, t € [p,d] if and
only if (,0,t) has a finite guarded-branching annotation.

Proof Sketch. For guarded variables (the ones in V') and for variables whose value does not
appear in the annotation, the specific value does not affect the evaluation of the formula,
which allows us to show the equivalence of annotations with (finite) guarded-branching ones.
For the universal quantifier, D represents the values that we must explicitly consider and d,
is a “dummy” value that represents all other values. |

The Monitorable Least-fixed-point formulae. The guarded-branching annotation semantics
for MINHML@Q yields that the fragment is effectively monitorable for satisfactions, in the
sense that satisfactions can be monitored by a Turing machine. The monitors of Sec. 3.3 are
equivalent to alternating register automata (Theorem 18), which are computable, so:

» Theorem 23. Every formula in cHML?® is effectively monitorable for satisfactions.
Now, as a consequence of Theorem 22:

» Corollary 24. Let p € MINHML@Q. Ifte[p], then t has a good prefix for .
» Corollary 25. Fvery ¢ € MINHML\‘?/Q is effectively monitorable for satisfactions.

Moreover, the fragment MINHML{.i/q characterizes the monitorable properties in MINHMLA.
There, not all formulae are monitorable, but they are optimally effectively monitorable for
satisfactions, in the sense that there exists a satisfaction-optimal monitor for them:

» Theorem 26. Every formula ¢ € MINHML® is optimally effectively monitorable for
satisfactions. A formula o € MINHML® is monitorable if and only if p=1 (i.e., [¢]=[v])
for some ¢ € MINHML@Q.

To prove this theorem, we introduce gd, that turns every MINHML? formula into a
guarded form in MINHML@Q. Let ¢ be a closed formula without max operators and let
Vr(p) CDVAR be the set of data variables that appear in ¢. For every subformula v of ¢,
finite VC F C Vr(p), let Xy, be a new recursion variable associated with X and V,F. For
each finite IT C (2V7(¥))2 we define gd(,V, F,II) by double recursion on (2V7(¥))2\TI and ¢:

gd(v,V,F 1) =, when ¢ =tt or ¢ =ff;

gd(X,V,F,II) = Xy, p, when (V,F) €II;

gd(X,V,F|II) = gd(£fx(X),V,F,II), when (V,F) ¢1I,
gd(minX.¢,V,F.II) = minXy p.gd(y,V,F,IIU{(V,F)});
gd(Va.p,V,F\1I) =V < gd(¢,Va,Fz,II) + F.gd(¢y,VZ, Fa,II);
gd(Fz,V,FII)=3x.(x AV Agd(v,VZ,Fz, 1)) V(x ~V Agd(¢,Vz,Fz,II));
gA((0) 1, V. FTD) = (bA A ey (7 %)) gd(,V, P11
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and gd(—,V,F,IT) commutes with A and V. Observe that for all ¢ and VCVar, gd(¢,V,F,II)e
MINHML@QV’F. We then define gd(v,V,F) =gd(¢,V,F,o) and gd(v) = gd(v,o,9), where v
has no free recursion variables, and, respectively, no free data variables.

The idea behind gd is to leverage the existence of good prefizes for a formula to construct
a formula in the guarded fragment. To do so, gd guards the universal quantification in
Vz.p(x) by a “more monitorable” formula y(z) that is constructed from v (z) by guarding
x. Intuitively, a good prefix p for v(x) (which exists if the trace is a satisfying one and the
formula/guard is monitorable) provides a bound on the part of the trace to consider when
looking for candidate values violating ¢ (x). Data values outside p are irrelevant: they satisfy
~(z) and do not need to be verified against ¢ (z).

The operation gd produces formulae with good monitorability properties when applied to
formulae in MINHML®. In fact, for each ¢ € MINHML?, gd(p) € MINHML@U and therefore is
monitorable for satisfactions. Furthermore, the sound and complete monitor for gd(y) is
optimal for ¢, in that it can detect all good prefixes for ¢; finally, if ¢ is monitorable for
satisfactions, then ¢ and gd(y) are equivalent.

4.2 ...That Is Not Maximal in General

In the finite alphabet case, one can turn greatest fixed points into least fixed points while
preserving monitorable consequences by a procedure analogous to determinisation of word
automata [5, Section 5]. Over data domains, this is not the case anymore [45, Section 4]. In
this section, we show that the addition of max strictly increases the monitorable fragment,
and establish that it is undecidable to check if a formula is (effectively) monitorable.

» Lemma 27. For each deterministic Turing machine M, we can construct a formula:

1. Y5, € SHML?®, such that [vS,] is the set of traces that encode the run of M on 0; and

2. Yy, such that [y '] is the set of traces that encode a non-empty prefiz of a run of M,
but do not encode a terminating run of M.

» Corollary 28. w;HeuHMLd is monitorable for satisfactions, but not effectively monitorable
for satisfactions for every T.

Proof. The formula 7 € uHMLd is monitorable for satisfactions, because every satisfying

trace ¢t extends a finite trace p that encodes the starting configuration of 7" on input z.

Indeed, if T on z terminates, then every satisfying trace is not a correct encoding of a run of
T, and therefore has a good prefix. If T on x does not terminate, then every extension of p
satisfies the formula, and therefore p is a good prefix. Therefore, every satisfying ¢ has a
good prefix that extends p, yielding that ¢ € uHMLd is monitorable for satisfactions.

If o H were effectively monitorable, then there would exist a Turing machine M that would
recognize the good prefixes of 7. M would accept # whenever T' does not terminate on x,
yielding that the Halting problem is co-recursively enumerable, which is a contradiction. <

» Corollary 29. Monitorability and effective monitorability for satisfactions for SHML? and
MHMLd are undecidable.

Proof. Observe that 1% is (effectively) monitorable for satisfactions if and only if 7" terminates
on 0: if T on 0 terminates, then every satisfying trace has a good prefix where an error in
the encoding has occurred, or where the full encoding of a run has appeared. Conversely, if
T on 0 does not terminate, then the trace that encodes the run of 7' on 0 has no good prefix,
as every prefix can be extended in a way that does not encode the run. |

The above result yields the impossibility of a decidable, maximal monitorable fragment
of ,uHMLd, and similarly for an effectively monitorable fragment.
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