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Abstract
The graph continual release model of differential privacy seeks to produce differentially private
solutions to graph problems under a stream of edge updates where new private solutions are released
after each update. Thus far, previously known edge-differentially private algorithms for most graph
problems including densest subgraph and matchings in the continual release setting only output
real-value estimates (not vertex subset solutions) and do not use sublinear space. Instead, they rely
on computing exact graph statistics on the input [40, 77]. In this paper, we leverage sparsification to
address the above shortcomings for edge-insertion streams. Our edge-differentially private algorithms
use sublinear space with respect to the number of edges in the graph while some also achieve
sublinear space in the number of vertices in the graph. In addition, for the densest subgraph problem,
we also output edge-differentially private vertex subset solutions; no previous graph algorithms in
the continual release model output such subsets.

We make novel use of assorted sparsification techniques from the non-private streaming and
static graph algorithms literature to achieve new results in the sublinear space, continual release
setting. This includes algorithms for densest subgraph, maximum matching, as well as the first
continual release k-core decomposition algorithm. We also develop a novel sparse level data structure
for k-core decomposition that may be of independent interest. To complement our insertion-only
algorithms, we conclude with polynomial additive error lower bounds for edge-privacy in the fully
dynamic setting, where only logarithmic lower bounds were previously known.

2012 ACM Subject Classification Theory of computation → Theory of database privacy and security;
Theory of computation → Dynamic graph algorithms; Theory of computation → Sketching and
sampling

Keywords and phrases Differential Privacy, Continual Release, Densest Subgraph, k-Core Decom-
position, Maximum Matching

Digital Object Identifier 10.4230/LIPIcs.APPROX/RANDOM.2025.40

Category RANDOM

Related Version Full Version: https://arxiv.org/pdf/2407.17619 [34]

Funding Quanquan C. Liu and Felix Zhou are supported by a Google Academic Research Award
and by NSF Grant #2453323. Tamalika Mukherjee is supported in part by NSF grant CNS-2138834,
a Google Cyber NYC Award, and the Center for Smart Streetscapes, an NSF Engineering Research
Center, under grant agreement EEC-2133516. Felix Zhou acknowledges the support of the Natural
Sciences and Engineering Research Council of Canada (NSERC).

© Alessandro Epasto, Quanquan C. Liu, Tamalika Mukherjee, and Felix Zhou;
licensed under Creative Commons License CC-BY 4.0

Approximation, Randomization, and Combinatorial Optimization. Algorithms and Techniques
(APPROX/RANDOM 2025).
Editors: Alina Ene and Eshan Chattopadhyay; Article No. 40; pp. 40:1–40:27

Leibniz International Proceedings in Informatics
Schloss Dagstuhl – Leibniz-Zentrum für Informatik, Dagstuhl Publishing, Germany

mailto:aepasto@google.com
https://orcid.org/0000-0003-0456-3217
mailto:quanquan.liu@yale.edu
https://orcid.org/0000-0003-1230-2754
mailto:tm3391@columbia.edu
https://orcid.org/0000-0003-0052-4181
mailto:felix.zhou@yale.edu
https://orcid.org/0000-0003-4327-0492
https://doi.org/10.4230/LIPIcs.APPROX/RANDOM.2025.40
https://arxiv.org/pdf/2407.17619
https://creativecommons.org/licenses/by/4.0/
https://www.dagstuhl.de/lipics
https://www.dagstuhl.de


40:2 Sublinear Space Graph Continual Release

1 Introduction

Today’s data is not only massive in size but also rapidly growing. As the world becomes
increasingly digitized, the sensitive associations between individuals are becoming a key focus
for data analysis. Such a focus also comes with privacy risks and the question of how to
safeguard privacy. Differential privacy [27] is the gold standard for privacy protection, with
a rich body of work focusing on static graphs [3, 10, 22, 21, 33, 58, 57, 60, 68, 71, 73, 72, 79].
However, today’s graphs are not static; they are rapidly expanding, with new connections
between individuals forming every minute. Streaming graph algorithms, a well-studied area
in the non-private setting [6, 1, 36, 37, 39, 42, 52, 51, 69, 63, 64, 65], are designed to handle
such massively evolving datasets. In this model, updates to the dataset are received in a
stream. Online streaming algorithms continuously release accurate graph statistics after each
update [16, 46, 17, 45], but these graph statistics may reveal private information.

Our paper focuses on studying graph problems in the well-known continual release
model [29, 14] of differential privacy that promises a strong guarantee for online streaming
outputs: the entire vector of all outputs satisfies differential privacy. The notion of graph
privacy we consider is edge-differential privacy, where we require the output distributions
of the algorithm on edge-neighboring stream inputs to be “close”, where edge-neighboring
streams differ in one edge update. Despite the large body of differential privacy works on
static graph algorithms, there are few works on graph continual release [40, 56, 77] and
related graph models [81]. While there has been substantial progress in graph continual
release algorithms in recent years, there are some drawbacks to existing algorithms, including:
1) not releasing private (vertex subset) solutions in addition to their real-valued function
outputs and 2) requiring exact algorithms for computing graph statistics, thus necessitating
linear space usage in the number of edges.

In this paper, we take the first steps to address these shortcomings for insertion-only
streams in the continual release model via the following contributions:

We give the first k-core decomposition algorithm in the continual release model.

We formulate the first continual release graph algorithms that return edge-differentially
private vertex subset solutions for densest subgraph (in addition to the value of the
solutions).

We give the first sublinear space algorithms for general graphs to solve densest subgraph,
k-core decomposition, and matching problems.

The approximation guarantees of our algorithms nearly match the guarantees for their private
static or non-private streaming counterparts. Moreover, as is standard in streaming, all of
our results hold for a single pass over the stream.

Resolving these issues closes the gap between continual release graph algorithms and
their non-private streaming counterparts for many applications. While the private streaming
literature has explored sublinear space outside the graph algorithms setting [13, 35, 80, 11], it
remains unaddressed in general graphs for most problems in continual release. Furthermore,
while streaming algorithms typically operate on datasets too large for memory, practical
applications often require information about each vertex, not just aggregate values. For
example, advertisers may want the members of the current densest community, not merely its
density. Hence, achieving both goals–sublinear space combined with useful vertex information–
is essential to the development of private graph algorithms.
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1.1 Sparsification

The main algorithmic technique we use in this paper is sparsification, traditionally used
in the streaming, static, and dynamic graph algorithms literature. Sparsification aims to
simplify a large graph by strategically selecting a smaller set of its edges. This smaller
“sketch” of the graph still captures the essential information needed for a specific problem.
Such sparsifiers exist for a large number of problems in the non-private literature. In general,
graph sparsifiers are problem-specific, where each sparsifier provides guarantees for only one
or two closely related problems. We design novel methods for creating differentially private
problem-specific graph sparsifiers in continual release, which we describe in more detail in
the technical overview (Section 2).

Using sparsification techniques, we design a number of new continual release algorithms
that achieve the same utility guarantees as previous algorithms for the problem in the
static DP and non-private streaming settings up to logarithmic factors. Our sparsification
techniques directly lead to space savings in the edge-privacy setting for a variety of problems
including densest subgraph, k-core decomposition, and maximum matching. We return
vertex subsets for the densest subgraph problem, approximate k-core numbers for every
vertex in core decomposition, and estimates for the size of the maximum matching, all using
sublinear space in the number of edges. For maximum matching, we even use space that is
sublinear in the number of vertices.1

Finally, to complement our results on insertion-only streams, we demonstrate the difficulty
of obtaining algorithms in fully dynamic streams via improved polynomial error lower bounds
for maximum cardinality matching, counting connected components, and triangle counting
based on reductions from inner product queries. Similar to the recent continual release lower
bounds for counting distinct elements given in [54], our lower bounds support the observation
from previous works that the fully dynamic setting results in significantly more error [77, 40]
than the insertion-only setting within the continual release model.

1.2 Our Contributions

Our paper gives the following set of results, stated informally here and given in more precise
terms in their respective sections. We group our results by graph problems for n-vertex
m-edge graph streams over T time steps and our multiplicative guarantees are given in terms
of a constant factor η > 0.

For our algorithmic results, we consider insertion-only streams where (possibly empty)
edge insertions are given in the stream. For simplicity, we assume that each non-empty
edge is inserted at most once. Without requiring privacy, this closely resembles the well-
studied online streaming setting (see related works in Section 3). Our algorithms also incur
logarithmic additive noise, which is necessary, as demonstrated by lower bounds that hold
even in the static model (see Table 1).

Our lower bounds are given for fully dynamic streams where edges can be inserted and
deleted multiple times, also known as the turnstile model. In this setting, we show that
polynomial additive error is necessary, demonstrating a fundamental difficulty in maintaining
small errors in the presence of both insertions and deletions.

1 While all non-private streaming algorithms use space that is sublinear in the number of total edges, very
few use space sublinear in the number of vertices, although results sublinear in the number of vertices
are most desirable.

APPROX/RANDOM 2025



40:4 Sublinear Space Graph Continual Release

All of our results in the continual release model are given for edge-neighboring streams
where the two streams differ by one edge update; results in the static DP setting are given
for edge-neighbors (graphs that differ by one edge). Throughout the paper, we will use
the phrase ε-edge DP to refer to these settings. Our algorithms produce (β, ζ)-bicriteria
approximations where β is the multiplicative factor in the approximation and ζ is the additive
error. Our approximation bounds hold, with high probability, for the released solution after
every update in the stream. Throughout the paper, we assume n ≤ T = O(poly(n)). This
is reasonable as O(n2) (non-empty) updates are sufficient to have a complete graph.2 We
compare our results with static edge-DP lower bounds as such lower bounds also hold in the
insertion-only continual release setting.3 A more in-depth discussion of related works can
be found in Section 3. Our entire set of results can be found in Table 1, including baseline
algorithms and lower bounds in the static edge-DP and non-private streaming settings.

k-Core Decomposition (Section 5). We show the first ε-edge DP algorithm for the k-core
decomposition problem in the continual release model. Our algorithm returns approximate k-
core numbers at every timestep while using o(m) space. The additive errors of our algorithms
are near-optimal as they match the recent additive error lower bounds up to logarithmic
factors (see Table 1). We note that these lower bounds hold even when allowing for constant
multiplicative error.

▶ Theorem 1 (See Theorem 15). We obtain a
(

2 + η, O
(

log3(n)
η2ε

))
-approximate ε-edge

differentially private k-core decomposition algorithm that outputs core number estimates in
the insertion-only continual release model using Õ

(
n

η4ε

)
space.

The essence of our k-core algorithm is a novel sparse level data structure that may be of
independent interest beyond our work. To the best of our knowledge, such a data structure
did not previously exist in the privacy or graph algorithms literature.

Densest Subgraph (Section 6). We obtain the first ε-edge DP densest subgraph algorithms
that return subsets of vertices with near-optimal density in the continual release model.
Our algorithms also use o(m) space. We emphasize that the approximation guarantees
nearly match, up to logarithmic terms, the guarantees of their private static or non-private
streaming counterparts. In turn, these nearly match the information-theoretic lower bound
up to logarithmic factors. Again, we emphasize that these lower bounds hold even when
allowing for constant multiplicative error.

▶ Theorem 2 (See Theorem 16). We obtain a
(

2 + η, O
(

log2(n)
η2ε

))
-approximate ε-edge

differentially private densest subgraph algorithm that outputs a subset of vertices in the
insertion-only continual release model using Õ

(
n

η2ε

)
space.

At the cost of slightly more additive error and space usage, we can improve the multiplicative
error.

▶ Theorem 3 (See Theorem 17). We obtain a
(

1 + η, O
(

log5(n)
η4ε

))
-approximate ε-edge

differentially private densest subgraph algorithm that outputs a subset of vertices in the
insertion-only continual release model using Õ

(
n

η5ε

)
space.

2 Our results can be modified to handle streams of length T = ω(poly(n)).
3 Otherwise, if we obtain better error in the continual release setting, we can solve the static problem

with better error by inserting all of the edges of the static graph and taking the solution released at the
end of the stream.
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Table 1 Our results are highlighted in green. Non-private bounds are shown in gray. All results
are for edge-privacy. Bicriteria approximations (β, ζ) are given, where β is the multiplicative factor
and ζ is the additive error. α̃ is a public upper bound on the maximum arboricity of the stream; our
approximation guarantees for maximum matching hold when α̃ upper bounds the private arboricity
and our privacy guarantees always hold. α in the non-private streaming bound is the maximum
arboricity in the stream.

Problem Space Approximation Reference Model Solution Type

k-Core
Decomp.

Õ
(

n
η4ε

) (
2 + η, O

(
log3(n)

η2ε

))
Theorem 15 Insertion

Only Upper Bound

Θ(m + n)
(

1, O
(

log(n)
ε

))
[20] Static Upper Bound(

β, Ω
(

log n
εβ

))
[48] Static Lower bound

Õ
(

n
η2

)
(1 + η, 0) [37]

Non-
Private

Streaming
Upper Bound

Densest
Subgraph

Õ
(

n
η2ε

) (
2 + η, O

(
log2(n)

ηε

))
Theorem 16 Insertion

Only
Upper Bound
Vertex Subset

Õ
(

n
η5ε

) (
1 + η, O

(
log5(n)

η4ε

))
Theorem 17 Insertion

Only
Upper Bound
Vertex Subset

Θ(m + n)
(

1 + η, O
(

log4(n)
η3ε

))
[21] Static Upper Bound

Vertex Subset

Θ(m + n)
(

2, O
(

log(n)
ε

))
[20] Static Upper Bound

Vertex Subset

Θ(m + n)
(

2 + η, O
(

log2(n)
ηε

))
[22] Static Upper Bound

Vertex Subset(
β, Ω

(
1
β

√
log(n)

ε

))
[38] Static Lower bound

Θ(m)
(

1 + η, O
(

log2(n)
ηε

))
[40] Insertion

Only
Upper Bound
Density Only

Õ
(

n
η2

)
(1 + η, 0) [64]

[36]

Non-
Private

Streaming
Upper Bound

Maximum
Matching

Size

O
(

log2(n) log(α̃)
η2ε

) (
(1 + η)(2 + α̃), O

(
log2(n)

ηε

))
Theorem 18 Insertion

Only
Upper Bound

Arboricity

Θ(m)
(

1 + η, O
(

log2(n)
ηε

))
[40] Insertion

Only Upper Bound

(1, Ω (log(T ))) [40] Insertion
Only Lower bound(

1, Ω
(

min
(√

n
ε , T 1/4

ε3/4 , n, T
)))

Theorem 19 Fully
Dynamic Lower Bound

(1, Ω (log(T ))) [40] Fully
Dynamic Lower Bound

O
(

log(n) log(α)
η2

)
((1 + η)(2 + α), 0) [65]

Non-
Private

Streaming

Upper Bound
Arboricity

Triangle
Count

(
1, Ω

(
min

(√
n
ε , T 1/4

ε3/4 , n, T
)))

Section 8.1 Fully
Dynamic Lower Bound

(1, Ω (log(T ))) [40] Fully
Dynamic Lower Bound

Connected
Components

Counting

(
1, Ω

(
min

(√
n
ε , T 1/4

ε3/4 , n, T
)))

Theorem 20 Fully
Dynamic Lower Bound

APPROX/RANDOM 2025
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Maximum Matching (Section 7). We give the following results for estimating the size of a
maximum matching in bounded arboricity graphs. Arboricity, a measure of local sparsity
in the input graph, is formally defined as the minimum number of forests into which a
graph’s edges can be partitioned. In real-world graphs, the arboricity of a graph is typically
poly(log(n)). In this setting, α̃ > 0 is a given public bound on the maximum arboricity α of
the graph given by the input stream.4 We also briefly sketch how to remove this assumption
in the full version [34] at the cost of more space and a worse approximation guarantee. The
additive error of our algorithms matches the information-theoretic lower bound in bounded
arboricity graphs up to logarithmic factors.

Our matching algorithm falls under the truly sublinear model, where space usage is
sublinear in the number of nodes in the graph. The truly sublinear model is the most difficult
streaming model to obtain algorithms, and very few graph algorithms, even in the non-private
setting, use truly sublinear space. We give an edge-DP algorithm for estimating the size of a
maximum matching in bounded arboricity graphs. Our approximation guarantees hold when
our public bound α̃ upper bounds the arboricity of the graph, i.e. α̃ ≥ α, while our privacy
guarantees always hold.

▶ Theorem 4 (See Theorem 18). Given a public bound α̃, we obtain an ε-edge differentially
private approximate maximum cardinality matching algorithm that outputs an approximate
matching size using O

(
log2(n) log(α̃)

η2ε

)
space in the insertion-only continual release model. If

α̃ ≥ α, where α is the (private) maximum arboricity of the input graph, then our algorithm
returns a

(
(1 + η)(2 + α̃), O

(
log2(n)

ηε

))
-approximation of the size of the maximum matching.

Fully Dynamic Lower Bounds (Section 8). Last but not least, we give improved lower
bounds in the fully-dynamic setting in Section 8 for estimating the size of a maximum matching
and even simpler problems like connected component counting and triangle counting. Our
reductions follow a natural framework that generalizes to further problems (Section 8.1).

Note that previous lower bounds all show a Ω(poly log(T )) lower bound in the additive
error while we strengthen these lower bounds to Ω(poly(T )), yielding an exponential improve-
ment. Comparing the upper bounds with our new lower bounds for the same problems yield
polynomial separations in the error between the insertion-only and fully dynamic settings.

See Table 1 for a summary of our results and previous works.

2 Technical Overview

In this section, we provide a detailed overview of our techniques. We begin in Section 2.1
by illustrating the various algorithmic challenges with the graph continual release model.
Section 2.2 then describes how we address these challenges.

2.1 Challenges in Continual Release
Returning Multiple Solutions. The best one-pass streaming algorithms in the non-private
setting for the problems we study [37, 65, 64, 36] return the solution only once, at the end of
the stream. In the continual release setting, we must return a solution after every update.
This is a fundamental challenge, especially when considering privacy. Indeed, with a single
solution release, each edge update is intuitively used only once to produce the solution. In

4 Such public bounds are commonly assumed in non-private streaming literature [18, 65].
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contrast, releasing solutions multiple times means earlier updates are potentially used many
times to produce solutions for each release. Such overuse could result in greater loss of
privacy. Thus, for our continual release algorithms, we use novel techniques to simultaneously
ensure we achieve edge-privacy for the entire vector of releases as well as ensure our utility
bounds for each release.

Previous value-only continual release algorithms ensure privacy over multiple releases
via the sparse vector technique (SVT). Their algorithms release the outputs of one or more
instances of SVT over the stream and the estimates are a deterministic function of the SVT
outputs. Thus, the proof of privacy directly follows from the privacy guarantees of SVT.
The outputs of our algorithms cannot be directly derived from standard SVT as we need to
output information about individual vertices (as part of vertex subsets or individual outputs
for each vertex for k-core decomposition). Moreover, our outputs depend on our sampling
procedures, which in turn depend on private properties of the stream. These subtleties
prevent the use of straightforward analyses of privacy using composition. Instead, we must
directly prove the privacy of our algorithms using the definition of edge-privacy and analyze
the output distributions of our algorithms over the entire stream. This is accomplished via
careful conditioning arguments.

Ensuring Sublinear Space. Obtaining sublinear space continual release algorithms presents
a new set of challenges. In particular, we must ensure that our sampling techniques are
stable.5 Stable sampling algorithms use sampling techniques that do not cause our samples
from neighboring streams to differ by more than one edge update. For randomized sampling
algorithms, this means that the distribution of sampled edges from edge-neighboring streams
should be similar. Consider the following naive sampling scheme that is not stable. Suppose we
want to sample each edge insertion in an insertion-only stream with probability proportional
to the number of edges we have seen so far. Thus, the i-th inserted edge will be sampled
with probability 1/i. Suppose we have two neighboring streams S and S′ where the edge that
differs is the first update; thus, the first update in S′ is an edge insertion, while the first
update in S is ⊥ (an empty update). Then, the j-th update in S, if it is an edge insertion,
has a higher probability of being sampled than the j-th update in S′. Such a discrepancy
produces significantly different output distributions when sampling from neighboring streams,
which may lead to sampled graphs that significantly differ.

Hence, a major component of our algorithms and proofs is to formulate and prove
stable sampling algorithms with similar output distributions on edge-neighboring streams.
Common sampling approaches in the non-private streaming and sparsification literature do
not immediately translate to stable algorithms in the continual release setting.

k-Core Decomposition. Consider the k-core decomposition problem which is defined in
terms of the cores of a graph. A k-core is a maximal induced subgraph where every vertex
in the induced subgraph has degree at least k. Then, a vertex v’s core number is the largest
value of k for which v is part of the k-core. In edge-neighboring graphs, the removal of one
edge can change the core numbers of all vertices. Hence, we cannot use a function that
computes the exact core number of each node in the continual release setting, as this can
incur Ω(n) error through composition over the vertices. In the continual release setting,
the insertion of a single edge can alter the core number of one or more vertices; hence, we

5 This term was also used in node-private continual release literature [56], i.e. edge-to-edge and node-to-
edge stability.

APPROX/RANDOM 2025
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also cannot run a static differentially private k-core decomposition algorithm each time
a core number changes since we can potentially see Ω(n) core number changes incurred
over all vertices. Calling the static DP algorithm Ω(n) times would result in Ω(n) error
through composition over the calls. To overcome these challenges, we develop a novel k-core
decomposition algorithm using several new techniques (Section 5).

Releasing Vertex Subsets. Now, consider the setting where we return vertex subset solutions.
Unlike returning real-valued solutions, even a few updates that do not significantly alter the
solution’s value (e.g. the maximum density in the densest subgraph problem) can still cause
the entire set of vertices to change. This can happen even when the global sensitivity is
small. Such behavior differs from real-valued solutions, which are less susceptible to large
changes due to small updates. To give a concrete example, consider the densest subgraph
problem where the goal is to obtain a subset of vertices with maximum induced density.
Suppose we are given a number of edge insertions resulting in two disjoint almost k-cliques,
A and B, that is, two k-cliques, each with 2 edges removed. A sequence of insertions – one
into A followed by two into B – could lead to large changes in the set of vertices in the
densest subgraph. After the first insertion, the densest subgraph consists of vertices in A;
then, after the third insertion, the densest subgraph consists of vertices in B. This sequence
of only 3 insertions causes a complete change in the optimal vertex subset. It is not hard
to extend this example and show that we can force any O(1)-approximation algorithm to
completely change its output with O(1) insertions. Because of this challenge and the privacy
requirement, we allow for (1 + η)-multiplicative approximations along with poly(log n)/ε

additive error on the density of the subgraph induced by the vertex subsets we release.
To release a private densest subgraph, we can use a static ε-edge DP densest subgraph

algorithm that releases the vertex subset. However, as mentioned above, we cannot afford to
release a new private vertex subset each time we receive an update, even if the true vertex
subset changes, since we would incur Ω(n) error from composition. Thus, our algorithms
in Section 6 determine appropriate timesteps for releasing new vertex subsets.

2.2 Detailed Description of Our Techniques
All of our algorithms use Õ(n) space, i.e., near-linear in the number of vertices in the
stream, and some are sublinear in the number of vertices. We present ε-differentially private
algorithms in edge-neighboring streams (Definition 6), where the streams differ by one edge
update.

We now describe how we solve each of the aforementioned challenges in Section 2.1 and
obtain algorithms for a variety of problems in the next sections. Each of these problems uses
a unique sampling scheme as sparsifiers in graph literature are often problem-dependent. We
prove the privacy of every algorithm as well as the utility of each of our algorithms within
their individual sections. We summarize on a high level our technical contributions for each
of the following problems.

k-Core Decomposition (Section 5). Given a stream of updates S, the k-core decomposition
problem asks for a number for each vertex after every update indicating the maximum value
k for which the vertex is contained in a k-core. A k-core is defined as a maximal set of
vertices U ⊆ V such that the degree of every vertex in the subgraph induced by U is at
least k. We return approximate core numbers for every vertex at every timestep t that are(

2 + η, O
(

log3(n)
η2ε

))
-approximations of their true core numbers (see Theorem 1) while using

Õ
(

n
η4ε

)
total space.
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We formulate a novel differentially private continual release algorithm for k-core decom-
position that is loosely inspired by the level data structure of the static

(
2 + η, O

(
log3(n)

η2ε

))
-

approximation algorithm of [21]. As described in Section 2.1, we cannot use the static private
algorithm in a black-box manner since we need to return the value of every vertex at each
timestep. Every vertex may change its core number many times throughout the duration of
the stream. Thus, using any static k-core decomposition algorithm in a black-box manner
incurs a privacy loss of a factor of n via composition.

In the static setting, the level data structure algorithm for k-core decomposition partitions
the vertices of the input graph across the levels based on the induced degree of each vertex
among the vertices in the same or higher levels. Then, the levels roughly partition the
vertices into cores of the graph with higher levels containing larger valued cores and lower
levels containing smaller valued cores. In the static setting, vertices move up levels using all
of the edges in the graph for each move. However, in the continual release setting, edges
are inserted into the graph progressively and vertices move up the levels as new edges are
inserted. In the static setting, each vertex releases their level at most poly(log n) times,
whereas in the continual release setting, each vertex releases its approximate core number
Ω(T ) = poly(n) times. While composition over poly(log n) releases leads to poly(log n)
additive error, composition over Ω(n) releases in the continual release model would lead to
Ω(n) error.

Due to the above challenge, we need to be able to have vertices release their approximate
core numbers Ω(T ) times without losing a factor of T in the additive error due to composition.
This problem is not present in the static setting. In our novel continual release algorithm, we
use a variant of the sparse vector technique adapted to the level data structure. In particular,
we use the idea of the multidimensional sparse vector technique given in [20] and adapt it
to the continual release setting with a new formulation of the algorithm and a new proof
allowing for adaptive queries based on new (subsampled) edge insertions to the graph. We
call this the adaptive multidimensional sparse vector technique.

In the static setting, we can use the multidimensional sparse vector technique to determine
when a vertex stops moving up levels and the level in which a vertex resides directly
corresponds with an approximation of the core number of the vertex. Thus, once a vertex
stops moving up levels in the static setting, it will immediately output a new approximation.
Hence, each vertex fails the SVT check at most once. However, in the continual release setting,
our usage of the adaptive multidimensional sparse vector technique requires that each vertex
must output a value at every timestep. This means that the adaptive multidimensional sparse
vector technique must answer adaptive queries resulting from edge insertions that occur
after previous levels are released. Moreover, the mechanism needs to allow for poly(log n)
above-threshold checks for each vertex, indicating whether the vertex moved up one of the
poly(log n) levels.

In addition to solving the above challenge, we further present a sublinear space algorithm
for k-core decomposition, which uses Õ

(
n

η4ε

)
space. The main workhorse is a sparse

level data structure. No sparsified versions of the level data structure existed in either
the non-private graph literature or the private graph literature. While many non-private
sparsification algorithms in the streaming model sample edges uniformly at random, such
sampling techniques are insufficient for k-core decomposition. When all edges are sampled
with the same fixed probability, vertices in smaller cores are expected to have no adjacent
edges included in the sample. If no adjacent edges are included in the sample for vertex
v, then we cannot approximate v’s core number. Hence, we employ a more sophisticated
sampling algorithm; specifically, we sample each inserted edge in the stream with probability
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inversely proportional to the level of its lower-level endpoint. This means that edges on
higher levels are sampled with a smaller probability than edges on lower levels. In particular,
such a sampling scheme ensures that edges in larger valued cores–which inherently contain
more edges–are sampled using smaller probabilities than smaller valued cores. Hence, such a
sampling scheme simultaneously ensures sublinear space while maintaining a large enough
sample of adjacent edges to each vertex to satisfy our approximation bounds on the core
numbers of all vertices.

Finally, we prove our approximation bounds using a careful Chernoff bound argument
on our sampled sets of edges that takes into account the noise resulting from our usage
of DP mechanisms, including the adaptive multidimensional sparse vector technique. Our
approximation bound uses an original analysis that shows that vertices on a given level in
our sparsified structure will be on approximately the same level, with high probability, as
in the non-sparsified structure. Thus, the approximation bounds that we obtain from our
non-sparsified structure also hold for our sparsified structure.

Densest Subgraph (DSG) (Section 6). Given an edge-neighboring stream and timestamp
t, the densest subgraph in Gt is a subset of vertices VOPT which maximizes the density
of the induced subgraph, VOPT = arg maxV ′⊆V

(
|Et(V ′)|

|V ′|

)
. We return a subset of vertices

Vapprox whose induced subgraph gives a
(

1 + η, O
(

log5(n)
η4ε

))
-approximation of the density

of the densest subgraph (see Table 1) in Õ
(

n
η5ε

)
space. Our algorithm calls the static

ε-DP DSG algorithm of [21] in a black-box manner. Using a different static ε-edge DP
DSG algorithm [20], we can obtain a

(
2 + η, O

(
log2(n)

ηε

))
-approximation while saving a

polylogarithmic factor in space.
Our continual release densest subgraph algorithm takes inspiration from the non-private

(1 + η)-approximate sparsification algorithms of [36, 64], although we must solve several
crucial challenges (Section 2.1) to ensure privacy. Indeed, to ensure accurate approximation
guarantees, we present a novel concentration bound proof based on an intricate Chernoff
bound argument that accounts for errors introduced by our various private subroutines.
Previous works in the continual release model only release the value of the densest subgraph
and not a vertex subset [40, 56]. Since the density of the densest subgraph has sensitivity 1,
previous works use the sparse vector technique [30, 75, 47, 62] and private prefix sums to
release these values after adding appropriate Laplace noise. In our work, we release a private
set of vertices at timestep t whose induced subgraph is an approximation of the densest
subgraph in Gt.6 We use the sparse vector technique to determine when to release a new
private set of vertices, and we use one of the many existing differentially private densest
subgraph algorithms [38, 20, 21, 70, 22] to return a vertex subset in the sparsified graph.
However, there are several challenges in simply returning the subgraph obtained from these
static algorithms. First, compared to the non-private setting, we cannot obtain an exact
densest subgraph in the sparsified graph. Hence, we must ensure that neither the additive nor
multiplicative error blows up when the subgraph obtained in the sparsified graph is scaled
up to the original graph. To solve this issue, we ensure that the first subgraph we release has
size (approximately) at least the additive error returned by the private static algorithms.

There is another important challenge when making our algorithm use sublinear space.
Previous non-private algorithms [64, 36] sample using a fixed probability because 1) they
assume knowledge of the total number of updates in the stream and 2) only produce the

6 the induced subgraph consists of all updates that occurred on or before timestep t
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approximate densest subgraph once, at the end of the stream. However, in our setting, we
must release an approximate densest subgraph after each update. Furthermore, we do not
know the total number of edges in the stream. Thus, we adaptively adjust our probability of
sampling as we see more edge insertions. This must be carefully implemented since a naive
adjustment procedure may produce an unstable algorithm (as described in Section 2.1).

Towards solving all of these challenges, our sparsification algorithm works as follows. We
sparsify the stream by sampling each edge in the stream with probability pt. Earlier on
in the stream, our probability of sampling should be set high enough in order to sample
enough edges to ensure our concentration bounds. However, as we see more edges, we
reduce the probability of sampling to ensure our sublinear space bounds. In edge-neighboring
streams, such reductions in probability may not occur at the same time, thus leading to
sparsified graphs that are not stable. Hence, we use the sparse vector technique to determine
when to reduce our probability of sampling an edge. We ensure privacy based on a careful
conditioning on the sampling probabilities. Intuitively, the sparse vector technique ensures
that we decrease our sampling probability at the same timestamps in edge-neighboring
streams. Conditioning on the timestamps when the sampling probabilities are reduced, we
can show that our sampled streams are stable.

Unlike the static setting where the privacy analysis of algorithms that rely on an SVT
instance can apply simple composition, we need to derive a probabilistic proof “from scratch”
since we must output a solution after every update but only lose privacy on timestamps
where the SVT answers “above”. Furthermore, our analysis must take into account our
usage of two SVTs, one for determining the probabilities of sampling and the other for
determining when we release a new vertex subset. The second use of SVT depends on the
outputs of the first; that is, determining when to release a new vertex subset depends on our
sampling probabilities. Such SVTs lead to errors that affect our approximation guarantees
and our careful Chernoff bound argument must account for these errors while maintaining
our approximation guarantees.

Maximum Cardinality Matching Size (Section 7). Given a stream of updates S, the
maximum cardinality matching problem asks for a real-valued integer at each timestep t

equal to the size of the maximum matching in Gt. We give an algorithm that uses sublinear
space in the number of vertices in the graph with edge-DP guarantees in the continual release
model. We provide approximation guarantees using a certain property of the input graph
stream: the maximum arboricity of the stream. The arboricity of a graph is a measure
of local sparsity. Formally, a graph’s arboricity, α, is the minimum number of forests into
which its edges can be partitioned. Our algorithm uses a public bound α̃. If this public
bound upper bounds the private maximum arboricity of the input stream, our algorithm
gives approximation guarantees in terms of α̃. We emphasize that our algorithm is always
private for all inputs. Specifically, if α̃ upper bounds the private maximum arboricity of the
input stream, then we obtain a

(
(1 + η)(2 + α̃), O

(
log2 n

ηε

))
-approximation of the matching

size.
For this algorithm, we take inspiration from the sublinear space non-private

((1 + η)(2 + α))-approximate maximum matching algorithm of [65], which also requires
an upper bound α on the maximum arboricity of the stream. Their approximation guaran-
tees are given in terms of this upper bound. To the best of our knowledge, [65] is the only
truly sublinear matching algorithm beyond bipartite graphs that terminates after a single
pass, as required by continual release.
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The key observation that [65] makes is that maintaining Ω(log n/η2) edge samples,
sampled uniformly at random in the stream, and counting the number of edges in the sample
which are adjacent to at most α + 1 edges occurring later in the stream is sufficient for
providing a good estimate of the maximum matching size in terms of the arboricity upper
bound. Edges that are adjacent to more than α + 1 edges that occur later in the stream are
discarded from the sample. Unfortunately, in edge-neighboring streams, we cannot add noise
to the counts of every edge in the sample since the sensitivity of such counts is Ω(α̃) (our
public bound). Instead, we show through a precise charging argument that the sensitivity
of the size of the sample is bounded by 2. Since the sensitivity of the size of the sample is
bounded by 2, we can use the sparse vector technique (SVT) to determine when to release
a new estimate when the estimate changes by a large amount. Using SVT results in noisy
sample sizes which requires a new analysis for the utility bounds.

Previous approximation bound analyses [65] relied on the intuition that edge samples
approximately fall into buckets determined by the sampling probability. However, with the
use of SVT, it is no longer clear which buckets the sampled edges fall into as SVT introduces
an additive O(log(n)/ε) noise. Thus, to prove our approximation bounds, we first argue that
SVT only causes an additive error of Õ

(
log2(n)

ηε

)
on the estimated number of sampled edges;

hence, initializing a sufficiently large valued bucket ensures that the bucket for sampled edges
with noise does not deviate by too much from the bucket the sampled edges would fall into
without noise. The proof of this property requires a detailed casework analysis. We can
further remove the assumption of α̃ using additional space via a parallel guessing trick in the
full version [34].

Fully Dynamic Lower Bounds (Section 8). We show polynomial lower bounds for the
maximum matching, triangle counting, and connected components problems in fully dynamic
streams. Our lower bounds reduce each of these graph problems via novel graph constructions
to answering inner product queries [23, 19, 28, 66]. The known lower bounds for inner product
queries then apply to our problems. We encode the secret dataset given by the inner product
query problem via Θ(n) insertions to construct our graph. Then, we map the value of the
answers to each of our graph problems to the original inner product query via the inclusion-
exclusion principle. Finally, we delete all insertions through edge deletions and repeat the
process for the next query. We remark that this technique is quite general and likely extends
to many other natural graph problems. Roughly speaking, the only problem-specific requisite
is that we can encode the bits of a secret dataset using the problem structure and that we
can easily flip the bits by adding and deleting edges. For example, we can encode each bit of
a secret dataset as a (non-)edge in an induced matching so that flipping a bit equates to
(adding) deleting the (non-)edge.

3 Related Works

Streaming Algorithms. The streaming model of computation is a prominent model for
large-scale data analysis that has been studied for multiple decades [67]. In this model,
one usually seeks space- and time-efficient algorithms that can process the stream on
the fly without the need to store all data. A long line of work in this area includes
classical results such as the Flajolet-Martin algorithm for counting distinct elements [44]
and many others [43, 2]. In the context of streaming graph algorithms, ideally one would
like to obtain space sublinear in the number of vertices [65, 52]; but for many graph
problems it is necessary to work in the semi-streaming model settling on space near-linear
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in the number of vertices [6, 1, 37, 39, 42, 64]. Online streaming algorithms release graph
statistics after every update while maintaining the low space bounds [16, 46, 17, 45]. In
the non-private streaming setting, there exists many works on graph algorithms, including
approximating the size of the maximum matching [1, 7, 4, 42, 65], vertex cover [5], densest
subgraph [36, 64], k-core decomposition [37, 59], number of connected components [8], and
others [6, 1, 39, 42, 52, 51, 69, 63]

Continual Release Model. In the context of streaming computation, the DP model of
reference is the continual release model [29, 14] where we require algorithms to abide by a
strong privacy notion: an observer obtaining all future outputs of the algorithm must in
essence learn almost nothing about the existence of any single input. Since its introduction,
this research area has received vast attention outside of graphs, including many recent works
(see e.g. [13, 50, 49, 41, 54, 55]).

Among the insertion-only continual release work, prior research has tackled classical
estimation problems [14, 50, 49], as well as heavy hitters-related problems [13, 35]. More
recent works tackle the fully dynamic continual release setting [54, 25, 40]. Particularly
relevant is [40], which shows hardness results for graph estimation in fully dynamic streams.
Our work contributes new hardness results in this new emerging area as well.

Most relevant to our paper is the literature on continual release algorithms in graphs [81,
40, 77, 56]. In this area, [77] studied graph statistics (degree distribution, subgraph counts,
etc.) on bounded-degree graphs. [40] focused on estimating a number of graph statistics like
maximum matching, triangle counting, and the density of the densest subgraph for both edge
and node privacy; they provide approximation guarantees in terms of the maximum degree in
the graph as well as lower bounds in insertion-only and fully dynamic streams. [56] explored
counting problems in graphs (counting edges, triangles, stars, connected components) for
node-privacy and where privacy must hold for arbitrary graphs (e.g., graphs with arbitrary
degrees). They give time-aware projection algorithms that can transform any continual
release algorithm that gives approximation guarantees for bounded degree graphs into a
truly private algorithm on nearly bounded degree graphs. Like in [56] for our algorithms
that assume a public bound, say on the stream arboricity, this bound affects only the
approximation guarantees but not the privacy claims, hence our algorithms satisfy their
notion of truly private [56].

Private Graph Algorithms. The private literature on graph algorithms includes a large body
of work on static graph algorithms (see e.g. [3, 10, 22, 21, 33, 58, 57, 60, 68, 71, 73, 72, 79] and
references therein). Aside from the problems we study, work in this area includes results on
preserving graph cuts [3], the stochastic block model recovery [15], graph clustering [12, 53],
and many other areas.

Our paper focuses on the pure, ε-DP setting. In this setting, there has been a variety
of recent works that we study for static graphs. The densest subgraph (DSG) problem
has been extensively studied in the non-private streaming context [9, 36, 64]. Our work
builds on the results of [36, 64], which show that edge sampling approximately preserves the
density of the densest subgraph. In the context of privacy, beyond the already cited work
of [40] that focused on density estimation only, all other works are in the static DP or LEDP
setting [70, 38, 21, 22, 20]. In the ε-DP setting, the best-known lower bound on the additive
error of the densest subgraph problem is Ω(

√
ε−1 log n) [38, 70]. Comparatively, the best

known upper bounds in the central ε-DP setting are the (2, O(ε−1 log n))-approximation [20],
(2+η, O(ε−1 log2 n))-approximate [22], and the (1+η, O(ε−1 log4 n))-approximation [21] upper
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bounds. In the ε-LEDP setting, the best known upper bounds are the (2 + η, O(η−1 log2 n))-
approximate [22] and O(2, O(ε−1 log n))-approximate [20] bounds. Our paper presents the
first continual release algorithm for releasing an actual approximate densest subgraph (as
opposed to estimating its density) in edge-private insertion-only streams.

Related to the densest subgraph problem is the k-core decomposition of the graph for
which some streaming results are known [37, 59, 76]. In the private setting, this problem has
been tackled by [21, 20, 48] where the best error bound achieved in both the central ε-DP
and ε-LEDP settings provide (1, O(ε−1 log n))-approximations of the core number [20]. This
is tight against the recently shown lower bound of Ω(ε−1 log n) [48]. In our paper, we provide
the first continual release algorithm for approximating the core number of nodes in a graph.

3.1 Concurrent Work
Recent concurrent work of [74] study edge-DP algorithms in the fully dynamic continual
release model. They give a number of upper and lower bounds for a variety of problems,
including triangle counting, connected component counting, maximum matching size, and
degree histogram. They consider event-level and item-level privacy. Event-level describes fully
dynamic neighboring streams where one update differs, while item-level describes neighboring
streams where all updates on a particular edge differ. Note that for insertion-only streams
with no duplicate insertions, both settings describe the same set of neighboring streams. They
give the first poly(T, n) error lower bounds for (ε, δ)-DP graph algorithms in continual release
for δ > 0; previous works only considered δ = 0 in their lower bounds. Their item-level upper
bounds are tight against their lower bounds, with additive error proportional to poly(T, n).

Our paper considers different problems (densest subgraph and k-core decomposition) and
focuses on designing algorithms with poly(log n) additive errors in insertion-only streams.
[74] focuses on fully dynamic streams which in general require additive O(poly(T, n)) error (as
demonstrated by [74] and our lower bounds in Section 8). Furthermore, our paper focuses on
the sublinear space setting and returning vertex subset solutions, two settings not discussed
in [74].

4 Preliminaries

We now introduce the notation we use in this paper as well as some definitions. Further
standard preliminaries are deferred to the full version [34].

4.1 Setting & Notation
A graph G = (V, E) consists of a set of vertices V and a set of edges E where edge {u, v} ∈ E

if and only if there is an edge between u ∈ V and v ∈ V . We write n := |V | and m := |E|.
We consider the insertion-only setting within the continual release model, where we

begin with an empty graph G0 = (V, E0) where E0 = ∅ and edge updates in the form of
{et,⊥} arrive in a stream at every timestep t ∈ [T ] where each non-empty edge is inserted
at most once. We are required to release an output for the problem of interest after every
(possibly empty) update. Our goal is to obtain algorithms that achieve sublinear space,
either in the number of edges õ(m) (note that T ≥ m as we allow for empty updates), or the
number of vertices õ(n). We assume T ≤ nc for some absolute constant c ≥ 1 to simplify our
presentation. If there are no empty edge updates then it is sufficient to consider c = 2.

Throughout the paper, we write η ∈ (0, 1] to denote a fixed multiplicative approximation
parameter. We assume η is a fixed constant that is ignored under asymptotic notation.
Constants used throughout the paper may depend on η.
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We use M to denote a mechanism, M(·) to denote the size of a maximum matching, and
µ to denote the mean of a random variable.

4.2 Continual Release
We use the phrasing of the below definitions as given in [56].

▶ Definition 5 (Graph Stream [56]). In the continual release model, a graph stream S ∈ ST

of length T is a T -element vector where the i-th element is an edge update ui = {v, w, insert}
indicating an edge insertion of edge {v, w}, ui = {v, w, delete} indicating an edge deletion of
edge {v, w}, or ⊥ (an empty operation).

We use Gt and Et to denote the graph induced by the set of set of updates in the stream
S up to and including update t. Now, we define neighboring streams as follows. Intuitively,
two graph streams are edge neighbors if one can be obtained from the other by removing one
edge update (replacing the edge update by an empty update in a single timestep).

▶ Definition 6 (Edge Neighboring Streams). Two streams of edge updates, S = [u1, . . . , uT ]
and S′ = [u′

1, . . . , u′
T ], are edge-neighboring if there exists exactly one timestamp t∗ ∈ [T ]

where ut∗ ̸= u′
t∗ and for all t ̸= t∗ ∈ [T ], it holds that ut = u′

t. Streams may contain any
number of empty updates, i.e. ut = ⊥. Without loss of generality, we assume for the updates
ut∗ and u′

t∗ that u′
t∗ = ⊥ and ut∗ = ±et∗ is an edge insertion or deletion.

The notion of neighboring streams leads to the following definition of an edge differentially
private algorithm.

▶ Definition 7 (Edge Differential Privacy). Let ε, δ ∈ (0, 1). An algorithm A(S) : ST → YT

that takes as input a graph stream S ∈ ST is said to be (ε, δ)-edge differentially private (DP)
if for any pair of edge-neighboring graph streams S, S′ that differ by 1 edge update and for
every T -sized vector of outcomes Y ⊆ Range(A), P [A(S) ∈ Y ] ≤ eε · P [A(S′) ∈ Y ] + δ.

When δ = 0, we say that A is ε-edge DP.

We now formalize the concepts of edge edit distance between streams and the concept of
stability under sparsification.

▶ Definition 8 (Edge Edit Distance). Given two streams S, S′ ∈ ST , the edge edit distance
between the two streams is the shortest chain of graph streams S0, S1, . . . , Sd where S0 = S

and Sd = S′ where every adjacent pair of streams in the chain are edge-neighboring. The
edge edit distance is d, the length of the chain.

An algorithm that takes as input a stream S and outputs a chosen set of updates from
the stream is stable if on edge-neighboring streams S and S′, there exists a coupling7 between
the randomness used in the algorithm on the inputs such that the edge distance between the
output streams is O(1).

4.3 Differential Privacy Tools
Here, we define the privacy tools commonly used in differential privacy in terms of the
continual release model. Throughout the paper, we use some standard privacy mechanisms
as building blocks (see [31] for a reference).

7 A coupling of random variables (X, Y ) is a joint distribution such that the marginal distributions
correspond to X, Y respectively.
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▶ Definition 9 (Global Sensitivity). The global sensitivity of a function f : D → Rd is defined
by ∆f = maxD,D′∈D,D∼D′ ∥f(D) − f(D′)∥1, where D ∼ D′ are neighboring datasets and
differ by an element.

▶ Definition 10 (Laplace Distribution). We say a random variable X is drawn from a Laplace
distribution with mean µ and scale b > 0 if the probability density function of X at x is
1
2b exp

(
− |x−µ|

b

)
. We use the notation X ∼ Lap(b) to denote that X is drawn from the

Laplace distribution with scale b and mean µ = 0.

The Laplace mechanism for f : X → R with global sensitivity σ adds Laplace noise to the
output of f with scale b = σ/ε before releasing.

▶ Proposition 11 ([31]). The Laplace mechanism is ε-DP.

▶ Theorem 12 (Adaptive Composition; [27, 26, 32]). A sequence of DP algorithms,
(A1, . . . ,Ak), with privacy parameters (ε1, . . . , εk) form at worst an (ε1 + · · ·+ εk)-DP al-
gorithm under adaptive composition (where the adversary can adaptively select algorithms
after seeing the output of previous algorithms).

▶ Theorem 13 (Group Privacy; Theorem 2.2 in [31]). Given an ε-edge (node) differentially
private algorithm, A, for all pairs of input streams S and S′, it holds that for all possible
outcomes Y ∈ Range(A), e−kε ≤ P[A(S′)∈Y ]

P[A(S)∈Y ] ≤ ekε where k is the edge (node) edit distance
between S and S′.

4.3.1 Sparse Vector Technique
Below, we define the sparse vector technique and give its privacy and approximation guarantees.
The sparse vector technique is used to answer above threshold queries where an above threshold
query checks whether the output of a function that operates on an input graph G exceeds a
threshold T .

We use the variant introduced by [62] and used by [40]. Let D be an arbitrary (graph)
dataset, (ft, τt) a sequence of (possibly adaptive) query-threshold pairs, ∆ an upper bound
on the maximum sensitivity of all queries ft, and an upper bound c on the maximum number
of queries to be answered “above”. Typically, the AboveThreshold algorithm stops running at
the first instance of the input exceeding the threshold, but we use the variant where the input
can exceed the threshold at most c times where c is a parameter passed into the function.

Throughout this paper, we use the class SVT(ε, ∆, c) (Algorithm 4.1) where ε is our
privacy parameter, ∆ is an upper bound on the maximum sensitivity of incoming queries,
and c is the maximum number of “above” queries we can make. The class provides a
ProcessQuery(query, threshold) function where query is the query to SVT and threshold

is the threshold that we wish to check whether the query exceeds.

▶ Theorem 14 (Theorem 2 in [62]). Algorithm 4.1 is ε-DP.

We remark that the version of SVT we employ (Algorithm 4.1) does not require us to
resample the noise for the thresholds (Line 4) after each query but we do need to resample
the noise (Line 9) for the queries after each query.

5 k-Core Decomposition

In this section, we introduce a semi-streaming sampling algorithm that preserves the k-cores
in an input graph G = (V, E) while ensuring privacy. Specifically, we have the following
theorem.
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Algorithm 4.1 Sparse Vector Technique.

1 Input: privacy budget ε, upper bound on query sensitivity ∆, maximum allowed
“above” answers c

2 Class SVT(ε, ∆, c)
3 ε1, ε2 ← ε/2

4 ρ← Lap(∆/ε1)
5 count← 0
6 Function ProcessQuery(ft(D), τt)
7 if count > c then
8 return “abort”
9 if ft(D) + Lap(2c∆/ε2) ≥ τt + ρ then

10 return “above”
11 count← count +1
12 else
13 return “below”

▶ Theorem 15 (Sublinear Space Private k-Core Decomposition). Fix η ∈ (0, 1]. There is an ε-
DP algorithm for the k-core decomposition problem in the continual release model for insertion-
only streams. At every t ∈ [T ], the algorithm returns a value for each vertex, such that every
value is a

(
2 + η, O

(
η−2ε−1 log3(n)

))
-approximation of the corresponding vertex’s true core

value, with probability 1− 1/ poly(n). The maximum space used is O
(
η−4ε−1n log5 n

)
, with

probability 1− 1/ poly(n).

Algorithm Intuition. First, we give some intuition. Our algorithm essentially performs
a sampling version of the classic peeling algorithm for k-core decomposition. The classic
peeling algorithm successively peels (removes) vertices with the minimum degree until all
vertices are removed from the graph. A core that is formed during the peeling process is
the induced subgraph consisting of the remaining vertices after a vertex is peeled and the
value of such a core is the minimum induced degree within the subgraph. The core number
for each vertex v is equal to the maximum valued core that v is a part of during any stage
of the peeling. A dynamic version of this algorithm can be obtained by maintaining a level
data structure where a vertex is moved up a level if its induced degree among vertices in the
same or higher levels is larger than a cutoff C. One can show that having O(log n) levels of
the structure and appropriately setting C among O(log n) duplicates of the structure gives a
(2 + η)-approximation of the core numbers of the nodes in the non-private, insertion-only
setting [78, 61, 21]. Our main innovation is a private and sparse level data structure.

When sparsifying the graph, we cannot simply take a uniform sample of the edges adjacent
to each vertex. An easy example to consider is a vertex v which is part of a 10-clique and
also adjacent to n/2 degree one vertices. A uniform sample of the edges adjacent to v will
most likely not discover the 9 edges connecting it to the 10-clique (for large n). We call
the edges connecting v to the 10-clique the set of important edges. Thus, we must take a
smarter sample of edges adjacent to v. To maintain a sparsified, sampling-based version of
the level data structure, we maintain samples of large enough size of the up-edges adjacent
to each vertex. The up-edges adjacent to each vertex are the edges connecting each vertex
to neighbors in the same or higher levels. Once we see enough sampled up-edges, we move
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the vertex up one level and continue sampling edges until we either reach the topmost level
or the vertex is adjacent to only a very small sample of up-edges. Such a sampling method
allows us to keep enough of the important edges which connect to other vertices in higher
valued cores.

Finally, to make the above algorithm differentially private, we use SVT to determine when
to move the vertex up a level. We show that although many vertices may move up levels,
we only lose privacy when the vertices that are adjacent to the edge that differs between
neighboring streams move up. Since our total number of levels and duplicates is bounded by
O(log2 n), the privacy loss from SVT is also bounded by O(log2 n).

Analysis. We provide the pseudocode and proof of Theorem 15 in the full version [34].

6 Densest Subgraph

In this section, we focus on the densest subgraph problem and provide the first differentially
private algorithm for densest subgraph in the continual release model using space sublinear
in the total number of edges in the graph.

▶ Theorem 16 (Sublinear Space Private Densest Subgraph). Fix η ∈ (0, 1]. There is an ε-edge
differentially private algorithm for the densest subgraph problem in the continual release model
for insertion-only streams. The algorithm returns a set of vertices whose induced subgraph is
a

(
2 + η, O(η−1ε−1 log2(n))

)
-approximation of the densest subgraph in Gt, with probability at

least 1− 1/ poly(n), for all t ∈ [T ]. The maximum space used is O
(
η−2ε−1n log2(n)

)
, with

probability at least 1− 1/ poly(n), for all t ∈ [T ].

We can also reduce the multiplicative error to (1 + η) at the cost of increasing the space
usage by a poly(log(n)) factor.

▶ Theorem 17 (Sublinear Space Private Densest Subgraph). Fix η ∈ (0, 1]. There exists
an ε-edge differentially private algorithm for the densest subgraph problem in the continual
release model for insertion-only streams. The algorithm returns a set of vertices whose induced
subgraph is a

(
1 + η, η−4ε−1 log5(n)

)
-approximation of the densest subgraph in Gt, with prob-

ability at least 1−1/ poly(n), for all t ∈ [T ]. The maximum space used is O
(
η−5ε−1n log5(n)

)
,

with probability at least 1− 1/ poly(n), for all t ∈ [T ].

Algorithm Intuition. We revise the algorithms of [64] and [36] to the insertion-only continual
release setting. On a high-level, our algorithm maintains a sample of edges over time and
releases a DP set of vertices by running a black-box DP densest subgraph algorithm on the
subgraph induced by the sample. At every timestep t ∈ [T ], an edge et is sampled with
probability p – the sampling probability is initialized to 1 as in the beginning we can afford
to store every edge. We privately check whether the number of edges seen so far exceeds
a certain threshold using a sparse vector technique (SVT) query and adjust the sampling
probability p accordingly. In order to avoid privacy loss that grows linearly in T , we do not
invoke the black-box DP densest subgraph algorithm at every timestep and instead invoke
it only if the current density of the sample exceeds a certain threshold using another SVT
query.

Analysis. The pseudocode and proof of Theorems 16 and 17 are deferred to the full
version [34].
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7 Maximum Matching

In this section we give an edge-DP algorithm for maximum matching that uses truly sublinear
space. We adapt the algorithm of [65] to obtain a private approximate maximum cardinality
algorithm in the continual release model using sublinear space in the number of vertices. As
in their algorithm, we assume that we are provided with a public upper bound α̃ on the
maximum arboricity α of the graph at any point in the stream.

The privacy of our algorithm is always guaranteed. However, we do not assume that α̃

is guaranteed to upper bound α. When α̃ ≥ α, our approximation guarantees hold with
high probability. Otherwise, our approximation guarantees do not necessarily hold. Note
that the same type of guarantee holds for the original non-private streaming algorithm [65]
where their utility guarantee is only given when their public estimate of α upper bounds the
maximum arboricity of the input. We prove the following result in this section.

▶ Theorem 18. Fix η ∈ (0, 1]. Given a public estimate α̃ of the maximum arboricity α over the
stream,8 There is an ε-edge DP algorithm for estimating the size of the maximum matching in
the continual release model for insertion-only streams. If α̃ ≥ α, then with probability at least
1− 1/ poly(n), our algorithm returns a

(
(1 + η)(2 + α̃), O(η−1ε−1 log2(n))

)
-approximation

of the size of the maximum matching at every timestamp. Moreover, our algorithm uses
O(η−2ε−1log2(n) log(α̃)) space with probability 1− 1/ poly(n).

Algorithm Intuition. We revise the algorithm of [65] to the insertion-only continual release
setting. On a high-level, [65] showed that the cardinality of a carefully chosen subset of edges
F ⊆ E is a good estimator for the size of the maximum matching for graphs of bounded
arboricity α. F is obtained from E by deleting edges e adjacent to a vertex v if more than α

other edges adjacent to v arrived after e. Then their algorithm maintains a small sample
S ⊆ F throughout the algorithm by down-sampling edges when the current sample exceeds
some threshold. Our algorithm follows a similar approach with two main adjustments to
satisfy privacy. First, we release powers of (1 + η) based on an SVT comparison against the
current value of the estimator. Second, the decision to down-sample is also based on an SVT
comparison against the threshold.

Analysis. The proof and pseudocode for Theorem 18 is deferred to the full version [34].

8 Lower Bounds for Fully Dynamic Streams

In this section, we establish lower bounds on the additive error of differentially private
algorithms for estimating the size of a maximum matching and the number of connected
components in the continual release model. Similar to the lower bound for counting distinct
elements in the continual release model [54], we reduce the problem of answering matching
queries and connected component queries to answering inner product queries. Then, we
leverage known lower bounds for the inner product problem [23, 28, 66, 19] to obtain our
lower bounds.

8 We can eliminate this assumption with an additional pass of the stream or notify the observer when the
utility guarantees no longer hold in the one-pass setting. See the full version [34].
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▶ Theorem 19. Fix ε ∈ (0, 1). If A is an ε-DP mechanism that answers maximum
matching queries on graphs with n vertices in the continual release model within addit-
ive error ζ with probability at least 0.99 for fully dynamic streams of length T , then
ζ = Ω

(
min

(√
n
ε , T 1/4

ε3/4 , n, T
))

. Moreover, we may assume the graph is bipartite, has max-
imum degree 2, and arboricity 1.

▶ Theorem 20. Fix ε ∈ (0, 1). If A is an ε-DP mechanism that answers connected
component queries on graphs with n vertices in the continual release model within ad-
ditive error ζ with probability at least 0.99 for fully dynamic streams of length T , then
ζ = Ω

(
min

(√
n
ε , T 1/4

ε3/4 , n, T
))

. Moreover, we may assume the graph is bipartite, has max-
imum degree 2, and arboricity 2.

The proofs of Theorems 19 and 20 are presented in the full version [34].

8.1 Further Graph Statistics
The underlying idea for the maximum matching and connected components lower bounds
(Theorem 19, Theorem 20) is that we can encode the bits of a secret database y ∈ {0, 1}n

within the structure of a sparse graph. Privately answering an inner product query on this
database then reduces to answering a “bitwise OR” query by the inclusion-exclusion principle.

It is not hard to see that this technique extends to k-edge-connected component queries,
k-vertex-connected component queries, and triangle counting queries for sparse graphs.

9 Conclusion & Future Work

In this paper, we initiated the study of low-space continual release algorithms for general
graph problems. Using techniques from the non-private graph sparsification literature, we
provided continual release algorithms for a variety of general graph problems that for the
first time, achieve nearly the same space and approximation guarantees of their non-private
streaming counterparts. The improved space bounds are especially relevant for enabling
computations on massive datasets, which are the core motivation of the field of online
streaming algorithms.

For our upper bounds, we focused on the insertion-only setting of continual release. As
the area of fully-dynamic algorithms in the continual release model is largely unexplored,
we believe that an interesting future research direction is closing the gap in our theoretical
understanding of this model. As observed in prior work, and hinted by our hardness
results, the fully dynamic setting is significantly harder in continual release, with even basic
graph problems requiring Ω(poly(n)) additive error for dynamic streams while admitting
Õ(poly(log(n))/ε) additive error in the insertion-only case. In this context, it would be
especially interesting to deepen our understanding of the interplay between the dynamicity
of the continual release setting (insertion-only vs fully-dynamic) and the space lower bounds
(as opposed to error lower bounds) imposed by privacy. This is an area that has only recently
received attention [24] and is an intriguing future direction to explore.
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