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—— Abstract
We study the problem of solving linear programs of the form Azxr < b, x > 0 with differential
privacy. For homogeneous LPs Az > 0, we give an efficient (¢, d)-differentially private algorithm
which with probability at least 1 — 8 finds in polynomial time a solution that satisfies all but

O(% log? %, /log %) constraints, for problems with margin po > 0. This improves the bound of

O(% log!® piopoly log(d, %, %)) by [Kaplan-Mansour-Moran-Stemmer-Tur, STOC ’25]. For general
LPs Az < b, x > 0 with potentially zero margin, we give an efficient (e, §)-differentially private
algorithm that w.h.p drops O(% log>® ¢4/log dU) constraints, where U is an upper bound for the
entries of A and b in absolute value. This improves the result by Kaplan et al. by at least a factor
of d®. Our techniques build upon privatizing a rescaling perceptron algorithm by [Hoberg-Rothvoss,

IPCO ’17] and a more refined iterative procedure for identifying equality constraints by Kaplan et al.
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1 Introduction

Linear programming is a fundamental tool for modeling and solving problems in computer
science. Consider the standard feasibility problem of finding € R? subject to Az < b,z > 0,
where the constraints Ax < b are input from users. The input can contain sensitive
information such as the users’ private health data or private transactions, which the users
may wish to be protected. For the algorithm designer, this is where differential privacy
proves its usefulness. Differential privacy protects sensitive information by requiring that the
algorithm must have approximately the same output upon receiving similar input.

The study of solving linear programs with differential privacy was initiated by [9] and
has subsequently been studied under different contexts along with other related problems.
Notably, privately solving linear programs is closely related to private learning of subspaces
and halfspaces, which are fundamental problems in learning theory. In particular, a line of
work by [3, 1, 11, 7, 2] showed reductions from learning halfspaces to the problem of finding
a point in a convex hull, which in turn can be solved via linear programing. This means that
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the existence of an efficient private solver for linear programs implies an upper bound for the
sample complexity of efficient private learners for halfspaces, and any improvement for the
former problem implies an improvement for the latter.

Imposing differential privacy when solving a linear program comes with the impossibility
to ensure all constraints are satisfied. Indeed, in the extreme case, the addition of one
more constraint can change the problem from feasible to infeasible. Therefore, to guarantee
differential privacy, it is required that a number of constraints must be dropped. It was known
(by folklore) that for a linear program whose feasible region is of positive volume, privatizing
the algorithm by [4] results in a solution that violates poly(d) constraints, where d is the
dimension of the problem. The recent work by [10] formalized this claim and generalized it
to all linear programs. Their algorithm, however, suffered from a high degree polynomial
dependence on d (at least d° dependence), whereas the lower bound (from learning theory)
is linear in d. Closing this gap remains a challenging open question.

In our work, we make progress in this direction, and propose new algorithms for solving
linear programs with differential privacy. Our algorithms are efficient and they achieve
significantly improved guarantees on the number of violated constraints.

1.1  QOur contribution

Our first contribution is a new algorithm for privately solving linear programs with positive
margin with guarantee stated in Theorem 1. Here the margin of the problem is the radius of
the largest ball that fits in the intersection of the feasible region and the unit ball, which we
define in Section 2.

» Theorem 1. Let €,0,3 > 0 be given an input. There exists an efficient (e, 0)-differentially
private algorithm for finding a feasible solution to the linear program Ax > 0, x # 0 such
that whenever the margin of the system is at least py, with probability at least 1 — 3, the

algorithm outputs a solution x that satisfies all but O (% log p%) log? %) constraints.

In terms of the dependence on the dimension d, our algorithm significantly improves over
the prior work by [10], which drops O (d5 log!® piopoly log (d, %7 %)) constraints.

For general linear programs with potentially zero margin, we give an iterative private
algorithm with the following guarantee.

» Theorem 2. Let €,0,3 > 0 be given an input. There exists an efficient (e, 0)-differentially
private algorithm for finding a feasible solution to the linear program Az < b; x > 0 with
integer entries such that with probability at least 1 — (8 + 9), the algorithm outputs a solution

x that satisfies all but O (%y/log dU log?® %) constraints, where U is an upper bound on
the absolute values of the entries in A and b.

The algorithm by [10] requires to drop O(d®) constraints to guarantee privacy. To improve
this, one can use the algorithm from Theorem 1 as a subroutine in the algorithm by [10] to
reduce to the number of dropped constraints to O(d®). Our algorithm with a more refined
analysis goes one step further to remove another factor d and achieves O(d4) dependence.
Our bound is a significant improvement towards the lower bound §2(d).

1.2  Our techniques

Our technique for showing Theorem 1 is based on privatizing a rescaling perceptron algorithm
for solving linear programs of the form Ax > 0,2 # 0 with positive margin. Instead of using
the algorithm by [4] as in [10], we develop an algorithm based on the work of [8].
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A rescaling perceptron algorithm consists of two phases: the Perceptron Phase to find a
new solution and the Rescaling Phase to find a direction to rescale the input. To privatize
the Perceptron Phase, the algorithm of [10] uses the NoisyAvg mechanism by [13] to construct
a noisy average of the constraints that are violated by the current solution, and then updates
the solution in the same direction. In the Rescaling Phase, the non-private algorithm by [4]
and the privatized version by [10] use another perceptron-style procedure to find a rescaling
direction. This approach requires O(dz) updates and each call to the Rescaling Phase requires
to drop O(d*®) constraints.

The main difference between our work and [10] lies in the rescaling phase. We use the
following technique by [14] and [8]. During the perceptron phase, the algorithm maintains a

weight vector A for tracking which constraints are violated by the solution in each iteration.

Using a random Gaussian vector, the algorithm produces a rescaling direction by a convex
combination weighted by A of the rows satisfied by the random vector. [14] and [8] show
that with a constant probability, rescaling the input matrix along that direction increases
the volume of the feasible region inside the unit ball by a constant factor.

The benefit of using the weight vector to rescale is that, since we only need O(log %) steps
to boost the success probability, the amount of noise needed to make this phase private is
much smaller. Further, we can keep all constraints around until we find a good solution and
only discard constraints once at the end of the algorithm. We discard only O(d?) constraints
in total.

For general linear programs with potentially zero margin, we use the standard technique
of adding a small perturbation to the constraints that does not change the feasibility of
the problem. This perturbation increases the problem margin and allows the application
of the private perceptron algorithm. Similar to [10], our algorithm iteratively identifies
tight (equality) constraints in the LP, privatizes these equality constraints and uses them
to eliminate variables. The approach by [10] needs to account for the blow-up of the input

entries after performing the variable elimination steps, which can quickly diminish the margin.

The cost of this shows up as an extra factor d in the number of dropped constraints. By

contrast, our algorithm always returns to the initial LP after identifying tight constraints.

We show that in this way the margin reduces at a slower rate, saving the factor d.

1.3 Related work

Rescaling Perceptron algorithms. To find a solution = # 0 that satisfies Az > 0, one can
use the classic perceptron algorithm which convergences after at most 1/p? iterations on
problems with positive margin p, where the margin is the radius of the largest ball that fits in
the intersection of the feasible region and the unit ball. [4] show a modification of the classic
algorithm with an additional rescaling procedure that runs in time O(nd4 log %), for problems
with p > 0. The rescaling procedure by [4] is another variant of the perceptron algorithm
which finds a rescaling direction by moving a random unit vector along the direction of a
violated constraint. Subsequent works by [14, 8] explore different rescaling operations. In
particular, our work relies on the technique by [8] in which the rescaling direction is found
by a convex combination of rows whose corresponding constraints are satisfied by a random
Gaussian vector.

Solving linear programs with privacy. Solving linear programs with differential privacy has
been the focus of several prior works. Under various notions of neighboring inputs (such
as input differing by a row or a column), [9] give algorithms that approximately satisfy
most constraints. [12] show an algorithm that satisfy most constraints exactly, but only
considering neighboring inputs to be differing on the right hand side scalars. [11] provide an
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algorithm to solve the general feasibility problem Ax > b, but requires a running time that
is exponential in the dimension. Most relevant for our work is the work of [10], which studies
the same setting. We provide a detailed comparison of the results and techniques in sections
1.1 and 1.2.

Beyond solving linear programs. Solving linear programs is closely related to private
learning subspaces and halfspaces [3]. [1] show a reduction from learning halfspaces to the
problem of finding a point in the convex hull, where an efficient algorithm for the latter
problem implies an upper bound for the sample complexity of efficient algorithms for the
former. Subsequent works by [11, 7, 2] have targeted this question. [10] build techniques
for solving this problem via privately solving LPs and achieve the first algorithm that has
polynomial dependence on the dimension and polylogarithmic dependence on the domain
size. Our algorithm can be used as a subroutine to improve the runtime of the algorithm
by [10].

2 Preliminaries

Notation. We let [|-||; be the ¢;-norm and |[-||, be the f;-norm. When it is clear from
context, ||-|| also denotes the fonorm. For a matrix A, we denote by a; the i-th row of A.
For a vector a, we let @ be the normalized vector @ = m We also use A to denote the
matrix A with normalized rows. We denote by Lap(b) the Laplace distribution with density
f(@) =% exp(—%); N(0,0?%) the Gaussian distribution with mean zero and variance o2
and N(0,0%1) the multivariate Gaussian distribution with mean zero and covariance o21.

The dimension will be clear from context.

Linear programs. We consider the problem of finding a feasible solution to a linear program
in general standard form Az < b,z > 0, where A has dimension n x d, b is a vector of
dimension n and the entries of A and b are integers. Following [4], we refer to the problem
of finding a solution satisfying Az > 0, x # 0 as a homogeneous LP. A homogeneous LP
Az > 0,z # 0 is characterized by a quantity p(A), namely, the margin (or roundness)
parameter, given as
(A) = \|gﬁ?}§(1 min (@i, x) .

Geometrically, p(A) is the radius of a ball that fits into the intersection between the
feasible region and the unit ball. The classic perceptron algorithm for LPs with p(A) > 0
converges with 1/p(A)? iterations. Rescaling algorithms such as [4, 14, 8] have total runtime

poly(n,d)log1/p(A).

Homogenization. [4] give a simple reduction (called homogenization) from a general LP

—Alb ] and
1

x = (x| z9)'. We refer to the homogeneous LP constructed via this reduction as the

homogenized LP.

Ax < b,z > 0 to a homogeneous LP A’x > 0, z # 0 by setting A’ = [

T

Differential privacy. We use the notation (A, b) as shorthand for the LP Az < b,z > 0. We
say that two LPs (A, b) and (A’, V') are neighbors is they differ by only one constraint (one LP
has an extra constraint). A randomized algorithm A is said to be (¢, §)-differentially private
(DP) if for all neighboring LPs (4,b) and (A’,b') and every subset of possible outcomes O,

Pr[A(A,b) € O] < e Pr[A(A,b) € O] +6.
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In the case 6 = 0, we say the algorithm is e-DP. Two commonly used mechanisms for
achieving differential privacy are the Laplace mechanism and the Gaussian mechanism. Let
f be a function whose output has dimension d. We say f has ¢; sensitivity k if on any two
neighboring inputs x and 2/, || f(z) — f(2’)||; < k, and f has {5 sensitivity & if on any two
neighboring inputs « and 2/, || f(z) — f(2')||5 < k.

» Theorem 3 (Laplace mechanism [6]). Let f be a function of €1 sensitivity k. The mechanism
A that on an input x adds independently generated noise with the Laplace distribution Lap(%)
to each of the d coordinates of f(x) is e-DP.

» Theorem 4 (Gaussian mechanism [5]). Let f be a function of ly sensitivity k. The
mechanism A that on an input x adds noise generated with the Gaussian distribution N (0, o)

where o > £, /2In 2 to each of the d coordinates of f(z) is (e, 8)-DP.

3 Private Perceptron Algorithm for Positive Margin LPs

3.1 Algorithm

Algorithm 1 Private Perceptron.

: Input: Matrix A € R™*¢, parameters po, €, §, 8
:Let B=1
: fortzl...T:O(dlog%):
Run ¢ < PrivatePerceptronEpoch(A4; ¢, d, B)
if ¢ is a solution:

return Be
else if ¢ is a rescaling direction:

A« A(I-4e-e"); B« (I-
else:

abort; return L

6-ET)B

© PSRN

—_
= O

: return L

Algorithm 2 PrivatePerceptronEpoch(A, ¢, §, 3).

1: 2™ =(0,...,0) e R?
2: AW =(0,...,0) e R"
AT 4000 log Z
3 =0 (@10g145 %)7 o2 = 81;5626 , 02 = d2582y‘2 log 6og B
4: fort =1...T = ©(d?): Perceptron Phase
5 59 = (i) (@5) <0}, m® = |50
. S0 = ® 1) _ 11pg 200071085 1o o (0) ion ()
6: Let m'Y =m'"” 4 Lap (;) — ¢ log ———=. If m*” < v then return solution z'*.
7: u® = 53 s @, 0 = u® 4 9 where n® ~ N(0,0°1)
g gD D0 o®
9: )\Et'H) = )\Eﬂ + m%t) for all i € S® A®) are kept private
10: Let X = 2
11: for s =1,...,1000log %: Rescaling Phase
12: Take a gaussian vector ¢g'* ~ N(0, I) and compute PG = {z : <Ei,g(s)> > 0}
13: Let c®) = Y iep(s Xi@; and ¢ = Y iep( Xi@; + ) where v(*) ~ N(0,0%1)
14: if ||/c\(s) > 16%, return &®
15: Output L

65:5
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We describe our Private Perceptron algorithm in Algorithm 1. Given a matrix A € R"*¢,
margin parameter pg, privacy parameters €,9, and failure probability 3, the algorithm
runs at most 7 = O(dlog pio) and makes calls to PrivatePerceptronEpoch procedure given in
Algorithm 2. Algorithm 2 has three possible outcomes. If it outputs a solution, Algorithm 1
terminates and returns this solution with a suitable rescaling. If it outputs a rescaling
direction, Algorithm 1 rescales the input matrix A and repeats. Otherwise, Algorithm 1
terminates and returns L.

Our main novel contribution lies in Algorithm 2. This algorithm consists of two phases:
the Perceptron Phase in which the algorithm attempts to find a solution to the LP and the
Rescaling Phase in which the algorithm finds a good direction to rescale the input if the
solution from the Perceptron Phase is not satisfactory. In each phase, we add maintain the
privacy by adding appropriate noise. During the Perceptron Phase, the algorithm maintains
a solution and updates it along the direction of a noisy average of the violated constraints.
The algorithm also maintains a weight vector A(*) which picks up the constraints violated
by the current solution. We keep A(®) private, and use the average value X to determine the
rescaling direction. To determine the rescaling direction, during the Rescaling Phase, the
algorithm takes a random gaussian vector and computes a noisy sum of all rows satisfied
by this vector weighted by A. We will show that with a constant probability, this noisy
sum provides a good rescaling direction, and the algorithm repeats the process a number of
iterations to boost the success probability.

In the next subsections, we show the privacy and utility guarantees of our algorithm.

3.2 Privacy analysis

Throughout, we let (A,b) and (A’,b") be two neighboring LPs. The corresponding computed
terms in Algorithm 2 for (A’,b’) are denoted with the extra prime symbol (for example, S
and S®)7).

» Proposition 5. Algorithm 1 is (¢/,6')-DP for € = 2d®log pier + \/2d3e2 log pio log + and
5 = (d+1)s.

To show this Proposition, we show the following lemmas.
» Lemma 6. Fach iteration of the Perceptron Phase is (e, %)—DP.

The following claim follows similarly to the proof of the NoisyAvg algorithm by [13]. We
include the proof in the appendix.

> Claim 7. For all t € [T], m(*) has ¢, sensitivity 1, and u(*) has ¢ sensitivity %

Proof of Lemma 6. For the purpose of analysis, in each iteration of the Perceptron Phase,
we define the output of the algorithm to be either the solution z(*) or the new update vector
a®). Let O, 0’ be the outputs of the iteration on (A,b) and (A, b’) respectively, and let F
be an arbitrary subset of R?. First, due the the privacy of the Laplace mechanism,

Pr {O = x(t)] =Pr [m@ < 1/} < ePr {’r/fl(t)/ < I/] =e“Pr [O’ = x(t)]

Next, consider the case where the output is an update vector a("). If m®) < v:

Pr {O = ﬂ(t)] <Pr [ﬁl(t) > m(t)] < Pr {Lap (1> > 1log 2T] < i
€

€ 5 2T
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810g%

(77l<t))2€2

If m® > v, then 02 > , and due to the privacy of the Gaussian mechanism,

5
Pr[oza@)Aa(t)eF]gﬁHepr 0'=a<t>m<t>eF] <

» Lemma 8. FEach iteration of the Rescaling Phase is (de, m)-DP.

To show this lemma, first, we show the sensitivity of ¢(*) in the following claim, whose proof
is deferred to the appendix.

> Claim 9. Let m = min,¢p m(®). The fy sensitivity of ¢(*) is %

Proof of Lemma 8. If m < v, the Rescaling Phase only happens when for all ¢t € [T7,
m(®) > v. Hence, for any set of outcomes F C R%, by union bound

Pr [Rescaling happens AG € F] < Pr [m“) SVt e T} < Pr [m“) > m,Vit € T}

1 1 20007 log % )
< P [A“) W] < Pr|Lap (=) > =1 bl < .
< 2 Pr|at>m@f s ) Pritep (L) > los——— | < o
te[T) te[T) 8

. . 4000 log = .
Next, consider the case m > v. Since 62 > d2682V2 log 5Og £ by the privacy guarantee of

the Gaussian mechanism

1
Prlce F] < ——— +e™Pr[d € F].
rlce ]_200010g%+e r[c € F) <

Proof of Proposition 5. The algorithm is (¢, §’)-DP, following directly from advanced com-
position. <

3.3 Utility analysis

To analyze the runtime and utility of Algorithm 1 we let B be the unit ball and P be
the feasible region defined by Az > 0. We will show the following proposition about the
guarantee on the output of Algorithm 1.

» Proposition 10. With probability at least 1 — 53, Algorithm 1 outputs a solution x that
satisfies all but O (@ log!® %) constraints.

We outline the proof of Proposition 10. First, if in an iteration, Algorithm 1 finds a solution
outputted by Algorithm 2, we show that this solution must be correct with probability
>1-5.

» Lemma 11. If Algorithm 2 terminates in the Perceptron Phase and outputs a solution x,
then with probability at least 1 — 3, x satisfies all but O (@ log!® %) constraints.

If Algorithm 1 finds a rescaling vector ¢ by the output of Algorithm 2, we show that the
volume of the feasible region inside the unit ball is increased by a constant factor with high
probability. To start with, assuming the initial margin parameter is at least pg, [14] give a
lower bound on the volume of the initial feasible region inside the unit ball:

» Lemma 12 (Lemma 3 [14]). Suppose max,cpnp min; (a;,x) > po then vol(PNB) =
Q (pg) vol(B).

65:7
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Note that the rescaling operation A «+ A (I — %E . ET) is equivalent to a linear map F : R —
R such that, F,(c) = 2c and F, (z) = x for all zLc. [8] show the following lemma.

» Lemma 13 (Lemma 4 [14]). Suppose that c satisfies ﬁmaxxepmg (c,x) < 3\/3, then
vol (F(P)NB) > 1.02 - vol (P N B).

Next, we show that the rescaling vector ¢ outputted by Algorithm 2 satisfies the condition of
Lemma 13 with high probability.

» Lemma 14. If Algorithm 2 does not return a solution, then with probability at least 1 — g,
it outputs a rescaling vector c that satisfies ﬁ maxzepng (¢, x) < ﬁ.

Equipped with Lemma 11 - 14, we are now ready prove Proposition 10.

Proof of Proposition 10. The algorithm fails if either it outputs a solution that does not

satisfy more than ) (‘[ logh® & ) constraints, or it fails to output a rescaling vector that

satisfies the condition of Lemma 13. This happens with probability at most 8+ 7 - 4ﬁ = 50.
Otherwise, in each iteration, either the algorithm outputs a satisfactory solutlon or the
volume of the feasible region inside the unit ball is increased by a factor at least 1.02, by Lemma

13. Therefore, by Lemma 12, the algorithm stops after O (log p%) =0 (d log pio) <
0
The remaining work is to prove Lemmas 11 and 14.

Proof of Lemma 11. If Algorithm 2 terminates in iteration ¢ of the Perceptron Phase, we
have m® < v where v = O (‘[ logh® & ) That is

20007 log +
m® < v —Lap (1> + llogfgﬁ
€ €

Here, m(®) is the number of constraints not satisfied by the solution, and we have

1 log &
Lap<><— 5]<ﬂ. <
€ €

To show Lemma 14 we start with the following claim:

logt 1 20007 log +
—f 4= log -5
€ € 0

Pr [m(t) > v+ <Pr

> Claim 15. Pr[|lz®| <10Vt vt <T] >1- 22
To show Claim 15, we use the following facts about Gaussian random variables.

» Fact 16. If X ~ N(0,0?) then fora >0, Pr[X > oa] < exp (—a?/2). If X ~ N(0,0%I) €
R? then for u € RY, (u, X) follows N(0,02|ul®) and %

0'2‘

tion with d degrees of freedom. Furthermore, for a > 0, Pr [ HX|| > d+2vVda+ 2a
exp (—a).

| X||* follows x-squared distribu-

Proof of Claim 15. We give an outline of this proof. First, notice that, by the update of z(*),
we have with high probability (proof will follow):

oo < 0] +240%) +2

Then, the main task is to bound 3, (z(*),n(*)). However, 2(*) is not a bounded variable,
so we cannot directly apply concentration inequalities. Instead, we will define a bounded



A. Ene, H. Le Nguyen, T.D. Nguyen, and A. Vladu 65:9

sequence (Y (*)) that behaves like ((z(*), n(*)}) and proceed to bound 22:1 Y (®). Finally, we
will show that with high probability (Y (*)) behaves like ((2(*),7(*))) and from there we can
bound [|z(*].

For each iteration ¢ of Algorithm 2, consider the following event, called M, that both of the

following happen: 1)<u(t),77(t)> <o, /210g 20T <53 1 and 2 ||77(75 H < 5J2d10g 2T < @ <
B

1. Since u(?) is the average of unit length vectors, |[u®]| < 1. Then because n(t) N(0,0%1),

(u®,n®) follows a N(0,x?) with x? < ¢ (Fact 16). Additionally, % Hr](t)H follows a

x-squared distribution with d degrees of freedom (Fact 16). Therefore, by Fact 16,
27T 2T
Pr(M,]>1- (Pr [<u<t>,n(t>> > 0y [2log == 5| P [Hnu)H > 5o2dlog BT:|>
g
>1-
Tr'

We define the following random variable:

v {<z(t),77(t)> if N_, M, happens and ||x(t)H < 10Vt

0 otherwise

Due to the symmetry of n*), E [Y(t) | .7-},1} = 0. If n_, M; happens and Hm(t)H < 10/t we
have

t
VO] = [{a )] < o] o] < 10
‘ n - n - IOg 2TT

Then (Y(t)) forms a bounded martingale difference sequence. By Azuma’s inequality,for all ¢

t

40t)?

>y 24075] <2exp | — (401)
s=1 22221 ( 2T7—>
1600¢2 log 2L 8

3

<2 T B ) < 2
= exP( 800¢2 ) =T

Thus by union bound we have with probability 1 —23/7, M; happens and ’Zi:l Y(S)‘ < 40t,

for all ¢, simultaneously. When this happens we show by induction that Hx(t) || < 10v/t. This
is true for t = 1. Suppose that we have Hx(S)H < 104/s for all s <t. We have

Hx<t+1>H2 _ ”xu) a4 n(“HQ
2 2 2
< o () 3 a0 0

< me ? 19 <x(t),77(t)> Y

where in the last inequality, conditioned on M;, we have ||17(t)H2 <1and (u® n®) < 1.
Since u® = # > ies® Gi, and S — {i e [n], <Ei,f(t)> < 0}, we have ||u(t)||2 < 1 and
<x(t), u(t)> < 0. Continuing expanding this recursion, we have

t
+2 3" (2,9} + 3t

s=1

Jotof < Ja

=0

APPROX/RANDOM 2025



65:10

Solving Linear Programs with Differential Privacy

Due to the induction hypothesis Hx(s H < 10+/s for all s < t, and M, happens for all ¢ we have
then V() = (2(+) n(*)) for all s < t. It follows that 23, (2 () < 25" V() < 4ot
Therefore

2
Hx““)H <240t + 3t < 100( + 1). q

> Claim 17. With probability at least 1 — 3ﬁ H)\AH < 11 , where for convenience we define
M = diag()\)A and diag()) is the diagonal matrlx obtalned from .

Proof. First, with probability at least 1 — = We have HZ M (s)

< 502leog <T. By
2

Claim 15 and union bound, we have, with probability at least 1 — ==
and Hx H < 10v/T. We have that

( 2D A(t)) A=u® = 5O _ p® = g+ _ 40 _ )

HenceA(MA = z(T) — 23;11 n®. Thus [[ATVA]| < ||| + HZS 1 n(T)H < 11VT. The

(T)

claim follows due to \ = AT <

> Clalm 18. Condltloned on H/\AH < 11 , with probability at least 10™2, we have H’c\(q)H >

16\/@, in which case Hc<s)|| MaXyepnB <’c‘( ),x> < ﬁ.

In order to prove Claim 18, we need Lemma 6 from [8].

» Lemma 19 (Lemma 6 [8]). Let A € R™ > 0 and A € R"*? be such that Y, \; = 1 and
|A;|| = 1. Take a random gaussian vector g ~ N(O I) e R? and let J = {i: (A;,g) > 0}.
With probability at least 5 - 1073, ||ZZ€J AiA; || > 4fd

Proof. For simplicity, we drop the superscript s. The proof follows similarly to [8]; however,
we need to take into account the noise component . Since v ~ N (0,921) with 2 =

dzeszyz log 4000;% 5 <0 <d-‘5101gT<’>’ 9% ||’y||2 follows a y-squared distribution of d degrees of
freedom (Fact 16). By Fact 16, for sufficiently large constant in v, Pr [||’y|| < 16fd} >1 —g
Further, by Lemma 19, with probablhty >5-1072 we have HZ ep A alH > 4\ﬁ

The two events: sze pAi az|| > F and [[v]] < 15 f - are independent. With probability

at least (1 — ;) -5-1073 > 1073, both events happen. Then,

Joll = | SR 4| = |5 R ol = § |3 o = =
i€EP i€EP i€EP md
To complete the proof, we now show that, conditioned on the two events ||Zz6 p XiG; H > \/ﬁ
1 : 1 2 : =
and ||| < m happening, we have WmaXIe’PﬁB <E(s),x> < ENGE Since ||¢|| > 6@

and [v]| < mfd < 3 l[@ll, we have |3 p Aitisl| > [l — vl = and || p A | <

2l + lIvll < 5 lI€ll. This gives us

1
8Vmd
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1 1 -
— C,r) = — Ail; )
T o, (&) = o max, <; %Y “””>

4 - 16v/md
< ——— max A, T ) + V[l [l
3|3 e p Aitti]| w€PNB <; > 3

4 M4 16vrd 1
<3 = +

3 ||ZieP )‘iaiH 3 16ymd
<4~11.8\/7ralJr 1 2

= 3T 3vd = 3Vd

_1

The third inequality is due to ||| < o

for x € P, we also have

max <; /\iai,x> < max <Z€z[;t] Aiai,x> < max <z€z:[n} /\iai,l‘> = [|A4]

The last inequality holds for large enough T = ©(d?). <

and ||z|| < 1 since 2 € B. Besides, since Az >0

)

Proof of Lemma 14. The proof of Lemma 14 follows immediately from Claims 17 and 18
when we repeat O(log ) times in the for-loop (Line 11 of Algorithm 2). <

3.4 Putting it all together

Proof of Theorem 1. Theorem 1 follows from Propositions 5 and 10 where we set § + g

1
and€:® =1 —a |- <
( d310gplolog§)

4  When the LP is Not Fully Dimensional

Algorithm 1 can only guarantee the number of dropped constraints is O(dQ) when the LP has
a strictly positive margin. In case the LP has zero margin, i.e, tight (equality) constraints, we
can use a standard perturbation technique to create a margin without changing the feasibility
of the problem. However, the challenge is to output a solution that satisfies the original
constraints. The main idea to handle this case, due to [10], is to iteratively identify tight
constraints based on the following observation. An LP with integer entries bounded by U in
the absolute value has the same feasibility as that of a relaxed LP with n = W
slackness added to each constraint and, if a solution to the relaxed LP violates a constraint
in the initial LP, that constraint must be tight. This suggests that we can solve the relaxed
LP which has a positive margin, then identify tight constraints and recurse at most d times
(we can stop after identifying d linearly independent tight constraints).

Our improvement over the algorithm of [10] is two-fold. First, we use Algorithm 1
as the solver in each iteration, which improves the number of dropped constraints from

O(d—; log'?® p%) to O (d—:, /log p%) log? /3%)' Second, we avoid the fast decrease of the margin

during the course of the algorithm, which saves another factor d.
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4.1 Synthetic systems of linear equations

During its course, the algorithm needs to identify the set of tight constraints and privatize
them for the subsequent use. To this end, we will use the algorithm from [10] for privately
generating (or sanitizing) synthetic systems of linear equations, stated in the following result.

» Theorem 20 (Theorem C [10]). There exists an (e,8)-DP algorithm such that for any
system of linear equations I, with probability at least 1 — J, the algorithm outputs a system
of linear equations O which satisfies

1. Any solution to T is a solution to O, and

2. Each solution to O satisfies all but O (% log %) equations in I.

Note that for the analysis we also use the fact that this algorithm first privately selects a
set of tight constraints in the original LP, then outputs a canonical basis for the subspace
defined by these tight constraints.

4.2 Algorithm

The algorithm is as follows. The algorithm runs at most d iterations. In each iteration, the
algorithm solves the LP Az < b+ nl with a set F of sanitized equality constraints that were
identified in previous iterations. First, the algorithm selects k = |E| independent columns
in E to eliminate k variables then solves the LP without equality constraints using the
Algorithm 1 (after homogenizing the LP via the reduction from Section 2). The algorithm
terminates if it has found d tight constraints or if the number of constraints violated by the
solution is small. Otherwise, the algorithm sanitizes the set of constraints violated by the
solution and adds them to E then recurses. Our algorithm is described in Algorithm 3.

Algorithm 3 Private solver for Az <b.

1: Input A, b whose entries are integers bounded by U in absolute value, ¢, d, 8
2 Let 1 = garasmoyet £ =1
3: Let E = 0 be the set of tight (equality) constraints
4: fort=1,...,d:
5: Use k = |E| independent columns in E to eliminate k variables of Az < b+ nl and
use PrivatePerceptron to solve with margin parameter p, obtain solution z®
6: Let J1 be the subset of constraints j such that <a]-, a:(t)> < b; and J2 be the subset
of constraints j such that b; < <aj,w(t)> <bj+n
7: if |.Jo| + Lap (1) < % +log + return 2
8: else:
9: Let Cxz = g be the system obtained by sanitizing Aj,x = by, and let s be its
dimension
10: if s=d or |J1| + Lap (%) < % log? % log% + log %, return a solution of
Cr=g
11: else:
12: E+ EU{Czx=g}; A+ A5 ; b+ by
13: return L

4.3 Analysis
For the privacy guarantee, we have the following lemma.
» Proposition 21. The algorithm is (¢ ,8')-DP for ¢ = 3de?® + ,/3de?log 5; 6’ = (3d + 1)4.

Proof. This comes directly from advanced composition over d iterations, each of which uses
three (e, d) private mechanisms. <
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Next, for the utility guarantee, we first show that during the iterations, the entries of the
LP (after variable elimination) does not blow up by a factor more than U? and thereby, we
can lower bound the margin of the relaxed LP.

» Lemma 22. For each step t of Algorithm 3, consider the LP Ax <b, x > 0 with the entries
of A, b bounded by U in the absolute value and let E be the set of k equality constraints Cx = g
where C' has rank k. We can use k independent columns in C' and Gaussian elimination
to eliminate k variables to obtain an LP Ax < 5, x > 0 with integer entries and d — k
variables such that the entries of A,b are bounded by k2(k — DU, Furthermore, if the
LP {Az < b;Cx = g,x > 0} is feasible then the LP resulting from the same elimination from
{Ax <b+nl;Cx = g,z > 0} has margin parameter p; > W.

Proof. See Appendix. <

Equipped with Lemma 22, we can show the bound for the number of dropped constraints.

» Proposition 23. With probability at least 1 — d(8+ 0), Algorithm 3 outputs a solution that
satisfies all but O(@ log® B% log(dU)) constraints.

Proof. See Appendix. <

4.4 Proof of Theorem 2

Proof. The proof of Theorem 2 follows from Propositions 21 and 23 where we select § < g,

1 B
eeﬂ\/@andﬁed. <
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A Missing Proofs from Section 3

A.1 From Section 3.2

As a reminder, we let (A,b) and (A’, b") be the neighboring LPs. The corresponding computed
terms in Algorithm 2 for V' are denoted with the extra prime symbol (for example, S and
S).

Proof of Claim 7. Fix two neighboring LPs V and V’. Suppose V'’ has one extra constraint.
S®! can have at most one more constraint so it is immediate that m(*) has ¢ sensitivity 1.
We consider the case S(Y)’ has one extra constraint @,

1 a 1
) _ 07 _ = | _ =
v @ 2 T T T T 2
i€ St i€ S (t)
Zies(t) a; a

m®(m® +1)  m® +1°
Then by triangle inequality

C Sesolml | gal 2
- m® (m(t) + ]_) m® +1 m® +1 = m®-°

Huu) EOY

When V' has one less constraint, we proceed similarly.

W _ o[ @ 1 I D o S Diesw Qi a
W= St 2 <m<t>_1z‘“ = OO 1) T m@
eSS €S

Then by triangle inequality

2iesw @l lal _ 2

S mOmO —1) T m® @ b

Hua) EOY

Claim 9. For simplicity, we drop the superscript s for iteration s. Consider the case where
V' and P’ have one extra constraint ay. For all ¢ € [T, for i # k we have

1 1 1 PUOREISNL
1 < T

(t) /() o _
<\ . < = < .
0< A A S m®  m®+1  q® (m(t) + 1) “m T om
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Hence |\; i < )\E Besides, we also have A, < % For coordinate j,
, - —_ — _ —
¢j == Nti;— Y Nflij — Nl = ij = N -
icP icP

zGP

Then, to compute the 5 sensitivity of ¢, we take Zj (cj - )2.

2
Z (ej—¢)" = Z Z (Xi - Xi) @i~ Nlin
J J 1€P\“>6—/
2
Z (Z ()‘ —Ai ) ‘aw|+/\k |ak3|>
Jj  \i€P
Z( Z)\a”|+akj|>
J i€eP
2 n _ 2 9
< sz: <;)\l [a; ; > +sz:|6k,j 2
Jensen inequality: ZiXi:1 =1
2 _ 2 2 = 2 4
< WZZ/\l @41 + i EZ)\Z‘Z |6i,j|2+m =5
J ? 7

=1
Similarly, consider the case where V' and P have one extra constraint ay compared with the
neighbor V'. For all ¢ € [T], for i # k we have

1 1 1 pUL)
< NO B < _ — <4
0<A A s m® =1 m® ~ m® (m® —1) = m®

Hence |);

~/ X . ~ . .
;| < =L, Besides, we also have A\ < L For coordinate J
m m

— —/ — ~ ~/ ~
Cj — C;- = Z )\iﬁm- — Z )\idm -+ )\kﬁkﬁj = Z ()\1 — Az) Ei,j -+ )\kdk,j.

i€eP’ i€P’

1€P’
Then
2
—y — _
> (4 =2 | X ()‘z' - Ai) @ij + Akl
J J 1€ P! N~ —
>0
2
—r _
<5 (3 (%) ot R
J i€P’
1 2
<5 (5 mrs L)
7 ep’
n 2
< 2 - 2 _ 2
< mﬁz Z;)\i @51 +W2|ak;j
J 1= 7
—_———
Jensen inequality: Zix/izl =1
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2 — 9 2 2 _ o 2 4

——
=1

B  Missing Proofs from Section 4

Proof of Lemma 22. Recall that the equality constraint Cz = g is obtained from sanitizing
a set of equality constraints with the entries bounded by U in the absolute value. In particular,
there is a set of tight constraints A’z = b’ in the original LP with entries bounded by U in
the absolute value that spans the same subspace as Cx = g — that is, there is an invertible
matrix M € R¥** such that [C | g] = M[A" | b'].

Let Ck be k independent columns of C', where we let K be the set of indices of the columns
we selected; the set K corresponds to the set of variables that we will eliminate. Eliminating
the variables in K in Ax < b using Cx = g means switching to the new linear constraints
(A- ACg'C)x < b— AxCg'g. Eliminating the same variables using A’z = b would
get the result (A — Ag A’ Az <b— AgA'Z'Y. Notice that C'C = (MA)) " MA =
A A and Clg = (MA)) g = A" so the two results are identical.

Therefore, we can think of using A’x = ' for variable elimination instead of using Cz = g.
Note that the entries of A,b, A’, b are bounded by U and the entries of (4}.)~" are fractions
with denominator det (A% ), so to maintain the integrality during the elimination, we can
multiply each row of A with det(A% ). Therefore, the resulting LP has entries bounded by
k2(k — 1)\Uk+L

We now show the second claim. First, let us show that the LP {Ax < b;Cx = g,z >
0} = {Az < b; A’z = b, > 0} has a solution x such that z; < ((d+ 1)U)4*! for all i. Let x
be any vertex solution. By Cramer’s rule, x; is the ratio of two determinants with integer
entries < U. We can bound the numerator of this ratio by ((d + 1)U)?*! and lower bound
the denominator by 1.

Next, consider the LP with added slack {Az < b+ nl, A’z = b, 2 > 0}. After performing
the variable elimination as described above, we obtain an LP {/Nla: <b4+nl,z> O}. Finally,
we bound the margin of the vertex solution x (restricted to the variables that were not
eliminated) for the homogenized version of the latter LP . Since A, b have entries bounded by
k%(k — 1)!U**! and x has entries bounded by ((d + 1)U)%*!, the margin of the homogenized
LP is at least

n - > n
[(z | V)] - max; [|[[=A4; | b]]| — (d+ 1) (k2 (k = DIUFH) - ((d + 1)U)*H
P S—
= ((d+ 1)U)2(d+1)

<

To show Lemma 23, we restate the following lemma from [10] shows that tightness in the
relaxed system implies tightness in the original system.

» Lemma 24 (Lemma 36 [10]). For matrices Ay, Ay with dimension my x d, ma X d and
b1, by being vectors of length my1, mo. The entries are integers with upper bound U in the
absolute value. For ns > 0 being a vector of length mo such that the entries of no are bounded
by W Then Zf the System
A1JL‘ S bl
Az = by + 12

x>0
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is feasible then the system

Alscgbl
Ag.r:bz
x>0

1s feasible.

Proof of Lemma 23. In each iteration, the algorithm solves the LP Az < b+ nl with a set
of equality constraints Cz = ¢, where Az < b is a subset of the constraints of the original
LP Az < b. Note that, by construction, Cx = g is equivalent to a set of tight constraints
A’z = b in the original LP. Solving this LP gives us a solution that satisfies

Al’JJ S bl
Aoz = by + 12
A=V

for a vector 1 < nl, where Ayx < by and Asx < by are constraints in the original LP. Since

all entries of the above LP are bounded by U and n = W,
that the LP

Lemma 24 implies
A1$ S b1

AQCC S bg

Az =1 equivalently, Cx = ¢

is feasible. The PrivatePerceptron algorithm succeeds with probability 1 — 8 and the sanitiza-
tion step succeeds with probability 1 — §. Therefore, after each iteration, with probability at
least 1 — (8 + J) the set of tight (equality) constraints is increased by at least 1. Hence, with
probability at least 1 — d(8 + J) the algorithm must terminate after at most d iterations.

By Lemma 22, in the homogenized LP after variable elimination, the margin is at least
W > 1 = p. Therefore, with probability > 1 — 3, the number of dropped
constraints when using PrivatePerceptron in Line 5 is at most

O d—21 2i1/1 N-o ﬁl 24 (dU)
eOgﬁd ogp— eOgﬁé og .

If in iteration ¢, the algorithm returns at Line 7, the number of dropped constraints in Js is
2
at most d? with probability at least

1—-Pr [Lap (1> < —log(ls] >1-6.
€

If the algorithm returns at Line 10, again, the number of dropped constraints is at most
0] (d; log? %1 /log %) with probability > 1 — §. By Theorem 20, the number of dropped
constraints by sanitization in each iteration is at most O (Cle—z log %) with probability > 1 — 4.

Combining these, over all iterations, with probability at least 1 — d(8 + d), the number of
dropped constraints is at most O (dis log? %«/bg(dU)) . <
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