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—— Abstract

We study a game-theoretic model for pool formation in Proof of Stake blockchain protocols. In such
systems, stakeholders can form pools as a means of obtaining regular rewards from participation
in ledger maintenance, with the power of each pool being dependent on its collective stake. The
question we are interested in is the design of mechanisms, i.e., “reward sharing schemes,” that
suitably split rewards among pool members and achieve favorable properties in the resulting pool
configuration. With this in mind, we initiate a non-cooperative game-theoretic analysis of the well
known Shapley value scheme from cooperative game theory into the context of blockchains. In
particular, we focus on the oceanic model of games, proposed by Milnor and Shapley (1978), which
is suitable for populations where a small set of large players coexists with a big mass of rather small,
negligible players. This provides an appropriate level of abstraction for pool formation processes
that occur among the stakeholders of a blockchain. We provide comparisons between the Shapley
mechanism and the more standard proportional scheme, in terms of attained decentralization, via a
Price of Stability analysis and in terms of susceptibility to Sybil attacks, i.e., the strategic splitting of
a players’ stake with the intention of participating in multiple pools for increased profit. Interestingly,
while the widely deployed proportional scheme appears to have certain advantages, the Shapley
value scheme, which rewards higher the most pivotal players, emerges as a competitive alternative,
by being able to bypass some of the downsides of proportional sharing in terms of Sybil attack
susceptibility, while also not being far from optimal guarantees w.r.t. decentralization. Finally, we
also complement our study with some variations of proportional sharing, where the profit is split in
proportion to a superadditive or a subadditive function of the stake, showing that our results for the
Shapley value scheme are maintained in comparison to these functions as well.
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1 Introduction

Permissionless blockchain protocols base participation on the resources that parties possess
such as their computational power (as in Bitcoin, [26]), or their stake in the system, measured
by the number of digital coins they own (as in Ethereum [8], see e.g., [9]). This resource-
based operation opens up the possibility for pooling resources together and having multiple
resource holders engage as a single entity in protocol operation. Pooling resources can have
both positive effects for the system, such as reducing the variance of rewards awarded to
participants, as well as negative ones, leading to centralization with a handful of large pools
controlling the protocol. Importantly, viewing the blockchain protocol as a mechanism, the
question that arises is what are the objectives of this mechanism design problem and how it
is possible to realize them.

As a running paradigm, we will use throughout our work the pool formation process
in Proof of Stake blockchains. In such systems, stakeholders are attracted to coalitions as
a means of obtaining rewards from participation in block production. The power of such
a (stake) pool is then dependent on the collective stake (up to some threshold) that its
members possess, which affects the probability that a pool operator is selected as a validator
or block producer. Creating or joining a pool can be done either explicitly via options that
the protocol itself provides (referred to as onchain pooling, for example, in the Cardano
blockchain) or by agreements among the stakeholders via smart contracts or even via informal
agreements. In fact, for the Ethereum protocol, there even exist platforms! (e.g. Rocketpool
or Lido) that facilitate the grouping of stakeholders into pools. Essentially these platforms
match smaller stakeholders to larger ones, so as to collectively accrue the amount of 32 ETH,
required for a block validator.

Once a pool forms, the central question of interest, which is the focus of our work as
well, is how should the pool members split the received rewards among themselves. This
has led to an interesting and currently active research agenda, with several (and sometimes
conflicting) desiderata that one would like to satisfy. Among these, a significant desideratum
in blockchain communities is to promote decentralization. Viewed as a game, this means
that we would like the reward scheme to induce equilibria with a relatively high number of
pools. At the same time, we would also like to achieve resilience to Sybil attacks [15], since
the pseudonymity of blockchain systems may allow seemingly independent pools controlled
by the same entity. Although completely eliminating this may be too much to hope for,
cf. [21], one could aim for mechanisms that attempt to discourage Sybil behavior.

If we look at current implementations, both in onchain pooling and in mediating platforms,
the deployed reward scheme is typically very simple: the pool operator may keep a certain
amount (accounting for a profit margin and/or operational costs) and the remaining amount
is split in a proportional manner, based on stake contribution. This puts forth the natural
question of whether the proportional scheme is the best thing to do. To answer this, it seems
reasonable to also consider alternative candidate solutions from economic theory. Concepts
from cooperative game theory, like the core [18] or the Shapley value [30], to name a few, have
been extensively studied in almost any setting that involves cost or profit sharing. Despite
however the popularity of such notions within game theory and economics, there have been
surprisingly very few attempts to incorporate them in models tailored to blockchain protocols,
such as [23, 13] (discussed further in our related work section). More generally, there is only
a limited number of works that provide comparisons among different reward schemes, with
some notable exceptions being [7, 12, 10].

L To give an idea of their volume and popularity, their total market capitalization is currently over 30
billion USD.
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1.1 Qur contribution

The main question we are interested in is: How does the choice of a reward sharing scheme
within a pool affect performance w.r.t. decentralization, and w.r.t. resilience to Sybil attacks?

To study this question, we consider the model of oceanic games, originally introduced by
Milnor and Shapley [24] in the context of cooperative games. This model captures populations
where (atomic) players with moderate or large stake coexist with smaller non-atomic players
of negligible stake (the ocean). We believe this model is particularly suitable for certain
blockchain environments, as also advocated in [22]. Empirical studies have shown that the
stake distribution in many blockchain systems follows a power-law distribution. Therefore,
the majority of users control only a small fraction of the total stake, and this aligns well with
the oceanic game framework.

Within this model, we initiate a comparison between two reward schemes; the first one is
based on the Shapley value, as one of the most prominent concepts of profit sharing from
game theory. The second one is proportional sharing, used extensively in practice.

We analyze the corresponding non-cooperative games, induced by these reward schemes,
where each player chooses which pool to join. We quantify the attained decentralization
through a Price of Stability analysis on the set of Nash equilibria. The Price of Stability
measures the quality of the best Nash equilibrium by comparing it to the ideal non-selfish
solution. We employ the Price of Stability rather than the more pessimistic Price of Anarchy,
as it is a more appropriate measure in our setting (where, as we will exhibit, some bad but
quite unnatural equilibria may arise). The Price of Stability corresponds to an equilibrium
that maximizes social welfare, and players will likely attempt to converge to it (or near it).
Conversely, the Price of Anarchy corresponds to an equilibrium that minimizes welfare, and
it is improbable that players would stabilize at such an equilibrium. With this in mind,
we show that the proportional scheme always has an optimal equilibrium (i.e. the Price of
Stability equals 1). Not far from this, the Shapley value scheme attains a constant Price
of Stability bounded by 4/3. We complement this with an analysis for the purely atomic
model, where the Shapley scheme deteriorates, albeit not by a lot, achieving a bound of 2.

We also consider the resiliency of such schemes against Sybil attacks, where the players
can split their stake and contribute to multiple pools. Although none of the schemes can
completely avoid Sybil attacks, we highlight a potential drawback of the proportional scheme,
which can be avoided by the use of the Shapley value. In particular, we prove that under
the equilibria of the Shapley scheme identified in the previous sections, the players have no
incentive to perform Sybil attacks. On the contrary this is not true for proportional sharing,
which is demonstrated with rather simple examples.

Finally, we include a study of some non-linear variations of the proportional scheme. Spe-
cifically, we consider the proportional to square roots and proportional to squares mechanisms,
which use subadditive and superadditive reward functions, respectively. We exhibit that
both have their drawbacks, regarding our desiderata. Namely the proportional to squares
scheme has unbounded Price of Stability whereas the proportional to square roots scheme is
more vulnerable to Sybil attacks.

Overall, while our results reveal certain advantages of the proportional scheme, they also
discover important drawbacks (cf. Sybil attacks above). At the same time, the Shapley
value emerges as a competitive alternative, that can bypass some of the negative aspects of
proportional splitting, while maintaining comparable guarantees w.r.t. the Price of Stability
for decentralization.
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1.2 Related Work

In terms of the model we use, oceanic games were introduced by Milnor and Shapley [24]. In
their work, they define the Shapley value and study its properties for a class of cooperative
games, namely weighted voting games, when the set of players contains both atomic and non-
atomic players. Especially for blockchain systems, the work of [22] revisited and advocated
the use of oceanic games for mining. They also studied further aspects concerning the
stability of the grand coalition of all players. In our work we consider a non-cooperative
model of oceanic games, where we care to evaluate the Nash equilibrium outcomes (i.e.,
partitions into pools).

Our work is also related to the literature of weighted voting games in social choice theory.
This is a class of cooperative games, where the value of a coalition is threshold-based, and
reward sharing is viewed as determining the voting power of each player. The main solutions
that have been proposed for such games are the core, the Shapley value and the Banzhaf
index, and we refer to [11] for an overview of results. The main difference from our model
is that we have a non-cooperative game where each strategy profile essentially induces a
collection of weighted voting games, one per pool.

The use of solution concepts from cooperative game theory in blockchain applications has
been limited so far. In [23] the notion of the core was studied for a model of mining in Bitcoin.
They obtained a negative result that the core is empty and hence there is always a motive
for some players to deviate. The Shapley value as a reward scheme in mining pool games
has also been proposed in [13]. The focus of that work was however on its computational
aspects and no game-theoretic analysis was given.

Some closely related works, along a similar spirit are [7] and [20], which present different
reward sharing schemes for the Proof of Stake setting. Our difference is that they focus on
how the system should allocate rewards to the pools, which are then split in a proportional
manner among pool members (after the operator takes a cut). In our case we study an
orthogonal question of how the pool should allocate the received rewards among its members.
Hence it can be seen as complementary direction to [7].

There are also several papers discussing decentralization from various angles. The work of
[4] introduces a model where the utility function of the players is decentralization conscious,
in terms of effort exerted. In [6] a different model is analyzed where effort corresponds to
committed stake, and is related to Tullock contests. Another attempt more tailored to Proof
of Work systems is presented in [1], which highlights the heterogeneity of the costs invested
in hardware. Finally, reward schemes are also studied in [16] under a dynamic model focusing
on the “rich-get-richer” phenomenon in the long run over blockchain systems. The main
difference of all these papers with our work is that they do not study explicitly any pool
formation process, as they focus more on the individual effort or possessed resources in their
proposed models.

One of the few works that formally studies the properties of proportional sharing for
blockchain protocols is by [12]. This is an axiomatic study, tailored to Proof of Work protocols,
and demonstrates why the proportional rule can have favorable performance (but in a model
without pool formation). Other variants that are studied include the proportional to square
roots and the proportional to squares schemes that we also consider. A follow up work with
a further axiomatic study is provided in [10]. These models however do not consider any
pool formation aspects, and there is no discussion on the performance of these schemes w.r.t.
decentralization.

Finally, Sybil attacks have been a major concern for any environment where identity
cannot be traced effectively [15]. In the context of auctions, it is often referred to as
“false-name” bidding [3]. It is natural that blockchains also offer opportunities for such
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manipulations, and general resilience against Sybil attacks seems a utopia [21]. Nevertheless
some positive results have also been obtained towards having reward schemes that can
potentially deter such behaviors, see e.g., [7].

2 Model and definitions

2.1 The oceanic model with atomic and non-atomic players

We consider a population of stakeholders, say N, in a Proof of Stake protocol, who will be
referred to from now on as the players of the underlying game. We will mostly focus on the
model of oceanic games, as defined by [24], where the population is split into two types of
players. Namely, N = N, U N, where N, = {1,...,n} is a set of n atomic players. Each
i € N,, possesses stake equal to a;. The remaining players are small players, each with
a tiny stake € > 0. We let ¢ — 0, and we can view Ny as a continuum of infinitesimally
small, non-atomic players (i.e., the ocean). We denote by L the total stake possessed by the
ocean, which equals the measure of N;. For convenience we imagine Ny as arranged in the
interval [0, L]. With this in mind, any subinterval I C [0, L] corresponds to a mass of players
possessing stake equal to the length of I. This model shares some characteristics with the
atomic and non-atomic models in congestion/routing games [28].

Available strategies. Every player is considering either to operate a pool or join the pool of
some other player. The corresponding game is as follows: every player ¢ needs to choose some
index j € N. If she chooses herself, i.e., j = i, it means that she is starting her own pool,
otherwise she joins someone else’s pool. A strategy profile x specifies a choice of strategy x;
for each player i € N. We say that a strategy profile is valid if whenever some player i chooses
x; = j, with ¢ # j, we also have z; = j, i.e., users who do not operate a pool do choose a
valid pool to join. Technically, non-valid profiles could also arise in this model, but we will
exclude them from our equilibrium analysis, as they lack a natural real life interpretation.

Pool rewards. A valid strategy profile induces a partition of the players into disjoint sets
(pools), IT = (51, ... Sk), for some k, so that U;S; = N. Given such a partition, each pool
S; receives a reward p(S;), determined by the execution of the blockchain protocol. In this
work, we consider a simple reward function, as an attempt to model the rationale behind
the operation of Ethereum or other protocols with a similar design. In Ethereum, a stake
holder needs to have 32 ETH in order to register as a validator and claim rewards. This
gives rise to a threshold-based scheme, where a pool can obtain rewards when its total stake
exceeds a given threshold h. To define this formally, for a given pool S C N, let m(S) be
the total stake that it possesses. This consists of two terms; the total mass of stake by the
non-atomic players, which equals |S N Ng|, and the stake of the atomic players, which is
equal to stmm a;. Then, given the threshold h, the reward is equal to:

{17 if |S O Ns| + Y cqnn. @i >R

p(S) = . e (1)

0, otherwise

We say that a pool S C N is a winning pool if p(S) = 1.

» Remark 1. For the remainder of the paper, we make the assumption that a; < h, for
any atomic player ¢ € N,. The main reason is that, as also considered in the initial model
of oceanic games by [24], we want to focus on players who need to collaborate with other
people in order to form a successful pool. If there exist players with a; > h, given our
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threshold-based reward function p, intuitively it makes sense for them to break their stake
and run their own pools with avatars of size h each, and participate in our game with the
remainder a; mod h. For a further discussion on this, see the full version of this paper [19].

Reward sharing scheme within a pool. Once the pools are formed, the pool members need
to split the obtained reward according to some agreed upon scheme.

» Definition 2 (Reward sharing schemes). Given a pool S C N and its reward p(S), a reward
sharing scheme? specifies a payment allocation p;(S) to each pool member i € S, dependent
on the stake that i contributes to S, so that all the payments sum up to p(S).

» Remark 3. We focus on scenarios where the same reward scheme is applied to all formed
pools. This is the case for example in protocols with onchain pooling (e.g., Cardano) but
also in many of the platforms that facilitate pooling (e.g., for Ethereum). We do not consider
secondary effects where pool members may re-negotiate their payments later on, among
themselves.

In our model, we have not explicitly defined the cost that a pool may bear towards
participating in the protocol. We essentially assume that p(.5) is the reward that is left for
being shared, after subtracting the amount that the pool operator may claim to cover her
operational costs.

2.2 Equilibria, Decentralization and Price of Stability

Under any strategy profile, we define the utility of each player to be the reward that she
receives. For a non-valid profile, the reward of a player who does not end up in a pool is
simply equal to 0. We are interested in profiles that induce a partition into winning pools,
and we will denote by w;(II) the utility of a player under a formed partition II = (S, ..., Sk).

» Definition 4. Given a game G, a partition 11 into winning pools is a Nash equilibrium if
for every player i € N, u;(I1) > w;(I'), for any partition TI' that arises from 11 if i moves to
a different pool or opens a new pool on her own.

A major concern in blockchain design is whether the actual execution of the protocol
by selfish entities can result in a decentralized configuration. As a metric for this, we use
the number of winning pools that are formed at an equilibrium. Given a game, the ideal
scenario is that the players split into pools of size exactly h. Since this may not always be
possible, we let OPT(G), for a game G, be the maximum number of winning pools that can
form over all possible partitions, i.e.,

OPT(G) = max{t : AT = (S4,...5;) s.t. m(S;) > h Vi € [£]} 2)

In the purely atomic case, when N, = (), finding OPT(QG) is the dual version of the
well known Bin Packing problem, referred to as dual Bin Packing in [2], and is easily seen
to be intractable. An interesting question that arises is whether equilibria can lead to an
approximate solution. In order to evaluate Nash equilibria, the usual metrics are the Price of
Anarchy (PoA) and the Price of Stability (PoS). The Price of Anarchy is not an appropriate
metric here as it is unavoidable to have completely centralized equilibria, which are however
rather unrealistic. This is captured below.

2 Given the form of p(S), each pool can be seen as a weighted voting game [11] and the reward to each
pool member can be also interpreted as her power within the pool.
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> Claim 5. When a; < h for all i € N,, the grand coalition consisting of all players is an
equilibrium under any reward scheme, and hence the Price of Anarchy is Q(n).

We will therefore turn our attention to the Price of Stability, defined as the ratio between
the quality of the optimal solution and the quality of the best Nash equilibrium. Given a
partition II, let W (II) be the number of winning pools that are formed under II.

» Definition 6. The Price of Stability (PoS) of a game G is computed as minjeng OV};Q(}(I?,

where NE is the set of all equilibrium partitions.

The Price of Stability appears to be an appropriate quality benchmark for the equilibria
of the games we consider. As the Price of Stability aligns with maximizing social welfare,
the dynamics of threshold-based mechanisms would likely guide players towards more
decentralized outcomes.

Finally, we note that all missing proofs in the remainder of the paper can be found in the
full version of our work [19].

3 Analysis of the Shapley value reward sharing scheme

In this section, we study the scheme, where the reward in each winning pool is distributed
using the Shapley value of each player. The Shapley value was introduced in [30] as the
unique reward allocation rule that satisfies a particular set of axioms. Ever since, there
is hardly any economic setting involving the sharing of costs or payoffs where the Shapley
value has not been considered. Prominent examples are the design of truthful cost-sharing
mechanisms [25] and the study of power indices in voting games [11]. Furthermore, despite
the fact that the exact computation of the Shapley value is a #P-hard problem [14], there are
very efficient sampling-based approximations that work quite well [5, 17]. Even further, the
Shapley value has been deployed successfully in practice, in machine learning applications,
as a way to identify important parameters in the training of neural networks [29].

3.1 Definition of the Shapley value in the oceanic model

The standard definition and use of the Shapley value is for the purely atomic model, when
N, = (. Tt is very instructive to recall first how the scheme works there, without any small
players.

The atomic model. The rationale for the Shapley value is that within each pool, each
stakeholder gets their expected marginal contribution if the members of the pool would arrive
in a random order. Hence, one needs to take the average over all permutations. The Shapley
value for a player ¢, when she belongs to a pool S is therefore given by the following formula:

ais)= 3 FHEL =D o i) - o) Q
TCS\{i}

This is a valid scheme since it is shown already in Shapley’s original work that

Zies #i(S) = p(S).

» Example 7. Consider a game G with atomic players and stake distribution s =
(3,1,1,1,1,1), and let the threshold be h = 4. The optimal pool formation is to have
two pools, each with total weight 4. Thus OPT(G) = 2. However, this is not a Nash
equilibrium, because the large player prefers to switch to the other pool: the reward of the

21:7

AFT 2025



21:8

Pool Formation in Oceanic Games: Shapley Value and Proportional Sharing

large player in the pool with one small player (with stake vector (3,1)) is 1/2, while if she
joins the other pool with the 4 small players, so that the pool becomes (3,1,1,1,1), it is 3/5.
Therefore, only the grand coalition can be a Nash equilibrium (which is a rather extreme
case, since we will see that in bigger games other equilibria also arise). |

Extension to the oceanic model. We discuss now how to compute the Shapley value, when
we include non-atomic players. Consider a pool with non-atomic players of total mass k& and
t atomic players with stakes (a1, ..., a:); the total stake of the pool is k + a; + - - - + a;. For
convenience, we will often refer to the atomic players as large players and the non-atomic
ones as small players. Imagine that the small players are arranged in the interval [0, k.
igy e Lif,
for the atomic players on the interval [0, k]. The arrivals can be viewed as filling in the stake
k+aj + -+ ay, say starting at 0, from left to right, as follows: first, a mass of small players
(possibly empty) arrives, filling in the interval [0, L;,|; then the first large player arrives,
so that the stake of the current subset of players accrues to L;, + a;,. This is followed by
another mass of small players; then a second large player arrives at L;,, accumulating now
a total stake of L;, + a;, + a;,; and so on. For random arrivals, the points L;,, L;,, ..., L;,
are uniformly distributed within the interval of length k. The reward of each large player i is
then the probability that the threshold A falls within the interval that makes player ¢ pivotal.
To be more precise, for a given arrival order, and for an atomic player 4, let P(7) be the set
of other atomic players preceding ¢ in the order. Then, if L; is the random arrival time of
player 4, the Shapley value is given as follows:

Then a random arrival of the players corresponds to placing arrival times L;,, L

i1

¢i(S)=Pr| Y aj+Li<h< Y aj+Li+a (4)
JEP(3) JEP(7)

After computing the reward of all large players, the remaining reward is distributed evenly

among the small players. Hence, for the small players, all that matters is the reward per

unit of stake, which is what we will consider in the game-theoretic analysis that will follow.

3.2 The Price of Stability in the oceanic model

For a pool with many large players along with a mass of small players, the exact formula for
the Shapley reward might be too complex to derive analytically. For our study on the Price
of Stability however, it will suffice to only consider equilibria in which every pool has at most
one large player. Hence, when arguing about equilibria and deviations to other pools, it is
sufficient to be able to compute the rewards of pools with at most 2 large players. This is
done in the following lemma, which we will use repeatedly.

» Lemma 8. Consider a pool with a mass of non-atomic players equal to k and total stake
at least h.
If k < h and the pool has a single large player with stake a, the Shapley value of this
player is (k+a — h)/k.
If k > h and the pool has a single large player with stake a, the Shapley value of this
player is a/k.
If k < h and the pool has two large players with stakes ay,as, respectively, the Shapley
value of the player with stake a1 is equal to (with an analogous formula for the second
player)
(h — az)? — (max(0,h — a1 — az))? + (max(0,a; — h + k))?
2k2 '
In all 3 cases above, the remaining reward is distributed equally to the non-atomic players.
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Lo
k,
h—agf
h — aq

h—al—azf

0

T T T L,y
0O h—ay —azs h—ay h—as k

Figure 1 Calculation of the Shapley value for the first player in a winning pool of two large players
with stakes a1, a2 and non-atomic mass of k < h. It is easy to verify that player 1 is pivotal when
(L1,L2) is in the gray areas. The gray triangle shows the pivotal cases when Li < Ly, whereas the
trapezoid corresponds to the cases with L > La. The reward of player 1 is then the gray area (equal to
((h—a2)? —max(0,h — a1 — a2)? + max(0, a1 — h+ k)?)/2) divided by the total area (equal to k?). When
h — a1 > k, the gray triangle disappears. Similarly, when A — a1 — a2 < 0, the gray trapezoid becomes a
triangle.

Proof. Consider a pool with a single large player and with & < h. We apply the procedure
described in Section 3.1 on how to determine the reward of the large players. If L; is the
random arrival of the single player within the interval [0, k], then the player is pivotal, only
when L; € [h — a, k]. The probability of this event is (k — (h — a))/k, which proves the first
part of the lemma.

Suppose now that k£ > h. In that case, the large player is pivotal, only when Ly € [h—a,h),
and this event occurs with probability a/k.

Finally, for the last part of the lemma, the formula for a pool of two large players, is a
bit more complicated. If Ly, Lo are their random arrival times, we distinguish two cases:
Ly < Ly and Ly < Ly. In the first case, player 1 arrives before the second player, and hence
she receives a reward when L € [h — aq, k]. In the second case, player 2 arrives before player
1, which means that for player 1 to be pivotal, it should hold that L; 4+ ag € [h — ay, h]. This
implies that Ly € [h — a1 — ag,h — as] N[0, k]. The ranges for the values of Ly, Ly, under
which player 1 is pivotal, are depicted in Figure 1. The probability that a random point
(L1, Lo) falls into these areas gives the reward of player 1. <

We exhibit below an example to demonstrate how we can construct relatively good
equilibria in this game.

» Example 9. Fix the threshold at h = 3 and consider a population where all large players
have stake a = 2. Suppose also that there is enough mass of small players, so that we
can create a partition into two types of pools. The first type has a single large player and
non-atomic players with total mass k = 2 (hence each such pool has total stake equal to
4). The second type has only non-atomic players with mass | = 4. Let us argue that this
partition is a Nash equilibrium.

The reward of each large player, as given by Lemma 8, is (a — h + k)/k = 1/2. If the
player switches to a pool with only non-atomic players, her reward (by applying now the
second part of Lemma 8) will be a/l = 1/2, so the player has no reason to switch. Also, if
the player switches to a pool with another large player, her rewards will be at most 1/2,
since she will share the reward with another identical large player, and there is also a mass
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of non-atomic players, who also receive some part of the profit. Furthermore, we can verify
that for the non-atomic players, the reward per unit of stake is the same, and equal to 1/4,
in both types of pools. Therefore this partition is a Nash equilibrium. Every pool at this
equilibrium has a total stake equal to 4, which shows that for this instance the PoS is at
most 4/h = 4/3. <

The previous example also leads to a lower bound on the Price of Stability.
> Claim 10. The Price of Stability in the oceanic model, is at least %.

Proof. We consider a special case of Example 9, with h = 3. The set of players consists of
only one atomic player with stake a = 2 and a mass of small players, equal to m = 4t + 2,
where t is a large integer. The optimal partition for this game would be to have one pool
including the atomic player and one unit of non-atomic players, and then have the remaining
players form pools of size 3, except the last pool which will have one additional unit. Hence
OPT(G) = 1+ 4t/3 (assuming that 4¢ is divisible by 3). By the construction of Example 9
above, we know that there exists an equilibrium in which a mass of size 2 forms a pool with
the large player, and the remainder 4¢ units of small players form t pools of size 4 each.

For the sake of contradiction, assume that there is a better equilibrium formation that
achieves a ratio better that %, compared to the optimal partition. In this equilibrium, the
large player has to be paired with some mass, say of size k, of small players and all other
pools have to consist only of small players of mass [ > h = 3. The latter pools have to be of
the exact same size otherwise the small players would have an incentive to move. In order
for this formation to achieve a better than 4/3 Price of Stability, it has to be the case that
3 <l < 4. Since, it is an equilibrium it must hold that the large player should not have a
motive to move to a pool consisting only of small players, hence by Lemma 8, we have that
hohta > ¢ o l(k—h+a) >a-k=1(k—1) > 2k = k > 2, where the implication holds
from the fact that [ < 4, a = 2 and h = 3. Moreover, no small agent who has been paired
with the large player should want to move to a pool of only small players, and vice versa,
so that ﬁ = % = k% = % & | = k2. Combining the facts that & > 2 and [ = k2, we
obtain that [ > 4 and thus we arrive to the desired contradiction.

Therefore, the Price of Stability is lower bounded by 4%&#, which tends to 4/3 as t — oo.
<

Our main result in this section is a matching upper bound, provided that all atomic
players have a sufficiently large stake® and that the total population of small players is
sufficiently large.

» Theorem 11. In the oceanic model, and given any constant € > 0, the Price of Stability
for the Shapley scheme, is at most 4/3 + €, when all large players have stake in (h/4,h) and
there is a sufficiently large mass of non-atomic players (dependent on € and the total stake
of the large players).

The remainder of this subsection is devoted to the proof of Theorem 11. Before we
proceed, we comment on the type of equilibria that we construct to establish the proof.
Following Example 9, we show that such games always possess equilibria where each large
player forms a pool together with some mass of non-atomic players and with no other large

3 The theorem requires large players to hold at least h/4 stake, which, coincidentally, is also the minimum
stake requirement for validators in the Rocketpool platform.
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players. We find such equilibria to be natural for the blockchain scenarios that we study
(certainly more natural than the grand coalition equilibrium from Claim 5), in the sense
that bigger players tend to avoid each other and form pools with less important users. They
provide each big player with skin in the game, as each of them is the only entity with high
enough stake in their pool. Furthermore, they reduce the question on the Price of Stability
to upper bounding the mass of non-atomic players in each pool, as demonstrated in the
sequel. Finally, we note that some games may also have other equilibria, with more than one
large player in some pools, but the existence of more equilibria could only positively (if at
all) affect the Price of Stability.

To prove Theorem 11, we start with the following lemma, that provides a characterization
for the particular type of equilibria we are after.

» Lemma 12 (Equilibrium conditions). Consider a partition of the players into winning pools,
where every large player i € N, is in a pool with only small players of mass k; < h, with
a; +k; > h, and all remaining small players are in pools of total mass equal to I, with [ > h.
Such a partition is at a Nash equilibrium if and only if the following conditions are satisfied
for any large players i, j :

h — a; o 1
ki+a;—h a;
B ©
ki+a; —h _ (h—a;)* — (max(0,h — a; — a;))* + (max(0,a; — h + kj;))?
k; 2 22 (7)
i i

Proof. We focus first on the non-atomic players. Since these players are infinitesimally small,
a unilateral deviation of any such player to a different pool does not have any effect on the
reward per unit of stake in the pool that she moves to. Therefore, at a Nash equilibrium, all
pools with no large player must have the same stake, equal to [ in the pools we consider,
otherwise the non-atomic players will have an incentive to move to the smallest of these
pools.

We consider now deviations of small players either from a pool with no large players to a
pool with a large player or the opposite. Constraint (5) rules out such deviations. Indeed, by
Lemma 8 the reward that is left over for the non-atomic players in the pool of player ¢ € N,
is1l— % Since the pool has a mass of size k; of non-atomic players, the reward per unit
of stake for them is equal to (h — a;)/k?. In pools with no large players, the corresponding
reward per unit of stake is 1/I. These two rewards must be equal for non-atomic players in
either pool to have no incentive to switch.

Constraints (6) and (7) express the fact that an atomic player ¢ has no reason to switch
neither to a pool of non-atomic players nor to the pool of any other atomic player 7,

respectively. These follow directly by Lemma 8. |

We can now show that it is possible to construct such equilibria for a sufficiently large
population of non-atomic players.

Proof of Theorem 11. Consider a game that satisfies the premises of the theorem. We will
show that there exists a partition into winning pools that is a Nash equilibrium and in which
every pool has at most one large player. We will establish that this equilibrium achieves
PoS <4/3.
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Figure 2 The function f(k;, k;) of Equation (8). For ki, k; € [0,1], the minimum value is 0 and it is
achieved when k; = 2/3 and k; = 1.

Without loss of generality (simply by scaling), from now on we assume that h = 1. We
will show that we can find numbers k1, --- | k,, so that we can fill in the pool of each large
player i € N,, with a mass of non-atomic players, equal to k;, and ensure that the equilibrium
constraints of Lemma 12 are satisfied. Let us also make the simplifying assumption that the
mass of small players is such that after allocating a mass of size k; to the pool of each large
player ¢, the remaining mass can be partitioned into pools without large players and with
stake of exactly | = 4/3. We will revisit this assumption at the end of the proof.

Note that we need k; < h to be able to use Lemma 12. The first constraint (Constraint
(5)) is an equality and tells us precisely how much k; should be in terms of a;. By solving
for a;, for each i, it should necessarily hold that: a; = h — k2/l = 1 — 3k? /4. Since by the
premises of the theorem, a; € (1/4,1), we get that k; € (0,1), i.e., k; < h. An immediate
implication of the assumption that I > 4/3 is that Constraint (6) is satisfied for every k;
because it reduces to (3k;/4 —1/2)? > 0.

It remains to show that Constraint (7) is also satisfied. By substituting a; and a; from
Constraint (5), we can see that this last constraint becomes equivalent to f(k;, k;) > 0, where

(3kF+3Kk3 —4)*
13- Dy 32K}

4 327 0 otherwise 0

if3k2 43k >4 [ Chel i sk < 4k, «

otherwise

The following technical claim can then be established.
> Claim 13. For any k;, k; € (0, 1], we have f(k;, k;) > 0.

Figure 2 shows a plot of f(k;,k;), which demonstrates that it is non-negative for all
ki k; € [0,1]. One can prove analytically Claim 13, using standard arguments and an
exhaustive case analysis.

So far, we have established that we can have a Nash equilibrium, with the values of k;
set by (5). Under such a partition, the pools without a large player have size [ = 4/3, while
pools with one large player have size k; + a; = 4/3 — (2 — 3k;)?/12 < 4/3. Since the optimal
partition, at its best would split the players into pools of total stake equal to h = 1, the Price
of Stability is at most 4/3. A matching lower bound is given by Example 9 and Claim 10.

This completes the proof of the theorem when all pools of non-atomic players have stake
of exactly [ = 4/3. If the total stake is such that this is not possible, we can construct a
Nash equilibrium with pools of stake [ = 4/3 4 €, where € can be made arbitrarily small,
provided there is a sufficiently large mass of non-atomic players. The preceding argument
applies almost identically to this case as well. This complicates some expressions, regarding
the function f(k;, k;), but it does not affect the core logic of the proof. <
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An interesting consequence of the theorem’s proof is that large players receive more
reward at the Nash equilibrium than their proportional share. Specifically, their reward is
(a; — h+ k;)/k;, while their proportional share is a;/(a; + k;). Given that a; = 1 — 3k?/4, we
get the following.

» Fact 1. In the Nash equilibria of Theorem 11, when h = 1, the reward of a large player in
a pool of mass of non-atomic players k; is more than its proportional sharing by
ki (3k; —2)2
4(2 — k‘,)(?)kz + 2) =7

The extra reward varies between 0 (when a; = 2/3) and 0.05 (when a; = 1/4).

3.3 The Price of Stability in the atomic model

In this subsection, we provide an analogous analysis for the atomic case, where we could
have again large and small players, but not infinitesimally small, i.e., N, = (), and therefore
N = N,. We believe it is valuable to understand the performance under the purely atomic
model as well. This provides a more complete picture for these games and intends to answer
the question of whether a low Price of Stability is maintained even without infinitesimally
small players. When there are only atomic players, the discrete nature of the problem makes
the Price of Stability go up, albeit not by a lot in the cases we consider below. This is
consistent with the analogous flavor of results in the analysis of congestion games with atomic
and non-atomic players [28].

We start with the following easy observation, showing that we have a worse lower bound
when there is no mass of non-atomic players.

> Claim 14. The analysis of Example 7 yields that in the atomic model, PoS > 2.

Assumption on the stake distribution. The analysis for the atomic model quickly becomes
much more technical and challenging for an arbitrary stake distribution, due to the expression
for the Shapley formula. But following the same spirit as with the oceanic model, we have
managed to analyze a class of games that follow a separation of N into large and small
players. In particular, we will consider a 2-valued stake distribution, so that for every player
i € N, either a; = 1 modeling a small player or a; = a > 1, with a < h, modeling a large
player. We leave as an open problem the analysis for the case where the large players can
have different stakes.

Let ny,ns be the number of large and small players respectively, so that n = ng + ny.

Our main result of this subsection is the following theorem, where we give a matching upper
bound to Claim 14, as long as the number of small players is sufficiently large, so that again
the Price of Stability is bounded by a small constant.

» Theorem 15. For instances on n = ng +ny players, with ng > (2h — 1)% +ny - (h + 1), it
holds that PoS < 2.

To prove this, we will construct an equilibrium, with a similar pattern as in the proof of
Theorem 11, where each large player forms a pool with only small players. In the atomic
model, such partitions are captured by the following definition.

» Definition 16. For 2 integers k,l, with k+a > h and | > h+ 1, we say that a partition of
N is a (k,1)-partition if it consists only of pools of the following form (without necessarily
having pools from all the three types below)
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Pools with ezxactly one big player and k small players (Type A pools),
Pools with | small players (Type B pools),
Pools with I — 1 small players (Type C pools).

A (k,l)-partition that is also a Nash equilibrium is referred to as a (k,1)-equilibrium.
The reason we may need both Type B and Type C pools is that the total number of agents
assigned to these pools may not be divisible by [ or [ — 1. Furthermore, if we find equilibria
where k and [ are upper bounded by a small multiple of h, this yields directly a bound on
the Price of Stability.

3.3.1 Games with one large player

For the atomic model, it is very instructive (and essentially the core of the proof) to provide
first the analysis when we have only one large player with stake a (we fix this to be player 1).
All the other players have stake equal to 1. As we will see, this is already a non-trivial case.

We first provide some useful properties that help us understand the Shapley value scheme
as well as the structure of its equilibria. The next lemma is the analog of Lemma 8 and is
derived by applying the Shapley formula (3).

» Lemma 17. Consider a winning pool S, containing the large player and k small players.
If k < h, then the Shapley scheme provides to player 1 a payoff of $1(S) = %ﬁ;‘f“
Each of the other players receives a payoff of %

If k > h, then player 1 has a payoff of $1(S) = w1 Each of the other players receives a
payoff of 1R
The following is straightforward by applying (3).

» Fact 2 (Pools of Type B or C). Consider a winning pool S consisting of only small players,
with |S| = t, for some t > h. Then for everyi € S, ¢;(S) = 1/t.

The next lemma justifies why in Definition 16, it suffices to consider pools of Type B and
Type C, regarding the pools containing only small players, in the construction of equilibria.

» Lemma 18. Suppose there exists a Nash equilibrium containing in its partition 2 pools
S1, 82, that consist only of small players. Then, it must hold that

[151] = 2]l <1

Therefore, for games with a single large player, when a < h, the equilibria of the game
must have the format of a (k,l)-partition, for appropriate values of k and I. Each of the
pools should have total stake that exceeds the threshold A, so that they are winning pools,
and this is why in Definition 16, we enforced that k+a > h and I —1 > h (I > h some times
also suffices if there are no pools of Type C). The next step is to understand how to set the
parameters k and [ so that a (k,)-partition is a Nash equilibrium. The following lemma
describes a set of sufficient conditions, which are also necessary when the partition has pools
of all types (A, B and C). For our purposes, we will stick below to the case that k < h — 1.

» Lemma 19 (Sufficient conditions). Consider a (k,1)-partition with k < h. When k < h — 2,

the partition is a Nash equilibrium, if the following conditions hold:
1. kGt 7 o (A1) (k42)
" h—a (k_+1)_ h—a
2. 12 k—h+a+1
When k = h — 1, the only change is that the upper bound in the first condition needs to be

replaced by: 1 < (kﬁ_)l(ff) = ZT;L_E
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Based on the above, we prove below that for large enough games, there always exist Nash
equilibria (characterized by the values of k and [), which are relatively good compared to the
optimal formation.

» Theorem 20. For instances with a single large player and with n > (2h — 1)? + h, PoS
< 2.

Proof. We only provide an outline here and omit the proofs of Lemmas 21 and 22, that are
stated below, which are the most technical parts of the entire proof. We show that there
exists a (k,)-equilibrium profile, with ! < 2h and k 4+ a < 2h. This would mean that all the
pools at the equilibrium have stake at most 2h. Since the optimal formation has pools with
stake at least h, the Price of Stability is at most 2.

To ensure the existence of such an equilibrium, we exploit the sufficient conditions of
Lemma 19, and we distinguish 2 cases, based on whether we will search for £k < h — 2 or for
k=h-—1.

Case 1: h < a? — 2a + 2. In this case we will identify a value for k so that k < h — 2.

The first condition of Lemma 19 defines an interval A for the possible values of [, which

k+1)(k+2 k(k+1 2(k+1
( h)(a ) _ (h a) — Sb_a) > 2, for any

feasible k, since we are only looking for values of k with k + a > h. Hence, if the interval A
belongs entirely to the region for [ defined by the second condition of Lemma 19, there exists
an equilibrium where both [ — 1 and [ can take an integer value belonging to A. In order for
this to happen, it must hold that: k(hkjal) > kf(hk_:r;il s k*+k(a—h+1)—a(h—a)>0.
We can proceed with solving the inequality of degree two, with respect to k. It is easy to

contains at least two integers. This is true since

check that the discriminant is positive. Hence, by carrying out the calculations, we eventually
get that the inequality holds for the integer values that satisfy

1
k>k*:5(\/—3a2+h2+2ah—2h+2a+1—a+h—1). (9)

The remainder of the proof for this case now is to show how to set k and [ appropriately.

» Lemma 21. For any pair of integer values of a and h for which 2 < a < h—1, and
h < a® — 2a + 2, there are integer values k,l such that: k > k*, h—a <k < h —2 and
h+1<1<2h.

Case 2: h > a? — 2a + 2. Now we cannot guarantee that k£ < h — 2 and we need to follow
a different (and in fact simpler) approach. We have again an interval A for the values of
I, but as we will be looking for kK = h — 1, we need to use the analogous conditions from
Lemma 19. The remaining part for handling Case 2 is by the lemma below.

» Lemma 22. For any pair of integer values of a and h for which it holds that 2 < a < h—1,
h > a® —2a+2, there are integer values k,l such that: h—a <k <h—1and h+1 <1< 2h.

Given Lemmas 21 and 22, we can now describe the equilibrium construction for any
n > 12+ k + 1 (for the integer values k,l that were determined in Lemmas 21 and 22),
and thus for any n > (2h — 1)? + 2h. Since the values for k and [ that we found satisfy
the equilibrium conditions, all that remains to show is that we can actually partition the
n players into such a (k,l)-partition. To do this, we will have k + 1 players, including the
large player, form one Type A pool. For the remaining n — k — 1 > (I — 1)? players, we first
create as many Type C pools with exactly I — 1 players as possible. And then, each of the
remaining (n —k — 1) mod (I — 1) players is added to a different Type C pool, converting it
to a Type B pool. This completes the proof of Theorem 20. <
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3.3.2 Games with more large players

Building upon the results of the previous subsection, we can address the more general case,
where there are more large players. Suppose we have n; large players and n, small players
so that n = ny + ns. As before, we show that there is again a (k,[)-partition that is an
equilibrium and so that each pool has stake at most 2h. To prove this, we need again to
identify sufficient equilibrium conditions. But for this we can still utilize Lemma 19 with one
additional condition: that large players have no incentive to deviate to another Type A pool.

3.3.3 Lower bounds for the atomic model with enough small players

For the atomic model, Claim 14 shows that Example 7 provides a lower bound of 2. However
the example does not satisfy the premises of Theorem 15, that we have sufficiently many
small players of stake 1. Under this assumption the best lower bound we have established is
1.5, as stated below. Therefore, for the atomic model, it remains an open problem whether
the Price of Stability is lower than 2 when there is a sufficiently high population of small
players or whether Theorem 15 is tight.

» Theorem 23. There exist instances where the number of small players satisfies the
assumption of Theorem 15, and where PoS > 1.5.

Proof. In order to prove this lower bound of % we will consider a simple instance, where
there is only one large player with stake a = 2, the threshold is equal to h = 4, and there
is a large amount of small players with stake 1. In this instance, since there is only one
“big” player and many small players, the best equilibrium is necessarily in the form of a
(k, 1)-equilibrium, with the lowest possible value for [. From the conditions of Lemma 19, we
have that in a (k, I)-equilibrium it must hold that 2D << BEDEED) 4 g > alkfl)
In order to find the best equilibrium, it suffices to find the smallest value of k, for which
the two above conditions overlap. This happens for & = 2 and the two conditions above
become 3 <[ < 6 and [ > 6. Hence, the only feasible value for [ to have a (k,)-equilibrium
isl=6= % Given that the optimal formation consists of pools with total stake at least
equal to h, this leads us to the lower bound of % for the Price of Stability. <

4 Optimality of the proportional sharing scheme

We come now to compare the Shapley scheme with the simplest possible scheme that one
could apply in this setting, namely proportional sharing.

Recall that for a pool C, we have denoted by m(C) the total stake of the pool, including
atomic and non-atomic stake. For atomic players, the proportional share of an agent 7 is the
percentage of her contribution over m(C'), where C is the pool that she belongs to. For the
non-atomic players, the reward per unit of stake is equal to the profit divided by the total
stake of the pool. This is a quite standard and popular rule, that is being used widely in
several off-chain and on-chain agreements.

» Definition 24. For a player i € N,, with stake a; belonging to a pool C, the reward she

receives by the proportional reward sharing scheme is p;(a;, C) = (o) -p(C). For non-atomic
players, the reward per unit of stake is p(C)/m(C).

For this scheme, there is always an equilibrium that induces an optimal formation, and this
holds for any stake distribution, without the premises of Theorem 11.
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» Theorem 25. In the oceanic model, the proportional sharing scheme has Price of Stability
equal to 1. This holds independently of the volume of non-atomic players (and hence it holds
for the purely atomic model as well).

Proof. Consider an optimal partition of the players into pools, as defined in (2). If there
are multiple optimal partitions, consider the one that is as balanced as possible, i.e., a
lexicographically optimal (leximin) one, where the stake of the smallest pool is maximized,
and subject to that, the stake of the second smallest pool is maximum, and so on. Let
C1,...,Cy be the pools of this partition. It holds that m(C;) > h for any j € [t].

We note first that all the non-atomic players must belong to the pool (or pools) of
minimum stake. If not, we could transfer some stake to the smallest pools and arrive at a
lexicographically better one. Hence, for all non-atomic players, the reward per unit of stake
m This means that they have no incentive to switch to any other pool, where the
reward per unit of stake is lower. Let us consider now the atomic players. If the partition
is not an equilibrium, then there exists a player ¢ € N,, belonging to some pool Cj, who
becomes better off by moving to a pool C,.. But then this means that m(sék) < s7:+;Li(CT)‘
This implies that m(Cy) > s; +m(C,), i.e., that m(Cy \ {i}) > m(C,). But then 7 is included
in a pool C}, in the optimal partition that we considered, where even without i, C} has more
stake than C,.. This means that the partition we started with was not a lexicographically

optimal partition, a contradiction. |

is

5 Sybil resilience

So far, it may appear that the proportional scheme is a dominating solution within the space
of candidate reward schemes. In this section, we highlight one drawback of proportional

sharing, which provides an advantage of Shapley, related to the resilience to Sybil strategies.

By a Sybil strategy we refer to the act of an atomic player to split her stake into smaller
portions so as to participate in different pools, disguised as a set of different players (which
can be feasible, given the anonymity in blockchain environments).

5.1 Sybil resilience of equilibria

There are different ways to define Sybil attacks in the literature, depending on the model at
hand and on the allowed or feasible behaviors from the players. For our model, we consider
Sybil attacks with respect to some given configuration (which may have formed from previous
actions that the players took). We also consider that only the atomic players are eligible to
perform a Sybil attack.

» Definition 26. Fiz a strategy profile inducing a partition I1, of the players into pools.
Given 11, a Sybil strategy for a player i € N, with stake a; is a strategy where the player
splits her stake into si,,...,s;, for somet, with Z;Zl si;, = a; and chooses t pools to join

among the ones formed by I1, contributing stake s;; to pool j, for j € [t]. The payoff under
such a strategy for player i is the sum of the payoffs from all the t pools.

Based on the above definition of a Sybil attack, below we define the notion of Sybil-proofness
(alternatively Sybil-resiliency).

» Definition 27. Fiz a partition II. We say that a reward sharing scheme is Sybil-proof w.r.t.
the partition I1 if no player i can become strictly better off by switching to a Sybil strategy.
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Ideally, we would like to have reward schemes where no player has an incentive for Sybil
attacks regardless of the configuration the game might be at. This is too much to ask for,
but we start here with a positive result, that concerns Sybil resilience w.r.t. the equilibrium
formations of Section 3. In particular, for the Shapley scheme, we show that even after
enlarging the strategy space with Sybil strategies, the equilibrium partitions described in
Section 3, continue to be at equilibrium.

» Theorem 28. In the oceanic model, the Shapley value reward sharing scheme is Sybil-proof
w.r.t. the equilibria identified in Theorem 11, and more generally w.r.t. any equilibrium as
described by the conditions of Lemma 12.

Proof. Consider an equilibrium formation satisfying the conditions of Lemma 12, with d
pools (1, ...,Cq. Each pool contains either an atomic player j with stake a; with a mass of
k; small players (such that a; + k; > h), or a mass of [ > h small players.

Suppose that an atomic player ¢ with stake a; decides to split her stake into m different
portions, s;,, Si,, ..., 8;i,, and commit s;, to pool Cy, where Zte[m] s;, = a;. We distinguish
the following cases.

m

Case 1. ( is the pool that ¢ belonged to initially. Then by Lemma 8, her reward is k‘_;:%

Case 2. () is a pool, with a mass of [ > h small players. By contributing s;, to such a pool,
Lemma 8 shows that player 7 receives a reward equal to g” . This is at most 3%, due to the
fact that k; <h =1 <.

Case 3. () is a pool with another atomic player j with stake a; and a mass of small
players k;. For ease of notation in this case, let s;, = b and Without loss of generality,
let h = 1. We will establish that the reward player ¢ gets is at most . After the Sybil
attack of player 4, C; contains player j with stake a;, player ¢ with Stake b, and a mass of
size k; of small players. We need to discriminate between some subcases here, since the

formula of the reward agent ¢ receives varies. The reward agent i receives, by Lemma 8 is
(1—a;)?—max(0,1—b— aj) +max(0,b—1+k; )2
2k;?
Since we are in an equilibrium formation from the conditions in Lemma 12 it holds that

ki=+/l-(1—a;)and k; = /I l—a] Also, since k;, k; < h, it holds that a;, a; € [1—7,1).
Note also that the function k% = , is increasing with respect to a;. At the same

l(l a;)
time, for the reward function of player ¢ within pool C}, we have the following property,
which can be easily verified:

N2 —b—a.)? _ 2
> Claim 29. The function 4=%) —max(0.1 bzkf’z) +max(0.b=17ki)” i decreasing with respect
J
to aj, for a; € [0,1).

. 1—a;)?— 0,1—b—a;)? 0,b—1+k;)?
So in order to show that % > (1zay)"—max(0, 2ka_J2) Amax(0.b=1+k;)
i J

this holds for the lowest valueb that a; and a; can take, which is 1 — 7.
When a; = a; = 1 — 1, it holds that k; = k; = 1. Given the form of the right hand

side, we consider first the subcase that 1 —b—a; <0=b>1-a; =1-(1-1) = 7.

Also note that b — 1+ k; > 0, since k; = 1. In this scenario, the Sybil attacker gets reward
(1—a;)?+(b=1+k;)?
2k.2

, it suffices to show that

from C} equal to ;
2b> (1—(1—1))?+b* = % + b?, which holds due to the fact that b > § = b > 7, for any
I >1 and also b > b?, since b < a; < 1.

Next, we move to the subcase where 1—b—a; >0=b<1—a; = 1. Again, k; = k; =1,
so the desired inequality becomes 2b > (1 — (1 — 1)) — (+ —b)? +b? = 22 = 2b > 2! which
holds for any [ > 1.

. The desired inequality is equivalent to showing that
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Putting everything together, the initial reward player i receives is W Let C7 be
the pool where i belonged to initially, before the Sybil attack. We can then rewrite this as
follows

ki—h+a; _ki*h+(21n:15it) _ki_h+si1 i Si,
F ki I Vb

t=2

But now we can see that each term in the summation is at least as big as the reward received
by each pool C; analyzed in Cases 2 and 3. Also the leftmost term is at least as good as the
reward received at Case 1. Hence player ¢ earns more rewards by staking all her stake in her
original pool. |

Next, we analyze the proportional scheme. In contrast to the Shapley value, and to
our surprise, the proportional scheme has a disadvantage here. We show that the optimal
equilibrium formation identified in Theorem 25 is not always Sybil-proof.

» Theorem 30. There exist instances where the proportional reward sharing scheme is not
Sybil-proof w.r.t. the optimal equilibrium of Theorem 25.

Proof. We show first a simple example when there is no ocean of small players. Consider an
instance with 3 large players, who all have stake a = h/2 + 1, and with h/2 — 1 additional
players, with stake equal to 1. Obviously OPT(G) = 2, where the optimal formation is to
have 2 pools C7,Cs, with C; containing two large players together and C5 containing the
remaining players. This is an equilibrium, as follows by Theorem 25, and the payoff for each
player in C; is 1/2. Suppose now that one of the large players in C; decides to allocate 1
unit of stake to Cy and keep the remaining stake in C;. Her total payoff from this Sybil
attack will be equal to Z—fl + h%-l >1/2.

Even when we have a large mass of non-atomic players, one can still have analogous
constructions. The reason is that when the total stake of the game is not a multiple of h,
the scheme then becomes vulnerable to Sybil attacks. To illustrate this, consider an instance
with n atomic players and a mass of small players, such that the total stake is not a multiple
of h. This means that in the optimal equilibrium formation of Theorem 25, the pool of
maximum stake, say C; will have total stake ¢; > h. Suppose that C5 is the pool of minimum
stake, equal to o, with h < f5 < ¢;. Let ¢ be an atomic player in C; with stake a;. There
exists such a player, since by the proof of Theorem 25, we know that when ¢; > /5, then
(1 has to contain atomic players (if 1 = ¢, then we pick as C; any pool that contains an

atomic player). We argue that agent ¢ can gain more total reward by splitting her stake

into two portions, specifically a; — z which she will commit to her initial pool C7 and z (s.t.

01 —x > h, which is feasible if z is small enough), which she will commit to pool Cs. By this
splitting, agent ¢ will receive a total reward of Z::i + ﬁ, based on the proportional reward
sharing scheme. Suppose now that ¢; = {5 4 §, for some § > 0. By simple calculations, we
can see that the reward of ¢ under this Sybil attack is greater than her initial reward of %f,
as long as

Eg(ai + 5) + 62

_ <
Y= 90,12 —a,

The next definition captures the stronger property that one could envision, i.e., Sybil
resilience no matter what is the initial configuration at hand (equilibrium or not).

» Definition 31. A reward sharing scheme is Sybil-proof if it is Sybil-proof w.r.t. any
partition 1.
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This is obviously a quite demanding requirement, especially since some partitions may be
very unlikely to form in practice. Theorem 30 shows already that proportional sharing does
not satisfy it. For the Shapley scheme we can also construct non-equilibrium profiles where
Definition 31 fails. To see this consider a partition (Cy,C3), where C; contains 2 atomic
players with stake a > h/2 and Cs contains non-atomic players of mass I = h. Then it is
easy to verify, using Lemma 8, that a large player from C can keep a stake of h/2 in the
first pool and contribute the remaining to Cs resulting in a higher payoff for her.

Hence, when there is no significant cost of carrying out a Sybil attack, we cannot expect
to avoid such strategies from any configuration II, except with trivial schemes (e.g., zero
payments). In fact such impossibilities have already been pointed out under a quite different
model in [21]. We exhibit below that for our model, this holds beyond the Shapley and the
proportional scheme, for a wide class of reward schemes.

» Observation 32. Consider a reward scheme where the payment p;(a;, S) of a player with
stake a; in a pool S, depends on a; and on the stake distribution of S_; but in an anonymous
way. Suppose further that the payment is concave w.r.t. a;, even in a subset of the entire
range of (0,h) (with at least one value of a; where concavity holds with strict inequality).
Then the scheme is not Sybil-proof.

Proof. Consider a partition where player ¢ ends up in a pool S, and where two other pools
have formed Si, S, such that m(S1) = m(S2) = m(S \ {i}) and the stake distribution of Sy
and Sz is the same with the distribution of S\ {i} (meaning that the composition in terms
of the stakes of the atomic players and the volume of the non-atomic players is the same).
Then suppose that player ¢ splits her stake a; into 2 portions of a;/2 and commits it to S;
and S;. Then by the assumption of the theorem, regarding strict concavity, we would have
that p;i(ai, S) < pi(ai/2,S1) + pi(ai/2, S2). <

5.2 Computation of Sybil strategies

We conclude this section by commenting on the computational problem of actually finding a
good Sybil strategy. For this, fix a player ¢ with stake a;, and an arbitrary strategy profile of
the other players x_;. Imagine that player i enters the game at a time where the strategies
of the other players induce a partition II_; = (C4, ..., C,,), where each C; is a winning pool
(we ignore non-winning pools, if there are any, under the current partition). If player ¢ wishes
to maximize her utility, the problem that she has to solve is to compute how to split her
stake and commit it to different pools in order to receive the maximum possible amount
of reward. More formally, let s;,,s;,, ..., S;,,, be the variables representing the portions of
stake of a;, that agent ¢ will assign to each of the m pools. Then player 7 faces the following
optimization problem:

m
maximize Zpi(sij ,CjU{i})
j=1

m
subject to Z si; < ag
j=1
si, >0 Vje[m]

The constraints above are linear but this is not always an easy problem to solve, and its
complexity is dependent on the reward scheme, since this affects the form of the objective
function. For simpler schemes, such as the proportional one, we can have a polynomial
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algorithm. In particular, under the proportional scheme, the objective function is a sum

of concave functions (and hence a concave function itself), equal to Z;”:l = *i . This

Cj)+si;
means that the optimization problem is equivalent to minimizing a convex function subject
to linear constraints, which can be done efficiently. In fact, for the proportional scheme, we
can have an even simpler, greedy algorithm, based on a water-filling argument. Hence, we

can conclude with the following.

» Theorem 33. Under the proportional scheme, the optimal solution of the above problem,
can be computed in polynomial time.

Proportional vs Shapley w.r.t. complexity of Sybil attacks. The above algorithm shows
that for the proportional scheme, it is relatively easy to find a profitable Sybil attack (whenever

one exists). On the other hand, this is not known to be applicable for the Shapley scheme.

For the restriction to integer stakes, solving the aforementioned optimization problem is

PP-hard [27]. Without integrality constraints, we are not aware of any efficient algorithm.

Even if we have access to an approximation algorithm for the Shapley value of a pool, it
does not seem obvious how to find an approximately optimal Sybil strategy. Hence the
overall computational difficulty of the Shapley value could serve as a deterrent for potential
manipulators.

6 Alternative variations of proportional schemes

We conclude our study with some further ideas that have been proposed in the literature. In

[12], some alternative schemes are considered, based on variations of proportional sharing.

This involves functions that are superadditive in a player’s stake. For illustration, we examine
the proportional-to-squares reward sharing scheme. Qualitatively, similar results hold if we
use other functions of the stake in the form af with 5 > 1.
» Definition 34. For a player i, with stake a; belonging to a pool C, the reward by the
proportional-to-squares reward sharing scheme is p;(a;,C) = ﬁ -p(C).

j

jeEC
On the opposite direction, we could have a subadditive function of each player’s stake.

» Definition 35. For a player i, with stake a; belonging to a pool C, the reward she receives

by the proportional-to-square-roots scheme is p;(a;, C) = Z\/% -p(C).

JjEC

We note that we have presented the definition above only for the purely atomic model, as
taking the square or the square root of infinitesimally small quantities leads to uninteresting
or trivialized payment rules in the limit. E.g., for a pool with one atomic player and a mass
of non-atomic players, the proportional to squares rule would allocate the entire reward to
the atomic player.

Even though such schemes can have their merits, we argue here that in our context they
also have their drawbacks related to the metrics of the previous sections. We first exhibit
that the proportional-to-squares scheme can lead to very bad equilibria, attaining very high
Price of Stability.

» Theorem 36. For any h, there exist instances where the proportional-to-squares scheme
has Price of Stability at least 251 = Q(h), and thus unbounded.
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When it comes to the proportional-to-square-roots scheme, the picture is quite different.
We can show that the Price of Stability is comparable to the Shapley scheme.

» Theorem 37. Consider instances with n players (n = ng +ny), so that ng > h? +ny([h —
Va+1]). Then, for the proportional-to-square-roots reward sharing scheme, we have that

PoS = 2.

However, the proportional-to-square-roots scheme is not Sybil-proof w.r.t. its equilibria,
in contrast to the Shapley value.

» Theorem 38. There exist instances where the proportional-to-square-roots scheme is not
Sybil-proof w.r.t. (k,l)-equilibria, as given in Defintion 16.

Hence we can conclude that for the family of all considered variants of proportional
sharing, we either have vulnerability to Sybil attacks or high Price of Stability.

7 Conclusions

We have studied a model of pool formation over blockchains with large, influential players
and players with negligible stake. The conclusions regarding the schemes we considered are
as follows.

1. The Shapley scheme has constant Price of Stability bounded by 4/3 in the oceanic model
and by 2 in the atomic model. It is also Sybil-proof w.r.t. the constructed equilibria.
Furthermore it is not always easy to find the best possible Sybil strategy.

2. The proportional scheme always has an optimal equilibrium (PoS = 1). But it is not
Sybil-proof w.r.t. its equilibria. Moreover, Sybil attacks can be computed relatively easily.

3. The proportional to squares scheme has unbounded Price of Stability.

4. The proportional to square roots scheme has constant Price of Stability bounded by 2.
But it is not Sybil-proof w.r.t. its equilibria.

We view this work as a promising initial step towards demonstrating the applicability
of cooperative game theory concepts, such as the Shapley scheme, in the context of reward
sharing for blockchain protocols. While not exhaustive, our findings provide a foundation for
further exploration and development in this area.

7.1 Future work

There are several interesting avenues for future research. An immediate direction is to
consider a different function p(S) for the pool rewards so as to capture other scenarios or
protocols. Our focus for p(-) in this paper was a threshold function inspired of validator
rewards in Ethereum. However, other schemes are possible for instance, we can consider
a model where p(S) is a linear (up to a threshold) function of }, ¢ a;, or other variants
that provide additional reward to pools with large pool operators so that some “skin in the
game” is present in pool formation, cf. [7]. With respect to this latter property, it would
be also interesting to identify skin in the game as a separate or alternative objective (i.e.,
separate from welfare and the number of independent pools involved at equilibrium). For
instance, having skin in the game is reflected in design choices of pool formation contracts like
Rocketpool to impose a minimum threshold of 8 ETH to the operator for each pool spun by
the system. It is easy to capture such considerations in the oceanic model by observing that
skin in the game is not provided by non-atomic players and hence a pool configuration can
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only derive skin in the game from the atomic players. Comparing equilibria and the Price of
Stability under this objective would be an interesting parallel to the results presented herein,
while considering both objectives simultaneously (equilibria exhibiting high decentralization
and high skin in the game at the same time) points to an interesting Pareto optimization
question.

Another direction is to consider further concepts from game theory, such as the Banzhaf
index [11]. This has played a prominent role in weighted voting games, and it would be
interesting to explore if it would lead to a performance comparable to the Shapley scheme.
Finally, it is also important to investigate the dynamics for the iterated version of pool
formation games and the speed of convergence to good equilibria.
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