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Abstract
Broadcast is a fundamental primitive that plays an important role in secure Multi-Party Computation
(MPC) area. In this work, we revisit the broadcast with selective abort (hereafter, short for broadcast)
proposed by Goldwasser and Lindell (DISC 2002; JoC 2005) and study the round complexity of
broadcast under different setup assumptions. Our findings are summarized as follows:

We formally prove that 1-round broadcast is impossible under various widely-used setup assump-
tions (e.g., plain model, random oracle model, and common reference string model, etc.), even if
we consider the static security and the stand-alone framework. More concretely, we formalize a
notion called consistent oracle to capture these setups, and prove that our impossibility holds
under the consistent oracle. Our impossibility holds in both honest majority setting and dishonest
majority setting.
We show that 1-round broadcast protocol is possible in the Universal Composition (UC) frame-
work, by assuming stateful trusted hardwares. Our protocol can be proven secure against
all-but-one adaptive and malicious corruptions. We bypass our impossibility result since our
stateful trusted hardwares do not satisfy the definition of consistent oracle.
We provide an application of 1-round broadcast: we construct the first 1-round multiple-verifier
zero-knowledge (which is a special case of MPC) protocol, without assuming the broadcast hybrid
world.
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1 Introduction

Broadcast [23] is an important and widely-used cryptographic primitive. Assume there are
n parties P1, P2, . . . , Pn. Broadcast allows one sending party (say, P1) to send a message
to the rest receiving parties (say, P2, . . . , Pn), and the receiving parties should receive the
identical messages. Serving as a vital communication channel, broadcast plays an important
role in the secure Multi-Party Computation (MPC) area [26, 16], for example, the classic
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MPC protocol [25] by Rabin and Ben-Or assumes that all parties have access to a broadcast
channel. Furthermore, a series of round-optimal MPC protocols [6, 1, 3, 11, 20, 12, 21] are
constructed in the broadcast hybrid world.

Round complexity of broadcast. In this work, we focus on the broadcast itself and study
how to realize broadcast via only secure point-to-point (P2P) channels. More concretely, we
consider broadcast with selective abort (hereafter, short for broadcast) proposed by Goldwasser
and Lindell [17, 18]: the sending party holds a private input x and sends x to the receiving
parties, and each honest receiving party either outputs x or a special symbol ⊥ indicating
abort. We study the round complexity of such broadcast protocols under different setup
assumptions. Notice that, in this work, we do not consider Byzantine broadcast where the
honest receiving parties are guaranteed to receive the same messages.

First of all, we clarify the meaning of “round”. In this work, we consider simultaneous
communication model, i.e., the parties are allowed to exchange messages in the same round;
however, their messages should not depend on each other. For example, in the case of 1-round
oblivious transfer protocol [4], the sender and the receiver can send their messages to each
other simultaneously and their messages have no dependency; thus, it does not matter which
party sends its message first.

Now we introduce the well-known broadcast protocol [17, 18] by Goldwasser and Lindell
(hereafter, GL protocol), which is constructed in the plain model and is proven secure against
all-but-one malicious corruptions. GL protocol is two-round: in the first round, the sending
party sends the message m to the receiving parties; in the second round, the receiving parties
send the received message to each other to check if they have received the same message.
Since the receiving parties will echo-broadcast the received message from the sending party,
GL protocol is also known as the echo-broadcast protocol. GL protocol and its variants are
widely used in MPC protocols that are secure with abort.

Intuitively, it seems impossible to construct 1-round broadcast protocol in plain model; to
the best of our knowledge, this impossibility result has not yet been formally proven in the
literature. In addition to the plain model, there are some commonly-used setup assumptions,
e.g., Random Oracle (RO) model, Common Reference String (CRS) model, and ideal cipher
model, etc. We wonder if it is possible to construct 1-round broadcast protocol under these
setup assumptions. This motivates our main research questions:

Is it possible to construct a 1-round broadcast protocol? If so, under what setup
assumptions can such a protocol be constructed?

1.1 Our Results
We investigate the above research questions, and our results are summarized as follows.

Impossibility: 1-round broadcast is impossible under most commonly used setups. We
formally prove that 1-round broadcast protocol is impossible under many commonly-used
setup assumptions (e.g., RO model, CRS model, ideal cipher model, preprocessing model, etc.).
In the main body of this paper, we focus on the Universal Composition (UC) framework [9]
and prove the impossibility result under UC framework. Note that, our impossibility result
can be extended into the stand-alone framework [8, 15].

Feasibility: 1-round broadcast is possible under trusted hardwares. We provide a 1-round
broadcast protocol in the stateful trusted hardware model, and it is proven to be UC-secure
against an adaptive and rushing adversary who can corrupt up to t < n parties. Furthermore,
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our broadcast protocol is non-interactive: The only communication occurs when the sending
party sends the messages to the receiving parties, and the receiving parties do not have to
exchange the messages.

Application: 1-round multiple-verifier zero-knowledge. Finally, we present an application
of our 1-round broadcast protocol: we construct the first 1-round Multiple-Verifier Zero-
Knowledge (MVZK) [7] (a special case of MPC) protocol against a dishonest majority under
trusted hardware via only secure P2P channels. Note that, there are three works [24, 2, 27]
that claims to achieve 1-round online communication in the preprocessing model; however,
they all assume their protocols are in the broadcast hybrid world. Due to the space limit, we
leave the details of our MVZK protocol to the full version.

1.2 Related Work

There are limited works that consider broadcast with selective abort. As mentioned in
Introduction, Goldwasser and Lindell proposed a 2-round broadcast protocol that is secure
with selective abort in the plain model [17, 18] (hereafter, GL protocol). GL protocol is
widely-used in MPC with abort (e.g. [13, 5]). In these MPC works, the authors are able to
improve the communication complexity of GL protocol by introducing hash function [13] or
utilizing the random linear combination technique [5]; however, to the best of knowledge,
none of the previous works are able to reduce the round complexity of GL protocol.

2 Preliminaries

2.1 Notation

We denote the security parameter by λ ∈ N. A function negl : N→ R≥0 is negligible if for
every polynomial p(·) there exists λ0 such that for all λ > λ0 we have negl(λ) < 1

p(λ) . We
write PPT for a probabilistic polynomial-time algorithm.

2.2 Digital Signature

The digital signature scheme can ensure the integrity of a message. A digital signature
scheme (DS) consists of the following algorithms:

(pk, sk)← DS.KeyGen(1λ): It takes the security parameter λ as input, and it outputs the
public key pk and the signing key sk.
σ ← DS.Sign(sk, m): It takes the signing key sk and the message m as inputs, and it
outputs the signature σ for the message m.
{0, 1} ← DS.Verify(pk, m, σ): It takes the public key pk, the message m and the signature
σ as inputs, and it outputs a bit b ∈ {0, 1} indicating the acceptance or rejection.
We require the digital signature scheme to be correct and existentially unforgeable under

chosen message attacks (EUF-CMA). Formally, we have the following definitions.

▶ Definition 1 (Correctness). We say a digital signature DS = (DS.KeyGen, DS.Sign, DS.Verify)
is correct if the following equation holds:

Pr
[
(pk, sk)← DS.KeyGen(1λ);

σ ← DS.Sign(sk, m) : DS.Verify(pk, m, σ) = 1
]

= 1 .

DISC 2025
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▶ Definition 2 (EUF-CMA Security). We say a digital signature scheme DS =
(DS.KeyGen, DS.Sign, DS.Verify) is EUF-CMA secure if for any PPT adversary A, the fol-
lowing equation holds:

Pr
[

(pk, sk)← DS.KeyGen(1λ);
LSign := ∅; (m∗, σ∗)← AOSign(pk) : DS.Verify(pk, m∗, σ∗) = 1

∧ m∗ /∈ LSign

]
≤ negl(λ) ,

where OSign(m) will return σ ← DS.Sign(sk, m) and update LSign := LSign ∪ {m}.

2.3 Security Model

In this work, we construct protocols and analyze their security in the Universal Composition
(UC) framework by Canetti [9]. We refer readers to see details in [9].

Secure communication model. We consider simultaneous communication [22]: the parties
can exchange the messages in the same round, and the parties’ messages should have no
dependency. We also assume the parties are connected with only secure P2P channels.

Adversarial model. We consider both static and adaptive corruption. We consider a
malicious and rushing adversary: the adversary can deviate from the protocol instruction,
and it can delay sending messages on behalf of corrupted parties in a given round until the
messages sent by all the honest parties in that round have been received. We assume that the
adversary is allowed to corrupt the sending party and up to t < n receiving parties, where n

is the number of total receiving parties.

2.4 Broadcast Functionality

In this subsection, we provide the ideal functionality for broadcast FBC in Figure 1, which is
adapted from [18]. The functionality FBC interacts with a set of parties P1, . . . , Pn and the
ideal-world adversary S. Upon receiving the message m from any party, FBC will forward
the message m to the rest receiving parties; however, S can cause any honest receiving party
to abort. Notice that, in FBC, S can make honest receiving parties abort, but S cannot make
honest receiving parties output two distinct messages.

The functionality interacts with a set of parties P1, . . . , Pn and an adversary S. Let H be
the set of honest parties.
Upon receiving (Broadcast, sid, m) from any party Pi, do:

Send (Broadcast, sid, Pi, m) to the adversary S and the corrupted parties.
For each honest party h ∈ H, wait for an input from the adversary S, then do the
following:

If it is (Continue, sid, h), send (Broadcast, sid, Pi, m) to the honest party h.
If it is (Abort, sid, h), send (Abort, sid) to the honest party h.

Functionality FBC

Figure 1 The Ideal Functionality FBC .
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3 Impossibility under Various Setups

In this section, we prove that there exists no 1-round UC-secure broadcast protocol using
only consistent oracles (to be defined later).

3.1 Consistent Oracles
We introduce the notion of a consistent oracle (Definition 3) to model a variety of global-
setup behaviours. This notion is adapted from the monotonically consistent oracle of [14],
which was originally used to establish impossibility results for non-interactive commitment
and zero-knowledge protocols in global setups (e.g., the global random oracle) within the
generalized UC framework [10].

▶ Definition 3 (Consistent Oracles). We say that an “oracle” (or Interactive Turing Machine)
is consistent if it always returns the same response to the same query made by the same
party P in one protocol session.

▶ Remark 4. The consistent oracle captures a wide range of standard setup assumptions, e.g.,
the RO model, the CRS model, the PKI model, the preprocessing model, stateless trusted
hardware (e.g., signature cards [19]), and combinations thereof.

3.2 Impossibility in the UC Framework
We prove that 1-round one-time broadcast is impossible to achieve using only consistent
oracles, even in the presence of a static adversary. We use the method of proof by contradiction
to prove the impossibility result. First of all, we assume there exists a 1-round one-time
broadcast protocol using only secure P2P channels. Notice that, since we consider the
simultaneous communication model, the sending party (say, P1) is allowed to send messages
to the receiving parties (say, P2, . . . , Pn) via secure P2P channels, and the receiving parties
are allowed to communicate with each other, and each parties’ messages should not depend
on each other. Let us consider the case where the sending party P1 gets corrupted. Let m, m′

be two distinct messages, and let smsgi (resp. smsg′
i) be the message that an honest sending

party should send to the i-th honest receiving party Pi on input m (resp. m′); note that, the
message smsgi (resp. smsg′

i) may contain m (resp. m′). Let rmsgi,j be the message that an
honest receiving party should send to the j-th honest receiving party Pj . Upon receiving
smsgi (resp. smsg′

i) and {rmsgi,j}i∈[2,n]\{j}, the j-th honest receiving party Pj should output
m (resp. m′). With above notations, we can consider the following adversary’s strategy: the
adversary can instruct the corrupted sending party to query the consistent oracle to prepare
{smsgi}i∈[2,n] and {smsg′

i}i∈[2,n]; notice that, the corrupted sending party is capable of doing
this by definition of the consistent oracle. Then the adversary can instruct the corrupted
sending party to send smsg2 to the first receiving party P2, and send {smsg′

j}j∈[3,n] to the
rest receiving parties respectively; as a result, P2 will output m while other receiving parties
will output m′, which violates the consensus property of the one-time broadcast protocol.

Next, we provide the formal theorem statement and the proof is deferred in the full
version.

▶ Theorem 5. Let O denote any PPT consistent oracle as defined in Definition 3. Let n

be the number of total parties such that n ≥ 3. There exists no 1-round one-time broadcast
protocol that UC-realizes FBC depicted in Figure 1 in the O-hybrid world using only secure
P2P channels, in the presence of a static, malicious and rushing adversary who is allowed to
corrupt the sending party.

DISC 2025
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4 Feasibility under Trusted Hardwares

In this section, we show how to construct 1-round broadcast protocol in the stateful trusted
hardware model; notice that, our stateful trusted hardware model does not satisfy the
definition of consistent oracle, so we can bypass our impossibility result.

Now we introduce a new trusted hardware model, and we call it counter-mode trusted
hardware. We also formally define it through an ideal functionality OHW, which is put in
Figure 2. We put our broadcast protocol ΠBC-HW in Figure 3, and state the security of
ΠBC-HW through Theorem 6. The proof is deferred in the full version.

It interacts with a set of parties P1, . . . , Pn and an adversary S. It is parameterized with
DS := (DS.KeyGen, DS.Sign, DS.Verify). It maintains a counter c, which is initialized as 0.
Initialize. Upon receiving (Init, sid) from any party Pi, do:

Generate (pk, sk)← DS.KeyGen(1λ) and record (sid, pk, sk).
Ignore any subsequent Init command.

Get public-key. Upon receiving (GetPK, sid) from any party Pi, do:
If there is a (sid, pk, sk) has been recorded, return (GetPK, sid, pk) to the requester Pi.

Get signature. Upon receiving (Sign, sid, m) from any party Pi, if there is a (sid, pk, sk)
has been recorded, generate σ ← DS.Sign(sk, (c, m)), return (Sign, sid, σ) to Pi, and increase
c := c + 1.

Functionality OHW

Figure 2 The Functionality OHW .

Input: Pi privately holds a message x.

Protocol:
(Initial phase): The parties send (Init, sid) to OHW. Each party Pj initializes a counter
cj := 0 for j ∈ [n].
(Pi broadcasts the message): Pi sends (Sign, sid, m) to OHW, which returns (Sign, sid, σ).
Then Pi increases its counter ci := ci + 1 and sends (m, σ) to the rest parties via secure
P2P channels.
(Pj locally checks the validity of the received message): For each j ∈ [n] \ {i}, Pj sends
(GetPK, sid) to OHW, which returns (GetPK, sid, pk). Then Pj checks if
DS.Verify(pk, (cj , m), σ) = 1 holds. If so, Pj accepts m as the received broadcast message
and increases its counter cj := cj + 1; otherwise, Pj aborts.

Protocol ΠBC-HW

Figure 3 1-round broadcast protocol ΠBC-HW in the OHW-hybrid world .

▶ Theorem 6. Assume DS = (DS.KeyGen, DS.Sign, DS.Verify) is a digital signature scheme
that is correct and EUF-CMA secure. The protocol ΠBC-HW depicted in Figure 3 UC-realizes
the functionality FBC depicted in Figure 1 in the OHW-hybrid world, in the presence of an
adaptive and malicious adversary who can corrupt up to t < n parties.
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