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—— Abstract

When multiple software components interact via method calls, we may want to ensure that the

order of invoked methods and the arguments provided adhere to some specification. The classic
problem associated with interface automata checks for the existence of a mediator whose intention
is to act as a buffer in between method invocations so that invocations do not go unanswered. We
extend the base model underlying interface automata, enabling them to exchange integer values
- one automaton generates an integer value and outputs it by firing a generating transition and
another automaton receives the value by synchronously firing a receiving transition. Transitions in
the automata can have guards with linear order constraints on the exchanged values, influencing
which methods can or can not be invoked later. So the generated values influence the sequences of
invocations that are enabled. We specify desirable properties of the sequence of method calls and
the arguments passed to them using an extension of Linear Temporal Logic (LTL). We consider the
interoperability problem, which is to check if it is possible to generate integer values in such a way
that all enabled sequences satisfy the given specification.

We show that the interoperability problem is undecidable in general, even when there are only
two participating automata. We show decidability in the case where guards on generating transitions
can only have equality constraints on the exchanged value (but receiving transitions can continue to
have linear order constraints). We model this problem as a game between two players, one trying to
generate integer values such that violating sequences are disabled while the other player tries to dig
out violating sequences that are enabled. Interoperability is equivalent to the first player having a
winning strategy. We solve this game via a finite abstraction, which results in a symbolic game. We
then show that winning strategies for the symbolic game can be translated to winning strategies for
the original game over integers.
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1 Introduction

There are many models for formalizing multiple software components interacting with each
other. E.g. in [11], smart contracts are modeled using interface automata [5]. The classic
question for interface automata is to check if there exists a mediator (that can buffer method
calls among the participants) such that there are no unanswered method calls [5, 10]. In [1],
smart contracts are modeled in the Behavior Interaction Priority (BIP) framework, which
are finite state machines (FSMs) interacting via ports. The smart contracts in [1] are part
of a supply chain for crude oil, and the goal is to model check properties such as “once the
point-of-sale receives the oil batches from a vendor, the payment must be triggered”. This is
a typical temporal property saying one event must be followed by another.
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FSMs in the BIP framework can exchange data in the form of arguments passed to
method calls. We work with a model that also allows exchange of data (for example, an
integer indicating the amount to be paid), but using synchronized transitions as in interface
automata. In [1], control flow can be influenced by conditions such as “if the production at a
vendor site is more than a specified limit, send an alert”. We model these using guards on
transitions, which comprise of linear order constraints on the data exchanged. The value
that is exchanged thus influences which branches can be taken by the control flow. The
interoperability problem is to check if the values can be generated in such a way that the
control flow remains within a specified set. The set is specified by Constraint Linear Temporal
Logic (CLTL), an extension of LTL that can check linear order constraints on data values. In
the above supply chain example, this can check if there exists a value for the daily production
limit such that vendor and point-of-sale work together ensuring that there is always enough
inventory.

We benefit from game theoretic foundations of interface automata. To tackle the interop-
erability problem, we design a game between two players, SYSTEM and SPOILER. SYSTEM
tries to choose values of the exchanged data (restricted to integers here) so that branches
of control flow that can potentially violate the specification are disabled. SPOILER tries
to pick out branches in the enabled part of control flow that can potentially violate the
specification. If SYSTEM has a winning strategy, it provides integer values that will ensure
that the specification is always met in all enabled branches of the control flow.

One difficulty that needs to be overcome is that branches in which the game can proceed
depends on choices SYSTEM makes from an infinite domain (integers). We handle this by
designing an abstraction that reduces the game to a finite one, while still maintaining enough
information about existence of winning strategies. The high level idea of using abstraction
to reduce infinite domains to finite ones is a known technique [7, 3, 2, 8]. But designing the
abstraction must be done carefully so that peculiarities of the original model are correctly
reflected in the resulting finite symbolic model. Our first contribution is coming up with a
model that is expressive enough to specify interesting properties. An example is given in
Section 4. Our second contribution is designing an abstraction [definition 19] such that the
resulting finite symbolic model meets two goals. First, it is equivalent to the original model
wrt the existence of winning strategies [Lemma 24]. Second, it can be solved by adapting
known techniques [[3], Lemma 23].

Suppose the participants do not know each other’s configurations and we need to check
if they can still generate values based on the imperfect information they have. It turns
out that if each participant sends integer values regularly, they can communicate their
configuration information by encoding it in the integers they generate, thus communicating
their configuration information to other participants and reducing it to the perfect information
case. This trick will fail in other cases. It would be interesting to identify interesting fragments
of the other cases where the interoperability problem makes sense.

Related work. 1In [10, 14], interface automata are extended with registers to handle data like
we do here. But there, data values can be compared only for equality and its negation while
we have linear order. Also, [10, 14] only consider specific safety properties; we allow properties
expressible in CLTL. In [8], synthesis problem for specifications given as register automata
over linearly ordered data domains (including Z) are studied. They prove decidability for
the existence of a winning strategy for one-sided games, where one of the players operates
over a finite alphabet and the other manipulates data. The concrete game which we use to
model the interoperability problem here is similar to such a one-sided game as even over
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there, one of the players can only choose from a domain while the other can choose integer
values. Also, we use techniques similar to theirs in order to deal with abstraction of the
register values by tracking constraints between them and checking for the feasibility of such
constraint sequences. However, synchronization between register automata is the central
theme of our model and specification is based on a logic. In [8], register automata are used
as specification mechanisms. Our techniques involve a combination of qualititative and

quantitative specifications. Energy games [6, 4] provide a foundation for many such models.

2 Preliminaries

Let Z be the set of integers and N be the set of non-negative integers. We denote by [i],
the number i ceiled at k: [i], =4 if i <k and [i], = k otherwise. For integers ni,na, we
denote by [n1,n2] the set {n € Z | ny <n < na}.

We recall here the definitions of constraint systems and Constraint LTL (CLTL) from
[7] with some slight modifications. A constraint system D is of the form (D, Ry,...,R,,T),
where D is a non-empty set called the domain. Each R; is a predicate symbol of arity a;,
with Z(R;) C D% being its interpretation. For the sake of this paper, it suffices to describe
CLTL formulas over constraint systems of the form (D, <,=) where D is an infinite domain,
< is a total linear order over D and = is the equality relation.

Let V be a finite set of variables, and A be a finite set of actions. A term is of the form
X'z, where x is a variable and ¢ > 0. A constraint c is of the form ¢; < t; or (t; = t;),
where t;,t; are terms. The syntax of CLTL is given by the following grammar, where a € A
and c is a constraint as defined above.

pu=cla|=¢|oVve|Xe|oUs

Let Fp denote the set of all mappings of the form f: V — D. The semantics of CLTL is
defined with respect to infinite sequences over A X Fp (also called concrete models in the
following).

Given a concrete model a = (ag, fo)(a1, f1) ... € (A x Fp)“, the i*! position of « satisfies
the atomic formula a € A (written as «o,7 = a) if a = a;. Also, given z,y € V and
i1, € N, the i*" position of a concrete model a satisfies the constraint X 1z < X 2y
(resp. X iz = X ~P2y) (written as 0,i | X o < X2y (resp. X 1z = X ~2y)) if and
only if ¢ > 41,4 > ig and fi—;, (2) < fi—i, (y) (vesp. fi—i, (x) = fi—i,(y)) hold. The semantics
is extended to the rest of the syntax similar to the usual propositional LTL. We use the
standard abbreviations F'¢ (resp. G¢) to mean that ¢ is true at some position (resp. all
positions) in the future. The X-length of a term X ~‘x is i. We say that a formula is of
X-length k if it uses terms of X-length at most k. The formula G(Fa A X (X 'z < y)) will
be true in the first position of a concrete model if, in all positions, the value of z is less than
the value of y in the next position and if the action a holds infinitely often in the concrete
model. In the rest of this paper when we refer to CLTL formulas, we shall restrict ourselves
to CLTL formulas over the constraint system (Z, <,=) using just one variable d. The models
for such formulas with just one variable can simply be thought of as sequences of the form
(ag,vo)(a1,v1) ... where v; € Z.

3 Interface Automata with Data

We work with a model based on interface automata [5, 10]. We extend it so that integer
values can be exchanged and stored.
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» Definition 1 (Finite State Register Machines (FSRMs)). A finite state register machine
M = (B,q°, R, TE  TH) where:
B is a finite set of states, ¢° € B is the initial state and R is a finite set of registers,
TE C B x Test x Asgn x B is a set of external transitions, where Asgn is the power set
of R and Test is the set of all formulas (quards) of the form g :=r* < ri|rt < d|g A g|—g
where r*, 17 € R and d is a formal parameter.
TH C B x B is the set of hidden transitions.

We write Bp, Rp, TS5, TH to refer to the set of states, registers, external and hidden
transitions of a particular FSRM P. An R-valuation is a mapping from R to Z. Given an
R-valuation o, an integer value v and a guard g, o,v |= g denotes that the formula g with
each occurrence of r € R replaced by o(r) and each occurrence of d replaced by v, evaluates
to true.

» Definition 2 (Semantics of Finite State Register Machines). The semantics of a finite state
register machine M is a transition system defined as follows.

C = B x Z% is the set of configurations,

= (¢, {r — 0| r € R}) is the initial configuration,

(q,o)%(q/,a’) ifft = (q,9,u,q") € TF such that o,v |= g and for eachr € R, o'(r) = v

if r € w and o' (r) = o(r) otherwise.
(a.0) = (¢'.0) iff 1= (a.4) € T".

In words, an external transition ¢t = (g, g,u,q’) goes from configuration (g,0) to (¢,0’)
storing the integer value v in registers belonging to u, provided ¢ is enabled in ¢: ¢ and the
new integer value v should satisfy the guard g. Hidden transitions change states without
changing register valuations. We refer to the pair (¢,v) or (¢, %) as a step s.

» Definition 3 (Traces of Finite State Register Machines). Given a finite state register machine
M, we define a trace T of M to be a finite or infinite sequence of alternating configurations
and steps: coSg -+ Crm—1Sm—1Cm -+ wherem €N, ¢o = c°, ¢; € C, ciimi“ and s; is a step
for alli > 0. We denote the set of all traces of M as Traces.

A set of FSRMs can be composed. An output transition of one FSRM can synchronize
with an input transition of another FSRM. To control which transitions can synchronize,
we label them with a letter from a finite set of actions, along with one of the symbols
{!,?7}. Transitions labeled with ! (resp. ?) are intended to be output (input) transitions.
Two transitions can synchronize if they are labelled with the same action, one of them is
additionally labeled with | and the other one is additionally labeled with ?.

» Definition 4 (Interface Register Transition System). An interface register transition system
S = (P, A, ac) where P is a tuple of finite state register machines, A is a finite set of actions
and ac : Tg — {1,?} x A is a labelling function. The notation Tg stands for the union of

the sets of external transitions of all the FSRMs in P.

» Definition 5 (Semantics of Interface Register Transition System). The semantics of an

interface register transition system S is a transition system defined as follows:

1. A configuration is a function c : P — UpcpBp X 787 such that c(P) € Bp x ZFP for
all PeP.

2. P ={Pw— (¢%{r—0|reRp})| P e P} is the initial configuration mapping all
FSRMs to their initial states and all registers to 0.
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3. CMSC' iff the following conditions are met: t, € Tgu, t; € Tgw P, # Pi, ac(t,) =

(L a), ac(t;) = (?,a), v € Z, (gi,04) LN (¢:,00), (g0, 00) Lo, (q),00) and ¢ is obtained
from ¢ by changing c(P;) from (q;,0;) to (q},o)) and changing c(P,) from (qo,0,) to
(4, 70)-

(a,t0r%:v) sc iff the following conditions are met: t, € ng, ac(t,) = (1a), v € Z,

(G0, 00) Lot (g,,00) and ' is obtained from c by changing c(P,) from (qo,0,) to (g, o).

Additionally, for any transition t; with ac(t;) = (?,a), t; can not be fired in the configur-
ation ¢ with the value v.
*, 0,0k, %

5. ¢ === ¢ iff the following conditions are met: t € TH, (q,0) kN (¢',o) and ¢ is
obtained from ¢ by changing c¢(P) from (q,0) to (¢, 0).

In the transition mentioned in point 3 above, output transition ¢, and input transition ¢;
from different FSRMs synchronize by exchanging the integer value v. In the transition of
point 4, only an output transition from an FSRM fires and we think of the environment
as receiving the value, provided none of the transitions in S can fire to receive the value
v. In the transition in point 5, a hidden transition in FSRM P fires. We refer to tuples
(a,to,t;,v), (a,to,x,v) and (x,t, *, x) as steps.

» Definition 6 (Traces of Interface Register Transition System). Given an interface register
transition system S, we define a trace (or a finite trace) T of S to be a finite alternating
sequence of configurations and steps: cgSg . ..Cm—15m—1Cm where cg =, m € N, ¢; € C,
i~ s and s; is a step for all 0 < i < m. We denote the set of all finite traces of S as
Traces. An infinite trace T of S is similarly defined to be an infinite alternating sequence of
configurations and steps. We denote the set of all infinite traces of S as Traces.

For a step (a,to,t;,v) or (a,t, *,v), its projection to actions and values is
Tav (@ to, iy V) =Tan((a, to, *,v)) = (a,v). For a step (x,t,*,*) with a hidden transition ¢,
Tav((*,t, %, %)) = €, the empty sequence. We extend 7., to traces as mq,(cosoc181 ) =
Tav(80)Tau(81) - - . We say that a trace T satisfies a CLTL formula ¢ (denoted as 7 |= ¢) if
there are infinitely many external transitions fired along 7 and 7., (T) E ¢.

Two traces that differ only in hidden transitions can not be distinguished by CLTL
formulas. We formalize this next.

» Definition 7 (Hidden transitions invariance). Suppose a finite trace T is of the form
71+ ¢+ (%, t,%,%) - To. Bypassing the step (x,t,*,*) based on the hidden transition t will result
in the sequence 11 -To. Let 7* be obtained from T by bypassing all hidden transitions occurring
in 7. We say two traces 11,7y are equivalent wrt hidden transitions (written as 11 ~y 7o) if
=T

A step (a,t,,t;,v) can only be taken if the current configuration along with the new
value v satisfies the guards in the transitions t,,t;. Choosing certain values can thus help
in avoiding traces that violate a given CLTL specification. We denote by Tg the set of
transitions Tg ={te Tg | ac(t) € {1} x A}

» Definition 8 (Regulator). Given an interface register transition system S, a regulator is a
function reg : Tracess/ ~; ng — 7.

An infinite trace T conforms to a regulator reg if the following is true: for every prefix of
the form 7(a,to, t;,v)c’ or T(a,te, *,v)c’, v = reg([7]~,,to). We say that an interface register
transition system S is interoperable satisfying a CLTL formula ¢ if there is a regulator reg
such that all traces 7 that conform to reg satisfy ¢.

14:5
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In order to handle maximal finite traces, we add gadgets to the interface register transition
system. For every action a, we add a sink state s,. For an existing state q, suppose g1,...,gr
are the guards on the input transitions from ¢ labelled with a. We add an input transition
from ¢ to s, labelled with the action a and the guard —(g; V...V g,). This new transition is
enabled if and only if none of the existing input transitions labelled by a are enabled. On
Sa, we have a self-loop with an output transition labelled with a new action a’. On every
existing state in all the FSRMs, we add self-loops with an input transition labelled with
a’. This way, a maximal finite play is artificially extended to an infinite one by padding
(a’)¥. This can be easily identified in the CLTL specification and handled accordingly (like
disallowing such actions a’ as needed for the undecidability proof in appendix A).

In general, the interoperability problem for interface register transition system is undecid-
able. Given a 2-counter machine, we construct an interface register transition system with
just two FSRMs such that the runs of the 2-counter machine are simulated by the traces
of §. It is an adaptation of similar undecidability proofs for games involving numbers, in
which one player simulates a two counter machine and the other player catches mistakes if
any during the simulation. For example, if the player simulating an incrementing transition
increments by more than 1, it can be caught by the other player by checking that there is a
value between the previous and incremented value. The details of the proof of undecidability
can be found in appendix A.

4 Modeling Example

In this section, we provide an example of modeling an e-commerce system with the aim of
checking whether a client and a server can be made to work with each other by regulating
the interaction appropriately. The example is for most parts copied from a similar example
given in [10]; we add a feature to it motivating the introduction of linear order constraints in
the guards of the FSRMs, which are absent in [10]. For modeling this example, we assume
Interface Register Transition Systems can exchange multiple integer values in one transition.
Our results can be easily extended to handle this extension.

The example models a typical online store; one FSRM for the client and one for the
server. Suppose the client starts by sending a StartOrder message containing its id and it
expects to receive an id of a new order. A schematic of the FSRM modeling the client is
shown below in Figure 1.

In the figure, an edge label such as [StartOrder(ClientId) means that it is a transition
labeled with the action StartOrder and the symbol ! (to indicate that it is a output action)
and sends an integer value stored in the register named Clientld. The client then orders a
number of items via the AddToOrder action, at the end of which it provides the payment
information via the PlaceOrder action. Some edge labels in the figure are a quite long, so we
have used shorthands such as stmt;. These shorthands are expanded as below.

stmt; = AddToOrder(Orderld, ItemId;, Qty;)

stmt = PlaceOrder(Orderld, CCNo)

rjct; = OutOfRange(Itemld;, Min, Maz); Qty; < Min VvV Max < Qty;
enfm; = Confirmed(Orderld, Item;, Qty;)
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stmt’ = Processytem(Orderld, ItemlId)

stmt} = SetQty(Orderld, ItemId, Qty;)

stmt: = ConfirmItem(Orderld, ItemId, Qty;)

stmtly = OutOfRange(Orderld, ItemlId, Qty;, Min, Max)
stmte = CloseOrder(Orderld, CCNo)

Then the client expects all items together with the quantities to be confirmed by the customer
service. The client also accepts rebuttals from the customer service in case the number of
items ordered is outside the minimum and maximum range allowed, via the OutOfRange
message. This is a feature we have added here beyond what is described in [10], in order to
demonstrate the utility of linear order constraints. The edge label rjct; above implements
this feature by using a guard to test that the quantity is indeed out of range. In practice,
e-commerce systems would allow the client to revise the order, but for the sake of simplicity
here, we just move ahead by dropping those items that are out of range. It blocks in case that
it does not receive the right confirmation for the remaining items. Then it announces that it
is ready to close the order and expects to receive the result of the payment transaction.

The client service expects to receive the client’s id, then it sends a confirmation and sends
an id of a new order, together with a client verification. It is then prepared to repeat a loop
in which it 1) receives an order of an item, 2) receives a quantity, 3) confirms the quantity or
rejects as out of range and sends minimum and maximum quantity allowed. After that, it
receives payment information, arranges payment via a third party service (invisible to the
client and not modeled here), and sends the result of the payment transaction.

The client and customer service are not directly interoperable, since the client sends all
items before accepting responses but the customer service sends responses for each item
before accepting the next item. They can however still interoperate via a mediator that
buffers the item orders and communicates with the two parties as expected. As done in
[10], we restrict ourselves to the case where the number of items per order is bounded by a
constant n, which becomes a parameter of the interoperability problem. The specification will
say that every item is either acknowledged or out of range and that the order is closed and
the result of the payment transaction is provided to the client. This can be easily specified
in CLTL.

5 Modelling interoperability as a game

In the simulation of the two counter machine briefly mentioned at the end of Section 4 (details
of which can be found in appendix A), we check that counter increments and decrements are
done correctly using guards on output transitions, which ensure that the generated value is
strictly between two previously generated values. It turns out that if we restrict guards on
output transitions to prevent such checks, interoperability problem is decidable. Specifically,
let guards on output transitions be those of the form g := r? < rJ|r = d|g A g|=g. From
now on, we shall call this the restricted syntax. The new value being generated (represented
symbolically by d in guards) can only be tested for equality (r; = d, as opposed to r; < d in
general) with register values. In other words, the restricted guards can check if the generated
value is actually there in one of the registers, which is a natural test one may want to
do. With guards on output transitions obeying this restricted syntax, the interoperability
problem is decidable. As a first step towards proving decidability, we informally describe a
game formulation of the interoperability problem.

14:7
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O
IStartOrder(ClientId) ?Login' (ClientId)
O
1 Login( ClientId)
?StartOrder’ (Orderld) O
Istmt, Istmty  lstmit; CreateOrder(Orderld, ClVerif)
- ?stmt]
Istmt |?rjct, Trjcty  Trjcts
O 300 Istmt; | ?stmt;
Tenfmy, ?enfme Tenfmy O
Close(Orderld, CCNo) . Nt
©)
?Close' (Orderld, Transld) 7stmt,

O

!CloseOrder'(Orderld, Transld)

Figure 1 Modeling an e-commerce system. On the left is the client FSRM and on the right,
customer service FSRM.

The game is played between SYSTEM and SPOILER, on the transition system which is the
semantics of the given interface register transition system. SPOILER’s goal is to pick out a
trace 7 that violates the given CLTL specification. SYSTEM tries to prevent this by choosing
values of the generated integers such that some transitions are disabled, thus restricting the
choices available to SPOILER in the next move. The game begins at the initial configuration
and SPOILER chooses an output transition ¢, labeled with some action a enabled at the
current configuration. SYSTEM chooses a value v based on the history of the play so far.
SPOILER chooses a transition ¢; enabled at some FSRM. The game moves to the updated
configuration as per semantics. The game continues with the next round as before. SYSTEM
wins the play if the infinite trace generated by the play satisfies the CLTL specification. The
existence of a winning strategy for SYSTEM in this game is equivalent to the existence of a
regulator.

To formally prove the above equivalence, we first formalize the game itself. A round ends
with SPOILER choosing an input transition that is enabled at the current configuration. The
next round begins wth SPOILER choosing an output transition that is enabled at the current
configuration. We will combine these two moves of the spoiler and make it into a position
of another game, which we call the concrete game. We denote by T% the set of transitions
T% ={te Tg | ac(t) € {7} x A}.

» Definition 9 (Concrete game). Given an interface register transition system S, we associate
with it a concrete game. The initial positions are of the form (co,t,), where ¢y is any
configuration that can be reached from the initial configuration c® with a finite sequence of
hidden transitions and t, is any output transition enabled at cy. The set of other positions is
(T%U {x}) x C x Tg. The set of SYSTEM moves is Z.
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The concrete game starts at an initial position (cg, t,). From any position (co, t,), (t;, ¢, to) or

(*,¢,t,), SYSTEM makes a move by choosing a value v € Z. SPOILER can respond by moving

to any position (¢, ce,t)) (resp. (*,c2,t,)) provided the following conditions are satisfied:
Output transition ¢, and input transition ¢, are labeled with the same action, say a

!/
o

(resp. t, is labeled with @ and there is no input transition enabled at the configuration ¢
to receive the value v),

’
a,to,t;,v a,to,*,

c—=">sc; (resp. C#hgcl), co is reachable from c¢; by a sequence of hidden trans-

itions and ¢/ is an output transition enabled in cs.
The game then continues as before from the new position. A play is an infinite sequence of
alternating positions and moves: povgpi1v1ps2 - -+ such that successive positions satisfy the
conditions above. Histories are finite prefixes of plays, ending at positions. With every play
m, we can naturally associate an infinite sequence of actions and values 74, (7). SYSTEM wins
a play 7 if ma, () satisfies the CLTL formula ¢ specified in the interoperability problem. Let
H denote the set of all histories.

» Definition 10 (Strategies). A SYSTEM strategy is a function f: H — Z.

A play povoprvips - - - conforms to the strategy f if for all i > 0, v; = f(povo - - pi). We say
that f is a winning strategy for SYSTEM if all plays conforming to it are won by SYSTEM.

» Proposition 11 (Interoperability and concrete game). Let S be an interface register transition
system such that guards on all the output transitions obey the restricted syntax and let ¢ be a
CLTL formula. S is interoperable satisfying ¢ if and only if SYSTEM has a winning strategy
in the corresponding concrete game.

Proof. A regulator is a function reg : Tracess/ ~j ng — Z. A strategy is a function
f : H — Z. The result follows from the observation that there is a natural one-to-one
correspondence between Tracess/ ~j ng and H. |

6 Symbolic interoperability game

In this section we prove that the interoperability problem for CLTL specifications is decidable
when the guards on output transitions obey the restricted syntax.

We shall prove this by checking if SYSTEM has a winning strategy in the associated
concrete game. This is in turn checked by designing a finite parity game that is equivalent
to the concrete game with respect to SYSTEM having a winning strategy. We use positional
determinacy of finite parity games to show this equivalence. In the rest of this section we
elaborate on this.

In the concrete game, data exchanged between FSRMs come from Z, an infinite set. We
will have to simulate this in a game that can only use letters from a finite alphabet, for which
we shall construct a symbolic abstraction.

We introduce the notion of partial frames and frames. We use frames (resp. partial
frames) to capture the total pre-order (resp. not necessarily total pre-order) induced by
the configurations and the data values along s consecutive positions in the concrete game.
While a partial s-frame captures the pre-order induced by the configurations and data values
appearing in the last s rounds of the concrete game upto the latest position of the SPOILER,
an s-frame extends this to a total pre-order which includes the integer value generated by
SYSTEM in its successive move as well.

The models of CLTL are infinite sequences over infinite alphabets. Frames, introduced in
[7], abstract them to finite alphabets. Conceptually, frames and symbolic models as we will
define here are almost the same as introduced in [7], where the authors used these notions to
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solve the satisfiability problem for CLTL. Also, in [3], the authors use the notion of frames
and partial frames in CLTL games to solve the single-sided realizability problem and the
notions we use here are again, quite similar.

Given an interface register transition system S = (P, 4,ac) and a CLTL formula ¢ over
A and a single variable d, we first define the notion of S-variables and S-terms.

The set of S-variables Vs = (Jps Rp U {d}. An S-term is of the form X ~‘x, where
x € Vs and i > 0. For k > 0, we denote by Ts[k] the set of all S-terms of the form X ~‘z,
where i € [0, k].

» Definition 12 (Frames, [7], [3, Definition 3]). Given a number s > 1, an s-frame f is a
pair (ap,<f) where ay € A and < is a total pre-order * on the set of terms Ts[s — 1].

In the notation s-frame, s is intended to denote the size of the frame — the number of
successive positions about which information is captured. The current position and the
previous s — 1 positions are considered, for which the terms in Ts[s — 1] are needed. We
denote by <y and =; the strict order and equivalence relation induced by <;: z < y iff
r<yyandy Lyrandz =5y iff z <;yandy <y .

We will deal with symbolic models that constitute sequences of frames. An s-frame will
capture information about the first s positions of a model.

An s-frame meant for positions i — s to ¢ — 1 may be followed by another s-frame meant
for positions i — s+ 1 to i. The two frames must be consistent about the positions i — s + 1
to i — 1 that they share. The following definition formalizes this requirement.

» Definition 13 (One-step compatibility, [7], [3, Definition 4]). For s > 1, an s-frame f and
an (s+1)-frame g, the pair (f,g) is one-step compatible if for all terms t1,ts € Ts[s — 1]\ Vs,
t1 <y to iff t1 <4 te. For s > 2 and s-frames f,g, the pair (f,g) is one-step compatible if for
all terms t1,ty € Ts[s — 2]\ Vs, t1 <p to iff X 11 <, X 'to

Fix a number k£ > 0 and consider formulas of X-length k. A symbolic model is a sequence
p of frames such that for all i > 0, p(i) is an [i + 1], ,-frame and (p(i), p(i + 1)) is one-step
compatible. CLTL formulas can be interpreted on symbolic models, using symbolic semantics
=, as explained next. To check if the i*" position of p symbolically satisfies the atomic
formula a, we check whether p(i) is of the form (a, <) for some pre-order <, and to check
if the i*? position of p symbolically satisfies the atomic constraint ¢; < to (where t1,t5 are
terms), we check whether ¢; < t5 holds according to the total pre-order <,;) in the ith frame
p(i). In formal notation, this is written as p,i |=, t1 < ta if t; <,(;) t2 holds. The symbolic
satisfaction relation f=; is extended to all CLTL formulas of X-length & by induction on the
structure of the formula, as done for propositional LTL. To check whether p,i =5 t1 < to
in this symbolic semantics, we only need to check p(i), the i'" frame in p, unlike the CLTL
semantics, where we may need to check other positions also. In this sense, the symbolic
semantics lets us treat CLTL formulas as if they were formulas in propositional LTL and
employ techniques that have been developed for propositional LTL. But to complete that
task, we need a way to go back and forth between symbolic and concrete models.

Given a concrete model «, we associate with it a symbolic model p(«) as follows. Imagine
we are looking at the concrete model through a narrow aperture that only allows us to view
k + 1 positions of the concrete model, and we can slide the aperture to view different portions.
The i*! frame of j(a) will capture information about the portion of the concrete model
visible when the right tip of the aperture is at position ¢ of the concrete model (so the left tip

1 a reflexive and transitive relation such that for all z,y, either z < fyory<yw
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will be at i — [4],). Formally, the total pre-order of the i*! frame is the one induced by the
valuations along the positions ¢ — [7], to i of the concrete model. The action occurring in the
first component of each position of the symbolic model p(a) will be the same as the action
appearing in the first component of the corresponding position of the concrete model «.

» Lemma 14 ([7, Lemma 3.1], [3, Lemma 5]). Let ¢ be a CLTL formula of X -length k. Let
a be a concrete model and let p = p(a). Then a,0 = ¢ iff p,0 =5 6.

The symbolic model p induces an order <, on N x Vs as follows. Consider ¢ € N such that

p(i) contains an s-frame for some s > 1 and let j € N be such that j <iandi—j < (s—1).

We say (i,2) <, (4,y) (vesp. (j,y) 2, (i,)) if 2 <) XT 7y (vesp. X7y <,(;y ). In other
words, for the variables and positions captured in the frame p(i), <, is same as the total
pre-order <,(;) over that frame. Now we define <, to be the transitive closure of <, and <,
to be the transitive closure of <,. <, is now a partial order over N x Vs.

For every concrete model, there is an associated symbolic model, but the converse is not
true. We say that a symbolic model p admits a concrete model if there exists a concrete
model « such that p = u(«). In particular, it is easy to see that if there are infinite chains of
the form that we shall define below in a symbolic model then it does not admit a concrete
model.

» Definition 15 (Infinite chains, [7, Condition C7]). A symbolic model p is said to have infinite
chains if there exist two infinite sequences i1 < io < --- and j; < jo < --- and two variables
x,y € Vs satisfying one of the following conditions:

(’i171') <p (ig,l’) <p (7:3713) <p (i17$) >I) (i27z) >l) (i371:) >p
A A A or i i Vi
(Guy) =, (ooy) =, (sy) =p--- 1.y) <o (ooy) <p (ssy) <p--

If a symbolic model p has an infinite chain as above, the integer values associated with
(i2,2), (i3, ) ... will all be distinct from each other and will be inside the interval from (i1, x)
to (j1,y), which is impossible. Hence, absence of infinite chains is a necessary condition for a
symbolic model to admit concrete models. We shall see later that this is also a sufficient
condition for a subset of symbolic models

We next define partial frames and compatibility between a partial frame and a frame.

» Definition 16 (Partial frames and compatibility). For s > 1, a partial s-frame pf is a pair
(ap, <pr) where apr € A and <, is a total pre-order on the set of terms Ts[s — 1]\ {d}. For
s >0, an s-frame [ and a partial (s + 1)-frame pf, the pair (f, pf) is one-step compatible
if for all t1,t2 € Ts[s — 1]\ Vs, t1 <y ta iff t1 <,y to. For s > 2, an s-frame f = (as, <y)
and a partial s-frame pf = (aps, <pf), the pair (f,pf) is one-step compatible if for all
ti,te € Ts[s — 2]\ Vs, X1 <,p X Mo iff t1 <y ta, and the pair (pf,f) is one-step
compatible if ay = apr and for all t1,ts € Ts[s — 1]\ {d}, t1 <pp ta iff t1 < to.

> > >
2-frame f; Partial 3-frame pf> 3-frame f>

Figure 2 Frames, partial frames and one-step compatibility.
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Figure 2 illustrates s-frames, partial s-frames and one-step compatibility graphically.
Observe here that the pairs (f1,pf2) and (pfa, f2) are both one-step compatible. Note that
the figure does not indicate some of the edges in the 3-frame and partial 3-frame which can
be inferred using transitivity.

We now begin defining the symbolic game. We first define the notion of a symbolic
configuration. A pair (gp, f) where f is any [s], ,-frame for some s > 1, is called a symbolic
configuration (denoted by sc). We call (gp, pf) a partial symbolic configuration (denoted by
psc) where pf is any partial [s], ,, -frame for some s > 1. Given a transition ¢ = (q,9,u,q’),
a tuple of states gp and a [s],  ,-frame f, we say t is enabled at (gp, f) if the action label
of t is same as the first component of f, ¢ € gp and the frame f satisfies the guard g, or
in other words, rh <; rg, holds if g =, < 7’% and 75 <; d holds if g = r%, < d. We next
define the notions of symbolic updates and symbolic steps which we shall use to design the
rules of the finite parity game simulating the concrete game.

» Definition 17 (Symbolic update). Given an [s], ,-frame f, and an update up (or resp. a
pair of updates up,,up, with Py # Pa) we define the updated partial [s + 11, -frame pf
to be such that (f,pf) is one-step compatible,rp =pf X Yrp for allrp € up, T =pf X4,
for all vy € up and rpr =, X 'rp: for all vpr € Rpr, for all P’ # P (resp. for a pair of
updates, we update the register variables of both Py and Ps and the remaining variables are
equal to their previous values).

» Definition 18 (Symbolic step). Given a symbolic configuration sc = (qp, f), a partial
symbolic configuration psc’ = (qp’, pf’), an action a and a pair of output and input transitions
to,t;, where @p,qp" € [|pep Bp, [ is some [s], . -frame and pf’ is a partial [s+ P

itorts . . L.
frame, we define a symbolic step scugpsc’ iff the following conditions are met: t, =

(gp,, 9P, up,,qp,) € Tgo, t; = (gp:, gpi up,, qp,) € Tgi, to,t; are enabled at sc, P, # Pi,
ac(te) = (1 a), ac(t]) = (?,a), dp,,dp, € Gp' and pf' is obtained by updating f with the
updates up, and up,. We can define the symbolic step scmspsc’ in a similar manner.

We know that any LTL formula ¢ can be converted to an equivalent non-deterministic
Biichi automaton with an exponential number of states in the size of ¢ in EXPTIME
[15]. Now, every non-deterministic Biichi automaton with n states can be converted to a
deterministic parity automaton [9, Chapter 1] with number of states exponential in n and
number of colours polynomial in n [13, Theorem 3.10]. Using these results, it is easy to see
that given a CLTL formula ¢, we can construct a deterministic parity automaton A, with
set of states @@ and with number of colours [, accepting the set of all sequences of frames that
symbolically satisfy ¢, such that |Q] is double exponential in the size of ¢ and [ is exponential
in the size of ¢.

In order to construct a winning strategy for SYSTEM in the concrete game using a winning
strategy for SYSTEM in the symbolic parity game that we shall construct, we also need to
ensure that every sequence of frames resulting from a play of the game conforming to the
winning strategy admits integer labellings for every variable in each of the frames. As done
in [7] and [3], it is possible to construct a Biichi automaton of size polynomial in the size of
the formula ¢ and hence a deterministic parity automaton Agpqin of size exponential in the
size of ¢ that checks for the absence of infinite chains in a symbolic model p satisfying ¢.
We shall use Ay and Acpqin to define the parity winning condition of the symbolic game and
we will see later that this ensures the existence of winning strategies with integer labellings
for the sequence of frames along every play conforming to certain type of winning strategies.
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» Definition 19 (Symbolic game). Given an interface register transition system S = (P, A, ac)
and a CLTL formula ¢ over A and a single variable d with X -length k, we associate with it
a symbolic game. Let F denote the set of all s-frames for s € [0,k + 1] and PF denote the
set of all partial s-frames for s € [0,k + 1]. Let A= Ag X Achain be a deterministic parity
automaton accepting the set of all sequences of frames that symbolically satisfy ¢ and do not
contain infinite chains, with Q being the set of states, q; € Q being the initial state and [ being
the number of colours. We define a parity game with initial positions {(g, pfo,to,qr)}. Here,
g 1s the tuple of initial states of each of the FSRMs in S, pfo is the partial 1-frame where
all register variables are equal and t, is some output transition whose source state is a current
state in g. The set of other SPOILER positions is [ [ 5.5 Bp X (T%U {*}) x PF x Tg X Q.
The set of SYSTEM positions is (][ pcp Bp ¥ (T%U {*}) X F x Tg X Q)U {(g7 fosto,qr)}-
Position (g, pfo,to, qr) Teceives the same colour as that of the initial state q; in A and

pOS’it’iOTLS (tivqi'Pv pf7 lo, q): (*7 qp, pf7 to, Q); (tia qp, f7 to? q) and (*7(]7777 fa to, q) receive the same
colour as that of state q in A

We denote the set of spoiler positions by Fsp, and set of system positions by Ps,s The
symbolic game starts at an initial position (g, Pfosto, qr). From any position (g, f0,to,qr1),
(ti,qp, f s to, q) o (*, 7P, 0f, to, q), SYSTEM makes a move by choosing a position (g, fosto,qr),
(tiyqp, f,to,q) or (%,Gp, f,to,q) where fy is the 1-frame with all register variables and the
variable d equal to each other and f is a frame such that (pf, f) is one-step compatible and
is such that f satisfies the guard g appearing in ,.

SPOILER can respond by moving to any position (t;,qp’, pf’,t,,q') (vesp. (x,ap , pf’, t,. q'))
provided the following conditions are satisfied:

There is a symbolic step from (gp, f) to (gp”, pf’) on (a,t,,t)) or (x,t,,t.) as defined

in 18 and gp’ is reachable from gp” by a sequence of hidden transitions. Formally,
o (agtoty) o (agto)
@, f) s(@”,pf") (vesp. (qm, f)—"Ss(@", pf")).

Transition ¢/ is enabled at the partial symbolic configuration (g, pf’)
There is a transition from ¢ to ¢’ on reading the frame f in the deterministic parity
automaton A.
The game then continues as before from the new position. A play is an infinite sequence of
alternating SPOILER and SYSTEM positions: popyp1pjp2ph - -+ such that successive positions

satisfy the conditions above. Histories are finite prefixes of plays, ending at SPOILER positions.

SYSTEM wins a play of the game if the parity condition is satisfied by the play. Let H
denote the set of all histories. Given a play =, let m¢(7) be the projection of the play to the
underlying sequence of frames contained in each SYSTEM position.

» Definition 20 (Strategies). A strategy for SYSTEM in the symbolic game is a function
st : H — Pyys.

» Definition 21 (Positional Strategies). A positional strategy for SYSTEM in the symbolic
game is a function st : Pypo — Pays.

A play pop(p1pipeps - -+ conforms to the strategy (resp. positional strategy) st if for all i > 0,
P = st(povo - - pi) (resp. p; = st(p;)). We say that a strategy/positional strategy st is a
winning strategy for SYSTEM if all plays conforming to it are won by SYSTEM. We abuse
notation and say t; <, ts for ti,to € Vs and p’ € Pyys to mean t; <y to where f is the
frame contained in position p’.

We associate a finitely branching infinite tree with a positional strategy st. Let Il4; be
the collection of all plays that conform to strategy st and let Hy; be the collection of all
finite prefixes of plays in IIy; ending in a SPOILER position. Now let 7y, (Hs;) denote the
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projection of such histories to just the sequence of SPOILER positions. Now we define a tree
associated with positional strategy st as T': Topo(Hst) — Psys given by T'(pop1 - .. pi) = st(p;).
For every node 7 in T, its set of children corresponds to the set of SPOILER moves possible
for the sYsTEM move T'(n). For a node 7, the subtree T, rooted at 7 is such that for all 1/,
T,(n') =T(n-n'). A tree T is called regular if the set {7}, | n € Topo(Hst)} is finite, i.e., there
are only finitely many subtrees up to isomorphism. Two nodes 7,7’ are said to be isomorphic
if T, = T;y. It is easy to verify that the tree 1" associated with a positional winning strategy
is a regular tree.

Given an infinite path m € 74y, (ILs) of the tree T', we associate with it, a symbolic model
p, which is the infinite sequence of frames obtained from the labels of the nodes along that
path.

We now give an automata-theoretic characterization for trees that are labellable. Using
the fact that the trees associated with positional strategies are regular and using results from
[3], we get that such trees are labellable if and only if the symbolic model associated with
each infinite path of the tree does not have any infinite chain. Recall that the automaton
Achain we defined earlier, checks for absence of infinite chains in a symbolic model and
therefore, we get the following lemmas:

» Lemma 22 ([3, Lemma 23]). The tree T associated with a positional strategy st is labellable
iff the symbolic model associated with every infinite path of T is recognized by the deterministic
parity automaton Achain -

Now, we know that if a positional strategy is winning, then the sequence of frames along
every play conforming to the strategy must not have any infinite chains, hence no path in
the tree associated with this strategy should have any infinite chains. Using Lemma 22, we
then get that:

» Lemma 23. The tree T' associated with a positional winning strategy st is labellable.

We now extend the map p to go from histories h. (resp. plays m.) of the con-
crete game to histories hg (resp. plays ms) of the symbolic game. We define a
function p: H, — Hg as follows:  pu((co,to)vo(ty,ca,ti)vr ... (t, ciy1,tit1)) equals
(@%. pfosto, ar)(a%, fo, to, ar) (th, ab, pf1.t1, @) (th, @b, frote, ar) - (a5 pfigas tivts div)
where pf; is the partial [j+ 1], ,-frame induced by the configurations c;_;1,, ;... ¢;
and the integer values v ..vj—1 and f; is the [j+ 1], -frame induced by the

j—[j—‘k+1’ )

configurations c; ...c; and the integer values v

T P RN U ¢} is the tuple of
states in configuration c¢; and g; is the state of DPA A on reading the sequence of frames
fo... fj—1 forall 0 <j <i. pis defined over plays of the concrete game in a similar manner.
We now use all the above definitions and lemmas to establish the equivalence between the

concrete and the symbolic games.

» Lemma 24 (Equivalence between concrete and symbolic games). SYSTEM has a winning
strategy in the concrete game if and only if SYSTEM has a winning strategy in the symbolic
game

Proof. (=) Suppose SYSTEM has a winning strategy st in the CLTL game. We will construct
a winning strategy st, for SYSTEM in the symbolic game. Any history hs of length 1 is of the
form (g, Pfosto, qr) and it is clear that u((co,t0)) = ((g, Pfosto,qr)). Therefore, we define
stp((¢%, pfosto, qr)) = last position of u((co,to) - st((co,t0)))-

We assume inductively that the strategy st, has been defined for all histories h, in the
symbolic game of length j < ¢ and that there exists a history h. of length j in the concrete

game such that p(h.) = hs. Now, consider a history hit! = (g, pfosto, ar) (4%, fo, to, ar) - - -
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(t; i+1

.qp pfit1 tit1,qi+1)  generated after i 4+ 1 rounds of the game.

By  induction  hypothesis, there exists a  history A% of length i
of the form  (co,to)vo(ty,c1,ti)vr ... (th_q,ci,ti)  such  that  p(hl) =
(4% pfostos ar) (4, fos to, ar)(tos ap» pf 1, t1, @) (th, aps frsti, qu) - - (Bi1, @y DF i tisgi)- Let
v; = st((co,to)vo(ty, c1,t1)vr ... (8;_1,¢i,t;)) [The proof fails at this step if we allow
the guards on the output transitions to use the full syntax instead of the restricted
syntax. See note at the end of the proof]. Now, let ¢; Msci+1. Thus, we now have
hé+1 = (CO7 to)vo(té, C1, tl)’Ul e (tfifl’ Ci, tl)(t;, Cit+1, ti+1) such that ,u(hé+1) = h?Ll and
therefore, st,(hit!) = last position of pu(hi™ - st(hit!)).

Let 74 be any infinite play in the parity game that SYSTEM plays according to the strategy
derived from st,. By the inductive definition, there exists a play m. in the concrete game
played according to the strategy st such that w5 = p(m.). Now, since st is a winning strategy
for the concrete game, 7. must be winning for SYSTEM in the concrete game, or in other words
the concrete model underlying 7. must satisfy the CLTL formula ¢. Therefore, by Lemma 14,
the infinite sequence of frames along 75 must satisfy ¢ symbolically and since it admits an
integer labelling it cannot have infinite chains. Therefore, 74 satisfies the parity winning
condition of A or in other words, st, is a winning strategy for SYSTEM in the symbolic game.

(<) We know that if there is a winning strategy in a parity game then there must
also be a positional winning strategy. Let st, be such a positional winning strategy for
SYSTEM in the parity (symbolic) game and let T}, be the tree associated with st,. By
Lemma 23, we know that T, admits a labelling function L, given by L,(n): Vs — Z for all
1N € Tspo(Hst,) such that T(r) = u(L(x)) for every infinite sequence 7 € Tspo(Ilst, ). Now
suppose Lp((g7 pfo,to,qr))(z) =rforall z € Vs (all x € Vs must have the same label as they
are equal wrt pf,). We construct a new label function L', given by L',(n)(z) = L,(n)(x) —r
f9r all g € fspo(Hstp) and all x € Vs. Clearly, L', is also a valid labelling function satisfying
T(m) = p(L'p()) for every infinite sequence 7 € Tspo(Ilss,). We will use this to inductively
construct a winning strategy st for the SYSTEM in the concrete game.

Consider a history A’ of length i > 1 in the concrete game. We define st(hl) =
L' (Tspo(p(hi)))(d). This labelling also respects the fact that the inital values of all the
register variables are 0 in the concrete game and assigns values accordingly. Now consider
any play 7. played according to strategy st. Clearly, by Lemma 14, the underlying concrete
model a = ¢ as the symbolic model p(«) satisfies the formula ¢ symbolically as p(«) is the
infinite frame sequence along the play 75 = u(m.) which is winning for the symbolic game
and therefore satisfies the parity winning condition. Thus, 74, (7.) = ¢ or in other words,
7 is winning for SYSTEM and therefore, st is indeed a winning strategy for SYSTEM in the
concrete game. |

As noted in the proof, the last output transition ¢; may not actually be enabled at
configuration ¢; of the concrete game if the guard on ¢; necessitates the newly generated
value to be strictly between two consecutive integer values in ¢; (notice that such a guard is
used in the undecidability proof for simulating a counter increment, see Appendix A). The
guard on t; can indeed impose this condition if the guards on output transitions are allowed
to use the full syntax instead of the restricted syntax.

We know that checking for the existence of a winning strategy of a player in a finite
parity game is decidable. Thus, using Proposition 11, Lemma 24 and the decidability of
parity games, we have the following main result:

» Theorem 25 (Decidability of Interoperability). Let S be an interface register transition
system such that guards on all the output transitions obey the restricted syntax and let ¢ be a
CLTL formula. The problem of checking whether S is interoperable satisfying ¢ is decidable.
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7 Discussion and Future Work

The deterministic parity automaton 4 that checks for bounded chains and symbolic satisfiab-
ility has size doubly exponential with respect to the size of the formula as already discussed
before. The number of frames and partial frames is exponential in the number of registers
of transition system S. Therefore, the size n of the parity game graph is polynomial in the
number of states and transitions in S and exponential in the number of registers. As we saw
earlier, the number of colours [ is exponential in the size of the formula. The interoperability
problem for the decidable fragment can therefore be decided in O(n!°9®). This gives us a
2EXPTIME upper bound for the interoperability problem.

We want to point out here that while it may seem that technically many of the ideas are
similar those used in solving the realizability problem for CLTL in [3], the main difference is
that we are addressing a problem about a transition system whereas in CLTL realizability,
there is only a formula and no transition system. It is actually possible to encode the
transition system as a CLTL formula. Using such an encoding, it is indeed possible to reduce
the interoperability problem to the single-sided realizability problem for CLTL. But we know
that single-sided realizability for CLTL over the integers is 2EXPTIME-complete. Hence,
the upper bound we get will be doubly exponential in the size of the transition system. Based
on the discussion above, the approach we have taken gives us a better upper bound in terms
of the size of the transition system.

In this paper, we allow only integer values to be exchanged between finite state register
machines. But one can also consider models where rational or real values could be exchanged.
It turns out that the interoperability problem for interface register transition systems which
exchange values coming from some dense, open domain is in fact decidable for the general
syntax. For dense and open domains it turns out that satisfiability of any guard is guaranteed
by its symbolic satisfiability ([7], [3]) (unlike in the case of integers, where it is not possible
to satisfy a guard that demands that the newly generated value be between two registers
whose values happen to be consecutive). Therefore, the equivalence established by Lemma 14
would hold even for the general syntax. Also, we do not need to check for the absence of
unbounded chains for dense, open domains and therefore, we get decidability for the general
syntax by reducing it to a parity game with in fact, a simpler parity winning condition.

We defined frames and partial frames to be total orders over the set of terms. But there
could be pairs of variables that might never be compared. So, in principle, it is possible to
try to avoid total orders and check if frames can be defined as partial orders. It would be
interesting to see if this leads to better efficiency.
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A Proof of undecidability stated in Section 3

An n-counter machine is a tuple (B, ginit,n,9) where B is a finite set of states, ginis € B
is an initial state, ¢q,..., ¢, are n counters and ¢ is a finite set of instructions of the form
“(q : ¢ == ¢; + 1;g0to ¢')” or “(q : If ¢; = 0 then goto ¢’ else ¢; := ¢; — 1; goto ¢”)”
where i € [1,n] and ¢,q¢',¢” € B. A configuration of the machine is described by a tuple
(¢,m1,...,my,) where ¢ € B and m; € N is the content of the counter ¢;. The possible
computation steps are defined as follows:

1. (¢g,my,...,myn) = (¢,m1,...,m; +1,...,my) if there is an instruction (¢ : ¢; :=
¢; + 1;goto ¢'). This is called an incrementing transition.

2. (¢,m1,...,my) = (¢, myq,...,my) if there is an instruction (g : If ¢; = 0 then goto ¢’ else
¢; = c¢; — 1; goto ¢"”) and m; = 0. This is called a zero testing transition.

3. (¢;my,...,my) = (¢",mq,...,m; —1,...,my) if there is an instruction (q : If ¢; =
0 then goto ¢’ else ¢; := ¢; — 1; goto ¢”) and m; > 0. This is called a decrementing
transition.

A counter machine is deterministic if for every state ¢, there is at most one instruction of the
form (q: ¢; :=¢; + 1;g0t0 ¢') or (¢ : If ¢; = 0 then goto ¢’ else ¢; := ¢; — 1; goto ¢”) where
i € [1,n] and ¢',¢"” € B. This ensures that for every configuration (¢, my,...,m,) there
exists at most one configuration (¢’,mj,...,m/}) so that (g,m1,...,my) = (¢',m},...,ml).
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For our undecidability results we will use deterministic 2-counter machines (i.e., n = 2),
henceforward just “counter machines”. Given a counter machine (B, qo,2,) and two of
its states ginit, ¢an € B, the reachability problem is to determine if there is a sequence of
transitions of the 2-counter machine starting from the configuration (ginit,0,0) and ending at
the configuration (gan, n1,n2) for some ny,ny € N. It is known that the reachability problem
for deterministic 2-counter machines is undecidable [12]. To simplify our undecidability
results we further assume, without any loss of generality, that there exists an instruction
t = (gfn : €1 := c1 + 1;20t0 gan) € 0.

Given a counter machine, we design an instance of the interoperability problem for an
interface register transition system S consisting of just two FSRMs P and Q such that
the counter machine reaches the halting configuration iff the answer to the interoperability
problem for S is a “yes”. Let T be the set of transitions of the counter machine. We construct
an interface register transition system S whose set of actions A = TU{D}U{E} where D, E
are special actions. The FSRM P consists of states B of the counter machine and has three
registers T%, 7“713, 7“723. The first register is intended to carry the value 0 and the last two are
intended to carry the two counter values.

For every incrementing transition ¢ of the counter machine from ¢ to ¢/, P has an output
transition labeled with action ¢ from ¢ to ¢’. It has the guard r%, < d (syntactic sugar for
(r, <d) A =(d <r%)), where ¢; is the counter incremented by ¢. The value generated
is stored the register r%;. This ensures that the value generated by P while executing this
transition is strictly greater than the current value of r%;. But we need more work to ensure
that the value generated by P is exactly one more than the current value of r%,. We will
describe later how to achieve this using the other FSRM Q.

For every decrementing or zero testing transition ¢ of the counter machine from ¢ to ¢’, P
has an output transition labeled with action ¢ from ¢ to ¢/. It has the guard d < 7"%;., where
¢; is the counter decremented or tested for zero by t. The generated value is stored in the
register r%;.

The FSRM Q consists of states BU (B x T) U {¢.}, (where B is the set of states of the
counter machine), and four registers r9,r4,75,7%. The first register is intended to store
the value 0, the next two are intended to store the two counter values and the last one is
intended to store the value generated by P to be used to detecting simulation errors.

For every incrementing transition ¢ of the counter machine from ¢ to ¢/, @ has an input
transition labeled with action ¢ from ¢ to ¢’. The received value is stored in the register riQ,
where ¢; is the counter incremented by ¢. There is also an input transition labeled ¢ from ¢
to (¢',t), which stores the received value in r‘n’g. From (¢, t), there is an output transition
labeled with a special action E (for “error”) to the state ge, with the guard rjy < d A d < rd,.
This forces Q to generate a value that is strictly between the old value of ¢; and the new
value P generated for that counter. If this transition is enabled, it means P generated a
value that is more than one plus the old value of the counter ¢;, which is an error. To let
the FSRMs continue to operate infinitely, we add an output transition from (¢’,¢) to itself
labeled with a special action D (for “dummy”) and an output transition from g, to itself
labeled FE.

For every zero testing transition ¢ of the counter machine from g to ¢/, @ has an input
transition labeled with action ¢ from ¢ to ¢’. The received value is stored in riQ, where ¢; is
the counter that is tested for zero by ¢. There is also an input transition labeled t from ¢
to (¢',t), which stores the received value in 7“3Q. From (¢, t), there is an output transition
labeled with the action E with the guard r} # rg V r # r%. This means that either the
new counter value generated by P is non-zero or the old value of ¢; was non-zero, both of
which are errors. We add an output transition from (¢’,t) to itself labeled with the action D.
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For every decrementing transition ¢ of the counter machine from ¢ to ¢”, Q@ has an input
transition labeled with action ¢ from g to ¢”’. The received value is stored in rig where c;
is the counter that is decremented by ¢. There is also an input transition labeled ¢ from ¢
to (¢”,t), which stores the received value in r¢. From (¢”,t), there is an output transition
labeled with the action E with the guard (r?’Q <dANd< rzg) This forces Q to check that
the value generated by P was less than the old value of ¢; minus one, which is an error. We
add an output transition from (g”,t) to itself labeled with the action D. At every state in
P, we add a transition to itself labeled with the action D and another transition to itself
labeled with the action E. Now, adding gadgets to both these FSRMs as described at the
end of Section 3 (to avoid finite traces) gives us a set of extra actions A’.

We now construct a CLTL formula ¢ (basically just an LTL formula over the set of
actions A U A’ in this case) that excludes all strings that either containing F or the suffix
(a')” for some a’ € A’. Among the remaining, it includes those which have at least one
occurrence of D or one occurrence of a transition ¢ that leads to the halting state ggy.

» Lemma 26. The halting state is reachable in the counter machine iff the interface register
transition system constructed above is interoperable satisfying ¢.

Proof. If the halting state is reachable, we can construct a distributed regulator that updates
the counter values exactly as the counter machine does. The only traces that respect this
regulator are those which faithfully simulate the counter machine and those which execute
dummy transitions. Both of these satisfy the formula ¢.

If the interface register transition system is interoperable, consider a distributed regulator
that makes it interoperable. If this regulator provides wrong values of the counter at any point
during simulation, some trace respecting the regulator will execute some error transition,
which does not satisfy ¢, a contradiction. Hence, the regulator provides correct counter
values. The traces that respect such a regulator are those that execute dummy transitions
and the trace that faithfully simulates the counter machine. For this trace to satisfy ¢, some
transition leading to the halting state gg, needs to be included, so the counter machine
halts. |
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