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—— Abstract
With the recent advent of exploits like Spectre and Meltdown, the mitigation of side-channel attacks

has become an important concern for security researchers. In this paper, we focus on timing-based
side channels introduced through conditional branching on secret information within programs. We
introduce a language that allows a programmer to write conditionals branching on secrets within its
syntax, but has a semantics that keeps execution time constant with respect to an adversary under
an observationally equivalent memory. We differ from other approaches that use program analysis
methods, opting instead to modify the operational semantics to enforce the necessary properties.
We formalize the semantics for our language with timing leak mitigations in Rocq (previously, Coq)
and prove that these semantics satisfy the property of timing-sensitive non-interference. Since our
system describes a mitigation approach for timing leaks in a general high-level imperative language,
we believe that our semantics can be used as a basis for compiler construction for other high-level
imperative languages that seek to be safe from timing side channels.
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1 Introduction

Traditionally, cybersecurity has dealt with the analysis of overt channels, which allow an
attacker to both send and receive information, bypassing standard security protocols and
opening up exploits that manipulate a system’s behaviour. A side channel, on the other
hand, is one where there is no such direct communication; instead, information is leaked
through side effects of a program’s execution. These side effects usually depend on the
specific implementation of the program (which can vary even if it meets the input-output
specifications) or the properties of the machine that executes the program. For instance,
the amount of power the program consumes, the cache accesses, or even the time taken by
the program to execute can leak information about secrets in the program [24]. Thus, side
channels can leak information without the victim ever observing any change of the program’s
behaviour themselves.
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One of the ways by which timing side channels are introduced is via the usage of control
flow constructs in a program, as different branches of execution within the program may
correspond to a difference in the time taken in the execution of each of these branches. An
adversary that is able to track these times can leverage this information to steal data related
to the branching invariant.

Cache side channels, on the other hand, are introduced due to the time taken to access
data from the memory/cache. If some value has already been cached due to some prior access,
it is much faster to retrieve that value as compared to it being accessed from the memory
store. This difference in the time to access data from the cache and the main memory has
been exploited as a cache side channel. Speculative execution has been a prominent reason for
these side channel leaks and has been heavily exploited in the Spectre attacks [15,19,25,39].

Another approach to avoid timing and cache-timing leaks in programs is to write code
that follows constant-time programming [22]. Within this approach, certain programming
practices such as avoiding the usage of conditionals, employing bit manipulation, etc. are
followed to mitigate these side channels. However, not only does this lead a loss of expressivity
and clarity with less straightforward code, it has also been shown that due to the presence of
compiler optimisations, it is difficult to write code that is truly constant-time [20]. Moreover,
it also becomes difficult to verify if a piece of code is constant-time in dynamic environments
like the Web where a lot of the code is only available at execution time.

In this work, we propose a novel dynamic approach to tackle timing side channel leaks by
modifying the runtime semantics of how a program executes. We mitigate this problem by
formalising the semantics of a programming language, which syntactically allows its programs
to contain conditionals, but its evaluation semantics are such that the programs are executed
in a way that does not lead to timing leaks via control flow constructs. By modifying the
semantics of how a program executes, we ensure that any optimizations included by the
compilers are accounted for in ensuring that the program does not leak information due to
timing side channel.

We propose a fall-through semantics that accounts for the timing leaks through branching
in programs on secret values without requiring any static program transformations and
without conflicting with the intended semantics of the program. We describe these semantics
for an imperative language to show its enforcement. We prove that our fall-through semantics
prevent any information leaks due to explicit flows, implicit flows and through timing side-
channels by showing that our semantics satisfies timing-sensitive non-interference. We also
prove that our approach is semantics-preserving. In addition to this, we have formalised
these semantics within the Rocq (Coq) theorem prover [38] and thus have machine checked
proofs [28] for the relevant security properties.

2 Background

We provide a brief overview of basic concepts in runtime enforcement of information flow
control (IFC) [21,37]. In dynamic IFC, a security label is attached with every value, which
is an element of a pre-determined lattice and is an upper bound on the security levels of all
the values that have influenced the computation that led to the value.

Typically, all values are classified into security levels or labels and the policy is a lattice
over these labels. Information is only allowed to flow up the lattice having a well-defined
partial ordering (C), join (LJ), and meet (M) operations. For illustration purposes, often the
smallest nontrivial lattice L C H is used, which specifies that public (low, L) data must not
be influenced by confidential (high, H) data.
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Information flows can happen either explicitly, implicitly or indirectly through covert
side-channels.

Explicit flows arise as a result of values being assigned to others. For instance, there is an
explicit flow of information from both z and y to z in the statement z = y + 2. To account
for explicit flows, we update the label of the computed value (z in our example) with the
least upper bound of the labels of the operands in the computation.

Implicit flows arise from control dependencies. For example, in the program [ = false; if
(h) | = true;, there is an implicit flow from h to the final value of I. To handle these flows,
we can maintain a program-context label (pc-label), which is an upper bound on the labels
of all the values that have influenced the control flow thus far. Thus, if the value in h has
label H, then pc will be H within the if branch. To prevent leaks from secret contexts to
public variables, we disallow assignments to a variable carrying a public value, in a secret
context (also known as the no-sensitive-upgrade (NSU) check [7]). When assigning inside a
branch, the final computed value has the label of the operands and the program context to
indicate the level of secrecy. This is necessary to guarantee the standard security property of
non-interference.

The above checks guarantee a variant of non-interference that does not account for leaks
due to indirect side-channels like termination or timing. Timing side channels are introduced
as a result of the implementation of a program, specifically through control flow. Control
flow constructs like conditionals introduce timing side channels because different branches
of a conditional correspond to different execution times for a program. As an example of
how this may leak information, consider a simple use case of a program that checks an input
against some password.

bool matchpwd (int* input, size_t n){

if (n != pwd_length) return false;
for (int i = 0; i < m; i++) {

if (input[i] !'= pwd[i]) return false;
}

return true;

The first branch returns immediately if the actual password length is different from the
length of the input. If the length of the input is same as that of the password, it enters the
loop requiring more time for processing as compared to the former case. The loop iterates
depending on how many characters of the password match with the input. Based on the
time taken for the program to return, an adversary can figure out whether the length of the
input matches the password and if the different characters in the input match that of the
password.

Further, information stored in the cache can affect the timing behavior of program
execution as data not in cache takes more time for retrieval as compared to data already
in the cache. If the data has been retrieved in a secret context, the presence of data in the
cache reveals information about the value of the secret context.

To guarantee timing-sensitive non-interference, we need to show that if any run of a
program starting from a specific memory store takes time T to execute, then all runs of
the same program starting from an equivalent memory store (that looks the same to an
adversary who cannot observe secret values) take the same time T to execute while resulting
in an equivalent final store. We also need to show that the order and timing of memory
reads/writes remains the same across such equivalent memory stores.
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2.1 Threat Model

An adversary may observe all public values in the memory store. More generally, an adversary
at a security level £ in the lattice can observe all values in the memory store that are labelled
k C ¢; all such values are considered public with respect to the adversary while values that
have labels k [Z £ are secret to the adversary. Our threat model assumes that the adversary
has knowledge of the address of every memory access and the point in time during the
execution of the program where this was performed. The adversary can additionally observe
the time it takes for a program to execute and whether or not a program has terminated.
Finally, the adversary can also observe when any given memory location has been read from
or written to during the execution of the program. We assume that the time needed to
perform an operation is standard and does not depend on the number of bits set to 0/1
in the operands. Similarly, we assume that the time taken to read/write a value from/to
a memory location is the same regardless of the value. However, our approach can easily
be extended to account for these differently by storing fine-grained timing information for
different constants, variables and their types.

3 Related Works

Prior approaches have focused on verification of absence of timing leaks in programs or
generating constant-time code. Our approach, on the other hand, focuses on runtime
enforcement of mitigation of timing related leaks in programs, which, to the best of our
knowledge, has not been explored before. The major difference between our work and the
prior works is that our focus is on building a runtime that can mitigate timing leaks as
opposed to performing program transformations at the source-level. The idea is to enforce
this at the architectural level to reduce additional sources of timing leaks. We discuss some
of the aforementioned prior works next.

Johan Agat presented one of the first approaches to mitigating timing leaks by proposing
a transformation of the program to account for time spent in each of the branches [1],
specifically by inserting dummy code that would take the same amount of time to execute
as the real code. The program counter security model [29] is another such work, which
pursued the problem of timing side-channels by transforming C code using a static checker
that detects violations due to timing channels. The paper also introduces a novel method to
formally capture the behaviour of various kinds of side channels, call the “program counter
transcript model”. Future approaches built on top of these works or used their approach to
provide more accurate and robust mitigation approaches by transforming original programs
to constant-time code. While our work does not transform the program code, the runtime
semantics emulates a similar behavior to prevent leaks through the timing channel.

Some approaches have been proposed to verify the absence of timing side-channel leaks
in program source-codes [4,8,14,31, 33, 34,40]. Approaches have also targeted verifying
programs at the intermediate code or representation level to guarantee freedom from timing
leaks [2,3,9] while some other approaches provide the same guarantees for assembly or
machine-code [14,17]. Some testing and fuzzing-based approaches target generation of
concrete inputs to test for the presence of timing vulnerabilities in code [5]. However, these
approaches focus on detection of side-channel leaks rather than preventing leaks due to them.

Certain other works [13,18,26,27,32,36,39,41,42] use various programming language
or software engineering-based approaches for program transformation or repair to modify
a program to remove timing leaks. Borrello et al. [12] do this at the level of the LLVM
IR. Many of these techniques also rely on random input testing/fuzzing, and thus do not
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completely guarantee that the generated code is side channel free. All of these require the
entire code to be available for analysis beforehand, and thus are unfit for dynamic runtime
environments. Works such as those of Barthe et al. [10], Qin et al. [35], and Arranz Olmos et
al. [6] present approaches to show the preservation of constant-time property of programs
during compilation. Other works deal with providing guarantees by implementing DSLs
which enforce the required properties at the language level, for example FaCT [16] for C, and
SecWasm [11] for WASM. Swivel [30] and WaSCR [23] deal with the constant time execution
of WASM code in its generality.

4 Language

4.1 Syntax

Next, we describe the syntax of a simple imperative language (shown in Figure 1) on which
we describe our enforcement approach. Our approach focuses on modifying the runtime
semantics of the language to ensure that program executions are free from any leaks due to

timing side channels. Expressions and commands are represented by e and c, respectively.

Binary operators are represented as @. n represents a constant value (either a number,
or a boolean) and z represents a variable, which stores a value n having the label k. The
memory-store {1 is a mapping from variable names () to labeled values, n*. Commands
include the standard no-op, assignment, sequencing, branching and looping commands while
expressions include constants, variables and binary operations.

In our language, k represents a security label. The label pc represents the security level
of the current program context.

po= - | gz n®
e:=nl|z|e De

c:=skip | z:=e | ¢1;¢2 | if e then ¢ else ¢z | while e do ¢

Figure 1 Syntax of WHILE.

Additionally, our semantics employ a 3-tuple structure of the form debranch(c,n,k),
where n is a boolean and k is a level. This is not exposed in the surface level syntax, and is
only used in intermediate evaluation steps.

4.2 Semantics

To formally define the information released by a program starting from some initial memory

containing secret values, we define a big-step semantics for the language shown in Figure 1.

To handle timing side channels, we introduce a debranch struct that accounts for timing
leaks arising from the control flow of a program. Program configurations for expressions and
commands are given as e | p and ¢ | u, respectively; the expression e and command ¢ are
respectively evaluated under the initial memory store u, which is a map from variable names
to labeled-values.

The judgement e | p |}, T, n* defines expression evaluation. It means that the expression e
evaluated under the memory store p in the program security context pc results in a constant n
having the label k.
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CONST VAR
p(z) = n*
n | 2 ‘upc <C0NST>7 n’c z ‘ H U’pc <VARX>7 anUk
OPER
er |y Tint e | pll, Tons®  n=m @n

e1 D e | 7] ~Upc <T1,T2,OPER@>, nklUkQ

Figure 2 Semantics for expression evaluation.

Command execution judgements have the form: ¢ | p |}, T' | ' — where a command ¢
executed under the memory store p in the program security context pc modifies the initial
store and generates a new memory store p'.

Both judgements additionally generate T, which is a list of symbols corresponding to
the evaluation steps taken by the program during its execution. For example (VARy, ASSN,)
would be list generated during evaluation of the command y := x. The notation T}, T5
represents the concatenation of the lists 77 and T5. The , operator indicates an append
operation between two T lists. We assume that there is some constant extra amount of
time that is required during each evaluation step of the program (where this constant may
depend on which variable is being accessed, if any variable is accessed in the evaluation step).
Under this assumption, proving the identity of the lists (as defined above) across execution
traces over observationally equivalent memory stores proves our desired property, that is,
the timing of each individual memory access is the same across observationally equivalent
memory stores.

In any context where a boolean is expected (expressions involving the && and ! operators,
within a conditional, or as the second element in the debranch 3-tuple), numbers are treated
as falsy. This does not affect any of our results however, and any coercion scheme from
numbers to booleans could be used.

The semantics for expression evaluation are defined in Figure 2 and the command
execution semantics are defined in Figure 3. We describe the semantics in detail next.

The expression evaluation rules are mostly standard except for the additional timing
related information captured by the semantics. The information captured is an account of
the computation steps involved in the evaluation of the expression, that is dependent on the
order of evaluation of the expressions. For instance, in CONST, (CONST) indicates that one
constant expression has been evaluated; the resulting constant n has the label of the current
program context pc. Similarly, for VAR, the variable x, evaluates to the value stored in u
while its security level is the join of the previous label k£ and the current program context
pe, and generating the list (VAR,), recording the variable that was read from too. The OPER
inductively evaluates the sub-expressions e; and e; and the final T list is an order-dependent
composition (thus, the expression es @ e; would generate a different list) of the individual
timing lists, such that each computation rule that is used in the evaluation of the final
expression is recorded.

The skip command does not alter the memory store and returns a new list with SKIP
while the sequencing command (SEQ) executes ¢; under the memory store p and ¢y executes
under the modified memory store p/. The timing information of both these commands is
added along with SEQ to record that a sequencing operation was executed. For the assignment
statements (ASSN), we require that the final value stored in the variable has a label equivalent
to at least the program context (which is obtained through the expression evaluation). The
timing list generated also records the variable that it wrote to.



A. Mishra and A. Bichhawat

SKIP ASSN
elpd, T, n*
skip | p1 ,. (SKIP) | p vi=e| pl,. (T,ASSNy) | p1, 7+ n”

SEQ
clplyeTolp | p U To|p”
C1;C2 | 1% ‘Upc <T17T27SEQ> | /1“//

IF-HIGH
e | w U’pc T, nk
debranch(ci,n,pc) | pwdl, Th | ¢/ debranch(ca,!n,pe) | p' U To | " kZ pe

if ¢ then ¢; else ca | pu |, (T, T1,To, IF — HIGH) | "

IF-LOW
el pdy. Tr,n* c={ } clplp Tol '  kCpe

if e then ¢ else ¢o | p . (Th, T2, IF — LOW) | 4

c1 if mp = true
¢y otherwise

WHILE-F
elpd, T, false”

while e do ¢ | p |, (T, WHILE — EXIT) | p

WHILE-{ZI; k / f / 1 C
e . T1,true clul, Ta|p while e do ¢ | p' I, T3 | p k C pe

while e do ¢ | p |}, (T1, T2, T3, WHILE — CONT) | "

Figure 3 Semantics for command evaluation.

For looping statements (WHILE-T), we enforce that the program context label is at least
as secret as the label of the invariant, i.e., k C pc to ensure that the program does not loop
on secret values; if the invariant evaluates to false (WHILE-F), the execution terminates. This
is a standard assumption for constant-time execution as the maximum number of iterations a
looping statement makes over all possible runs cannot be accurately determined. One could
establish upper bounds, but any such upper bounds will naturally end up being extremely

conservative (going up to possibly, 231 — 1), and thus extremely inefficient performance-wise.

Works such as those of Borrello et al. [12], that do try to provide such upper bounds do
so via heuristics, and do not provide formal guarantees about the upper bound. The same
restriction does not apply to conditionals, since either branch of a conditional runs at most
one time (mutually exclusive to one another). The timing information accounts for the
commands inside the loop.

The most interesting command evaluation rule is that of the branching statement. When
branching on a predicate having a label less secret than the current program context (IF-LOW),
the execution proceeds normally as in the unmodified semantics. However, when branching
on predicates having a secret label (IF-HIGH), the execution follows the debranching semantics
under the current pc as shown in Figure 4, which we explain next.

4.3 Debranching Semantics

The debranching command is given by debranch(c, n,¢) where ¢ is the command from the
secret then branch (n = true) or the else branch (n = false) and ¢ is the previous security
level at which the branching occurred.
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DEB-SKIP

debranch(skip,n,£) | y1 |}, (DEB — SKIP) | u
DEB-ASSN-TRUE
e|1u‘Upc Tlvnk ‘r‘M‘Upc TQvn]fl
debranch(z := e, (true), £) | pu I, (T1,T2,DEB — ASSNy) | 1,7 n*

DEB-ASSN-FALSE
6|:““U’pc T17nk ‘T‘M‘Upc TQ;”?I
debranch(z := e, (false),€) | p |,. (T1, T2, DEB — ASSNy) | p, x — nk

DEB-SEQ
debranch(ci,n,€) | p{,. T1 | ' debranch(cy,n,0) | p' 4, To | p”

debranch(ci; cp,n,0) | g}, (T1,T2,DEB — SEQ) |

DEB-IF-HIGH
er | pll, Ts,nke e | p e T4,n]1€”“ ke Z ¢ ni&&n =n’ In,1&&n = n"
debranch(ci,n’,€) [ 4y, To | ' debranch(cy,n”, 0) [ p' Uy, To | 1"

debranch( if e, then ¢; else c2,n,¢) | u |, (T1,To,Ts, Ty, DEB — IF — HIGH) | "/

DEB-IF-LOW
k
€1 | IJ’ ‘U’Z Tl7n1

. { debranch(ci,n,f) if ny = true } cludy Ty | KT

debranch(ca,m, £)  otherwise
debranch(if e; then ¢, else ¢y, n,¢) | pu |}, (T1, T, DEB — IF — LOW) | p'

DEB-WHILE-F
e|pl, T,false”

debranch(while e do ¢,n,¢) | |, (T,DEB — WHILE — EXIT) | p

DEB-WHILE-T
el Ty, true®
debranch(c,n,€) J,. Ta | 1 debranch(while e do ¢,n,0) | i’ {,. T3 | p” kC¢

debranch(while e do ¢,n,€) | p |}, (T1,T>,T3,DEB — WHILE — CONT) | 1"

Figure 4 Debranching semantics.

We distinguish the debranching commands’ timing information from the normal commands
that account for the fact that a secret branch has been encountered. The DEB-SKIP executes
as SKIP without any modification to the store.

The DEB-ASSN-TRUE and DEB-ASSN-FALSE rules define the semantics of assignment
operations in secret contexts. Depending on whether the assignment operation is in the
“true” branch or the “false” branch, either the evaluated value of e is written in the memory
store or the original value of x is written back to the memory store. Note that the label of
the value in x may change due to the additional program context label being joined with the
label of the value in . The timing includes the time taken to evaluate x, e and the memory
store write, which is captured by DEB — ASSN,. Note that here too we record the variable
which we write to.



A. Mishra and A. Bichhawat

In DEB-ASSN-FALSE we upgrade the label of the value in the store even though we do
not change the value itself. Without this upgrade, the value may leak information because
in one branch of the program, the value (and label) would get updated while in the other
branch it would not. Thus, the visibility of the value in the store would be secret dependent.
In our semantics, the value becomes hidden regardless of the branch the program takes.

The DEB-SEQ rule inductively evaluates c¢; and cs under the debranching semantics, the
result of which is the final store p”. The timing accounts for the time taken in executing c;
and ¢z and an indication that these were sequenced commands (DEB — SEQ).

The rule that branches on more secret values in a secret context requires both ¢; and co
to run in the more secret context. In DEB-IF-HIGH, the context switches are made because
of the no-sensitive-upgrade check [7]. The results of the actions performed on the store are
dependent on the prior value of n and the value obtained through evaluation of e;. The
DEB-WHILE-T rule requires that the context does not increase any further and the evaluation
happens in the current context. This prevents any non-deterministic behavior due to the
change in the predicate values.

4.4 Example

With the help of a simple example, we explain how the debranching semantics addresses the
issue of timing-based side-channel leaks.
while (i < 1)
do
if (input[i] !'= pwdl[il])
then r := 1
else skip;
i =1 + 1;
return r

In the example above, consider a two-point lattice L C H and two runs of the program where
pr = [1+— 35 i — 0L input — [1,2, 3] pud — [1,2,3]7]
po = [1+ 35 i — 0F; input — [3,2,3]%; pud — [1,2, 3]7]

and the initial pc = L.

In the first run with p;, the WHILE-T computes the value n = true with time
VAR;, VAR;, OPER. and executes the sequencing command which then executes the branch. The
branch predicate evaluates to false! with time VAR nput[o]s VARpua[o), OPERI= as the first ele-
ments are the same and hence the debranch instruction is called with debranch(r := 1, false, L)
under pc = H. The DEB-ASSN-FALSE is called, which evaluates r and constant 1 with times
DEB — VAR, and DEB — CONST respectively. The time to update the store with the original
value of r = 0 is captured with DEB — ASSN,. The next command debranch(skip, true, L)
under pc = H executes without any change to the memory and records DEB — SKIP. The
second part of the sequencing command is the assignment, which computes the value i + 1
generating times CONST, VAR; and OPER, followed by ASSN; to update ¢. Similarly, the next
two runs with p; execute without effectively changing the value of p; and returning the value
of » = 0 meaning the comparison was successful generating the same sequence of timing
information.

In the second run with ps, the WHILE-T computes the value n = true with time
VAR;, VAR;, OPER. and executes the sequencing command which then executes the branch. The
branch predicate evaluates to true? with time VAR nput[o]; VARpua[o), OPER= as the first elements
are not the same and hence the debranch instruction is called with debranch(r := 1, true, L)
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under pc = H. The DEB-ASSN-TRUE is called, which evaluates r and constant 1 with times
DEB — VAR, and DEB — CONST respectively. The time to update the store with the value of
r = 1 is captured with DEB — ASSN,. The next command debranch(skip, false, L) under
pc = H executes without any change to the memory and records DEB — SKIP. The second
part of the sequencing command is the assignment, which computes the value i 4+ 1 generating
times CONST, VAR; and OPER, followed by ASSN; to update i. The next two runs with u)
execute without effectively changing the value of pf and returning the value of = 1 meaning
the comparison failed. The timing for the remaining two runs is the same as the first run.

From the two runs, we observe that the final values of r are indistinguishable to an
L-adversary and the timing information in both the runs is syntactically equal. In the
normal run of the program, the assignment of r = 1 is executed only in one run, which
takes a different execution time as compared to the skip operation. Furthermore, within our
semantics, all the variables are read from and written to at the same time regardless of secret
values. In a normal run, this is not the case, as r is written to in one run, but not the other.
This demonstrates the ability of our semantics to mitigate cache side channels too.

5 Formalising Timing Leaks

The end-to-end security property usually established to ensure confidentiality is non-
interference. Non-interference means that two runs of the same program starting from
any two memory stores that are observationally equivalent for any adversary end with two
memory stores that are also observationally equivalent for that adversary. For our observation
model, where the adversary also records the time taken to complete execution, the timing
information for all runs of the program should be observationally equivalent to the adversary.

Observational equivalence of values and stores is formalized using the relation ~,, where
£ is the level of the attacker, and defined in Definition 1 and 2.

Definition 1 states that for an adversary at level £, two values are equivalent if they are
either public with respect to the adversary and have the same base value or both secret
with respect to the adversary. Definition 2 states that two memory stores are equivalent
with respect to the attacker if all values in the two stores are equivalent with respect to the
attacker. The formalization of each of these equivalences in Rocq are shown immediately
following the formal definitions. In the Rocq code, Level indicates the label, while rel is
the partial-order relation between labels. MemStore is the memory store mapping variables
to labeled-values.

» Definition 1 (Value Observational Equivalence). Two values v; = n'! and vy = n¥ are
observationally equivalent at level £, written vi ~y va, iff either:

1. ny = ng, ll :l2 Eg (07”)

2. ll ,Zf andlg,ZZ

1 Inductive ValueObservationalEquivalent {rel: Level -> Level -> Typel} {
latticeProof: JoinSemilattice rel}: Primitive -> Level -> Level ->
Primitive -> Level -> Type :=

> | LowProof {nl n2: Primitive} {11 12 1: Level} (nEq: nl = n2) (lEq: 11 =
12) : ValueObservationalEquivalent nl 11 1 n2 12

3 | HighProof (nl n2: Primitive) {11 12 1: Level} (11High: rel 11 1 ->
False) (12High: rel 12 1 -> False): ValueObservationalEquivalent nl
11 1 n2 12.

» Definition 2 (Memory Store Observational Equivalence). Two memory stores py and po are
observationally equivalent at level £, written as py ~¢ po iff Vr.ui(z) ~¢ pa(x)
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1 Definition MemStoreObservationalEquivalent {rel: Level -> Level -> Typel}
{latticeProof: JoinSemilattice rel} (mul: MemStore) (1l: Level) (mu2:
MemStore): Type :=

> forall (x: Var), @ValueObservationalEquivalent rel latticeProof (fst (mul

x)) (snd (muil x)) 1 (fst (mu2 x)) (snd (mu2 x)).

Using the observational equivalence, we define the timing equivalence for a program ¢ with
respect to an attacker at level ¢ in Definition 3.

» Definition 3 (Timing Sensitive Non-interference). A program c is said to not leak information
via timing side channels, for any arbitrary level £, if for any two memory stores i, 2,
clm Ty [ pyandc| po Uy T | gy, then py ~p po = (Th =To A py ~¢ p)

6 Soundness and Correctness

6.1 Soundness

To prove timing sensitive non-interference for our semantics, we establish a few helper lemmas
to prove the final theorem. All of our formalization is mechanically proven in Rocq [28]. The
theorem statements in Rocq are shown in the listings following the formal definitions.

We start by establishing the equivalence of expression evaluation under equivalent memory
stores (Lemma 6). The lemma states that evaluating an expression under two observationally
equivalent memory stores results in values nlfl and n’§2 that are also observationally equivalent
at level £. We show the timing equality for expression evaluation separately in Lemma 9.

» Lemma 4 (Lower Bound on Label from Expression Evaluation).
VeVuNte | pll, T,n* — (Ck

» Corollary 5 (Lowest Value for Expression Labels).
VeVule | pll, Tn" ANECl = k=1

» Lemma 6 (Expression Equivalence under Memory Store Equivalence). If Ve.Ve.Nu; . Vus.
el p Iy Tl,n]fl AR Y T27Tl12€2 then n’fl ~yp nSQ

Proof. By induction on the expression e. <

i Lemma MemStoreEquivalencelmplExpressionEquivalence:

2 forall {binop_eval: BinOp -> Primitive -> Primitive -> Primitivel

3 {rel: Level -> Level -> Type}

{lattice: JoinSemilattice rell}

5 {e: Expression} {mul mu2: MemStorel} {1 k1 k2: Level}

6 {n1 n2: Primitivel} {T1 T2: TimingList}

7 (pl: Q@ExpressionBigStep binop_eval rel lattice e mul 1 T1 nil k1)

8 (p2: Q@ExpressionBigStep binop_eval rel lattice e mu2 1 T2 n2 k2)

9 (memEq: @MemStoreObservationalEquivalent rel latticeProof mul 1 mu2),
10 @ValueObservationalEquivalent rel latticeProof nl k1 1 n2 k2.

Theorem 7 shows that our debranching semantics preserve memory store equivalence, i.e.,
if we start from equivalent memory stores and execute a command ¢ under the debranching
semantics, we end up with equivalent memory stores.

» Theorem 7 (Debranching preserves Memory Store Equivalence). For any program c, levels
£, pcy, pee such that |  pey and I T pea, and boolean values ny,ng Yy Vus.pq ~¢ o =
py ~e poy where debranch(c,ny, ) | p1 Y., T1 | 1y and debranch(c,na, £) | pa Upe, T2 | ph

FSTTCS 2025
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Proof. By induction on structure of c. <

1 Theorem DebranchPreservesMemEq

2 {binop_eval: BinOp -> Primitive -> Primitive -> Primitive}
: {rel: Level -> Level -> Typel}

4 {lattice: JoinSemilattice rel}

5 forall {c: Command} {nl n2: bool} {mul mu2 mul’ mu2’: MemStore}
6 {1 pcl pc2: Level} {T1 T2: TimingList}

7 (pl: @DebranchBigStep binop_eval rel lattice

8 (Debranch ¢ n1 1) mul pcil T1 mul’)

9 (p2: @DebranchBigStep binop_eval rel lattice
10 (Debranch ¢ n2 1) mu2 pc2 T2 mu2’)

11 (memEq: @MemStoreObservationalEquivalent rel lattice mul 1 mu2)
12 (1_rel_pcl: rel 1 pcl) (l_mot_pcl: 1 <> pcl)

13 (1l_rel_pc2: rel 1 pc2) (1l_not_pc2: 1 <> pc2),

14 QMemStoreObservationalEquivalent rel latticeProof mul’ 1 mu2’.

Finally, we show that command evaluation preserves memory store equivalence, i.e.,
starting from attacker-equivalent stores, running a program c under our semantics results in
attacker-equivalent final stores.

» Theorem 8 (Evaluation preserves Memory Store Equivalence). For any program c, levels pc
if VinNpe. e | pn Ype To | s e | p2 Upe To | ph, and puy ~g pio then piy ~g i

Proof. By induction on ¢ and applying Theorem 7. <

1 Theorem CommandPreservesMemEq
2 {binop_eval: BinOp -> Primitive -> Primitive -> Primitive}
{rel: Level -> Level -> Type}

4 {latticeProof: JoinSemilattice rell}

forall <{c: Command} {mul mu2 mul’ mu2’: MemStore}
6 {pc: Level} {T1 T2: TimingList}
7 (pl: @CommandBigStep binop_eval rel latticeProof ¢ mul pc T1 mul’)
8 (p2: @CommandBigStep binop_eval rel latticeProof ¢ mu2 pc T2 mu2’)
9 (memEq: @MemStoreObservationalEquivalent rel latticeProof mul pc mu2)

s
0 @MemStoreObservationalEquivalent rel latticeProof mul’ pc mu2’.

Further, we prove that with our semantics, the time-taken to evaluate an expression
under two different stores, p1 and po is the same (Lemma 9).

» Lemma 9 (Timing Security for Expressions). If
VeVl NVu Nus.e | pur 4y Th and e | pa I, To, then Ty = To

1 Lemma ExpressionTimSec

2 {binop_eval: BinOp -> Primitive -> Primitive -> Primitive}

3 {rel: Level -> Level -> Type} {lattice: JoinSemilattice rell}:
forall {e: Expression} {pcl pc2 k1 k2: Level} {mul mu2: MemStore}
5 {n1 n2: Primitivel} {T1 T2: TimingList},

6 QExpressionBigStep binop_eval rel lattice e mul pcl T1 nl ki1 ->
7 Q@ExpressionBigStep binop_eval rel lattice e mu2 pc2 T2 n2 k2 ->
8 (Ti = TQ).

Using the above result, we prove that the time taken for executing a command under
the debranching semantics, starting from any two attacker-equivalent memory stores, is the
same.

» Theorem 10 (Debranch Timing Semantics). For any program c, levels £, pcy, pco such that
I C pe1, I T pes, and boolean values ny,no,

Vi Vpo.pr ~¢ o = 11 = 1o,

where debranch(c,ny,€) | p1 4., T1 | @y and debranch(c,na, ) | p2 V., To | 115
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nlnldn zlnln e de|nln

Figure 5 Normal semantics for expression evaluation.

Lemma DebranchTimSec
{binop_eval: BinOp -> Primitive -> Primitive -> Primitive}
{rel: Level -> Level -> Type} {lattice: JoinSemilattice rell}:
forall {c: Command} {nl n2: bool} {mul mu2 mul’ mu2’: MemStore}
{1 pcl pc2: Levell} {T1 T2: TimingList}
(pl: @DebranchBigStep binop_eval rel lattice (Debranch c¢ nl1l 1)
mul pcil T1 mul’)
(p2: @DebranchBigStep binop_eval rel lattice (Debranch c¢ n2 1)
mu2 pc2 T2 mu2’)
(memEq: @MemStoreObservationalEquivalent rel lattice mul 1 mu2)
(1_rel_pcl: rel 1 pcl) (1l_not_pcl: 1 <> pcl)
(1_rel_pc2: rel 1 pc2) (1l_mot_pc2: 1 <> pc2),
Tl = T2.

Using the above lemmas and theorems, we show that our semantics are timing-sensitive
non-interferent according to the Definition 3.

» Theorem 11 (Timing Sensitive Non-interference). If
Ve 0N Nug. i ~p pz and ¢ | py by Ty |y and ¢ | pe U, To | pih

then/ZH 2215

Theorem CommandTimSec
{binop_eval: BinOp -> Primitive -> Primitive -> Primitive}
{rel: Level -> Level -> Type} {lattice: JoinSemilattice rell}
forall {c: Command} {mul mu2 mul’ mu2’: MemStore}
{pc: Level} {T1 T2: TimingList}
(pl: @CommandBigStep binop_eval rel lattice ¢ mul pc T1 mul’)
(p2: @CommandBigStep binop_eval rel lattice ¢ mu2 pc T2 mu2’)
(memEq: @MemStoreObservationalEquivalent rel lattice mul pc mu2),
T1 = T2.

6.2 Correctness

We also prove the correctness of our semantics, i.e., we prove that our debranching semantics
does not conflict with the intended semantics of the program. To do this, first we formalise
what the intended semantics looks like. The semantics are shown in Figure 5 and Figure 6.

For expressions, we use judgement of the form: e | | n and for commands, the judgement
is of the form: ¢ | n | n’ where e is an expression, ¢ is a command and 7 is a map from
variables to primitive values, and n is a primitive value.

We start by defining store projection, which is a view of the store with values having no
labels.

» Definition 12 (Store Projection). Given a memory store p its projection p is defined as

the function such that Vo.u(z) = n* <= py () =n

Given these semantics, we prove the correctness of expression evaluation, the debranching
commands and command evaluation.

44:13
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N-SKIP N-ASSN N-SEQ
elnin alndn el ly”
skip [ n 4 n zi=ecln{nz—n ciiez [ ndn”
N-IF
| a ifng =true / N-WHILE-F
elnin C{CQ otherwise } clmln e|n false
if e; then ¢j else co | n | 7/ while edo ¢ | nd 7

N-WHILE-T
e | true clnln while edo ¢ | 0’ || n”

while e do ¢ | n |} n”

Figure 6 Normal semantics for command evaluation.

» Theorem 13 (Expression Soundness). Given an expression e we have if
VuNpe. el pl,. T, nk, then e | py 4 ma

The expression correctness lemma states that if an expression evaluates to a value in our
instrumented semantics, it also evaluates to the same value in the normal semantics.

» Lemma 14 (Debranch False Ident). Given a command c, and levels pc, £ we have Vp.juy = )
where debranch(c, false, £) |y l},. T | i

» Lemma 15 (Debranch Soundness). Given a command c, and levels pc, ¢ we have Vu.p| =n
where debranch(c, true, 0) | p 4, T | 1" and ¢ | py 4,. 1

The final correctness theorem states that if a command evaluates under the instrumented
semantics to some memory store p’, the command execution under the normal semantics
produces a projected memory store n = ).

» Theorem 16 (Command Soundness). Given a command c, and level pc, we have Yp.p| = n
ifc |y T |y thene| py U, n

Further, we also show a (partial) completeness theorem that states that if a program,
without any while loops, is executed under the normal semantics and generates a store 7,
under the instrumented semantics, the program generates a store p such that p J=17n. A
stronger theorem would require proving the same with all while loops having secret predicates
removed, but it is difficult to model secret predicates in the normal semantics.

As it is difficult to reason about the completeness of our semantics with respect to the
normal semantics because of the loops, we limit our analysis to programs without while loops
in them, as defined using the inductive predicate NoWhile.

Inductive NoWhile : Command -> Type :=

| NoWhileSkip : NoWhile SkipCommand

| NoWhileAssn: forall {x e}, NoWhile (AssnCommand x e)

| NoWhileSeq: forall {cl c2}, NoWhile cl1 -> NoWhile c2 ->
NoWhile (SeqCommand cl c2)

| NoWhileIf: forall {e cl1 c2}, NoWhile cl1 -> NoWhile c2 ->
NoWhile (IfCommand e cl1 c2).

The completeness theorem requires the completeness of expression evaluation and
debranching, which are shown next.
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» Lemma 17 (Expression Evaluation Completeness). Given an expression e, we have if
VuNpe. e | pd ny, then 3T ke | py 4, T,nk

» Lemma 18 (Debranching Completeness). Given a command c, levels £,pc and a store p if
NoWhile(c) and c | py ). m, then 3T '.debranch(c, true,£) | p . T | ' and ) =n

Theorem 19 shows the final (partial) completeness theorem.

» Theorem 19 (Relative Completeness). Given a command c, level pc and a store p if
NoWhile(c) and c | py Yy m, then 3T pic | p by, T |y and p) =n

I Theorem CommandSystemCompleteness
2 {binop_eval: BinOp -> Primitive -> Primitive -> Primitive}
{rel: Level -> Level -> Type}
i {latticeProof: JoinSemilattice rel}:
forall {c: Command} {mu: MemStore} {nu: NormalStorel} {pc: Levell,
6 NoWhile c ->
7 @NormalBigStep binop_eval c (StoreProjection mu) nu ->

8 prod (EX (fun T => EX (fun mu’ =>
9 @CommandBigStep binop_eval rel latticeProof ¢ mu pc T mu’)))
10 (StoreProjection mu’ = nu).

7 Discussion

In our threat model, we assume the attacker has knowledge of every memory access. We
model this by providing extra annotations in all the rules involving reading or writing from
a variable, thus incorporating the address into the timing information. By proving that
the timing information generated is independent of secrets, we thus prove that the memory
accesses the program performs are independent of secrets. Thus, we believe our approach can
be extended to handle cache side channels as well. However, it would involve a considerate
formalisation, which we consider to be outside the scope of our paper.

Further, our focus here is on establishing a theoretical approach to solving this problem via
a runtime monitor, which is generic enough to work at low-level. We leave the implementation
of the semantics and performance comparisons on a real architecture to future work.

8 Conclusion and Future Work

We present a runtime approach to mitigating timing side-channel leaks in program during
execution by ensuring that programs execute in constant time. By showing the independence
of memory access patterns from secret values, we also provide strong guarantees against
cache side channels. We formalize the semantics for our approach and prove that it satisfies
timing-sensitive non-interference in Rocq theorem prover. We also show that our semantics
are correct with respect to the normal execution of the program and do not produce wrong
results.

In the future, we would like to extend this approach to a full-fledged programming
language like LLVM IR to ensure the feasibility of the approach in the presence of constructs
like return, continue, etc. that break control flow of the program. This would also allow us
to evaluate the performance overheads incurred by the approach as compared to the normal
execution and study the trade-offs. Another avenue of research is into the treatment of
looping on high values, whether we could relax the restrictions on them and thus cover a
wider assortment of programs with our semantics.

44:15
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