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—— Abstract
Reliable broadcast is a fundamental primitive in distributed computing that is widely used in various
applications. Several new reliable broadcast algorithms have been presented in recent years, primarily
focusing on reducing the communication complexity, which is the total number of exchanged bits in
the worst case. While significant progress has been achieved, all proposed algorithms share a common
weakness. Executions may fail, i.e., no message is ever delivered, while incurring a communication
complexity equal or nearly equal to the communication complexity of executions where a message is
delivered. In fact, a single Byzantine node, acting as the dedicated sender, is sufficient to trigger
such executions, causing all nodes to consume bandwidth in vain.

This paper introduces the novel concept of a reliable broadcast detector, a distributed algorithm
that can be coupled with a reliable broadcast algorithm to minimize the communication complexity
of failed executions. Two concrete detectors are presented with different requirements and properties.
Additionally, reliable broadcast algorithms that utilize detectors are introduced, the main algorithm
guaranteeing an overhead factor, compared to an ideal failure-free execution, that tends to 2 as
the network size increases. Furthermore, a lower bound is proven that an overhead factor of 5/3 is
inevitable when the sender initially broadcasts the message, as is the case for the proposed algorithm.
Therefore, it achieves a bound that is close to optimal for any algorithm with this property.
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1 Introduction

Numerous applications require the dissemination of certain messages to all nodes in a
distributed system. In contrast to a regular broadcast, where all nodes are only guaranteed
to receive the message if the sender does not fail, a reliable broadcast provides stronger
guarantees. In particular, only one message may be broadcast and either no honest (i.e., non-
faulty) node receives it or all of them eventually do, despite the presence of Byzantine nodes,
which may behave in arbitrary ways to interfere with the protocol execution. Applications
of reliable broadcast include asynchronous atomic broadcast [14, 17, 19, 24, 28, 29, 31],
distributed key generation [2, 11, 20], secure data replication [7], and secret sharing [30].
Reliable broadcast can further be used to improve throughput in Byzantine fault-tolerant
consensus protocols that treat message dissemination and ordering separately [9)].

In his seminal paper, Bracha showed that the reliable broadcast problem can be solved
in an asynchronous network comprising n nodes, out of which at most ¢ < n/3 nodes
may be Byzantine [6]. The communication complexity, i.e., the number of bits that need
to be exchanged in the worst case, of the proposed algorithm is O(n?|m|), where |m)|
denotes the size of the broadcast message. Nearly two decades later, Cachin and Tessaro [8]
presented the first reliable broadcast algorithm with an improved communication complexity
of 3n|m| + O(kn?log(n)) bits using erasure coding, where x is the output size of a collision-
resistant hash function, which is asymptotically optimal for large messages as every node
must receive at least |m| bits. Subsequently, several studies have focused on narrowing the
gap to the lower bound of Q(n|m|+ n2) [1, 3, 10, 26, 27)].
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Efficient Byzantine Reliable Broadcast in the Failure Case

While reliable broadcast algorithms with nearly optimal communication complexity are
known, all proposed algorithms effectively exhibit the same complexity whether or not the
broadcast is successful. In other words, the nodes may not receive any message as the
outcome of the broadcast and yet send almost as many bits as in the worst-case execution
where a message is delivered. As shown in §4, a Byzantine sender can cause such wasteful
executions, even if all other nodes are honest. In any system where each node has an equal
chance of becoming the next sender or where a simple round-robin scheme determines the
next sender, up to a third of all consumed bandwidth can be wasted.

This problem is addressed in this paper. In §3, reliable broadcast detectors are introduced,
which are distributed algorithms that serve to inform a reliable broadcast algorithm whether
or not it is safe to start executing the main routine, with the guarantee that all honest nodes
will eventually obtain one and the same message. Apart from specifying the requirements
that such a detector must meet, two concrete detectors are presented. The second detector
has the advantage that the condition to trigger the main reliable broadcast algorithm is
reached faster when the sender is honest but requires a more complex setup due to its use of
threshold cryptography. The communication complexity of both detectors is O(kn?), where
K is a security parameter of constant size, and thus independent of the message size.

Reliable broadcast algorithms that make use of detectors are provided in §4. The first
algorithm showcases the simplicity of defining a reliable broadcast algorithm when given a
detector, which demonstrates the power of this abstraction. The second and main algorithm
aims to minimize the communication complexity when a message is delivered, while keeping
the communication complexity independent of the message size when no message is delivered.
In the former case, the overhead factor is only 2 + O(1/n), i.e., roughly 2n|m| bits are sent
in total for large n and |m|. This bound is slightly worse than the best known bound of
3/2, but the algorithm is significantly more efficient in the failure case. We argue that it
is quite natural for any algorithm optimizing for the failure case to first have the sender
broadcast the message. For any such algorithm, at least 5/3n|m/| bits must be exchanged in
total as shown in Appendix A.2, which implies that the proposed algorithm is nearly optimal.
Related work on reliable broadcast is summarized in §5 and §6 concludes the paper.

2 Model

We consider a network comprising n > 3t + 1 nodes, where ¢t denotes the maximum number
of Byzantine nodes, which may exhibit arbitrary faulty behavior, ranging from simple crash
failures to malicious behavior including collusion. By contrast, the other n—¢ nodes, which we
call honest, always execute any given protocol correctly and never fail. The set of all n nodes
is denoted by V. Any pair of nodes can communicate directly by exchanging messages over an
authenticated channel. Throughout this paper, we consider the asynchronous communication
model, where all messages are guaranteed to be received but after an unbounded delay, i.e.,
nodes cannot expect that a sent message will arrive, nor can they expect to receive a certain
message, after a certain amount of time. When a node v sends a message m to all nodes,
including itself, we say that node v broadcasts message m. If v is honest, all nodes will
eventually receive the broadcast message. However, a Byzantine node may send a message
that is to be broadcast only to a subset of the nodes, possibly not sending the message at all.

A reliable broadcast protocol ensures that either all honest nodes eventually deliver the
sender’s message, i.e., accept the message as the outcome of the reliable broadcast, or no
honest node delivers it. Formally, reliable broadcast is defined as follows.
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» Definition 1 (Reliable broadcast). A reliable broadcast protocol is a distributed protocol
to send a message m from a specific node called the sender to all nodes with the following
properties.
Validity: If the sender is honest and broadcasts m, then every honest node eventually
delivers m.

Agreement: If two honest node deliver m and m’, then m = m/'.
Integrity: Every honest node delivers at most one message.

Totality: If an honest node delivers a message, then all honest nodes eventually deliver a
message.

Naturally, there can be multiple instances of reliable broadcast executions running in
parallel, each with a specific sender that is known a priori to all nodes. We assume that
every message carries information that identifies a particular instance but do not explicitly
specify such unique identifiers as we focus on a single execution.

The sender has a message m that it aims to disseminate to all nodes. The size of m
in bits is denoted by |m|. In addition to the message itself, nodes can send other pieces of
data such as hashes, signatures, and the aforementioned identifiers. The used hash functions
and signature schemes are assumed to be cryptographically strong in that it is infeasible to
find hash collisions or spoof signatures, except with negligible probability. Since hashes and
signatures are considered secure for a certain minimum length, we introduce the security
parameter k, upper bounding the size of hashes and signatures by O(k).

State-of-the-art reliable broadcast algorithms make extensive use of erasure codes, which
can handle missing data, or error-correcting codes, which can correct erroneous data. The
novel algorithm introduced in §4.2 employs (n, k)-erasure codes with parameters k < n
defined in that section.

An ezecution £ of a reliable broadcast algorithm is characterized by the send and receive
events occurring at all nodes. If the execution results in a message being delivered, we call
the execution successful. On the contrary, an execution where no message is delivered is
called a failed execution. The validity property implies that all executions where the sender
is honest must be successful. In other words, an execution may only fail if the sender is
Byzantine. A Byzantine sender, together with other Byzantine nodes, may also prevent the
delivery of a message for some time and then transmit more messages which will cause the
honest nodes to deliver a message after all. Formally, we can define the point of guaranteed
eventual delivery as the inflection point 7% for which it holds that there must eventually be
an honest node that delivers a message at some time 7 > 7* but delivery is not guaranteed
at any time 7 < 7*. If there is such a point in time 7, the agreement and totality property
together imply that all honest nodes will eventually deliver the same message. Thus, a
successful (failed) execution £ is an execution for which it holds that 7* < co (7% = 00). As
argued before, the validity property implies that for any execution £ with an honest sender
starting at time 7y it must hold that 7o = 7*.

The primary complexity measure for reliable broadcast algorithms is their communication
complezity, which is the maximum number of bits exchanged by all honest nodes together
over all possible executions. When defining C¢(n, £) as the communication complexity in a
network of n nodes, disseminating a message of size £ in execution £ when running algorithm
A, the communication complexity of algorithm A is C(n,#) := maxgce C¢(n, ), where &
denotes the set of all possible executions. If a Byzantine sender happens to send messages
with different sizes — or parts of messages with different sizes — in some execution, we define
¢ as the maximum size of all sent messages.
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Since all nodes must receive the sender’s message in a successful execution, at least n/¢
bits must be transmitted overall.! The overhead factor of a reliable broadcast algorithm is
defined as £(n) = limy_, o %. The goal is to get L£(n) as close as possible to 1. However,
we distinguish between successful and failed executions: While £ (n) ~ 1 is the best possible
result for any successful execution &, it should hold that £&(n) = 0 for any failed execution
€ because no message is delivered at all. Rather than specifying £¢ (n) with respect to an
execution £ that may be successful or failed, we slightly abuse our notation and simply
state the goal as minimizing £(n) for successful executions while ensuring that £(n) = 0
for all failed executions. Note that for any reliable broadcast algorithm that meets these
requirements it holds that £f(n) = 0 at any time 7 < 7* for any execution £.

The second relevant complexity measure is an algorithm’s time complexity, defined as
the maximum duration of any execution, i.e., the time between the start of the execution
and the time when the last honest node delivers the message, normalizing the maximum
message delay to 1 and defining that all local computation takes 0 time. As an execution
may never terminate given a Byzantine sender, we specify the time complexity for the good
case with an honest sender. It is easy to see that honest nodes also engage in only a few
rounds of communication for successful executions with a Byzantine sender for all considered
algorithms.

3 Detectors

3.1 Definition

Ensuring that £€(n) = 0 at any time 7 < 7* in any execution £ requires a mechanism to
detect whether the point 7* has been reached, in which case the nodes can start disseminating
the message (or parts thereof). We introduce the notion of a reliable broadcast detector D,
which is itself a distributed algorithm. A detector D offers the following functionality:
D.ready () returns true if the point 7* of guaranteed eventual delivery has been reached
for a unique message m.
D.validators() returns the set of all nodes that claim to have successfully validated
message m.

Any detector only signals readiness for a message from the designated sender. If D.ready ()
returns true, we say that D signals readiness for message m to the reliable broadcast algorithm.
Note that D may signal readiness even if only a unique identifier of message m is locally
available. The constructions of detectors in the subsequent sections show that it is possible to
deduce locally that the point of guaranteed eventual delivery has been reached for message m
when receiving sufficiently many confirmations that a certain number of nodes have validated
m. As shown in §4, the set D.validators() of nodes that claim to have validated the
sender’s message is useful to reduce the communication complexity because it is not necessary
to send any parts of the message to nodes in this set.

The following properties must hold in the asynchronous communication model with
t < n/3 Byzantine nodes as defined in §2. The first property ensures that honest nodes
eventually agree that the point of guaranteed eventual delivery has been reached.

» Property 1. If D signals readiness at honest node v, then D eventually signals readiness
at any honest node w.

! Technically, (n — 1)¢ bits suffice, not counting the sender itself, but the relative difference tends to zero
as n — oo.
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It is further important that there is agreement as to which message may be broadcast in
order to avoid wasteful transmissions.

» Property 2. If D signals readiness at honest nodes v and v’ for messages m and m’,
respectively, then m = m'.

We say that a detector is correct if it satisfies both properties. Given the lower bound of
Q(n?) on the communication complexity of reliable broadcast [13], it is desirable to guarantee
an asymptotically tight upper bound on the communication complexity of detectors.

» Property 3. Given the security parameter k, the communication complezity of an efficient
detector D is C(n,f) € O(kn?).

Note that the communication complexity of an efficient detector is independent of the
message size £. Naturally, a detector D can only operate meaningfully in conjunction with a
reliable broadcast algorithm A with certain properties. The following two properties specify
the required interplay between the two components.

» Property 4. If the honest sender executes algorithm A, then detector D will eventually
stgnal readiness at some honest node.

Property 4 and Property 1 together imply that all honest nodes will eventually reach the
same state. Since the honest sender first broadcasts m when executing the algorithms in §4,
the following property implies Property 4 for the considered algorithms and detectors.

» Property 5. If the honest sender executes algorithm A, broadcasting m in the first step,
then detector D will eventually signal readiness for message m at some honest node.

The last property ties the actions of A to the output of D in the sense that readiness
implies delivery and vice versa.

» Property 6. Any honest node executing algorithm A eventually delivers m if and only if
detector D signals readiness for message m.

Under the assumption that these properties hold for algorithm A and detector D, we get
the following result.

» Theorem 2. If algorithm A and detector D have Properties 1-6, then algorithm A
implements reliable broadcast in the asynchronous communication model with t < n/3
Byzantine nodes.

Proof. Each property of reliable broadcast is proved separately.

Validity: Property 4 implies that detector D will eventually signal readiness at the some
honest node v. The detectors of all honest nodes will eventually signal readiness due to
Property 1. Finally, Property 6 implies that all honest nodes will deliver the message.

Agreement: If an honest node v delivers m, its detector must have signaled readiness for
m due to Property 6. Property 2 states that any other honest node w can only signal
readiness for m as well, in which case w delivers m eventually due to Property 6.

Integrity: Since readiness can only be signaled for one message due to Property 2 and a
message can only be delivered if readiness is signaled for this message according to
Property 6, at most one message can be delivered.

Totality: If honest node v delivers m, its detector must have signaled readiness for m before
due to Property 6. Property 1 then implies that detectors at every honest node will
eventually signal readiness, causing the delivery of m due to Property 6. <
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Thus, it suffices to show that algorithms and detectors have these properties to ensure
that they implement reliable broadcast. Let a detector-triggered algorithm be an algorithm
that only sends messages when the detector signals readiness, apart from the sender, which
may send some data to other nodes to initiate the execution. The following result holds for
such algorithms when paired with an efficient detector.

» Lemma 3. For any detector-triggered algorithm A using an efficient detector it holds that
L(n) =0 for failed executions.

Proof. In any failed execution, the sender must be Byzantine and therefore its messages do
not contribute to the communication complexity. By definition, no messages are sent when
executing algorithm A as the detectors never signal readiness. Since the communication
complexity of an efficient detector is O(kn?) due to Property 3, the result follows. <

3.2 Basic Construction

There is a straightforward construction of a basic detector, denoted by D, that shares
similarities with Bracha’s reliable broadcast algorithm itself [6]. The designated sender is
supposed to broadcast message m. When receiving the first message m from the sender,
the detector Dy verifies the validity of the message and then broadcasts an attest message
containing h = H(m), a hash value of size O(x) derived using a hash function H. The reliable
broadcast algorithm determines the concrete hash function to be used.

The first attest (h) message received from w is processed by adding w to the map
A :H — 2V, which stores the set of nodes from which attest messages have been received
for a certain hash. The set ‘H denotes the set of all possible hashes. Once at least n—t attest
messages for a certain hash h have been obtained, confirm(h) is broadcast, confirming that
sufficiently many attest messages have been received. Information about such confirmations
are collected in the map C : H — 2V, storing the set of nodes from which confirm messages
have been received for a certain hash. Again, only the first such message is processed from
any node in order to bound the space complexity. A node v also broadcasts confirm(h) after
receiving at least n — 2t > ¢t + 1 confirm messages for h, i.e., v broadcasts a confirmation
when assured that at least one honest node must have broadcast a confirm message.

Let hyee denote the hash for which the most confirmations have been obtained, i.e.,
himaz = argmaxpey |C(h)], breaking ties arbitrarily. The detector Dy, signals readiness when
it has received at least n — 2t attest messages and at least n — ¢ confirm messages for b, qz-
The set of validators returned when calling Dy.validators() is simply the set A(hiaz)-
The entire algorithm of detector D, is given in Algorithm 1. We now proceed to show the
correctness of Dy,.

» Lemma 4. All confirm messages from honest nodes contain the same hash h.

Proof. Let v be the first honest node to broadcast a confirm message for some hash h.
Since it is the first such message, v must have received n — ¢t attest messages containing h.
Let v’ be the first honest node to broadcast a confirm message for some hash h' # h. As
v’ is the first such node, it cannot have sent it because it received n — 2t >t + 1 confirm
messages containing h’. Hence it follows that it must have received n — t attest messages
containing h'. However, this implies that an honest node must have sent two (conflicting)
attest messages, a contradiction. <

Note that the lemma implies that any honest node sends at most one confirm message.
The following result states that detector D is both correct and efficient.
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Algorithm 1 Detector D, at node v given hash function H. Initially, A = C = {}. hmaee =
arg maxpey |C(h)].

if first m received from sender and is_valid(m) then
broadcast attest (H(m))

if first attest (h) received from w then
A(h) = A(h) U{w}

if first confirm(h) received from w then

C(h) = C(h) U {w}

if (|JA(hmaz)| = n—tor |C(hmas)| > n — 2t) and not sent confirm(hy,,,) then
broadcast confirm(h,,qz)

function READY()
return |[A(hpmaz)| > n — 2t and |C(hpaz)| > n—t

function VALIDATORS()
return A(haz)

» Lemma 5. Detector Dy is a correct and efficient detector.

Proof. The two correctness properties and the efficiency property are proved separately.

Property 1: Assume that D, signals readiness at node v for some message m with hash
h =H(m). Let w be the first honest node to send a confirm message containing h. As it
is the first such message, w must have received n —t attest (h) messages. At least n — 2¢
of these messages must have come from honest nodes having broadcast attest (h). Thus,
|A(h)| > n — 2t will eventually hold at all honest nodes. Node v received at least n — ¢
confirm messages, which implies that all honest nodes will eventually receive at least
n — 2t confirm messages from honest nodes. Since honest nodes only send one confirm

message, all containing h due to Lemma 4, it must eventually hold that |C'(h)| > n — 2t.

Hence it follows that all honest nodes broadcast confirm(h) and it eventually holds that
|C(h)| > n —t at all honest nodes.

Property 2: If readiness is signaled at node v and v’ for messages m and m’ # m, respectively,
it must hold that |C'(H(m))| > n—t at node v and |C(H(m'))| > n—t at node v'. However,
these inequalities imply that there must be an honest node that has sent two different
confirm messages, a contradiction to Lemma 4.

Property 3: Each honest node broadcasts at most one attest message by definition and at
most one confirm message due to Lemma 4, each of size O(k), i.e., O(kn?) bits are sent
in total. <

The next lemma states that detector D; eventually signals readiness given an honest
sender that initially broadcasts the message.

» Lemma 6. Dectector Dy satisfies Property 5.

Proof. Since the honest sender broadcasts m, all honest nodes will eventually broadcast
attest (h) for h := H(m). Consequently, all honest nodes will eventually receive at least
n —t attest (h) messages and broadcast confirm(h). When n — ¢ confirm(h) messages
have been received, the readiness condition is reached. <
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As far as time complexity is concerned, if the honest sender broadcasts the message at
the start, it takes 3 rounds of communication until readiness is signaled at all honest nodes.

» Theorem 7. If the honest sender broadcasts m, the time complexity until Dy signals
readiness for message m is 3.

Proof. All honest nodes receive m after at most 1 time unit, causing them to broadcast the
corresponding attest message. After at most 2 time units, |A(H(m))| > n — ¢ holds at all
honest nodes, triggering the transmission of confirm messages. Thus, after at most 3 time
units, |C(H(m))| > n — t holds at all honest nodes and Dy, signals readiness. <

3.3 Construction with Threshold Signatures

In this section, an alternative construction based on threshold cryptography is presented.
Every node must be equipped with a private key share that enables it to threshold-sign a
message, i.e., it can generate a signature share that can be combined with sufficiently many
other signature shares to obtain a signature that is valid under some globally known public
key. Specifically, our setup requires n — t signature shares to construct a signature using
the function compute_signature. It is possible for the nodes to verify the validity of both
signatures and signature shares. The key idea is for each node to attach a signature share
to its attest message. If a node receives a signature, derived from n — ¢ valid signature
shares, the signature acts as proof that at least n — 2t > ¢t + 1 honest nodes have validated
the message. As a result, there is no need for confirm messages, which effectively serve to
convince the nodes that at least one honest node attests to the validity of the message.

The detector based on threshold signatures, denoted by Dy, is given in Algorithm 2.
Every node v locally stores the map A : H — 25, where S is the set of all possible signatures,
plus a signature o and a hash h,, both uninitialized (i.e., set to L) at first.

After validating the sender’s message m, node v computes h := H(m), which it then
threshold-signs to produce a signature share o,. The hash h is broadcast together with the
threshold signature o, in the attest message. When receiving an attest (h, o, ) message,
the threshold signature o, is validated and then added to the set A(h). Given n —t signature
shares for some hash h, o and h, are set to the computed signature and the corresponding
hash, respectively. The signature o, once set, is broadcast in a sig message, which contains
h, as well. Alternatively, o can be set when a sig message with a valid signature is received.

The function ready() is adapted to return true if and only if |A(h,)| > n — 2t and a
signature has been set, i.e., o # L. It is important to note that hp,q, = argmaxpey |A(h)|
cannot be used because an honest node may receive more assert messages for a hash h # h,
when the Byzantine sender and other Byzantine nodes equivocate. For the same reason, the
function validators() returns the set A(h,), guaranteeing that the validators are returned
from which assert messages containing h, have been received.

It remains to prove that detector D; has the necessary properties as well. Lemma 8 is
useful in those proofs, stating that the hash for which a signature is derived is unique.

» Lemma 8. All broadcast sig messages contain a signature for the same hash.

Proof. Every honest node only broadcasts a signature share for one message from the sender.
Since n — t signature shares are required to generate a signature, there cannot be enough
signature shares for two distinct signatures as any two sets of n — ¢ signature shares intersect
in at least n — 2t > ¢ + 1 nodes. <

The lemma is used to prove the following result.
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Algorithm 2 Detector D; at node v given hash function H. Initially, A = {}, ¢ = h, = L.
hmaz = arg maxpen |A(R)].

if first m received from sender and is_valid(m) then
h = H(m)
0y = threshold_sign(h)
broadcast attest (h,o,)

if first attest (h, o,,) received from w and is_valid(h, o) then

A(h) = A(h)U{ow}

if |[A(hmaz)| > n—tand o = L then
o = compute_signature(A(hmaz))
ha = hmaw

if sig(h/,0’) received and 0 = | and is_valid(h’,¢’) then
o:=o0o'

hy =h'

if 0 # L not sent then
broadcast sig(h,,0)

function READY()
return |[A(h,)| >n—2tand o # L

function VALIDATORS()
return A(h,)

» Lemma 9. Detector Dy is a correct and efficient detector.

Proof. As before, each property is proved separately.

Property 1: Assume that D; signals readiness at honest node v, i.e., |A| > n—2t and o # L.
Since v broadcasts o, it eventually holds at all nodes that ¢ # 1. Due to Lemma 8,
there can only be one such signature. Moreover, ¢ # L implies that some node must
have received n — t valid signature shares to compute o. Since at least n — 2t of these
signature shares must have come from honest nodes, which all broadcast attest messages,
it eventually holds that |A| > n — 2¢ at all honest nodes.

Property 2: The property follows from Lemma 8.

Property 3: Each honest node broadcasts at most one attest and sig message of size O(k)
for a total of O(kn?) bits. <

If the honest sender starts the execution by broadcasting the message, detector D; signals
readiness eventually.

» Lemma 10. Detector D; satisfies Property 5.

Proof. All honest nodes broadcast an attest message and thus eventually receive at least
n — t signature shares. Subsequently, they compute the signature unless it is received in a
sig message. In either case, the readiness condition is reached. |

OPODIS 2025
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Lastly, if we assume again that the honest sender initiates the execution by broadcasting
the message, then 2 rounds of communication suffice for all honest nodes to signal readiness.

» Theorem 11. If the honest sender broadcasts m, the time complexity until Dy signals
readiness for message m is 2.

Proof. Every honest node receives m after 1 time unit. Subsequently, every honest node
broadcasts its attest message, which is received after 2 time units. Since all honest nodes
have at least n — t signature shares, they compute a signature o, unless they received a
signature earlier, which must be a signature for the same hash due to Lemma 8. Thus, after
2 time units, |A(hy)] > n —t and o # L holds at all honest nodes. <

The primary advantage of D; compared to Dy is its lower time complexity at the expense
of a more complex setup with private key shares securely deployed on all nodes.

4 Algorithms
4.1 Simple Algorithm

In Bracha’s reliable broadcast algorithm [6], every node broadcasts the message m (at most)
twice in a successful execution. Including the sender’s initial broadcast to all other nodes,
the communication complexity is (n — 1)|m| + 2n(n — 1)|m| ~ 2n%|m/|.

There are failed executions where the communication complexity is nearly as large, even
if only the sender is Byzantine: Consider the scenario where the Byzantine sender sends
message m to 2t nodes and message m’ # m to the remaining ¢ nodes. The honest nodes
broadcast an echo message containing the message received from the sender. However, the
Byzantine sender merely sends an echo message containing m to t other nodes, i.e., there
are t nodes that receive 2t 4+ 1 echo messages for m and hence broadcast ready messages
containing m. Since honest nodes solely receive t ready messages, none of them delivers
m and the execution does not terminate. Assuming that |m| = |m/|, the communication
complexity of this execution is (n — 1)%|m| + t(n — 1)|m| ~ 3n?m]|.

Armed with a detector such as Dy and D, introduced in §3, a simple reliable broadcast
algorithm, denoted by Ay, can be constructed easily, illustrating the effectiveness of the
detector abstraction. In this algorithm, the sender first broadcasts m. If D signals readiness
for m and m is locally available, m is forwarded to the nodes not in D.validators() before
delivering m. The nodes cache received messages until the execution terminates. The space
complexity can be bounded by only caching at most one message per node.? The detector
can use any cryptographically strong hash function H. Algorithm A, given in Algorithm 3,
is a correct reliable broadcast algorithm with the desired properties.

» Theorem 12. Algorithm As using detector Dy or Dy implements reliable broadcast in the
asynchronous communication model with t < n/3 Byzantine nodes.

Proof. Since an honest sender broadcasts m as the first step, Property 5 holds when pairing
A with either detector. Clearly, m is only delivered when readiness is signaled. On the
other hand, readiness implies that some honest nodes have message m, which they transmit
to all nodes not in D.validators() when ready, leading to the eventual delivery of m at all
nodes. Thus, Property 6 holds as well. |

2 In practice, a message may only be cached if it carries the dedicated sender’s signature. In this case,
equivocation can be detected and penalized.
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Algorithm 3 Algorithm A; using detector D executed at node v.

if reliable_broadcast(m) invoked and v = sender then
broadcast m

> Any received message is cached.

if D.ready() and (the corresponding) m # L and not delivered m then
for w € V \ D.validators() do
send m to w
deliver (m)

In comparison to Bracha’s algorithm, the communication complexity of A, is lower by a
factor of 3. Moreover, A is clearly superior in the case of failed executions.

» Theorem 13 (Communication complexity). It holds for algorithm A, using detector Dy or
Dy that L(n) < 2n for successful ezecutions and L(n) =0 for failed executions.

Proof. If the execution is successful, an honest sender’s initial broadcast of m contributes
(n — 1)|m| bits. Every honest node sends m to all nodes not in the set D.validators() of
cardinality at least n — 2¢, resulting in a communication complexity of

(n — 1)|m| + 2t(n — 1)|m| + O(kn?) < §n2|m| + O(kn?)

and thus L(n) < 2n.
Since algorithm Ay is a detector-triggered algorithm and both Dy, or D, are efficient,
L(n) = 0 holds for failed executions due to Lemma 3. <

Lastly, A paired with D; achieves a lower time complexity than Bracha’s algorithm.

» Theorem 14 (Time complexity). If the sender is honest, then the time complexity of As
corresponds to the time complexity of the used detector Dy or Dy.

Proof. All honest nodes receive m after at most 1 time unit if the sender is honest. Since the
time complexity of both detectors is greater than 1 and A, delivers m when m is available
and readiness is signaled without waiting for any further messages, the claim follows. |

4.2 Coding-Based Algorithm

Algorithm A has a communication complexity that grows quadratically with the number of
nodes, which is far from optimal. The goal is to devise a reliable broadcast algorithm that
has a communication complexity in the order of n|m| for successful executions but wastes
little bandwidth in the case of failed executions.

All known reliable broadcast algorithms with a communication complexity of O(n|m|)
make use of erasure (or error-correcting) codes, disseminating fragments of m of size inversely
proportional to n. While these algorithms are more efficient, it is usually trivial for a
Byzantine sender to trigger executions that are bound to fail but cause as many bits to be
sent as in successful executions. The problem is that, given a fragment alone, it cannot be
determined if it is part of a valid encoding. Merkle proofs can be used, e.g., to efficiently
check if a received fragment is consistent with some root hash but that does not guarantee
that the fragments themselves have been constructed using an erasure (or error-correcting)

12:11

OPODIS 2025



12:12

Efficient Byzantine Reliable Broadcast in the Failure Case

code. A Byzantine sender can exploit this fact, creating a valid Merkle tree over random
pieces of data instead of using a coding procedure and trigger the execution. Every node that
receives enough fragments can then deduce that the fragments have not been constructed
correctly and abort the execution. However, this check typically happens at the end of the
algorithm, i.e., as many bits as in a successful execution have already been transmitted.
Detectors can remedy this situation as the following sketch of an algorithm using an
(n,m — 2t)-erasure code illustrates: When readiness is signaled at a node that has received m
from the sender, it constructs all n fragments and broadcasts its own fragment. As readiness
implies that there must be at least n — 2t honest nodes that have received m from the sender
when using either D, or D;, each node receives at least n — 2t valid fragments and is thus
able to reconstruct m. Given m, each node can then derive and broadcast its own fragment
before delivering m. Since t < n/3, the communication complexity of this algorithm is

Im|
n — 2t

(n—=1)m|+n(n-1) + O(kn?log(n)) < 4n|m| + O(kn?log(n)).

In the following, a more complex algorithm, denoted by A, is introduced that achieves a
lower communication complexity. Algorithm A, uses an (n,n — t)-erasure code, encoding
fragments f1,..., f,, of the message m in such a way that any n — ¢t out of n fragments can
be used to recover the message m. The size of a fragment is

m
1= 7L 4 Oftog(m), )
n—t
where the O(log(n)) stems from the fact that erasure codes work with a field of cardinality
at least n. Additionally, algorithm A, uses an (n,n — 2t)-erasure code, encoding fragments
of the fragments, called mini-fragments [23]. A fragment can be recovered using any n — 2t
out of n mini-fragments of size

Il = gy + Ollog(n), 2)

n—t)(n — 2t)
As algorithm A, works with (mini-)fragments, the hash function H used by the detector is
evaluated over the (mini-)fragments instead of the message m itself. For any 4,7 € {1,...,n},
let m; and 7;; denote the (integrity) proof of fragment f; and the j* mini-fragment of f;,
respectively. Merkle proofs are commonly used to prove the integrity of (mini-)fragments,
with a size of |7| € O(klog(n)). In this case, the hash function H returns the Merkle root
hash. An alternative would be to use a commitment scheme such as KZG [18], reducing the
size to |7| € O(k) for an improved communication complexity. The disadvantage is that it
requires a trusted setup and introduces an additional cryptographic assumption [4]. Since A,
is also a detector-triggered algorithm, there is only one valid hash h for a specific message m
that must be considered. Thus, we assume that received fragments and mini-fragments for
any other hash are silently discarded. Each node v; stores any received fragment f; together
with 7; in the set F'. Similarly, received mini-fragments ;; of its own fragment f; are stored
in the set M alongside m;; and m;.

Algorithm A, utilizes several functions: Given message m and index i € {1,...,n}, the
function get_fragment returns the fragment-proof pair (f;, 7;). In a similar manner, given m
and indices ¢ and j, the function get_mini_fragment returns the tuple (p;;,m;;, 7). Once at
least n — t fragments are collected in the set F', the message m is derived from the fragments
using the function recover_message, whereas node v;’s fragment f; can be recovered using
the function recover_fragment after collecting at least n — 2¢ mini-fragments in the set M.
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Algorithm 4 Algorithm A. at node v; using detector D. initially, F = M = {}, and m = L.

if reliable_broadcast(m) invoked and v; = sender then
broadcast m

> Received and verified tuples (f;, 7;) and (uq5, 75, 7;) are stored in F' and M, respectively.

if D.ready() then
if m # 1 and not sent mini-fragments before then
for v; € V'\ D.validators() do
(tji, mji, mj) == get_mini_fragment (m, j,)
send mini-fragment (i ;, 7j;, m;) to v;

if (f;,m;) € F and not sent (f;, ;) before then
for v; € V'\ D.validators() do
send fragment (f;, m;) to v,

if (f;,m) ¢ F and m # L then
(fi,m) = get_fragment (im, i)
Fi=FU{(fi,m)}

if (f;,m) ¢ F and |M| > n — 2t then
(fi,m;) = recover_fragment (M)
F=FU{(fi;mi)}

if m= 1 and |F| > n —t then
m = recover_message (F)

if sent f; and sent mini-fragments and m # | and not delivered m then
deliver(m)

The sender starts the execution by broadcasting m. Once readiness is signaled, the
following actions may occur. An honest node v; sends messages in two situations: First,
if m is available locally, v; sends mini-fragment (u;;, 7;;,7;) to v; for all j where v; ¢
D.validators(). Second, if f; is available, it sends fragment(f;, ;) to all nodes not in
the set D.validators() as well. Node v; can obtain fragment f; by invoking the function
get_fragment when m is available. Alternatively, f; can be recovered from n — 2t mini-
fragments in the set M using the function recover_fragment. The message itself can
be recovered after collecting n — t fragments in F. Lastly, once m is available and the
fragment and mini-fragments are sent as stated before, m is delivered. Algorithm A., given
in Algorithm 4, is a correct reliable broadcast algorithm.

» Theorem 15. Algorithm A, using detector Dy or Dy implements reliable broadcast in the
asynchronous communication model with t < n/3 Byzantine nodes.

Proof. Property 5 holds when using either detector because an honest sender initially
broadcasts the message. It follows from the specification of the algorithm that a message
is only delivered when readiness was signaled beforehand. Thus, it remains to show that
readiness implies delivery to show that Property 6 holds.
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Assume that readiness is signaled at some node. Due to Property 1, the detectors at all
honest nodes eventually signal readiness. Since there must be an honest node that received
at least n — ¢t attest messages if either Dy, or Dy is used, there are n — 2t honest nodes that
have received m. As soon as these n — 2t honest nodes receive m and reach the readiness
condition, they will send mini-fragments as defined in Algorithm 4. For any honest node v
that did not receive m, it holds that v is not in the validators() set of any honest node
because it never broadcasts an attest message. Hence it follows that every honest node
receives at least n — 2¢ mini-fragments and is able to recover and send its fragment. As a
result, every honest node that did not get m will eventually obtain at least n — ¢ fragments
and reconstruct the message. Thus, m # L holds at all honest nodes eventually, which leads
to the delivery of m after sending the fragments and mini-fragments. |

Algorithm A, indeed achieves a lower communication complexity than the coding-based
algorithm sketched before.

» Theorem 16 (Communication complexity). It holds for algorithm A, that £(n) < 2+ 5
for successful executions and L(n) = 0 for failed executions.

Proof. In addition to the sender’s initial broadcast, each honest node sends one fragment
message and mini-fragment message each to every node in the set V' \ D.validators() of
cardinality at most 2t <n —t — 1 for a communication complexity of

C(n, [m]) = (n = D|m| +n(n —t = 1)(|ul + | f| + O(|«]))

(1),(2)
< (n=1)m|+nn—-t-1)

n‘rﬁ‘t + e tl)Trl — 2t)) + O (n*(|r| + log(n)))
m| Im|
n_t (n—t)(n—zt)>

"]+ O ([ + log(n))

< (n—l)m+n(n—t)(

o n _ n _ 2
= 2n|m| + <n2t — 1) Im| + O (n*(|7| + log(n)))
"2 gnfm| + 1 0 (12 (] + 10g(m)).

which implies that £(n) < 2+ 5.
The result £(n) = 0 for failed executions follows from the fact that D, and D; are efficient
and A, is a detector-triggered algorithm. <

Regarding the time complexity of A, the same result as for algorithm A holds.

» Theorem 17 (Time complexity). If the sender is honest, then the time complexity of A
corresponds to the time complexity of the used detector Dy or Dy.

Proof. If the sender is honest, all nodes obtain m after 1 time unit. The time complexity of
both detectors is greater than 1. As soon as readiness is signaled, every honest node can
compute and send its fragment and mini-fragments before delivering m without delay. <«

5 Related Work

As discussed in §1, Bracha presented the first reliable broadcast algorithm with a communica-
tion complexity of O(n?|m|) [6]. While the communication complexity is high, the algorithm
is error-free, i.e., it does not depend on any cryptographic assumptions. The algorithm
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based on erasure coding by Cachin and Tessaro improved the communication complexity to
O(n|m| 4+ kn?log(n)), which is asymptotically optimal for |m| € Q(knlog(n)) [8]. However,
it is not error-free as it uses cryptographically strong hash functions.

With respect to error-free reliable broadcast, the time complexity has been reduced
successively from O(n|m| +n*log(n)) [27] to O(n|m| + n3log(n)) [26] and then to O(n|m| +
n?log(n)) [3]. It has further been shown how to achieve the bound O(n|m| + n?log(n?/¢))
using a probabilistic algorithm, guaranteeing validity but agreement and totality only hold
with probability 1 — ¢ [1].

As far as algorithms are concerned that make use of cryptographic primitives, an algorithm
has been presented with a communication complexity of O(n|m| + xkn?) using only collision-
resistant hash functions [10], improving upon the algorithm by Cachin and Tessaro. The
downside of this algorithm is that it has a higher computational cost and is not balanced. As
stated in §4.2, when using a commitment scheme such as KZG [18] instead of Merkle proofs
in the algorithm by Cachin and Tessaro, the same communication complexity can be attained
without sacrificing the balanced nature of the algorithm and without inducing a higher
computational cost. The downside is that a trusted setup and an additional cryptographic
assumption is required. Alternatively, the same bound can be achieved using a public key
infrastructure and cryptographic accumulators [26]. Threshold signatures can be used to
obtain an improved bound on the communication complexity of O(n|m|+ kn + n?) [3].

The constant in the O(n|m|) term is at least 3 in all of these algorithms. In an effort to
improve efficiency for large messages, algorithms have been proposed to bring this constant
down, first to 2 [21] and then to 3/2 [22, 23], which is conjectured to be optimal. Thus, the
best known algorithms come close to the lower bound of Q(n|m|+ n?) [13].

The reliable broadcast problem has been studied in a variety of models. It has been
shown how stochastic sampling can be used to obtain a probabilistic algorithm violating
each property with a fixed probability [16]. Moreover, reliable broadcast has also been
considered in a model with dynamic membership [15]. The efficacy when combining Bracha’s
algorithm with Dolev’s reliable communication protocol [12] to broadcast messages reliably
in partially connected networks has been analyzed using simulations [5]. Lastly, the problem
that composing n parallel reliable broadcast instances can lead to non-termination has also
been addressed, proposing quit-resistant reliable broadcast enabling parties to quit early [25].

6 Conclusion

Existing reliable broadcast algorithms are not efficient in failed executions in the worst case.
In this paper, the concept of detectors is introduced, supporting reliable broadcast algorithms
in keeping the communication complexity low in the failure case. Detectors further have
powerful properties that facilitate the design of reliable broadcast algorithms. Moreover,
they can reduce or even eliminate redundant transmissions in the absence of faults, which
may prove to be relevant in practice. A reliable broadcast algorithm has been presented that
makes use of a detector, achieving an overhead factor of 2 + O(1/n), which is nearly optimal
when considering algorithms where the sender broadcasts the message first. However, there
is still a gap between the achieved bound and the lower bound of 5/3 that can be explored.
Another open question is whether a lower overhead factor can be obtained when the sender
disperses the message to a strict subset of the nodes. Since fewer nodes obtain the message
in this step, this modification increases the onus on the honest nodes to ensure that every
node obtains the message eventually. These questions may be addressed in future research.
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Figure 1 Fault-free execution of Dy, each node receiving n assert messages before receiving
n —t confirm messages.

A  Appendix

A.1 Discussion and Practical Considerations

It is worth noting that the presented algorithms are not only of theoretical interest. Under
benign network conditions, the delay until the detector signals readiness can be sufficient
for all nodes to report that they received the sender’s message in a fault-free execution. As
an example, Figure 1 depicts an execution of detector D, where every node receives not
only m but also all n = 4 assert messages (marked with a white circle) before receiving
n —t =3 confirm messages (marked with a black circle). In this execution, |A(hmaz)| =V
holds at every node, and thus neither 4 nor A, sends any additional messages, implying
that £(n) = 1, i.e., there is no overhead with respect to the message distribution itself.

If each node sends the same amount of data up to a constant factor, the algorithm is
called balanced [3]. Formally, let b, and by, denote the minimum and maximum number
of bits sent by honest nodes in any (successful or failed) execution. If by,q, < €+ by for
some constant ¢ > 1, then the algorithm is called balanced. The analysis of algorithm A, in
§4.2 shows that the sender effectively sends as many bits as all other nodes combined, i.e.,
A, is not balanced, as opposed to algorithm A;. The lack of balance may not be an issue
in practice, in particular when all nodes frequently initiate instances of reliable broadcast
at nearly the same time. Naturally, having a balanced algorithm is preferable when there
are only a few instances at any time and the latency must be kept small when broadcasting
large messages. An obvious question is whether a balanced algorithm exists that guarantees
that £(n) = 0 for failed executions. Unfortunately, this is only possible if every node sends
many bits as the following argument shows. Assuming that the entire message m must be
known in order to determine its validity, an honest node will only send m or parts of it if m
is available locally or it received sufficient assurance that m is a valid message. Obviously,
t Byzantine nodes may erroneously report that m is valid, which implies that an honest
node must receive an assurance from at least ¢ + 1 nodes in the absence of m. Hence, an
honest sender must send m to at least ¢ + 1 honest nodes, i.e., the sender must send at
least Q(n|m|) bits. A consequence of this result is that any algorithm that guarantees that
L(n) = 0 for failed executions where some nodes send o(n|m|) bits cannot be balanced. Tt
further implies that algorithms that guarantee that £(n) € o(n) cannot be balanced or they
cannot guarantee that £(n) = 0 for failed executions.
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A.2 Lower Bound

In this section, we consider the class 21 of algorithms where the sender sends m to all other
nodes in the first step and prove the following result in the asynchronous communication
model.

» Theorem 18. If communication is asynchronous and there are t < n/3 Byzantine nodes,
it holds that L(n) > g for every reliable broadcast algorithm A € 2.

Proof. We consider the following three scenarios, each having a specific set V, |V| = t,

excluding the sender denoted by v:

1. The sender vy is honest but the nodes in V are Byzantine.

2. The sender v; is Byzantine and sends m to the nodes in V' \ V. All nodes other than the
sender are honest.

3. The sender v is Byzantine and sends m to the honest nodes in V' \ V. There are ¢
Byzantine nodes in V'\ V.

The nodes in V may send messages indicating that they did not receive m from the sender
to all other nodes except the sender but any other message from these nodes is scheduled to
arrive after the delivery of m. Note that a message must be delivered in Scenario (1) due to
the validity condition.

Let V denote the complement of V excluding the sender, i.e., V := V\V\{v,}. Scenario (1)
and Scenario (2) are indistinguishable for any node v € V because it is impossible to
differentiate between the sender or the nodes in V being dishonest.

Moreover, Scenario (2) and Scenario (3) are indistinguishable for any node v € V that is
honest in both executions if the Byzantine nodes behave correctly toward the honest nodes
in V. indistinguishability holds even if the Byzantine nodes exhibit faulty behavior toward
the nodes in V because no such information is received from nodes in V. Consequently,
Scenario (1) and Scenario (3) are also indistinguishable for nodes in V that are honest in
both executions.

Since the nodes in V deliver m in Scenario (1) and Scenario (2) is indistinguishable
for these nodes, they deliver m in Scenario (2) as well. However, the totality condition
implies that the nodes in ¥V must also deliver m. Let b; denote the number of bits that
v; € V'\ 'V sends to nodes in V before delivering m, excluding the sender’s initial message, in
Scenario (1).

Assume that there is a subset S C V\V, vs € S and |S| = n—2¢, such that ) ¢
In this case, we define that the nodes in Y\ S are the (n —t — 1) — (n — 2t — 1) = t Byzantine
nodes in Scenario (3). Since Scenario (1) and Scenario (3) are indistinguishable for the honest
nodes in V'\ V, they send the same messages to nodes in V as in Scenario (1). However, the
nodes in V receive fewer than ¢|m| bits if the Byzantine nodes refuse to send any bits. Thus,
there must be an honest node in V that does not deliver m, violating the totality condition.
It follows that we must have that

VSCV\V,u,€Sand [S|=n—2t: Y b >tm],
v;ES

and therefore the average number of bits sent must be at least

= 1 tlm|
b = bl > —.
AR N (3)

b; < t\m\
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Thus, for n = 3t + 1, it must hold that

g @t
- S bl B
S =iy 2 2y
v, EV\V
_mft(n — 1) nooo 2
T on-—2t N 3n|m|.

Since Scenario (3) is indistinguishable from Scenario (1) irrespective of how the ¢ Byzantine
nodes are chosen among the nodes in V, at least 2n|m| bits are sent in Scenario (1) as well.
As the honest sender broadcasts m first, the total communication complexity must be at
least njm| + 2n|m| = 2n|m|. <

This theorem shows that algorithm A. is nearly optimal for algorithms in class 2.
Moreover, the result is interesting in that the lower bound exceeds the upper bound of L(n) <
% of the best known balanced algorithm that does not aim to minimize the communication
complexity for failed executions. It is an open question whether any algorithm where the
sender sends an|m| bits, for some « € (0,1), can achieve a better communication complexity.
We conjecture that little can be gained by choosing o < 1 if £(n) = 0 must hold for all failed
executions.
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