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—— Abstract

We study fault-tolerant consensus in a variant of the synchronous message passing model, where,
in each round, every node can choose to be awake or asleep. This is known as the sleeping model
(Chatterjee, Gmyr, Pandurangan PODC 2020) and defines the awake complexity (also called energy
complezity), which measures the maximum number of rounds that any node is awake throughout
the execution. Only awake nodes can send and receive messages in a given round and all messages
sent to sleeping nodes are lost. We present new deterministic consensus algorithms that tolerate up
to f < n crash failures, where n is the number of nodes. Our algorithms match the optimal time
complexity lower bound of f 4 1 rounds. For multi-value consensus, where the input values are
chosen from some possibly large set, we achieve an energy complexity of O([f?/n]) rounds, whereas
for binary consensus, we show an algorithm to achieve O([f/y/n]) energy complexity.
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1 Introduction

Reaching agreement in a network of distributed processes in the presence of faults is a funda-
mental problem in distributed computing with numerous applications, including blockchain
networks and synchronization problems; e.g., see [28, 1, 21]. In the consensus problem [27, 18],
there is a set of players (or nodes) that communicate with each other by sending point-to-point
messages. Each player holds an initial value, and the goal is that all of them decide on the
same value eventually.

While the problem can be solved in just a single round of communication assuming that
all players operate correctly, achieving consensus becomes significantly more challenging when
taking into account that some of the players may unexpectedly fail throughout the execution.
The seminal result of [14] showed that consensus is impossible with a deterministic algorithm
in asynchronous networks, when even just a single player may crash. Moreover, [9] proved
? Shachar Meir, Hugp Mirault, Davi.d Peleg, and Peter Robinson;
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that f 4 1 rounds are indeed necessary in the synchronous setting, when considering up to f
crash failures, and a simple algorithm matches this lower bound on the time complexity.

Even though the time complexity of deterministic consensus has been resolved, the actual
number of rounds that a player needs to actively participate in the protocol is less clear.
This motivates studying consensus in the sleeping model, where, in every round, each player
chooses to either be asleep or awake, and the energy complexity of the algorithm is defined
as the maximum number of awake rounds over all players in the worst case. The sleeping
model was first introduced in [6] for studying the (average) energy complexity! of computing
a maximal independent set and has since received significant attention recently; e.g., see
[10, 16, 15, 17, 3]. The sleeping model can be interpreted as a simplified variant of the class
of models studied in [4, 5], where the main focus is on wireless networks.

In [26], Pass and Shi introduced the sleepy model of consensus in the context of Blockchain
networks with Byzantine players, where the players exhibit sporadic participation: A player
can be either online (alert) or offline (asleep), and it is possible that only a fraction of
the players participate in the computation at any given point in time. A player’s current
participation status may change as determined by the adversary. Moreover, once an asleep
player becomes online, it is guaranteed to receive all pending messages that were addressed
to it while sleeping. The sleepy model has become a standard model for studying blockchain
protocols under dynamic participation and has been studied extensively since its inception;
e.g., see [12, 22, 24, 25, 11, 7, 13]. For instance, a constant-latency protocol in this setting is
given in [24], and the constant factor was further reduced in [22]. A variant of the sleepy
model where the set of players is infinite is considered in [20]. A generalized version of the
sleepy model was studied in [8]. Note that the assumptions of the sleepy model are different
from the sleeping model of [6] considered here, which assumes that the sleeping schedule of
the players is entirely under the control of the algorithm and all messages sent to a currently
sleeping player are lost.

Our Contributions

We establish the first energy efficient algorithms for consensus under crash faults in the
sleeping model, while still obtaining optimal time complexity. In more detail, we present the
following new deterministic algorithms:
Multi-value consensus can be solved with an energy complexity of O( (%21) rounds, an
optimal time complexity of f + 1, while sending at most O(f3 + nf) messages.
Binary consensus can be solved with an energy complexity of O( [ﬁ}) rounds, an optimal
time complexity of f + 1, and with a message complexity of O(nf).
We point out that none of the prior works in the sleeping model considers faulty nodes, and
thus our results also shed some light on the impact of faults on the energy complexity.

2 Model and Preliminaries

We consider the standard synchronous message-passing model of distributed computing,
where n players pg, ..., pn—1 are connected in a clique network. Each player can choose to
either sleep or be awake in each round, which is known as the sleeping model. If a player p
is asleep in some round, then any message sent to p in this round is lost; in particular, p

L The terms “energy complexity” and “awake complexity” are used interchangeably in the literature. In
this work, we use energy complexity.
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does not receive these messages upon its next wake-up. In this work, we extend the above
model with crash faults, which means that an adversary can crash up to f players throughout
the execution, for some parameter f < n. As we only consider deterministic algorithms,
we assume that the adversary is omniscient. If a player p crashes in round r, then only an
arbitrary subset of messages sent by p are guaranteed to be delivered. Moreover, p does not
perform any computation in any future round after crashing. Any player who does not crash
in rounds 1,...,r — 1 is said to be alive in round r If a player does not crash until it has
decided, we say that it is non-faulty.

It is possible in the sleeping model that there are certain rounds in which no players are
awake, e.g., because the adversary crashed the few player that tried to wake up. Consequently,
any algorithm that solves consensus in optimal time needs to implement an awake schedule
that ensures sufficient progress towards a common decision in each round.

Complexity measures. We quantify the performance of our algorithms in terms of the
message complexity, i.e., the total number of messages sent in the worst case, and the time

complexity, which captures the worst-case number of rounds until all players have terminated.

In the sleeping model, we consider an additional measure:
the (worst case) energy complexity is the maximum number of rounds (taken over all
players) that a player is awake in the worst case execution;

Consensus. Every player starts with an input value that is assigned from a set D of integers.

In Section 3, we assume that D is of size at most polynomial in n, whereas in Section 4, we
restrict D to be {0,1}. An algorithm solves consensus if, in any execution and for any input
assignment, the following properties hold:

Termination: Every non-faulty player eventually decides on some value.

Agreement: If some player decides on v in an execution «, then every other player who

decides must also decide on v.

Validity: Any decision value must be the input value of some (possibly faulty) player.

3  Multi-value Consensus

In this section, we give an algorithm for the setting, where the input values of the players
are chosen from an arbitrary subset of the integers. We present the detailed pseudo-code in
Algorithm 2.

3.1 Description of the Algorithm

At the beginning of round 1, we fix f static committees C1,...,Cy, each containing f 4 1
members. The players use their IDs to determine which committee to join. That is, each
player locally executes a function JoinComm(x, y,n), which constructs « committees of size y,

@} committees. Note that

using all n players, such that each player’s ID is in at most [
the procedure’s third parameter, i.e, the number of players used to construct the committees,
will be utilized carefully in Section 4. For now, the reader should focus on the choice of the
first two parameters.

In Phase 1, which consists of round 1, all players awake simultaneously and send their
initial values to committee C;. Each player p € C; keeps track of the maximum received
value in a variable Y that is initialized to p’s input. Phase 2 consists of f — 1 rounds, where

all members of committee C, are awake in rounds r and r + 1. In round r, they receive the

values sent by committee C,._; and each member computes its new maximum value locally.
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Algorithm 1 Procedure JoinComm(a, b, ¢) assigns the first ¢ players to a committees, each
of size b.

Parameters :a: number of committees
b : size of committees
¢ : number of players to use (starting from the first one)
Cr,+,Ca+0
foreach 1 <i<a-bdo
j <1 mod c
k « [i/b]
Add pj in set Cy

Return Cq,---,C,

[N S

o

Algorithm 2 Multi Value Consensus. Code for player p.

// Phase 1 (round 1) 11 if p € C, then
1 Player p wakes up in round 1: 12 Wake up in round r
2 Cq, -+ ,Cpy1 + JoinComm(f, f+1) 13 upon receiving values Y’ do:
3 Y+ X 14 L Y + max(Y U (JY"))
4 Send Y to every player in C
5 upon receiving values Y' do: // Phase 3 (round f + 1)
6 L Y ¢ max(Y U (UY")) 15 Player p wakes up in round f + 1

16 if p € Cy then

// Phase 2 (rounds 2,...,f) 17 L Broadcast Y to all
7 For each round r € [2, f] do: .. . V' do:
s if pe C, , then 18 upon receiving values o:

° L 19 L Y +max(YU(JY"))

Wake up in round r
10 Send Y to every player in C, 20 Decide on Y at the end of round f +1

In round r + 1, each player in C, forwards this value to the next committee C,;. Finally,
Phase 3 consists of round f 4+ 1, where everyone wakes up, and the committee members of
C broadcast their values, and everyone decides on the maximum value that they have seen.
See Figure 1 for a high-level overview of this process.

» Theorem 1. Suppose that each player starts with an input value from a set of integers D.
Algorithm 2 solves consensus in f + 1 rounds, sends O(f3 + nf) messages of size O(log|D|)
bits, and achieves an energy complexity of O([f?/n]) rounds, if at most f players crash
during the execution.

3.2 Proof of Theorem 1

We first show that the algorithm correctly solves consensus. Every correct player decides on
its variable Y after f + 1 rounds, which ensures the claimed bound on the time complexity.
By the code of the algorithm, Y is only updated to the input values of other players, and
thus we obtain the following.

» Lemma 2. Algorithm 2 satisfies validity and terminates in f + 1 rounds.

To show that the algorithm satisfies agreement, we need to prove several technical lemmas.
Consider the set D of values decided by the players after round f + 1 in some given execution,
and let 6 = max(D). We say that a player p has value v if p’s variable Y = v at that point.



S. Meir, H. Mirault, D. Peleg, and P. Robinson

Phase 1 Phase 2 Phase 3

Py

P/'+1

.......

Prya
Cy

Payia

.....................

Pafis

Cs

Pipig

P,

Figure 1 High-level Overview of Algorithm 2.

» Lemma 3. Suppose that there exists some round r € [1, f + 1] with the property that there
is an awake player p, who is alive in round r and sends a message with value v, > 0. Then
no player decides on 6.

Proof. Consider any round r that satisfies the premise of the claim. It follows that p
successfully sends its message to all destinations. In the case that r = f + 1, this means that

p € Cy, and every player receives p’s value in round f + 1, which is strictly greater than 4.

Hence, none of the players will decide on ¢. On the other hand, if » < f, then every alive

member p’ € C, receives the message from p and updates its variable Y such that Y > 4.

Since not all members of C. can crash, it follows that there is some alive player in C,., who
is awake and alive in round r 4+ 1 and who sends a value strictly greater than J. Extending
this argument inductively for all rounds r, ..., f + 1, completes the proof of the lemma. <«

» Lemma 4. Consider any round r € [1, f] and let m > § be the mazimum value held by
any player in C, at the start of round r + 1. Then, every alive player has a value of at most
m at the beginning of round r + 1.

Proof. The statement trivially holds for any alive player in C).. Now, consider some alive
player p ¢ C.. and assume, towards a contradiction, that p’s value is v > m when it starts
round r 4+ 1. First, consider the case where v was p’s input value. This means that p sent v
to every player in C; initially. Since p did not crash, every p’ € C; must have set Y to some

value v,y > v at the end or round 1 and subsequently sends v,/ to everyone in C5 in round 2.

Recall that every committee has at least one member who does not crash. Thus, it follows
by induction that every player g € C,» (r' > 2) will receive a message with a value no smaller

than v in round r’ from some alive player in C, _; and update its own value accordingly.

Consequently, ¢ has set Y to a value strictly greater than m at the start of round 7’ + 1. In
particular, this statement holds for v’ = r, which contradicts the assumption that m was the
maximum value among players in C,.. Now suppose that v was not p’s input value, which
means that p must have been a member of some committee C,» and adopted v as its value in
some round 7’ < r. Since p did not crash in round r’ + 1 and recalling that v > 4, applying
Lemma 3 yields a contradiction to the assumption that some player decided on §. <

15:5
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» Lemma 5. Algorithm 2 satisfies agreement.

Proof. Consider the earliest round r € [1, f 4+ 1] in which no player crashes. First, assume
that » = 1. Then, it follows from Lemma 3 that no player has an input greater than ¢.
Thus, it follows from validity (see Lem. 2) that ¢ was the maximum input value, and hence
every player in C7 adopts § in round 1. It follows that all alive members of every committee
will have value d, and thus every player decides on ¢ eventually. On the other hand, if
1 <r < f+1, then Lemma 3 and the fact that someone decides on § tell us that every alive
player in C,_; must have sent a value of at most § in round r. Moreover, Lemma 4 ensures
that all alive players (whether they are sleeping or awake) have a value of at most ¢ at the
start of round r + 1; let V' denote this set of values. If maxV < 4, then Lemma 4 implies us
that every alive player has a value strictly less than §. Since values are updated using the
maximum rule, this contradicts the assumption that some player decided on ¢, and hence
it follows that some alive player p € C,. has the value §, which is the maximum among all
committee members. And, applying Lemma 4 guarantees that no greater values are held by
players not in C.. Since p does not crash, a simple inductive argument shows that ¢ is the
only possible decision value. <

It remains to prove the claimed bound on the energy and message complexity: The first and
the last phases require every player to be awake for a constant number of rounds. The second
phase requires the players in each committee to be awake only in the two rounds during which
their respective committee needs to receive or send messages. Since each player belongs to
at most fm'%] committees, the energy complexity is O([f?/n]). During Phases 1 and 3,
the algorithm sends O(f - n) messages. In each round r of Phase 2, all players in committee
C,_1 send a message to every player in committee C,., which amounts to O(f?) messages for

each of the f — 1 rounds, and thus the total number of messages is O(f2 + f - n).

4 Binary Consensus

In this section, we show how to improve over the energy complexity bounds obtained in
Section 3, by restricting the domain of the input values to a single bit, while keeping the
optimal time complexity of f + 1 rounds. Recall that, in Algorithm 2, the energy complexity
was dominated by the number of committees that each player is a member of, which in
turn depends on the size of the individual committees, i.e., f + 1. Here, we explore the
natural strategy of reducing the committee size to achieve a lower energy complexity. While
conceptually simple, having smaller committees entails that we can no longer rely on each
committee having at least one alive member, requiring a player to spread its value among
multiple committees instead. Moreover, it might create an opening for the adversary to
strategically crash players, one at each round, such that eventually a round is reached where
all the members of a committee (or in general all the players that should receive messages)
have already crashed. This allows the adversary to abstain from crashing during that
particular round without any player receiving new information, which makes it impossible for
the algorithm to terminate after f 4+ 1 rounds. We compensate for this lack of information
spreading across committees by using players aware of decisive information (here, players
holding 1) as propagating units for further committees. Assume players may choose 1 over 0
when they have the choice (i.e., they know at least 1 player holds each of those values as
their initial value). This situation allows a player to know that everyone may decide 1 when
he receives the value, and/or he will crash before the end of the procedure.
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Algorithm 3 Binary Consensus. Code for player p, who has input value X.

// Phase 1 (round 1) 20 For each round r € [n' — vn/ + 1, f — 1] do:
1 player p wakes up in round 1: // r = first round of the phase
2 h <+ min{f,n —vn' + 1} 21 if Y =1andr=n"—+vn' +1 then
// h = first round of Phase 3 or 4, 22 player p wakes up in round r
// depending on the relation between 23 Send 1 to every player in C\.
! L
// f and n 24 if T'> 0 then

3 L;f;}lzsc?n;pgt; first batch of committees for 25 player p wakes up in round 7
Ses 1 : .
Send 1 t IF Cr.
C1,-+ ,Ch_1 +JoinComm(h — 1,v/n’,n’) 26 o 0 every player in L
. 27 T+ T-1
4 Locally compute second batch of committees: =

Chy---,Cy +JoinComm(f —h+1,f+1,n) 28 if p€ (' then

5 Z+0;Y«0;,T«+0 29 player p wakes up in round r
6 if X =1 then 30 if p received value 1 Z = 0 then
- Y<_1;T<_(J\‘/J%“ 31 | Z+1;T+1

8 Send 1 to every player in committee Cq

// Phase 4 (rounds f, f+1)

// round f

Player p always wakes up in round f
33 if Y =1o0rZ=1then

34 | Send 1 to every player in Cy

©

if p received value 1 and Y = 0 then

10 LY%I;T%(%} 32

// Phase 2 (rounds 2,...,h—1)
11 For each round r € [2,h — 1] do:

12 if T'> 0 then 35 if p € Cf and p received value 1 then
13 player p wakes up in round r 36 L Y1
14 Send 1 to every player in C.. // round f+1
15 L T«T-1 37 Player p always wakes up in round f+1
16 if p € C, then 38 if pe Cy andY =1 then
17 player p wakes up in round r 39 L Send 1 to all
18 if p received value 1 and Y = 0 then 10 if received value 1 then
19 L Y+ 1;T«+ ]’{/%1 41 | Decide 1 at the end of round f + 1
- 42 else
// Phase 3 (rounds h,...,f—1) 43 L Decide 0 at the end of round f + 1

4.1 Description of the Algorithm

We now give a high-level overview of our algorithm; see Algorithm 3 for the detailed pseudo
code.

The algorithm is divided into four phases, and employs committees of players, of size
roughly /n. During the first phase, players holding 1 as their initial value send it to the first
committee. During the second phase, players who received the value 1 become active for

O(f/+/n) rounds, and propagate this value in each round to the currently awake committee.
Depending on the relation between f and [/n]? — [/n] + 1, a third phase might happen.

In this third phase, players behave the same as in phase 2, except that the committees are of
size f+ 1 and the active players propagate the value 1 only if they received it during the last
round. The fourth phase consists of two last rounds. In round f, every player aware of the
value 1 sends it to a committee of size f + 1, and in the last round, each member of that
committee broadcasts this value to all players if it received it on the previous round. This
strategy ensures that, assuming an adversary crashes at most f players, if a player decides
on 1 in the last round, then there must exist a non-faulty player holding 1 in some earlier
round < f 4 1. This strategy also ensures a worst case energy complexity of O([f/y/n]). A
more detailed description follows next.

During initialization, we use Procedure JoinComm (see Algorithm 1) to fix f different
static committees C1,...,Cy. Let n’ = |/n|? be the largest square number smaller or equal
to n and let h = min{n’ — v/n’ + 1, f}. The size of committees depends on the relation
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between f and n’. Specifically, we divide the committees into two parts: C1,...,C)_1, where
each committee is of size vn/, and C},...,Cy, where each committee is of size f + 1. Note

that if f <n' —+/n/ +1, then h = f and Cj,_; = Cy¢_1 (in other words, all the committees
except for Cy are of size vn/). If f > n' — V/n' + 1, then there could be more than one
committee of size f 4 1. To simplify the notation, we also define Cy41 = P. A crucial
property of being a member of committee C,. is that every p € C,. will wake up (at least) in
round 7, and thus we say that round r is the awake round of committee C,.. Each player has
two local variables Y, Z that are initialized with 0, in which we store the player’s current
decision estimate (each variable is used in exactly one of two parts in the algorithm explained
later). Since our algorithm restricts itself to sending messages with bit value 1, called 1-valued
message, we only ever update Y and Z by setting Y < 1 or Z < 1, if they were 0 before
receiving such a message.
Conceptually, the algorithm consists of four phases:

Phase 1 consists only of round 1, in which every player p wakes up and, if p has input

value X = 1, then it sends a message with a single bit 1 to all members of committee C.

Player p becomes active, in the sense that p remains awake for the next 7' = R/%—‘ rounds,

where T is a counter that is decremented by 1 in each subsequent round. Any member q € Cy
who has Y = 0 and receives such a message becomes active as well.

In Phase 2 (rounds 2,...,h — 1), we propagate these 1-valued messages across all other
committees as follows. If a player p’ € C,. receives the value 1 for the first time upon waking
up in round r (i.e., p’ never received 1 before nor had 1 as their initial value), then p’ will
become active, and remain awake for the next (f—\/%} rounds, during which p’ sends bit 1 to
the next corresponding committees whose members are awake in the respective round. Note
that the length of Phase 2 depends on h (or in other words the relation between f and n’).
If f is relatively small (f <n’ —+/n/+1), then h = f and upon completing Phase 2 in round
h —1 = f —1, the players proceed directly to Phase 4 (described below). Otherwise, the
players proceed to Phase 3.

In Phase 3 (rounds h, ..., f — 1), the size of the committees are f 4+ 1 and we propagate
1-valued message in a similar way to Algorithm 2. During round & (the first round of Phase 3),
every player awakes and sends a 1-valued message to every player in C}, if it has Y = 1.
Every player p € C}, that receives a 1-valued message during round h will awake during
round h + 1 and send a 1-valued message to Cj1. In subsequent rounds of Phase 3, every
player p € C, that receives a 1-valued message for the first time in Phase 3 (it may have
received a 1-value message in previous phases) during round r will awake in round r + 1 and
send a 1-valued message to Cyy1.

In Phase 4 (rounds f, f 4+ 1), all players wake up. In round f, every player that has ¥ =1
or Z =1 sends a 1-valued message to every player in C'y. Every player in C; that receives a
1-valued message sets Y = 1. In round f + 1, a player p broadcast 1if pc Cyand Y =1. A
player decides 1 if it receives a 1-valued message during round f + 1 and decides 0 otherwise.

Figure 2 schematically illustrates the execution of Algorithm 3.

The main result of this section, proved hereafter, is the following.

» Theorem 6. Suppose that each player starts with a one-bit input value and that at most
f < n players crash. There is a deterministic algorithm that solves consensus in f+1 rounds,
sends O(nf) messages of constant size. Moreover, the algorithm achieves O([ f/\/n]) energy
complexity.
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Figure 2 An Example of the Execution of Binary Consensus (Algorithm 3):
Phase 1: Every player with input value X = 1 sends a message to p;, then crashes.
Phase 2: p; is only able to send a message to p; € C as it crashes. The same happens in each of
the rounds of Phase 2, i.e., the player sending 1 can only send its message to one member of the
next committee.
Phase 3: Assume that f > n/ —v/n’. All committees are now of size f + 1. Player p,,, who received
the message in the last round of Phase 2, tries to send a message to everyone in C}, but crashes
and the message is only received by py; in the remaining rounds of Phase 3, this process continues
analogously.
Phase 4: Every alive player with Y = 1 try to send messages in Cy in round f, they may crash
before fully propagating 1 to Cy. p, € Cy receives a message. In round f + 1, pq try to broadcast 1,
and the adversary here can not crash p, without exceeding the threshold f. Consensus is reached.

4.2 Notation and Terminology

Before proving Theorem 6, we need to define some crucial terms for the analysis of the
algorithm. Recall that h = min{n’ — v/n/ + 1, f}. If f < n' —+/n/, then Phase 3 is not
executed, and h = f is the first round of the last phase of the execution (denoted Phase 4 in
the algorithm, for rounds f, f + 1). Otherwise, h = n’ — v/n’ + 1 is the round that starts
Phase 3.

Consider some round r. We say that a player p is triggered in round r, if p receives a 1-valued
message in round r that causes it to set its timer (and start broadcasting 1 as long as its
timer is not 0), or r € {1,h, f + 1} and p wakes up in r to send a 1-valued message. The
next observation is immediate from the description of the algorithm.

» Observation 7. Let m be a specific 1-valued message sent by p. There exists a round r
such that one of the following is true:
m is sent as a consequence of p being triggered in round r by receiving a I1-valued message
from some player p’, in some round following r, or
re{l,h, f+1} and p wakes up during round r by the algorithm’s description and sends
m (since it has Z =1,Y =1 or X =1, depending on the round).

15:9
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We refer to the round r guaranteed by Observation 7 as the trigger round of m. Note that if
r € {h, f+ 1} and p wakes up by the algorithm’s description during r (for having ¥ = 1),
then p must have been triggered in some prior round 7’ < r, in which case the trigger round
of m is r’. We say that p was triggered by p’ to send m in the former case, as well as in the
latter case if r € {h, f + 1}. We say that p was triggered by the algorithm before round 1 to
send m in the latter case if r = 1. For convenience, we define Cy1; =V (i.e., the set of all

players).

» Observation 8. The following hold:

(1) During each round r € [h+ 1, f + 1], a player sends a 1-valued message only if it was
triggered in the previous round, and that can happen at most once.

(2) A player can be triggered to send messages during rounds [1,h] only once.

Proof. Part (1) follows since a player can only be triggered if Z = 0, and when it is triggered
it sets Z = 1. Part (2) holds since a player can only be triggered if Y = 0, upon which Y is
set to 1. <

4.3 Proof of Theorem 6

To prove the correctness of the algorithm, we need to show that it satisfies the validity,
termination and agreement requirements. To start the proof, we make the following key
observation on the structure of committees. Note that this observation is the reason we use
the first n’ players for the committees of Phase 2 rather then all n players.

» Observation 9. C; = C,_ /7 for everyi € [l,h —1— V).

Proof. This follows from the round robin construction of the committees in Algorithm 1
and the fact that v/n’ is an integer; i.e, we can form v/n’ committees of size v/n/. Then,
committee number vn’ 4+ 1 will be the same as committee number 1 and so on. <

Next, we show that if enough players (f + 1) receive a 1-valued message prior to round
f+ 1, then agreement on 1 is guaranteed.

> Claim 10. If a non-faulty player receives a 1-valued message before round f + 1, then all
non-faulty players decide 1 at the end of the execution.

Proof. Let p be a non-faulty player that receives a 1-valued message for the first time during
round r < f. If r = f, then p € C, and during round f, p sets Y <— 1. Hence, in round f + 1,
p broadcasts 1 to all players, resulting in every non-faulty processor deciding 1. Otherwise
(r < f), p awakes in round f and sends 1 to every player in Cy. Since |Cf| = f + 1, at least
one recipient is non-faulty. Following the same reasoning of the previous case, the claim
follows. <

A direct implication of Claim 10 is the following corollary.

» Corollary 11. If f + 1 players receive a 1-valued message before round f + 1, then all
non-faulty players decide 1 at the end of the execution.

Proof. At least one of those f + 1 players is non-faulty, and thus every non-faulty player
decides 1 by Claim 10. <

Since we defined a player to be non-faulty if it does not crash before deciding, it suffices
to show validity, termination, and agreement for non-faulty players.
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» Lemma 12. Algorithm 2 satisfies validity and terminates in f + 1 rounds.

Proof. Every non-faulty player decides on Y in round f + 1, hence termination is guaranteed
in f + 1 rounds.
Next, we argue validity: In the case where every player starts with 0, no message is sent

throughout the entire execution, causing all players who decide to decide on their input value.

Now consider the case where everyone starts with 1. Since n > f + 1, then by Corollary 11,
every non-faulty player decides 1, and validity follows. |

We now focus on the agreement property: The cases where every player starts with the
same input value are already covered by Lemma 12, and henceforth we can assume that
there are players starting with 0 as well as with 1.

We now prove the main correctness claim, namely, that the agreement requirement is
satisfied by the algorithm. Assume towards contradiction that there exist an execution FX
and two non-faulty players p°, p' that decide 0,1 respectively in EX. By the algorithm’s
description, p' must have received a 1-valued message during round f + 1 (not before,
otherwise by Claim 10, p° would decide 1). Denote by p, the player that sent p' the 1
valued message during round f + 1 (if there are more than one, then choose the one that was
triggered to do so first, and if there are still more than one, choose one arbitrarily). Note
that p, must have been triggered (to send that message) by some player py_; during some
prior round r¢_; (the same rules for picking p,—1 apply). In general, p;11 is either triggered
by p; during round r; or is triggered by the algorithm before round 1. We obtain a sequence
of players pi,...,Per1, where p; is some player that has input 1 (and is triggered by the
algorithm before round 1), p,1 = p', and r, = f + 1. For ease of notation we will refer to
p; sending 1 to P11 as p; triggering Pji1.

» Observation 13. For every round r € [h+ 1, f + 1], r = r; for some j € L.

Proof. We prove the observation inductively on the round number r.
Base (r = f +1). r=f+1=r; by definition.

Step (r < f + 1). By the induction hypothesis, we know that for r + 1 = r; for some
j < {. Recall that p; is triggered by p;_1 during round rj_1 <r; =r+1 (rj_1 <r) and
that p; triggers p;41 during round r; =+ 1. If » > r;_;, then p; does not crash during
round r and sends 1 to every player in C,.. By Corollary 11, every non-faulty player decides
1, since |Cy| > f + 1. <

» Observation 14. In ezecution EX, a player that is triggered in round r < h cannot be
triggered during round r' > h.

Proof. Assume towards contradiction that p is triggered during both rounds r < h and
r’ > h. Hence, p does not crash during round h, and since it was triggered during round
r < h, it has Y = 1 during round h, which means it sends 1 to C,. If h = f + 1, then p
receives and decides 1; otherwise, by Corollary 11 (|C},| = f + 1), it follows again that p°
decides 1, which is a contradiction. <

> Claim 15. Every player in the sequence p1, ..., P, is unique.

Proof. Assume towards a contradiction that p; = p;, for some indices j < j/. Consider the
following cases. If h < r; (Phase 3), then p; = p,» sends a message during round r;/, which
means that it did not crash during round r; and sent 1 to every player in C;., ;1. In Phase 3,
the committee size is |C;,;| = f + 1. Therefore, by Corollary 11, all non-faulty players will
decide 1, in contradiction.
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If r; < h (Phase 1 or 2), then p; is triggered during round r;_; and pj; is triggered during
round r;_;. Note that r;_; <r; < ry_;. It cannot be that r;_y > h because otherwise
Dj = Dy is triggered in both r;_; < h and 7j_1 > h violating Observation 14. Also, it
cannot be that r;;_; < h, because a player can be triggered only once during rounds [1, A].
Hence, r;/_; cannot exist. <

> Claim 16. Every player that sets its timer 7" > 0 during execution £X must have crashed
before it sets T < 0.

Proof. Let p be a player that sets its timer during round r < f. Consider two cases.

If r > hand h < f 41 (Phase 3), then p sets its timer to 1. In the following round, r + 1,
psends 1 to Cryy. If r 4+ 1 < f then |Cy1| = f + 1 and by Corollary 11, every non-faulty
player decides 1. If r +1 = f + 1, then p € Cy, |C,41| = n and every non-faulty player
receives 1 and thus decides 1. In both cases all non-faulty players decide 1, contradiction.

If 7 < h (Phase 1 or 2), then p sets its timer to [(f + 1)/v/n’]. If p does not crash

before its timer reaches 0, then it sends 1 to the committees awake during the [{/'%] rounds

following r. Since the size of every such committee is at least v/n/ and by Observation 9, p
sends 1 to at least min{ f + 1,n’} different players. If f < n’ —\/n or p sends 1 during round
h, then p sends 1 to at least f + 1 players, and by Corollary 11, every non-faulty player
decides 1, contradiction.

The remaining, more difficult case is when f > n’ —v/n’ and p does not send 1 during
round k. In this case, p sends 1 to all of the first n’ < f + 1 players and h = n’ — vVn/ + 1.
All of those players must crash before round h + 1 (otherwise, every player in C}, receives
1 and Corollary 11 applies). Recall that for every round r € [h+ 1, f + 1], r = r; for
some j € [1, /] (Observation 13) and there is a unique player p; that sends 1 during round
r (by Claim 15). The player p,; cannot have been triggered during any round r’ < h by
Observation 14, so p; ¢ {p1,...,pn'} (as they were triggered during a round in [1,h — 1]). If
p; is non-faulty, then its timer reaches 0 and every non-faulty player decides 1 (as explained
above). Hence, the set of players {p1,p2,...,pn }U{D; | 7j; € [+ 1, f + 1]} contains exactly
n +f—h+1=f++vn' > f+1 unique players that must crash, contradiction. <

» Observation 17. In every round r such that r; < r < rji1 for some j € [1,£], every player
in the committee C,. receives a 1-valued message.

Proof. By definition, during round r;,; the player p;41 sends 1 to p; 42 and during round r;,
Dj+1 is triggered by p;. Hence, in all rounds r; < r < rj41, pj+1 does not crash (otherwise
it will not be able to send during round r;41) and must have a non-zero timer, or in other
words send a message, by Claim 16. Hence, every players in C. receives 1 from pj1. |

A failure mapping for execution EX is a mapping ¢ : [0, f] — V that maps every round
j €10, f] to a player ¢(j) such that
(P1) For j € [1, f], ¢(j) € C; and ¢(j) has crashed in EX.
(P2) (0) = 1.
(P3) ¢ is an injection, i.e., the players (j) are distinct.
Note that the existence of a failure mapping for execution EX leads to contradiction, since
the combination of these properties means that every round j € [0, f] is associated with a
unique player that crashes in EX (otherwise, p° decides 1), which is f 4+ 1 unique players, in
contradiction to the number of faults being f.

We now describe a procedure Constr that, given an execution F X, attempts constructing
a corresponding failure mapping ¢ for EX. Procedure Constr(EX) operates as follows:
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Let R={r;|je[1,£—1]} and P ={p; | j € [1,4]}.

©(0) = p1 (satisfies property (P2)).

For rj € R, p(rj) = Pj+1-

For r € [1,..., f] \ R, we define ¢(r) = p € C,, where p is chosen such that there is no
r’ < r with (') = p.

ol S

Note that a-priori, Procedure Constr(EX) might fail to produce a failure mapping for
EX. This might happen if at some round r ¢ R, there is no player in C,. that is not already

used in a previous round (since the players p; for j € [1, £] are m unique players by claim 15).

Note that r < h.

> Claim 18. If Procedure Constr(EX) is completed successfully, then Properties (P1), (P2),
(P3) are satisfied.

Proof. Property (P1) is satisfied by the construction since for every round r; € R, by
definition, p;1 € C,; receives a 1-valued message, and, for every round r € [1, f] \ R, every
player p € C,. receives a 1-valued message, by Observation 17.

Property (P2) is satisfied since ¢(0) = p; by construction.

Property (P3) is satisfied because of the following argument. Let r < r’ be two rounds.

Ifr' € {1,..., f}\ R, then by construction ¢(r) # ¢(r'). Otherwise (r' € R), if r € R then
o(r) # ¢(r') by Claim 15. If r € {1,..., f} \ R and " = r; for some j € [1,£ — 1] then
o(r") = pjt1. pjt1 ¢ Cr since (1) r < h (2) p;41 receives 1 and sets its timer during round
r; (3) if r; > h, then during round h, pj41 sends 1 to C}, in contradiction. Otherwise r; < h,
but a player can set its timer only once during round [1,h — 1], a contradiction. Hence,

pi+1 # @(r) € Cp. <

To complete the proof, we argue that this does not happen, i.e., the procedure always
succeeds (hence leading to contradiction as discussed earlier).

> Claim 19. Procedure Constr(EX) is always successful.

Proof. Assume towards contradiction that the construction is unsuccessful. Hence, there
exists some round r ¢ R, such that » < min{f,n’ — v/n'} = h — 1, where there is no player
in C, that is not already used in a previous round. Recall that |C,.| = v/n’. For every
p € C, there exists ' < r such that ¢(r') = p. Let pi,p5,.. .10'\/77 € C, be the players
in C; in order of round labeling, and let 7(p;) < r be the round such that ¢(r(p})) = pj
for j € [1,vn']. It might be the case that p; = p; in which case r(p}) = 0. Hence,
r(py) > 1 and by Observation 9, 7(p},,) > r(p}) + V/n/. Therefore, by induction we get
thatrzr(p’\m)Jr\/ﬁZ1+(\/7771)\/W:1+n’f\/7?>min{f,n’f\/77}:hfl in

contradiction. <

The last claim implies that the existence of execution EX leads to the existence of a
failure mapping for it, in contradiction with the assumption of at most f failures. This yields
the following.

» Lemma 20. Algorithm 3 (Binary Consensus) achieves agreement.

» Lemma 21. Algorithm 3 sends O(nf) messages of constant size and has an energy
complezity of O([f/v/n]).

Proof. We start by proving the message complexity. Note that if f < \/n, then we can
simply use Algorithm 2, which, in that case, already achieves awake complexity O(1), round
complexity f 4 1 and message complexity O(fn); note that the players know f and y/n and
hence can locally determine which algorithm to execute. Hence, in the remainder of the
analysis, we can assume that f > /n.
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(Phase 1): Every player with input value 1 may send a message to committee C;. Therefore
O(n-v/n') = O(nf) message might be sent since |C;| = v/n/.

(Phase 2): Every player p can be triggered only once during rounds [1, k] (Observation 8),
resulting in p sending messages to the current round’s committee for (%1 rounds, and
the size of a committee in phase 2 is v/n/. Hence, the message complexity of this phase is
O(nf +nyn) = O(nf).

(Phase 3): In Phase 3, every player may send messages in round r to all players in C,.y; at
most once. Since every committee in Phase 3 is of size f + 1, this accounts for at most
O(nf) messages.

(Phase 4): In round f, every player may send a message to every player in Cy. In the final
round, up to f + 1 players may broadcast, which again yields O(nf) messages.

Next, we analyze the energy complexity:

(Phase 1 and 4): The first and last phase consist of a constant number of rounds, which
amounts to O(1) awake rounds per node.

(Phase 2): Recall that a player is awake in round r if its timer is not 0 or it belongs to C,.
During the rounds 1 < r < h, the timer of a player p can be set to [(f + 1)/vn/] =
O(f/+/n) only once. Therefore, every player is awake in at most

o (min{f,n' ;/W} V' [f+ ﬂ) — O(f/Vn)

V'

rounds.

(Phase 3): During rounds r > h, the timer of a player p can be set to 1 once, and it
belongs to.

0 (max{(lf SUSNIBIES

) = O(fv/n/n) = O(f/V/n)

committees, where the first equality follows since

f=@ =Vn)<n—Vn/(Vn'=1) <n—(Vn—1)(vVn—2)=3V/n-2

Hence, the awake complexity is O([f/v/n]). <

5 Conclusion

In this work, we have initiated the study of fault-tolerant and energy-efficient algorithms
in synchronous networks, by showing that the f 4+ 1 barrier on the time complexity of
deterministic consensus algorithms does not apply to energy complexity. An intriguing
question raised by our work is how close the energy complexity bound of ©(f/\/n) is to
the lower bound and, more specifically, whether the energy complexity must depend on
the number of faults f. Note that it is possible to solve certain graph problems such as
vertex coloring on a ring in just O(1) energy [2], even though they are known to have a
super-constant time complexity [19], which means that we cannot rule out an O(1)-energy
algorithm for consensus.
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