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—— Abstract

A phase clock is a basic synchronization mechanism that keeps distributed nodes closely synchronized

to execute the same phase of a distributed algorithm. A phase clock is typically implemented with
a local logical counter that keeps track of the current phase count. Phase clocks are particularly
useful in population protocols for implementing leader election and majority selection. We study
phase clocks that tolerate Byzantine faults. We show that there is a phase clock that tolerates up to
f < n/3 faulty nodes, where n is the number of nodes, such that the gap of the local counter values
is O(nlogn). The gap can be further lowered to O(logn) when f < n/8. We also show that if
f > n/3, then the gap grows to infinity as time increases. While analyzing phase clock we introduce
novel techniques and bounds for balls into bins processes, which might be of independent interest.
Using the phase clock, we obtain a majority selection population protocol that tolerates up to f
faults and decides on the majority value in O(log2 n) parallel time using poly-log states per node.
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1 Introduction

A phase clock, a basic synchronization mechanism for distributed processes, has been
widely studied and implemented in various models. Most of its implementations use logical
counters to track the number of steps, and the challenge is to keep them as close as possible
across processes. In this work, we address this problem in a stochastic setting, in which
interactions that may affect the phase clock occur by a randomized scheduler, e.g., population
protocols. We consider phase clocks in distributed systems whose processing nodes could be
Byzantine [9, 42, 33, 38, 20].

In order to implement efficiently Fault-Tolerant Phase Clock (FTPC), we study a gener-
alization of the classical Power of Two Choices (PoTC) online principle, in which each ball
chooses the bin with a smaller number of balls among two randomly selected, to a fault-prone
setting — a faulty bin could present the ball with malicious information to enforce the decision
on any of the two bins. This generalization allows using the PoTC paradigm in the design
and analysis of distributed protocols, for example, population protocols, multiprocessor job
scheduling, and network routing, under the presence of Byzantine failures [41].

1.1 Models and Problems

Population Protocols and the Majority Consensus Problem. In population protocols, a
randomized scheduler selects random pairs of nodes (out of n nodes) to perform an exchange
between them uniformly at random [5, 17]. Each exchange alters the states of the two
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involved nodes, as specified by the transition function of the population protocol. Such
protocols model interactions in natural systems (e.g., biological or chemical), where nodes
meet randomly to perform basic tasks [3]. Typically, the nodes are assumed to have a small
number of states.

A fundamental task is the binary majority consensus problem, where each node has an
initial preference value in set {A, B} and every node must decide the same value which is
the majority in the preference tally. The performance is measured as the parallel time steps
needed to converge to the decision, where each parallel time step is n exchanges. There is
an Q(logn) lower bound to reach consensus [4]. This majority consensus problem has been
extensively studied in the literature [2, 4, 17, 36].

Fault tolerance. Recently, population protocols have been studied in the context of a
Byzantine adversary with up to a constant fraction f < n/cy (for some constant c;) of faulty
nodes [19]; the other nodes are called honest nodes. The Byzantine adversary could cause the
minority value to be decided by the honest nodes instead of the majority. More precisely, a
faulty node can only affect the state of an honest node during an exchange, by forcing certain
transitions to the state machine of the honest node with the hope to derail the majority
consensus process. However, the honest nodes are still able to operate after the exchanges
with the faulty nodes, and with appropriate algorithm they could even compute a majority
value correctly.

In [19] majority consensus population protocols are given that reach the correct decision
for the honest nodes in O(log® n) parallel time with O(log® n) states per node. These bounds
hold for an absolute difference d between the number of nodes that have initial preferences A
and B, such that d = Q(min{ f + v/nlogn, flog?n+1,n}). Here, using a FTPC we improve
these bounds by a logarithmic factor for the same d.

Fault-Tolerant Phase Clock. A phase clock is a mechanism used to synchronize distributed
processes. In particular, a phase clock in population protocols allows nodes to have an
approximate common notion of time [3].

We extend the notion of phase clocks to settings with faults. Consider n nodes and
m exchanges. There are h honest nodes and f faulty nodes, h + f = n. Each node has
a counter which will be used to track approximate time. Whenever an exchange between
two nodes occurs, one counter is incremented. If both nodes in the exchange are honest,
then the smaller counter of the two is incremented; ties are resolved arbitrarily. Otherwise,
the worst-case Byzantine adversary decides which of the two selected nodes increments its
counter. The whole process is called a Fault-Tolerant Phase Clock (FTPC).

One can note that our FTPC is closely related to balls-into-bins processes, in particular
to Power of Two Choices.

Balls-into-Bins and the Power of Two Choices (PoTC). In the classic balls-into-bins
problem, m balls are thrown into n bins uniformly at random [31, 37]. Let l5(t), called a load,
refer to the number of balls in bin b at time t. When we refer to time ¢, we mean that exactly
t balls were thrown into bins so far. For m = n the bin load is logn/loglogn balls with
high probability (1 — o(1)) [28]. In PoTC, in which each ball is proposed with two randomly
selected bins and chooses one with smaller load, the maximum load is loglogn + ©(1)
with high probability [10, 16]. PoTC is useful in network routing, where packets are sent
along the path that currently has the lowest congestion [21]; other applications are in fog
computing [15], queuing theory analysis [18], and distributed voting [22].
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Table 1 Fault-Tolerant Phase Clock results. (Parameter ¢ > 0.)

Theorem f m Gap
1 >n/3 any Q(m/n?)
2 >n/3-(1+1/c) | Qc*nlogn) | Q(m/(cn))
3 <n/3 any O(n?logn)
4 <n/8 any O(logn)

Byzantine faults model many problems in adverse computing environments, where pro-
cessing nodes and communication links are prone to failures [1, 35, 40, 14, 33]. Recently,
PoTC has been examined for f < n faulty bins controlled by a Byzantine adversary [26],
where it is shown that for f < n?/(2em) and m = O(nlogn), the maximum loaded honest
bin receives only a logarithmic number of balls. However, a question was left open about the
impact of the adversary for larger values of m. The analysis that we present here answers
this open question.

As mentioned earlier, FTPC and PoTC are closely related. Bins in PoTC correspond to
nodes in FTPC. A ball in PoTC lands in the smaller of two selected bins in the same way
that an exchange in FTPC results in incrementing the smaller counter of the two selected
nodes, unless faulty bins/nodes are involved. In the remainder of the paper, we will use balls
and bins terminology when talking about FTPC to underscore the fact that the results also
hold for PoTC with faulty bins.

Adversaries. We consider the following worst-case adversaries. Whenever a ball chooses
between an honest or a faulty bin, a worst-case adversary will decide which bin the ball lands
into!. The adversary knows which two bins are chosen, knows the current loads of all bins
and the current time ¢.

1.2 OQur Contributions

For an overview of our Fault-Tolerant Phase Clock results, see Table 1.

We start with two lower bound results. The first lower bound applies to arbitrary
number of balls m, while the second result gives better lower bounds for number of balls
m = o(n?logn). In particular, the latter result is necessary for fast algorithms such as
our Majority Population Protocol, since the number of “balls” during the execution of the
algorithm is bounded by O(nlog®n).

» Theorem 1 (Phase Clock Gap: Lower Bound 1). Let n be the number of bins and m denote
the number of balls. There exists an adversarial strategy such that for f > n/3 faulty bins
the expected gap between the most loaded and the least loaded honest bin is at least Q(m/n?).

» Theorem 2 (Phase Clock Gap: Lower Bound 2). There exists an adversarial strategy, such
that for any ¢ >0, f >n/3-(1+1/c), and m = Q(c®>nlogn), with probability at least 1 —
O(1/n), the gap between the most loaded and the least loaded honest bin is at least Q(m/(cn)).

As a consequence of Theorem 2, when c is a large constant then f is arbitrarily close to
n/3 and the gap is Q(logn) for m = Q(nlogn). For ¢ = log'/? n the gap is Q(log?’/2 n) for
m = Q(nlog?n), where f >n/3- (14 1/log"/?n). The proof idea is as follows. We split the

! Loads of faulty bins never matter, but we say that balls land in faulty bins for consistency.
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Table 2 Results and comparison with previous works on majority consensus in population
protocols. * The protocol in [7] is designed for a static adversary, while our population protocol is
designed and analyzed for the stronger and more general dynamic adversary. In [19] is shown that
the lower bound on the tally difference is d = Q(f + 1).

Population Protoc. f Tally Difference d Time States
[25] 0 Q(1) O(logn) | O(logn)
Uk o) w(Y/nlogn) Ollogn) | O(1)
[19] O(n) | Q(min{f ++vnlogn, flogn+1,n}) | O(log®n) | O(log®n)
Theorem 5 O(n) | Q(min{f + +/nlogn, flog?n+1,n}) | O(log®n) | O(log®n)

honest bins into two groups: most loaded bins and least loaded bins. We treat each group
as a whole rather than analyzing each bin independently. We estimate the total number of
balls that each group is expected to receive and use Chernoff Bounds to obtain a bound on
the number of balls in each group with high probability. We calculate the average number of
balls per bin in each group. Finally, the gap between these averages will be smaller than the
gap between some individual bins.

The dependence of the gap on the number of balls contrasts with the Phase Clock results
without faults where it was said that Phase Clock has short memory, i.e., the gap did not
depend on the number of balls.

For the FTPC upper bounds, we assume an adversary that decides to put a ball in
the faulty bin whenever a faulty bin interacts with one of the k least loaded honest bins.
Otherwise, i.e., whenever a faulty bin interacts with one of the h — k most loaded bins,
the adversary puts the ball in the honest bin. We call such adversaries k-adversaries. The
following two results hold for k-adversaries.

» Theorem 3 (Phase Clock Gap: Upper Bound 1). Consider FTPC process with n bins,
including f < n/3 faulty bins. At any time t for all pairs of honest bins by and by we have
lp, (t) — Iy, (t)| = O(n?logn) with probability at least 1 — O(1/n).

» Theorem 4 (Phase Clock Gap: Upper Bound 2). Consider FTPC process with n bins,
including f < n/8 faulty bins. At any time t for all pairs of honest bins by and bs we have
[lb, (t) — lp, ()] = O(logn) with probability at least 1 — O(1/n).

In order to show Theorems 3 and 4, we developed a Time-Dependent Majorization Lemma
(Lemma 13), which is a generalization of a known majorization lemma for balls and bins prob-
lems. Unlike the original, our version takes into account the fact that the probability vectors
may be dynamically changing with time. This technical result may be of independent interest.

It is worth noting that the gap in the lower bound for f > n/3 increases with the number
of balls m (see Lemma 6), unlike the upper bound for f < n/3. This shows a clear separation
in the gap around f = n/3. (The result below assumes the nodes know a constant factor
upper bound approximation of f represented in O(loglogn) bits.)

» Theorem 5 (Population Protocol Majority Upper Bound). Let d denote the absolute difference
between the number of nodes that have initial preferences A and B. For sufficiently large n,
and f < n/cy, for some constant cg, if d = Q(min{f + /nlogn, flog>n + 1,n}) then there
is an algorithm in which all honest nodes decide the majority value in O(log? n) parallel time
steps using O(log® n) states per node with probability at least 1 — O(log® n)/n.

Table 2 compares our contribution in Theorem 5 with existing work on population
protocols. As we mentioned earlier, Theorem 5 improves the result in [19] by a logarithmic
factor in time and number of states. In [7] a Byzantine-resilient 3-state population protocol
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is presented that tolerates up to f = o(y/n) faulty nodes, and requires d = w(y/nlogn) and
converges in O(logn) parallel time to the majority value. The protocol in [7] was analyzed
against a static adversary, where the faulty nodes are chosen before the execution, while ours
is for the stronger and more general dynamic adversary (similar to [19]) where up to f nodes
get corrupt during execution.

If no faults can be tolerated, the best-known protocol for time performance converges to
the majority decision in O(logn) time using O(logn) states per node [25]. However, that
work is not Byzantine-resilient like ours. Our analysis is based on the approach in [19], which
was further based on the techniques in [17] (which assumed no faults). In [19] it is also shown
that the initial difference must be d > 2f (for f > 0) to guarantee a majority decision (under
a weaker adversary).

1.3 Related Work

Phase Clocks and Population Protocols. Phase clocks have been used is self stabilizing
systems in [30], in the context of transient faults. Such faults are not Byzantine in nature,
and a phase clock deals with stabilizing the system in O(k) time after a fault corrupts
at most k processes. Phase clocks have been studied in the broader context of clock
synchronization [8, 24, 23]. In population protocols, phase clocks have been used with the
help of leaders who coordinate the actions of nodes in the phases [6]. Phase clocks were
also used in the context of leader election problems in population protocols [27]. However,
it is not straightforward to implement leader based phase clocks since the leader(s) may
be corrupt. For this reason our phase clocks are leaderless. Phase clocks (without faults)
have been used for the majority consensus problem in population protocols [3, 17, 13]. The
phase clock based protocol in [17] uses O(logn) states and converges to the majority value
in O(log®® n) parallel time, and the time bound was further improved to O(log®? n), again
using phase clocks [13] (which do not tolerate faults). The best known bounds for no faulty
nodes are given in [25], with O(logn) states and O(logn) expected parallel time.

Fault-tolerant population protocols have been considered in [7, 19, 29]. Such protocols
model weak devices, such as battery-operated sensor networks, which can easily crash fail, or
be compromised and act maliciously. Other applications include reactions to virus attacks or
cell deterioration in biological systems. Our work on population protocols builds upon the
concepts in [17, 13, 19].

Power of Two Choices. PoTC has been studied with ¢ > 2 choices [10, 16], and there
is a significant benefit if there is an asymmetry between the choices [43]. PoTC has also
been studied with balls of different weights [39], and considering deletions [12]. There are
generalizations to graphical allocations [11, 32], where bins are nodes in a graph and balls
are randomly picked edges. The problem with graphical allocations has also been studied as
a (1 + B)-choice process [40], where each ball goes to a random bin with probability 1 — 3
and to a less loaded of two random bins with probability 8. The (1 + )-choice process can
be used to model faults, but it does not capture properly the Byzantine adversary that we
consider here. We focus on worst-case Byzantine failures, while the (1 + /3)-choice process
assumes the failures are random. Fault-tolerance of PoTC has also been studied recently
in [26], which presents several tradeoffs between the number of bins m, faults f and nodes
n. But the number of considered balls is too limited to apply the results to our population
protocol analysis here; which is why we provide a novel phase clock analysis. The work
in [34] studies load balancing applications and allows incorrect results (similar to faults).
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Paper Outline

In Section 2 we give some common notations that are used throughout the analysis. In
Section 3, we give the analysis of the phase clock gap lower bounds in Theorems 1 and 2.
In Section 4, we present the analysis of the phase clock gap upper bound and the proof of
Theorems 3 and 4. The application of our phase clock to population protocols, and the proof
of Theorem 5, appears in Section 5. Finally, we give our conclusions and open problems in
Section 6. Some of the results and detail model definitions appear in the Appendix.

2 Notations

In the Fault-Tolerant Phase Clock, we consider n bins and m balls. There are h honest bins
and f faulty bins, h + f = n. At the start of the process, all bins are empty. At each time
1 <t < m, one ball lands in one of the bins. We use [,(¢) to denote the load (i.e., number of
balls) of bin b at time ¢.

At each time ¢, we partition the honest bins into groups of bins Gua.(t) and Gin(t),
which contain h; of the most loaded honest bins and hg of the least loaded bins respectively,
hi + ho = h. If the parameter ¢ is clear from the context, we may omit it and write simply
Gmaz OF Gpyin. Which bins belong to each group may change over time. It may happen that
some of the bins in G4, have the same load as some of the bins in G,,;,; in those cases ties
are solved arbitrarily, so that G,,., contains exactly h; bins.

3 Lower bound on the gap of the fault-tolerant phase clock

In this section we present the proofs of Theorems 1 and 2.

3.1 Proof of Theorem 1

Proof of Theorem 1. Consider the following adversarial scenario: The adversary chooses
one honest bin, say v, in advance and whenever v interacts with the faulty bins, no ball lands
in v, while whenever other honest bins interact with the faulty bins, the ball goes to the
honest bin.

We consider m interactions. Notice that for every n(n — 1)/2 interactions there is on
average 1 interaction per each pair of bins, i.e., during m interactions there are on average

A= n(i’fl) interactions per each pair of bins.

The expected number of balls that bin v receives from interactions with other honest
bins is at most (h — 1) A balls (the expected value is exactly (h — 1)A if v is the unique least
loaded bin the entire time) and no balls from faulty bins.

Every other honest bin interacts with A — 2 honest bins other than v. Together, all honest
bins other than v are expected to receive (h — 2)(h — 1)A/2 balls in interactions with each
other, (h — 1) fA balls from the faulty bins and possibly some balls from interactions with v
at times when v is not the least loaded bin. The expected number of balls that an average
honest bin other than v receives is at least (h —2)A/2 + fA.

For completeness, each faulty bin receives on average (f — 1)A/2 balls from other faulty
bins and A balls from v.

It follows that for f > n/3, i.e., h < 2n/3, there exists an honest bin w other than
v that is expected to receive at least [(h —2)/2 + flA = (f+h—h/2—-1)A = (n —
h/2 —1)A > (2n/3 — 1)A > (h — 1)A balls, which means that it receives on average
[(h—2)/2+ f]A—(h—1)A = (f — h/2) A more balls than v. Given that f,h € Nand f > n/3,
and h < 2n/3 we get that f —h/2 > 1/3 and thus w is expected to receive Q(A) = Q(m/n?)
more balls than v.
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This means that as more balls are thrown in, the gap between bin v and the average
loaded honest bin will tend to increase linearly with the number of balls. This gives a lower
bound on the gap between the least loaded and the most loaded honest bin Q(m/n?). =

3.2 Proof of Theorem 2

» Lemma 6. For any c > 0 where m > 144 - ¢*>nlnn and

ham(2f — 1) >lnn, (1)

2f > h and hi(2f —h)* > (n/e)* and ha(2f —h)?* > (n/c)* and Bnn—1) -

with probability at least 1 — O(1/n), for total number of balls am in Gmax(m) and by, is
Gmin(m) we have

m  bm S m(2f —h)

hi ha T 2n(n—1)

The proof of Lemma 6 will appear in the full version.

From Lemma 6, when setting 2f — h > n/c, and hy, he > 1, then all Inequalities 1 are
satisfied. Since n = h+ f, we get 2f — (n— f) > n/c which implies f > n/3-(1+1/c). Hence,
for m > 144 - ¢>nlInn, the gap between the most loaded bin and least loaded bin is at least

am  bm _ m(2f —h) mnjc m

hi  hy — 2n(n—1) ~ 2n(n—1) 2c(n—1)"
This completes the proof of Theorem 2.

4 Upper bound on the gap of FTPC

In this section we present the proof of an upper bound on the gap of FTPC, stated in Thm. 3.

We assume an adversary that decides to put a ball in the faulty bin whenever a faulty bin
interacts with one of the k least loaded honest bins. Otherwise, i.e., whenever a faulty bin

interacts with one of the i — k most loaded bins, the adversary puts the ball in the honest bin.

4.1 Overview

We split the honest bins in FTPC into two groups, Giaee and Gpin. We show that both
groups behave similar to a selected (1 + 3)-choice process, so the gap inside each group is

bounded, see Section 4.2. Finally, we bound the gap between the two groups in Section 4.3.

However, in order to show that each group behaves like a (1+ 3)-choice process, we prepare
auxiliary processes a1, asg, a3 and 7y1,y2 in Section 4.2.1. Process « is a simple process that
only serves as a baseline to build upon. Process as is a (1 4+ 3)-choice process that behaves
almost like the considered groups of bins in FTPC. However, the similarities are insufficient
to directly compare it against FTPC. That is why we prepare intermediary processes as, 71
and o that can be compared both against FTPC and against the (1 4+ 3)-choice process as
with a known gap. The comparisons between processes can be done through majorization,
see Section 4.2.2.

In all the above processes, balls need to fall into bins with the right probabilities. In order
to make the probabilities right, we introduce the concept of negative balls. We split 0 balls
added into a (positive) ball added plus a negative ball added. Then, all the positive balls
behave in a certain way that is easy to analyze and all the negative balls can be analyzed
separately.

This allows us to conclude that the gap in FTPC is smaller than the gap in process asg or
~2, which is smaller than the gap in process s, which is O(logn) with high probability.

30:7
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4.2 Gap inside a group

At each time ¢, let us split all honest bins into group G,,q.(t) which contains hy = h — k
most loaded honest bins at time ¢ and group G, (t) which contains hy = k least loaded
honest bins at time ¢. We will omit the argument (¢) whenever it is clear from the context.
In this section we analyze the gap inside each group of honest bins G4 and Goin.-

» Lemma 7. During FTPC, the gap inside Gpas s at most O(logn) with probability at
least 1 —1/n.
Similarly, the gap inside group G s also at most O(logn) with probability at least 1 —1/n.

The proof of Lemma 7 will appear in the full version.

4.2.1 Auxiliary processes

First we describe auxiliary processes that FTPC can be compared against.

Let us define an auxiliary process a;. Consider n bins and m balls. With probability
Pdiscard & ball is discarded. With probability p1 < 1 — pgiscard, @ ball lands in a random bin.
Finally, with probability po = 1 — pgiscarda — P1, two bins are chosen uniformly at random
and a ball lands in the chosen bin with fewer balls, with ties resolved arbitrarily.

Note that where a ball lands in may depend on the loads of the bins, but is independent
of the previous discarded balls. That is to say, the discarded balls do not affect the rest of
the process, so we can conceptually discard them all at the start of the process. Let us call
the remaining process as. Note that in process as, there is pfjrlm probability that a ball
113%2172 probability that a ball chooses two random bins and lands
in the bin with fewer balls in it. This means that process s is a (1 + 8)-choice process,
where 8 = plpjm.

Finally, consider process as, which behaves like process «; (with the same probabilities
p1,D2), but each time a ball lands in a bin, an adversary can decide to discard that ball
instead. Balls discarded by the adversary in this way will be called negative balls in future
considerations, so that we can say that the ball was still added to the bin, but a negative
ball was added as well.

Now, consider a process y; where instead of partitioning the set of balls into discarded,
1-choice and 2-choice balls, we partition them into discarded, 1-choice, 2-choice and low-choice,
with probabilities pj;. .rq < Pdiscard, P1 < p1,P5 < p2 and pj,, > 0 respectively. Balls from
the last category, low-choice, can land in any of the bins tied for the lowest load.

Again, we remove all the discarded balls from our considerations, creating a process ~o.

lands in a random bin and 5

» Lemma 8. The gap in process o is at most O (plp% log n) with probability at least 1 — %

The gap in process o is at most O (plp% log n) with probability at least 1 — %

Since process s is a (1 + (3)-choice process, the bound on the gap in process as follows
immediately from the result about (1 + 3)-choice process in [40], i.e., the gap is O(logn/f),
where 5 = —£2—_ Process 72, however, is not proven to be a (1 4 §)-choice process. In order

p1+p2
to prove Lemma 8 for process 72 we will use majorization, see Section 4.2.2.

» Lemma 9. The gap in process ay is at most O (plp% log n) with probability at least 1 — %

The gap in process vy is at most O (plp% log n) with probability at least 1 — %
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Proof. Recall that processes a; and ; differ from processes as and 5 respectively due to
the discarded balls. The observation follows from Lemma 8 and the fact that the discarded
balls do not affect the decision of where a ball lands. Processes a1 and -y; on m balls behave
like processes g and 72 on (1 — pgiscara)m balls, which results in the same bounds on the

gaps O (Plp% log n) with probability at least 1 — 1/n. <

» Lemma 10. The gap in process asg is at most O (plp% log n) with probability at least 1 — %

In order to prove Lemma 10, we will use majorization, see Section 4.2.2.

4.2.2 Majorization
We will use the tool of stochastic majorization for vectors.

» Definition 11 (vector majorization). Let p and q be two vectors. We say that p is majorized
by q, denoted by p = q, if for every i,

ZPW(j) < an(j) )

J<i J<i

where w is a permutation sorting p in decreasing order and o is a permutation sorting q in
decreasing order.

We generalize the notion of majorization to ball-and-bin processes as follows.

» Definition 12 (process majorization). Consider a process X such that at each time t the
i-th bin receives a ball with probability p;(t). Similarly, consider a process Y such that at each
time t the i-th bin receives a ball with probability q;(t). Additionally, process X may receive
a negative ball (at no time cost) each time a regular ball is added. Process X is majorized by
a process Y, denoted X XY, if for every t we have the following majorization of probability
vectors p(t) < q(t).

Note that process 5 is majorized by process as. Indeed, at each step ¢, the bins with
the lowest load in process 2 have a higher probability of receiving a ball than in process as,
which results in all the other bins having a lower probability of receiving a ball in process 7
than in process . This means that v < as.

Below we generalize Theorem 3.1 from [40]. Notably, our generalization allows for
dynamically changing probabilities during the execution. Furthermore, we include the
possibility of removing balls from the bins.

» Lemma 13. Let p(t) and q(t) be probability vectors associated with processes X and 'Y
respectively at time t. Similarly, let (t) and y(t) be state vectors associated with processes X
and Y respectively at time t. Additionally, process X may receive a negative ball (at no time
cost) each time a regular ball is added. Consider some time tenq. If p(t) =< q(t) for every
0 <t <teng and z(0) X y(0), then x(tend) = Y(tend)-

Proof. The proof is via a standard coupling argument. We use the following coupling:

1. Pick a number « uniformly from [0, 1].

2. Let i be such that 22;11 pe(t) < a < 22:1 pr(t). Similarly, let j be such that
Shoak(t) < a < Sy ak(t).

3. Obtain x(¢t) by putting a ball in i-th bin and y(¢) by putting a ball in j-th bin. Optionally,
the adversary may remove one ball from any bin in process X.
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It is easy to see that the probabilities involved in both processes remain the same as
before the coupling. Therefore, the coupling is valid.
It remains to show that z(tenq) < y(tena). We prove it by induction.

Base of induction. For ¢t = 0 we have z(0) < y(0) from the assumption in the lemma.

Inductive step. Assume that x(¢) < y(¢) for some ¢t. We will show that z(t + 1) < y(t + 1).

At time t a value of a was randomly chosen. Let ¢ be such that Z;;ll pr(t) < a <
Zzzlpk(t), i.e., a ball landed in i-th bin in process x. Similarly, let j be such that
22;11 () <a< Eizl qr(t), i.e., a ball landed in bin j in process y. Since p(t) < ¢(t), we
have 57 <.

Therefore, S0 _ | ap(t+1) = 0, o (t) forall i < iand S°0_ | ap(t+1) = 1430 2 (t)
for ¢ > 4. Similarly, Zi/:l yp(t+1) = ng/:l yi(t) for all j/ < j and nglzl yp(t+1) =
1+ 57 yalt) for j/ > .

Adding inductive assumption that xz(t) < y(t), we conclude that 22:1 r(t+1) <
22:1 yr(t+ 1) for i’ < i, as well as for i <4’ < j and for j < ¢/, i.e., for all 7.

Furthermore, the adversary can remove a ball from any bin in process X. However,
that will not change the inequalities implied by x(¢ + 1) < y(t + 1). This means that
r(t+1) 2yt +1). <

We are now ready to prove Lemmas 8 and 10.

Proof of Lemmas 8 and 10. According to Lemma 13, at any time ¢ the bin vector in process
v2 (in process ag respectively) is majorized by the bin vector in process ap. This means that
there are less balls in the most loaded bins in process v2 (process az) than in process as and
there are more balls in the least loaded bins in process v2 (process a3) than in process as.
In particular, at any time ¢, the number of balls in bin 1 (the most loaded bin) is no greater
in process v2 (process ag) than in process as, while the number of balls in bin h (the least
loaded bin) is no smaller in process v, (process as3) than in process ay. Therefore, the gap
in process v2 (process ag) is smaller than the gap in process as.

Since process g is a (1 4 3)-choice process, the gap in process aq is at most O (1"%) =
(0] (% log n) with probability at least 1 — 1/n. It follows that the gap in process 7,

(process ag) is also at most O (plp% log n) with probability at least 1 —1/n. <

4.3 Gap-in-the-middle (Proof of Theorem 3)

We have bounded the gap within group G4, and the gap within group G,,;,. What remains
is to bound the gap between the two groups.

Let us call the distance between the most loaded bin from G,,;, and the least loaded bin
from G4, the gap-in-the-middle. Note that the gap-in-the-middle is exactly 0 whenever a
bin switches its group. At such times, we should expect the gap between the most loaded
bin and the least loaded bin to be equal to the sum of gaps inside G,,;,, and inside G4z,
i.e., O(logn).

It remains to analyze the time intervals when the gap-in-the-middle is greater than 0.
Note that in such time intervals the bins never switch their groups.

We now show that the gap g(t) between the average load of a bin in G, (¢) and the
average load of a bin in Gy,q.(t) is O(n?logn) with high probability.
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» Lemma 14. Let us consider any time t such that the most loaded bin from Gpuin(t) has
smaller load than the least loaded bin from Gpa.(t). Let to <t be the latest time such that
the above gap is at most 1. Then the gap g(t) between the average load of a bin in Gupin(t)
and the average load of a bin in Guaz(t) is O(n*logn) with probability at least 1 — 2/n?.

The proof of Lemma 14 will appear in the full version.

To summarize, we have proven that the gap within G,,;, and the gap within G, each are
O(logn) and the gap-in-the-middle is O(n?logn) with probability at least 1 — . Therefore,
the gap between the most loaded honest bin and the least loaded honest bin is also at most
O(n?logn) with probability at least 1 — O(1/n), which completes the proof of Theorem 3.

4.4 Alternative Upper Bound (Proof of Theorem 4)

Here we give an alternative bound for f < n/8 as stated in Theorem 4. The proofs of
Lemmas 15 and 16 below will appear in the full version. We start with examining the case
m = O(nlogn).

» Lemma 15. Forn,f > 1, and m < cnlnn exchanges, for any constant ¢ > 1, with
probability at least 1 — 1/n, every honest node receives at most 6¢logn balls.

Next we show that for f <n/8 and m = Q(nlogn), the gap between the average load in
Gmaz and Gy is negative. Parameters a,, and b, are the same as in the proof of Lemma 14.

» Lemma 16. For n,hy,ho > 1, 1 < f < n/8 and m > cnlogn, for sufficiently large

constant ¢, with probability at least 1 — O(1/n), we have - Z;T"; <0.

From the proof of Lemma 14, we only need to consider the case hy, ho > 1. Hence, from
Lemmas 15 and 16, we can obtain an alternative version of Lemma 14 such that for f < n/8,
the gap g(t) between the average load of a bin in G, (t) and the average load of a bin in
Gmaz(t) is O(logn), with probability at least 1—O(1/n). This completes the proof of Thm. 4.

5 Fault-resilient Majority Population Protocols

This section applies our fault-tolerant phase clock to design an efficient implementation of the
majority consensus algorithm in the population protocols model, and thus prove Theorem 5.
We follow the classic population protocol model introduced in [5] but as adapted in [19] to
incorporate faulty (Byzantine) nodes (see Appendix A for more details on the model). Similar
to [5], we assume that in an exchange {u, v} between nodes u and v, one node is the initiator
while the other is the responder; thus, symmetry-breaking is not an issue in our model.

We study population protocols for the majority consensus problem with f < n/cs
Byzantine (faulty) nodes, for some constant c;. Each honest node starts with an initial
preference value in the set {A, B} and all honest nodes will decide the same value in {A, B}.
In [19] they use a phase clock with phase duration D = ©(log” n) parallel time steps (where
a parallel time step corresponds to n consecutive exchanges) that can tolerate f Byzantine
nodes for the majority problem. The whole protocol in [19] runs in O(logn) phases until all
honest nodes reach the same decision. Thus, the total running time is O(log® n) and each
node has O(log®n) states to maintain the phase clock. Here, we improve this running time
by using shorter phases, that is, D = ©(logn).

The phase clock in [19] is implemented at each node u with a local counter C,, which is
incremented whenever node u participates in an exchange. Algorithm 1 is an adaptation of
the population protocol structure in [19] so that it uses a power of two choices scheme to
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Algorithm 1 Majority Population Protocol for Node wu.

M)

R

11

12

13
14
15

16

17
18

19

20
21
22

Input: preference value, € {A, B}
Output: decision, € {A, B}

// Initialization for node u

Cy < —1; // local counter initialization
phase, < 0; // local phase initialization
decision, < L; // decision initialization

// Actions on exchange involving u
foreach exchange {u,v} do
// maxPhases = ©(logn) and is the same for all nodes; C, will stop incrementing after
phase, > maxPhases
if phase, < maxPhases then
if C, < C, then
‘ Cy < Cy + 1; // increment local counter C,,
else
if C, = C, and u is the initiator of exchange {u,v} then
Cy < Cy+1;// only C, is incremented in this case because u is the initiator
of the exchange; C, is not incremented because v is the responder

phase, < |Cy/D]; // update local phase; D = ©(logn) is the phase duration which is the same
for all nodes

if phase, < maxPhases then

// From C, determine the current phase kind: Cancellation, Resolution, Duplication

// Cancellation Phase (repeats ©(1) times)
if w is in cancellation phase and phase, = phase, then
if value,, is opposite of value, then

L value, < L;

// Resolution Phase
if w is in the resolution phase and decision, = L then
// 01,02 € ©(logn) such that o1 < o2
During the phase u collects ©(logn) samples of other nodes’ values;
if at least o2 samples are for value X € {A, B}, and at most o1 samples are for the
opposite value then
decision, < X;
// Once decision, 7# L, u will be passive in subsequent phases

// Duplication Phase
if w is in duplication phase and phase, = phase, then
if value, = 1 then

L value,  valuey;

increment the local counters. In an exchange {u,v} the local counter C, is only updated
if ¢, < Cy. In case C, = C,, then only the initiator of the exchange will have its counter
incremented. This allows the Fault-Tolerant Phase Clock (FTPC) properties proven in
Theorem 3 to be applied in the local counters and provide tighter length phases.

The current phase number at node u is determined as phase, = |C,/D]. In [19] the

maximum phase number is O(log® n), which also gives the same bound on the number of
required states per node. Each phase is further divided into three subphases, each of duration
D/3. The first and third subphases act as buffer time zones for the middle subphase. The
main actions of the protocol occur during the middle subphase, since when a node u is in
the middle subphase of a phase ¢, then every other node must be in the same phase ¢.

The main idea for the protocols for the majority problem is to use three kinds of phases:
Cancellation phase: where each node with value A (or B) is matched with the “opposite”
value B (or A); this results in the creation of empty nodes (with empty value L).
Resolution phase: where each node determines whether to decide on a majority value,
which is accomplished by randomly sampling ©(logn) values of other nodes. If most of
the samples (at least og) are of value X € {A, B} and fewer samples (at most o1 < o2)
are of the opposite value, then all nodes decide X in that phase.

Duplication phase: where each node duplicates its value to an empty node.
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Figure 1 ITllustration of inversion of the majority by faulty nodes. The red nodes are faulty and
collude to make A the majority. At the top part, we have the initial configuration, where B is the
majority for the honest nodes with tally difference d = 6 — 3 = 3. After n/2 cancellation exchanges
(half of a parallel time step) we obtain the middle configuration, where B is still the majority. After
n/2 duplication exchanges, we obtain the configuration at the bottom where A is now the majority.

Each of the three phases actually requires only ©(logn) time (despite D = ©(log®n)).

Let d denote the absolute difference of the initial preference tallies of the honest nodes. Each
cycle of cancellation-resolution-duplication phases increases the difference d by a constant
factor. Thus, after ©(logn) cycles (i.e. ©(logn) phases), the difference of tallies becomes
Q(n) and the majority value prevails. At that point, all honest nodes decide the majority
value, since most samples in the resolution phase are of the majority value.

The faulty nodes can adversely affect the outcome. If f is sufficiently large with respect
to d, then the faulty nodes may invert the majority value to the opposite value, and hence
the minority value could prevail. See Figure 1 for an example of majority inversion. In [19] is
actually shown that it must be d > 2f (for f > 0) to prevent this adverse outcome. Note that
in [19] they assume a more general Byzantine adversary than the k-adversary that we defined
in Section 1; hence, for the phase clock part of the algorithm, we assume a k-adversary.

Three algorithms are presented in [19], which give tradeoffs between d and f. The first two
algorithms (Asymmetric-C-Partial-D and Symmetric-C-Full-D) have deterministic transition
functions for the local node states, while the third algorithm (Combined-C-D) combines the
first two algorithms into a single algorithm with a unified assumption for d; this algorithm
uses randomization. In the three algorithms, the following result (Lemma 5 from from [19])
is central in the analysis, which establishes that D = ©(log® n).

Lemma 5 from [19]: For n > €2, at the rth exchange issued by the scheduler,
where r < enln®n and constant ¢ > 1, for all pairs of nodes u and v it holds that
|Cy — Cy| < 2¢, where ¢ = v/12¢In® n, with probability at least 1 — 2/n.

The result of Lemma 5 from [19] is independent of f, as it only concerns the local counters
of honest nodes. The reason why the duration is D = ©(log?n) is due to the use of a
Chernoff bound for the difference of the local counters for O(nlog® n) exchanges. This can
improve by using Theorem 4 which gives the following result for O(n log® n) exchanges.?

» Lemma 17 (New Phase Clock for Population Protocols). At every rth exchange issued by
the scheduler, where r < cnln®n and constant ¢ > 1, for all pairs of nodes u and v it holds
that |C,, — Cy| < ¢, where ¢ = O(logn), with probability at least 1 — O(log? n)/n.

2 Note that Theorem 4 applies with probability 1 — 1/n. We examine the gap of the clocks every n
exchanges. At each such time point, Theorem 4 guarantees O(logn) gap. Between these points, it can
be easily shown with Chernoff bound that the gap could have an excess of O(logn) (w.h.p.). Since,
there are O(log2 n) such points, the new phase clock result follows.
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Using Lemma 17, the duration of the phase becomes D = O(logn). This replaces the
phase duration in [19]. which immediately improves the time and state bounds by a ©(logn)
factor. We continue to discuss the new bounds for each of the three protocols in [19].

5.1 Algorithm Asymmetric-C-Partial-D

The reason behind the name of this algorithm is that the cancellations are asymmetric. In
the cancellation phase, the algorithm gives only one chance for each node to cancel its value.
This gives more resiliency to forced cancellations by faulty nodes. The duplication phase is
treated similarly.

Consider an honest node u with value X € {A, B} which has its first exchange in the
cancellation phase. If © meets with another node v with the opposite value than X, then u
will cancel its value and replace it with 1. Once u tries to cancel once in the phase, then it
will not try again in the same phase. If v happened to also be in the first exchange then, v
will also cancel its value together with w. But if v already tried earlier to cancel in the phase
(successfully or not), then v will not be affected by w even if it has the opposite value of X.
In this way, the probability that u is successful to cancel its value depends on the fraction of
nodes that have the opposite value versus the faulty nodes. If d is sufficiently large compared
to f then the cancellation will be successful. The whole cancellation phase repeats a constant
number of times before proceeding to the next kind of phase (resolution phase).

A similar situation also occurs in the duplication phase, where an empty node u (with
value 1) will only attempt once to adopt a value in {4, B} in an exchange when it meets
with a non-empty node. This way, there is just a single chance for a faulty node to affect u
during the phase.

This algorithm works for d = Q(f++/nlogn). When f = Q(y/nlogn), d is asymptotically
optimal due to the lower bound d = Q(f 4+ 1). The following is a restatement of Theorem 1.1
from [19], when using the phase clock with D = ©(logn) from Lemma 17.

Restated Theorem 1.1 from [19] with D = ©(logn): For sufficiently large n, and
f < n/cy, for some constant cy, if d = Q(f++/nlogn) then with Algorithm Asymmetric-
C-Partial-D all honest nodes decide the majority value in O(log2 n) parallel time steps
using O(log® n) states per node with probability at least 1 — O(log® n)/n.

5.2 Algorithm Symmetric-C-Full-D

The reason behind the name of this algorithm is that the cancellations are symmetric, and the
nodes have multiple chances to cancel their values during a phase. Similarly, the duplications
may be repeated multiple times during a phase. Because of multiple chances in a phase,
honest nodes are more vulnerable to faulty nodes. For this reason, the minimum d is a larger
function of f.

This algorithm assumes d = Q(min{ flog?n + 1,n}). The algorithm can also work for
smaller d = o(y/nlogn) (compared to Asymmetric-C-Partial-D). However, f is multiplied
by a poly-log factor of n. The analysis of the algorithm depends on the following restated
Lemma 14 from [19] which depends on the duration of a phase.

Restated Lemma 14 from [19]: The number of exchanges between the first exchange of
any node entering phase ¢ and the last exchange of any node in phase ¢ is O(n log? n)
with high probability (w.h.p.).

We replace Lemma 14 from [19] with the following result which we prove using Theorem 4.
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» Lemma 18. Let the O(logn) gap in Theorem 3 be c1logn for some ¢1 > 0. Let the length
of every phase (i.e., the number of exchanges that each node participates in during a phase) be
D = cylogn. Then, the number of exchanges between the first exchange of any node entering
phase ¢ and the last exchange of any node in phase ¢, is at most (¢1 + ca)nlogn w.h.p.

Proof. Consider a phase ¢ > 0. Let e be the first exchange of any node, say node u, to
enter phase ¢ and €’ be the last exchange of any node, say node v, in phase ¢. Note
that it may be u # v. Let 7 be the period between the exchanges from e to e’. Suppose
to the contrary that the number of exchanges in 7 is c3nlogn, where c3 > ¢; + co. In
each exchange, the local counter of one participating node increases by one. Hence, by
the pigeonhole principle, some node x must have increased its local counter C, by at least
czlogn during 7. Let C, and C, be the respective local counters at v and = just after
e occurs. It must be that ¢ = |Cy/D]. From Theorem 4 we get C,, — C, < ¢1logn
with high probability. Thus, at the end of 7, the local counter at = becomes at least
Cy+cslogn > Cy —cplogn+czlogn > Cy +cylogn = Cy + D with high probability. Hence,
the local phase of x at the end of 7 is at least ¢’ > |(C,, + D)/D] > ¢, a contradiction. <«

With Lemma 18, we obtain the following restatement of Theorem 1.2 from [19], when
using the phase clock with D = ©(logn) from Lemma 17.

Restated Theorem 1.2 from [19] with D = ©(logn): For sufficiently large n, and
f < n/cy, for some constant cy, if d = Q(min{ flog”n + 1,n}) then with Algorithm
Symmetric-C-Full-D all honest nodes decide the majority value in O(log2 n) parallel
time steps using O(log® n) states per node with probability at least 1 — O(log? n)/n.

5.3 Algorithm Combined-C-D

This algorithm combines the above two mentioned Algorithms Asymmetric-C-Partial-D and
Symmetric-C-Full-D into a single algorithm that has the benefits of both. The algorithm
uses a random bias to adapt to the best algorithm for the values of d and f. The transition
function of the nodes is randomized. Combining the restated Theorem 1.1 from [19] about
algorithm Asymmetric-C-Partial-D, as in Section 5.1, with the restated Theorem 1.2 from [19]
about algorithm Symmetric-C-Full-D, as in Section 5.2, we obtain the proof of Theorem 5.

6 Conclusions

We showed that it is possible to design a phase clock that tolerates f < n/3 faulty nodes
under a Byzantine adversary so that the difference between the counters of any two nodes is
at most O(logn). We showed that such a phase clock is tight by giving a respective lower
bound analysis for the gap. Then, we applied the phase clock for the analysis of a population
protocol for the majority consensus problem. As an open problem, it would be interesting to
determine if there are improved majority population protocols with Byzantine faulty nodes
that require less than O(log?n) time.

Another open problem is to examine ways to break the symmetry between two nodes
involved in an exchange {u, v} without assuming that one of the nodes is an initiator and the
other the responder. This could be achieved by using random bits in each node and it would
be interesting to examine how many such random bits are necessary. In fact, symmetry

breaking is only needed when both nodes have the same local counter value (C,, = C,).

Hence, another way to avoid symmetry breaking is to allow both local counters to increment;
however, this needs to adapt accordingly the analysis of Section 4 which is an interesting
problem to study in the future.
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A Detailed Population Protocol Model and Other Preliminaries

A.1 Basic Model

We adopt the population protocol model originally presented in [5] and later revised in [19]
for faulty nodes. There is a set of n nodes V' connected with each other in an unweighted
clique. The nodes do not have any identifiers. There is a scheduler that randomly picks
exchanges between pairs of nodes. In an exchange, a pair of nodes {u,v}, where u,v € V,
is chosen uniformly at random from the (}) node pairs. In exchange {u,v} one of the two
nodes is the initiator while the other is the responder; this is used to break symmetry. (We
note that the assumption of initiator-responder symmetry breaking was not used in [19].)
Each node has a state taken from a set of states S. An exchange affects the states of
the involved nodes according to a joint transition function A : S x S — S x S. Namely,
when an exchange pair {u, v} is chosen then their current states s,, s, become s/, s/, where
A(Sy, $y) = (8),,5,). The transition function takes into account which node is the initiator
and which is the responder but in any other way it is symmetric with respect to u and wv.
Function A is deterministic in case of deterministic algorithms, and random in the case of

randomized algorithms.
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There are also input and output functions related to the task that the population protocol
attempts to solve. There is a finite set of input symbols X C S, a finite set of output symbols
Y C S, and an output function I' : S — Y. An input function A maps every node to an
initial input symbol, that is, A : V' — X. For the majority problem the input and output
symbols are X =Y = {A, B}. A configuration (collection of node states) at exchange ¢ is
stable if for each exchange after ¢ the output of every node remains the same.

For the majority problem, a stable configuration is correct if the output of all the nodes
is the majority value in the initial configuration. A protocol is always correct if the correct
stable configuration is reached with probability 1, and is w.h.p. correct if the correct stable
configuration is reached with probability 1 — n™¢ for some constant ¢ > 0. Note that for
protocols which are w.h.p. correct it is possible that a stable state is not reached, or an

incorrect stable state is reached. A parallel time step corresponds to n consecutive exchanges.

The stabilization time is the number of parallel time steps until a correct stable configuration
is reached. The time complexity is the stabilization time measured in parallel steps.

A.2 Byzantine Adversary

The Byzantine adversary corrupts a set of f nodes F' C V', while the remaining nodes V' \ F
remain honest. A static adversary determines before the execution starts which nodes to
corrupt (after seeing the nodes’ inputs), while a dynamic adversary determines which nodes
to corrupt by monitoring the execution and seeing the current states of the nodes. We assume
here that the adversary is dynamic. Moreover, we assume the adversary is full dynamic so
that it can observe all current states of nodes. (This is in contrast to the weak dynamic
adversary that only observes the state of a node after an exchange occurs with that node.)

Faulty nodes affect the states of honest nodes via exchanges. Changes in the honest
nodes’ states may only occur through the transition function A. When a faulty node u
participates in an exchange {u,v} with an honest node v, the faulty node u may pretend to
have an honest node’s state and through the A function it may affect the resulting state of
the honest node v. A configuration is stable if the output of each honest node remains the
same thereafter. In a correct stable configuration of a majority problem, all honest nodes
output the majority value of the initial configuration. The output of faulty nodes in stable
configurations is not taken into account. The notions described previously of always correct,
w.h.p. correct, and stabilization time, remain the same as in the basic model.

A.3 Other Preliminaries

» Lemma 19 (Chernoff bound). Let X1, X5, -+, X,, be independent Poisson trials such
that, for 1 < i < m, X; € {0,1}. Then, for X = >, X;, p = E[X], and any § > 1,

2L
Pr[X > (1+0)p] < e=%F, and any 0 < § < 1, Pr[X > (1+0)p] < e~ and Pr[X <

52

(1—d)p) <e 2",
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