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—— Abstract

Nondeterministic reductions have yielded powerful results in the theory of computational complexity,
yet are effectively useless in a cryptographic context. The reason for this is simple, a nondeterministic
polynomial time adversary can trivially break almost any cryptographic primitive by simply guessing
the “key.”

In order to use this powerful nondeterministic tool kit in the cryptographic context, we initiate
the study of cryptography against adversaries with limited nondeterminism: polynomial time
nondeterministic algorithms that are restricted to just a few bits of nondeterminism. We demonstrate
that limited nondeterministic security is sufficient to prove two foundational results that have eluded
our grasp for decades: dream hardness amplification, and extracting w(logn) hardcore bits.
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1 Introduction

Nondeterministic reductions are an incredibly powerful tool in computational complexity.
Nondeterministic reductions have enabled us to isolate incredibly hard problems (e.g.,
proving circuit lower bounds [22,30]) and make already hard problems extremely hard
(e.g., constructing problems that are incredibly hard even on a random instance [11,18,27]).
Despite the powerful applications in computational hardness, nondeterministic reductions
have had relatively little! impact on traditional cryptography.

It is not difficult to see why. Nearly any cryptographic scheme is easily broken by a
nondeterministic adversary that can “guess” a secret key. For example, consider the (minimal)
case of a one-way function: a function f that is easy to evaluate, yet given y = f(z) for
a random x it is hard to find any preimage of y. If hard means hard for nondeterministic
polynomial time, putting aside exactly what this means for now, then this notion is clearly
impossible to achieve: a nondeterministic adversary can simply nondeterministically “guess”
a preimage x € {0,1}"™ and check that f(z) = y.

1 One notable exception is the work of Barak, Ong, and Vadhan [3] which uses nondeterministic hardness
assumptions to derandomize cryptographic proof systems and commitment schemes.
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Consequently, if one wants to construct a cryptographic primitive B from underlying
cryptographic primitive A, one cannot use a nondeterministic reduction to prove security (at
least in any standard sense).

In this work, we propose a way around this quagmire, enabling the use of nondeterministic
reductions in a cryptographic context: limited nondeterminism. Intuitively, in our example
above if the adversary only has access to n/2 nondeterministic bits, then the adversary
cannot guess a complete witness and the naive attack above will no longer succeed.

Limited nondeterministic adversaries

Before going further, it is worth discussing what limited nondeterministic means in more
detail. We consider a ¢-limited nondeterministic adversary to be a (probabilistic) polynomial
time algorithm that has access to ¢-nondeterministic bits. If we restrict ourselves to
non-probabilistic adversaries this definition is straightforward for decision problems. For
probabilistic adversaries, we consider a notion mirroring AM: the short witness is chosen
after the random coins. For search problems, as we are concerned with in this work, there
are a variety of interpretations of “nondeterministic algorithm that outputs multiple bits.”
For the purpose of this work, we adopt a broad and simple approach: we consider a limited
nondeterministic algorithm to successfully solve a problem (after sampling the random coins)
if any computational path is successful.

Limited nondeterminism has been extensively studied in the context of computational
complexity. Beginning in the 1980s, Kintala and Fischer [23] initiated the study of NP[log"(n)],
what can be computed with log”(n) nondeterministic bits. Papadimitriou and Yannakakis [26]
used this notion to analyze various optimization problems. Cai and Chen [7] (see also [8])
and later Flum et al. [13] rigorously connected the notion to parametrized complexity. We
refer the reader to the brief survey by Goldsmith et al. [15], although much has happened
since it was written. One notable example is Ryan Williams’s framework for proving new
circuit lower bounds [29].

Despite its utility in complexity theory, the notion of limited nondeterminism has, to our
knowledge, received no attention in the cryptographic context.

Feasibility of limited nondeterministic security

Armed with this strong adversarial model, the first and perhaps most important question
is whether cryptographic security against such adversaries is indeed feasible. To this end,
note that any ¢(n)-nondeterministic adversary can be simulated in 2¢(") . poly(n) time.
So, for example, subexponential security immediately implies security against n®-limited
nondeterministic adversaries (for any constant € < 1).

However, we believe security ¢-nondeterministic adversaries to be a strictly weaker
notion than 2% poly(n)-security. While we cannot definitively show this, there is some
readily available evidence. In the nonuniform setting a counting argument demonstrates a
massive gap in the size of the two cleasses: while there are 2°(™) p-limited nondeterministic
adversaries of size n¢, there are 22" adversaries of size 2" . Moreover, the two notions can
be readily separated in a relativized world.?

2 Consider a random oracle and a “secret shared” inversion oracle. The secret shared inversion oracle
allows one to find a preimage of the random oracle with a superpolynomial number of queries, but few
queries reveal nothing.
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Finally, we note that ¢-limited nondeterministic security may be possible in regimes
where 2¢-security is not. Namely, building on classical time/space tradeoffs [12,19], it was
recently shown that a one-way function cannot be secure against nonuniform adversaries
of size 281" [21,25]. However, these methods seem to critically rely on large amounts of
nonuniform advice and thus it is reasonable to conjecture that one-way functions secure
against nonuniform polynomial size adversaries with even 0.99n-bits of nondeterminism exist.

One might hope a closer analogue of security against limited nondeterministic adversaries
can be found in leakage-resilient cryptography. One can view the nondeterministic bits as a
small amount of (computationally unbounded) leakage on a cryptographic secret. While this
notion of leakage-resilient cryptography has had extensive coverage in information-theoretic
settings, it has received scant attention in computational regimes (given the strong leakage
model). Aggarwal and Maurer [1] studied this notion leakage-resilience (providing various
equivalent models) in the context of worst-case complexity of computational problems.
However, to our knowledge, we are the first to study it in average-case settings, let alone in
the cryptographic context.

1.1 Our Results: How to Use Limited Nondeterminism

In this section we briefly outline our contributions.

Defining limited nondeterminism

As mentioned above, we formalize a notion of limited nondeterministic adversaries that is
meaningful in a cryptographic context.

For simplicity in this section, we will consider limited nondeterministic adversaries to be
adversaries with n®-bits of nondeterminism for some constant € < 1 (unless otherwise stated).
We refer the reader to the body for lemmas and theorems that precisely quantify the amount
of nondeterminism required.

“Dream” hardness amplification

Andrew Yao [31] showed the direct product amplified the security of a weak one-way function
(where an adversary can’t invert with 1-1/poly(n) probability) to a one-way function (where
an adversary can’t invert with even negligible probability). While Yao’s analysis rules out
negligible adversarial advantage, it fails to rule out even ¢(n) adversarial advantage for any
concrete negligible e. While it was initially suggested that this failure to “dream hardness
amplification” (security beyond negligible) was due limits of our techniques, subsequent
work [10] has even found explicit counterexamples that resist being amplified beyond negligible
via the direct product (under an assumption). We show that dream hardness amplification
is possible for any weak one-way function that is secure against limited nondeterministic
adversaries.

In more detail, we say a function f is e-one-way against limited nondeterministic ad-
versaries if (a) it is efficiently computable, and (b) no adversary succeeds in inverting with
more than e probability. We say f is subexponentially-one-way if the above holds and the
success chance of all adversaries is O(27"") for all ¢ € (0,1). Our (informal) main hardness
amplification result follows. For the full version, see Theorem 14.

» Theorem (“Dream” hardness amplification, informal). Suppose f is a 1/2-one-way func-
tion against limited nondeterministic adversaries. Then the direct product f*** of f is
subexponentially-one-way for limited nondeterministic adversaries.
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Extracting w(log n) hardcore bits

A hardcore predicate g for a one-way function f produces a bit g(z) that looks random even
given the OWF evaluated on the same point f(z). Oded Goldreich and Leonid Levin [14]
showed that every one-way function admits a (randomized) hardcore predicate. This result
was perhaps the most important ingredient in the constructing pseudorandom generators
from one-way functions and has found a myriad of other applications in learning and coding.
While Goldreich and Levin showed how to extract not just one hardcore bit but even O(logn)
hardcore bits from any one-way function, it has remained open how to extract more.?> We
show that again, if the one-way function is secure against limited nondeterminism, then a
straightforward generalization of Goldreich and Levin’s predicate suffices. As a corollary,
this yields efficient constructions of PRGs from OWFs that match the state-of-the-art when
assuming exponential security of the underlying OWF. Our result follows, and for more
details see Theorem 18.

» Theorem (Hardcore bits, informal). Suppose that f is a one-way function against limited
nondeterministic adversaries that have access to ¢p(n) nondeterministic bits. Then it is
possible to extract ¢(n) hardcore bits. In fact, if A is a random £ x n matriz with £ < ¢(n),

then (A, f(X), AX) ~ (A, f(X),Uy) for all PPT distinguishers (arithmetic over Fs).

The initial HILL construction of a PRG (see [17]) from one-way functions was an incredible
breakthrough, but required fairly large seed and number of one-way function calls (relative
to the security parameter). A long and beautiful line of work has sought to streamline such
constructions, making them more efficient. Constructions due to [16], [24], and [28] provide a
seed length of O(n?). Additionally, at the cost of assuming exponential security, [24] provides
a PRG construction with seed length O(n?). To highlight the power of our techniques, we
show that limited nondeterministic security suffices to recover MP’s result, and additionally,
the seed length given in our construction smoothly interpolates between the nonadaptive
PRG construction in [24], and the state of the art constructions using exponential security.
For example, if we consider adversaries with log? n nondeterministic bits, we obtain PRGs
with seed length w(n*/log* n), and if we have a linear number of nondeterministic bits (e.g.,
.00001n), then we recover the exponential security construction with seed length w(n?).

» Theorem (PRG Seed length, see Theorem 25). Suppose that f is a one-way function against
limited nondeterministic adversaries that have access to ¢ nondeterministic bits. Then, for
any function s(n) = w(l), there exists a construction of a (n.u.) poly-time secure PRG with

+n2>.

We have seen two foundational applications of limited nondeterministic reductions in crypto-
graphy, but suspect this is only the tip of the iceberg. Recent years have seen a proliferation
of complexity leveraging and reliance on strong subexponential security assumptions. In this

seed length
0 ni;l <slogn)2+slogn
¢ ¢ ¢

Brief reflection

work, we have seen that two results known (folklore) to easily follow from complexity lever-
aging via super-polynomial time reductions can instead be deduced generically from weaker

3 Bellare, Stepanovs, and Tessaro [4] showed that differing-inputs obfuscation suffices, however this a
strong notion which still cannot construct from standard assumptions.
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assumptions (via a weaker and only slightly more complex form of complexity leveraging). It
is our hope that these notions and techniques will enable future researchers to reduce their
assumption footprint in settings that seemingly necessitate complexity leveraging.

1.2 Technical Overview
Hardness amplification

We recall the standard Yao-style hardness amplification via the direct product (i.e., g-wise
concatenation): if an algorithm inverts f*? with noticeable success, there is an index i
at which “planting” a single instance preserves much of this success. In the PPT setting,
one would simply repeat this algorithm a polynomial number of times and take the first
successful output, and thus invert a single copy of f with high probability. In the limited-
nondeterminism setting we follow the same high-level approach, with a specific caveat. When
a reduction repeats a sub-protocol, if witness bits are not reused in subsequent repetitions,
even O(n) repetitions can already consume a sublinear witness budget. We will need to ensure
that we are able to reuse the same witness string in each run of a repeated sub-protocol, so
we use a one-shot method: generate a list of candidate random tapes via (strongly) universal
hashing, fix the witness bits, run the subroutine on each tape, and then verify which run
succeeded, returning the first output that did so.

Our main technique revolves around our technical Lemma 7, which informally states the
following: given a search problem, if there is a limited nondeterministic adversary A that,
for every input in some good set, succeeds with probability at least §, then for any given e
we can construct a limited nondeterministic adversary A’ that uses O(log(1/4)) additional
witness bits* and succeeds at the same search problem with success probability greater than
1 — €. Then, the reduction for hardness amplification of a direct product follows; a Yao-style
argument shows that there exists an index ¢ and “good set” G, such all y € G result in a
success chance comparable to the overall success (up to an acceptable loss), and that G has
sufficiently large density. Lemma 7 allows us to boost the success probability for every input
in that good set without overshooting our budget of nondeterministic bits. Subexponential
hardness follows because if such a good set exists with a success chance at least 27", we only
require ©(n°) additional nondeterministic bits to boost the reduction’s success probability to
greater than %

Extracting many hardcore bits

At first, one might consider using nondeterminism to prove that a single hardcore bit is
extremely hard. There are issues with this approach; for example, suppose that there was a
limited nondeterministic adversary that, given f(z) and some extremely hardcore predicate
of x, is able to return a single bit of x. Any style of list decoding reduction would need to
extract n-bits, and without some type of guarantee that witness bits could be reused, would
result in exceeding our nondeterminism budget. In addition, Applebaum et al. [2] showed
that nondeterministic black-boz polynomial-time reductions cannot succeed in constructing
predicates that are hard to predict with inverse superpolynomial advantage.

Instead of focusing on one bit at a time, we will show that if f is a one-way function
against limited nondeterministic adversaries that have access to ¢(n) nondeterministic bits,

and A is a random £ X n matrix with £ < ¢(n), then (4, f(X), AX) =~ (A, f(X),U,) for all

4 Of note, the random-bit complexity of A’ increases polynomially, but here our focus is on the number of
nondeterministic-bit budget.
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PPT distinguishers (arithmetic over Fs). To do so, we open Yao’s distinguisher-to-predictor
hybrid argument. Then, letting A1, As, ... denote the rows of the matrix A. Via a hybrid
argument, there is some index ¢ such that the bit A; X is hard to distinguish from a random
bit when given (f(X), A<;X). Via a standard distinguisher-to-predictor argument, we can
obtain an adversary that can predict A4; X when given A, A_; X and f(X). If we can predict
(r,z) for a random vector r, then we can use the Goldreich-Levin hardcore reduction on
this bit to compute x and thus invert f(xz). However, an issue that arises in the PPT
setting is to somehow correctly sample the (i — 1)-bit prefix A, X. If i is too large (e.g.,
i = w(logn)), guessing is infeasible. In our limited-nondeterministic world however, we argue
that with high enough probability it suffices to draw A.; at random, hardcode it, and then
nondeterministically sample the required bits A.; X we need to run the Goldreich-Levin
reduction. Since we spend ¢ — 1 < ¢ nondeterministic bits doing so, as long as £ < ¢(n) we
do not exceed our nondeterministic bits budget, the reduction goes through.

Extracting more than logn hardcore bits in this way “immediately” yields efficient
PRGs. The high-level idea of efficient PRGs (see [24]) from exponentially hard one-way
functions is that one can extract ©(n) hardcore bits instead of O(logn), which means that
the constructions need fewer iterations (and thus a shorter seed) overall. Thus, if we assume
that we started with limited nondeterministic hardness that allows one to extract just as
many bits, we get an equivalently efficient construction. That said, our results also apply to
the intermediate regime, where our limited nondeterministic budget is too small to extract
the full ©(n) hardcore bits, but still allows w(logn) hardcore bits, which leads to PRGs with
seed lengths in between those given by standard one-way functions and exponentially secure
one-way functions. We do note that our approach only deals with the PRG construction
in [24] as a proof of concept. We expect analogous limited nondeterministic techniques to
apply to other PRG frameworks.

2 Preliminaries

We let log and In denote logarithms base 2 and e, respectively. We use calligraphic letters
to denote sets, capital sans-serif letters to denote algorithms, lowercase letters to denote
values, vectors, and functions; and uppercase letters to denote matrices or random variables,
with the exception of V,,(-), which denotes a predicate. For n € N, let [n] := {1,...,n}.
Let {0,1}* := U, cn{0,1}". For a set S, we write z <~ S to denote that  was drawn
uniformly at random from S, and we denote the uniform distribution over {0,1}" by U,.
Let negl(-) and poly(:) denote a negligible function and polynomial, respectively. For a
matrix M € {0,1}*", we identify M with the function M: {0,1}" — {0,1}™ defined by
M(z) = Mz mod 2. We write X ~Y for computational indistinguishability, and X ~, Y’
when the advantage is < e.

2.1 Defining Limited Nondeterministic Turing Machines

The study of problems that can be solved with limited nondeterminism was initiated by
Kintala and Fischer [23]. A related definition tailored to nonuniform models of computation
(and more) was introduced by Cai and Chen [7]. Flum, Grohe, and Weyer [13] demonstrated
connections between limited nondeterministic complexity and notions of fixed-parameter
intractability.

However, in this work, we are interested not only in decision problems, but also the
nondeterministic complexity of search problems. Various notions of nondeterministic compu-
tations of functions have been introduced, for example [5,6,11,20]. These definitions follow a
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similar template, the key difference is what it means to “compute a function nondeterminist-
ically”” The most relaxed notion, considered also in this work, means that computation does
not actually compute a function but a mapping relation, the function nondeterministically
chooses an output and different computation paths need not lead to the same output. More
restricted notions require all accepting computation paths to output a single unique output.

Our definition of limited nondeterministic computation is a generalization of that of
Cai and Chen [7] to the context of search problems (following Drucker’s adaptation [11] of
nondeterministic search problems to the nonuniform context).

» Definition 1. For any function ¢: N — N, we say a Turing machine M is a randomized
limited nondeterministic Turing machine with ¢(n) nondeterministic bits, if M has three
input tapes consisting of

T1,...,Ty, input bits,
W1, ..., We(n) nondeterministic (i.e., witness) bits,
T1, ..., Tp(ny Tandom bits where p(n) = poly(n) is an arbitrary polynomial,

and one output tape. We denote the output of M as M(x,w,r). The set of all such Turing
machines we denote RLNTM(¢p(n)). Since it is always possible to brute-force a logarithmic
number of bits, throughout this paper we will always assume that ¢(n) = w(logn) and

d(n) < n.

We analyze the ability of limited nondeterministic Turing machines to perform several
cryptographically interesting tasks (e.g., inversion of one-way functions, breaking collision-
resistant hashes, or breaking hardcore bits).

Our results apply to collision-resistant hashes and one-way functions, but more generally,
they apply to any search problem wherein the adversary can check their answer. More
formally, many of our main results can be phrased in terms of a machine M € RLNTM(¢(n))
solving an efficiently verifiable search problem, i.e. search problems where an adversary is
given some efficiently computable predicate V;,: X x YV — {0,1}, and an element y € ),
and asked to find any * € X such that z* satisfies V,,(2*,y) = 1. We formalize this in the
following definition.

» Definition 2. Let {X,.}, . and {Vn}, oy be families of sets. Let V,, : X, x Y — {0,1}
be an efficiently computable predicate (i.e., a function computable in polynomial time). The
(efficiently verifiable) search problem defined by V,, is as follows: given y € Y, find x € X,
such that V,(x,y) = 1.

Let M be a randomized limited nondeterministic Turing machine that takes input y € YV,
uses ¢(n) nondeterministic bits and p(n) random bits, and outputs an element of X,,. We
are interested in the following probability, which we refer to as M’s success probability (for
the search problem defined by V,,):

Pr [Elw (S {0, 1}¢>(n) : Vn(M(yawar)vy) =1 )
y,r

where the probability is taken over y <= Y, and r < {0,1}r(™)

» Remark 3. Our results apply to any problem that can be phrased as an efficiently verifiable
search problem. We remark that any theorem or lemma that refers to search problems can
be translated to relate to one-way functions and/or collision-resistant hashes, by picking a
V., so that finding (z,y) that satisfies V,,(x,y) = 1 is equivalent to solving the problem of
interest.

15:7
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Specifically, for a one-way function f, we phrase the inversion task as follows: let
X, := {0, 1}™ be the domain of f, let V), := f({0,1}") be the image of f, and let V,,: {0,1}" x
f({0,1}™) — {0,1} be defined by V,,(z,y) =1 if f(x) =y, and 0 otherwise.

For a given family of (keyed) collision-resistant hash functions {H}, ., where K is the
set of keys, we let &), := {0,1}" x {0,1}" be the set of pairs of inputs, ), := K be the
set of keys, and let V,,: {0,1}™ x {0,1}" x K — {0,1} be defined by V,(z1,22,k) = 1 if
hi(z1) = hi(x2) Ay # x9, and 0 otherwise. Then, the search problem becomes: given a key
k, find two elements x; # zo that map to the same image under the map hy.

For any function g: X — Y and m € N, we use ¢g*": X™ — Y™ to denote the direct
product map defined by ¢*™(x1,...,2m) = (g(x1),...,9(xm)).

2.2 Key Technical Lemma

» Definition 4. Let U be a finite set and let H C {h: u— F’z“} be a finite family of functions
from U to F&. We say that H is a strongly universal hash family if, Yu,u’ € U with u # o',
Vz, 2 € F%, we have

Pr [h(u) =z Ah(u) = 2] =272k
h&H

» Proposition 5 (folklore). Let k,¢ > 0. Then
HF = {ha,: Fy — Fs | Ac FE*4 v e FE}
is a strongly universal hash family, where ha ,(x) := Ax + v with addition over F5.

» Lemma 6. Let H C {h: W — V} be a strongly universal hash family. Let U CV be a

finite set, and let p = % Then

1
Pr[GweW:h(w)elU] >1— ——
h&H W|p
Proof. Let W = {wy,...,wpy|} and let X; := [h(w;) € U] be the indicator random
variable for the event that h(w;) is in ¢. Notice that X7,..., X}y are pairwise independent,

E[Xi] =Pr u [veU] =p,and var[X;] = p(1 —p). Define S := Z‘L\}ll X;. Note E[S] = p|W|
and var[S] = |[W|var[X1] = |[W|p(1 — p). We seek to estimate Pr[S = 0]. If S = 0, then
|S — E[S]| = [W|p, so applying Chebyshev’s inequality we obtain

var[S] ~ Wip(1—-p) 1-p 1

Prls =01 = PrllS —EISI = VPl < 5505 = =papz — ip = i

Thus, Pry o [Fw e W : h(w) eU] =Pr[S=1] =1 <

_ 1

Wip*
» Lemma 7 (probability boosting for efficiently verifiable search problems). Let €, € (0,1).
Let {X0n},en and {Vn},cn e families of sets. Let Vi, : Xy x Yy — {0,1} be an efficiently
computable function. Let {G, C Yn}, oy be a family of sets. Suppose that M is a randomized
limited nondeterministic Turing machine that uses ¢(n) nondeterministic bits and p(n)
random bits, and suppose that for all y € G,, M satisfies

Pr Jw € {0,1}° : V(M(y, w, r),y) = 1] >0
r<-{0,1}r(m)
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then there exists a randomized limited nondeterministic Turing machine M’ that uses ¢(n) +
[log 2] nondeterministic bits and (p(n) + 1)[log 21[log 1] random bits, and for all y € Gy,
M’ satisfies

Pr [Elw € {0, 1)+ M8 31 v/ (M (3, w, ), y) = 1} S1-e
re{0,1}r(n)

The subtlety lies in the fact that we cannot boost the probability through simple repetition.
In a standard PPT setting, we could always boost the success probability by using multiple
runs of an algorithm, but we need to be very careful in the limited nondeterministic setting.
It is only possible to rerun sub-protocols if we can reuse the same nondeterministic bits
for each run. To get around this fact, we use the same nondeterministic bits for each run,
and then, at the very end, verify which run was actually successful. This subtlety, while at
first seemingly unimportant, can cause some serious issues when importing many black box
reductions from other settings to the limited nondeterministic setting. If the success of a
particular sub-protocol is required for a later step to be run successfully, or alternatively,
if there is no way to guarantee that the exact same witness string can be reused for each
sub-protocol, then many reductions are not importable.

Proof. Let R denote the set of random strings for which M succeeds, i.e.
R = {r € {0,1}*™ | Jw € {0,1}°™) : V(M(y, w, 7),y) = 1}.

The main idea of the proof is to use some nondeterministic bits, along with a hash
function, to generate a string, call it 71, that is contained in R with probability at least
%. We then repeat this ¢ times, generating a list of candidate strings r1, ..., 7, so that for
properly chosen ¢, the probability that at least one such string is in R is greater than 1 — e.
We then verify that one of these is (with high probability) the correct answer by computing
V(M(y,w,r;),y) for i = 1,...,£. Details follow.

Let ¢ := [log 2] and m := [log 1]. We define M’ as follows:

Parse the nondeterministic bits into (w,w’) € {0,1}¢™ x {0,1}*

Parse the random bits into (A1, v1), ..., (A, vm) € F5M*E 5 72O

For ¢ € [m], compute 7; + A;w’ + v;, with arithmetic over Fo.

For i € [m], compute Z; + M(y, w, ;).

Return the first Z; such that V(&;,y) = 1 if one exists; otherwise return L.

To analyze the probability that M’ does not output L, we first analyze the chance that at
least one 7; is in R. We know that Pr,cq 130 [3w € {0,130 : V(M(y,w,r),y) = 1] > 6,
hence |R| > § - 2°("),

We can use Lemma 6 to compute the chance that a single 7; works, as follows: let i € [m)],

and note
0. 1
e R (CRALT;
_ 1
)
1
=13
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since £ = [log %], and so % > % We have drawn m independent hashes, so

Pr[3w € {0,1}*,3i € [m] : 7 € R]
=1—Pr[Vw e {0,1}",Vi € [m] : 7 ¢ R]
=1- [] Prvw € {0,1}",7 ¢ R]

i€[m]

1
>1—§Ezl—2”%%:1—e

As long as there is some index i so that 7; € R, we can nondeterministically pick w so that
V(M(y7 w, fz), y) = ]. ThUS,

Pr[3w: V(M (y,w,r),y) =1] > Pr3w € {0,1},,3i € [m] : 7 € R] > 1 — ¢,

which completes the proof. <

3 Hardness Amplification via Concatenation

The core idea of the next lemma and proof comes from the proof of Proposition 1 in [9], but
is included here for completeness and adapted into our framework.

» Definition 8. Given an efficiently verifiable search problem defined by V,, : X, x¥,, — {0, 1},
for any integer ¢ > 0 we define the g-concatenation of V,,, denoted V,®7 : X1 x VX4 —

{0,1} by
VO gy, ... vy Yty -5 Yq) = Vo(1,51) A Vi(x2,92) A AV (24, Yq)

Note that the next result makes no specific reference to limited nondeterminism in its
proof, and holds when ¢(n) := 0.

» Lemma 9 (concatenations of search problems have good sets). Let ¢ = ¢(n),d = d(n) € (0,1)
be functions. Let Vi, : X, X Yy — {0,1} be efficiently verifiable search problem. Let q be any
integer satisfying q > [%log 2]. Suppose that some Turing machine M € RLNTM(¢(n)) has
success probability at least e(n) for the q-concatenation V,29. Let M’ be the Turing machine
defined as follows: on input y € YV,

1. choose y1,...,yq &V, and i & [q] uniformly at random, and set y; <y

2. run M on input (y1,...,yq) to obtain x1,...,24, and output x;.

Then M’ € RLNTM(¢(n)), and M’ satisfies

Pr {Pr [Elw € {0,120 V(M (y,w,7),y) = 1} > 6} >1- g .

y | r dq 2
Proof. Suppose that some Turing machine M € RLNTM(¢(n)) has success probability at
least €(n) for the g-concatenation V9.

Let M’ be the Turing machine as defined in the statement of the lemma. Following the
proof of Proposition 1 in [9], we analyze the success probability of M’.

Denote the events

Successw (y) = [Hw € {0,130 V, (M (y,w,7),y) = 1} ,

Successm (Y1, - - -, Yq) = [Elw € {0, 1}¢(") cVEIM(y1, - Ygw, 1), y) = 1] .
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Let S C Y, be any set of density 3. Then, since ¢ > [2log 2] > [21n 2], using a union
bound we see that

Pr [Successm(yi,...,yg) ANIj€lq):y; €S| >e—(1—-6/2)7 > ¢€/2.
Y1,--9Yq

Thus, as we are randomly guessing the index 4, if 3j € [¢] : y; € S, the chance that we guess
such an index correctly is at least 1/q, and so

Pr  [Successm(y1;..-,Yq) Ayi € S] > <.
Y15- gyt 2q

Estimating the success chance from above, by our construction of M’, we can also obtain

Pr  [Successm(y1;..-,Yq) Ayi €S]

Y1y--4yYqg»?
= Pr [Successm(yi,...,yq) |yi €S- Pr [y €8]
Y1sorYg)i Y1sesYgi
)
=3 Pr [Successm(y1,--.,Yq) | yi € S]
Yi,---5 Yqs?
< 2 - tnax Pr [Successuy (y)]
— - max Pr [Successy
— 2 yeS MY

Putting these estimates together, we see that for any set S C Y, of density §/2,

max [Pr [Successm/ (y)]] > é (1)

By way of contradiction, suppose that

Pr {Pr [SuccessM/(y) > 6” <1-4§/2
y dq

Then there would exist some set B C Y, of density at least §/2 so that for every y € B,
Pr [Successw (y)] < 5, contradicting (1). Therefore,

€ 0
Pr|P / > || >1-=
yr[ r [SuccessM (y) > 5q” > 5

completing the proof. <

» Theorem 10 (inverter for concatenations of search problems). Let €,6 € (0,1) be arbitrary.
Let V,, : X, x Y, — {0,1} be efficiently verifiable search problem. Let q > [% log %] be
any integer. Suppose there exists some Turing machine M € RLNTM(¢(n)) that uses ¢p(n)
nondeterministic bits and p(n) random bits, and has success probability at least e(n) for the
q-concatenation V,24.

Then there exists a limited nondeterministic Turing machine M’ that uses

o(n) + {log %q"

€

nondeterministic bits, and

(p(n) +1) {log Qﬂ {log ﬂ

random bits, and such that the success probability of M’ for V,, is at least 1 — .
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Proof. At a high level, this result follows directly from Lemma 9, which yields a Turing
machine that has a large set of inputs such that for each one of those inputs, the success
probability is bounded below by a certain amount. Once such a set exists, we can instantiate
Lemma 7 to significantly boost the success probability, and obtain the desired machine.
Details follow.

From Lemma 9, we obtain a Turing machine M’ such that

Pr {Pr [Hw € {0,132 V(M (y,w,7),y) = 1} > 6} >1- ﬁ,
y | r dq 2

or in other words, there exists a set G,, C ), of density at least 1 — % such that, for all y € G,,,

Pr, [Fw € {0,1}*(™) : V(M (y,w,7),y) = 1] > 5+ We are thus set up to apply Lemma 7

25q
€

This gives us a Turing machine M” such that for M” uses ¢(n) + {1og -‘ nondeterministic

20q

€

bits, and (p(n) + 1) [log
that y with probability greater than 1 —¢/2, hence the overall success chance of M” is greater
than (1 —0/2) - Pryly € G,] = (1 —4/2)? > 1 — §, completing the proof. <

_‘ ﬂog %] random bits, and for every y € G, M will succeed on

4 Results for Cryptographic Hardness Amplification

4.1 One-Way Functions

» Definition 11. We say a polynomial-time Turing machine is a sublinearly-limited non-
deterministic Turing machine, if there exists ¢ > 0 and € € (0,1) such that M € RLNTM(cn®).
We denote the class of such Turing machines as sublinNTM. In other words,

sublinNTM := | J RLNTM(cn®).

e€(0,1)
c>0

» Definition 12. Given a function f: {0,1}* — {0,1}* and M € RLNTM(¢(n)), we refer
to the probability

rPg[“M inverts 7] = £)£ [Hw € {0,112 - M(f(z), w,r) € f7H(f(x))]. (2)

» Definition 13 (one-way for limited nondeterminism). Given an efficiently computable
function f: {0,1}* — {0,1}*, and a collection C of randomized limited nondeterministic
Turing machines, and a function a: N — [0, 1], we say that f is a(n)-one-way for C if for all
M € C, for all sufficiently large n,

Pr[“M inverts f7] < a(n).

x,r
We say that f is subexponentially-one-way for C if for all € € (0,1) and for all M € C, for
all sufficiently large n,

1
one’

Pr[“M inverts f7] <
x,r

» Theorem 14. Let p(n) = poly(n), and let f: {0,1}* — {0,1}* be (1 — ﬁ)-one-way for
sublinNTM. Then f*2m(") is subexponentially-one-way for sublinNTM.
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Proof. Suppose not. Then there exists € € (0,1) and there exists a randomized limited
nondeterministic Turing machine M € sublinNTM, such that for infinitely many n,

£)£ [“M inverts fx(%p(”))”} > 9.
Thus, there exists ¢ > 0 and ¢’ € (0,1) such that M € RLNTM(cn<)

We recall how to phrase the inversion task of a one-way function in terms of our definition
of a search problem. Let &), := {0,1}" be the domain of f, let ), := f({0,1}") be the image
of f, and let V,,: {0,1}" x f({0,1}"™) — {0,1} be defined by V,,(z,y) =1 if f(x) =y, and 0
otherwise. ,

Then we can simply instantiate Theorem 10. Set § = 1/p(n), e = 2™ , and ¢ = 2np(n).
We note that %log% =2p(n)(1+ nsl) < 2np(n) = q. Thus, applying Theorem 10, we obtain
a randomized limited nondeterministic Turing machine M’ that has success probability at
least 1 — 6 =1 —1/p(n), and that uses

1" 26 1" ’ ! 1"
ent + {log q-‘ <en® +log(4n) + 14 nc = O(nmax{<hehy
€

nondeterministic bits. Hence, M’ € sublinNTM, and succeeds at inverting f with probability
greater than 1 — ﬁ, contradicting the fact that fis (1 — ﬁ)—one—way for sublinNTM. <«

» Corollary 15. Let f: {0,1}* — {0,1}* be 1-one-way for sublinNTM. Then f*" is
subexponentially-one-way for sublinNTM.

4.2 Collision-Resistant Hash Functions

» Definition 16. A family of hash functions is a collection of polynomial-time computable func-
tions H := {'Hn: {0, 1}0er () % {0, 1} () — {0, 1}5"“‘(”)}, where n is the security parameter,
satisfying Lot (n) < lin(n). We refer to lin(n), lour(n), ley(n) as the input length, output
length and key size of the hash function, respectively. We use h,: {0,1} (n) — {0, 1},.(n) to
denote the function Hn(k,-) associated with the key x € {0, 1}ﬁey(n). We call a pair (xzo, 1)
satisfying xo # x1 and he(xo) = he(z1) a collision for h,.

Given a collection C of randomized limited nondeterministic Turing machines, we say
H,, is an e-CRHF (collision-resistant hash function) for C if for every M € C,

Pr[r « {0,1}% ™) . M (k) outputs a collision for h,] < e

We say that H,, is a subexponentially-secure CRHF for C if for all € € (0,1) and for all
M € C, for all sufficiently large n,

1

Pr[k < {0,1}%™) : M (k) outputs a collision for h,] < Zne

» Theorem 17. Let p(n) = poly(n), and let H,, be a (1— ﬁ)—CRHF for sublinNTM. Then
Hﬁ(%p(n)) is subexponentially-secure CRHF for sublinNTM.

Proof. Identical to the proof of Theorem 14, using the following search problem. Let
X, :={0,1}" x {0,1}" be the set of pairs of inputs, V,, := K be the set of keys, and let
Vit {0,137 %x{0,1}" xKC — {0,1} be defined by V,, (21, x2, k) = 1if hg(x1) = hi(z2) Axy # 22,
and 0 otherwise. <
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5 How to Extract Many Hardcore Bits

In this section, we show how OWF with ¢-limited nondeterministic hardness yields ¢ hardcore
bits (against PPT algorithms). In subsequent sections, we show that this result further
implies that OWF against Q(n)-limited nondeterministic hardness yield PRG constructions
matching the state-of-the-art efficiency. Prior constructions [16,24] with matching efficiency
required the one-way function to be secure against exponential time adversaries (a strictly
stronger assumption). In both prior work and ours, the resulting PRG is only achieves
negligible distinguishing advantage against polynomial time adversaries.

» Theorem 18. Suppose that f: {0,1}* — {0,1}* is a(n)-one-way for RLNTM(p(n)), for
some a(n) = negl(n). Let £(n) be any function such that £(n) < ¢(n). Let A <& {0,1})xn
be a random matriz. Let X <~ {0,1}". Then (A, f(X), AX) =~ (A, f(X),U,), where AX is
computed with arithmetic over Fo. That is to say, for all PPT distinguishers D,

[Pr[D(A, f(X), AX) = 1] — Pr[D(A, f(X), Ue) = 1] = negl(n)
Proof. Let Ay,..., A; denote the rows of A, and for any j < k let A;.;, denote the matrix
with rows A;, Ajq1,..., Ag. Then we can write (4, f(X), AX) = (A1, f(X), A1..X).
We will use a hybrid argument. For all i = 0,...,¢, let H; := (A4, f(X), A1.:X,Up—;),
where by convention we take Uy := 0.
Hy = (Avf(X)a U/)
Hl = (A, f(X),AlX, Ul—l)
H2 = (Aa f(X)7 AlXa AQXv UZ*Z)

Ho = (A f(X), A1 X, A X, ..., 41X, Uh)
Hy = (A, f(X), AL X, A X, ..., AX)

We will prove that if there exists an i € [¢ — 1] so that H; % H, 11, then f is not «(n)-one-way
for RLNTM(¢(n)).

Suppose that there exists some i € [¢ — 1] so that H; % H;11, and for the time being,
suppose that we know which index this is (we will modify the argument to guess the index
at the end of the proof).

Then, there exists some PPT distinguisher D, and there exists ¢(n) > 1/ poly(n), such
that for infinitely many n,

|Pr[D(Are, f(X), A1 X, Up—i) = 1] = Pr[D(Arp, f(X), A1 X, A1 X, Up—i—1) = 1]| > €(n)
If we think of A;1 2. and U;_;_; as internal coins that D can throw, then we can write this as
|Pr[D(Arit1, f(X), A1 X, Ur) = 1] = Pr[D(A1i41, f(X), A1 X, A1 X) = 1] > €(n)

Using a standard “distinguisher-to-predictor” style argument, we can obtain an adversary A
that satisfies

1
» y — A, > =
Alzﬁ_I;,X [A(A1.1+17 f(X),AllX) A’L+1X] = 2

Then, an application of Corollary 20 ensures that there is a set, call it G, C {0,1}", such
that Prx[X € G,] > €(n)/2, and for all fixed z € G,,

1
Pr [A(Aiiy1, f(x), Arx) = Ajpix] > B + 1

Atiit1
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For any fixed x € G,, we can apply Corollary 20 again to find a set Ga(x) C {0,1}**" so
that Pra, ,[A1; € Ga(z)] > E(g), and for all fixed A;.; € Ga(x),

e(n)

8

Pr [A(Al:i;Ai+17f($)aA1:ix) =Aipix| >

Ait1

NN

The idea is to then simply hard-code flu and /Alln-x into our adversary, and run the
standard Goldreich-Levin hardcore bit reduction to invert f. The trick is that while we can
easily hard-code A;.;, we need a few nondeterministic bits to guess the i-bit string A.;x. If

£ is too large, we would not be able to correctly guess this string with non-negligible chance.

However, with 4 bits of nondeterminism, we can safely guess this string, as long as € G, and
A1 € Ga(x). Since i < ¢, as long as £ < ¢, we will have enough budget of nondeterministic

bits. We observe that independence yields Pr[X € G, A Ay € Ga(z)] > (16) ,
greater than 1/ poly(n). Conditioned on this event, the GL reduction [14,31] gives a decoder
for finding x with a success chance that is also > 1/ poly(n). Finally, we need to guess the
correct index to actually apply the reduction, which we can do with probability > 1/¢, and
¢ < n, so overall, we obtain an inverting algorithm that uses exactly ¢ bits of nondeterminism

and, with probability > 1/ poly(n), finds an element of f~1(f(z)). <

We do need the following lemma and corollary, which is likely folklore, but included here
with proof for completeness.

» Lemma 19. Let X and Y be finite sets. Let D: X x Y — {0,1} be a predicate, and let
a > 0. Suppose that Pry ,[D(z,y) = 1] > a. Then for all 0 < § < «, there exists a set
G C X such that Pry[z € G] > 175 y[D(z,y) =1] > B.

Proof. We apply an averaging argument. Let G := {z € X : Pr,[D(z, y) = 1] > B}. By way
of contradiction, suppose that Pry ,[D(z,y) = 1] > o and Pr,[z € G] < 7=%. Then

Pr[D(x.y) = 1] = Pr(D(w.y) = 1fo € G Pfo € 6] + Pr[D(w.y) = 1z ¢ G| Prla ¢ G

< Pr{D(s,y) = 1l € G5 + PrlD(z.y) = s ¢ 6] Prle ¢
< Pr[D(z,y) = 1z € 6|22 4 pPrfu ¢ g
T,y 1 —ﬁ x
R Cl“_§+ﬁ<1— ‘f_g) ~a
and thus a < Pr, ,[D(z,y) = 1] < ¢, a contradiction. <

» Corollary 20. Let X and Y be finite sets. Let D: X x Y — {0,1} be a predicate, and let
p > 0. Suppose that Pry ,[D(x,y) = 1] > 1/24 pu. Then there exists a set G C X such that
Pry[z € G] > p/2 and for all x € G, Pry[D(z,y) = 1] > 1/2 4+ p/2.

Proof. Apply Lemma 19, with o = 1/2 + u, and 8 = u/2, and note %_g >a—pf. <

6 A More Efficient PRG

In this subsection, we show how to use the result from Section 5 to adapt PRG constructions
(from OWF) that previously required exponential hardness assumptions to instead use linear
limited nondeterministic hardness assumptions.

The state-of-the-art in efficient PRG constructions can be summarized as follows:
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[16]: Assuming exponentially-secure one-way functions, there exists a PRG construction
that (adaptively) invokes the OWF w(logn) times with seed length w(nlogn).

[24]: Assuming exponentially-secure one-way functions, there exists a PRG construction
that nonadaptively invokes the OWF w(logn) times with seed length w(n?).

In both cases, this efficiency (over constructions from poly-secure OWF) is achieved by
exploiting the fact that exponentially-secure OWF yield a linear number of hardcore bits.
While many other beautiful ideas are involved in these constructions (and we encourage the
reader to delve deeper into the details of these amazing papers!), exponential-security is only
used to get a linear number of hardcore bits from linear hashes (i.e. extended Goldreich-Levin).

6.1 Bits-Unpredictability Definitions

For the remainder of this section, we switch to a nonuniform adversary model. Specifically,
we adjust our definition of randomized limited nondeterministic Turing machines with ¢(n)
nondeterministic bits to include an additional read-only advice tape ay, ..., apy) for some
p(n) = poly(n). None of our proofs make use of the advice tape, so to reduce notation we
will not explicitly write the dependence on the advice tape. However, it is required by the
black box machinery in [24], which deals with nonuniform computation.

We use the same definitions as given in [24], repeated here for clarity.

» Definition 21 (Unpredictable bits). Let m = m(n), £ = £(n), A = A(n), and k = k(n) be
integer functions, and let e = €(n) € [0,1]. We say that a function family

Y m(n) ¢(n)
g={o: (03" > oy}

has (k, €)-bits-unpredictability if for every n € N and = € {0,1}m(”), there exists a set
S(z) C [¢(n)], such that, for X,, < {0,1}™™) and A & {0,132

1. for every n, E[|S(X,)|] > k(n), and,

2. for every sequence {in}, ey such that in € U,cqo1ymen S(@),

{A,94(Xn) <ins 94(Xn)i, linesxo) Fren ~c A, 94(X0)<i, U in€S(X) Fren

We say that g has k-bits-unpredictability if it has (k,n=°)-bits-unpredictability for all ¢ € N.
» Definition 22 (Random bits unpredictability). Let m = m(n), £ = {(n), A = A(n), and
k = k(n) be integer functions, and let e = ¢(n) € [0,1]. We say that a function family

= {ga: 10,1} = {0,1}}
g {g (0.1} (0.1} a€{0,1}2 (™

has (k, e)-random-bits-unpredictability if for every n € N and x € {0, 1}’”(”), there exists a
set S(z) C [0(n)], such that, for X,, < {0,1}™™) and A & {0,132

1. for every i € [¢(n)], Prli € S(X,,)] > k(n)/l(n), and,

2. for every sequence {in},cy such that in € U,cqo1ymen S(@),

{A,94(X0) <ins 94(Xn)i, linesxo) fren e 14, 94(Xn)<ins U liyes(x0) Fpen

We say that the function family g has k-random-bits-unpredictability if it has (k,n=¢)-
random-bits-unpredictability for all ¢ € N.



M. Ball and P. Crawford-Kahrl

6.2 Results for Efficient PRGs

» Theorem 23 (Bits-unpredictability from RLNTM). Let f: {0,1}™ — {0,1}" be a one-way
function for RLNTM(¢(n)) and let M,, = {0,1}"*™ be the family of all n x n matrices. Let

g = {gM: {07 1}71 - {03 1}2n}MEM"
be defined by gnr(x) :== M(f(x)), M(xz). Then g has (n + ¢(n))-bits-unpredictability.

Proof. This effectively follows immediately from Theorem 18. For an extended discussion,
see the full version of this paper. <

We note that the above construction, when applied to standard OWF that is just secure
against PPT adversaries, yields a function family with (n 4 logn)-bits-unpredictability. In
the case of an OWF for RLNTM(¢(n)), we have a dramatic increase of bits-unpredictability,
which will allow us to follow the constructions in [24] to construct a PRG with more efficient
seed lengths. The key technical piece is what we have just shown, so it simply remains to
follow the parameters through the constructions in [24].

» Corollary 24. Let f: {0,1}" — {0,1}"™ be a one-way function for RLNTM(¢(n)). Then
there exists an efficiently computable function family

I /N m/(n) ' (n)
g = {g: 0.1} 5 {0,y 0} o
with k'-random-bits-unpredictability, for m’(n) = O(n?/¢(n)), £'(n) = O(n?/¢(n)), A(n) =
n?, and k'(n) > m/(n) +n. Moreover, the construction uses [2n/¢(n)] + 3 nonadaptive calls

to f.

Proof. Assume ¢(n) > log(n) + 1. We instantiate Theorem 6.1 from [24] with r(n) :
[2n/¢(n)] 4+ 3, and the fact that the function family g given in Theorem 23 has (n + ¢(n)
bits-unpredictability.

~—

A

» Theorem 25. Let f: {0,1}" — {0,1}" be a one-way function for RLNTM(4(n)). Then,
for any function s(n) = w(1), there exists a construction of a (n.u.) poly-time secure PRG
with seed length

4.27,52 4
0 (n 5410g n,n sglogn n2>
¢*(n) ¢*(n)

Proof. The proof is nearly identical to the proof of Theorem 7.2 from [24], but uses Corol-

lary 24. Once that piece is in place, it is just a matter of checking that parameters propagate
correctly. For more details, see the full version of this paper <

7 Hardness Amplification via Randomized Iterates

Finally, we will illustrate how one can use limited nondeterministic tools for other types of
hardness amplification. One of the main issues with hardness amplification via the direct
product is that the input length blows up by a multiplicative factor, and so the construction
is not “security-preserving”. If one allows additional constraints on f, such as regularity, then
better constructions exist, such as the randomized iterate (as given in [16]).

We will show how limited nondeterminism can also be applied to the randomized iterate.
Very roughly, one of the key technical pieces is that our technique hinges on the existence of
some large set of “good” inputs so that for every element in that set, the success probability
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is lower bounded by some function. Then we can use the probability boosting Lemma 7 to
make the overall success chance approximately the same as the density of our good set. In
the context of the direct product, we showed that such a good set must exist for at least one
of the indices of the direct product.

In the context of the randomized iterate, as [16] argue, there is some index of the iterate
where one can plant the input to achieve a similar effect. The main difference is that the
proof proceeds via contradiction, arguing that if we have a one-way function, then there
must be sufficiently large “failing sets”, or else using Lemma 7 we could boost the success
probability too high.

» Definition 26. Let f: {0,1}* — {0,1}* be a function. We say that f is regular if for all
n €N, forall z,z" € {0,1}", |f~1(f(2))| = |F~1(f(@")].

» Definition 27 (Definition 3.1 from [16]). Let n € N, f: {0,1}"™ — {0,1}", and let H be
a family of pairwise-independent length-preserving hash functions over strings of length n.
ForkeN, z €{0,1}", and h = (hy,...,hx_1) € H*1, define the kth randomized iterate
fE{0, 13 x HEL — {0,1}" recursively as

fk(xr }_7“) = f(hk—l(fkil(ln (h17 EE) hk—l))))

where f(z) := f(x). To make notation easier, for m >k — 1, we let f*(z, hy,..., hp) =
F(x, b, ..., hg_1), which is to say we ignore unneeded extra hash functions as input to the
randomized iterate.

» Definition 28. Let f: {0,1}* — {0,1}4™) and let A be an algorithm trying to invert f.
We say that f has a (§(n), e(n))-failing-set for A if for large enough n, there exists a set
S(n) € {0,1}*™ such that

1. P(f(Us) € S(n)] > 6(n)

2. Yy € 8(n),Pr[3w : A(y,w) € f1(y)] < e(n)

The following lemma and proof are inspired by Claim 6.2 in [16], but are adapted to our
setting of limited nondeterminism.

» Lemma 29. Let f: {0,1}"* — {0,1}(™ be a (1 — €)-one-way function for RLNTM(¢(n)),
and let y(n) be any polytime computable function such that log(1/v) = O(n) for some ¢ > 0.
Any algorithm using ¢(n) — [log(2/7)] nondeterministic bits has an (e — 2™, ~)-failing set.

Proof. Suppose, by way of contradiction, that f: {0,1}" — {0,1}*™ is (1 — ¢)-one-way,
that v be polytime computable, and there exists an algorithm A that uses ¢(n) — [log(2/7)]
nondeterministic bits and p(n) random bits, such that it does not have a (e—27", v)-failing-set,
i.e. for infinitely many n’s, there exists £(n) C {0, 1} such that

1. Pr[f(U,) € L(n)]>1—e+27"

2. Yy € L(n),Pr,.[Fw : A(y,w,r) € f~1(y)] >~

Intuitively, we construct an algorithm MA that runs A as a subprotocol and uses the
probability boosting Lemma 7, assuming that y € £. This would imply that for all y € £, MA
would invert successfully with probability extremely close to 1, while using ¢(n) + [log(2/7)]
nondeterministic bits. In fact, by using (p(n)+1)[log %] [log 71+ = poly(n) random bits, we
can ensure that for all y € £, the probability of inverting y is greater than 1 —27". Thus, the
probability of inverting f is greater than Pr[f(U,) € £L(n)](1-27") > (1—e+27")(1-27") >
1 — €, contradicting the fact that f was (1 — €)-one-way. <
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» Theorem 30. Let € > 1/poly(n) be some polynomial-time computable function, and
let f:{0,1}" — {0,1}™ be a regular (1 — €)-one-way function for RLNTM(¢(n)). Let
k= k(n) = [4An/e(n)], let H be a family of pairwise-independent length-preserving hash
functions, and let f**1 be the kth randomized iterate. Let

g: {0,1}" x HF — £({0,1}") x H*
be defined as

g(l‘, B) = (fk+1(xa 77‘)’ B)

465

Let € be a polytime computable function. Then for any function y that satisfies v < 555,
g is € -one-way for RLNTM(¢(n) — [log(2/7)]).

Proof. By way of contradiction, suppose that f is a regular (1 — €)-one-way function
for RLNTM((b( )), and suppose that « is some polytime computable function satisfying
v < g75,5 and there exists an algorithm A € RLNTM(¢(n) — [log(2/v)]), such that for
infinitely many n’s, A inverts g with probability greater than €’. Let

A= Pr[Fw: A(f(Un),w) € 7 (F(Un))],

so that for infinitely many n’s, e > €.

Then, recalling that k(n) = [4n/e(n)] applying Lemma 32, we obtain an algorithm B*
such that for all S(n) C f({0,1}™) with Pr[f(U,) € S(n)] > €/2, we have
4.5 e

64 €EpE
PrBA(f(Un) € 71 (F(U) A F(Un) € S()] 2 o5 = 50 > 5

Thus, B has no (€/2, 53
must have an (¢/2,v) failing set, and by assumption vy <

) fooling sets. However, applymg Lemma 29, we know that BA

5. 45n5, which is a contradiction. <«

» Corollary 31. Let € > 1/poly(n) be some polynomial-time computable function, and
let f:{0,1}™ — {0,1}™ be a regular (1 — €)-one-way function for RLNTM(¢(n)). Let
k = k(n) = [4n/e(n)], let H be a family of pairwise-independent length-preserving hash
functions, and let f**1 be the kth randomized iterate. Let

g: {0, 13" x H* — f({0,1}") x H*

be defined as
gz, h) = (f** (@, h), h).

Let € be a polytime computable function. Then g is € -one-way for
RLNTM (¢(n) — O(logn) — 4log(1/€")) .

» Lemma 32. Suppose that there exists a randomized limited nondeterministic algorithm A
that uses £ nondeterministic bits and a polynomial time computable function ep such that for
infinitely many n’s, A inverts g with probability greater than ea. There exists an algorithm
BA which runs A as a subroutine exactly once and uses no additional nondeterministic bits,
such that for any set S(n) C f({0,1}™) with Pr[f(U,) € S(n)] > €/2, it holds that

64
Pr[BA(f(Un)) € f7H(f(Un)) A f(Un) € S(n)] 2 o € Q(ea/k?)
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Proof. We directly import results from Section 6.3 in [16]. The algorithm in question is built

using MA, which is defined as follows:

MA:

On input (y, h1,...,h;) € f({0,1}") x H?, where i € [k]
Ifi=k, let w=y.

Otherwise, choose h;11,...,h; € H uniformly at random and let

w = fkil(hi-i-l(y)? hi+27 SERE) hk)

Apply A(w, h1,...,hg) to get (z,h, ..., h}).
Return fi(x, hy,...,hi_1)

Then define BA as follows: on input y € {0,1}", choose a random i € [k] and h € H?, and

return h;(MA(y, h)). The analysis in Section 6.3 of [16] proved that

r[BA(f(Un)) € FTH(F(Un)) A f(Un) € S(n)] = €4/9k°

which completes our proof. <
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