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—— Abstract

Differential privacy (DP) is the de facto notion of privacy both in theory and in practice. However,
despite its popularity, DP imposes strict requirements which guard against strong worst-case scenarios.
For example, it guards against seemingly unrealistic scenarios where an attacker has full information
about all but one point in the data set, and still nothing can be learned about the remaining point.
While preventing such a strong attack is desirable, many works have explored whether average-case
relaxations of DP are easier to satisfy [17, 28, 5, 22].

In this work, we are motivated by the question of whether alternate, weaker notions of privacy
are possible: can a weakened privacy notion still guarantee some basic level of privacy, and on
the other hand, achieve privacy more efficiently and/or for a substantially broader set of tasks?
Our main result shows the answer is no: even in the statistical setting, any reasonable measure of
privacy satisfying nontrivial composition is equivalent to DP. To prove this, we identify a core set
of four axioms or desiderata: pre-processing invariance, prohibition of blatant non-privacy, strong
composition, and linear scalability. Our main theorem shows that any privacy measure satisfying
our axioms is equivalent to DP, up to polynomial factors in sample complexity. We complement
this result by showing our axioms are minimal: removing any one of our axioms enables ill-behaved
measures of privacy.
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1 Introduction

Differential privacy has won. It is the de facto formalization of privacy both in theory (see,
e.g., the textbooks [13, 27, 24]) and in practice (see, e.g., its use in the U.S. Census [3] and
by various technology companies [1, 29, 9]).

» Definition 1 ((¢, ¢)-Differential Privacy, [12, 11]). A randomized algorithm M : X™ =Y is
(e,8)-DP if, for every S,S" € X™ differing in only one of the n coordinates and Y’ C Y,

Pr[M(S) e Y| < e -PrIM(S") e Y] + 6.
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A large part of the reason that differential privacy (DP) has been so successful is the extensive
toolkit of DP algorithms for a variety of basic primitives [13]. This toolkit can then be
combined with strong composition: The sequential combination of k-many of these primitives
has a privacy loss (¢ in Definition 1) that scales sublinearly in k [15, 19]. This allows for
efficient and simple construction of DP algorithms for a variety of tasks (see e.g. [2] for how
strong composition enables differentially private deep learning). This work is motivated by
the following question.

» Question 1. How inevitable was Definition 17 Is it possible to construct a materially
different formulation of privacy that still satisfies strong composition?

A natural reason to suspect alternative definitions of privacy may be useful is that Definition 1
guards against an incredibly strong, and in some cases unrealistic, attack. Even if the attacker
is able to freely manipulate all but one point in the dataset, corresponding to the n — 1
points S and S’ agree on, they must still learn almost nothing about the one unknown
point. In statistical settings, we model the entire dataset as being drawn from some unknown
distribution S ~ D™, in which case the attacker is not nearly as strong as Definition 1
suggests. That observation has motivated a number of relaxations of DP in which privacy
must only be preserved on more “typical” datasets [17, 28, 5, 22].

Our main result shows that we may as well use the worst-case definition of differential
privacy.

Even in the statistical setting, any reasonable measure of privacy that satisfies strong
composition is equivalent to Definition 1 up to polynomial factors in the sample
complexity.

To formalize this, we define the following four privacy axioms that we posit should be satisfied
by any measure of privacy that is both reasonable and useful.!
1. Preprocessing: Privacy is preserved under preprocessing. Specifically, privacy should hold
regardless of the ordering of the dataset, and regardless of the ordering of the domain.
2. Prohibits blatant non-privacy:
a private algorithm should not reveal almost all of the dataset.
3. Strong composition: the privacy measure should grow sublinearly under composition. IL.e.,
the composition of f-many e-private algorithms should be O(ef%)-private, for some & < 1.
4. Linear scalability: the privacy measure should decrease linearly with the number of
samples.
See Section 2 for a more detailed description of these axioms, and justification for why we
view these axioms as both reasonable and usable.
With these axioms in place, our main results are captured by the following three theorems.
The first and most important theorem states that any algorithm satisfying our axioms is
also differentially private:

» Theorem 2 (Our axioms imply differential privacy). Let P be any privacy measure that
satisfies Axioms 1-4 and M : X™ —'Y be any algorithm that is P-private. For any €,0 >0
and m = poly(n,1/e,log(1/§)) there is an (¢,6)-DP algorithm M’ : X™ — Y that is
equivalent (as in Definition 6) to M.

! By a privacy measure, we mean a scalar quantity (M) associated with an algorithm M, and we say
that M is P-private if P(M) is at most 1.
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The exact polynomial in Theorem 2 depends on the constant ¢ in our our strong composition

axiom (Axiom 3). The best known constant for strong-composition is ¢ = 1/2, in which case

the sample-size in Theorem 2 would be m ~ n?, provided the domain X is not too small.?

We refer the reader to the full version of this work [6] for the formal version of Theorem 2.

We note that given the known equivalences between DP, replicability, and various notions of

stability, Theorem 2 shows that these other notions are also implied by our axioms.
Second, we show that differential privacy satisfies our axioms.

» Theorem 3 (Informal). Approzimate differential privacy (Definition 1) satisfies Azioms 1-4.

Lastly, we show that removal of any one of our axioms would allow for measures of privacy
that do not intuitively align with any reasonable notion of privacy. The reader can find a
brief overview of what those nonsensical privacy measures are in Section 3.3. For an in-depth
discussion we refer the reader to the full version of this work [6]. We do have the following
simple implication of those results.

» Theorem 4 (Minimality of our axioms). Theorem 2 does not hold if P is allowed to not
satisfy any one of Axioms 1—.

Organization of Paper. In Section 2, we present our framework and our axiomatic formula-
tion of privacy; in Section 3, we give high level overviews of the proofs of our main theorems,
and in Section 4 we discuss related work and several open problems raised by our framework.
The formal proofs of Theorems 24 can be found in the full version of this work [6].

2  Our Framework

All of our equivalences will hold with respect to algorithms that solve statistical tasks.

» Definition 5 (Statistical task, [16, 7]). A statistical task is defined by a set of distributions
2 over data domain X, an output space Y and a mapping T from distributions D € 9 to
valid responses T(D) CY. An algorithm M : X™ =Y solves T with failure probability S if,
for all D € 9,
Pr [M(S) e T(D)] >1- 8.
S~Dn

Statistical tasks capture essentially any setting where the algorithm is learning from i.i.d.
data. We note that in many such tasks, there is an error parameter €. This parameter is
implicit in Definition 5 as we can define 7 (D) to only consist of outputs that are “c-good.”
For example, if we aim to capture realizable PAC learning of a concept class C to error
1 — ¢, then 2 would consist of all distributions over labeled pairs (x,y) where y = f(x) for
some single f € C with probability 1. The valid responses 7 (D) would be any hypothesis
h satisfying Prg yp[h(x) = y] > 1 — . Our notion of equivalence will be agnostic to the
particular statistical task an algorithm wishes to solve, and hence, automatically applies to
all goals and error parameters.

» Definition 6 (Equivalent algorithm). We say an algorithm M’ : X™ — Y s (8,5')-
equivalent to M : X™ —'Y if, any statistical task that M solves with failure probability 3,
M’ solves with failure probability 5.

2 Our actual analysis case splits on the size of the domain, and gets a worse polynomial on very small
domains.
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2.1 Privacy measures and our axioms

To formalize Theorems 2—4 we define a series of axioms that any reasonable and useful
privacy measure should satisfy.

» Definition 7 (Privacy measure). A privacy measure is a mapping P from (possibly random-
ized) algorithms M : X™ — 'Y to their level of privacy, parametrized as a number on R>q.
We adopt the convention that a lower values for P(M) indicate that M is more private. It
will often be useful to succinctly say that M is P-private if P(M) < 1.

We remark upon a few basic properties about Definition 7. First, as is typical of previous
definitions of privacy, a single privacy measure P must provide privacy levels for algorithms
taking in samples of all sizes n € IN. Later, our scaling axiom (Axiom 4) will enforce some
amount of consistency between how P behaves on different sample sizes.

Second, Definition 7 is a single parameter definition of privacy, in contrast to the two-
parameters of DP (Definition 1). This single parameter was a deliberate choice. A guiding
philosophy in the development of our axioms was to not directly enforce specific meaning
to the privacy value P(M), as we did not want our axioms to be biased by the meaning of
¢ and J in DP. If we had a two (or more) parameter definition of privacy, we would need
our axioms to somehow encode the distinction between those parameters, contradicting that
guiding philosophy.

Furthermore, despite DP having two parameters, they are not of equal importance.
Typical applications of DP simply set 4 small enough to ignore and focus on . Indeed,
following the intuition that one only needs d “small enough,” we show in Section 3.2 how to
collapse Definition 1 into a single parameter in a way that respects all of our axioms.

2.1.1 Axioms any reasonable definition of privacy should satisfy

We now proceed to define our axioms, beginning with those that any “reasonable” definition
of privacy should satisfy. The first axioms encodes some basic operations that should maintain
privacy.

» Axiom 1 (Preprocessing maintains privacy). We say a privacy measure P satisfies the

preprocessing axiom if the following is true.

1. Reordering the input maintains privacy: For any algorithm M : X™ — Y and
permutation 7 : [n] — [n], defining

Mo W(S) = M(Sﬂ(1)7 .. .,Sﬂ(n)),

we have that P(Mo7) < P(M).
2. Remapping the domain maintains privacy: For any mapping ¢ : X — X and
algorithm M : X" — Y, defining

Moao(S) = M(a(S1),...,0(Sn)),
we have that P(M o o) < P(M).

The first criteria, that reordering the input maintains privacy, says that under P it is
equally bad to leak information about the i*" point and j*® point for any i,j € [n]. The
second criteria similarly says that it is equally bad to leak information about users x and z’
for any z,2' € X.
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While both of these criteria are intuitively reasonable, we also provide more formal
justification for their inclusion as axioms. In the full version, we show show that removing
any one of our four axioms would allow for ill-behaved privacy measures, illustrating why
these axioms are necessary (see Section 3.3 for a briefer overview). Since Axiom 1 has two
criteria, we will furthermore show that removing either of them would similarly result in
ill-behaved privacy measures, helping to justify why both are necessary.

Our second axiom requires private mechanisms to not reveal (essentially) the entire
dataset. This is the only axiom that directly enforces that P measures some notion of
privacy.

» Definition 8 (Blatantly non-private). A mechanism M : X™ — 'Y is blatantly non-private
if there is a “high-entropy” distribution D (formally D(z) < 1/(100n?) for all x € X ) and
adversary A mapping mechanism outputs y € Y to datasets S’ € X" for which®

B, l}:nxesq

S'+—A(M(S)) LzeS

> 0.9n.

The “high-entropy” requirement of Definition 8 is designed to ensure the adversary’s task
is not too easy. In particular, it means that if the adversary were not able to see the M’s
output, it would not even be able to guess a single point in S. This stands in sharp contrast
to the adversary being able to guess nearly all of S upon seeing M’s output.

» Axiom 2 (Prohibits blatant non-privacy). We say a privacy measure P satisfies the prohibits
blatant non-privacy axiom if any P-private algorithm is not blatantly non-private.
2.1.2 Strong-composition axioms

While the first two axioms were meant to be minimal requirements of any privacy definition to
capture some reasonable notion of privacy, our next two axioms together formalize the notion
of strong composition. As discussed earlier, the fact that the privacy costs of Definition 1

scale sublinearly with composition is crucial to the widespread adoption of differential privacy.

Our next axiom encodes that the composition of ¢ many algorithms each of which have
privacy level € results in an algorithm with privacy level & := ¢ - £¢. We will state this in the
minimal form we need: In particular, we only need that the composed algorithm is P-private
whenever ¢’ < 1.

» Axiom 3 (Strong composition). For ¢ < 1, we say a privacy measure P satisfies c-strong
composition if for any algorithms M, ... M : X" — Y all satisfying P(M?) < ¢ and

e = O(c - £°) = O - £ - polylog(n)),

if ¢/ < 1, then the composed algorithm M’ : X™ — Y that takes in a sample S € X" and
outputs the £ responses (M1(S9),..., M*(S)) is P-private.

Interestingly, we are able to define Axiom 3 to be qualitatively weaker than the strong
composition DP satisfies. DP satisfies adaptive strong composition, where the choice of M;
may depend adaptively on the outputs of My,..., M;_1. In contrast, Axiom 3 only requires
strong composition to hold when Mi,..., M, are fixed in advance. Yet, we are still able
to show that our axioms imply DP. This shows, in some sense, that non-adaptive strong
composition is enough to derive adaptive strong composition.

3 This constant of 0.9 could be replaced with any ¢ < 1.
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Axiom 3 on its own is not enough to enforce any reasonable notion of strong composition
because it does not enforce any notion of scaling. For example, suppose we had some privacy
measure P that only satisfied linear composition? (Axiom 3 with ¢ = 1). Then, we could
simply define a new privacy measure P’ as P'(M) = \/P(M). This new measure would
satisfy Axiom 3 with ¢ = 1/2. Our last axiom rectifies this.

» Axiom 4 (Linear scalability). We say a privacy measure P satisfies linear scaling, if for some
polynomial p : R? — R, any P-private algorithm M : X™ — Y, any failure probability 8 > 0,
and any large enough k > p(n, 1/5), there exists a (3, 8’ .= O(8))-equivalent algorithm M’
taking in m = kn samples that satisfies P(M’) < O(1/k).

Roughly speaking, linear scalability says that the privacy level can be improved by a factor
of 1/k by increasing the sample size by a factor of k. For example, one common way to
amplify privacy is subsampling, meaning M’ is the randomized algorithm which runs M on
a uniform size-n subsample of its size-m input dataset. Indeed, for Definition 1, subsampling
an (g,9)-DP algorithm by a factor of k leads to an (¢/k,§/k)-DP algorithm, though we will
need a slightly more complicated amplification algorithm after we collapse € and § to a single
parameter (see Lemma 7.1 of the full version [6]).

Axioms 3 and 4 are best viewed as together enforcing the following notion of strong
composition. If the goal is to do a sequence of £ operations that each require a sample of size
n to perform privately, then only need a single sample size of n - £1 =) That is, we require
some non-trivial improvement over a strategy that, for example, uses n separate samples
for each of the ¢ operations. We prefer this definition of strong composition in terms of the
sample size required for £ many operations over explicit definitions that enforce a particular
meaning to the value of P(M) in lieu of Axiom 4.

3 Technical Overview

3.1 Overview of Theorem 2: Qur axioms imply DP

Given any privacy measure P satisfying our axioms and P-private algorithm M, we wish to
construct an equivalent M’ that is (e,d)-DP. To do so, we use the following intermediate
notion of stability.

» Definition 9 (TV-Stability, also called TV-indistinguishability by [20])). The TV-stability of
an algorithm M : X™ =Y under distribution D is defined as

stabg, (M, D) = s,sEiDn [dry(M(S), M(S"))].

We simply say M is p-TV-stable if staby, (M, D) < p for all distributions D over X.

This definition is useful because (slight modifications) of the results of [7] allow us to convert
any TV-stable algorithm into an equivalent DP algorithm (see Lemma 6.1 of the full version
[6] for a formal statement of that conversion). Most of our effort goes into converting a
‘P-private algorithm into a TV-stable algorithm.

» Theorem 10 (Our privacy axioms imply TV-stability). Let P be any privacy measure
that satisfies Axioms 1-4 and M : X™ — Y be any algorithm that is P-private (that is,
P(M) < 1.) For any constant p > 0 and m = poly,(n), there is a T'V-stable algorithm
M X™ =Y that is equivalent to M.

4 As in the case for the average-case variants of DP defined in (17, 28, 22]
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To prove Theorem 10, we show, roughly speaking, that for any non-TV-stable algorithm
M : X™ — Y there exists algorithms My, ..., M, for £ =~ m satisfying,

1. Each M; can be formed by preprocessing M, and therefore, by the Axiom 1 (prepro-
cessing), should have the same privacy.
2. The composed algorithm Momp that takes as input S and outputs the tuple

(M4(S), ..., My(S)) is blatantly non-private.

By Axiom 2 (prohibition of blatant non-privacy), we can conclude that M comp is not P-private.
Then, Axiom 3 (strong composition) says that at least one M; must satisfy P(M;) > Q(£~°).
By Axiom 1 (preprocessing) this in fact means that P(M) > Q=) = Q(m ).

By contrapositive, this allows us to prove something just short of our goal: Any M
satisfying sufficiently strong privacy, P(M) < O(m~°), then M itself must be TV-stable.?
In contrast, Theorem 10 only assume that M is P-private. Here, we can exploit linear
scalability: Using Axiom 4, we can convert any M : X™ — Y that is P-private to an
M X™ = Y satisfying P(M’) < (1/m~¢) with only a polynomial increase in the sample
size. This is the step where we crucially utilize the combined power of linear scalability and
strong composition: Ultimately, we want to convert any P-stable algorithm using n samples
into one using O(m) samples with the additional property that it can be composed m times
and still be P-stable. Axioms 3 and 4 together allow us to do this.

3.1.1 Exploiting TV-unstable algorithms

The key step in proving Theorem 10 is to show that if we compose =~ m many preprocessed
copies of a non-TV-stable algorithm M : X™ — Y| we will obtain a blatantly non-private
algorithm. To prove this, we show a single random preprocessing reveals much information
about the sample. It will be most convenient to state this lemma in terms of algorithms that
take as input an unordered size-m set as input, and we will use (fi) to denote all such sets.

» Lemma 11 (Key lemma, uniform permutations distinguish far samples). For any M : (i) —Y
where | X| > 2m, define

p = E

o Jarvmes), mesy) |1s s = o). (1)
S,S’NUnlf((fn))

Then, for any S, S’ € (i) and o : X — X a uniform permutation,
Eldrv(M o o(S), Mo a(S")] > g - dist(S, S)/m,

where dist(S,S") :=m —|S N S| is the number of points S and S’ differ on.

Since we start with a M that is not TV-stable, the quantity p in Equation (1) is promised
to be somewhat large. Lemma 11 says that, if we draw just one o, the algorithm M o o
provides roughly “€Q(1) bit” of useful information in distinguishing any S and S’ that are
somewhat far, satisfying dist(S,S’) > 0.01n. Since the number of possible datasets S is

(lfil), it is possible to determine a dataset close to S by observing M ooq,..., M ooy for
¢ = O(log (InXl\)) = O(mlog|X]). We furthermore show in the body of the paper how to

reduce to the case where | X| = O(m?), in which case £ = O(mlogm) suffices.
The key step in proving Lemma 11 is constructing the following random walk.

5 We note that there are some caveats to this statement: Briefly, it only holds for symmetric algorithms,
those whose output does not depend on the order of its input, and assumes the domain is not too small.
Both details are handled in the body.
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» Lemma 12 (Random walk to disjoint samples). For any S, S’ € (1)), setting d = dist(S, S")

and k == [m/d), there exists random variables T°, ..., T* with the following properties:

1. For any i € [k] the marginal distribution of (T*~1,T%) is equal to the distribution of
(a(9),0(S")) when o : X — X is a uniform permutation.

2. The marginal distribution of (T°,T*) is equal to the distribution of U,U’ ~ Unif((i))

conditioned on [U NU’| = 0.

The intuition behind Lemma 12 is that 7% can be formed by “rerandomizing” exactly

d many of the elements in T°~!. As long as we have at least m/d steps, we can ensure all

elements get rerandomized. The actual proof of Lemma 12 is a bit precise. In particular

we need to use a non-Markovian walk (in that the distribution of T is not independent of

T!, ..., T2 conditioned on T%~1) for the following reasons:

1. In order to ensure all elements get rerandomized, the steps of the random walk cannot
be independent. Instead, we enforce that the elements rerandomized in each step are
different, while still ensuring that all the pairwise marginal (T°~!, T%) have the right
distribution.

2. When m/d is not exactly an integer some elements will be rerandomized twice. In this
case, we need to ensure that no element accidentally gets rerandomized back into an
element appearing in T as that would cause dist(T°, T*) < m.

Nonetheless, we show with a careful construction that Lemma 12 holds.

3.2 Overview of Theorem 3: DP satisfies the axioms

Since Definition 1 has two parameters, ¢ and §, we must collapse them to one parameter for
our framework. We do this by defining,

Pop(M) = argmin{/\/l c X" Y is (e = OW?), 0 = @(v8/5/n3)—DP}. (2)

There is just one of many ways to collapse € and § into a single parameter in a way that
respects our axioms. The exponents 4/5 and 8/5 could be replaced with « and 2« for any
a € (0.5,1). Furthermore, the n® factor could be replaced with any n® for 8 > 3. With this
privacy measure, we can state the formal version of Theorem 3. We first state the formal
version of Theorem 3.

» Theorem 2 (DP implies our axioms, formal version). The privacy measure
Pop(M) = argmin{/\/l (X" Y is (e = O(wY%),6 = 9(v8/5/n3)—DP}

satisfies Axzioms 1—4.

The reason we want § to be much smaller than ¢ is because that’s the regime in which
differential privacy satisfies strong composition. The following well-known theorem shows
that DP has strong composition.

» Theorem (DP-Strong-Composition, Theorem 3.20 in [13]). For all£,6 > 0, if M, ..., M*
are (e,6)-differentially private, then the composed algorithm (M, ..., M*) is (¢/,5')-
differentially private where ¢’ .= 246 and

g =e\/LIn(1/(£6)) + Le(ef —1).
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Given that we have forced § to be small, we cannot simply use subsampling [4] to ensure
that Ppp satisfies linear scalability, as subsampling’s effect on § is too mild. Instead, we

use (a small modification of) a recent result of [7] to prove Ppp satisfies linear scalability.

See Lemma 7.1 of the full version [6] for this amplification procedure and the surrounding
discussion for comparison to [7]’s result. Given the well-known strong-composition theorem
for DP and this amplification procedure, showing that Ppp satisfies all our axioms is
straightforward.

3.3 Overview of Theorem 4: Necessity of our axioms

Here, we explain why all four of our axioms are necessary. For each axiom, we exhibit
ill-behaved notions of privacy that would be allowed if we removed the axiom. In the case
of Axiom 1, we even show this is true if only one of the two parts of it are removed, and
in the case of Axiom 3, we will show it is true even if we replace strong composition with
linear composition (i.e. setting ¢ = 1). The proof of Theorem 4, given in the full version, will
build on these ill-behaved privacy measures by showing that they allow algorithms solving
statistical tasks that no differentially private algorithm can solve..

If we remove just the first part of Axiom 1, that reordering the input maintains privacy,
then there is a privacy measure satisfying the remaining axioms, that we call Ppai¢, which
deems the algorithm M : X™ — X 1"/2] that outputs the first half of its dataset perfectly
private, satisfying Ppar(M) = 0.

If we remove the second half of Axiom 1, that remapping the domain maintains privacy,
then there is a privacy measure satisfying the remaining axioms, that we call Ppeavy, that
deems the following algorithm perfectly private: Let M : X™ — X™ U {@} be the algorithm
with the following behavior:

M(S) =

S if there is some x appearing at least 0.6n times in S.
& otherwise.

Essentially, M is allowed to leak the entire dataset if there is any element appearing
frequently enough. Despite this leakage, Pheavy(M) = 0, indicating that M should have
“perfect” privacy. We further observe that Ppeavy still satisfies that permuting the domain
maintains privacy. This shows that we could not have replaced the arbitrary mappings
o: X — X in Axiom 1 with arbitrary permutations without allowing this ill-behaved notion
of privacy.

If we remove Axiom 2 (prohibition of blatant non-privacy), then a privacy measure
Pan that deems all algorithms perfectly private, i.e. Pan(M) = 0 for all M, satisfies the
remaining axioms.

If we relax strong composition to linear composition, i.e. allow ¢ =1 in Axiom 3, then
there is a privacy measure, that we call Pjunta with the following behavior: The algorithm
M : X" — XF* which outputs the first k points in its dataset satisfies Piunta(M) = % For
example, an algorithm which outputs the first half of its dataset is still Pjunta-private.

If we remove Axiom 4 (linear scaling), then there is a rescaling, P /g, of the above

privacy measure that satisfies the remaining axioms. The algorithm M : X™ — X* which
outputs the first k points in its dataset is satisfies P smm(M) = 4/ % This still has
essentially the same consequences as if we weakened Axiom 3. For example, we still have
that the algorithm which outputs the first half of its dataset is P /mga-private.

junta
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4 Discussion and Related Work

Computational efficiency. In Theorem 2, we guarantee that any sample efficient P-private
algorithm M can be transformed into an equivalent DP algorithm M’ with approximately
the same sample complexity. While our transformation is constructive, it does not necessarily
preserve computational efficiency. Part of the reason is that Axiom 4 does not require
the scaling to preserve computational efficiency, and we utilize a scaled version of M to
construct M’. This choice to allow for non-computationally efficient amplification is crucial
to Theorem 3 as we utilize the following (computationally inefficient) procedure to prove
that DP fits our axioms:

» Theorem (DP-Amplification, [7]). For any (¢ = O(1),6 = O(1/n3))-DP algorithm M :
X™ = Y, there exists an equivalent (¢',8')-DP algorithm M’ : X™ — Y wusing m =
1/¢" - poly(n,log1/§’) samples.

We remark that there is a computationally efficient way to amplify an (e, §)-DP algorithm
to (e/k,0/k)-DP at the cost of a O(k) increase in the sample size, via subsampling [4]. While
subsampling’s linear amplification of ¢ is as good as DP-Amplification, the linear amplification
of ¢ is not sufficient for our purposes, and so we need to utilize the computationally inefficient
amplification of DP-Amplification.

As far as we are aware, despite it being of independent interest, it is unknown whether a
computationally efficient analogue of DP-Amplification exists. More broadly, we leave open
the possibility that it is possible to obtain a computationally efficient analogue of our results,
possibly by adjusting the axioms appropriately.

Other formalizations of differentially privacy. We focused on the well-studied (g, §)-DP
formulation of Definition 1 (often called approximate DP). One popular alternative, pure
DP, is equivalent to Definition 1 where § is fixed to be 0. We did not focus on pure-DP
because it does not satisfy strong composition, which makes it more difficult to utilize in
practice and also that it does not fit our axioms. That said, it would be interesting to
come up with an alternative set of axioms that characterize pure DP in the same sense as
our axioms characterize approximate DP. One tempting solution is to simply remove our
strong composition axiom (Axiom 3). However, as we show, removing Axiom 3 allows for a
degenerate privacy measure which is much weaker than pure DP, so a different approach is
needed (see Section 8 in the full version [6]).

A second popular generalization of approximate DP follows from the simple observation
that algorithms are not (g,d)-DP for a single fixed choice of ¢ and 4. Rather, for any
algorithm M, there is an entire “curve” e : R>¢ — Rx>¢ for which M is (¢(¢),d)-DP for
all choices of § > 0. There are a variety of formulations of DP that bound the behavior
of this curve (e.g. through bounding appropriately defined “moments”) such as Réyni DP
and concentrated DP [23, 14, 8]. These variations are popular precisely because they allow
for easy (and often strong) composition, and in appropriate parameter regimes, also are
amplified by subsampling. We refer the reader to [25] for an excellent overview.

Given this, it’s natural to expect these variants would play nicely with our axioms. Indeed,
we show in that the privacy measure that assigns to M the smallest privacy value v s.t. M
is (2, v/v)-Réyni DP respects all our axioms with an even more straightforward analysis than
the proof of Theorem 3 (For more details we refer the reader to appendix of the full version).
In the other direction, we show a variant of Theorem 2, that our axioms imply Réyni DP.
One distinction between that statement (This corresponds to Theorem 7 in the full version)
and Theorem 2 is that the Réyni DP algorithm has a sample size that depends on loglog |Y],
which we also show is necessary in the appendix of the full version.
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Related Work. Perhaps most in the spirit of our results is recent work on reproducibility [18],
and in particular the followup paper of Bun et al. [7] (see also [20]). That work examines
the broader context of algorithmic stability, which are various ways of formalizing that
an algorithms output does not depend too much on its input. They show that some of
these measures of stability, replicability, max-information, and perfect generalization, are
equivalent to differential privacy using the same formalization of equivalence as us. Measures
of algorithmic stability and privacy share many of the same basic properties. In some sense,
the only distinction between algorithmic stability and privacy is simply that measures of
algorithmic stability were designed for applications other than privacy. Indeed, one could
just as easily view our axioms as desirable properties for any measure of algorithmic stability.
From this perspective, our work is a natural evolution of [7] as we show all measures of
stability satisfying our axioms are equivalent to privacy. We also utilize some of their
techniques to prove our results.

More broadly, there have been several works formalizing axioms that any “reasonable”
definition of privacy should satisfy. Often this includes an axiom or assumption that privacy
should be some measure of distance between the distributions M(S) and M(S”) for worst-case
S and S’ (as in Definition 1). This includes [21, 26], which both investigate what measures
of distance satisfy other reasonable axioms. Also in this spirit is the central limit theorem
of [10]. Roughly speaking, it says that if we consider only privacy definitions based on some
distance between M(.S) and M(S”), in the limit of many compositions, we may as well define
“Gaussian differential privacy.” The key distinction between all of these works and ours is
that we aim to justify why the most successful privacy definitions are measures of distance
between M(S) and M(S’) for worst-case S and S’, whereas previous works take that as an
assumption or axiom.
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