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—— Abstract

In Diffie-Hellman key exchange, the commutativity of power operations is instrumental in the
agreement of keys. Viewing commutativity as a law in abelian groups, we propose Diffie-Hellman key
exchange in the group action framework (Brassard—Yung, Crypto’90; Ji-Qiao—Song—Yun, TCC’19),
for actions of non-abelian groups with laws. The security of this protocol is shown, following
Fischlin, Giinther, Schmidt, and Warinschi (IEEE S&P’16), based on a pseudorandom group action
assumption. A concrete instantiation is proposed based on the monomial code equivalence problem.
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1 Introduction

1.1 Background

Diffie-Hellman key exchange and commutativity. The celebrated Diffie-Hellman key
exchange [39] is a public-key protocol allowing two parties to agree on a common key. This
protocol is of significant historical importance and is widely used in practice.

Let us quickly review this protocol. For a prime p, let C}, be a cyclic group of order p and
v € Cp a generator of C,. Alice (resp. Bob) randomly sample a € [p —1] :={1,...,p — 1}
(resp. b € [p — 1]). Alice computes v* and sends it to Bob. Bob computes 7° and sends it to
Alice. Alice computes (7°)® = 4*® as her key. Bob computes (y?)? = v as his key.
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It is readily seen that the commutativity of ab = ba ensures that v** = 4% so Alice
and Bob share the same key. The role of commutativity is natural and crucial, so various
attempts to generalize Diffie-Hellman tried to exploit commutativity in one way or another,
even when dealing with non-commutative objects [70, 72].

An intriguing question is then whether commutativity could be generalized or relaxed for
reaching key agreement in the Diffie-Hellman-type key exchange protocols. Our goal in this
article is to propose a natural generalization via group laws in the framework of group action
based cryptography [26, 58].

Group action based cryptography. Cryptography based on group actions was first studied
as a framework by Brassard and Yung [26], who proposed the definition of one-way group
actions and presented some cryptographic applications. Couveignes developed this framework
further but with a focus on commutative groups in [35], and one contribution of Couveignes
is the proposal of using class group actions on elliptic curves in cryptography.

Diffie-Hellman key exchange can be formulated via group actions, as observed by Brassard
and Yung [26] and Couveignes [35]. Using the notation in the description above, define the
set S to be Cp \ {id}, the cyclic group C, excluding the identity element id. The group
G := Aut(C)) is the automorphism group of C),. Note that G is isomorphic to (Z/pZ)*, the
multiplicative group of Z/pZ, so we can identify a € G as an element in (Z/pZ)*. The group
action is then a € (Z/pZ)* sending § € S = C), \ {id} to §°.

Recently, two works [58, 2] further developed this framework by introducing new notions
such as pseudorandom group actions (which naturally generalizes the Decisional Diffie—
Hellman assumption [21]) and devising more cryptographic applications. In addition, more
candidate group actions suitable for cryptographic uses were proposed. In [58], the general
linear group action on tensors was suggested as a candidate for pseudorandom group actions.
In [2], the group actions are class group actions with variations such as in [31, 17].

A major application of group action based cryptography is digital signatures. This
construction is based on the Goldreich—-Micali-Wigderson (GMW) zero-knowledge protocol
for graph isomorphism [50] and the Fiat—Shamir (FS) transformation [48]. This GMW-FS
construction has seen a recent revival as evidenced by the works [18, 34, 81] for actions by
symmetric and general linear groups, and the works [17, 46] for class group actions. See also
[22, 19, 14] for recent progress and surveys.

Concrete group actions used in cryptography. We recall some concrete group actions
proposed for use in cryptography, besides the group action underlying discrete logarithm.

On the commutative (abelian) group side, a main candidate is the action of the ideal-class
group cl(O) on the set of F,-isomorphism classes of ordinary elliptic curves over F, whose
endomorphism ring is a given order O in an imaginary quadratic field. It was later adapted
by Castryck et al. [31] to the case of supersingular elliptic curves resulting in an efficient
key exchange protocol called CSIDH. Based on CSIDH, many isogeny-based cryptographic
constructions are built, such as digital signatures SeaSign [46] and CSI-FiSh [17], threshold
signature [47], ring signatures [16], group signatures [15], blind signatures [59], updatable
encryption [63], and password-authenticated key exchange (PAKE) [1, 57].

On the non-commutative (non-abelian) group side, there are three problem families,
namely linear code equivalence [13, 18], tensor isomorphism and its variations [58, 51, 34, 81],
and lattice isomorphism [53, 11, 42]. These are based on actions by monomial groups, general
linear groups over finite fields, and general linear groups over Z. Four digital signature
schemes, LESS [18], MEDS [34], ALTEQ [20], and Hawk [42], were submitted to the NIST’s
call for post-quantum digital signature schemes, with LESS and Hawk making into round 2.
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Comparisons of some cryptographic commutative and non-commutative group actions.
When groups are commutative, then key exchange protocols and public-key encryptions can
be realized following Diffie-Hellman [39] and ElGamal [45].

When groups are non-commutative, key exchange and public-key encryption seem much
harder to achieve. To devise a public-key encryption scheme based on non-commutative
group actions was proposed in [58] as an open problem. In a recent breakthrough [55],
Hhan, Morimae and Yamakawa proposed the first public-key encryption scheme based on
cryptographic non-commutative group actions, albeit requiring the ciphertexts to be quantum.
Regarding key exchange, to the best of our knowledge, there were no proposals in vein of
the Diffie-Hellman key exchange protocols before this work. Indeed, as discussed above,
commutativity is used crucially in the original Diffie-Hellman protocol to ensure the key
agreement.

While commutative groups admit more cryptographic functionalities more easily, there
are several reasons to pursue non-commutative group actions, particularly in post-quantum
cryptography. In the context of quantum algorithms, algorithmic problems underlying
commutative group actions can usually be formulated as instances of the abelian hidden
shift problem [33]. This allows for adapting the Kuperberg’s dihedral hidden subgroup
algorithm [61] to obtain quantum subexponential-time algorithms such as for constructing
elliptic curve isogenies [32] and some recent attacks [73, 23] on CSIDH [31].

On the other hand, the non-abelian group actions used in cryptography, such as linear
code equivalence [18] and tensor isomorphism [58, 34, 81], can be cast as instances of the
hidden subgroup problem with the ambient groups being symmetric and general linear groups.
For such hidden subgroup problems, there is strong negative evidence [52, 68, 40, 41] for using
the standard techniques from Shor’s algorithms [78] and Kuperberg’s sieve techniques [61]
to obtain a polynomial-time or even subexponential-time quantum algorithm. These are
referred to as the “strongest such insights we have about the limits of quantum algorithms’
by Moore, Russell, and Vazirani [69].

Besides these considerations from quantum algorithms, the group action computation for
CSIDH is relatively slow, and to speed it up requires considerable research (see e.g. [17, 56]).
On the other hand, those non-abelian group actions based on lattices, tensors, and linear
codes are fast to compute.

Y

Quantum cryptography based on group actions. More advanced functionalities based on
non-abelian group actions can be achieved in the context of quantum cryptography. We
already mentioned the public-key encryption scheme with quantum ciphertexts by Hhan,
Morimae and Yamakawa [55]. Another exciting recent development is the quantum money
scheme based on non-abelian group action by Bostanci, Nehoran, and Zhandry [24].

1.2 Key exchange from commutativity to group laws: the framework

Our goal in this paper is to propose one approach to extend Diffie-Hellman key exchange
protocols to beyond commutativity. The key notion here is the so-called group laws.

Group laws. A law in a group G is an equation that is satisfied by any assignments of
variables by group elements in GG. For example, zy = yx is a law in abelian groups, or put in
another way, abelian groups are groups satisfying the commutative law xy = yx. Therefore,
on the one hand, laws can be used to define group classes, such as abelian groups, metabelian
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groups, and solvable groups. On the other hand, there was considerable recent research on
short laws for almost simple groups (such as symmetric groups) and general finite groups
[60, 82, 25], and these works serve as a guidance for several considerations in this paper.
With the commutative law in mind, we reformulate Diffie-Hellman key exchange for
abelian group actions as follows. Suppose an abelian group G acts on a set S from the
right. For ¢ € G and s € S, we use s * g to denote the result of ¢ € G acting on
s € S. Following Diffie-Hellman, Alice randomly samples ¢ € G and Bob samples b € G.
Alice then computes s * a and sends it to Bob, while Bob computes s * b and sends it to
Alice. Alice and Bob computes (s * b) x a and (s * a) * b respectively and they reach a
common key (s*b) *xa = s * (ba) = s * (ab) = (s * a) * b, by group action axioms and the
commutativity law. This formulation was observed independently by Couveignes [35] and
Rostovtsev—Stolbunov [76, 80] in the context of isogeny-based cryptography.

Key exchange for general group actions. The Diffie-Hellman key exchange protocol can
be readily generalized to actions of groups with laws. Indeed, let G be a group satisfying a
law, that is an equation, of the form u(a,b,c,...) = v(a,b,¢,...), where u and v are words
in variables a, b, ¢, ... and their inverses. Then by assigning these variables to Alice and Bob
appropriately, they can sample group elements from G, communicate according to u to get
Alice’s key, and communicate according to v to get Bob’s key. The agreement of their keys is
then ensured by the group law.

In Section 3, we formally present the above key exchange protocol for actions of groups
with laws, and prove its security [10, 49], based on a pseudorandom group action assumption.
One simplification we make there is to focus on laws involving just two variables, as a law
in k variables can be transformed into another law in 2 variables of length polynomially
bounded by the original law [25].

A natural question is then whether general groups admit some laws. That is, whether
certain groups are “outlaws.” To start with, note that finite groups always admit some laws.
For example, for a finite group G of order N, a naive law is %V = id. Shorter laws with two
variables exist, as Bradford and Thom showed the existence of laws in two variables of length
O(N 2/ 3) for groups of order N [25]. Still, these laws would not be useful for our purpose, as
the group order N is not polynomially bounded.

Key exchange for metabelian group actions. We now present the key exchange protocol
for actions by metabelian groups. We believe that it is a nice example to illustrate the
above ideas concretely. However, to the best of our knowledge, we do not have candidate
cryptographic actions by metabelian groups; therefore, we will move to an instantiation based
on symmetric group actions in the next subsection. We leave the search for cryptographic
metabelian group actions as an intriguing open problem.

Denoting by [a,b] the commutator of a,b. Recall that a group G is metabelian, if for
any a,b,c,d € G, [a,b][c,d] = [c,d][a,b], i.e., aba~ b~ edc d™! = ede=*d taba=tb!. In

other words, the metabelian law is xyz 'y tuvu=tv ™! = wou"tv leyz 'y~ in variables
T, Y, Uy V.
Note that [a,b][c,d] = [¢,d][a,b] is also equivalent to [[a,b], [c,d]] = id, which means

metabelian groups are solvable groups of derived length < 2.! For example, dihedral groups
and affine maps x — ax + b over a field are metabelian.

! Briefly speaking, the derived length of a group refers to the number of steps needed to reach the trivial
group {id} when repeatedly taking commutator subgroups.
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Suppose a metabelian group G acts on a set S, with g € G sending s € S to sxg € S.
While the metabelian law can be used for Alice and Bob to reach a key agreement (see below),
we need to be cautious about assigning a, b, c,d to Alice and Bob appropriately. Indeed,
some assignments of a, b, c,d € G to Alice and Bob would get us back to the commutative
setting, such as a and b to Alice, and ¢ and d to Bob. Furthermore, we need to make sure
that one sequence of communications ends with Alice holding the last group element, and
the other sequence of communications ends with Bob holding the last group element, so they
can apply these last elements to get their share of the key.

With these considerations in mind, we arrive at the following protocol.

1. Fix s € S as the public key.

2. Alice randomly samples a,d € G, and Bob randomly samples b, ¢ € G, as their private
keys.

3. Alice initiates s * a, and communicates with Bob in the following three rounds:

a. Alice%Bob """ Alice. Let t1 = s (ab).

-1 xa " Dx(b e ;
b. Alice ™™ “Bob X "0 Alice. Let ty =t * (a='b~1e).

(toxd)*c™

toxd

1
Bob Alice. Let t3 = to * (dc™1).

Alice then computes t4 = t3 x d~! as her secret key.

c. Alice

4. Bob initiates s * ¢, and communicates with Alice in the following three rounds.

a. Bob¥% Alice "% Bob. Let r1 = sx (cd).

(rixe Hxd ta

b. Bob 1 Alice

(roxb)xa ™

Bob. Let ro = ry * (¢ 1d~ta).

ok 1
c. Bob 2% Alice Bob. Let r3 = ro * (ba™1).

Bob then computes r4 = 73 * b~ ! as his secret key.

Note that by assigning a,d to Alice and b, ¢ to Bob, elements of the form s * ([a, b]) or
s % ([c,d]) are never revealed during the execution of the protocol. This ensures that we do
not get back to the commutative setting.

It is clear that Alice and Bob reach a key agreement: in Step 3, Alice and Bob follow the
sequence on the left-hand side of the metabelian law, while in Step 4, Alice and Bob follow
the sequence on the right-hand side of the metabelian law. Therefore, ¢, and r4, namely the
secret keys of Alice and Bob, are the same.

The downside is that Alice and Bob need 6 rounds of communications. Alice performs
7 group actions, and so does Bob. In general, the group action is usually assumed to be
efficiently computable. Recall that in the original Diffie-Hellman protocol, Alice and Bob
only need 1 round of communication, and each of them performs 2 group actions. Still, when
our interest is more on exploring the theoretical possibility of making use of non-commutative
group actions, we could even accommodate polynomially many rounds of communications.

A more serious problem is that we don’t know of concrete cryptographic metabelian
group actions. That is, a group action suitable for cryptographic uses needs to demonstrate
evidence for satisfying one-way [26] or pseudorandom [58] assumptions. At present, candidate
cryptographic group actions are either abelian from isogeny based cryptography [31, 17],
or highly non-abelian (almost simple) groups such as symmetric or general linear groups
[58, 81, 34, 18]. Indeed, it would be of great interest to identify candidate cryptographic
actions by non-abelian solvable groups.
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1.3 Key exchange from commutativity to group laws: a concrete
proposal

Key exchange for symmetric group actions. When we turn to symmetric groups S,,, the
group of permutations of [n] = {1,2,...,n}, some recent nice progress in group theory comes
to our aid. In [60], Kozma and Thom demonstrated laws for S,, in two variables of length
exp(O(log(n)*)). This result builds on several important works, including [64, 54]. Actually,
if a well-known conjecture of Babai [6] holds, the law length can be brought further down to
nO(oglog(n))

While the laws in [60] are close to polynomial in length, they may still be a bit too
complicated to use in cryptographic protocols. Looking into the proofs in [60], an elementary
fact about S, turns out to be crucial: 1/n fraction of permutations are full-cycles. This
means that (zy)" = id, or equivalently (zy)"/21 = (y=tz=1)1*/2] is a law that holds with
probability (at least) 1/n when x and y are randomly sampled from S,,.2

Such probabilistic laws have been studied in the literature under the name of “almost
laws”, and almost laws in two variables for S,, of length O(n®) were presented in [83]
(see [25]). Here, we shall keep using (zy)["/?! = (y~'z=1)"/2] due to its simplicity and
efficiency (length n compared to length O(n®) as in [83]).

This leads to the following protocol for key exchange based on symmetric group actions.
Let S, act on a set S, with g € S,, sending s € S to s x g. Alice randomly samples g € S,
and Bob randomly samples h € S,,. They agree on s € S which can be made public. For
Bob’s key, Alice and Bob compute and communicate s * g, s* gh, ..., s (gh)["/21=1 in turn.
In the last round, Alice sends s * ((gh)[™/21=1g) to Bob, and Bob computes s  ((gh)["/?1) as
his key. For Alice’s key, Bob and Alice compute and communicate s *x h=1, s* (h=tg™1), ...,
s* (=g~ H)/21=1 in turn. In the last round, Bob sends s * (h~1g~1)"/2=1p=1 to Alice,
and Alice computes s * (h~1g~1)L"/2] as her key.

In the case of (gh)" = id, such as gh being a full-cycle permutation, s x ((gh)/21) =
sx(h~tg=1)"/2] that is, the keys of Alice and Bob agree. While the probability for it to hold
is 1/n, it suffices for a theoretical demonstration. We then apply a blackbox transformation
from [49] to obtain key confirmation between Alice and Bob, and if it does not satisfy the
key confirmation check, we will repeat the key exchange protocol by choosing a new pair of
g and h, until (gh)™ =1id (cf. Section 5).

Security models for key exchange. There has been a long history in designing and analyzing
the security of key exchange protocols. There are basically three approaches for defining the
security of key exchange protocols [38]: indistinguishability approach [10], simulation-based
security paradigm [79, 9], and universal composability [30] or reactive simulatability [74].

For our protocol, we follow Fischlin et al’s approach [49], which follows the previous work
by Bellare and Rogaway [10] via the indistinguishability approach. The reason is that in our
protocol, especially in the instantiation, we need to make sure that the shared keys obtained
from two parties after the execution of the session are the same, and hence we need our key
exchange protocol to have key confirmation property. Basically, following [49], one needs
a key exchange protocol II that provides key secrecy and match security properties, then
Fischlin et al. [49] provide a generic transformation to obtain a key exchange preserving
those two properties with an additional key confirmation property.

2 Note that when 2 and y are assigned with uniformly sampled random permutations, their product zy is
also a uniformly random permutation.
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New security assumptions. Due to non-commutativity, our key exchange protocol requires
more rounds, and hence the transcript will consist of many elements of the form s, s * a, s *
ab, ..., etc. Therefore, a new hardness assumption is needed for the key secrecy proof to go
through following [49]. Using the protocol based on metabelian groups in Section 1.2 as an
example, we require that it is hard to distinguish between two distributions {(s, s * a, s * ab,
s*xaba™l, ... s*xaba b tede™t, s x aba= b tede=td=t)} and {(s, s * a, s * ab, s x aba™ !,
.., sxaba"tb"tede™1, s*e)} for random a, b, ¢, d, e. Note that here the shared key is
K = sxaba" b lede™'d~ ! and a random value is s*e. Besides that, we also need to consider
DLP-like (Assumption 1) and CDH-like (Assumption 2) assumptions to ensure that the
shared key cannot be obtained by the adversary from the transcript of the protocol.

Review of the group action underlying linear code equivalence. To instantiate the above
key exchange protocol, we need a concrete group action suitable for cryptographic uses.
Symmetric group actions are an important topic in combinatorics and theoretical computer
science. For example, the celebrated graph isomorphism problem can be formulated as
the orbit problem of S, acting on sets of size-2 subsets of [n] [65]. Unfortunately (for
cryptographers), graph isomorphism turns out to be (almost) easy both in practice [66] and
in theory [3]. By contrast, the linear code equivalence problem is generally regarded as a
candidate for cryptographic group actions, which asks whether two linear spaces are the
same up to permutation of, and scalar multiplications on, the coordinates. In the literature,
this version of the problem is usually referred to as monomial code equivalence, to distinguish
from permutation code equivalence, in which scalar multiplications are not considered.
Several works show that permutation code equivalence is easy in some cases [77, 8.
Therefore, monomial code equivalence is preferred for cryptographic uses, as the current
best practical algorithms for monomial code equivalence are the ones exploiting small-weight
vectors by Leon and Beullens [62, 13]. For algorithms with worst-case asymptotic analyses,
some recent works on monomial code equivalence design faster but still exponential-time
algorithms [12], by exploiting some ideas from Babai’s algorithm on permutation code
equivalence [5]. Based on monomial code equivalence, the digital signature scheme LESS [18]
was developed and submitted to the call for post-quantum digital signatures of NIST [7].

Viewing monomial code equivalence as a symmetric group action. Directly using mono-
mial code equivalence has two issues. First, it is a monomial group action instead of a
symmetric group action. This could be fixed relatively easily by utilizing group laws for the
monomial group. The second and more serious issue is the following. During our protocol, a
secret key needs to be used several times. Recall that it is straightforward to cast monomial
code equivalence as the monomial group Mon(n, ¢) acting on the set of m-dimensional codes
in Fy. With this modeling, in cryptographic protocols, the secret key is the monomial matrix
M, which is a product of a diagonal matrix D and a permutation matrix P (as in e.g. [18]).
A recent surprising discovery is that the secret monomial matrix cannot be used several
times, not even twice [36, 28, 29]. The secret key reusing is the main bottleneck for using
monomial code equivalence in our key exchange protocols.

In [43], it was shown that a symmetric group action can be extracted from the monomial
code equivalence problem. Furthermore, it was suggested there that the techniques in
[36, 28, 29] for breaking multiple uses of the secret keys in the monomial group action setting
do not carry over to this symmetric group setting, at least not directly. This makes such
group action suitable for instantiating the key exchange protocol as above.
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2 Preliminaries

Notations. Forn € N, [n] := {1,...,n}. For a finite set S, s <$ S means that the element s
is sampled uniformly and independently at random from S. We denote by |S| the cardinality
of S. An adversary is a probabilistic polynomial time (PPT) algorithm.

Given a prime power g, let F, be the field consisting of ¢ elements. Denote by Mat(mxn, q)
the linear space of m x n matrices over Fy, and Mat(n, ¢) := Mat(n xn, q). Let Mat;(m xn, q)
be the set of matrices in Mat(m x n,q) of rank min{m,n}. Let F be the linear space of
length-n row vectors over F,. We denote by GL(n, q) the group of n x n invertible matrices
over the field Fy, and D(n, ¢) the group of n x n invertible diagonal matrices over F,. The
symmetric group on [n] is denoted by S,,. By interpreting o € S,, as a permutation matrix,
we view S, as a subgroup of GL(n, ¢). A matrix in Mat(n, q) is monomial, if it is a product
of an invertible diagonal matrix and a permutation matrix. In other words, it is a matrix
where each row and each column has exactly one non-zero entries. The group of monomial
matrices is denoted by Mon(n, q).

Group actions. Let G be a group and S a set. A left action of G on Sisamap o : GxS — S
satisfying the following properties: (i) a(id,s) = s for all s € X and the identity element
id € G; and (ii) a(g, a(h, s)) = a(gh,s) for all g,h € G and s € X.

A right action of G on S can be defined similarly. For convenience, we may write * for a
right group action a, where s x g = (g, s).

Given a group action v of G on S, the orbit of an element s € S is defined as Orb(s) :=
{a(g, s) : g € G}. Note that if the group action is transitive, then Orb(s) = S for any s € S.
The stabilizer of s is defined by Stab(s) := {g € G : a(g, s) = s)} which is a subgroup of G.
The Orbit-Stabilizer theorem says that for a finite group G, |G| = |Stab(s)] - |Orb(s)].

In this paper, we shall mostly consider finite groups acting on finite sets. To use group
actions in algorithms, we assume that group and set elements have natural encodings, as
well as group operations, group actions, and random samplings of group and set elements
can be efficiently computed; see [26, 58, 2] for more details and certain variations.

Group actions in cryptography. Following [26], we say that a group action is one-way,
if for a random s, the function f, : G — S defined by f(g) := a(g, s) is one-way.® The
one-way assumption is closely related to the following algorithmic problem, known as the
orbit problem, or the vectorization problem, or the Group Action Inverse Problem (GAIP).

» Definition 1 (GAIP). Given a group action «: G x S — S, uniformly random s € S, and
uniformly random t € Orb(s), find g € G such that a(g,s) = t.

Another problem is called the parallelization problem, or the Group Action Computational
Diffie-Hellman (GACDH) problem [67], defined as follows.

» Definition 2 (GACDH). Given a group action oo: G x S — S, s € S, a(g, s) and a(h,s)
for uniformly-random g, h € G, compute a(gh, s).

A third problem, known as the Group Action Decisional Diffie-Hellman (GADDH) or
pseudorandom group actions [58, 2], is defined as follows.

3 In [26], the definition of one-way group actions is slightly different, in that the function fs only needs to
be one-way for a chosen s.
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» Definition 3 (GADDH)). A group action o : G x S — S is pseudorandom, if no PPT
adversary can distinguish between the following distributions: (1) (s,t) for s,t <5 .S and (2)
(s,t) for s <% S and t <3 Orb(s).

Note that for efficiency improvements of many constructions based on group actions, we
need to consider variants of the above problems for more instances; see [17, 19] for details.

Security model and security properties. We consider two-party protocols which are defined
by an interactive program II that parties execute locally where parties belong to either a set
of clients or a set of servers. For a detailed setting of the security model that underpins our
key exchange protocols, we refer readers to our full version [44], which follows the definitions
in [49, Sections II]. We also briefly recall the security properties required for key exchange
protocols. As seen in [27, 49], the first two traditional properties are key secrecy, which
ensures that (fresh) keys function as random secrets known only to the legitimate participants,
and match security, which captures the correctness and soundness of the protocol. The last
property is key confirmation, first defined in [49, Section III], which guarantees participants
have the same key after the execution of the protocol/session. In what follows, we will
just describe our protocol II and prove that I provides two essential properties, i.e., match
security and key secrecy. This is because [49, Theorem 5.1] shows that the key confirmation
property can be obtained by invoking the blackbox transformation in [49, Figure 4]. Again,
please see our full version [44] for further details.

3 Key exchange for actions by groups with laws

3.1 The key exchange protocol

Words and laws. We define words and laws in two variables. This is partly for convenience
and also due to the fact that k-variable laws can be turned to 2-variable laws by a polynomial
blow-up in length [25]. We note that k-variable laws could be more efficient in practice.

» Definition 4. Let x and y be two non-commutative variables. A word w in x and y is
a string in x, y, =1, and y~*. For a € N, we shall write a sequence of a many x’s (resp.
x71%s) as x* (resp. x7%). The length of w is the number of alternations between x and y.

» Definition 5. A law in x and y is of the form u = v, where u and v are words in x and y.
A (key-exchange) useful law is of the form u = v in x and y where u ends with x and v ends
with y. Let G be a group. We say that G satisfies the law u = v, if for any assignment of
and y with g and h in G, the resulting group elements on the left and right sides are equal.

Key exchange protocol. Let G be a group and S be a set. Suppose G satisfies a useful
law u = v, where u = y? 2™ ... y*z% and v = % y? ... z%y%* in variables  and y. Let
a:G xS — S be a group action. Recall that from Section 2, we assume that the following
can be computed in polynomial time: group operations (multiplication and inverse), uniform
sampling of G and S, and the group action function.

Consider the following key exchange protocol between Alice and Bob. To start with, they
fix some sp € S as the public key. Then Alice randomly samples g <$ G, and Bob randomly
samples h <$ G. Now Alice does the following to obtain her secret key. Recall that by our
assumption, we have a word u =y z® ...y *x%  where a;,b; € Z, and all but possibly by
are non-zero. If by # 0, then k£ > 1. If by =0, then k£ > 2.
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1. Bob computes t; := a(h®', s9) and sends it to Alice.
2. For i € [k — 1], do the following:

a. Alice computes s; := a(g*,t;) and sends it to Bob.

b. Bob computes t; 11 := oz(hbi+1 ,s;) and sends it to Alice.
3. Alice computes s = a(g®,t) as her secret key.

Bob can then obtain his secret key in the same way using v. This is just to note that
v is of the form z“1y® ... x%y%, where c;,d; € Z, and all but possibly ¢; are non-zero.
Specifically, Bob does the following.
1. Alice computes s} := a(g“, sg) and sends it to Bob.
2. For ¢ € [l — 1], do the following:

a. Bob computes t; := a(h%, s}) and sends it to Alice.

b. Alice computes sj ; := a(g“*',t;) and sends it to Bob.
3. Bob computes t] := a(h?, s]) as his secret key.

Key agreement and communication round number. Upon the generic transformation in [49,
Figure 4], Alice’s key agrees with Bob’s. This is because Alice holds a(hb1g® ... hbk g sq)
and Bob holds a(g®*h% ... g%h% sy). Asu = visalaw in G, we have that h®1 g% ... kO g =
g h% ... g¢h% which ensures the key agreement. The number of communications between
Alice and Bob depends on the lengths of « and v. In the above illustration, it is 2(k 4 ¢) — 2.

3.2 Security proof

In this section, we provide the security proof of our key exchange protocol. For convenience,
we first consider the first half transcript, as the second half transcript would follow the
same reasoning. From the adversary Eve’s viewpoint, she knows sg (the public information),
t; = a(h®,s0), 51 = a(g™,t1), ta = a(h®?,s1), ..., ty = a(hb* s,_1). To recover Alice’s
secret, she needs to be able to compute s = a(g®,t;). Note that so,...,Sk—1, t1,..., 1k,
and the exponents a; and b;, are known to Eve. So one approach for Eve to recover sy is
to compute g from the information s; = a(g®,t;) for i € [k — 1]. The hardness of this is
ensured by a DLP-like assumption, which we call Tuple Non-Commutative Discrete Logarithm
Problem or TnDLP for short, defined as the following.

» Assumption 1 (TnDLP). Let o : G x S — S be a group action. Let so € S, P C Z,
and (b1, ay,...,by,a) € P?* and (c1,dy,...,ce,dg) € P?. For uniformly-random elements
g,h € G, no computationally bounded adversaries can compute g or h with non-negligible
probability, given the following information:

1. t; = a(h®, s0), 51 = a(g®,t1), to = a(h®2, 1), ..., tp = a(h® s,_1), and

2. sh = a(g®, s0), th = a(h®,s)), sh=al(g®,t)), ..., s) = alg®,t,_,).

Another approach is to compute the shared key si = a(g**,tx) given the s; = a(g%,t;)
and for i € [k — 1] and t; = a(hb*s;_1) obtained from the transcript. This security is
ensured by the hardness of the following CDH-like assumption, whose special case is called
weak unpredictable group action assumption in [2]. We call this assumption to be Tuple
Non-Commutative Computational Diffie-Hellman or TnCDH for short, defined as the following.

» Assumption 2 (TnCDH). Let a : G x S — S be a group action. Let s € S, P C Z,
and (b1, ay,...,by, ar) € P?* and (c1,d1,...,ce, dg) € P?. For uniformly-random elements
g,h € G, no computationally bounded adversaries can compute si := a(h® tx) or t, :=
a(hde, s)) with non-negligible probability, given the following information:
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1. t; = a(hbl,so), s1=a(g®,t1), ta = a(hb2,81), et = a(hbk,sk,l), and
2. s = a(g®, s0), t) = a(h®,s)), sh = alg®, 1)), ..., sp = alg®,t,_4).

Two assumptions TnDLP and TnCDH ensure that the shared key cannot be computed from
the transcript in our key exchange protocol. Still, for the key secrecy property for our key
exchange protocol, we need a DDH-like assumption, captured from the idea of the GACDH
assumption, which we call Tuple Non-Commutative Decisional Diffie-Hellman Assumption or
TnDDH for short, defined as the following.

» Assumption 3 (TnDDH). Given a group action o : G x S — S, a fixed element sy € S

and a finite set P of integer numbers. For g, h <—$ GG, the probability distributions between
To = {(s0, a(h®1, s0), a(R®1 g, s0), ..., a(RP1 gt - g*—1R% s5), a(hb1 g% - - - kP g% s50))} for
(b1,a1,- -+ ,bg,ar) <$ P?*: and
Ty = {(s0,a(h®,s0), a(hP1g®,s0), ..., a(hb1g® - g®=1hbk s5), 2)} for (b1,ai,--- ,by) <8
P?*~1 and z +s Orb(so)

are computationally indistinguishable. Similarly, the probability distributions between

Ty = {(s0, (g, s0), a(g h™, 50), ..., a(geth® -  h%=1g% s0), a(g°th% ... g h% s4))} for
(e1,d1,- -+ ,co,de) € P and
T = {(s0, (g, so), a(gclhdl,so), ceey oz(gclhd1 ~~-iz{12*1gcf,s())7 z)} for (c1,d1,---,ce) €

P~ and z s Orb(so)
are computationally indistinguishable.

Note that TnDDH assumption is in fact a tuple variant of the pseudorandom group action
assumption GADDH defined in Section 2. Now we conclude the following theorem, whose full
proof is presented in our full version [44].

» Theorem 6. Given a group action o : G x S — S that satisfies the TnDDH assumption
(Assumption 3), our key exchange protocol described in Section 3.1 has key secrecy and match
security.

» Remark 7. With essentially the same proof, Theorem 6 also holds under a variant of

Assumption 3 in which g and h are chosen to satisfy a specific law in group G, e.g., (gh)" = id.

This will apply to our instantiation in Section 5.

4  Secret key reusing for the symmetric group action underlying
monomial code equivalence

4.1 Monomial code equivalence as a symmetric group action

Monomial code equivalence. A linear code over I, is a subspace of . An m-dimensional
code in Fy can be represented by a generator matrix C' € Mat¢(m X n, q) with rows spanning
the code. The monomial code equivalence problem is formally stated as follows.

» Problem 1 (Monomial code equivalence (MCE)). For n € N, let m € [n]. Let C,C’ €
Mat(m x n, q) be of rank m. Decide if there exist A € GL(m,¢) and M € Mon(n, q), such
that ACM = C'. If yes, compute such A and M.

Since a monomial matrix is a product of an invertible diagonal matrix and a permutation
matrix, it is equivalent to formulate monomial code equivalence as asking if there exist
A € GL(m,q), D € D(n,q), and an n X n permutation matrix P, such that ACDP = C".
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A symmetric group action underlying monomial code equivalence. Following [43], we
take a different perspective from above by formulating it as the symmetric group S,, acting
on a set S consisting of equivalence classes. Specifically, for C1,Cy € Mat¢(m x n,q), we
define an equivalence relation ~ as Cy ~ Cy if and only if there exists some A € GL(m, q)
and D € D(n,q) such that C; = AC3D. This equivalence relation naturally partitions
Mat¢(mxn, q) into equivalence classes of Matg(m xn, ¢) under the action of GL(m, ¢) xD(n, q).
Note that this approach actually aligns with the natural viewpoint in that the monomial
group Mon(n, q) acts on the set of m-dimensional codes in F, as the codes can be treated
as the equivalence classes of Mat¢(m x n,q) under the action of GL(m, q).

Denote by [C]. := {ACD : A € GL(m,q), D € D(n,q)} the equivalence class determined
by ~ and corresponding to C' € Mat¢(m x n,q). Let Mats(m x n,q)/~ = {[C]~ : C €
Mate(m x n,q)} be the set of equivalence classes under ~. Now we wish to define an action
of S,, on Mat¢(m X n,q)/~. For P € S,,, since [C]. := {ACD : A € GL(m,q),D € D(n,q)}
is a set of matrices, a natural map is to send [C]. to [C].P := {ACDP : A € GL(m,q),D €
D(n,q)}. For S,, to act on Mat¢(m X n,q)/~, we need to show that [C]. P is an element in
Matg(m X n,q)/~. This is ensured by the following proposition in [43].

» Proposition 8 ([43, Proposition 1]). Let [C]. € Mat¢(m x n,q)/~, P € S,,, and [C].P be
as above. Then [C].P = [CP]..

Proposition 8 demonstrates that the map « : S, xMat¢(m x n, q)/~ — Mats(m x n,q)/~
by P € S,, sending [C]~ to [C].P = [CP]. is a well-defined group action.

Canonical form algorithm. At the end of our key exchange protocol, Alice and Bob each
get C7 and C5 in the same equivalence class [C]. € Mat¢(m X n,q)/~. That is, there exist
A € GL(m,q) and D € D(n, q) such that C; = AC3D. To obtain a common key, Alice and
Bob need to perform a canonical form algorithm to reach the same C* € Mat¢(m X n, q)/~.
Canonical forms have been extensively explored for graphs and matrix tuples [4, 75]. Let
G be a group acting on a set S. A canonical form algorithm takes an input s € S and
returns a canonical representative s* € Orb(s) := {g* s : Vg € G}. The term “canonical”
means that for any input s’ € Orb(s), the output of the canonical form algorithm must
be the same element s* € Orb(s). In our setting, we take G = GL(m, ¢) x D(n,q) and
S = Mat¢(m x n,q). This particular problem has been well studied in [37, 43]. We refer
readers to the following result in [43], which gives an algorithmic proof and strengthens [37,
Proposition 4] by eliminating the probability of failure.

» Proposition 9 ([43, Proposition 3]). There is an O(m?n)-time canonical form algorithm
for the action of GL(m,q) x D(n,q) on Mat(m x n,q).

4.2 Reusing secret keys

We first recall the following key reusing problem in the monomial group action setting, which
has been studied in [36, 28, 29].

» Problem 2 (t-samples monomial code equivalence). For n € N, let m € [n]. Let {C;,C! :
i € [t]} € Mat(m x n,q). Decide if there exist A; € GL(m,q) and M € Mon(n, q), such that
A;C; M = C! for all i € [t]. If yes, compute such a common monomial matrix M.

For our key exchange protocol in Section 5, reusing secret keys for symmetric group
actions gives rise to the following problem.
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» Problem 3 (General diagonal-masked linear code equivalence (DmLCE)). For n € N, let m €
[n]. Let {C; : i € [n]} C Mat¢(m x n,q). Decide if there exist {A; : i € [n — 1]} € GL(m, q),
{D; :i € [n—1]} € D(n,q), and an n X n permutation matrix P, such that A;C;D;P = C;4,
for all ¢ € [n — 1]. If yes, compute such a common permutation matrix P.

We note that Problem 2 reuses the same monomial group action from Mon(n, ¢) and
changes only the general linear group action from GL(m,q) in each round. By contrast,
Problem 3 reuse the same symmetric group action from S,,, but keep changing the group action
from a composite group GL(m, q) x D(n, q) to strengthen the hiding of secret information in
each round. For further discussion on the comparison of these two problems, and on why
the approaches proposed in [28, 29] for attacking Problem 2 cannot be effectively applied
to Problem 3, we refer readers to our full version [44], as well as [43] whose underlying security
problems are analogous to Problem 3. In our full version [44], we also present concrete
experiments for solving Problem 3 by Grébner basis methods to support its hardness.

5 An instantiation based on monomial code equivalence

In this section, we present a concrete key exchange protocol following the framework in
Section 3 and based on the symmetric group action underlying monomial code equivalence
in Section 4, using a law of the form (PQ)I"/?l = (Q=*P~1)l"/2 for P,Q € S,,.

To prepare for our key exchange protocol based on this group action, we recall the
following from symmetric groups. Let S,, be the symmetric group on [n]. For distinct
i1, ...,k € [n], denote by (i1,...,1) the permutation sending i1 to ig, ..., ix—1 to i, and ig

to i1, and leaving others fixed. Recall that every permutation admits a cycle decomposition.

A permutation is called a full-cycle, if P = (1,41,...,i,-1) where 41,...,i,_1 # 1 are
distinct. Note that a full-cycle permutation is of order n, i.e., P" = id. If the product PQ
of two permutations P and @ is a full-cycle, then by (PQ)™ = id, we have a law of the
form (PQ)I™/?1 = (Q='P~1)[*/2], In particular, if n is prime, then P being a full-cycle is
equivalent to P™ = id.

» Fact 1. Let P and Q be uniformly randomly sampled permutations from S,,. The probability
that PQ forms a full-cycle is 1/n.

We can then describe the key exchange protocol based on this symmetric group action in
Algorithm 1. Since we are only interested in the case when P(Q forms a full-cycle such that
(PQ)™ = id where P, @ are uniformly randomly sampled permutations from S,,, to avoid
the cases when PQ)’s order is a divisor of n, we simply choose n to be prime. Though, for
composite n, it actually just takes a low risk according to [71, Theorem 1.1]: for sufficiently
large n and a uniformly randomly sampled permutation P € S,,, the probability that P™ = id
isl4 54 O(nz%o(l)) where ¢ = 0 if n is odd and ¢ = 2 if n is even. This shows that, given
P™ =1id, the probability that P has order dividing n is much smaller than the probability
that P has order exactly n.

» Remark 10. The use of full-cycle permutations raises the question of whether the monomial

code equivalence problem would be easier if the underlying permutation is a full-cycle.

However, this is not the case, because we can reduce from general permutations to full-cycles
by a random reduction: if C; and C5 are related by a permutation (), we can apply a random

permutation R to Cs to get Cs, so with probability 1/n, C; and Cj are related by a full-cycle.
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Algorithm 1 Key exchange procedure.

Input:
Public: The action « : S,, xMat¢(m x n,q)/~ — Mats(m X n,q)/~, and
Chublic € Matg(m x n,q), with m <n and n is an odd prime.

Output: Key pair C,,, Cl, € Mat¢(m x n, q) satisfying C,, ~ C/..
1 Alice randomly samples P < S,,, Ay € GL(m,q) and Dy € D(n, q), then she
computes C; < AoCpublicDo P and sends C; to Bob.
2 Bob randomly samples @ < S,,.
3 forie [ —1] do
Bob randomly samples Ag; 1 € GL(m,q) and Da;—1 € D(n,q), then he computes
Cgi — Agi_ngi_ngi_lQ and sends Cgi to Alice.
5 Alice randomly samples Ag; € GL(m, q) and Ds; € D(n, q), then she computes
02i+1 — AQZ'CQZ'D%P and sends 02i+1 to Bob.
6 end
7 Bob randomly samples A,, € GL(m, ¢) and D,, € D(n, q), then he computes
Cni1 < A,C,D,Q and computes the canonical form of Cy, 1 as in Proposition 9.
This settles one key in the key pair.
8 Bob randomly samples Aj € GL(m, q) and D{ € D(n, ¢), then he computes
C1 + ACpublicDHQ ™! and sends C] to Alice.
o foriec 21 —1] do
10 Alice randomly samples A}; ; € GL(m, q) and D}, _; € D(n, q), then she
computes Ch; < Ab; Ch. D). P~ and sends Cj; to Bob.
11 Bob randomly samples Af, € GL(m, ¢) and D}; € D(n, ¢), then he computes
Cliyq < ALCYDL,Q ™1 and sends €Y, to Alice.
12 end
13 Alice randomly samples A/, , € GL(m, ¢) and D],_, € D(n, ¢q), then she computes
C!_,+ Al _,C! ,D! P! and computes the canonical form of C!_; as in
Proposition 9. This settles another key in the key pair.
14 Apply the blackbox transformation in [49, Figure 4] for the key to be the canonical
form of Cy,41 for Bob and the canonical form of C/,_; for Alice. If it aborts, then
return to Step 1.

» Remark 11. In Algorithm 1, we expect that Alice’s permutation P € S, and Bob’s
permutation @ € S, satisfy that (PQ)™ = id. To obtain such P and @, Alice and Bob each
need to uniformly sample a random permutation from S,, (in Steps 1 and 2, respectively),
and the probability of (PQ)™ = id for prime n is 1/n by Fact 1. At Step 14, if (PQ)™ # id,
then the key confirmation will not succeed, causing it to abort and return to Step 1 so that
Alice and Bob can re-sample different P and Q. The algorithm will repeat until (PQ)" = id.

We now establish the correctness of Algorithm 1, whose proof appears in our full ver-
sion [44]. The security assumption for this instantiation can be obtained from Assumption 3
by setting G = S,, and S = Mat¢(m X n,q)/ ~ with (gh)” = id (see Remark 7). We also
leave further cryptanalysis on its computational version, Problem 3, as an intriguing open
problem.

» Proposition 12 (Correctness of the key exchange protocol). There exist A € GL(m,q) and
D € D(n,q) such that ACp,411D =C/,_;.

The communication round number. It is expected to have (2n? —2n) many communication
rounds, since the probability of obtaining a full-cycle permutation is 1/n and hence we may
need to repeat the key exchange n many times.
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