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—— Abstract

Private Simultaneous Messages (PSM) is a minimal model for secure computation, where two
parties, Alice and Bob, have private inputs z,y and a shared random string. Each of them sends a
single message to an external party, Charlie, who can compute f(z,y) for a public function f but
learns nothing else. The problem of narrowing the gap between upper and lower bounds on the
communication complexity of PSM has been widely studied, but the gap still remains exponential.
In this work, we study the communication complexity of PSM from a different perspective and
introduce a special class of PSM, referred to as ideal PSM, in which each party’s message length
attains the minimum, that is, their messages are taken from the same domain as inputs. We initiate
a systematic study of ideal PSM with a complete characterization, several positive results, and
applications. First, we provide a characterization of the class of functions that admit ideal PSM,
based on permutation groups acting on the input domain. This characterization allows us to derive
asymptotic upper bounds on the total number of such functions and a complete list for small
domains. We also present several infinite families of functions of practical interest that admit ideal
PSM. Interestingly, by simply restricting the input domains of these ideal PSM schemes, we can
recover most of the existing PSM schemes that achieve the best known communication complexity
in various computation models. As applications, we show that these ideal PSM schemes yield novel
communication-efficient PSM schemes for functions with sparse or dense truth-tables and those with
low-rank truth-tables. Furthermore, we obtain a PSM scheme for general functions that improves the
constant factor in the dominant term of the best known communication complexity. An additional
advantage is that our scheme simplifies the existing construction by avoiding the hierarchical design
of internally invoking PSM schemes for smaller functions.
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1 Introduction

Secure computation [49] is a fundamental cryptographic primitive which enables two parties,
Alice and Bob, to evaluate a function f over their joint inputs without revealing information
other than the output. This problem has been considered in several different models and
settings (see, e.g., [12,17,20-22,30]). In this work, we consider this problem in a minimal
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model for communication in the setting of information-theoretic security, referred to as
Private Simultaneous Messages (PSM) model [29,33]. In a (two-party) PSM scheme, Alice
holds an input x, Bob holds an input y, and they both share common randomness. Each
of them sends a message to an external party, Charlie, who can then compute f(z,y) but
learns nothing else.

The central research question is to determine the minimum communication complexity
of PSM schemes for a given function f, where communication complexity is defined as the
total bit-length of Alice’s and Bob’s messages. This question has been extensively studied for
general functions as well as for functions with specific representations [2,3,6,7,9,23,25,34,47].
The currently best known construction for a general function f: X x X — {0,1} provides
a PSM scheme with communication complexity O(v/N), where N denotes the cardinality
of X [7]. Whereas, the lower bound of 3log N — O(loglog N) bits is derived for certain
functions [2]. Despite all the progresses, however, there still remains an exponential gap
between upper and lower bounds.

In this work, we depart from prior approaches aimed at narrowing the exponential gap
and study the communication complexity of PSM from a different perspective. It is clear
that a communication complexity of 2log IV bits is trivially unavoidable in light of the input
length?. Thus, if a PSM scheme has communication complexity equal to the input length
of f, then it is necessarily communication-optimal. We will refer to such schemes as ideal
PSM schemes. Due to the lower bounds by [2,23,47], not every function admits ideal PSM.
Nevertheless, some special functions of interest admit ideal PSM. For example, the function
that computes the sum x + y over an abelian group is realized by a PSM scheme where Alice
sends x + r and Bob sends y — r for a uniformly random element r. This scheme is ideal
since messages are taken from the same domain as inputs. The main goal of this work is to
give a complete characterization of functions that admit ideal PSM.

This research direction is inspired by a series of works on ideal secret sharing schemes
[11,15,18,26-28,42,48]. A secret sharing scheme is called ideal if the size of every share
is equal to that of a secret, which is proven to be the optimal size [37]. While a complete
characterization is not known, several classes of access structures are proven to admit ideal
secret sharing schemes (see Section 1.2 for details). We are the first to conduct a systematic
study of ideal PSM schemes, in analogy with ideal secret sharing schemes.

1.1 Our Results

In this work, we initiate a theory of ideal PSM schemes with a complete characterization,
several positive results, and applications. As an interesting implication, our results provide a
unified perspective on existing PSM constructions achieving the best known communication
complexity, and moreover yield novel and more efficient constructions. First, we show a
necessary and sufficient condition for functions to admit ideal PSM, using group-theoretic
terminology. Specifically, we prove that such functions are essentially limited to a family of
functions induced by certain permutation groups on the input domain. This characterization
allows us to derive asymptotic upper bounds on the number of functions admitting ideal
PSM and a complete list when the domain size N is small (e.g., up to N < 23 for boolean
functions). We also provide several infinite families of functions of special interest that
admit ideal PSM schemes, including the sum function mentioned above. As applications,

2 Note that if a non-zero probability of failure is allowed in the reconstruction, this lower bound does not
apply. Throughout this paper, we focus on PSM with perfect correctness.
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we propose novel communication-efficient PSM schemes for functions with sparse/dense or
low-rank truth-tables, improving upon the previous construction for functions with bounded
tiling number [41]. Furthermore, we reduce the constant factor in the dominant term of the
best known communication complexity for general functions [7], from 12v/N to 8Y/N. Below,
we elaborate on our results.

1.1.1 Characterization

We say that a PSM scheme is ideal if the message space of each party i is the same as X;.

A function f: Xg x X7 — Y is called an ideal PSM function if there exists an ideal PSM
scheme for f. To formalize our characterization, we introduce the invariant group Iy of f,
defined as the set of all pairs of permutations © = (7, 1), where each m; acts on X;, such

that f(mo(z), 71 (y)) = f(x,y) for all (x,y) € Xo x X;. This group naturally acts on Xy x X7.

We show that f is an ideal PSM function if and only if I; satisfies the following condition:
for any pair of inputs (z,y), (2’,y’) € Xo X X; such that f(z,y) = f(a’,y’), there exists a
permutation w € Iy such that (z',y") = w(z,y). This characterization makes it easier to test
if a given function admits ideal PSM, by finding an appropriate permutation that preserves
the outputs of f.

A key technical idea in our characterization is that the class of ideal PSM functions is
essentially restricted to a special subclass, that is, every ideal PSM function is equivalent
to one of them?. Specifically, each function fg in the subclass is parameterized by a tuple
G = (Go,G1,%), where G; is a subgroup of permutations on X; and v is an isomorphism

from Gy to G1, and fg maps each input (z,y) to its orbit under the action of G on Xy x Xj.

We show that any function f admitting ideal PSM is equivalent to fg for some G. This
formalization is useful for the enumeration of ideal PSM functions since it reduces the problem
to the enumeration of all such tuples G.

1.1.2 Enumeration

We provide asymptotic upper bounds on the total number of connected functions f :
Xo x X7 — Y that admit ideal PSM. Here, we additionally assume that f is connected,
meaning that there exists no partition of Xy x X; into rectangles each of which corresponds
to disjoint values of f. In the boolean case Y = {0, 1}, this assumption excludes only a few
trivial functions and does not affect the asymptotic results. Note that naively enumerating
all tuples G cannot yield a non-trivial upper bound. This is because a permutation group of
degree N contains at least 22V %) subgroups [43], implying that such a naive enumeration
cannot improve upon the trivial bound of 2V : given by the total number of functions. We
leverage group-theoretic properties of ideal PSM functions to remove duplicate counts of G’s
that correspond to equivalent functions. As a result, we obtain a non-trivial upper bound of
20(Nlog” N) o the number of ideal PSM functions, where N = max{|Xy|, | X1|}. Furthermore,
if | Xo| and | X1 | are primes, we can significantly improve the upper bound to 20(og? N) ' Thege
bounds demonstrate that the fraction of ideal PSM functions is exponentially small compared
to the set of all functions.

We provide a complete list of ideal PSM functions for small domains by enumerating
all tuples G determining non-equivalent functions fg. We use an open software package
called GAP to enumerate permutation groups*. For a general range Y, we obtain a list of

3 We say that two functions are equivalent if they are identical up to permutations of inputs and outputs.
4 https://www.gap-system.org/about/
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such functions up to N < 15 except for the case of | Xy| = |X1| = 12. For a boolean case
Y = {0,1}, we show that each equivalence class of ideal PSM functions corresponds to a
connected component of a certain graph, leading to substantial reduction in computational
cost. As a result, we obtain a larger list of functions up to N < 23 in the boolean case. The
resulting lists are available in [1].

1.1.3 Infinite Families

We show that the following families of practically relevant functions admit ideal PSM schemes:
Group product. This function computes the iterated product of a combined sequence of
(possibly non-commutative) group elements held by two parties.

Index function. This function takes a function ¢ : H — G from a certain class and a pair

(z,7) € H x G as input, and outputs ¢(z) — r, where H and G are abelian groups. This

family generalizes the original notion of the index function [29, 38], which outputs D, on

input a vector D = (D;)1<i;<n and an index z. It also includes the inner product and
multi-linear polynomials as special cases.

Private set intersection cardinality (PSIC). This function takes two subsets Ay and Ay

of a common set as input and outputs |[Ag N A1|. This family particularly includes the

equality function, which tests the equality of two elements.

In particular, we are the first to consider PSIC functions in the PSM setting and to show a

communication-optimal construction for them.

Interestingly, by simply restricting the input domains of the above ideal PSM schemes,
we can recover most of the existing PSM schemes that achieve the state-of-the-art commu-
nication complexity in various computation models. The best known schemes for branching
programs [29] and arithmetic formulas [19,34] are obtained by evaluating the group product
over restricted inputs. The nearly optimal construction for polynomials [38] is also obtained
by computing a generalized index function, where ¢ is taken to be a multi-linear polynomial.
As explained below, the previous constructions [3,7] can be even refined and simplified within
our framework based on ideal PSM schemes.

1.1.4 Communication-efficient and Simplified Constructions

We demonstrate that ideal PSM schemes for the above function families induce more
communication-efficient PSM schemes for several functions. First, we consider a function
f: X xX — {0,1} such that the number of 1’s in each row of its truth-table Ty (viewed as a
matrix) is at most d <« N := |X|. Prior to our work, the only general construction in [7] can
apply, resulting in communication complexity of O(\/ﬁ ). In contrast, by embedding T to
the truth-table of a PSIC function, we obtain a novel PSM scheme for f with communication
complexity O(dlog(N 4+ d)), implying a strict improvement when d = o(v/N/log N). The
same communication complexity can be attained when the columns are sparse as well as
when the rows (or columns) are dense, that is, they contain at least n — d ones for a small d.

Next, Narayanan et al. [41] showed that a function f: X x X — Y can be realized by
a PSM scheme with communication complexity O(kylog|Y|), where k; denotes the tiling
number of f. Here, the tiling number refers to the smallest number of disjoint monochromatic
rectangles covering the truth-table 7. On the other hand, by embedding T’ to the truth-table
of the inner product, we present a novel PSM scheme for f with communication complexity
O(rylog|Y|), where r; denotes the rank of Ty as a matrix over some field of size at least
|Y|. As is well known, it always holds that ky > r (e.g., [31]) and thus our scheme achieves
a more refined communication complexity.
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Finally, Beimel et al. [7] presented a PSM scheme for a general function f : X x X — {0,1}
with communication complexity O(v/N), which is at least 12y/N, where N = |X|. In
contrast, we adopt a different approach based on ideal PSM schemes to improve and
simplify their construction. We show an ideal PSM function Gy : X’ x X’ — {0,1} with
log | X’| = 4v/N + 1 that contains f as a restriction. As a result, we obtain a PSM scheme for
f with communication complexity 8N + 2 from the ideal PSM scheme for G f, improving
the constant factor in the dominant term of [7]. An additional benefit is that our construction
is simpler and more direct: Alice and Bob can compute their messages simply by applying
explicitly given permutations to their inputs. As a result, the message functions of our
scheme can be expressed in closed form and avoid the hierarchical design of [3,7], which
relies on nested invocations of PSM schemes for smaller functions.

1.2 Related Work

We provide a brief history of the problem of determining the optimal communication
complexity of PSM schemes. Feige et al. [29] formalized the notion of PSM schemes
and presented the feasibility result of two-party PSM for general functions. Ishai and
Kushilevitz [33] extended this to the multi-party setting and showed a k-party PSM scheme for
functions represented by branching programs. These constructions, along with several variants
including PSM for arithmetic formulas, are summarized in [34]. Subsequently, Beimel et al. [7]
successfully devised a two-party PSM scheme for general functions f: X x X — {0,1} with
communication complexity O(1/|X[). This result was later generalized and improved by [3,9],
leading to k-party PSM schemes with communication complexity O(|X|*~1/2)  omitting
factors that depend only on k. Another direction aims at obtaining more communication-
efficient PSM schemes for functions of special interest. For example, a series of works
[6,13,24,25,46] presented several “tailor-made” constructions for symmetric functions, whose
outputs are independent of the order of inputs. PSM schemes have been used to obtain many
other cryptographic primitives, e.g., secure computation with general interaction patterns [32],
constant-round secure computation [35,36], and conditional disclosure of secrets [38,39]. The
model of PSM schemes has also been generalized into different scenarios such as ad-hoc
PSM [5, 8] where only a subset of the parties actually send messages, and robust PSM (also
known as non-interactive secure computation) [6,13] where an external party may corrupt
some parties.

There are known lower bounds on the communication complexity of PSM. Applebaum
et al. [2] proved a lower bound of 3log N — O(loglog N) for the two-party case, and Ball
and Randolph [4] showed a lower bound that is roughly k?log N for k-party PSM when
k = w(loglog N). Tighter upper and lower bounds are known for concrete functions with small
input domains and/or a small number of parties, including the n-bit AND function [23,29,47],
the multi-input equality function [47], and the majority function [47].

A secret sharing scheme [14,45] is a cryptographic primitive, which divides a secret
into k shares in such a way that x can be recovered from any authorized set of shares while
no information on z is revealed from any unauthorized set of shares. The collection of all
authorized sets, namely sets of shares that can recover a secret, is called its access structure. A
secret sharing scheme is called ideal if each share is taken from the same domain as secrets [15].
Since the size of each share cannot be smaller than the secret size [37], ideal secret sharing
schemes necessarily achieve the optimal share size. A series of works have shown that several
classes of access structures admit ideal secret sharing schemes [11,18,26-28, 42, 48], and
found interesting connections to combinatorics and information theory [10,16,40]. Despite
all these progresses, the exact characterization of access structures admitting ideal secret
sharing schemes is a longstanding open problem.
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2  Overview of Our Techniques

2.1 Ideal PSM: Definition and Characterization

In a (two-party) PSM scheme, each of two parties has common randomness r € R and an
input x; € X;. Then, each party sends a single message m; € M; to an external party, from
which he learns f(zg, 1) for a public function f : Xy x X; — Y. The PSM scheme specifies
a randomized algorithm Gen to sample r, message functions Msg, : X; x R; — M, that
computes m; from (z;,r), and an evaluation function Eval : My x M; — Y that outputs
f(zg,21) from (mg,my). The privacy requirement is that the distribution of messages
does not leak any information on the inputs other than f(xg,z1). We say that the PSM
scheme is ideal if parties’ messages are taken from the same domain as inputs, i.e., M; = X;.
A function f is called an ideal PSM function if there exists an ideal PSM scheme for f.
The communication complexity of ideal PSM schemes cannot be reduced further if f is
non-degenerate, by which we mean that its truth-table has no identical rows or columns.
Throughout the paper, we only consider non-degenerate functions as the computation of
degenerate functions is reduced to the computation of a smaller non-degenerate function.

We introduce a special class of ideal PSM schemes. As will be shown later, these schemes
are canonical in the sense that every function admitting ideal PSM can be realized by some
ideal PSM scheme in this class. Each of them is parameterized by a tuple G = (Go, G1,v),
where G is a subgroup of the group Sy, of all permutations over X;, and v is an isomorphism
from Gy to Gy, that is, ¢» maps a permutation belonging to Gy to another permutation
belonging to G;. We define a group I'g as I'g = {(mg, 1) € Gy x Gy : m1 = (7o) }. Then,
I'g naturally acts on Xy x X as it is a subgroup of Sx, X Sx,, and thus specifies the set of
orbits, Yg = {Orbr, (zo,21) : (x0,21) € Xo x X1}, where Orbr, (zo,21) = {(7o(20), m1(21)) :
(mo,m1) € T'g}. We define fg : Xo x X1 — Yg as a function that maps each input to its orbit,
namely

fo(wo, 1) = Orbr, (zo, 71).

We can construct an ideal PSM scheme Ilg for fg as follows:

Gen samples a permutation m = (7, 71) chosen from I'g uniformly at random.

Msg,; applies the permutation 7 to an input x;, namely Msg,(x;, 7) = m;(z;).

Eval outputs the orbit of messages (mg,m;), namely Eval(mg, m;) = Orbr, (mg, m1).
Since an orbit of (xg, 1) is invariant under a permutation 7 € I'g, IIg correctly computes
fg. Furthermore, if fg(xo,z1) = fg(x(, z}), then (zg,z1) and (z{, x}) are mapped to each
other by some permutation m € I'g as their orbits are identical, implying the privacy of Ilg.

We show that every ideal PSM function f : Xy x X; — Y is equivalent (that is, identical
up to permutations of inputs and outputs) to fg for some G. We obtain this characterization
by proving that the following conditions are equivalent:

1. f is an ideal PSM function.
2. For any two inputs (zg, z1), (x(, 2}) such that f(zo,x1) = f(xy,x)), there exists a pair
of permutations m = (79, m1) € Sx, X Sx, such that
(w0, 71) = (mo(2o), m1(21)) = (20, 24).-
m € Iy, i.e., the values of f are invariant under 7.
3. f is equivalent to fg for some G.

We have already seen the implication 3 = 1.

To prove the implication 1 = 2, we observe that since M; = X; in an ideal PSM scheme,
the message function Msg;(-,7) induces a permutation 7’ over X; for a random string
r € R. We construct S as a group generated by all such permutations (72, 7})’s. We also
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observe that an ideal PSM scheme for f can be transformed into an ideal PSM scheme
whose evaluation function is identical to f, namely Eval(mg,m1) = f(mg,m1). Then, the
correctness property ensures that any permutation in S preserves the outputs of f since
f(7%(zo), mt(x1)) = Eval(Msgy(xo,7), Msg; (x1,7)) = f(xo,21). Furthermore, the privacy
property ensures that if f(zo,21) = f(xf, z}), then there exist random strings 7,7’ € R such
that (Msgg(zo,7), Msgy (21,7)) = (Msgy(z(, "), Msg, (2], 7")). This implies that there exists
a permutation 7 € S that maps (xg,z1) to (xf,z}).

To prove the implication 2 = 3, we show a one-to-one correspondence between the set of
orbits under the action of I and the range of f, that is,

1-to-1
—

{Orby, (20, 71) : (w0, 1) € Xo x X1} {f(xo,21) : (x0,21) € Xo x X1}

Indeed, if Orby, (xo,21) = Orby, (x4, 27 ), then the values of f on them are identical since f is
invariant under any permutation in Iy. Conversely, if f(xo,z1) = f(z(, z}), then there exists

a permutation m € Iy that maps (zo,x1) to (x(,z}), and hence their orbits are identical.

Furthermore, we can construct a tuple G = (Go, G1,¥) such that I'¢ = I;. Indeed, if f is
non-degenerate, then any permutation 7y appearing in the first component of Iy uniquely
determines its counterpart m; such that (mp,m1) € Iy. In particular, Iy, pry(Iy), and pry(Iy)
are isomorphic to each other, where pr, : Sx, x Sx, — Sx, is a projection map. We set
Go = pro(Iy), G1 = pri(Iy), and ¥ = pry o pral. Note that G; forms a group as pr; is a
homomorphism. Then, we have Iy = I'g where G = (Gy, G1,%). Therefore, we obtain that
fg(wo, 1) = Orby, (20, 71) and hence fg is equivalent to f.

As a demonstration, we consider the sum function f(zg,z1) = xo + x1 over an abelian
group X. For r € X, let 0, : X — X denote a permutation that shifts each element z € X
by 7. It is easy to verify that if f(z(,2)) = f(xo, 1), then (zf,2]) = (0,(x0),0_r(z1)) and
(or,0-y) € Iy, where r := x(, — xyp. Thus, our characterization ensures that f is an ideal
PSM function. Note that f is equivalent to fg = f(g,,G,,») Where both Gg and G are the
set consisting of all ¢,’s, and ¥ : Gy — G is defined as ¥(0,) = o_,. Interestingly, this
argument does not require presenting any explicit PSM protocol for f.

2.2 Enumeration of Ideal PSM Functions

The above characterization reduces the enumeration of ideal PSM functions f : Xo x X7 — Y
to the enumeration of all tuples G’s. For ease of exposition, we assume that | Xy| = |X1| =: N.
See Section 5 for a general case.

First, we provide asymptotic upper bounds on the total number of such functions. Here,
we focus on connected functions, that is, there exists no partition of Xy x X3 into rectangles
each of which corresponds to disjoint sets of values of f. In the boolean case Y = {0, 1}, this
assumption excludes only a few trivial functions and does not affect the asymptotic results.
Thanks to our characterization, we can obtain an upper bound by counting the number of all
G = (Go, G1,%), where G; is a subgroup of Sx, and ¢ is an isomorphism between Gy and
G1. However, since the total number of subgroups of Sy is 20N [43], naively enumerating
all subgroups cannot provide a non-trivial upper bound beyond the trivial bound of 2V 2,
which is the number of all functions with domain Xy x X;. To remove duplicate counts of
G’s that correspond to equivalent functions, we first observe that if G and G’ are conjugate,
then the corresponding functions fg and fg/ are equivalent. Hence, it suffices to enumerate
only conjugacy classes. As a more effective technique, we consider a minimal subgroup Hg
of I'g that induces the same set of orbits as I'g. Then, Hg uniquely determines fg, that
is, fg and fg' are equivalent if Hg = Hg/. It thus suffices to bound the number of all such
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subgroups Hg’s. A key observation is that Hg belongs to a special class of permutation
groups called orbit-minimal groups. Tt is shown in [43] that any orbit-minimal group over a
set X is generated by only log | X| permutations. As a result, any Hg is generated by at most
log | Xo x X1| = log(N?) pairs of permutations in Sx, X Sx,. We thus obtain a non-trivial
upper bound on the number of ideal PSM functions as

|$X0| ’ ‘SX1| _ (N!)O(log(N2)) _ 20(N10g2 N).
log |X0 X X1|

Furthermore, we obtain a tighter upper bound in the special case where both |Xy| and | X} |
are primes. We observe that it suffices to enumerate G = (G, G1,%) such that Gy and Gy
are transitive groups, when connected functions are considered. For a prime N, the total
number of transitive subgroups of Sy is at most 2018 N) [44]. Moreover, we show that the
possible types of transitive groups relevant to our setting are limited, and in particular, their
sizes are upper bounded by 20(log? N)
following bound:

Consequently, in this special case, we obtain the

Z ( |Gol - |G1] > — 90005 N) | 1, 0(N?)| 5, [10B(N?) _ 9O(log™ N)
Go,Gq:transitive log |X0 x Xl‘

Next, we provide a complete list of ideal PSM functions f : Xy x X; — Y for small domains.
We use an open software package called GAP to enumerate all the conjugacy classes of G. For
a general range Y, we obtain a complete list up to max{| X[, | X1|} < 15 except for the case of
| Xo| = | X1| = 12. In the boolean case Y = {0, 1}, we devise a more computationally efficient
method to enumerate G. As a result, we obtain a list of boolean functions admitting ideal
PSM up to max{|Xy|, | X1|} < 23. Specifically, if f is an ideal PSM function, i.e., f = fg for
some G = (Go, G1,v), then the truth-table T, viewed as a |Xo|-by-|X1| matrix, satisfies the
following property: If v € {0,1}X1] is a column of Ty, then so is a permuted vector my(v)
for any my € Gy. Conversely, for any pair of columns v, v’ of Ty, there exists a permutation
mo € Gp such that v/ = m(v). Leveraging this property, we can enumerate ideal PSM
functions as follows: For each transitive group Go, we construct a graph &g, = (Vi , Eg,)
where Vg, = {0,1}" and Eg, = {(v,v") € Vg, x Vg, : Img € Go,v" = mo(v) }. From the above
property, the truth-table of any fg with G = (Gy, G1,%) corresponds to some connected
component of &g,. We then collect the connected components of ¢, for all G¢’s, which
contain all desired functions.

2.3 Infinite Families of ldeal PSM Functions

We present several infinite families of ideal PSM functions. The simplest family is the group
product, which computes

f((xi)iesov (yi)iesl) = H Ziy

1€S9US1

where each x; and y; are taken from a possibly non-abelian group G and we set z; = x; for
i € Sp and z; = y; for i € S;. Feige et al. [29] constructed an ideal PSM scheme for this
function by randomizing a sequence of group elements while preserving their product.

Next, we show that a function computing private set intersection cardinality admits ideal
PSM. Specifically, for parameters n, dy,d; € N, we define

PSlC”)(dOydl)(AOa Al) = |A0 N A1‘7
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where A; is taken from the set of all d;-sized subsets of a common set U of n elements. To
see that PSIC,, (4,,4,) is an ideal PSM function, suppose that [Ag N A;| = |4 N AY| and
let B = AynN A; and B' = Aj N A]. Then, we can choose a permutation = on U such
that w(Ag) = Af and w(A;) = A), and apply our characterization result. The existence of
such 7 is guaranteed by the fact that both Ag U A; and Aj U A} admit partitions whose
corresponding blocks have the same sizes, that is, |Ag \ B| = |4j \ B'|, |41 \ B| = |4} \ B|,
and |B| = |B’|. In particular, PSIC,, (; 1y is equivalent to the functionality of testing whether
two given elements are identical, which implies that the equality function is an ideal PSM
function.

Finally, we introduce a class of functions that generalizes the index function [29,38]. Let
H and G be abelian groups and let F be any set of families ¢ : H — G that are closed
under sums (that is, ¢ + ¢’ € F for any ¢, ¢’ € F) and are closed under input shifts (that is,
¢s € F for any ¢ € F,s € H, where ¢4(x) := ¢(x — s)). Weset Xg = H x G and X; = F,
and define a function f: (H x G) x F — G as

f((@,7),¢) = ¢(x) — 7.

This class of functions includes the original index function considered in [29], an augmented
form of the inner product, and multi-linear polynomials as special instances. To show that
these functions admit ideal PSM, we define two families of permutations over Xy x X;:

7w ((z,7),¢) = (x+s,7),¢s5) for any s € H.

o : ((x,r),¢) = (z,r+7(x)), ¢+ 7) for any 7 € F.
Intuitively, the first family of permutations allows us to freely move Alice’s input (x,r) to any
(2’,r) while preserving the outputs of f. The second family allows us to freely move Bob’s
input ¢ to any ¢’. Thus, for any pair of inputs (xo, z1), (xf, }) with f(ze,21) = f(zy, 2}),
we can find a permutation that maps (zg, 1) to (z{,x}) preserving the outputs of f and
apply our characterization result.

2.4 Communication-efficient and Simplified PSM Schemes

In general, if we obtain a PSM scheme for a function F': X x X{ — Y, then the scheme
naturally induces a PSM scheme for any function f: Xy x X; — Y that can be embedded
into F, simply by restricting the input domains. Here, by saying that f is embedded into F',
we mean that there are injections 7; : X; — X/ such that f(zo,x1) = F(10(20), 71(21)) for all
(zo,21) € Xo x X7. Thus, the ideal PSM schemes described above particularly induce PSM
schemes for functions that are embedded into the corresponding functions. We refer to such a
construction template of PSM as the “embedding-to-ideal-PSM” construction. Interestingly,
most of the existing PSM schemes achieving the state-of-the-art communication complexity
in various computation models follow the embedding-to-ideal-PSM template. For example,
the best known schemes for branching programs [29] and arithmetic formulas [19, 34] are
obtained from the ideal PSM scheme for the group product. The nearly optimal scheme for
polynomials [38] is obtained from the ideal PSM scheme for a generalized index function,
where F is the set of all multi-linear polynomials.

By embedding target functions to ideal PSM functions, we obtain novel communication-
efficient PSM schemes for functions with sparse/dense or low-rank truth-tables. First,
we consider a function f : Xy x X3 — {0,1} whose truth-table Ty, viewed as a |Xo|-
by-|X1| matrix, contains at most d ones in each row for a small d < Ny := |X;|. By
appending each row with an appropriate number of ones, we can embed f into a function
f Xo x X{ — {0,1} whose truth-table contains exactly d ones in each row, where
Ni = |Xi| = N1 +d. Note that the truth-table of PSICy/ (41 is a (%{)—by—N{ matrix, which
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consists of all row vectors of weight d. We can then embed f’ (and hence f) into PSICw: (a,1)-
The ideal PSM scheme for PSIC N/.(d,1) induces a PSM scheme for f with communication

complexity O(log (A(;{)) = O(dlog(N7 +d)). Prior to this work, the only general construction
in [7] can apply in this setting which results in communication complexity of O(y/Ny). Thus,
our construction achieves a strict improvement when d = o(y/N7/log N1). Note that these
schemes also apply to functions such that the rows (or the columns) are dense, that is, they
contain at least n — d ones for a small d.

Next, Narayanan et al. [41] showed a PSM scheme for a function f : Xy x X; — Y whose
communication complexity is O(klog|Y|), where k is the tiling number of f. Here, the tiling
number refers to the smallest number of disjoint monochromatic rectangles covering the
truth-table T¢. Let ¢ be the smallest prime power larger than |Y| (we can choose ¢ so that
¢ = O(|Y])). If the rank of the truth-table T is at most r over Fy, then we can decompose
Ty = MM/ where M; € IE"qu‘XT. Thus, by defining an injection

T 0 X; D x> Mi[,’Ei] € FZ,

where M;[z] denotes the z-th row of M;, we can embed f into the inner product function over
7. The inner product is a special case of the generalized index function and hence admits
ideal PSM. As a result, we obtain a PSM scheme for f with communication complexity
O(rlog|Y|). Since it holds that k > r for any f, our construction achieves a more refined
communication complexity than [41].

Finally, Beimel et al. [7] showed a PSM scheme for a general function f : X x X —
{0,1} with communication complexity O(v/N), where X = {0,1,...,N — 1}. According
to the description in [3], the more precise communication complexity is at least 12v/N.
In contrast, we show that any function f can be embedded into an ideal PSM function
Gy : X' x X' = {0,1} with log|X’| = 4V/N + 1. Precisely, we consider a multi-linear
function f : ({0,1}YN)4 = {0,1} such that

f(€irs€jos€irrej) = flioVN + jo,i1VN + j1)

for any 4o, jo, 41,71 € {0,1,..., VN - 1}, where e; denotes a one-hot vector whose i-th element
is one. Then, we set X’ = ({0,1}YN)4x {0, 1} and define a function Gy: X'xX"—{0,1} as

Gf((X(),Xl, iOv i17 CL), (y07y17j07j17b))

= f(x0,%1,¥0,¥1) & (X0, o) & (x1,§1) ® (yo., o) ® (y1,i1) Badb
for any xo, X1, o, 11, Yo, ¥1,Jo,j1 € {0, 1}‘/ﬁ and a,b € {0,1}. To show that G admits ideal
PSM, we construct the following families of permutations over X’ x X’ under which the
outputs of Gy are invariant:

For any to,t; € {0, 1}‘/N7 mto:t1 freely shifts part of Alice’s input (xg,x1) by (to,t1)-

For any sg,s; € {0, 1}‘/N7 %051 freely shifts part of Bob’s input (yo,y1) by (so,s1).

For any po,p1,90,91 € {0, l}m, TP0:P1,90,41 freely shifts part of Alice’s and Bob’s

inputs, (ig,i1) and (jo,j1), by (Po,P1) and (qo, q1), respectively.

For any r € {0,1}, p” maps part of Alice’s and Bob’s inputs (a,b) to (a ®r,b® r).
Thus, we can map an input to any other input by composing permutations from the above
families as long as their corresponding outputs of G are equal, which shows the existence of
ideal PSM for G'¢. Since the communication complexity of the resulting ideal PSM scheme is
log| X’ x X'| = 8N +2, our construction improves the constant factor in the dominant term
of the best known communication complexity. An additional benefit is that Alice and Bob
can compute their messages simply by applying a composition of the permutations defined
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above to their inputs. As a result, the message functions of our scheme can be expressed in
closed form and simplifies the hierarchical design of [3,7], which relies on nested invocations
of PSM schemes for smaller functions.

3 Preliminaries

This section summarizes basic notations used in the paper. For n € N, we define [n] =
{0,1,2,...,mn — 1}. For a set X, let ()lg) denote the set of all k-sized subsets of X. We
write x <% X if an element x is sampled uniformly at random from a set X. The statist-
ical distance between two random variables X,Y over a set U is defined as SD(X,Y) =
(1/2) > ,cv | Pr[X = a] — Pr[Y = a]|. For two vectors u, v, we denote their inner product by
(u, v) and their tensor (or Kronecker product) by u® v. Let F, denote a finite field of size q.

3.1 Permutation Groups

If H is a subgroup of a group G, then we write H < G. We denote the group of all
permutations over a finite set X by Sx. If |[X| = N, then we also denote it by Sy and
call it the permutation group of degree N. We denote the inverse of a permutation 7
by #~! and the composition of 7 and #’ by 7’ o 7. We say that G is generated by a
subset S C G if every element of G can be expressed by a composition of finitely many
elements of S or their inverses. Each permutation # € Sx naturally acts on the set X.
If n = |X|, then 7 also acts on the set Y of n-dimensional vectors over a set Y: for
each v = (vz)eex € Y™, define 7(v) = (v3)eex € Y™ as v}, = v, for all z € X.
For a subset S C Sx, we define the orbit of x € X under the action of S on X by
Orbg(z) = {w(z) : m € S}. We say that G < Sx is transitive if for any x,2’ € X, there
exists m € G such that 7(z) = 2/, that is, the orbit of any x € X is equal to X. A (not
necessarily transitive) subgroup G < Sx is called orbit-minimal if for any proper subgroup
H < G, it holds that [{Orbgy(z) : z € X}| > |[{Orbg(z) : © € X}|. Let Xo, X1 be sets. We
naturally identify Sx, x Sx, as a subgroup of Sx,xx, via 7(zo,z1) = (70(x0), 71 (x1)) where
T = (10,71) € Sx, X Sx, and (zg,z1) € Xo x X;. We denote a natural projection from
Sx, X Sx, onto Sx, by pr;. For S C Sx, x Sx,, we similarly define the orbit of (z¢,z1)
under the action of S on X x X7, denoted by Orbgs(zg,z1).

3.2 Functions

Let f: Xg x X; — Y be a function. For subsets Ag C Xy and A; C X;, we denote
f(Ao X Al) = {f(l‘o,fﬂl) : (1’0,171) € Ag x Al} and denote Range(f) = f(XO X Xl) We
also denote f~1(y) = {(zo,71) € Xo x X1 : f(wo,21) = y} for y € Range(f). We define an
equivalence relation >~ on the set of all functions whose domain is Xy x X; as follows:

feg L5 Y(wo,a1) € Xo x X1, o(f(ro(z0), 11 (21))) = g(z0, 21)

for some pair of permutations (r9,71) € Sx, X Sx, and some bijection o : Range(f) —
Range(g). The truth-table of f : Xy x X7 — Y is defined as a matrix Ty whose rows and
columns are indexed by X and X7 and whose (zg, z1)-th entry Ty[zo, 1] is f(xo,z1) for any
(zo,21) € Xo x X;. For each xy € Xy, we denote the row vector of Ty corresponding to zg
by T't[zo, %] € Yy X1l. Similarly, we denote the column vector of T corresponding to z; € X3
by Ty[*,x1] € YXol| We say that a function f: Xy x X1 — Y is degenerate if there exist
i € {0,1} and z; # x} € X; such that f(x;,x1_;) = f(x},x1_;) for all z1_; € X;_;, where the
inputs are supposed to be sorted according to the index. We say that f is non-degenerate if f
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is not degenerate. We say that f : X x X1 — Y is disconnected if there exist ¢ € {0,1} and a
partition X; = A;UB; such that f(A; x X1_;)Nf(B; x X1_;) = 0. We say that f is connected
if f is not disconnected. Note that if Y = {0, 1}, then non-degenerate disconnected functions
are limited to those whose truth tables are (1 0) or its transpose, or functions that are
equivalent to them. For m = (7, m1) € Sx, xSx, and z = (xg, 1) € Xox X1, we simply write
m(x) = (mo(xo), m(z1)) and f(m(z)) = f(mo(xg), m1(x1)). We define the invariant group of f,
denoted by I¢, as the subgroup consisting of all pairs of permutations in Sx, xSx, under which
the outputs of f are invariant, i.e., Iy = {m € Sx, x Sx, : f(7(x)) = f(x),Vo € Xo x X1}.

3.3 Private Simultaneous Messages

We introduce Private Simultaneous Messages (PSM) schemes. Each of two parties holds
an input z; and they both share a common string r sampled by a randomized algorithm
Gen. Then, each party runs an algorithm Msg to compute a message m;. They send the
messages to an external party, who then runs an algorithm Eval to obtain f(xg,z1). The
privacy requirement is that the joint distribution of messages leaks no extra information. We
provide the formal definition below.

» Definition 1. Let f: Xo x X1 — Y be a function. A Private Simultaneous Messages
(PSM) scheme II for f is a tuple (Gen, Msg, Eval) of three algorithms, where

Gen() — r: Gen is a randomized algorithm that takes no input and outputs r € R sampled
from a probability distribution over a set R.

Msg (i, x;,7): Msg is a deterministic algorithm that takes i € {0,1}, x; € X;, andr € R
as input and outputs a message m;.

Eval(mg, m1): Eval is a deterministic algorithm that takes messages (mo,m1) as input
and outputs y € Y.

satisfying the following properties:

Correctness. For any (xzg,z1) € Xo X X; and r € R, it holds that
Eval(Msg(0, zg,7), Msg(1,z1,7)) = f(x0,z1).

Privacy. For any input (zo,71) € Xo X X1, let Dy, »,) denote the probability distribution
of (Msg(i, xi,7))ic{o,1} induced by r < Gen(). For any pair of inputs (xo,x1), (x, ) €
Xo x X1 with f(zo,z1) = f(z(,2}), it holds that SD (D(wo,wl),D(%’w&)) =0.

We call the set of all possible outcomes of Gen (i.e., R) the randomness space of II. We call

the set of all possible outcomes of Msg(i, -, ) the i-th message space and denote it by M;. The

communication complexity of I1 is defined as log |My| + log | M.

If a PSM scheme for a function f is given, then it immediately implies a PSM scheme with
the same communication complexity for any function f’ that is equivalent to f. Therefore,
throughout this paper, we do not distinguish between equivalent functions and rather focus
on equivalence classes of functions.

Furthermore, we focus on PSM schemes for non-degenerate functions. Suppose that f :
Xo x X1 — Y is degenerate, and that there exist zg, x(, € X such that f(xg,z1) = f(z(,21)
for any z1 € X;y. Then, any PSM scheme II' for the restriction f’ of f to Xo \ {z(} x X1
can be extended to a PSM scheme II for f simply by letting party 0 “reuse” his message for
xo when his input is z(. The communication complexity of II is the same as that of II'.
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4 ldeal PSM

In this section, we introduce the notion of ideal PSM schemes, in which messages are taken
from the same domain as inputs. Ideal PSM schemes are necessarily communication-optimal
as communication complexity must be at least the input length of a function. We begin by
presenting the formal definition.

» Definition 2. We say that a PSM scheme 11 for a function f: Xo x X1 — Y is ideal if
the message spaces satisfy

MO = XO and M1 = Xl.

We say that a function f admits ideal PSM or is an ideal PSM function if there exists an
ideal PSM scheme for f.

Suppose that II is an ideal PSM scheme for a non-degenerate function f. Then, the
communication complexity of IT cannot be reduced further. This is because otherwise, for

some randomness 7 and some pair of inputs, say xg, z{,, the corresponding messages coincide.

Then, the perfect correctness of II implies that f(xzg,z1) = f(z(,21) for any x;, which
contradicts that f is non-degenerate.
4.1 Canonical Ideal PSM Schemes

We introduce a special class of ideal PSM schemes induced by permutation groups. Jumping
ahead, we will show that the set of ideal PSM functions is essentially limited to those realized
by this special type of ideal PSM schemes. In that sense, we refer to these ideal schemes as
“canonical”.

For sets Xg, X1, we define

Ux,.x; = {(Go,G1,¢) : Go < Sx,,G1 < Sx,, ¥ : Gy — Gy is an isomorphism}.
For each G = (G, G1,9) € Ux, x,, we define a subgroup I'g of Sx, X Sx, as
I'g = {(mo,m1) : Mo € Go,m1 = (7o)}

and Yg = {Orbr, (zo,21) : (z0,21) € Xo x X1}. Finally, we define a function fg : Xo x X; —
Yg by

fg(zo, 1) = Orbr, (20, 1)

for all (xg,21) € Xo x X;.
We can see that each function fg admits ideal PSM.

» Proposition 3. For each G = (Go,G1,9) € Ux, x,, there exists an ideal PSM scheme Ilg
for the function fg.

Proof. We construct Ilg as follows. The randomness generation algorithm Gen outputs
m = (mp, m1) chosen uniformly at random from I'g. The message function Msg is defined
as Msg(i,z;,m) = m;(x;). The evaluation function Eval is defined as Eval(mg,mi) =
Orbr, (mo, m1). By definition, Ilg is ideal.

We have that

Eval(Msg(0, zo, 7), Msg(1, z1, 7)) = Orbr, (mo(x0), m1(x1)) = Orbr, (2o, z1) = fg(zo,z1).

The second equality follows from 7 = (mp, 71) € I'g. Thus, the correctness of IIg follows.
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Let (zg,z1),(z,2}]) be two inputs such that fg(zg,z1) = fg(ap,z]). Then,
Orbr, (2, z1) = Orbrp, (2, 27). It follows from the orbit-stabilizer theorem that the distri-
bution of

(Msg(0, 29, ), Msg(1, 21, 7)) = (mo(z0), m1(x1))

induced by m <5 I'g is a uniform distribution over the orbit Orbr, (zo,21). Similarly, the
distribution of (Msg(0, z{, 7'), Msg(1, z,7’)) induced by n’ < I'g is a uniform distribution
over Orbr (g, 7}). Therefore, the distribution of (Msg(i, z;, 7))ie0,1} is identical with that
of (Msg(i, 2}, 7))icf0,1}, from which the privacy of Ilg follows. <

)

4.2 Characterization

We show that the class of ideal PSM functions is essentially equal to those computed by the
canonical ideal PSM schemes, namely the fg’s.
First, we prepare two lemmas, whose proofs are provided in the full version.

» Lemma 4. Let IT = (Gen,Msg, Eval) be a PSM scheme for a non-degenerate function
f: Xox X1 =Y with randomness space R. Then, for anyr € R and i € {0,1}, the function
Msg(i,-,7): X; = M; is injective. In particular, if I1 is ideal, then Msg(i,-,r): X; — X; is a
bijection.

» Lemma 5. Assume that a non-degenerate function f: Xo x X1 — Y admits ideal PSM.
Then, there exists an ideal PSM scheme 1I' = (Gen’, Msg’, Eval) for f such that Eval’ = f.

Now, we show a characterization of ideal PSM functions.

» Theorem 6. Let f : Xg x X7 — Y be a non-degenerate function. Then, the following
conditions are equivalent:
1. f admits ideal PSM.

There exists G € Vx, x, such that f ~ fg.

2.

3. It holds that Orby, (zo, 21) = [~ (f(wo, 1)) for any (zo,21) € Xo x X1.

4. There exists a subset S C Iy such that Orbg(zo,x1) = f~(f(z0, 1)) for any (zg,x1) €
X() X Xl-

Proof.

2 = 1. Let IIg = (Geng,Msgg, Evalg) be the ideal PSM scheme for fg constructed in
Proposition 3. Since f ~ fg, there are a pair of permutations 7 = (79, 71) € Sx, X Sx, and
a bijection ¢ : Y — Yg such that o(f(7(z))) = fg(x) for all x = (zg,z1) € Xo X X7.

It suffices to construct an ideal PSM scheme IT = (Gen, Msg, Eval) for f. We define II as
follows:

Gen = Geng, that is, Gen outputs m = (g, m1) <3 I'g.

Msg(i, i, ) = Msgg (i, 7; ' (i), m) = mi(; H(24)).

Eval(mg, m1) = o~ !(Evalg(mg,m1)).

The correctness follows since

Eval(Msg(0, zo, ), Msg(1, 21, 7)) = 0" (Evalg(Msgg (0, 7 * (x0), 7), Msgg (L, 71 * (1), 7))
=o' (fg(r (o), 71 H(21)))
= f(xo,l‘l).

The privacy of II is implied by that of IIg since f(xg,z1) = f(xf,2}) if and only if
fa(rg H(zo), 71 (21)) = fo(rg ' (xp), 71 ' (21)). Clearly, T is ideal.
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1 =-4. LetIIbeanideal PSM scheme for f obtained via Lemma 5. Let R be the randomness
space of II. For each r € R and i € {0, 1}, we define 7! : X; — X; as 7% (z;) = Msg(i, x;, 7).
From Lemma 4, 7’ is a permutation on X;. Let S be a subgroup of Sx, x Sx, generated by
{(z),m}) .7 € R}

First, we prove that S C Iy. Let (zg,z1) € Xo x Xy and (mp,m) € S. Since § is
generated by {(7¥,7}) : 7 € R}, there exists a sequence (r1,...,7,) such that

(mo,m1) = (70, 7wk ) oo (mo |mk ). o

Note that since S is a finite group, for any (mp,71) € S, there exists k& > 0 such that

(7, 1) "t = (mp, m1)*. Hence, any (my, ;) € S can be represented as in Eq. (1). Then, from
the correctness of II, we have f(zo,z1) = f(n0 (xo), 7} (21)) = f(7y,  omd (xo), 7}  ©
7T%m($1)) == f(ﬂ'o(xo),ﬂ'l(l?l)) for all (Io,xl) (S Xo X Xl.

Next, we prove that Orbg(zo,21) = f~*(f(x,71)) for any (zg,21) € Xo x X;. Since
we have shown S C Iy, it holds that Orbg(zg,21) C f~(f(zo,21)). It remains to show
that for any (x(,2}) € f~1(f(w0,21)), there exists (mp,m1) € S such that m(x) = x{, and
m1(x1) = «). From the privacy requirement of H the distribution of (7%(x), 7} (z1)) induced
by r < R is identical with that of (7 (z{), 7} (2})) induced by r’ +s R, since f(xo, x1) =
f(zy,2}). This particularly implies that there exist 7,7’ € R such that (7°(x¢),7l(21)) =
(7% (xp), mk (). By the definition of S, (mg,m1) := (7%, 7}) " o (7%, 7}) belongs to S and
(mo(w0), m1(21)) = (20, 1)

4 = 3. Let (w0,71) € Xo x X;. By the definition of Iy, it holds that Orby, (xo,z1)
FY(f(zo,z1)). The converse inclusion follows from f~!(f(xg,z1)) = Orbg(zo,x1)
Orby, (wo, 1) as S C I.

3 = 2. Define G; = pr;(Iy) for i € {0,1}. First, we prove that the restriction of the
projection pr; to Iy is an isomorphism, i.e., G; and Iy are isomorphic. Since pr; is surjective,
it is enough to show that it is injective. Suppose on the contrary that there exist my € Gy
and m # 7w € G such that (mg,m) € Iy and (mg,m]) € Iy. Then, there exists x; € X;
such that m1(x1) # 7i(z1). For any xg € Xo, we have f(mo(zo),m1(21)) = f(xo,21) =
f(mo(zo), 1 (21)). Since mp is a bijection, this implies that for any xg € Xy, we have
f(zo,m(x1)) = f(zg,m}(2x1)). This contradicts that f is non-degenerate. Thus, the projection
pr; : Iy — G; is an injection and hence is an isomorphism. In summary, Gy, G; and I; are
isomorphic to each other. Let ¥ be an isomorphism from Gg to G;.

We set G = (Go,G1,9) € ¥x, x,. Note that T'¢ = Iy and Yg = {Orby, (v¢,21) :
(zo,21) € Xo x X1}. We show that f ~ fg. Define 0 : Y — Y as follows: For any y € Y,

pick any (zo,21) € f~'(y) and set o(y) = Orby, (xo,z1). We see that o is well-defined.

Indeed, the condition 3 ensures that for any (z, ) € f~*(y), it holds that Orby, (2, ) =
S (f(y)) = Orby, (x0,21). We also see that o is a bijection. We define o’ : Yg — Y as

o'(Orby, (z0, 1)) = f(x0,21) for any Orby, (zo,r1) € Yg. We see that o' is well-defined.

Indeed, if Orby, (zg,21) = Orby, (z(, 27), then there is m € Iy such that (o, z1) = (7, 27),
which implies that f(z(,x}) = f(7(xo,21)) = f(xo,2z1). Since ¢’ is clearly the inverse of o,
o is a bijection. Furthermore, o(f(xo, 1)) = Orby, (zo,21) = Orbr, (zo,21) = fg(xo,x1) for
any (zg,21) € Xo X X;. <

We note that the tuple G = (G, G1, ) such that f ~ fg may not be uniquely determined

by a function f. In other words, there may exist distinct G # G’ € ¥x, x, such that fg ~ fg.
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5  Enumeration of Ideal PSM Functions

In this section, we give asymptotic upper bounds on the total number of non-degenerate
connected functions f : Xy x X; — Y that admit ideal PSM. In addition, we provide a
complete list of such functions for small domains by a brute-force search. Our approach
for enumeration is based on Theorem 6, which ensures that it is sufficient to enumerate all
possible tuples (Go, G1,9) € Ux, x, where Gy < Sx,, G1 < Sx,, and ¢ is an isomorphism
from Gg to G1.

5.1 Asymptotic Upper Bounds

We define C'y, n, as the total number of non-degenerate connected functions f, up to the
equivalence relation ~ (defined in Section 3.2), such that

The domain of f is X x X7 with |Xo| = Ny and | X;| = Ny.

f admits ideal PSM.
From Theorem 6, a non-degenerate ideal PSM function f is equivalent to fg for some
G € ¥x, x,. Thus, we can upper bound C, n, by enumerating all fg’s up to equivalence.

Furthermore, it suffices to enumerate all orbit-minimal subgroups H of Sx,x x, such that
H < Sx, x Sx,. Indeed, given fg, let Hg be a minimal one among subgroups of I'g such
that {Orng (xo,xl) : (.’ﬂo,iﬂl) € X() X Xl} = {Ol"brg (a:(),xl) : (l'(),xl) € X(] X Xl} Then,
Hg is an orbit-minimal subgroup of Sx,xx, since otherwise, there is a proper subgroup
H' < Hg such that [{Orbg/(zo,z1) : (z0,21) € Xo x X1}| = [{Orba, (20, 1) : (2, 21) €
Xo x X1} = {Orbr, (2o, z1) : (2o, z1) € Xo X X1}|, which contradicts the choice of Hg.
Furthermore, if fg and fg lead to the same subgroup H = Hg = Hg/, then it holds
that {Orbr, (zo,z1) : (z0,21) € Xo x X1} = {Orbg(zo,z1) : (x0,21) € Xo x X1} =
{Orbr,, (z0, 1) : (w0,71) € Xo x X1} and hence fg =~ fgr. Therefore, the total number
of non-equivalent fg’s and hence Cy,, N, are upper bounded by the total number of orbit-
minimal subgroups H of Sx,xx, such that H < Sx, x Sx,. According to [43, Theorem 1.5],
any orbit-minimal subgroup H with H < Sx, X Sx, is generated by a set S of at most

log(NoN7) elements. Furthermore, since each element of S is expressed as (mg, 71) for some
|SX0 HSXl |)

o € Sx, and m; € Sx,, the total number of such H’s is upper bounded by ( lo(No N1 )

» Theorem 7. The total number of non-degenerate ideal PSM functions f: Xo x X3 =Y
with | Xo| = Ny and | X1| = N1, up to equivalence, is at most

( No! - Ny! ) — 9O((No log No+N1 log Ni) log NoN1)
log(NoN1)

If the message spaces of both parties are of prime size, i.e., Ny and N7 are primes, then
we can obtain a better upper bound for C, n,. See the full version for details.

» Theorem 8. Let Ny and Ny be primes and f : Xg x X1 = Y be a non-degenerate,
connected, ideal PSM function with | Xo| = Nog and | X1| = Ny. Then, Ng = Ny. Furthermore,
the total number Cn, N, of such functions is at most 90 (log? P) where p := Ny = Nj.

5.2 Complete Lists of Small Ideal PSM Functions

Finally, we provide a complete list of non-degenerate connected functions f : Xg x X7 = Y
that admit ideal PSM when | Xy| and | X;| are small. Since we are interested in equivalence
classes of ideal PSM functions, it is sufficient to enumerate Go < Sx, and G; < Sx, up
to conjugacy, and isomorphism ¥: Gy — G;. Furthermore, we observe that if connected
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functions are considered, it suffices to enumerate such (Gg, G1,%) assuming that Go and
(1 are transitive. For small domains, we do this by a brute-force search using an open
software package called GAP. GAP has a list of all transitive permutation groups (up to
conjugacy) of degree at most 30. GAP has a function that takes Gy and G; as input and
computes an isomorphism from Gy to G (if exists). GAP also has a function that takes Gg
as input and computes all automorphism of Gy. Using these functions, we can enumerate
U x,.x, with max{|Xo|,|X1|} < 15 except for the case of | Xo| = | X1| = 12. We were unable
to deal with larger cases or |Xo| = |X1| = 12 due to limited computational resources. There
are possibilities that fg is degenerate for some G € Ux, x, or that fg ~ fg for some
G # G € ¥x, x,- We manually eliminate such degenerate functions and duplicates. The
resulting list and our source codes are available in [1] and the exact values of C, n, are
provided in the full version. It can be observed that the exact values of Cn, n, seem to be
much smaller than our asymptotic upper bounds. We leave the question of the tightness of
our upper bounds on Cn, n, to future work. In the full version, we also show a more efficient
method to enumerate boolean functions f : X x X1 — {0, 1} that admit ideal PSM. This
allows us to enumerate such functions with max{|Xo|,|X1|} < 23.

6 Infinite Families of Ideal PSM Functions

6.1 Group Product

The sum function f : G x G — G over an abelian group G, defined as f(z,y) = x + y, admits
ideal PSM: one party with input = computes a message x + r and the other party with input
y computes a message y — r.

More generally, let G be a possibly non-abelian group. Let m € N, (Sp, S1) be a partition
of [m], and s; = |S;| for i € {0,1}. We define a function f : G x G** — G as

F((@)iesy, Widies,) = ] 2
1€[m]

where we set z; = x; for i € Sy and z; = y; for i € S;. The PSM scheme for f presented
in [29] is ideal and hence f is an ideal PSM function.

6.2 Private Set Intersection Cardinality

Let U be a set of size n and dy,d; € N be such that dg < n and d; < n. Set d = min{dp, d; }.

Define a function PSIC,, (4,4, : () % (7)) = {0,1,...,d} as
PSlCnx(dmdl)(Aoa Al) - ‘AO n A1|

for all (Ap, A1) € (fijo) X (gl) We show that PSIC,, (4, .4,) admits ideal PSM based on

Theorem 6. Let (Ao, A1), (45, A}) € (é{)) X (dU1) be two inputs such that [AgNA;| = |A{NA]].

Observe that both Ag U A; and Ay U A} admit partitions whose corresponding blocks have
the same sizes, that is, Ag U A1 = (4o \ A1) U (Ao N A1) U (A1 \ Ap) and Aj U A} =
(AG\ADU(AGNALU(AL\AD). Thus, there exists a permutation o over U such that o(A4g) = Af
and 0(A;) = A}. Furthermore, since o is a permutation, |o(X)No(Y)| = [¢(XNY)| = | XNY|
for any (X,Y) € (dUO) X (gl) Thus, the fourth condition in Theorem 6 is satisfied.
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6.3 Index Function

We show that an index function, which takes a vector D = (D;);e(n] € {0, 1} and an index
x € [N] as input and outputs D,, admits ideal PSM. The index function was implicitly
used to prove the feasibility of PSM for general functions f in [29] by setting D as the
truth-table of f(xg,-) and = x1. It has played an important role to improve the worst-case
communication complexity of PSM [3,7,9, 38].

We prove that a more general form of the index functions admit ideal PSM. Let H and
G be abelian groups. Let F be a set of functions from H to G satisfying the following
properties:

For any ¢, ¢’ € F, the function ¢ + ¢ (resp. ¢ — @), defined as (¢ + ¢')(t) = ¢(t) + ¢'(¥)

(resp. (¢ — ¢')(t) = &(t) — ¢'(t)) for any ¢ € H, is also in F.

For any ¢ € F and s € H, the function ¢, defined as ¢5(t) = ¢(t — s) for any t € H, is

also in F.
Set Xg = H x G and X; = F. Define f: Xg x X7 — G as

(7). 0) = d(x) —r (2)

forany x € H,r € G, and ¢ : H - G € F. The original index function can be viewed as
a special instance by setting G = {0,1}, H = Zy, and F as the set of all functions from
[N] to {0,1}. We show that f admits ideal PSM if it is non-degenerate. For s € H, we
define (7§, 75) € Sx, X Sx, as w§(x,r) = (x + s,7) and 75 (¢) = ¢s. For 7 € X7, we define
(6§,07) as ol (x,r) = (x,r + 7(x)) and o] (¢) = ¢ + 7. Let S be a subgroup generated by
{(n§,75):s € H}U{(0§,07) : 7 € X1}. Then, S satisfies the fourth condition in Theorem 6.
See the full version for details.

We also show that an augmented form of the inner product can be expressed as a special
instance of the index function f in Eq. (2) and hence admits ideal PSM. Formally, define
Py (Fy x Fy) x (Fy x Fy) — Fy as

IPy.((%0,a0), (x1,a1)) = (X0, X1) — ap — a1

for any x¢,x; € Fj and ag,a; € F;. Let G = F, and H = Fj. For x; € F; and
a1 € Fy, define a function ¢*% : H — G as ¢*% (x¢) = (X¢,%1) — a1 for any xg €
H. Let Xg = HxG and Xy = F = {¢™% : x3 € Fj,a1 € Fg}. It then holds that
IP,.((x0,a0), (x1,a1)) = f((X0,a0), ). We have that ¢*1:91 4 ¢¥1:01 = gXitxpa1+a;
and ¢F " (xg) 1= ¢ (xg — 8) = ¥4 HEX1) (%), Hence, X, satisfies the assumption in
Section 6.3.

7 Communication-efficient and Simplified PSM Schemes

In this section, we improve the communication complexity of state-of-the-art PSM schemes for
several functions. Our constructions follow the same template: We embed a target function f
into a larger function f’ that admits an ideal PSM scheme, from which we naturally derive a
PSM scheme for f. Since the ideal PSM scheme is communication-optimal, the key question
is how much we can restrict the domain of f’ while still containing f as a restriction. Formally,
we say that a function f : Xo x X7 — Y is embedded into a function f': Xj x X{ = Y
if there are injective functions 7; : X; — X/ such that f(xo,2z1) = f'(70(z0), 71(x1)) for all
(zo,21) € Xo x X1. If f is embedded into f’, then a PSM scheme for f’ naturally induces a
PSM scheme for f.
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7.1 Functions with Sparse/Dense Truth-tables

First, we consider functions with sparse truth-tables. Specifically, let f : [No] x [N1] — {0,1}
be a function such that each row of the truth-table T has at most d ones for a small d < V;.
Prior to this work, the only general construction in [7] can apply, resulting in communication
complexity of O(max{y/Ng, /Ni}).

We show an efficient PSM scheme for f with communication complexity O(dlog(N7 +
d)), resulting in a strict improvement over [7] when d = o(v/N1//log N1). The same
communication complexity can be attained when the columns of the truth-table are sparse.
These schemes also apply to functions such that the rows (or the columns) are dense, that is,
they contain at least n — d ones for a small d, by taking the NOT of sparse functions.

» Proposition 9. Let f: [Ng] x [N1] — {0,1} be a non-degenerate function such that for any
xg € Xo, the number of ones in the row T¢lxo,*| of the truth-table Ty is at most d. Then,
there exists a PSM scheme for f such that |Mo| = ("5 and |M;| = Ny + d.

Proof. We show that f is embedded into an ideal PSM function f’ : [N{] x [N{] — {0,1}
with Nj = (Nljd) and N{ = N7 +d. Then, an ideal PSM scheme for f’ induces a PSM
scheme II for f with the stated communication complexity.

We define f” : [Ng] x [N]] = {0, 1} by specifying its truth-table T}~ as follows. For each
xo € [Ny), define the row vector Ty [z, *] of length N{ = N; +d by appending d — w,, ones
and wy, zeros to the right of Tt[x¢, *|, where w,, denotes the number of ones in Ty[xg, *].
Clearly, f is embedded into f” and each row of Ty~ contains exact d ones.

We set f" = PSICy; (4,1). Note that f’ has a domain [Ng] x [N{] with Ny = (N1d+d) and
Ni{ = Ny +d. Then, f” is embedded into f’ since the rows of the truth-table of f’ contains
any row vector of weight d. Therefore, f is embedded into f’. <

7.2 Functions with Low-Rank Truth-tables

Narayanan et al. [41] showed PSM schemes for functions that have bounded tiling numbers.
Specifically, a k-tiling of a function f : Xy x X7 — Y is a partition of Xy x X; into k
monochromatic rectangles, i.e., a tuple of rectangles (R;);ec[x) such that for every i € [k],
there exists y; € Y such that f(xg,z1) = y; for all (xg,x1) € R;. The tiling number of a
function f is defined as the smallest number k£ such that f has a k-tiling. They showed a
PSM scheme for f with communication complexity O(k log |Y'|), where k is the tiling number
of f.

Let ¢ be the smallest prime power larger than |Y| (we can choose ¢ so that ¢ = O(|Y])).
Then, the truth-table Ty of a function f : Xy x X; — Y can be viewed as a | X|-by-|X1]
matrix over ;. In the following, we present a PSM scheme for f with communication
complexity O(rlogq) = O(rlog|Y|), where r is the rank of T} over F,. As is well known,
it holds that k > r since Tt can be represented as a sum of k rank-1 matrices if f has a
k-tiling (e.g. [31]). Our construction thus achieves a more refined communication complexity
than [41].

» Proposition 10. Let f : [Ny] x [N1] — Fy be a non-degenerate function whose truth-table
Tr € Fév‘)xjvl has rank r as a matriz over F,. Then, there exists a PSM scheme for f such
that |Mo| = |M1| = ¢".

Proof. We show that f is embedded into the inner-product function IPy, : Fy x Fp — F,.
Then, the proposition follows since 1P, , admits ideal PSM.
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Since Ty has rank r, there exist two matrices Mg € IE‘(JIVDXT and M; € Ff]vl” such that
Ty = MoM] as matrices over F,. In particular, it holds that T [z, z1] = (Mo[zo], M1[21])
for any (xo, 1) € [No] x [N1], where M;[x] denotes the a-th row vector of M;.

For each i € {0,1}, define 7; : [N;] — F}, by 7;,(z) = M;[x] for any = € [N;]. From the
above, we have f(zg,z1) = IPq.(10(x0), 71(21)) for any (xo,z1). Since f is non-degenerate,
the rows of M; are pairwise distinct and hence 7; is injective. Therefore, f is embedded into
Py, via the 7;’s. <

7.3 Simplified PSM for General Functions

Beimel et al. [7] showed a PSM scheme for a general function f : [N] x [N] — {0,1} with
communication complexity O(v/N). According to the description in [3], the more precise
communication complexity is at least 12¢/N. In the following, we present a PSM scheme for
f with communication complexity 8/N + 2, improving the constant factor in the dominant
term of the state-of-the-art construction. An additional benefit is that our construction is
simpler and more direct: the message and evaluation functions are given in closed form,
unlike the hierarchical designs of [3,7], which rely on nested invocations of PSM schemes for
smaller functions.

Let f : [N] x [N] — {0,1} be a non-degenerate function. We assume that N is a
square number. Otherwise, we embed f into a function f’ with domain [N'] x [N’] for the
smallest square number N’ with N’ > N. Let n = v/'N. We define a multi-linear function

Fr ({0,131 = {0,1} as

f(ag,bo,a1,br) = > aglio] - boljo] - aifir] - ba[jr] - f(ion + jo,irn + j1)

10,J0,%1,71 €[n]

for any ag,bg,a;, by € {0,1}", where we denote the i-th bit of a vector v by v[i]. Let
X =Y = ({0,1}")* x {0,1}. We define Gy: X xY — {0,1} as

Gy ((x0,%1,10,11,0), (¥0,¥1,J0,1,0))
= f(x0,X1,¥0,¥1) ® (X0, Jo) ® (X1,J1) ® (yo.i0) ® (y1,11) ® a @ b.

Note that f(umvm,uy,vy) = f(x,y), where we let e, € {0,1}" denote a one-hot vector
whose z-th element is one, and u,, v, € {0, 1}" denote one-hot vectors such that u, ®v, = e,.
Thus, we have Gf((uz,v;,0,0,0), (uy,v,,0,0,0)) = f(z,y) and hence f is embedded into
Gy. In the full version, we show that Gy admits ideal PSM, which implies that there exists a
PSM scheme for f with communication complexity 8[v/N] 4 2. This improves the dominant
term 12v/N of the best known PSM scheme for general functions [7].
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