Improving Lagarias-Odlyzko Algorithm for
Average-Case Subset Sum: Modular Arithmetic
Approach

Antoine Joux &
CISPA Helmholtz Center for Information Security, Saarbriicken, Germany

Karol Wegrzycki &

Max Planck Institute for Informatics, Saarbriicken, Germany

—— Abstract

Lagarias and Odlyzko (J.ACM 1985) proposed a polynomial-time algorithm for solving “almost all”
instances of the Subset Sum problem with n integers of size Q(I'Lo), where log,(T'Lo) > n?log,(7)
and v is a parameter of the lattice basis reduction (y > \/m for LLL). The algorithm of Lagarias
and Odlyzko is a cornerstone of cryptography. However, the theoretical guarantee on the density of
feasible instances has remained unimproved for almost 40 years.

In this paper, we propose an algorithm that solves “almost all” instances of Subset Sum with
integers of size Q(v/T'o) after a single call to lattice reduction. Additionally, our approach allows
solving the Subset Sum problem for multiple targets, whereas the previous method could handle
only one target per call to lattice basis reduction. We introduce a modular arithmetic approach to
the Subset Sum problem, leveraging lattice reduction to solve a linear system modulo a suitably
large prime. By analyzing the lengths of the LLL-reduced basis vectors of both the primal and dual
lattices simultaneously, we show that density guarantees can be improved.
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1 Introduction

The Subset Sum problem, a fundamental problem of computational complexity and cryp-
tography, has been extensively studied due to its numerous practical implications. In the
Subset Sum problem, we are given n positive integers ai,...,a, € Z and a target T € Z.
The task is to decide if there exists a subset of the given numbers that sum to 7.

In particular, the study of Subset Sum has seen numerous applications in cryptography [41,
23], balancing [20], and combinatorial optimization [36]. With these applications in mind,
our goal is to propose an efficient algorithm to solve the Subset Sum for a large range
of instances. Indeed, since the problem is NP-hard, it is unlikely that we could propose
an efficient algorithm to solve all instances of the problem. The natural next step is to
characterize which instances of the problem can be solved efficiently. On that front, there is
a classical result by Bellman [11] that proposes a polynomial time algorithm for Subset Sum
when the numbers are polynomially bounded, i.e., the instance is dense. This result inspired
a long line of pseudopolynomial-time algorithms (see e.g., [17, 37, 45]).
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At the other end of the spectrum, Lagarias and Odlyzko [38] introduced a polynomial
time algorithm for sparse instances. Their work marked a significant milestone by proposing
a polynomial-time algorithm capable of solving “almost all” instances of Subset Sum when
the numbers are of size Q(T' o), where log,(TI'Lo) > n?log, v and 7 is a parameter associated
with the lattice reduction. Lagarias and Odlyzko [38] employed the LLL (Lenstra-Lenstra-
Lovasz [40]) algorithm for lattice basis reduction, for which v = vy > /4/3.

To this day, the Lagarias and Odlyzko algorithm remains a cornerstone of modern
cryptography and is featured in numerous text-books on the field [26, 15, 43]. This algorithm
was subsequently implemented [46, 49, 16], simplified [24] and was improved assuming access
to an exact Closest Vector Problem (CVP) [22, 34]. Nevertheless, the algorithm of Lagarias
and Odlyzko is currently the only known method! to solve low-density instances of Subset
Sum, both in theory and practice (see [44] for survey).

In this paper, we revisit and improve the result of Lagarias and Odlyzko [38]. We present
an algorithm solving almost all instances of Subset Sum when the size of the numbers is
Q(v/TLo). More formally, we prove the following theorem.

» Theorem 1. Let ai,...,a, € Zxo be integers, selected uniformly at random from
{1,....[VTio|}, where T'1o = (o)™ - 20 loen)  With overwhelming probability, in
polynomial time and after a single call to a basis reduction algorithm with parameter vy,
we obtain a polynomial time tester, that for every given T € Z decides whether

n
there exist eq, ..., e, € {0,1} such that Z e -a; =1T.
i=1

Our tester and its creation method are both deterministic. Their success probability only
depends on the random choice of the integers ay,...,a, and is at least 1 — 2~ logn),

The improvement offered by Theorem 1 is twofold. First, in terms of the admissible
range, our algorithm improves the bound on the instance’s numbers from Q(T' o) down to
Q(vTLo). This means that, within the same running time as the previous algorithm, we can
solve more instances of Subset Sum (see discussion in Section 1.2). Second, our algorithm is
oblivious to the target. Namely, after a single call to the lattice basis reduction, with input
numbers ayq,...,a, we can deterministically decide on an answer in polynomial time. In
this sense, our argument provides a succinct certificate for “almost all” instances of sparse
Subset Sum. Precisely this question was previously considered by Furst and Kannan [25]
who used lattice basis reduction to bound the proof complexity of Subset Sum. They
strengthened the Lagarias and Odlyzko algorithm and showed that “almost all” instances
with numbers in {1,...,T o} have a polynomial size proof. Our argument again reduces the
range to {1,..., (\/m }, and our certificates are simpler. In fact, as we will see later, the
data-structure behind Theorem 1 requires only a single matrix-vector multiplication.

Running time comparison. Lagarias and Odlyzko offer a reduction of the average-case
Subset Sum problem to a lattice problem. The exact parameters for which the Subset
Sum can be solved depend on the quality of the lattice reduction algorithm used. In their
original approach, they performed this reduction using a perfect lattice reduction and the
LLL algorithm. They assumed access to an algorithm that provided an approximate shortest
vector within an approximation factor of 4.

L There are several extensions of the LLL algorithm tailored for solving Subset Sum in practice, see [49, 39].
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Theorem 1 provides a more efficient, in terms of the running time, reduction than that of
Lagarias and Odlyzko. For simplicity of exposition, we first prove Theorem 1, which uses
the LLL algorithm as a subroutine. Later, in Section 1.2, we extend this result to a family
of lattice reduction algorithms where the parameter v — 1. Although polynomial, these
algorithms incur a higher running time cost as y approaches 1. In particular, for any fixed

constant ¢ > 0, average-case instances of Subset Sum with numbers in the range {1,...,T.},
where
2
n*loglogn
logy(Ty) = —————
g2(l'c) clogn

can be solved in n¢t°M time using the Lagarias and Odlyzko approach. This also holds for
our approach, and in fact, we achieve the same density using a lattice reduction algorithm
with a running time n¢/2+9M) offering improved efficiency. We provide further details in
Section 1.2 and Appendix A.

1.1 Our Technique: Modular Arithmetic Approach

Now, we elaborate on the techniques that we introduce. In this note, we let [a], be a unique
integer in (—p/2,p/2) such that a = [a], (mod p) (see Section 2 for notation). Consider
vectors a = (a1,...,a,) € Z", e = (e1,...,e,) € {0,1}™ and an integer T such that

e1-art+ey-as+...+e,-a,="1T.
Obviously, for any integers p, p € Z the following also holds
e1- [pai]p + ez - [pasly + - .- +ep - [pan]y = [1T], (mod p).

Next, assume, that we have managed to find p and p, such that:

> llkaily| < p/2

Then there are no overflows modulo p and actually, we can write

er- [par]p + ez - [paz]p + ... + en - [pan]p = [WT7,.

We will show that if the density is small, then there are integers u1, ..., u, € Z such that for
each of them (7) the £; norm is bounded, i.e., ||[m:a],ll; < p/2, and (ii) the vectors [u;a],
are linearly independent. More formally we will prove the following theorem.

» Theorem 2 (Modular Arithmetic Approach). Let T'jp = (9((7LLL)”2 - 24nloga ) and let

p = @((VLLL)OB”Z) be a prime. There exists a polynomial time algorithm, that given in-
tegers ai,...,a, € Z selected uniformly at random from {1,..., (\/FLO]} outputs, with
overwhelming probability, integers pi, ..., itn € Zy such that the following n X n matriz
lmaaly  [maz]y -+ lmandy
lpoaa]ly  [p2ao]p -+ lu2andy
p = : .
lpnarlp  [pnazlpy -+ [unanlp

has full rank. Moreover, for every 1 < i < n it holds that:
b
I(Tkiardp. - - Trian]p)ll, < 5-

More precisely, the procedure succeeds with probability > 1 — 2-(1087) “which only depends
on the random choice of integers ay,. .., ay,.

STACS 2026
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The algorithm for Theorem 1 follows easily with the matrix M, in hand. First we let
ty, = ([paTlps - -, [#nT]p)T and compute the inverse of M,, (which is possible because M,
has full-rank). It remains to verify that the vector (M,)~1 -t is in {0,1}" (see Section 3 for
the full proof).

Observe that if e € {0,1}" is a solution for (a,e) =T, then M, - eT = t. Therefore, if a
solution in {0,1}" exists, we find it. On the other hand, recall, that M, has full rank, hence
e such that M, - eT =t is unique. This means that, if we find e that satisfies M,, - eT =t,
yet e is not in {0, 1}™ we know that no solution exists. When we find a {0,1}" solution, we
also check that it is indeed a genuine solution of the Subset Sum instance.

Now, we briefly sketch the proof of Theorem 2. Our algorithm is inspired by Howgrave-
Graham’s revisit [30] of Coppersmith’s method for finding short roots of univariate modular
equations [21]. In a nutshell, we construct a lattice (very similar to the original lattice of
Lagarias and Odlyzko) for Subset Sum modulo a prime number p. Analogously to the original
approach of Lagarias and Odlyzko we bound the length of vectors in this lattice. The caveat
is that we can also bound the lengths of the vectors in the dual lattice. This crucially allows
us to double the density of the admissible instances.

There are two main differences between our proposal and Howgrave-Graham’s al-
gorithm [30] (and the original Coppersmith’s method [21]) Firstly, the number of variables to
consider in our case is much larger. Secondly, we only need to construct linear polynomials
in these variables rather than considering large degree polynomials.

1.2 Extension to Block Basis Reduction

We would like to comment on the possible improvements of using stronger lattice reduction.
Specifically, the only aspect of the Lagarias-Odlyzko algorithm that relies on the LLL
algorithm is the fact that it provides a (yLL)"-approximate solution to the Shortest Vector
Problem with ~ | > \/m Instead of the LLL algorithm, it is natural to apply block-basis
reduction (e.g., [48, 2]) with parameter Y arbitrarily close to 1. This way, one expects a
better approximation of SVP, consequently improving the range I'. The obvious drawback of
this is the increased running time.

Our approach, in principle, should allow us to reduce the bitlengths of the Subset Sum
instances that can be solved regardless of the concrete algorithm behind the lattice reduction.
Unfortunately, adapting our approach to work with every basis lattice reduction requires a
separate analysis which is much more technical than for LLL. Nevertheless, the takeaway
message is as follows:

The Modular Arithmetic Approach allows us to solve almost all instances of Subset
Sum with integers Q(v/T) with a single call to lattice reduction, whereas the previous
approach guaranteed to solve only instances with integers (") while using the same
lattice reduction algorithm.

Since the LLL algorithm is the most popular we decided first to present our algorithms
using this algorithm. In Appendix A, we demonstrate that our approach works for the
textbook block-reduction presented by Gama and Nguyen [27, 43].

» Theorem 3. Let T > 1 be a parameter of lattice reduction in [27]. Let ai,...,a, € Z
be positive integers, selected uniformly at random from range {1,..., [\/I{‘}, where I' =

T . 20(nlogn) Py overwhelming probability, after a single call to a basis reduction
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algorithm in [27] with parameter T, we obtain a polynomial time tester, that for every given
T € 7Z decides whether

n
there exist ey, ..., e, € {0,1} such that Z ej-a; =T,
i=1

Our tester and its creation method are both deterministic. Their success probability only
depends on the random choice of the integers aq, ..., an and is at least 1 — 2~ (nlogn),

In comparison, the standard analysis of the Lagarias-Odlyzko algorithm requires the
range of integers to be of order I' = T .20(nlosn) when the lattice reduction with parameter
T > 1 is used.

1.3 Related Work

The currently fastest algorithm to solve Subset Sum exactly in the worst-case settings runs in
O*(2"/?) time [29]. Schroeppel and Shamir [50] show that Subset Sum admits a time-space
tradeoff, i.e., an algorithm using S space and 2" /S? time for any S < O*(2"/4). This tradeoff
was improved by [4] for almost all tradeoff parameters (see also [23, 42]).

Average-case algorithms for Subset Sum and more general problems are actively re-
searched [33, 13, 14, 10, 12, 51]. When input numbers are of order 2", Howgrave-Graham and
Joux [31] showed O*(2°337") time and O*(2°255") gpace algorithm for Subset Sum. This
was subsequently improved by Becker, Coron and Joux [9] to ©O*(2°-291") time and space.

The exact running time of the Subset Sum was also analyzed in the parameterized
setting [5, 6], quantum regime [3, 28], total regime [1, 19, 7] and the polynomial space
regime [8]. From the perspective of pseudopolynomial algorithms, Subset Sum has also been
the subject of recent stimulative research [17, 45, 32, 18].

2 Preliminaries

Throughout the paper, we let [n] = {1,...,n}. We use =, to denote equivalence modulo
p, i.e., a =p b iff there exists k € Z such that a = k- p+ b. For integers a,b we let [a], be
the unique value in set {—[b/2] +1,...,[b/2]} such that [a], =p a. O*(-) notation hides
factors polynomial in n.

We consider R™ with the usual Euclidean topology. We use bold letters to denote
vectors. The inner product of two vectors x = (z;)!_; and y = (y;)/; is denoted by
(x,y) = Y1y xi - yi- We denote the £, norm as [|x||, == (37, (x:)?)'/P. Often, we omit
the subscript p which means that we consider the Euclidean case with p = 2. We denote
the d-dimensional Euclidean ball of radius R centered at 0 by Ballg(R). We use the Stirling
formula to approximate the volume of the d-dimensional ball, namely:

Vol(Ball;(R)) ~ L (2 v . R% — 9—©(dlog(d)) | pd
vdr d )

2.1 Background on Lattices

A lattice in R™ is a discrete subgroup of (R™,+). This implies that a lattice is a non-empty
set L C R™ such that for all x,y € L it holds that x —y € L. Any subgroup of (Z",+) is a
lattice, and it is called an integral lattice.

57:5
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Let by,...,b,, be vectors in R™. Let L(b1,...,b,,) be the set of integral combinations
of these vectors, namely:

i=1

L(by,...,by) = {Z&--bi such that £1,..., 0, ez}.

Then, L(b1,...,b,,) is a lattice, specifically the lattice spanned by by, ..., b,,. Furthermore,
when the vectors by, ..., by, are linearly independent (over R), we say that they form a
basis of L(b1,...,b,,). In this case, every vector v € L uniquely decomposes as an integral
combination of the basis vectors , i.e., for every v € L there exists unique aq,...,q,, € Z
such that v = >"""  a; -b; [43, Definition 5, p. 26]. It is well-known that every lattice admits
a basis. The cardinality of any basis is an invariant of the lattice and is called its dimension
(or sometimes referred to as its rank). This quantity, denoted by dim(L) is equal to the
dimension of its linear span (denoted span(L)) as a vector space over R.

We say that a lattice L C R™ has full rank when n = dim(L). Since any lattice of R™
admits some basis, we assume w.l.o.g. that every lattice we consider is given in the form
L(by,...,by,) for some b;’s in R” where m = dim(L).

Thus, by, ...,b;, € R" are linearly independent vectors. Their Gram-Schmidt orthogon-
alization (GSO) is the orthogonal family (b7j,...,b},) defined inductively as follows:

b*{ = b1 and
1—1 *
b;, b’
by =b; — > i ;b; where p;; = <H';*HJ2> for all 1< j<i<m.
Jj=1 J

We can define the volume of the lattice L spanned by bq,...,b,, as
vol(L) = [T Ib; 1,
i=1

and remark that it is a lattice invariant and does not depend on the choice of basis.

Other classical invariants of a lattice are its successive minima. By definition, the ith
successive minimum, denoted as A;(L) is the smallest real number for which there exist ¢
linearly independent vectors in L each of length at most A;(L). In particular, A\;(L) is the
length of the shortest nonzero vector in L. Note that A (L) < Ao(L) < ... < A (L).

2.2 Dual Lattice
For a lattice L C R™ the dual lattice of L is defined as:
L' == {y € span(L) such that (x,y) € Z for all x € L}.

When L is an m-dimensional lattice of R” then LT is also an m-dimensional lattice of
R™. More precisely, if L is spanned by the rows of the basis matrix B, then LT is spanned by
the rows of:

Bt = (BB")"'B

Furthermore, it holds that Vol(L) - Vol(L!) = 1. Finally, if we reverse the order of the rows
of Bf, we obtain the so-called dual basis DT of B. The GSO of dual basis is related to the
GSO of the primal basis by the following relations:

b} || - ||d—sa]| =1 for every i € [m].
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In order to make explicit that the order of the (row) basis vectors is reversed, we write:

D! = Rev ((BBT)’lB).

2.3 The LLL algorithm and its property

Lenstra, Lenstra and Lovész [40] presented a polynomial time procedure that, given an arbit-
rary basis of a lattice computes a so-called reduced basis with better properties. Extensions
of LLL can also compute a reduced basis from an arbitrary generating family.

The main parameter of LLL is a real § € (0.25,1). A secondary parameter u € [0.5,1) is
also useful when considering implementations of LLL with finite precision on orthogonalised
vectors. The initial LLL with exact rational arithmetic [40] uses 1 = 1/2. Let by, ..., b, € R"
be basis of lattice L and by,..., by, € R" be its Gram-Schmidt orthogonalized basis of L.
We say that (by,...,by,) is (6, u)-LLL reduced if and only if the following conditions are
satisfied:

Size Reduction:  |p; x| < forevery 1 <k <i<m

W
Lovész Condition: 6 ||b||” < | bj+1H2 + i Ib%||? for every 1 <i<m

Recall that p; , = ési’g’tii. Both of these conditions yield an implied parameter v =
k" k
1 .
i such that:
167 1| < - ||bi4 ]| for every 1 < <m (1)

Equation (1) is the strongest for v | = \/m + € for some ¢ > 0. This is achieved by
taking u sufficiently close to 1/2 and 4 sufficiently close to 1. In the sequel, we focus on the
parameter | and express our results in terms of it. Note, that the same inequality holds
for the dual lattice.

The running time of LLL algorithm [40] is O(m®°n - polylog(B)), where B is the Euclidean
length of the longest basis vector) [40, 43] (see [47] for recent development).

2.4 State-of-the-art: Lagarias-Odlyzko Algorithm

Assume that a = (aq,...,a,) is a vector in Z™ where each a; is chosen independently
uniformly at random from {1,...,T'} and e = (eq,...,e,) € {0,1}" is chosen independently
at random. Set T' = (a, e). Then, clearly e is a solution to the equation:

n
Zaixi = T such that x; € {0,1} for every i € {1,...,n}.
i=1

Here, we recall the argument of Lagarias and Odlyzko who show that if T' > Q((y )™ T0)
and v > \/m, then the LLL algorithm is sufficient to solve an instance ag,...,a, with
target 7 of Subset Sum in polynomial time and with probability > 1 — 2-®(nlogn),

Note that T < Y7 ; a;, and we can assume that [|e]|; < % as otherwise, we can consider
the same instance with target (3>°1 ; a; — T). Let K := [n(y)™] be a sufficiently large

integer. Lagarias and Odlyzko [38] construct the following row-generated lattice:

10 -+ 0 a-K
0 1 0 as-K
L= L
0 0 1 ap, K
0 0 0 K

57:7
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Let € = (e1,...,e,,0) such that > e;a; = T. Observe that € € L and |le| < /n/2.
Therefore, the vector e is a short vector of L.

The idea of Lagarias and Odlyzko is to use the algorithm of Lenstra, Lenstra and
Lovész [40]. Let v be a minimum length non-zero vector in L. The LLL algorithm guarantees
finding a nonzero vector x € L with:

x|l < (ye)™ vl -

Here, 7y is an implied parameter of the LLL algorithm, and we can guarantee that when
MLl > v/4/3, the LLL algorithm runs in polynomial time (see Section 2). Note that the
vector x found by the LLL algorithm satisfies

Il < ()™ llef] < ()" vn/2 < K

The strategy is, hence, to run the LLL algorithm and hope that the vector x returned by
LLL is either e or —e. There is of course the possibility that there are other spurious vectors
of length less than K. The analysis by Lagarias and Odlyzko demonstrates that this is,
however, highly unlikely. More precisely, they show the following statement:

i i e 2K+1)"+!
> Claim 4 (cf., [24]). Prlexists x € L\ {k-e |k € Z} such that ||x|| < K] < (f

Note that this is 272 1°87) when T' > (’yLLL)”2+0("2). Therefore, by considering the opposite
event, we can guarantee that the vector € is found with a probability at least 1 — 2~ (nlogn)
We include the proof of Claim 4 due to [24] as it serves as an introduction to our technique.

Proof of Claim 4. Let w = (w1,...,wp4+1) € L. Observe that if w,41 # 0 then already
|lw|| > K. Hence, it must hold that w,11 = 0. Let

W = {w € L such that ||w| < K and w,4; =0 and w # k - € for any k € Z}.

Now, it suffices to bound the probability that W is empty. If, however, WV is nonempty, there
exists w = (wy, ..., w,,0) € Z""! and ¢ € Z that satisfy w # £ - e and:

i=1

Let us now fix this vector w and integer ¢. Let z = (z1, ..., 2z,) € Z™ be such that z; = w;—e; L.
Observe that (a,z) = 0. Without loss of generality, we can assume that z; # 0 and we let
Z =—(Y1 5a;zi/z). Hence,

Pri(a,z) =0 =Pray=Z]=» Prlay=i|Z=i -Pr(Z=i.

i=1

As a1 and Z are independent, this is bounded by

r
i=1

Therefore, a fixed w and ¢ satisfy Equation (2) with probability at most 1/T". Note that
the number of w € Z"™! and ¢ € Z such that |w|| < K, w,11 = 0 and |¢| < K is at most
(2K + 1)"*! and the proof concludes. <

Pr(Z=i<

==
==
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Note, that the proof of Claim 4 uses lattice reduction as a blackbox. If one were
to use lattice reduction with parameter T > 1, then the range guaranteed by Claim 4
would be I' = @((T)"2+°(”2)). In the next sections, we will show a method to improve
the admissible range down to I' = @((T)0'5”2+"("2)) that uses more properties of lattice
reduction. In Section 3 we analyse it with the standard LLL. Then in section Appendix A
we analyse it with a textbook block lattice reduction of Gama and Nguyen [27].

3 Modular arithmetic approach

In this section, we focus on the proof of the following statement.

» Theorem 2 (Modular Arithmetic Approach). Let [io = O((y..)™ - 2471°827) and let

p = @(('yLLL)O'5”2) be a prime. There exists a polynomial time algorithm, that given in-
tegers ay,...,a, € Z selected uniformly at random from {1,..., [\/I‘LO]} outputs, with
overwhelming probability, integers pi,. .., ity € Z, such that the following n x n matriz
lal,  [maz], - [maa]p
lpear]p,  [poa], -+ [rean]yp
Mp = . .
lunai]p  [wnaz]y -+ [Hnan]y
has full rank. Moreover, for every 1 < i < n it holds that:
p

[([riarlp, - - -, [ian]p)ll; < 3

More precisely, the procedure succeeds with probability > 1 — 2=(108n) “which only depends
on the random choice of integers ay, ..., ay,.

Before we do so, let us show how to use Theorem 2 to solve the Subset Sum formally.

Proof of Theorem 1 assuming Theorem 2. We start by describing the algorithm. First, we
use Theorem 2 to compute the integers ji1, ..., iy, p. This gives us the matrix M,. We know
that this matrix has full rank so we can compute its inverse with the Gaussian elimination
algorithm. This concludes the description of the preprocessing phase.

Now, given a target T we compute the vector t, = ([u1T]p, ..., [tnT]p)T and compute
a candidate solution eT = M L. t,. Finally, we check that e is indeed correct. Namely, if
i eia; =T and e € {0,1}" we return e and L otherwise. This concludes the description
of the algorithm. Clearly, the algorithm runs in polynomial time. Moreover, a query takes
only O(n?) arithmetic operations (on numbers bounded by [\/m ). The success probability
of the algorithm comes exclusively from a single application of Theorem 2. Therefore, it
remains to argue about the correctness.

Let eq,...,e, € {0,1}" be a solution to Y ;" | a;e; = T and assume that our algorithm
returns L. Because the norm ||[u;a], ||, is bounded by p/2 it holds that:

[mailp  [maaz]y -+ [man]p\ [e [ T,

[near]p,  lpzacly - lpzan]p | | ez | | [n2Tly

lpnarlp  [una2]y -+ [naaly €n 1Ty
Since the matrix M, has full rank, there exists a unique solution to the above linear system.
Hence (eq,...,e,)T = M;l - t,. Finally, note that we only return this solution if all its
coordinates are in {0,1}™ and the total weighted sum is equal to the desired target, thus
ensuring an incorrect solution is never returned. <

57:9
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From now on we will focus on the proof of Theorem 2.

3.1 Generating Family

Let p € N be the prime fixed in Theorem 2. In particular, p is odd. Because the numbers
ai,...,a, are generated at random in the interval {1,...,1/T o} which has length much
larger than p, the modular reductions a; (mod p) are very close to uniform modulo p. For
simplicity of the analysis we want to assume that they are uniform. This can be achieved
by using the rejection sampling to discard any event when at least one a; is greater than
op, where o, is the largest multiple of p such that o, < v/T' 0. This is valid, because the
probability that specific a; is discarded is:

| vIio — UP| < 27Q(nlogn)'

Pla; > 0,] <
R —

Therefore, by the union bound, probability that we do not discard any of aq,...,a, is at
least 1 — 2-(nlogn) - GQimjilarly, we can assume that a; is not a multiple of p. Hence, there
exists an integer a; ' such that a; - a7’ =, 1. Note that this integer can be computed with
O(1) number of arithmetic operations.

Consider the lattice generated by the rows of the following matrix:

a; a2 as (07%
p 0 0 0
0 p O 0
£=10 0o p o | €z (3)
0 0 0 ... p

Now, let us elaborate on the connection between matrix £ and any vector
([na1lp, - - -, [pan]p) from the statement of Theorem 2.

» Observation 5. For every integer u € Z it holds that:

([nailp, -, [nanlp) € L.

Conversely, for every vector v.e LN{—|p/2|,...,|p/2|}", there exists i’ € Z such that:
Y Y 2

V= ([Nlalﬂw ceey [[//an]]p)'

Moreover, i’ is unique modulo p and its exact value can be determined with a constant
number of arithmetic operations.

Proof. For the first property observe that trivially u - (a1,...,a,) € L. Let e; be the vector
with 1 at the ith coordinate and 0 at the remaining coordinates. Note that by definition
(p-e;) € L for every i € [n]. Then we construct the desired vector by

n
pa;
(Dl Duandy) = i) = 3 [ 22| ey € £,
i=1
For the converse property, by definition any vector v € L is represented as:

n

v=ko(ai,...,an) +Z(kip) - €,
i=1
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for some integers ko, ...,k, € Z. Let us inspect the ith coordinate of v. For every i € [n]
it holds that kg - a; + k; - p € {— |p/2],...,|p/2]}. Therefore, for every i € [n], the ith
coordinate of v is [koa;],. We hence can set p/ := ko. Note, that given vector v, the integer
1/ can be computed efficiently because it is expressed as p’ = vy - a;l, where vy is the first
coordinate of v. |

Now, let us further elaborate on the subsequent steps. We run the LLL algorithm on L.
The LLL algorithm returns a basis by, ..., b, of L. We show that, with high probability,
IIb;|l, < p/2 for every i € [n]. If that occurs we are nearly finished. By the Observation 5 each

of the basis vectors b; is equal to ([pia1]p,- -, [#ian]p) for some integer p; € Z. Moreover,
because the vectors by, ..., b, form a basis of £ it means that the matrix formed by the
vectors by, ..., b, has a full-rank.

Therefore, to complete the proof of Theorem 2 it suffices to show that |b;|;, < p/2
for every i € [n]. By Cauchy-Schwarz inequality it is actually sufficient to prove that

Ibill, < 525

3.2 Basis of Generating Family and Dual Basis

Lattice L is given to us by a generating family in form of a rectangular matrix. It is much
more convenient to work with a basis, especially when given by a square matrix. Therefore,
we start by determining a basis of £. As we have already noticed, we can assume without
loss of generality that a; is invertible in Z,. For every i € 2,...,n, let o; = a;a] ! The rows
of the following matrix form a basis of L:

1 as a3 -+ ap
0 p O 0

By = 0 0 »p 0 | ¢ znxn
o 0 0 ... »p

In particular, this implies that the volume of £ is p"~!. We can determine the dual

lattice of £, which in the full-dimensional case is spanned by the rows of the transpose of the
inverse matrix. In our case, this is:

p 00 0
—as 1 0 0
1
R N ] R
p . .
—a, 0 0 ... 1

Observe that pB(T) generates the set of integral vectors (z1,...,,) € Z™ such that >\ , z; -
a; =, —x1. Or equivalently such that:

n
g zia; =p 0.
i=1

3.3 Every vector of the LLL-reduced basis is probably short

Now, let B be an LLL-reduced basis of the lattice L. We denote its row vectors by by,..., b,
and their GSO by bj,...,b". Recall that the dual basis, given by BT = Rev((B~1)7T).
In this section, we prove the following probabilistic property on a reduced basis:
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» Lemma 6. With probability > 1 — 2=%(10gn) it holds that:
Ibill < (yier) ™= Vol(£)Y™  for every k € {1,...,n}.

Lemma 6 can be proved as a consequence of the following inequalities, which hold with
overwhelming probability when the integers a4, ..., a, are drawn uniformly at random.

> Claim 7. With probability > 1 — 2-%(?1og7) jt holds that:
bl < Vol(£)'/™ < ||by]| -

Proof of Lemma 6 assuming Claim 7. Let us assume that both inequalities in Claim 7
hold. If k > 2 then by repeated application of Inequality (1) we have that |br| <

()™ % |b% || < (L) "= Vol(£)/™, which is the desired result. Hence we need to focus on
the case where k < "H Observe that by repeated application of Inequality (1) and Claim 7
we have

. b} (o) (k—2) (=) (k=2) ko1

BT b1l = H H IH = ()™ BT = () 2 ~Vol(L) ™ .
(YL )?
Similarly, we have
n—k
* * Hsz 7M *n—k+1

by ---||bk = 2 b .

i -+« > [T 085 = 6w Ibil
Recall that the volume of the lattice £ is Vol(£) = ||b]] - - - ||b||. Hence by multiplying the
above inequalities we have

(n=k) (n—k41) _ (k=1)(k=2)
Vol(£) > Vol(£) = - i ™ - ()™ F

Because k < 241 we have that (n—k)(n—k—l—l) +(k—-1)(k—2) < (n—1)(n—k+1). Hence

(n—1)(n—k+1)
2 .

Vol(£) > Vol(£) = - [bi "™+ (1)

By rearranging the terms we have

n—k+41 (n—1)(n—k+1) —k+1
Vol(£) ™+ () 2 > by "
After taking (n — k 4+ 1)th root, this yields the desired inequality. <

It remains to prove inequalities in Claim 7. We split this proof into Proposition 8
and Proposition 9. First, we focus on the right side of the inequality.

» Proposition 8.

Pr bl < VO](,C)l/" < 9—Q(nlogn)

Proof. Recall that Vol(£) = p”~! and b; = b}. Let us bound the probability of ||by || < p™= .
Note that in this case, Observatlon 5 asserts that there exists p € Z such that

H([[/J“al]]lh LERE [[,u‘anﬂp)” < p%

Moreover, integer p is determined exactly as p := (by)q - al_l. Hence, for a fixed y €
{=1p/2],...,|p/2]}" the numbers as, . . ., a,, via [-], operations are determined. This means
that for a given value aq, the conditional probability for a fixed y € {— |p/2],..., |p/2]}" is

Prly = ([uasly, . [uanl,)] = p#
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n—1

which does not depend on a;. Thus the unconditional probability is 1/p as well. On
the other hand, the number of vectors y such that ||y| < P s < Vol(Balln(pnn;1 +/n)).
Therefore by the union bound we conclude:

w-17  Vol(Ball, (p™ _
Pr [|by | < p7] < YUE ;f_l TV y-amosn)

For the other part of the inequality in Claim 7, we need to prove that:

» Proposition 9.
Pr [”b:LH > VOI(,C)l/n:| < 2*Q(nlogn)'

Proof. Again recall that Vol(£) = p"~! and our goal is to bound the probability that
[b% | > p'~'/™. Now, we inspect the dual lattice £ and the dual basis Bt of the reduced
basis. Recall that (b])* = b{ and ||b%|| = [|bl||"*. Therefore, we aim to bound the

1/n

probability [[bl|| < &=

Because bJ{ € LT, there exists s = (s1,...,58,) € Z" such that:

1 n
b-{p'((p'slZai'5i>a82353a"~7‘sn>~
=2

First, remark that when the length of b{ is bounded by % it holds that:

H(827 BRI STL)” < pl/n.

Observe that the number of (sa,...,s,) € Z"' of length < p'/™ is at most
Vol(Ball,,_1(p'/™ + y/n)). Hence, from now on, we fix coordinates s, ..., s, and examine
the probability that the first coordinate of bJ{ is bounded. In particular, when ||b1|| < %
it holds that:

n
pS1 — Zaisi < pt/m
i=2
Note that, if the values so, ..., s, are fixed then s; is determined. Hence, it holds that:
n
Zaisi = k (mod p) for some k € [p*/"]. (4)
=2
Recall that the numbers a1, ..., a, are selected uniformly at random from a range greater

than [p]. Hence, for a fixed s the probability that Equation 4 holds is %. Therefore, by

union bound we have that
1/n

1/n
Pr {Hb{u < p} <2
p p

- Vol(Ball,_1 (p*/™ + v/n)) < 2~ %nlogn) <

Applying the union bounds on the two propositions gives an upper bound on the negation
of the event considered in Claim 7. This concludes the proof of Claim 7.

57:13
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3.4 Proof of Theorem 2

Proof. By Lemma 6, with probability > 1 — 27%("1ogn) " for every i € [n] we have:

% n-1 n—-1
b7l < () = p .
We set p = O((yLLL)™ /2 - 2271082 7). This means that for every i € [n] it holds that:

* p
bl < 2.
The vectors by, ..., b, are the GSO basis of by,...,b, € Z" and do not necessarily have
integral components. We want to bound the lengths of the by, ..., b, in the LLL-reduced

basis. By definition of GSO basis, we have
1—1
j=1

The size reduction condition of LLL guarantees that |u; ;| < g < 1. Therefore, for every
i € [n] it holds that:

byl < n - max by < 2.
ken] n

By the Cauchy-Schwartz inequality, the fact that [|b;|| < p/n implies that ||b;|, < p/v/n. In
particular, it means that b; € {—|p/2],..., |p/2]}". Therefore, by Observation 5 we can
find integers p1, ..., iy such that:

b; = ([piar]p, - - ., [nian]p)-

for every i € [n]. Note that these vectors are linearly independent because the vectors b;
form a basis.
For the running time, observe that we need a single call to the LLL algorithm to get

the basis by,...,b, and a linear number of arithmetic operations to retrieve the coefficients
W1, -+ fyn. This concludes the proof of Theorem 2. <
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A Extension to the block reduction

In this Section, we prove Theorem 3. Note that the proof of Theorem 1 and the proof
of Theorem 2 only relied on the specific lattice reduction via Lemma 6. Hence, in order to
establish Theorem 3, it is enough to generalize Lemma 6 to the case of block basis reduction
and prove the following statement.

» Lemma 10. Let by,...,b, be the reduced basis obtained by running the block lattice
reduction algorithm of [27] with parameter Y on the lattice L defined in (3). With probability
> 1—27%nloen) it holds that:

[bill < Cr - T “Vol(L£)Y™  for every k € {1,...,n},
where Cy is a constant that only depends on Y.

Before we prove Lemma 10, let us elaborate on the block basis reduction from [27]. Here,
we follow the description from the textbook [43, Chapter 2, Sliding Algorithm]. The main
parameter in the block-reduction is the block size w > 2. Gama and Nguyen [27], actually
parameterize their reduction with respect to the block-size. For any integer k let 4 be the
Hermite constant (see Chapter 2 [43]). The blocksize w of the lattice reduction of Gama and
Nguyen is the smallest integer such that T > (v,,)*/(“~1. Note that 7, = ©(n), so w is a
properly defined constant that depends on the choice of T.
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Improving Lagarias-Odlyzko Algorithm

The block-reduction of [27] has two important properties. First, it returns a basis that is
block-Mordell-reduced. The only property about block-Mordell-reduced basis we need is the
following inequality:

> Claim 11 (Primal-Dual inequality, Chapter 2, Lemma 11, Equality (2.48) in [43]). Let
b1,...,b, be a block-Mordell-reduced basis of the lattice L with blocksize w > 2, then:

HbJH < (,yw)w/(w—l) <Y (5)

where j € {1,...,n — w} such that j =, 1.

The second property of the algorithm from [27] is that its output basis is also LLL-reduced
(see [43, Chapter 2, Sliding Algorithm, Algorithm 6]). As a consequence, we can also use
inequality (1).

> Claim 12. For all 1 < 5 < ¢ < n, it holds that
71> () ™ 177 |3 ©)

Proof. Note that blocks in block-reduced algorithm overlap on the indices =,, 1 [27]. Hence,
for the sake of clarity for i € [n] let ¢(7) € N to be the index of the block that ¢ is contained,
, 1 € [qi)w+ 1, (q(#) + 1)w]. Let £(i) = g(i)w + 1 be the index of the first element in the
zth block. Similarly let r(¢) = £(¢) when i =, 1 and 7(¢) = min{n, £(¢) + 1} otherwise, be the
index of the last element of the block.
Because by, ...,b, is also LLL reduced we know that that by repeated application of
inequality (1), for every k € [n] it holds:

() " oz T < Mkl < () by |- (7)
Next, we use Equation (5), that for j < i says:
bl = YEO=rGDw b . (8)
Hence, by combining above we get:
b7l = ()™ - byl (by (7))
> ()" TU@-—rG)Hw ||bjﬁ(j)|| (by (8))
> () 7 T bl (by (7))
where the last inequality follows because ¢(i)w — r(j)w =i — j. <

Proof of Lemma 10. The probabilistic event in Claim 7 is a function of the lattice £ itself
and not of any specific basis of it. Thus, it remains valid for the basis produced by the block

reduction algorithm. Hence, with > 1 — 27%(?1987) we have that ||b’|| < Vol(£)Y/™ < ||b}].

First, consider the case k > "TH

[EAECATO RS S

This concludes the proof for the case k > 241 as n — k < (n — 1)/2. It remains to consider

the case k < ”T“ By repeated application of (6) we have:

Hbyf||"'Hb1*€_1|| H i) —2w  y—(i-1) Hb*II

> (yen) 20D == (kR=1)/2 xRt
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Similarly:

Il byl = [T > - 1= by
i=k

(’YLLL) 2w(n—k) . T (n—k)(n—k+1)/2 ||b ||7l k

Hence, by multiplying these two inequalities and by []\_, [|b} || = Vol(£) we conclude that:

— n— —(n—k)(n—Fk —(k— — * || w k=
Vol(£) > () 720 - Y (R kD2 (/2 R g

Because k < 2! we have that (n —k)(n—k+1)+(k—1)(k—2) < (n—1)(n—k+1).

Hence,
Vol(£) > ()20 =Dkt /2 ekt kot

Next, we use Claim 7 with ||b}|| > Vol(£)Y/" to have

n— k+1

Vol(£) > () 20D Ly (e D=k 1)/2) g kL
After taking (n — k 4 1)th root we conclude that:
(WLLL)2w(n—1)/(n—k+1) Ly (n=1)/2 -Vol(£) > bk

Finally, observe that as k < (n+1)/2 this means that (y)2*™~D/(=k+1 < (y)* = Cy

is a constant that depends only on T, since . is a constant and w depends only on Y.

Hence:

Cy - YO=D2vol(£) V™ > |[by ]| <
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