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—— Abstract

We propose a gamified application of the Identifying Code problem on Interval Graphs, framed as a
high-stakes Cold War counter-intelligence operation. We present a polynomial-time algorithm to
assign “Listening Devices” (bugs) to “Safe Houses” (intervals) so that every safe house is uniquely
identifiable by its bug signature. While the problem is NP-hard on several graph classes, including
chordal and bipartite graphs, the interval-graph structure allows us to compute a 2-approximate
solution efficiently.
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1 Introduction: The Mission

Welcome, Agent X. The year is 196X. You are a spy handler operating in the shadowed
streets of Cold War Berlin.

Your network consists of m Safe Houses. Due to rigorous security protocols, each safe
house is active only during a specific time window. However, a vulnerability exists: Two safe
houses are connected if their active times overlap, meaning that agents can move between
them without being exposed. Your mission is to secure the network against leaks. To do
this, you must plant Listening Devices (Bugs) within the safe houses. These devices are
sophisticated; a bug placed in one house can be tuned to listen to any chosen subset of the
overlapping (connected) houses.

The Constraint

To succeed, your deployment must satisfy a critical Unique Identification directive: generate a
unique “bug signature” — the specific set of bugs that can hear it. If a message is intercepted,
you must be able to identify exactly which safe house it came from. If two houses share the
same signature, the network is compromised.
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The Strategy

The problem challenges us to find the minimum number of bugs required to make the entire
network identifiable.
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Figure 1 The Safe House Network. Safe Houses correspond to active time intervals. House A
and House B overlap in time, creating a covert connection. House C is isolated.

In the following, we declassify the mathematical dossier for this operation. We map the
“Safe Houses” to intervals on a real line and the “Spy Network” to an Interval Graph. We
then present an algorithm that utilizes a “Timeline Strategy” (Interval Ordering) and a
“Suspicion Shuffle” mechanism to secure the network.

2 The Network Architecture

We formalize our spy network using the language of Interval Graphs and establish the following
correspondence between our problem and mathematical structures. This correspondence
allows us to transfer algorithmic tools, complexity results, and structural properties from
the general theory of Watching Systems to the specialized interval-graph surveillance setting
developed in this work. The used definitions and the notation are given in sections 2.1-2.3.

Spycraft Term Symbol | Mathematical Concept
Safe House el Interval

Connection (Overlap) INJ#0 | Adjacency / Intersection
Timeline Order < Interval Ordering
Listening Device (Bug) b Watcher

Bug Signature S(I) Code

Surveillance System B Watching System

2.1 Interval graphs

An interval graph is a graph in which each vertex is associated with an interval on the real
line (representing the active time window of a safe house) such that two vertices are adjacent
if and only if their associated intervals have a nonempty intersection (i.e., two safe houses
are connected if and only if their active times overlap).
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From now on, each safe house will be identified with the time interval I corresponding to
its activation window. Let Z be a set of intervals on the time line representing our network
of safe houses. We now introduce a timeline ordering relation on Z. For any interval I € Z,
we denote its leftmost (minimum) and rightmost (maximum) points — corresponding to the
start and end times of the safe house activity — by

() =min{t | t € T}, r(I) =max{t |t € I}.
» Definition 1 (Timeline Ordering). For allI,J € T,

I<J < (r(I)<r(J)) or (r(I)=r(J) and ((I) > ((J])). (1)
If7={L,...,I,} is ordered so that Iy < Iy < --- < L, then I; is called the i-th safe house.

2.2 Bug Signatures and Surveillance Systems

According to (1), we define an ordering on the bugs. Bugs located in different safe houses

follow the order of their intervals, whereas bugs in the same house may appear in any order.

Let B = {b1,b2,...,bx} be a set of listening devices on Z. For bugs by, b, € B located in
intervals I and J, respectively, we set

by < by whenever I < J. (2)

In what follows, every set of bugs is assumed to be ordered according to (2), with ties broken
arbitrarily.

Given a safe house J and a listening device (bug) b located in safe house I, we say that
J is in the range of b (equivalently b is able to listen to J) if J NI #  (the houses’s
operation times overlap);

J is monitored by b (equivalently b monitors J) if the bug b is tuned to listen to J.

We denote by M (b) the set of safe houses monitored by the bug b,
M(b) ={J € Z | J is monitored by b}.

Given a set of listening devices B on Z, together with the associate monitored set of houses
(M(b) with b € B), a bug signature (or code) of a safe house J is

Sp(J)={be B|J e M(b)}>.

» Definition 2 (Surveillance System (SS)). A set of listening devices B, located in T is a
Surveillance System for Z if one can determine the monitored sets M (b) for b € B, so that
there exists signatures Sg(I), for I € I, such that

Sg(I)#0 and Sg(I)+# Sp(J) for all distinct I,J € T. (3)
We can now formally state agent X’s problem.

SURVEILLANCE SYSTEM (SS)
Input: A set of intervals (safe houses) Z = (I3, I, ..., L,).
Question: Find a minimum size Surveillance System B for 7.
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2.3 From Field Intelligence to Graph Theory

Before proceeding to the algorithmic dossier, we highlight the exact correspondence between
our spycraft terminology and its graph-theoretic counterpart.

The Underlying Watching-System Framework

Watching systems have been introduced in [1] as a more flexible framework with respect
to identifying codes. An Identifying Code (IC) of a graph G = (V, E) is a subset C C V
such that sets {N[v] | v € C} are nonempty and distinct, where N[v] denotes the closed
neighborhood of the vertex v (the set containing v and all its neighbours)[15]. The goal is
to minimize the size of C. For a comprehensive treatment of combinatorial and algorithmic
aspects of identifying codes, see also [9].

In a watching system, if a watcher is placed at a vertex v, a subset of neighbor vertices
(watching zone) can be selected instead of the whole closed neighborhood of v. It is also
possible to place several watchers at the same vertex, with distinct watching zones.

Formally, a watching set is a collection W = {(z;, Z;)}¥_,, where each z; € V is a location
and Z; C N|z;] is the watching zone of watcher i. A watcher w = (z, Z) covers a vertex v if
v € Z. For each v € V|, its code is the set

Cw(v) ={w e W | v is covered by w }.

The set W is a watching system if all codes are nonempty and pairwise distinct. The goal is
to find a watching system W of minimum size.

Various properties of watching systems, including structural characteristics and bounds
on the watching number across different graph classes, are derived in [3, 1, 2, 13, 14, 17].
For a comprehensive bibliography on identifying, locating-dominating and watching systems,
see [16]. We stress that the watching-system framework is strictly more general than
identifying codes, and often yields much smaller solutions. Related identification frameworks
include locating-dominating sets and their variants [8, 10, 18].

A constrained variant of Watching Systems, called the S-Watching System, in which a
single vertex can host up to a bounded number 8 of watchers, has been recently introduced.
For general graphs, the S-Watching System problem remains hard (even when S = 1), but it
admits a (2logn + 1)-approximation algorithm. Moreover, when the underlying graph is a
tree, an optimal S-Watching System can be computed in polynomial time [7].

Summarizing: The SURVEILLANCE SYSTEM problem defined in the spycraft narrative is a
direct instantiation of Watching Systems on an interval graph: Safe houses I4,..., I, are
the vertices of an interval graph. Each Listening Device (bug) located in a safe house I plays
exactly the role of a watcher located in vertex I in the corresponding interval graph. A safe
house J is monitored by a bug located in I precisely when J belongs to the chosen subset of
neighbors on which the watcher located in I is probing. Thus, the set of bugs that can hear
J — the bug signature S(J) — coincides with the watcher code Cy (J) of the corresponding
vertex in a watching system.

In our work, we instantiate this framework on interval graphs induced by time-intervals of
safe houses: this specialization both justifies the surveillance (spy) interpretation and allows
us to exploit interval-graph structure to design a polynomial-time factor-2 approximation
algorithm for surveillance assignments.General bounds for identifying codes in terms of
structural parameters such as maximum degree are studied in [12]. We stress that the identi-
fying code problem remains NP-Hard on interval graphs [11] and a factor-6 approximation
algorithm for interval graphs was presented in [6]; to the best of our knowledge, no specific
results were previously known for the Watching System problem.
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Our Results

In section 3, we present the SURVEILLANCE strategy. More precisely, in section 3.1 we
introduce an algorithm that serves as a building block for the proposed SURVEILLANCE
algorithm, which is then fully described in section 3.2. In section 4, we prove that the
Surveillance System problem is NP-hard on chordal and bipartite graphs.

3 The Timeline Deployment Strategy

To secure the spy network with the fewest possible listening devices, Headquarters follows
a rigorously codified deployment protocol — part greedy improvisation, part Cold-War
bureaucracy carved in stone.

The operation begins by ordering all safe houses according to the Timeline Ordering
introduced earlier (increasing right endpoint, with ties broken by decreasing left endpoint).
This establishes the sequence in which the intervals Iy < Iy < --- < I, are processed.

For each safe house I; in this order, the following procedure is executed:

1. Attempt Signature Assignment. Look for a bug signature that I; can receive by
using the bugs already deployed; that is, all existing bugs located in intervals overlapping
I; and can, therefore, be tuned to monitor I;.

If a signature, which is nonempty and distinct from all previously assigned ones, exists,

then nothing further is required: the safe house is uniquely identifiable.

2. Deploy a New Bug. Otherwise, a new bug must be introduced to guarantee a unique
signature for I;,. By operational decree, this new bug must be placed at the rightmost
safe house that still intersects I;. Once positioned, the new bug is tuned to monitor I;
(and potentially other overlapping houses, as needed).

The introduction of a new bug may require a local adjustment of signatures for preceding
safe houses: Some safe houses may now be monitored by this bug, others may cease to
be monitored by existing ones in order to maintain consistency and injectivity. Whenever
such changes occur, the algorithm recomputes the affected signatures — always following the
established timeline order.

An example of the Timeline Deployment Strategy is given in figure 2.

This procedure shows that the safe houses can be secured with a number of bugs which
is at most twice the optimal.

3.1 A building block: Compute Signatures

In this section, we present an algorithm that serves as the basis for the proposed SURVEIL-
LANCE algorithm, used later in section 3.2, namely the algorithm COMPUTESIGNATURES.

To describe the algorithm, we introduce an order on signatures, which is essentially the
standard lexicographic ordering of subsets of a totally ordered set.

» Definition 3 (Lexicographic Order on Bug Signatures). Let X = {x1,22, - ,2s} and
Y ={y1,y2, - ,y:} be two ordered subsets of [k], that is,

T < Ty < --- < Xg and Y1 <y < - < Y.

We say that X <ex Y if and only if one of the following holds:
L zi=wy,...,25-1 =y;—1, and z; < y;, for some j < min(s,t);
2. zj=y; forallj=1,...,5 and s <t.

13:5

FUN 2026



13:6

The Berlin Safe House Puzzle

(@) (®)
L— I
L— JAIEICY
Is — I3 |L|
Iy — Iy —
@
I p—— Is —H
Is Is ————
I (© I (@
I {1, 2} @ I {1, 2} @
Io Py I Py
14 I{z} | 14 I{z} I
) (2,3} )
Is b——H Is pP—H
IG I ®I 16 |{3} @‘
Figure 2 (a) Six safe houses are represented by the intervals I1, I2, . .., Is ordered according to

the Timeline Ordering in (1). (b) Two bugs (D,@ have been located in I> and Is, allowing us to
identify distinct signatures for the first three intervals (signatures are shown inside the intervals
while bugs appear as circled numbers). (c) Another bug @) is located in Is, and accordingly, some
signatures are recomputed. (d) A Surveillance System composed of three bugs.

» Definition 4. Let T = {I1,...,L,x,} be a family of intervals (safe houses), and let B =
{1,2,...,k} be a set of bugs. For each j € [m], we define X; as the set of bugs able to listen
to Ij

Y; ={be k]| I; is in the range of b}.

» Definition 5 (Partial Surveillance System (PSS)). A set of listening devices B, located in
IZ={IL,...,In}, is a Partial Surveillance System for Z; = {I1,...,I;} if one can determine
the sets M(b) = {I; € Z; | b€ X; and I; is monitored by b}, for b € B, such that the
signatures S; = {b € B | I; € M(b)}, for I; € Z; satisfy

S;#0 and S;# Sy foralll <j,j" <i with j #j'. (4)

Clearly, for i = m the above becomes Definition 2.
The following observation will be used to characterize (Partial) Surveillance System by
specifying the signatures associated with each safe house.

» Observation 6. Each Surveillance System B for T = {I1,..., I} is uniquely identified by
the signatures S; associated with each safe house I;, for every j € [m]3.

Indeed, if b € B is located in interval I, then b must be tuned to listen to the interval in
the set M(b), where M(b) ={I;, € Z|be S;}.

The following fact will be useful in the following proofs.

» Fact 7. Consider the ordered intervals I; < ... < I,,. For any a,b,c such that 1 < a <
c<b<m, if ,NI, #0 then I.N I, # .

Proof. Since I,<I, and I,NI, # 0, by (1) we have £(I;)

<r(1,). Furthermore, for each I.
with a<e<b, it holds r(I,)<r(I.)<r(I). Hence, ¢(Iy)<r(I.)<r

(I), implying I.NI,#D. <

3 For a positive integer a, we use [a] to denote the set of integers [a] = {1,2,...,a}.
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The following lemma states that if a given set of bugs forms a Partial Surveillance System,
then one can identify the signatures that certify this property by exploiting the lexicographic
order on bug signatures.

» Lemma 8. Let Z = {I1,..., Iz} be a family of intervals (safe houses), and let B be a
Partial Surveillance System for I;. Let S = (S1,5s,...,5;) be the list of signatures where,
for each j € [i], S; is the lexicographically smallest signature on ¥; excluding {S1,...,S;-1}.
(e.g. Sj #51,...,8; #Sj_1). Then S satisfies condition (4).

Proof. By hypothesis, B is a PSS for Z;. Hence, at least a list of signature &' = (S51,...,S})
satisfying (4) exists. In the following, we transform S’ to match S. We proceed by induction
on i.

Base case: ¢ = 1. If S} = S, then there is nothing to prove. If the signature S; does not
appear in &', then it is sufficient to set S7 = Sj.

Otherwise, S; appears in S’ as the signature of some interval I, with p > 1, i.e., S}, = 5.
We show that the signatures of I; and I;, can be swapped in S’ that is S}, € ¥; and S] C X,
so that &’ and S agree on I7.

Since S, = S1 C Xy, it remains to prove that S; C X,. Suppose, for contradiction, that
the signature S € ¥,,. This implies that there exists a bug z € S| with z ¢ ¥,,. Let z be
located in Ij,, we have I, N I, = 0.

Because S is the first signature in the construction of S, we know S; = {b}, where bug b
is the first bug in 3, (according to (2)). Let bug b be located in the interval I, with ¢ > 1.

We know that:

S, = S1 = {b} implies that bug b € ¥, and, consequently,

I,NI, #0

z € 51, and consequently z € ¥;. Moreover, S; = {b}, and S; is the first signature in
lexicographic orderon X. It follows that b < z and by (2) consequently

qg<h.

We distinguish two cases:

Case I: p < h. Recalling that z € 1 and z is located in I, we have I1 N I}, # (). Using
p < hand I; NI, # 0, we know by Fact 7 that I, must also intersect I}, which contradicts
IynI,=0.

Case Il: h < p. Using ¢ < h < pand I, NI, # 0, we know by Fact 7 that I;, must also
intersect I,,, which contradicts Ij, N I, = 0.

Thus, the contradiction shows that the signature S} can be assigned to I, and the swap
is feasible.

Inductive step. Assume that lists &’ and S agree on their first ¢ — 1 entries. Since ¥;
depends only on the bug placement and both the lists S’ and S agree on their first 7 — 1
entries, both S/ and S; belong to the same set that is the set of all the subsets of ¥; excluding
{S1,...,8i—1}. This set is nonempty because S’ satisfies (4).

If S; = S;, or if S; does not appear in S’, we are done. Otherwise, S; appears in S’ as
the signature of some interval I, with p > 1, i.e., S}'7 =5;.

We show that the signatures of I; and I, can be swapped in &’ that is S}, C ¥; and
S; C %, obtaining that S’ and S agree on their first ¢ entries.

13:7
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Algorithm 1 COMPUTESIGNATURES(Z, k, 7).

Input: A set of intervals Z = {I1,..., I, }, a vector of integers k = (k1,...,kn)
where each k; is the number of bugs located in I}, and an integer i.
Output: Whether there exists a PSS for Z; compatible with k. In case of a positive
answer, a signature assignment is provided.
1id <+ 1
2 for j=1,2,...,mdo
3 Ej < @, Bj — @
4 fortzl,...,kjdo BJ%B]U{ZdLZd(—’Ld-F].
5 for j=1,2,...,m do
N]<—{h|IhﬂI]7é(B}
foreach h € N; do Xj, + ¥, U B;

8 for j=1,2,...,ido

S+ MINlex(Zj, {S1,..., Sj,l}) // S;j is the lexicographically smallest signature
on X; with S; # S1,...,5; #S5;1
10 if (Sj:null) then return (false,()) // S; is null if no admissible signature remains

11 return (true, B = (S1,...,5;))

Since Sz/) = S, C %, it remains to prove that S C X,,. Suppose, for contradiction, that
the signature S; ¢ ¥,,. This implies that there exists a bug z € S} with z ¢ 3,. Let z be
located in Ij,, we have I, N I, = 0.

Let b be the first bug (under (2)) in the signature .S; and let it be located in interval I,.

We know that:

Since b € S; = SZ’]7 we have that bug b € ¥, and consequently

I,NI, #0

z € 8., and consequently z € ;. Moreover, b € S;, and S; is the first signature in
lexicographic order taken from the set of all the subsets of ¥; excluding {S1,...,S;—1}.
It follows that b < z and by (2) consequently

g<h

We distinguish two cases:

Case I: p < h. Recalling that z € X; and z is located in Ij,, we have I; N I}, # (). Using
i <p<handI;NI, # 0, we know by Fact 7 that I, must also intersect I}, which contradicts
InN Ip =

Case ll: h < p. Using ¢ < h < pand I, N1, # 0, we know by Fact 7 that I;, must also
intersect I,,, which contradicts Iy, N I, = 0.

The contradiction shows that the signature S] can be assigned to I, and the swap is
feasible. |

Exploiting the result of Lemma 8, the algorithm COMPUTESIGNATURES checks whether
a prescribed set B of bugs, located in the intervals of Z, yields a Partial Surveillance System
(PSS) for Z; = {I1,...,I;}. If so, the algorithm returns the bug-signature list B, which
coincides with the signature list S defined in the statement of Lemma 8.
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Algorithm 2 SURVEILLANCE(Z).

Input: A set of intervals Z = {I;,...,I,,}.
Output: A Surveillance System B, encoded by a vector k = (kq, ..., k) specifying
the number of bugs in each I;, along with the associated signatures B.

1 fori=1,2,...,mdo k; < 0, // ki is the number of bugs located in the interval I;

2 fori=1,2,...,mdo

3 (Res, B) < COMPUTESIGNATURES(Z, k, 7)

4 if (Res = false) then

5 h<—max{]|IJ€I,IJﬂL7£@}

6 L kp < kn+1 // The new bug is located in Ip,
7 (Res, B) <~ COMPUTESIGNATURES(Z, k, m)

8 return (k, )

The input to the procedure COMPUTESIGNATURES consists of: a set of intervals (safe
houses) Z = {I1,...,I,}; a vector k = (ki, ..., k) of integers; and an index ¢ € [m]. The
vector k specifies a candidate set of bugs B with the associated locations: specifically, it
indicates how many bugs are placed in each safe house.

The algorithm begins by assigning identifiers to the bugs in increasing order (lines 1-4),
consistently with the ordering (2). The sets B; record the bugs located in each interval I;.
Next, for each j € [m], the procedure constructs the set 3; of all bugs able to listen to
I; (lines 5-7). Finally, the intervals are processed in timeline order. For each I;, the
algorithm selects the lexicographically smallest signature (according to Definition 3) on X;
with S; # S1,...,8; # Sj_1, provided such a signature exists (line 9). If no admissible
signature remains (S; = null), then no Surveillance System on Z can be obtained using the
multiplicities prescribed by k, and the algorithm returns false. Otherwise, it returns true
together with the list B of the distinct nonempty bug signatures assigned to the intervals
Il, ey Iz

It is important to note that the algorithm only needs to look for the first signature in
lexicographic order that does not belong to {S1,...,S;_1}. Since at most j—1 signatures
are excluded, it suffices to generate up to the first j signatures on X; in lexicographic order.

The signatures constructed by the algorithm exactly match the choice described in
Lemma 8, namely, each signature S; is the lexicographically smallest one (according to Defin-
ition 3) on ¥; avoiding the previously assigned signatures {S1,...,5;_1}. As a consequence,
Lemma 8 immediately implies the correctness of COMPUTESIGNATURES, formally stated in
Lemma 9.

» Lemma 9. Given T = {L1,...,I,}, let k = (k1,...,kn) be a vector of non-negative
integers, which characterizes a set of bugs B. The algorithm COMPUTESIGNATURES(Z, k, 1)
returns true, if and only if B yields a Partial Surveillance System for T; = {I, ..., I;}.

3.2 The Timeline Deployment Strategy Algorithm

The algorithm SURVEILLANCE(Z) computes a Surveillance System B for a set of safe houses
I=A{L,....I,}.

The algorithm initializes the bug vector k = (0, ...,0). It then proceeds iteratively. At
step 4, assuming k provides a Partial Surveillance System (PSS) for Z; 1 = {I1,..., ;_1},
the procedure COMPUTESIGNATURES checks if k also covers the new interval I; (line 3). If

13:9
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Figure 3 An example illustrating the execution of the algorithm SURVEILLANCE(Z).

it does not, k is extended by adding a single bug within the rightmost interval intersecting
I; (lines 5-6). This update ensures k becomes a PSS for Z; = Z,_; U {I;} (see Lemma 12).
Consequently, after processing all inputs, the final vector k yields a Surveillance System for
the entire set Z. An example of how Algorithm SURVEILLANCE works is given in Example 10,
while Example 11 shows that Algorithm SURVEILLANCE may not be optimal.

» Example 10. The set of intervals Z = {Iy, I, I3, I} depicted in figure 3 is the input of
Algorithm SURVEILLANCE. At the beginning, vector k = (0,0, 0, 0).

At step i = 1, COMPUTESIGNATURES(Z, k, 1) returns false and the vector k is updated so
that k3 = 1, (i.e., I3, the rightmost interval intersecting I;, must locate the first bug).

At step ¢ = 2, COMPUTESIGNATURES(Z, k, 2) again returns false (one bug is not enough to
give distinct signatures to I; and I5) and the vector k is updated so that k3 = 2.

At step i = 3, COMPUTESIGNATURES(Z, k, 3) locates bug (D and @ in I3, and assigns
signatures to Iy, I, I3 returning (true, (S; = {1}, 52 = {1,2},55 = {2})). The vector k
remains unchanged.

At step i = 4, COMPUTESIGNATURES(Z, k, 4) returns false and the vector k is updated so
that k4 = 1, (i.e., Iy, the rightmost interval intersecting I3 must locate a new bug).
Finally, COMPUTESIGNATURES(Z, k,4) is called again to assign the final signatures S; =
{1}, 82 ={1,2}, 55 = {1,2,3}, 54 = {1, 3} to the intervals in Z.

» Example 11. The suboptimality of algorithm SURVEILLANCE is depicted in figure 4: for
the same family of intervals Z = {I1,---,I7}, the algorithm SURVEILLANCE produces a
solution with four bugs (left), whereas there exists an optimal solution that uses only three
bugs (right).

For each ¢ € [m], define ¢(i) = max{j € [m] | I; N I; # 0} as the index of the rightmost
interval that intersects I;. Let @ = {j € [m] | 37 € [m] such that ¢(i) = j}, we notice that,
Algorithm SURVEILLANCE places bugs only in safe houses indexed by elements of Q.

The following lemma shows that starting from a PSS for Z,_; and adding a single bug
located in ¢(¢) is sufficient to obtain a PSS for Z,.

» Lemma 12. Given Z ={I1,...,I,} and a vector k= (k1,...,ky,) that yields a PSS for
Ty ={6L,...,Ii_1}, for some i < m. If k does not yield a PSS for T, = {I1,...,1;}, then
K = (k... .k yields a PSS for T;, with

' m

N CER SR PR}
! k; otherwise,
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Figure 4 An example illustrating the suboptimality of Algorithm SURVEILLANCE.

Proof. We assume that k yields a PSS for Z; ;. Let S = (51, ..., Si—1) be a list of nonempty,
pairwise distinct signatures assigned to the intervals of Z;_; and associated with k. By
adding one additional bug b to I,(;), we obtain the new signature {b}, which is available for
I; and distinct from S; for every j € [i — 1]. Therefore, the updated vector k' yields a PSS
for Z;. <

Hence, at the end of the for-loop (lines 2-6), we have that the vector k yields a SS for Z.
The procedure COMPUTESIGNATURES is then invoked once more (line 7) to compute the
signature B associated with each interval in Z.

The following theorem establishes that the SURVEILLANCE algorithm is a 2-approximate
algorithm.

» Theorem 13. Given a family of intervals (safe houses) T = {I1,...,I,}, Algorithm SUR-
VEILLANCE returns, in polynomial time, a 2-approximate solution Surveillance System for T
identified by the pair (k,B), where k= (k1,ka, ..., kn) specifies the number of bugs located
in each safe house and B = (Si,...,Sm) assigns a unique signature to each safe house in T.

Proof. Let k = (ki,ka,..., k) be the vector returned by the algorithm, and let B =
(S1,...,Sm) denote the corresponding list of signatures (chosen according to lexicographic
order). Let o = (01,09, ...,0,) be an optimal solution, and let C = (C1,Cy,...,C,,) be the
list of associated signatures (chosen according to lexicographic order).

We show that o and C can be transformed into k and B, respectively, by adding some
bugs in o. We refer to the bugs present in the optimal solution o as original bugs and to the
additional ones as cloned bugs. We show that at the end of the process, there is at most one
cloned bug for each original one. This implies that k yields a 2-approximate solution.

We transform o and C step by step, starting from 0o(® = o, to o), 0 ... o™ = k.
Similarly, we will have C(©) = C, to C(V,¢® ..., ¢ = B. We denote by Q; the set of bugs
that can listen to I; at the current iteration, according to oM we stress that the bugs are
identified with integers from 1 to >, ; oy) and are ordered according to (2). The following
invariants are maintained by each o(* and the list of associated signatures C(%).
> Claim 14. For each i € [m], the vector o(?) = (0(11')’ og), cee 07(72)) and the corresponding
list of associated signatures C() = (C{i), Céi), ceey C,(,i)) yields a Surveillance System for 7
such that
(a) k; = 05-2) for each j < ¢(7),

(b) S;=C foreach j =1,....i.

13:11
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Base case: ¢ = 1. We recall that by construction, Algorithm SURVEILLANCE places bugs
only in safe houses indexed by elements of Q). Moreover, for each j < ¢(1) we have ¢(j) > ¢(1),
and thus k; = 0, while kg(;) > 0 (because the first bug is placed in g(1)).

Starting from o(®) = o, we shift all bugs located in I, I, . . . s Iq1)—1 to Iy(1). Formally,

we define o)) = (ogl), ce 05,11)) by

0, if j < q(1),
) q(1) o
og-): Zoé), if j = q(1), (5)
h=1
Oﬁo) , otherwise.

The total number of bugs is unchanged.

Feasibility. We show that o(!) still yields a Surveillance System for Z. Let a be bug located
in I, with p < ¢(1). For any index j such that a € Q; (i.e., I, N I; # (), we show that
I,y N I; # 0, which implies that a can be shifted to Iy().

Case I: j < q(1). Since Iy NIy # 0, by Fact 7, we obtain Iqy N I; # 0.

Case Il: 5 > q(1). Since p < (1) < j and I, N 1I; # (), Fact 7, we obtain Iy N I; # (.
Thus, a belongs to (2; also after being shifted to I,;). Repeating this argument for all
such bugs yields the solution o).

Claim 14-(a). Since k; = 05-1) =0 for all j < ¢(1), Claim 14-(a) holds.

Claim 14-(b). If S = C’§O), there is nothing to prove and C() =C(© =¢.

If S; does not appear in C(9), we simply set Cfl) = 51 and C’](D = C](O) for each j > 1.
Otherwise, S; appears in C(?) as C’t(o) for some ¢t > 1. We show that the signatures assigned
to I; and I, can be swapped in C(?).

By signatures construction and (5), Ct(o

c® cq,

We first show that Ioqy N 1I; # 0. Since C’t(o) =51, each bug b € Ct(o) can listen to both
I, and I;, and therefore is located in some interval I, with p < ¢(1) such that I, N I # .

If t < (1), then 1 <t < ¢(1) and, since I; N Iy # 0, Fact 7, we obtain I,y N1 # 0.
Otherwise, if t > ¢(1), then using p < ¢(1) < t and I, N I; # 0, by Fact 7, we obtain
Iq(l) NI #0.

Since Cfo) C 4, all bugs in C’{O) are now located in I,). Because I,q) N Iy # 0,
we conclude that C’fo) C Q. Therefore, the swap is feasible, we set Cfl) = C't(o) =5,
C’t(l) = Cfo) and C](l) = CJ(O) for each j & {1,t} and Claim 14-(b) holds.

) — S1 C Qq; it then suffices to show that

Inductive step 1 < 7 < m. Consider a Surveillance System satisfying Claim 14 for ¢ — 1;
let it be identified by the vector o~ = (ogifl), cey ogrifl)) with associated list of signatures
C(i—l).

If (i) = q(i — 1), we simply set 0() = 0’1 moving no bug.

Otherwise, q(i) > q(i — 1). We first establish that

(i—1)
Og(i—1) = Fa(i-1)- (6)
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To see why, note that Algorithm SURVEILLANCE introduces a bug only when necessary:
specifically, a bug placed at interval I,(;_;) must appear in one of the signatures S1,...,S; 1.

By the inductive hypothesis, B and C“~1) share the first i — 1 signatures; consequently, every

bug counted in kq + - - - + kg4(;—1) must also be counted in 052;1) 4+ -4 ogi(:i). Moreover, by

Claim 14-(a), k; = OE-FU for all j < ¢(i — 1). Inequality (6) follows directly.

We now shift all the bugs located in intervals Iy;—1)41,- - -, I4(s)—1, together with 05(:)1) —

kq(i—1) bugs at I,;_1), to Iy;). Formally, we define ol = (0§¢)7 R oﬁf}) as follows:
ol if j < q(i—1)orj> qli
j J <q(i—1)orj>qi),
kjv ifj:qu.*l)a
o =10 if g(i 1) < < q(0), ™)
q(i)
i—1 i-1) .o .
03@_)1) — kgt D o 7V it j = q(i).
h=q(i—1)+1

Clearly, the total number of bugs is preserved. We stress that after the shifts in (7), any
bug located in an interval I; < I,(;) will not be shifted anymore. Recalling that the bugs are

numbered from 1 to >~ oéi) and ordered according to (2), this also implies that from now

¥; € Q,, for each j <. (8)

We show now that Claim 14 holds for o,

Feasibility: o(?) yields a Surveillance System for Z. Let a be any bug originally located in
an interval I,,, with ¢(i — 1) < p < q(i) according to 0~1). Suppose a is one of the bugs
that are shifted to I,(;). We show that shifting a preserves the feasibility of the Surveillance
System.

To this aim, consider any index j such that a € Q; (ie., I, N I; # 0).

Case j < t. By construction, the signatures Si,...,S5;_1:
do not contain any bug located in intervals I, with h > ¢(i — 1). Indeed, any interval
in {I1,...,I;_1} is disjoint from every interval in {I;;_1)41,- .., m}; therefore, bugs
located in Iy(;_1)41,---,Im cannot listen to any interval among I1,...,I; 1;

use at most k,;_1) bugs located in I,;_1).

Since B and CU~1) coincide on the first i — 1 signatures, we retain exactly kq(i—1) bugs
in I,(;—1) and shift all the bugs that are not contained in Si,...,S5;_1. Summarizing, any

shifted bug does not appear in any signature Cj(i_l) with j < q.

Case i < j < q(i). Since I; NIy # 0 and i < j < q(i), by Fact 7, we obtain I, N1 # (.

Hence, a remains in {); after the shift.

Case j > g(¢). Since p < q(i) < j and I, N I; # 0, by Fact 7, we obtain I, N I; # 0.

Again, a remains in Q; after the shift.
Repeating this argument for all shifted bugs yields o(®).

Claim 14-(a). If q(7) = q(i—1), the claim follows immediately from the inductive hypothesis.

Otherwise, Claim 14-(a) holds for all j < ¢(i — 1) by induction. Moreover, by (7) we have

) kq(i—1) and OY) =k; =0 for ¢(i — 1) < j < ¢(i). Hence, Claim 14-(a) holds for i.

O(i-1) =
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Claim 14-(b). By the inductive hypothesis, S; = Cl(ifl), oSl = Cf:l).

1) If S; = Cfi_l), there is nothing to prove and (9 = Ct—1),

2) If S; does not appear in C~V) we simply set C’i(i) = S; and CJ(i) = C’J(»i_l) for all j # i.
3) Otherwise, S; = C’t(i_l) for some ¢ > i. by (8), we know that C’t(i_l) =5 CX CQ.

Hence, we can again set C’i(i) = C’t(i_l) = 95; and C](i) = C](-i_l) for all j & {i,t}. However,

we need Ct(i).

To this aim, denote by b the smallest bug in Ct(ifl).

3.1) If there exists a signature S in which the smallest bug is b such that S C ; and
S ¢ CU=Y | we assign C’t(i) =S.

3.2) Otherwise, a new bug b (hereafter, the clone of b) is located in the interval Iy
Let b be located in the interval I, since b € Ct(i_l) = S; we know that I; N I, # (.
Recalling that I, is rightmost interval intersecting I;, we know that £ < ¢(i).
Moreover, since C’t(i_l) = S; we have Iy N I, # (). Hence we have I; N I;;) # 0 and
we set C’t(i) = C’t(ifl) U {b}.

We observe that b is located in Iq¢iy and b is located in I, with £ < g(i). Hence, we
may assume that b < b and b is still the smallest bug in Ct(i).

We also notice that for any ¢’ > i such that b € Cy, the interval I intersects the
interval I, containing b. Because ¢() > ¢, the interval I, also intersects Iy-. This
implies that at any subsequent step i’, we can still use the clone b located in I,y to

eventually construct a signature C’t(f /); that is, Case 3.2) cannot occur again, and no
bug cloning is required.
If case 3.2) applied, we added a new bug b located in (i), we have 01(;()1') = o((;()i) + 1. To
maintain the identifiers of the bugs in increasing order according to the ordering (2), we
update the bugs identifier and the signatures in C(") consistently. We notice that since b
is located in ¢(7), this update affects only the identifiers of the bugs located in intervals
after ¢(¢) and consequently does not affect any signature before C](»i) with j < q.

Let k* be the size of the optimal solution. Initially, all signatures contain only the £*
original bugs of the optimal solution. Moreover, we have already observed that, after cloning
a bug b, any interval containing b will not require a new cloned bug, e.g., Case 3.2) occurs at
most once for each original bug and consequently, the total number of clones is at most k*.
In conclusion, when reaching o™, we have ki = 0§m) for all j < q(m) = m, and C(™
coincide with B. Since B uses all and only the bugs described by k and o™ contains at
most k* clones, we conclude that k yields a 2-approximate solution.

Time complexity. The algorithm COMPUTESIGNATURES needs O(m?) time. The initializa-
tion of the variables (lines 1-4) takes O(m) time. Computing the neighborhoods requires
O(m?) time. The computation of all sets ;, for j € [m], also takes O(m?) time in total.
As observed above, to compute a signature S;, since at most j — 1 signatures are excluded,
it suffices to generate the first j signatures over 3J; in lexicographic order and return the
first one that is not excluded. The signatures over ¥; can be generated by a straightforward
algorithm that performs an iterative depth-first traversal with a preorder visit of the implicit
lexicographic tree of subsets of ¥;. Since the size of any signature is at most k* < m (a
trivial solution, placing one bug in each safe house, each tuned only to its own house, is
always feasible), generating and checking a single signature requires O(m) time. Therefore,
generating the first j signatures over X, takes O(jm) time. Summing over all j € [m],
the total time spent generating signatures is O(m?). Hence, the total running time of
COMPUTESIGNATURES is O(m?).
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The time complexity of Algorithm SURVEILLANCE is O(m?). Indeed, the algorithm
invokes COMPUTESIGNATURES a total of m + 1 times, and the computation of h, performed
at most m times, requires O(m?) time.

By using appropriate data structures for the generation and checking of signatures or by
means of an amortized analysis, this time complexity can be reduced to O(m?). <

Moral of the story: in Cold War Berlin, as in algorithms, a small amount of redundancy
along the timeline buys you certainty at only twice the cost.

4 Hardness

In section 2.3, we highlighted the strong connection between the SURVEILLANCE SYSTEM
problem and the WATCHING SYSTEM problem when the input graph is an interval graph.

In this section, we show that if we slightly enlarge the class of input graphs by considering
chordal graphs, the problem becomes NP-hard.

It is known that the DOMINATING SET (DS) problem is NP-hard even when restricted
to chordal and bipartite graphs [4, 5]. Here, we prove that the Watching System (WS)
problem remains NP-hard even when restricted to chordal and bipartite graphs, by means of
a reduction from DS.

To this end, we consider the decision version of the WS problem, which asks whether
there exists a watching system of the input graph of size at most k. Recall that, given a
graph G = (V| E) and an integer k, the DS problem asks whether there exists a set D C V
such that |[D| < k and DN N(v) # 0 for every v € V'\ D.

» Theorem 15. The Watching System problem remains NP-hard even on chordal and
bipartite graphs.

Proof. Let (G = (V, E), k) be an instance of DS. We construct a graph G’ from G as follows.
For each vertex v € V', we introduce three new vertices vy, vo, v3 and add edges connecting
v1 to v, vg, and vs.

By construction, if G is chordal (respectively, bipartite), then G’ is also chordal (respect-
ively, bipartite). Indeed, for each vertex v € V, we attach a tree to v. If G is bipartite,
attaching a tree to a single vertex preserves bipartiteness; applying this argument to every
vertex of G implies that G’ is bipartite. Moreover, since the added gadgets are trees, no
induced cycle of length greater than three is created. Therefore, if G is chordal, then G’ is
chordal as well.

In order to complete the proof, we establish the following claim.

> Claim 16. For any integer k,
(G =(V,E), k) is a YES-instance of DS
if and only if
(G' K =k +2|V|) is a YES-instance of WS.
Assume first that D C V is a dominating set of G with |D| < k. We show that
W = {(v, Ng:[v]) | v € D} U {(v1,{v,v1,v3}), (va,{v1,v2}) | veE V}

is a watching system for G'.
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By construction, |W/| = |D| + 2|V|. Moreover, at most one watcher is located in each
vertex; hence, we identify a watcher with the vertex where it is placed.

We now show that the codes associated with the vertices of G’ are all nonempty and
pairwise distinct. The codes are as follows:

V, V1, VU ifveD
Coy () = { {00002 P COwl) ={n},  Cwls) = {ur),
{v1,v2} otherwise

and, for each v € V,
Cw(v) = {v1} U (Ng[v] N D).

Hence, every vertex of G’ has a nonempty code. Furthermore, all codes are pairwise distinct.
In particular, for each v € V:

Cw (v) # Cw(v1), since v € Cy(v1) but vy ¢ Cyw (v);

Cw (v) # Cw (vs), since D is a dominating set and therefore Ng[v] N D # 0.
Finally, for any two distinct vertices u,v € V, the codes Cy (u) and Cy (v) are distinguished
by u; and vy, respectively.

Thus, W is a valid watching system for G’ of size |D| + 2|V| < k + 2|V|.

Conversely, let W be a watching system for G’ with |W| < k + 2|V|. For each vertex
v € V, consider the gadget formed by v, vs, and vs. At least two watchers must be placed
in {v1,v2,v3} in order to distinguish vy and vs.

Moreover, since two watchers located in vy are sufficient to distinguish vy, vs, and vs,
if three or more watchers are placed in {v1,v2,v3}, we can obtain an equivalent watching
system by moving two watchers to v; and relocating any remaining watchers to v. Hence, in
the remainder of the proof, we may assume that each gadget hosts exactly two watchers,
and consequently that at most k watchers are located in vertices of V.

Let D C V be the set of vertices of V hosting a watcher. By the above argument, |D| < k.
We claim that D is a dominating set of G.

Suppose, for contradiction, that there exists a vertex v € V' \ D such that Ng(v)ND = (.
Since v is adjacent to vy in G’, and Cw (v) # 0, the watchers placed in the gadget of v
must distinguish the vertices v, vy, va, and vs. This is impossible unless either v € D or
Ng(v) N D # @, contradicting the assumption. Therefore, D is a dominating set of G. <

5 Conclusions

In this paper, we sent Agent X on a mission through the timelines of Cold War Berlin and,
along the way, studied the Watching System problem on interval graphs. By translating
safe houses into intervals and listening devices into watchers, we showed that the temporal
structure of interval graphs can be exploited in a surprisingly effective way.

Our main result is a simple polynomial-time 2-approximation algorithm, built around a
timeline deployment strategy: whenever the existing bugs cannot uniquely identify a newly
activated safe house, one carefully placed extra device suffices. The algorithm is greedy, local,
and easy to implement, yet its analysis reveals a subtle global invariant: each optimal bug
may need to be duplicated at most once. In short, certainty along the timeline can be bought
at twice the optimal cost.

Not all spy networks are so cooperative. We also proved that as soon as the setting is
slightly generalized, to chordal or bipartite graphs, the problem becomes NP-hard. This
sharply marks interval graphs as a rare safe zone where surveillance remains algorithmically
manageable.
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Several mysteries remain unsolved. Is the factor 2 approximation the best Agent X

can hope for, or is an even more efficient deployment possible? Can similar timeline-based
ideas be adapted to other geometric graph classes? We leave these questions for future
investigations and future missions.

For now, the lesson is clear: when safe houses line up neatly on a timeline, a small amount

of well-placed redundancy is enough to keep every secret uniquely identified.
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