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—— Abstract

Pointer analysis for Rust faces unique challenges arising from its ownership-based memory model and
layered abstractions, which complicate how heap-allocated objects flow across functions. Existing
k-limited callsite abstractions — designed for earlier languages — are both imprecise and inefficient on
large Rust programs. We present RCEUS, a Rust-oriented pointer-analysis technique that mitigates
points-to set explosion and resource exhaustion caused by cross-function pointer conflation under
deep heap encapsulation, a scalability bottleneck that conventional k-limiting cannot address.

RCEUS performs a fast, coarse-grained pointer-flow pre-analysis to identify precision-critical
functions and the essential callsites within their calling contexts. This selective context construction
distinguishes parameter-derived flows while avoiding unnecessary expansion. As a result, RCEUS
cleanly partitions intertwined pointer flows, eliminating context explosion and improving both
scalability and precision.

On 16 real-world Rust applications, RCEUS outperforms state-of-the-art techniques — standard
k-limiting, selective k-limiting for Java, and stack-filtered k-limiting for Rust — in both precision and
efficiency. The evaluation includes Wasmtime, a WebAssembly runtime with 669K lines of code, where
the benefits increase with program size. RCEUS also composes with existing techniques, providing a
practical and extensible foundation for scalable, precise Rust pointer analysis.
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1 Introduction

Problem Statement. Pointer analysis is a foundational technique for reasoning about heap
interactions [24, 3], pointer aliasing [47, 22], and memory safety [17, 32, 38]. Its effectiveness,
however, is intrinsically tied to the language’s memory model and abstraction mechanisms.

Rust’s ownership model and layered abstractions introduce pointer-flow patterns that
differ substantially from those in languages such as C and Java. In those settings, k-limited
callsite sensitivity — which models calling contexts using the k£ most recent callsites [31] —
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and its refinements [25, 22, 10, 40] strike a practical balance between precision and efficiency.
Although recent work has adapted k-limited abstractions to Rust [19, 18] and observed
moderate precision gains with larger k, these approaches remain fundamentally constrained,
exhibiting both notable imprecision and poor scalability on large Rust codebases. Our study
shows that Rust’s unique pointer-flow characteristics call for a dedicated analysis strategy
capable of achieving scalable, precise pointer reasoning beyond what k-limiting can provide.

Challenges. Rust’s deterministic, ownership-based memory model manages stack values
and enforces disciplined access and deallocation of heap data. Heap allocations are typically
mediated by smart pointers and containers (e.g., Box<T>, Re<T>, Vec<T>, and String), which
are stack-allocated structs holding raw pointers to heap objects. All heap access is funneled
through these stack-resident handles, enforcing strict aliasing control [14]. Traits and generics
introduce additional indirection through wrapper structs and trait objects [15].

These abstractions ensure memory safety but impose deep heap encapsulation that
complicates static analysis. Under k-limited context sensitivity, small k£ values collapse long
call chains and conflate distinct heap objects, inflating points-to sets, reducing precision, and
risking memory exhaustion on large programs. Increasing k can, in principle, avoid such
conflation by preserving full calling contexts, but the number of contexts grows exponentially
with call depth and recursion, making large k values infeasible in real-world Rust codebases.

Thus, Rust pointer analysis requires a strategy that selectively preserves the deep calling
contexts needed to avoid spurious merges while avoiding their prohibitive cost. By retaining
only semantically meaningful deep contexts and eliminating unnecessary expansion, such a
strategy can mitigate points-to set explosion, improve precision, and maintain scalability.

Prior Work. Existing pointer analyses for object-oriented languages like Java (memory-safe)
and imperative languages like C (memory-unsafe) do not require specialized modeling of
heap abstractions. In Java, heap objects created via new() are managed by the JVM, and
in C, objects allocated via malloc() are treated as unstructured memory. Because neither
language employs ownership, borrowing, or lifetime-based encapsulation, prior analyses did
not need dedicated strategies for modeling heap objects.

Pointer analyses for Java commonly rely on k-limited context sensitivity, applied either
uniformly (kes) [19, 9, 45, 35] or selectively to chosen functions or objects (SEL-kcs) [22, 20,
25, 11, 36, 8]. These approaches typically restrict k to 1-2 to avoid exponential growth in
context count. Other techniques [10, 12, 41] relax the k-most-recent-callsites restriction by
selecting k callsites along each chain based on program features, refining context abstractions
without increasing k. Their selection policies, however, are tailored to Java’s object and call
structure and do not generalize easily to other languages. In contrast, pointer analyses for C
often emphasize flow sensitivity [37, 7, 34], reflecting different language semantics.

Rust combines Java’s memory safety with C’s low-level control, yet remains relatively
underexplored in pointer analysis. RUPTA [19] introduced the first k-callsite-sensitive analysis
for Rust (kcs), later extended by Stack Filtering (SF-kcs) [18], which uses a lifetime-based
pre-analysis to eliminate spurious stack targets and is therefore never less precise than kcs.
While SF-kcs improves precision and efficiency, it focuses only on stack objects and leaves
heap imprecision unresolved — a notable limitation, since heap data without explicit lifetimes
is common in real-world Rust codebases. Imprecision and inefficiency caused by conflated
heap objects thus remain a key challenge for scalable and precise Rust pointer analysis.
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This Work. We present RCEUS, a new context-sensitive pointer-analysis approach for Rust
based on a key insight: in Rust, precise reasoning about heap objects requires preserving only
the calling contexts that carry distinct pointer-flow origins, rather than uniformly applying
k-limited callsite sensitivity. RCEUS leverages interprocedural pointer-flow information to
select these contexts, enabling scalable and precise analysis of heap objects and naturally
improving precision for stack objects through the same context abstraction.

RCEUS begins with a fast, coarse-grained pointer-flow pre-analysis that identifies precision-
critical functions — those whose return values may depend on their parameters, directly or
transitively — and determines, for each such function, the callsites that must be preserved
in its calling contexts. These functions often include methods of heap-managing container
types (e.g., Box<T>, Rc<T>, Vec<T>, String), where accurate separation of allocation origins
is necessary to avoid conflation. Using the callsites selected during pre-analysis, RCEUS
constructs contexts by choosing exactly one callsite per context from each call chain leading
to a precision-critical function. These callsites, derived from interprocedural pointer-flow
paths, identify where distinct allocation origins first enter the function’s computation. By
preserving contexts using singleton callsites at these specific sites — rather than uniformly or
through heuristics as in k-limiting and its refinements — RCEUS separates flows from different
heap objects while avoiding unnecessary context expansion.

Built on the open-source RUPTA [19] framework over Rust’s Mid-level Intermediate
Representation (MIR), RCEUS outperforms state-of-the-art k-limited techniques — RupTA
(standard k-limiting, kcs) [19], SF-kcs (stack-filtered k-limiting) [18], and SEL-kcs (selective
k-limiting for Java) [22] — in precision, efficiency, and scalability across 16 Rust projects
with k& € {1,2}. These include Wasmtime, a WebAssembly runtime of over 669K LOC, where
the benefits amplify with program size. Compared with kcs, SF-kcs, and SEL-kcs at k =1
across all applications, RCEUS reduces average points-to set sizes by 86.6%, 68.9%, and
87.9%, and achieves 4.9x, 2.4x, and 2.2x speedups on average, all while using less memory.

In summary, our work makes the following contributions:

We show that Rust’s ownership model both necessitates and enables a new form of

interprocedural reasoning in which context sensitivity follows pointer-flow structure to

achieve scalable and precise analysis of heap objects.

We present RCEUS, an open-source framework operating on Rust MIR that constructs

contexts by separating pointer flows with different allocation origins using pointer-flow-

guided callsite selection, thereby avoiding redundant context expansion.

We evaluate RCEUS on 16 real-world Rust applications and show that it substantially

outperforms state-of-the-art k-limited techniques in scalability, efficiency, and precision,

with benefits increasing on larger programs.

Although selective sensitivity — previously explored for Java [22, 20, 25, 11, 36, 8] — can
in principle reduce precision, our evaluation (Section 4) shows that RCEUS achieves strong
precision improvements over existing techniques. Beyond these gains, RCEUS offers a practical,
scalable foundation for Rust pointer analysis: it integrates with existing optimizations such
as stack filtering (SF-kcs) [18] and provides a robust platform for future research.

2 Motivation

Rust’s ownership model and deeply layered abstractions create pointer-flow patterns that
differ fundamentally from those in C, C++, or Java. These patterns lead to substantial
call-graph depth and extensive reuse of heap and stack objects across many layers of trait
indirection, causing traditional k-limited context-sensitive analyses to either conflate pointer
flows or suffer exponential context growth. In this section, we examine these challenges in
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detail and identify the key insight that motivates RCEUS: context sensitivity is required only
for precision-critical functions, and for these functions it suffices to preserve their flow-entry
callsites; all other functions can be analyzed context-insensitively without loss of precision.

2.1 Rust’s Ownership and Layered Abstractions

Ownership, Borrowing, and Lifetimes. Rust enforces memory safety at compile time
through its ownership model [43]. Each value has a unique owner, and the value is automat-
ically deallocated when the owner’s lifetime ends. Any subsequent access attempts trigger a
compile-time error, preventing use-after-free. In the example given in Figure 1, the variable
v (line 3) owns the vector, and its lifetime ends at line 10, when the value is dropped.

1 fn bar(s: String) {} 6 // printin! ("{:?}", r); // Compile Error
2 fn main(O{ 7 let s = String::from("hello");

3 let mut v = vec![1, 2]; 8 bar(s);

4 let r = &v; 9 // printin! ("{:?}", s); // Compile Error
5 let it = v.iter_mut(); 10 }

Figure 1 An example illustrating ownership, borrowing, and lifetimes in Rust.

Rust supports two key mechanisms: moves and borrowing. A move transfers ownership
(line 8), invalidating the previous owner and triggering a compile-time error on subsequent
use (line 9). Borrowing provides temporary access through immutable (&v) or mutable (&mut
v) references, with the compiler ensuring their validity to prevent data races. Immutable
borrows allow shared read-only access, whereas mutable borrows require exclusive access for
modification. For example, the immutable reference r (line 4) conflicts with the mutable
iteration v.iter_mut () (line 5), resulting in a compile-time error (line 6).

Heap Management with Raw Pointers and Safe Abstractions. Rust permits explicit heap
access through raw pointers, which mediate all heap operations. Raw pointers are plain
memory addresses without lifetime or borrowing guarantees, resembling C/C++ pointers.
Unlike references, they bypass compiler safety checks and may lead to undefined behavior;
dereferencing therefore requires an unsafe block.

To confine such unsafe operations, Rust adopts encapsulated unsafety: low-level pointer
manipulation is placed inside small, well-tested abstractions that expose safe interfaces. The
standard library provides smart pointers (e.g., Box<T>, Rc<T>) and containers (e.g., Vec<T>,
String), which wrap raw pointers while preserving invariants through the type system. For
example, Vec<T> and Box<T> encapsulate similar internal structures, as shown in Figure 2.

Vec<T> Box<T>

|- buf: RawVec<T> |- ptr: Unique<T>
| |- inner: RawVecInner V/_J

| |- ptr: Unique<u8> ——_ , Unique<T>
| |- cap: usize |- pointer: NonNull<T>
|- len: usize | |- pointer: *const T

Figure 2 Structures of Vec<T> and Box<T>.

Both Box<T> and Vec<T> rely on the same underlying pointer representation. Internally,
each stores a Unique<T> pointer built from NonNull<T>, which wraps a raw pointer (*const
T). NonNull enforces non-nullness, while Unique encodes unique ownership by preventing
other writable aliases. Box<T> uses this pointer to own exactly one heap allocation, whereas
Vec<T> uses it to own a contiguous buffer whose length and capacity are tracked separately.
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In Rust, Box<T> and Vec<T> expose safe interfaces that respect ownership and borrowing,
allowing heap access through references. For example, immutable and mutable access to a
boxed value is provided through safe methods such as:

1 fn as_ref (&self) -> &T { &**self }
2 fn as_mut (&mut self) -> &mut T { &mut #**self }

These methods return immutable (&T) or mutable (&mut T) references, enforcing borrowing
rules and preserving aliasing invariants:

1 let mut b = Box::new(42);

2 let r = b.as_ref(); // Immutable borrow

3 *b += 1; // Mutable borrow (conflict)
4 println! ("{r}"); // Compiler Error

Here, the immutable reference r (line 2) conflicts with the mutable borrow on line 3, causing
the compile-time error on line 4. Although Box<T> relies on unsafe internals, its safe API
preserves Rust’s guarantees through compiler checking.

2.2 Why k-Limiting Falls Short

Rust’s ownership model and heap abstractions give rise to layered designs: safe heap
manipulation typically proceeds through chains of functions that unwrap abstractions, perform
low-level operations, and rebuild safe interfaces. These patterns simplify programming but
shift complexity to static analysis. We identify three Rust-specific sources of this complexity:
layered heap abstractions, layered slice-centric memory access, and layered trait-driven
operations. Together, they render traditional k-limited context-sensitive approaches (with
context insensitivity as the special case k = 0) — originally developed for languages such as
Java [19, 9, 45, 35] — both imprecise and inefficient, thereby limiting scalability.

1) Layered Heap Abstraction

Rust’s heap encapsulation naturally leads to layered heap construction and access.

Heap Construction Through Abstraction Layers. As shown earlier in Figure 2, constructing
a Vec<T> unfolds across multiple abstraction layers.

Figure 3 illustrates this process by creating two vectors, vl and v2, at lines 2 and 7
using the vec! [] macro. As shown in the two groups of comments (lines 2-3 and 7-8), each
macro expansion conceptually produces a Box<[132]> (b1 and b2) owning heap-allocated
values (o1 and 02). Each Box holds a raw pointer to the allocation, which is then passed to
into_vec() for vector construction.

Ownership of the heap objects transfers from b1 and b2 to the parameter b in into_
vec() (line 12). Inside into_vec(), the raw pointer ptr is extracted via into_raw_with_
allocator() (line 14) and converted into a vector by Vec::from_raw_parts() (line 15).
This step risks creating two owners of the same allocation: the original Box and the new
Vec. To prevent a double free, the Box is wrapped in ManuallyDrop, which suppresses its
destructor. This guarantees that ownership is transferred safely to the Vec, the allocation is
freed exactly once, and Rust’s memory safety is preserved.

The raw pointer ptr extracted at line 14 traverses five abstraction layers before becoming
a vector at line 15. It is first wrapped in NonNull and then in Unique for non-null alignment
and exclusive ownership. Next, RawVecInner couples the pointer with capacity metadata,
followed by RawVec, which manages allocator state and growth logic. Finally, Vec combines
the buffer with a length field to expose a safe user interface.

1:5
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22 fn ManuallyDrop::new(b: Box<[i32]>)
->ManuallyDrop<Box<[i32]>>{ // |/3
fn mainO{ // [10) - yDrop

1 23 ManuallyDrop {b}
2 let vl = vec![1l, 21; // bl = Boz::new(); // ol , }
3 // vl = into_vec(bl);
4 let mut itl = vi.iter(Q); 25 fn Vec::from_raw_parts(ptr)->Vec<i32>{ //
5 let vall = itl.next(); 26 Vec {buf: RawVec::from_raw_parts_in(ptr),..}
27 }
6
. let v2 = vec![1, 2]1; // b2 = Boz::new(); // 02 28 fn RawVec::from_raw_parts_in(ptr)->RawVec<i32>{
8 ' ' // v2 = into_vec(b2); — //
9 let mut 1t2': v2.iter(); 29 RawVec {inner:
10 let val2 = it2.next(); — RawVecInner::from_raw_parts_in(ptr),..}
11} 30 }
12 fn into_vec(b: Box<[i32]>)->Vec<[i32]>{ // 31 fn RawVecInner::from_raw_parts_in(ptr)
13 unsafe { . . — ->RawVecInner{ //
14 let mut ptr = into_raw_with_allocator(b); .
Voc::f s (pt mut 132) 32 RawVecInner {ptr:
15 } éc:iirom_raw_partsiptr as #mut 1 < Unique::new_unchecked(ptr),..}
6 33 }
17 ¥
18 fn into_raw_with_allocator(b: Box<[i32]>) 34 fn Unique::new_unchecked(ptr)->Unique<u8>{ //
35 Unique {pointer: NonNull::new_unchecked(ptr)}
o —smut [1321¢ /[ wy T ’
19 let b = ManuallyDrop::new(b); 37 fn NonNull::new_unchecked(ptr)->NonNull<u8>{
20 &raw mut **b
21 } — //
38 NonNull {pointer: ptr as *const u8}
39 }

Figure 3 A Rust program demonstrating the insufficiency of k-limiting due to layered heap
abstraction. main() creates two vectors, and into_vec() is simplified to highlight heap operations.
Functions are labeled [#s] The vec! macro expands at lines 2-3 and 7-8. In the call graph below

the code, Ley denotes a call from f; to f; at line [..

Figure 3 also shows the call graph for the example program. For clarity, the long function
names in the code are abbreviated as [fg]-[fs] An edge Loy 7] indicates a call from fito f;
at line .. Using this call graph, we illustrate why k-limiting (with k typically restricted to
small values for scalability) fails to distinguish v1 — o1 from v2 — 02, leading to conflation.

Under context-insensitive analysis (k = 0), o1 and 02 collapse into a single abstract object
when into_vec() is analyzed. This conflated abstraction {01, 02} then propagates to both
v1 and v2 (lines 2 and 7) and to their iterators (lines 4-5 and 9-10), causing imprecision. In
large Rust programs, heap accesses frequently flow through shared library functions such
as Vec initialization, so context-insensitive analysis typically collapses many allocation sites
into one abstract target. With N allocations, each points-to set grows to O(N), incurring
excessive propagation cost and memory overhead.

Context-sensitive analysis improves precision by distinguishing calling contexts. Callsite
sensitivity [31] with k-limiting defines each context by the k most recent callsites. In our
example, separating the two heap allocations requires tracking deep call chains: three callsites
for ManuallyDrop wrapping (I3 — l14 — l1g9 and lg — 114 — l19), and six callsites for vector
construction <l3 — 115 — l26 — lgg — l32 — I35 and Ig — l15 — l26 — log —> 30 — l35).

While 6-callsite sensitivity (i.e., full sensitivity in this example) would preserve precision,
uniformly increasing k (as in kecs) quickly causes a combinatorial explosion of contexts.
Selective context sensitivity (SEL-kcs) [25, 20] mitigates this by applying k-limited sensitivity
only to precision-critical functions and analyzing the rest context-insensitively. In practice,
however, SEL-kcs restricts k < 2 for tractability, which cannot capture the deeper contexts
required by Rust’s layered heap encapsulation and long call chains. Although larger k
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could theoretically improve precision, increasing k rapidly becomes infeasible due to severe
context explosion and memory overhead, even at k = 2 (Section 4). Stack filtering [18], a
Rust-specific technique for pruning spurious pointed-to stack objects in k-limited analysis,
does not address this issue, as it applies only to stack objects.

Heap Access Through Abstraction Layers. Rust’s memory access also unfolds through
deep call chains. Among Rust’s heap abstractions, Box<T> (Section 2.1) is a shallow case:
a boxed value b can be dereferenced simply via *b, and the compiler lowers this to a
dereference of the raw pointer stored inside Box<T>, reached through its Unique and NonNull
wrappers. This direct lowering explains the simplicity of Box<T>’s as_ref () and as_mut ()
implementations. In contrast, other heap-managing structures access their allocations through
multiple intermediate layers. For example, Vec<T> reaches its heap buffer through Unique’s
and NonNull’s implementations of as_ptr() and as_mut_ptr():

1 fn Unique<T>::as_ptr(self) -> *mut T { self.pointer.as_ptr() }
2 fn NonNull<T>::as_ptr(self) -> *mut T { mem::transmute::<Self, *mut T>(self) }

As with the layered heap construction described earlier (Section 2.1), Vec<T>’s accessors
traverse a five-layer hierarchy — Vec, RawVec, RawVecInner, Unique, and NonNull — with
each layer delegating to its own as_ptr () implementation. This structure causes Vec<T>’s
as_ptr() and as_mut_ptr() methods to require at least 5-callsite sensitivity for precise
points-to reasoning. Moreover, operations within these layers may themselves invoke as_ptr ()
to obtain raw pointers, further contributing to conflation in k-limited analyses.

Such a layered heap abstraction provides ergonomics and memory safety by minimizing
the use of unsafe code, but it obscures access paths for pointer analysis. Consequently,
k-limiting becomes inadequate and causes conflation of points-to sets, even when high-level
types differ. Because user-defined types follow the same design idioms, these deep and
compositional access paths are pervasive in real-world Rust programs.

Rust monomorphizes all generic types: each generic definition is instantiated with concrete
type parameters. For example, Vec<u8> and Vec<i32> are compiled into separate code
copies [43]. However, monomorphization does not prevent severe points-to conflation, as
pointers stored inside high-level types sharing the same generic type can still be conflated.

Rust’s standard library further compounds this through compositional design. For
example, String contains a Vec<u8> buffer with UTF-8 invariants; 0sString uses a platform-
specific vector internally (Vec<u8> on Unix, Vec<ul6> on Windows); CString wraps a
Box<[u8]> with C-compatible guarantees; and PathBuf is a thin wrapper over OsString.
As a result, many distinct high-level types ultimately store their data in buffers of the
same underlying type, causing their heap access paths to converge on the same low-level
operations. This design promotes reuse and abstraction but significantly deepens and unifies
the hierarchy, exacerbating points-to conflation in analysis.

2) Layered Slice-Centric Memory Access

Rust’s slice abstraction exemplifies a layered memory-access mechanism that upholds borrow-
ing and lifetime rules. Rust provides a unified abstraction for contiguous memory through
its Dynamically Sized Types (DSTs), most notably slices ([T]) and string slices (str) for
UTF-8 text. A slice is a safe view of any contiguous region of memory — heap, stack, or static
— and is internally represented by a fat pointer containing a data pointer and metadata (e.g.,
length). Slice references such as &[T] and &str therefore offer lightweight, zero-cost access
to contiguous data without copying or reallocating it.

1:7
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Slices serve as Rust’s canonical abstraction for contiguous memory. The standard library
implements most contiguous-data operations — indexing, iteration, splitting, searching, and
pattern matching — directly on slices. High-level containers expose their underlying memory
as slice references (e.g., &[T] for Vec<T> and &str for String), inheriting this functionality
rather than reimplementing it. This design centralizes memory access in one abstraction and
ensures that safe operations on contiguous data follow consistent slice-based semantics.

Containers provide methods that return slice references explicitly, such as as_slice(),
as_mut_slice(), and as_str(), yielding &[T], &mut [T], or &str, respectively. In idiomatic
Rust, however, slice references are more often obtained implicitly through the Deref and
DerefMut traits: taking a reference to a container automatically coerces it into the appropriate
slice reference. In both cases, the conversion requires a layered reconstruction of the slice’s
fat pointer from the container’s internal raw pointer and associated metadata.

Figure 4 illustrates Rust’s use of slices. Consider the foo() ([fg]) and bar () ([fia]) functions,
where g and v own the heap-allocated objects 03 and o4. Because str::is_ascii() and
slice::get() expect &str and &[T], the compiler automatically performs a deref coercion:
taking &g and &v, invoking their deref () implementations, and producing &str and &[u8].
These implicit deref () calls are inserted at lines 3 and 8, respectively.

The conversion to a slice at line 8 calls Vec: :deref () (line 21), which invokes Vec::
as_slice() (line 24). This retrieves the raw pointer via as_ptr() and reconstructs a
slice reference using slice::from_raw_parts() (line 26). The pointer obtained at line 25
traverses several internal layers for runtime safety checks before forming the final fat pointer
that combines the data pointer and length. The conversion at line 3 follows a similar pattern.
String: :deref () (line 17) obtains a & [u8] slice from the string’s internal Vec<u8> buffer by
calling g.vec.as_slice() (line 18), implemented by Vec::as_slice(). It then reinterprets
this slice as a &str at line 19.

As shown in the call graph for this example, slice conversions introduce their own deep
call chains in addition to those from layered heap access via as_ptr(). In our example,

dereferencing Vec<u8> into &[u8] at line 8 involves five calls: Ls, L2, Las,
Les, Loo, [f23] Similarly, dereferencing String into &str at line 3 also follows a five-call

chain: [ < [ 2% [ 2> m 2> 5 2

Rust’s centralized slice operations apply uniformly to all contiguous memory regions —
heap, stack, and static — further exacerbating points-to conflation beyond heap objects alone.
In baz() (line 12), the reference &a points to the stack-allocated array o5. The indexing
expression &a[0..5] is compiled into the array-specific array: :index() (line 15), which
delegates to slice-indexing utilities: it performs raw-pointer arithmetic and constructs the
resulting slice’s fat pointer via ptr::slice_from_raw_parts(). A similar indexing path is
used by slice::get () (line 10) when slicing a Vec<u8>. Both array: :index() and slice::
get () ultimately rely on the same SliceIndex<[u8]>::get_unchecked() implementation
and converge on ptr::slice_from_raw_parts() to build the subslice’s fat pointer.

Based on the call graph shown in Figure 4, we see that when k < 4, the context-sensitive
analysis fails to separate the three memory objects 03, o4, and o5, leading to conflated
points-to information. This conflation propagates to g_slc, v_slc, the return value of
slice::get (), and the return value of array: :index ().

3) Layered Trait-Driven Operations

Trait-driven operations introduce additional abstraction layers beyond raw pointer manipula-
tion. Rust’s abstraction model is fundamentally trait-oriented: shared behaviors are defined
once and reused across many types without relying on inheritance or dynamic dispatch.
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Index Trait

Example ) 35 fn Index<Range>::index(slc: &[u8], r: Range)
1 fn foo({ //E — —>&[usl{ //
2 let g = String::from("example"); // 03 36 SliceIndex<[u8]>::index(r, slc)
3 // g_slc = String::deref(8g); 37 }
4 g.is_ascii(); // str::is_ascii(g_slc); ~ g
5} Slicelndex Trait
6 fn bar(){ // 38 fn SliceIndex<[u8]>::get(r: Range, slc: &[u8])
7 let v: Vec<u8> = vec![1, 2, 3]; // o X
8 // v_slc = Vec::deref(fﬁ'f)' — ->Option<&[u8]>{ //
- . - i 39 slc = SliceIndex<[u8]>::get_unchecked(r, slc);
9 // T = Range {start: 0,end: 2}; Ootion::S (s10)
10 v.get(0..2); // slice::get(v_slc, 7); fl) } ption::Some(slc
1} 42 fn SliceIndex<[u8]>::index(r: Range, slc: &[u8])
12 fn baz(){ //
13 let a = [0u8; 151; // o5 = —>&[usl{ // |19
14 // r = Range {start: 0,end: 5}; 43 // skip details of length check
15 %al0..51; // array::indez(&a, r); 44 ) SliceIndex<[u8]>::get_unchecked(r, slc)
16 } 45
J |46 fn SliceIndex<[u8]>::get_unchecked(r: Range,
o sic: alush-utuel( // [
. . ) 47 let new_len = r.end - r.start;
17 fn S;rlngf :;T:rg:f (g: &Strlng)_i‘%wt?;// 48 ptr::slice_from_raw_parts(
18 et g: &lusl = g.vec.as_slice(); 49 slc.as_ptr().add(r.start),
19 g as &str
50 new_len
20 }
51 )
21 fn Vec::deref(v: &Vec<u8>)->&[u8]{ // 52 }
22 Vec<u8>::as_slice(v) . g
23 } _ Slice Construction
24 fn Vec::as_slice(v: &Vec<u8>)->&[u8l{ // 53 fn slice::from_raw_parts(p: *const u8, len:
25 let p: *const u8 = v.as_ptr(); .
26 slice::from_raw_parts(p, v.len()) — usize)->g[usl{ // {21 .
27 } 54 // skip details of runtime safety checks
\ J 55 unsafe{ &*ptr::slice_from_raw_parts(p, len) }
- e 56 }
Indexmg Utilities 57 fn ptr::slice_from_raw_parts(p: *const u8, len:
28 fn slice::get(slc: &[u8], r: Range) <, usize)->+const [u8l{ //
— ->Option<g[u8]>{ // 58 p = p as *const ();
29 SliceIndex<[u8]>::get(r, slc) 59 ptr::from_raw_parts(p, len)
30 } 60 }
31 fn array::index(a: &[u8; 15], r: Range) 61 fn ptr::from_raw_parts(p: *const (), len: usize)
- ->amsl{ // [d o ->xconst [ug]{ /(23
32 let a_slc = a as &[u8]; 62 let ptr = PtrComponents::<[i32]> {
33 Index<Range>::index(a_slc, r) 63 data_pointer: p, metadata: len };
34 } 64 ptr as *const [u8]
N 7 les }
\ J

Figure 4 A Rust program illustrating the insufficiency of k-limiting under Rust’s slice-centric
memory-access model. The example is simplified to highlight deref coercions and the layered
slice-indexing and slice-construction calls that produce slice fat pointers. Functions are labeled -

[fz3] In the call graph below the code, Ley denotes a call from f; to f; at line ..

Traits provide static, compositional interfaces that the compiler aggressively specializes via
monomorphization, enabling zero-cost reuse of shared logic across different types.

Leveraging this architecture, the Rust standard library implements many high-level
operations as sequences of delegated trait calls. A method defined on a container forwards
to a trait implementation, which may in turn invoke helper traits that encode reusable
semantics, forming layered chains of trait-driven computation.

The same example in Figure 4 also illustrates how trait-driven operations introduce their
own layered call chains. Slices provide the implementation of the Index trait for range-based
indexing. The Index trait defines the public interface for indexing and delegates the actual
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slicing logic to the subslicing machinery. For the operator &a[0..5] (line 15) in baz() ([Fm]),
the compiler constructs a Range object (line 14) and routes the array and range through
the array’s Index implementation ([fis]). The array reference is coerced into a slice reference
so that slice-based indexing can be applied. Specifically, Index<Range>::index() ([fiz])
forwards the operation to the helper trait SliceIndex via SliceIndex< [u8]>::index()
(fa]), which centralizes range-based indexing across slice-backed types. The final subslice is
produced by SliceIndex< [u8]>::get_unchecked() ([fzg))-

As shown in the call graph, this delegation passes through four intermediate layers
(lis — I3z — l3¢ — laa), starting at and ending at [fz], before reaching ptr::slice_
from_raw_parts() ([fzz]) at line 48 (l4g) for subslice construction.

Such layering is not unique to slice operations; many core Rust APIs follow the same
trait-driven delegation. For instance, (1) the Iterator API uses an adaptor pattern in which
each adaptor (e.g., Enumerate, Zip, Flatten, Rev) wraps the previous iterator, forming a
nested chain of adaptor layers. Any call to next (), next_back(), or nth() must traverse
this entire stack, triggering a cascade of trait-method dispatches. (2) Error propagation also
proceeds through a sequence of trait calls rather than a language-level exception mechanism:
the Try trait separates success from failure, and the FromResidual trait adapts the error
type before early return, introducing at least two layers of calls.

These high-level layers frequently converge on shared low-level implementations, further
amplifying the conflation effects already introduced by Rust’s heap abstractions and slice-
centric memory model.

2.3 Pointer-Flow-Guided Context Sensitivity Beyond k-Limiting

Existing context-sensitive pointer analyses rely on k-limiting, applied uniformly [19, 9, 45, 35]
or selectively [22, 20, 25, 11, 36]. Several Java-oriented techniques [10, 12, 41] further choose
k “important” callsites rather than the k-most-recent ones (Section 1). These methods
depend on heuristics tied to Java’s object and call-structure regularities, whereas Rust’s
ownership, borrowing, and deep compositional pointer-flow patterns follow fundamentally
different structures. As a result, both uniform k-limiting and Java-based callsite-selection
heuristics remain inadequate for Rust, particularly for precise heap reasoning.

To address this gap, we introduce RCEUS, a Rust-oriented context-sensitivity approach
guided by interprocedural pointer-flow information from a lightweight pre-analysis. This
pre-analysis identifies the functions whose points-to results depend on calling contexts and
determines the flow-relevant (i.e., flow-entry) callsites that distinguish distinct pointer-flow
origins. The subsequent main analysis preserves only these callsites — one per calling context
— avoiding large k or uniform context expansion while preventing points-to conflation, yielding
scalable and precise context sensitivity aligned with Rust’s abstraction patterns.

1) Precision-Critical Functions

Rust’s multi-layered pointer operations form chains of functions that take pointers as
input and produce new pointers, propagating information across abstraction levels. At
the lower layers of these chains are routines such as Unique::new_unchecked() and
NonNull::new_unchecked() (see Figure 3), which directly wrap raw pointers. Because
many higher-level abstractions eventually call these routines to initialize or reconstruct
internal pointers, they become convergence points for diverse pointer flows. Such functions
must therefore be analyzed under distinct contexts to avoid conflating unrelated points-to
sets; a context-insensitive treatment would merge flows arriving along different call paths.
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In this paper, we identify a function as precision-critical if its return value depends on
pointer flows originating from its parameters, as determined by a lightweight interprocedural
pointer-flow pre-analysis. Such functions require context sensitivity to avoid merging unrelated
pointer flows arriving along different call paths. Concretely, RCEUS classifies a function as
precision-critical when its return value depends on one of its parameters through either (1)
intraprocedural flows or (2) interprocedural flows.

In Figure 3, functions [f5] (ManuallyDrop: :new()) and [f5] (NonNull: :new_unchecked ())
illustrate the first case, with return values derived directly from their parameters. By contrast,
all other functions (except [fg], main()) fall into the second case, where parameter-derived
pointer information propagates through one or more callees before contributing to the
function’s return.

This pointer-flow-based strategy identifies precision-critical functions approximately but
effectively. Although it may misclassify a function in either direction in theory, in practice
applying k-limited context sensitivity only to these functions achieves precision nearly
identical to uniform k-limiting while substantially reducing computational cost (as validated
in our evaluation), demonstrating the practical accuracy of the classification.

2) Flow-Entry Callsites

Rust’s deeply layered abstractions make traditional k-limited context-sensitive pointer ana-
lyses ineffective: small k values fail to preserve the calling structure needed to separate
distinct pointer flows, whereas increasing k quickly becomes prohibitively expensive. To
address this, RCEUS preserves only the flow-entry callsites — one per context — that distinguish
how parameter-derived pointer flows reach each precision-critical function, providing the
necessary separation while keeping the analysis both scalable and precise.

In Rust’s layered abstractions, pointer flows descend from higher-level precision-critical
functions into lower-level ones and eventually return upward through nested abstraction
layers. The first callsite where a pointer enters a precision-critical function provides the
only context that distinguishes flows reaching the same callee from different callers. Once a
pointer has propagated into deeper layers, downstream callsites no longer encode its origin
and thus are ineffective as context boundaries for separating flows from different call paths.

Motivated by this observation, we define a flow-entry callsite as a callsite where a pointer
first enters an upper-layer precision-critical function. For each function transitively reached
downstream along this pointer flow, we preserve the corresponding flow-entry callsite as its
context with respect to that precision-critical function. Propagating this flow-entry callsite
along the entire call chain consistently encodes the pointer’s origin, keeping flows from
different callers distinguishable even deep within lower-layer routines.

Figure 5 Context-sensitive call graph gener- Figure 6 Context-sensitive call graph gener-
ated by RCEUS for the example in Figure 3. ated by RCEUS for the example in Figure 4.

In Figure 3, (into_vec()) is the topmost precision-critical function. Two pointer
flows, originating from bl and b2, enter it at callsites I3 and lg in [fg] (main()), respectively.
Each flow then descends to [fz] along l14 — 19, binds the returned value to ptr, and continues
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Compiler .
Rust Source P MIR Pre-Analysis

Interprocedural Pointer-Flow Tracing ]

RTA-Based Call e G
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Precision-Critical Function Identification ]

1CritF uncs
[ Pointer-Flow-Guided Context-Sensitive Pointer Analysis ]

Figure 7 Workflow of RCEUS with new components shown in red.

through - along li5 — lag — log — l32 — I35 before returning upward. These two
flows ultimately reach vl and v2 separately, making [3 and lg the flow-entry callsites for
the two distinct pointer flows. Figure 5 shows the context-sensitive call graph generated
by RCEUS, where each context is written as [...]. Call chains rooted at I3 are annotated
with context [l3], and those rooted at lg with context [lg]. By preserving these flow-entry
callsites, RCEUS keeps the two pointer-propagation paths separated throughout the analysis,
preventing conflation of the points-to information for v1 and v2.

Similarly, in Figure 4, (String: :deref()), (Vec: :deref (), (slice::get()),
and (array::index()) serve as the topmost precision-critical functions. Their callsites
I3, Ig, 110, and ;5 are therefore identified as the flow-entry callsites. As shown in Figure 6,
the context-sensitive call graph produced by RCEUS preserves these entry contexts, allowing
the analysis to cleanly separate pointers to both heap-allocated and stack-allocated objects.

3 The Rceus Design

RCEUS, shown in Figure 7, is integrated into the Rust compiler as an MIR analysis pass. We
first define a core Rust subset for pointer analysis (Section 3.1). A lightweight pre-analysis
(Section 3.2), based on Rapid Type Analysis [1, 18], over-approximates the call graph, traces
pointer flows through Rust’s layered abstractions, and identifies the precision-critical functions
requiring context-sensitive treatment. RCEUS then builds on the RupTA framework [19] to
generate pointer-flow-guided calling contexts for these functions on the fly during the main
analysis (Section 3.3), enabling scalable and precise context sensitivity.

3.1 Core Rust Subset for Pointer Analysis

To support precise pointer analysis, we introduce a core language model derived from Rust
MIR, shown in Figure 8. MIR is a structured mid-level IR that retains essential program
semantics while abstracting away surface syntax, and is widely used in prior analysis and
verification work [23, 14, 19, 18]. Our model isolates pointer-relevant constructs and omits
extraneous features, providing a focused foundation for RCEUS’s analysis.

In Rust MIR, a Place denotes a stack-allocated memory location, consisting of a base
local variable v and an optional projection sequence j for field or index access. The projection
Jj is either empty (€) or extended by a projection element e representing a field or array index.

Statements capture the fundamental pointer-related memory operations, including assign-
ments (p; = p2), which copy or move values between places; references (p; = &ps), which
create references or raw pointers to existing values; casts (p1 = p2 as 7), which reinterpret
values under a new type 7; and dereference forms ((xv).j = p, p = (xv).j, p = &(xv).j),
which make explicit memory accesses by reading from, writing to, or taking the address
of subfields through pointers. Function calls (p = f(p1,p2,...)) denote direct or indirect
invocations, where p; denotes the self parameter if present.
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Local v € {vo,v1,...}

Type T = usize | 182 | ub4 | - -

Function fed{fo, fi,...}

ProjElement e ::= field(idz) | index | - -

Projection ju=c¢€lej

Place pu=0.]

Statement su=s81;82 | pr =&p2 | p1 =p2 | p1 =p2 as 7 |

(xv)j=plp=(xv).j|p=&>v).j|p= f(p1,p2,...)

Figure 8 Core Rust MIR syntax for the subset of language features relevant to pointer analysis.

3.2 Lightweight Pre-Analysis

RCEUS’s pre-analysis consists of three steps: (1) RTA-based call graph construction, (2)
interprocedural pointer-flow tracing, and (3) identification of precision-critical functions.

1) RTA-Based Call Graph Construction

We build an over-approximate call graph using Rapid Type Analysis (RTA) [1], adapted to
Rust following [18]. RTA is a fast whole-program technique that resolves potential calls
from the set of types instantiated in reachable code [1, 39, 46, 33]. The Rust-adapted variant
further supports static dispatch, trait-object dispatch, trait upcasting, and function-pointer
calls [18]. The resulting call graph G. = (F,, E.) forms the basis of our analysis, where F is

the set of RTA-reachable functions and E. C F, x F, x L contains edges f LN g for calls at
callsites ¢ € L, with f, g € F,, and L denoting the set of all program locations.

2) Interprocedural Pointer-Flow Tracing

Given the RTA call graph G. = (F,, E.), we trace interprocedural pointer flows for each
function f € F, by constructing a pointer-flow graph Gy = (Vy, Ey), where V; contains the
local variables of f and E; represents flows induced by assignments, dereferences, address-of
expressions, loads/stores, and calls in f. This tracing need not be sound: missing flows
merely cause some functions to be treated context-insensitively by RCEUS, reducing precision
but not the soundness of the main analysis. The goal is simply to capture the essential flows
needed to identify precision-critical functions for context-sensitive treatment.

For u,v € Vy, where f is an arbitrary function, we write 7 : u ~»¢, v for a program path
in Gy, and labels() for its set of edge labels. All intraprocedural edges are labeled €, while
interprocedural edges are labeled with their callsites. Finally, let pammjf denote the i-th
parameter of f, and rety its return variable.

Figure 9 summarizes the rules used to extract coarse-grained interprocedural pointer flows
in Rust. The first six rules capture intraprocedural flows by modeling assignments derived
from the MIR syntax in Figure 8, where each place p is instantiated as v.j (a local variable
v with an optional projection 7). The final rule models interprocedural flow by propagating
pointer information across call statements.

Let us first examine how RCEUS traces intraprocedural flows. The [P-ADDROF] rule
models the creation of references or raw pointers (vy.j; = &vs.j2). References (e.g., let x =
&y) are fundamental to safe memory access, whereas raw pointers arise through coercions (e.g.,

&v as *comnst _) or explicit syntax (e.g., &raw const v) and are common in unsafe code.

[P-ASSIGN] captures assignments v1.j; = v3.J2, covering ownership moves, reference copies,
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v1.51 = &va.j V1.1 = V2.7 V1.1 = V2.j2 S T
e = g [P-ADDROF] e = v [P-AssIGN] ek [P-CasT|
U2*>U1€Ef UQ*)UleEf 1)2*)1)1€Ef

v1.51 = &(*v2).] v1.J1 = (%12).5 *01).J1 = V2.7

L (xv2).G2 [P-GEP] 11 = (xv2)-Ja [P-LoAD] (x01)-51 2-J2 [P-STORE]

1}2—>’01€Ef U2—>U1€Ef 1}2—>1}1€Ef

C:vo=g(vi,...,v;) f,geF. fSg€E.

1€ [l,r], 7 pamm; ~G, Tetg

. [P-CALL]
Vi — Vo € Ef

Figure 9 Rules for interprocedural pointer-flow tracing (statements belong to function f).

and raw-pointer duplication. In MIR, array and struct copies are element-wise; therefore,
we add a flow from vy to v; whenever the assigned value is a pointer or contains pointer
fields. [P-CaAsT| handles pointer casts (v1.j1 = va.j2 as 7), frequently used in libraries and
low-level code manipulating raw pointers. [P-GEP] models field access through a dereferenced
pointer (v1.j1 = &(*v2).j2), common in struct and container access. [P-LOAD] captures
projection-based loads (vi.j1 = (xv3).j2), typical when reading heap fields through references.
Conversely, [P-STORE] models field updates ((*v1).j1 = v2.J2), where a value is written into
a field reachable from a pointer — a pattern frequent in low-level libraries.

Finally, [P-CALL] lifts these flows across function boundaries. It models interprocedural
propagation between call arguments and the value assigned at a callsite. For a callsite
£:vg = g(vy,...,v.) in function f with a call-graph edge f 4 g € E., if, in g, the parameter
pammé can reach its return value (i.e., pammz7 ~q, rety), then we add an interprocedural

edge v; EN vg to G, indicating that argument v; contributes to the callsite’s assigned value.

3) Precision-Ciritical Function Ildentification

Given each function’s pointer-flow graph Gy = (Vy, Ef), RCEUS computes the set CritFuncs
of precision-critical functions — those whose return values depend on pointer flows originating
from their parameters. This dependency is encoded directly in Gy: if any parameter can
reach the return variable along a pointer-flow path, f is classified as precision-critical.

As formalized in Figure 10, the [C-INTRA] and [C-INTER] rules classify functions based
on whether the parameter-to-return dependence is purely intraprocedural or arises through
interprocedural flows. A function f is added to CritFuncs whenever there exists a path
Fige param} ~q, rety. If labels(m) = {e}, we record e = f, indicating an intraprocedural
dependence. If 7 traverses any callsite I (i.e., | € labels(m)), we record I = f, indicating that
the parameter flows to the return value via an interprocedural call.

A function may therefore receive multiple such annotations, reflecting distinct flow paths
through which its parameters may influence its return value.

In Figure 3, all functions except main() are precision-critical. For example, into_vec()
is classified as such because its parameter flows to its return value interprocedurally via
l14 = into_vec() and {15 = into_vec(). In Figure 4, all except foo(), bar(), baz(),
and is_ascii() are precision-critical. In particular, String: :deref () is precision-critical
due to the interprocedural parameter-to-return flow across 13 =String: :deref ().

Time Complexity. The pre-analysis runs in time linear in the number of MIR statements.
Pointer-flow tracing constructs a pointer-flow graph for each function and computes parameter-
to-return reachability in O(Vy+Ey) time, where both the number of nodes and edges are linear
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p pammic ~a, ety labels(m) = {e}

e = f € CritFuncs [C-INTRA]
T pammic ~q, rety A € labels(m)
{ = f € CritFuncs [C-InTeR]
Figure 10 Rules for identifying precision-critical functions.
{:v=alloc(r) cé€ ctx l:pr =& c€ ctx
) ) [ALLOCHEAP] n b2 ) [ADDROF]
(c,0¢0 : T) € pt(c,v) (e, p2) € pt(e,p1)
C:pr=p2 c€cta(f) j=ptr_proj(pz)
- - [AssIGN]
pt(c,p2.j) € pt(c,p1.j)
Lip=&(xv).j c€ ctx(f) (c,0) € pt(c,v)
: (GEP]
(c/;0.5) € pi(c, p)
L:p=(xv).j c€ ctz(f) L:(xv).j=p c€ ctx(f)
', 0) € pt(c, i’ € pt j ', 0) € pt(c, i’ € pt j
(', 0) P (c .v.)/ j'ep T_fTOJ(p) Loap] (c,o)ep (c‘lv) ) r._.{)my(p) [STORH]
pt(c’;0.5.5") < pt(c, p.j’) pt(c,p.j') € pi(c; 0.5.5')
L:p1=prasT cé€ctx(f) (c,0) € ptlc,p2) T = deref_ty(r) o
o: 7' = transmute(c’,0,7") (c',0:7") € pt(c,p1) [Cas]
L:po=f(p1,...,pr) c€ctx(f) g€ dispatch(c, f',p1)
c = reeus__ctz(f,c, 4, g)
[CALL]

Vi € [1,r], Viji € ptr_proj(p:) : pt(c,pi-ji) C pt(¢’, paramy.ji)
Vjo € ptr_proj(po) : pt(c’,retq.jo) C pt(c,po-jo)
where param, denotes the i-th parameter of g, and rety its return variable

Figure 11 Rules for Rust callsite-sensitive pointer analysis (each rule applies to statements in
function f), with rceus ctx preserving the appropriate flow-entry callsite for context construction.

in the function size. Recursive and mutually recursive functions are handled via an incremental
fixed-point computation over reachability. Precision-critical function identification incurs
constant time per function in practice, as it directly queries the reachability information
computed during tracing.

3.3 Pointer-Flow-Guided Context-Sensitive Analysis

RCEUS performs context-sensitive pointer analysis guided by interprocedural pointer flows.

Only precision-critical functions are analyzed context-sensitively, and their calling contexts
are built from the flow-entry callsites introduced earlier in Section 2.3 — one per calling
context — achieving scalable precision without relying on large-k sensitivity. We next present
the analysis formulation and the construction of these flow-guided contexts.

1) Analysis Formulation

In context-sensitive pointer analysis, the MIR assignment forms in Figure 8 are abstracted
through the eight pointer-flow rules shown in Figure 11. Each allocation site ¢ € L introduces
a fresh abstract object o, € O, with type 7 written as oy : 7 when needed, where O denotes
the set of pointed-to memory locations. Calling contexts ¢ range over either the empty
context [ ] or a singleton [¢] containing exactly one callsite.
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The following auxiliary functions are used in these rules:

pt(c,p) — the context-sensitive points-to set of pointer p under context c.

ctz(f) — the set of contexts under which function f is analyzed.

ptr__proj(p) — the set of pointer-typed projections of place p (e.g., struct fields, tuple
components, slice elements), including e for no projection.

deref _ty(T) — the dereferenced type of a pointer type 7.

transmute(c, 0, 7) — the T-specific variant of object o under context c.

dispatch(c, ', p) — the set of call targets resolved for a call to f’ under context c.
reeus__ctz(f, e, €, g) — the context for callee g at callsite £ in f under context c.

The eight inference rules in Figure 11 for analyzing a function f follow the standard for-
mulation [19, 18]; RCEUS is distinguished by how it computes calling contexts. [ALLOCHEAP]
introduces a fresh object o, for each allocation. [ASSIGN] propagates points-to sets from ps to
p1, and [ADDROF] records that p; points to pa. [GEP] computes field addresses, [LOAD] reads
field contents, and [STORE] writes them. [CAST| performs type reinterpretation by creating
type-specific variants of objects. Finally, [CALL] resolves callees at callsite £ under context
¢ € ctx(f) via dispatch, constructs for each callee g a new context ¢/ = rceus_ ctz(f, ¢, £, g)
that preserves only the appropriate flow-entry callsite, transfers arguments to formals, and
propagates return values back to the caller, thereby enabling the analysis of g under context ¢’.
Below we define rceus  ctr, which determines the callee’s context.

2) Context Construction

The auxiliary function rceus_ ctz(f, ¢, £, g), central to RCEUS, computes the context used to
analyze a callee g invoked at callsite ¢ in caller f under caller context c:

[] if = g¢ CritFuncs
' =rceus_ctr(f,c,l,g) =< [f] elseif £ = f ¢ CritFuncs (1)

¢ otherwise

where the three cases are evaluated sequentially, following an if-elseif—else structure:
Case 1. ¢ =[]: g is not precision-critical (i.e., _ = g ¢ CritFuncs) and is therefore
analyzed context-insensitively (i.e., under the empty context [ ]).
Case 2. ¢ = [{]: g is precision-critical (i.e., = g € CritFuncs), but the callsite ¢ does
not lie on any parameter-to-return flow in f (i.e., ¢ = f ¢ CritFuncs). Thus, any pointer
reaching g must originate within f rather than from its callers, making ¢ the appropriate
flow-entry callsite for g. Thus, RCEUS assigns context [¢] to g.
Case 3. ¢ = ¢: Both f and g are precision-critical (i.e., _ = g € CritFuncs and
¢ = f € CritFuncs), and ¢ lies on an interprocedural parameter-to-return flow that passes
through g. The corresponding flow-entry callsite is already encoded in f’s context ¢, and
this flow continues through g. Hence, ¢ inherits the caller’s context c.

Consider the program in Figure 3. All functions except main() are precision-critical.
Let us see how their contexts, as shown in Figure 5, are derived. For Case 2, the calls to
into_vec() at lines 3 and ¢s occur under the empty context [ |, so RCEUS assigns [¢3] and
[¢s], respectively — each marking a distinct flow-entry callsite. For Case 3, when into_vec()
is reached under [¢3] or [{g], its precision-critical callees (e.g., Vec::from_raw_parts() at
¢15) inherit the same context. Thus, the call at ¢15 is analyzed under [¢3] when the flow
originates from /3, and under [¢s] when it originates from fs. This propagation continues
through deeper precision-critical calls at lo4, f29, £32, and f35. RCEUS therefore preserves
the flow-entry callsite throughout the precision-critical call chain, ensuring that all heap
allocations remain associated with their correct origins (either ¢35 or fg).



W. Chen, W. Li, and J. Xue

6 fn zip(vl: &Vec, v2: &Vec)->Zip<IntoIter, IntoIter>{

1 fn mainQ) { 7 Zip::new(vl.into_iter(), v2.into_iter())

2 let vl = vec![1, 2, 3]; s}
= 1 .
3 let v2 = vec! [4, 5, 6]; 9 fn Zip::new(a: Intolter, b: Intolter)->Zip<Intolter, IntoIter>{
4 let z = zip(&vl, &v2); .
10 Zip {a: a, b: b, ...}
5} 11}

Figure 12 A program where both a.into_iter() and b.into_iter() are analyzed under [(4],
conflating their points-to sets; avoiding this requires k = 5 under standard k-limiting.

Consider now the program in Figure 4. All functions except foo(), bar (), baz(), and
is_ascii() are precision-critical. Let us see how their contexts, as shown in Figure 6, are
derived. For Case 1, is_ascii() (called at £4) is not precision-critical and thus analyzed
context-insensitively. For Case 2, the calls to String: :deref () at /3, Vec::deref () at ls,
slice::get() at £10, and array::index() at ¢;5 each occur under the empty context and
therefore generate the contexts [¢3], [¢s], [¢10], and [¢15] for analyzing their respective callees.
These four flow-entry callsites ensure complete separation of the corresponding pointer flows.

Unlike standard k-limiting [19, 9, 45, 35], which requires a sufficiently large k to keep
these call chains distinct (k> 6 for Figure 3 and k>4 for Figure 4), RCEUS separates the
same call paths using only a single flow-entry callsite per context.

3) Discussion

RCEUS is sound: regardless of the pre-analysis, the rules in Figure 11 ensure that every
function reachable from main() is analyzed under at least one context.

Although RCEUS is presented as an enhancement to standard k-limited context-sensitive
pointer analysis, it can also be used as a drop-in improvement to existing k-limited techniques,
substantially boosting both scalability and precision (Section 4). This enables analyses to
retain tunable precision without paying the high cost of large-k sensitivity.

RCEUS is designed for achieving scalable precision in Rust by applying context sensitivity
only where it matters — namely, to precision-critical functions — and by representing each
calling context with exactly one flow-entry callsite. As a result, RCEUS does not aim to be
strictly more precise than uniform k-limiting, nor does it preserve its precision in every case;
rather, it achieves a different, Rust-oriented balance that mitigates points-to blow-up while
retaining sufficient precision for real-world analyses.

A small example in Figure 12 illustrates this tradeoff. Since RCEUS identifies ¢4 as the sole
flow-entry callsite for both zip() and the two into_iter() calls, all iterator constructions
are analyzed under the same context [¢4], conflating the points-to sets for a and b. Avoiding
this imprecision would require £ = 5 under standard k-limiting.

Crucially, this imprecision is narrowly scoped: it affects only the two iterator fields of
the same Zip object, does not propagate beyond this context, and does not hinder RCEUS’s
ability to eliminate the far more severe points-to blow-up caused by Rust’s deeply layered
abstractions. While this imprecision could be reduced by enriching the context with parameter

indices, doing so yields limited additional precision in practice while increasing analysis cost.

We therefore adopt the current design as a better balance between precision and efficiency,
and view parameter-aware contexts as a direction for future work.

4 Evaluation

We evaluate RCEUS on real-world Rust programs to demonstrate that it advances the state
of the art in Rust pointer analysis by substantially improving scalability, efficiency, and
precision. Our study is organized around four research questions:
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RQ1 (Pre-Analysis Cost). How efficient is RCEUS’s pre-analysis phase, and what
overhead does it introduce?

RQ2 (Scalability, Efficiency, and Precision). Does RCEUS improve precision
compared to existing techniques while also enhancing scalability and efficiency?

RQ3 (Extensibility). Can RCEUS integrate with existing context-sensitivity optimiza-
tions to further improve analysis performance?

RQ4 (Impact of Flow-Entry Preservation). How does preserving flow-entry callsites
contribute to the performance benefits observed in RCEUS?

Implementation. We implement RCEUS atop RUPTA [19], an open-source framework for
k-limited callsite-sensitive pointer analysis on MIR. RCEUS can be applied to a GitHub-based
Rust project using a single command (cargo pta), provided that the project is a binary
crate with a main() entry point and compiles under the supported Rust compiler version.
The latest RUPTA release targets rustc 1.78.0-nightly. Our prototype adds about 1000 lines
of Rust code, demonstrating that RCEUS’s core idea is compact and integrates cleanly into
existing analysis infrastructure.

Baselines. We compare RCEUS against three state-of-the-art techniques. Two are Rust-
specific: RUPTA [19], the standard k-limited (kcs) analysis, and SF-kcs [18], which augments
kcs with stack filtering to eliminate spurious stack objects. The third baseline, SEL-kcs, is
a selective context-sensitivity technique originally developed for Java [25, 20] and adapted
with Rust extensions; we include it for completeness but do not treat it as a contribution. In
SEL-kcs, a function f is analyzed context-sensitively under k-limiting if it is precision-critical
(i.e., _=f € CritFuncs), and context-insensitively otherwise (Figures 9 and 10).

All baselines are evaluated with k& € {1, 2}, the standard setting in prior work [19, 9, 45, 35].
We also evaluate RCEUS integrated with each baseline under the same k € {1, 2}.

Table 1 Real-world Rust projects used in our evaluation.

Project ID | Project | #LOC | #Stmts | Description

EP1 exa 25K 104K | File listing (1s) utility.

EP2 zoxide 40K 220K Smarter cd command.

EP3 dust 54K 283K Disk space analyzer.

EP4 Isd 62K 349K Modern 1s replacement.
EP5 bandwhich 62K 314K Network utilization CLI.
EP6 rustscan 65K 383K Fast port scanner.

EP7 navi 76K 434K Interactive cheat sheet tool.
EPS8 resvg 84K 379K SVG rendering library.

EP9 fselect 91K 436K File search with SQL-like queries.
EP10 mdbook 106K 666K Documentation generator.
EP11 gitui 109K 569K Git terminal UL

EP12 grin 116K 789K Cryptocurrency node.
EP13 atuin 150K 849K Shell history manager.
EP14 meilisearch 196K 1919K Search engine.

EP15 qdrant 207K 2044K Vector database.

EP16 wasmtime 669K 2078K ‘WebAssembly runtime.

Benchmarks. We evaluate RCEUS on 16 open-source Rust projects, listed in Table 1 (denoted
EP1-EP16). The benchmark suite is selected based on three criteria: comparability with prior
work, technical feasibility, and diversity. It includes all 13 projects used in prior work [19, 18],
along with three large systems from different domains — meilisearch (196K LOC), gdrant
(207K LOC), and wasmtime (669K) — to strengthen practical relevance. All projects are
binary crates that compile under rustc 1.78.0-nightly. Column 3 reports the LOC reachable
from main() (via SF-1cs), which is smaller than the full project size as unused code is
excluded. Column 4 reports the total number of MIR statements after monomorphization.
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Metrics. We measure efliciency using total analysis time, reported as the arithmetic mean
of three runs. For precision, we adopt two standard metrics from prior work [19, 18]. The
first is the average points-to set size per pointer (#avg-pts), computed after collapsing
contexts in context-sensitive results. The second is the number of dynamically resolved call
edges (#dce), capturing calls through trait objects and function pointers. In Rust, #avg-pts
is generally the more informative metric, since dynamic dispatch is far less common than
in object-oriented languages such as Java or C++4; indeed, Rust documentation explicitly
recommends static dispatch [42, 44].

We report peak memory consumption as the arithmetic mean of three runs, obtained by
periodically sampling each analysis process’s resident set size (RSS).

Experimental Settings. All experiments were conducted on an Intel Xeon 3.50 GHz machine
with 512 GB RAM, using a two-hour timeout per analysis. Average speedups (reported as
geometric means) over less scalable baselines are computed only on benchmarks that the
baseline completes within the timeout, ensuring fairness since a more scalable analysis can
always handle a superset of those programs.

Main Results. Table 2 summarizes the overall outcomes of our evaluation — including
pre-analysis cost as well as scalability, efficiency, and precision relative to the three baselines
— and provides the basis for answering RQ1-RQ4 in the following subsections.

4.1 RQ1: Pre-Analysis Cost

In Table 2, Column 2 reports the pre-analysis times for all 16 benchmarks. Both SF-kcs and
RcCEUS construct the same RTA-based call graph before running their respective pre-analyses;
thus, the reported time includes call-graph construction plus the method-specific pre-analysis
(“SF-kes adt” and “Rceus adt”). For SF-kes, “adt” refers to function reachability analysis,
while for RCEUS it refers to the combined cost of pointer-flow tracing and precision-critical
function identification.

Like SF-kcs, RCEUS’s pre-analysis is lightweight, contributing only a small fraction of the
total analysis time, particularly on the largest benchmarks. Accordingly, in Table 2 (under
“Time (s)”), we report only main-analysis times, as including pre-analysis would not affect
any relative speedup comparisons.

4.2 RQ2: Scalability, Efficiency, and Precision

Across all 16 benchmarks, RCEUS consistently outperforms the three baselines — kcs, SF-kcs,
and SEL-kcs— in scalability, efficiency, and precision. The only exception, discussed below, is
meilisearch, where RCEUS yields a much smaller #avg-pts but a larger number of #dce
than SF-Ics and SEL-Ics (Ics is unscalable) at k = 1.

SEL-kcs improves the efficiency of kcs but does not improve precision, while SF-kcs
improves precision but is less efficient than SEL-kcs on most benchmarks.

By analyzing only precision-critical functions and using flow-entry callsites as their
contexts, RCEUS achieves substantially better scalability and efficiency while simultaneously
delivering higher precision.

1) Rceus vs. k-Limiting

For scalability, kcs fails to complete within the memory budget on the largest benchmarks —
including meilisearch (Ics and 2cs), gdrant (2cs), and wasmtime (2cs) — whereas RCEUS
scales to all 16 programs while also using less memory throughout.
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Table 2 Comparison of RCEUS against kcs, SF-kcs, SEL-kes (k € {1,2}) across time, memory,
and precision metrics. “PA” denotes pre-analysis; “OOM” denotes out-of-memory.

Project ID PA (s) | Metrics SF SB]::aEellnes SF SEL | Repus
lcs -lcs -1cs 2cs ‘ -2cs -2cs T
A Time (s) 2.4 1.3 0.9 71 2.6 1.2 0.8
EP1 oo PR 0401 NMem (GB) 0.4 0.3 0.3 1.4 0.5 0.4 0.2
obes act: 002 | #dce 185 | 185 185 185 185 185 184
: : 0. Havg-pts 5.84 | 3.46 584 | 503 | 288 | 503 | 2.37
7 [ Time (5 78 19 36 | 357 | 216 56 2.7
Ep2 S pee AT 0.8 | Nem (GB) 1.6 1.3 11 5.6 45 18 0.6
opes adt: 000 | #dce 426 | 426 426 422 422 422 420
EUS adt: 0. #avg-pts 1357 | 7.53 | 13.57 | 11.15 | 6.94 | 11.15 | 3.69
: Time (5) L1 5.1 I2 | 301 | 121 6.6 3.2
EP3 P pea A 00T | Mem (GB) 2.3 1.1 1.2 8.8 3.4 2.0 0.8
obes act: 009 | #dce 434 | 434 434 434 434 434 434
: : 0 Havg-pts 1156 | 4.42 | 11.56 | 9.54 | 3.42 | 954 | 2.44
- Timoe (5) 2.8 75 59 | 377 | 202 9.3 1.9
EP4 S pee EA 121 e (GB) 3.6 15 21 | 117 8.5 35 1.4
epes adt: 007 | #dee 320 | 320 320 319 319 320 319
: 0. Havg-pts 10.43 | 490 | 1044 | 6.78 | 3.69 | 6.79 | 3.13
- Time (5) 147 8.2 65 | 439 | 182 76 3.6
EPS P e A LS Ve (GB) 3.2 2.2 1.9 8.7 6.8 2.3 0.9
obesadt: 022 | #dee 531 | 531 531 531 531 531 506
: : 0 Jravg-pts 19.45 | 10.35 | 19.47 | 11.55 | 4.67 | 11.56 | 2.72
Tan [ Time (5 174 | 112 73 | 101.8 | 52.0 | 11.2 5.4
EPG S poe EA: 138 | Nem (GB) 4.0 3.2 21 | 183 9.8 35 1.1
epes adl: 0o | #dce 888 | 888 888 884 884 884 876
: 0. Havg-pts 14.04 | 6.46 | 14.15 | 11.15 | 4.86 | 11.15 | 2.87
RTA 162 | Time (5) 22.9 | 14.0 9.6 | 1376 | 650 | 142 6.4
Ep7 P pea LA 002 | Mem (GB) 5.3 47 29 | 225 | 181 5.0 1.7
obes act: 009 | #dce 529 | 529 529 529 529 529 527
: 0. Yravg-pts 16.56 | 8.61 | 16.56 | 12.70 | 6.69 | 12.72 | 3.35
RTA: 000 | Time (5) 23.6 | 144 125 | 793 | 3206 | 17.7 15
EPS P e i 092 | Mem (GB) 7.0 6.5 41 | 247 | 202 6.8 1.0
opes adt: 020 | #dee 474 | 474 474 474 474 474 474
: 0. Havg-pts 37.06 | 13.33 | 37.07 | 29.00 | 11.04 | 20.36 | 2.19
RTA 162 | Time (s) 295 | 12.2 13.6 | 185.6 | 404 | 18.0 6.3
EPo P pea B 502 | Mem (GB) 8.2 3.2 46 | 258 | 107 5.1 1.7
obes act: O io | #dee 749 | 749 750 748 748 749 678
. 0. Yravg-pts 2469 | 7.2 | 24.69 | 20.04 | 5.05 | 20.05 | 3.06
RTA: 208 | Time (5) 59.3 | 303 235 | 8775 | 2824 | 2133 | 158
EP10 SFohoe i 408 | Mem (CB) 120 | 10.1 6.5 | 120.8 | 93.0 | 382 5.5
epes adt: 0-3% | dce 921 | 921 921 919 919 919 899
s adt: 1. #avg-pts 2201 | 818 | 21.98 | 17.32 | 6.52 | 18.24 | 3.36
RTA 211 | Time (3) 57.6 | 238 10.7 [ 260.6 | 91O | 257 8.4
EPLL Sppea 201 | Mem (GB) 18.8 9.9 100 | 519 | 362 | 11.8 2.0
omesact: 02T | #dce 778 | 778 778 778 778 778 774
. 0. Yravg-pts 21.68 | 8.23 | 21.68 | 15.75 | 6.40 | 15.76 | 3.01
RTA 317 | Time (5) 1339 | 563 53.3 | 8093 | 2206 | 922 | 16.8
EP1o SFohoe i 81T | Mem (GB) 41.8 | 23.6 16.3 | 102.7 | 735 | 257 5.3
epes adt: 0-58 | #dce 2006 | 2006 | 2006 | 2004 | 2004 | 2004 | 1990
s adt: 1. #avg-pts 52.09 | 16.31 | 52.11 | 46.53 | 14.44 | 46.53 | 2.95
RTA: 352 | Time (5) 156.7 | 575 662 | 7133 | 2028 | 782 | 153
EP13 P pea L 382 | Mem (GB) 371 | 297 211 | 115.6 | 80.3 | 20.7 a7
omesact: 072 | #dce 1283 | 1283 | 1315 | 1211 | 1211 | 1244 | 1135
: Yravg-pts 58.56 | 15.90 | 58.56 | 34.93 | 10.08 | 35.30 | 3.66
. Time (s) 607.0 | 1178.7 113.1
RTA: 7.79
EP14 SF-kes adi: 1.69 | Mem (GB) | ooy | 44T6 37121 oon | oom | oom | B33
ees adt: oa | #dce 2386 | 2411 2832
#avg-pts 27.53 152.78 4.32
RTA- 915 | Time ((s) : 13584 | 216.7 | 4245 1212 | 167.6
Mem (GB 294.3 | 103.7 | 176.6 1208 | 61.0
EP15 S kes adt: 388 | Zdce 1630 | 1639 | 1663 | OOM | OOM | 556 | 1618
P2 Yravg-pts 84.23 | 22.79 | 84.28 38.52 | 4.86
- Time (5) 1800.0 | 607.6 | 599.4 121.3
RTA: 16.01
EP16 SF-kes adt: 2.24 | Mem (GB) | 3010 25971 1963 | 660z | oom | oom | 10LT
ReEus adt: 3.41 | #rdee 2733 2733 2733 2563
Havg-pts | 120.29 | 75.13 | 120.36 7.20

For precision, RCEUS reduces #avg-pts by 86.6% over Ics and 80.0% over 2cs on
average across all benchmarks. The largest improvements occur on grin (94.3%, 52.09 — 2.95)
and qdrant (94.2%, 84.23 — 4.86) vs. Ics, and on grin (93.7%, 46.53 — 2.95) and resvg
(92.4%, 29.00 — 2.19) vs. 2cs. These precision gains also eliminate many spurious call edges
(#dce), most prominently in wasmtime (] 170 under Ics), atuin (| 148 under Ics; | 76 under
2cs), and fselect (| 71 under Ics; | 70 under 2cs).

Beyond precision, RCEUS also delivers substantial efficiency gains, averaging 4.9 X faster
than Ics and 20.4X faster than 2cs. The largest speedups are 14.9x on wasmtime and
10.2x on atuin (vs. I¢s), and 55.5x on mdbook and 48.0x on grin (vs. 2¢s).
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Figure 13 RCEUS vs. Ics: speedups and #avg-pts reductions (x indicates Ics is unsalable).

As program size increases, RCEUS yields progressively larger speedups while maintaining
consistently high — and often increasing — reductions in #avg-pts. Detailed results appear
in Table 2, with overall trends relative to Ics shown in Figure 13.

Finally, RCEUS lowers memory usage by 74.8% relative to Ics and 93.1% relative to
2cs, on average, owing to the substantially reduced points-to sets it computes.

2) RcEeus vs. SF-kcs

SF-kes [18] augments kes with stack-object lifetime filtering, improving precision (#avg-pts
reductions of 59.0% at k=1 and 59.3% at k=2) and efficiency (2.2x and 2.7x speedups).
However, because raw pointers mediating heap objects do not carry lifetimes, SF-kcs
cannot refine them. In addition, SF-kcs applies uniform k-limiting to all functions, causing
unnecessary context construction and analysis. As a result, it exhausts memory on the
largest benchmarks (meilisearch, qdrant, wasmtime) under 2cs, although lifetime filtering
allows it to scale to meilisearch at Ics. In contrast, RCEUS scales to all 16 benchmarks.

Beyond scalability, RCEUS outperforms SF-kcs in both precision and efficiency. At k =1,
RCEUS reduces #avg-pts by 68.9%, runs 2.4 x faster, and uses 61.9% less memory. At
k = 2, it reduces #avg-pts by 50.8%, runs 7.6 X faster, and requires 88.9% less memory.

Overall, RCEUS delivers superior precision and efficiency to SF-kcs across all 16 bench-
marks, achieving consistently smaller #avg-pts and faster analysis, with only a single
deviation in #dce on meilisearch. This deviation, similar to Figure 12 (Section 3.3), arises
when multiple trait objects invoke a method returning a reference to the receiver, and the
returned references are used in subsequent calls. Because RCEUS preserves only the flow-entry
callsite, these flows may be analyzed under the same context. While this avoids context
blow-up, it can increase the number of dynamically resolved call edges. Even so, RCEUS still
achieves substantially smaller #avg-pts, and adding one most-recent callsite (Section 4.3)
eliminates this isolated conflation while preserving scalability.

3) Rceus vs. Sel-kcs

SEL-kcs [25, 20] applies k-limiting only to precision-critical functions in CritFuncs, improving
efficiency at the cost of modest precision loss. It scales on 14 of the 16 benchmarks (failing
on meilisearch and wasmtime under 2cs) and speeds up kes by 2.5x at k =1 and 6.9x at
k = 2, though sometimes increasing #avg-pts or the number of resolved call edges (#dce).
These results align with prior findings for Java, where the technique originated [25, 20].

In 1sd, fselect, atuin, and gqdrant, SEL-kcs produces slightly higher #dce than kcs.
This is because SEL-kcs’s selection of precision-critical functions targets layered-abstraction
flows rather than allocation-site precision; consequently, some allocation-related functions
are classified as non-precision-critical, leading to minor heap-object conflation.
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Table 3 Impact of integrating RCEUS with stack filtering (SF), kcs, SF-kcs, and SEL-kcs (for
k € {1,2}) across time, memory, and precision metrics. “OOM” marks out-of-memory runs.

Rceus + Baselines
Project ID | Metrics Rceus | Rceus + | Rceus + | Rceus + | Rceus 4+ | Rceus 4+ | Rceus + | Rceus +
SF lcs SF-1cs SEL-1cs 2cs SF-2cs SEL-2cs
Time (s) 0.8 0.9 1.2 1.3 0.9 2.2 2.3 0.9
EP1 Mem (GB) 0.2 0.2 0.3 0.3 0.2 0.6 0.6 0.2
#dce 184 184 184 184 184 184 184 184
Hravg-pts 2.37 2.36 2.32 2.31 2.32 2.30 2.30 2.30
Time (5) 2.7 2.0 1.3 17 31 9.5 9.6 34
Ep2 Mem (GB) 0.6 0.7 1.0 1.0 0.7 2.5 2.5 0.7
#dce 420 420 420 420 420 420 420 420
Havg-pts 3.69 3.68 3.67 3.66 3.67 3.65 3.64 3.65
Time (s) 3.2 3.3 55 5.7 31 1.7 12.4 3.9
EP3 Mem (GB) 0.8 0.9 1.4 1.5 0.9 3.9 4.0 0.9
‘ #dce 434 434 434 434 434 434 434 434
Havg-pts 2.44 2.43 2.43 2.42 2.43 2.42 2.41 2.42
Time (s) 1.9 18 5.8 9.1 5.7 244 25.7 6.2
EP4 Mem (GB) 1.4 1.2 2.4 2.5 1.4 7.5 7.5 15
#dce 319 319 319 319 319 318 318 319
Hravg-pts 3.13 2.70 2.69 2.67 2.69 2.67 2.66 2.68
Time (5) 36 1.0 6.4 6.4 3.9 12.8 4.1 14
EPs Mem (GB) 0.9 1.0 1.6 1.8 1.0 3.9 4.0 1.0
#dce 506 506 506 506 506 506 506 506
Havg-pts 2.72 2.69 2.68 2.66 2.71 2.66 2.64 2.69
Time (5) 5.4 5.6 10.8 10.5 5.9 116 13.0 6.4
EPG Mem (GB) 1.1 1.3 2.5 2.7 1.2 9.3 9.3 1.2
#dce 876 876 876 876 876 876 876 876
Havg-pts 2.87 2.84 2.84 2.81 2.85 2.81 2.78 2.82
Time (5) 6.4 6.2 1.2 1.7 7.0 315 328 7.9
o Mem (GB) 1.7 1.9 3.3 3.5 1.8 10.6 10.9 2.0
#dce 527 527 527 527 527 527 527 527
Havg-pts 3.35 3.31 3.31 3.29 3.32 3.28 3.27 3.29
Time (5) 15 18 75 82 5.2 17.0 17.6 6.0
EPs Mem (GB) 1.0 1.1 1.9 2.0 11 6.2 6.3 1.2
#dce 474 474 474 474 474 474 474 474
Havg-pts 2.19 2.18 2.18 2.17 2.18 2.16 2.16 2.16
Time (5) 6.3 6.2 10.7 0.7 6.7 33.0 334 75
EPo Mem (GB) 1.7 1.7 3.5 3.3 2.0 115 10.3 2.2
: #dce 678 678 678 678 678 678 678 678
Havg-pts 3.06 2.88 3.03 2.85 3.05 2.96 2.82 2.98
Time (s) 15.8 15.9 112 133 377 123.0 T21.2 109
EP10 Mem (GB) 5.5 5.2 14.7 13.6 7.8 50.2 49.9 9.2
#dce 899 899 899 899 899 898 398 899
Haveg-pts 3.36 3.14 3.27 3.08 3.33 3.22 3.04 3.28
Time (5) 8.4 8.5 16.1 17.2 9.2 52.5 51.4 10.2
— Mem (GB) 2.0 2.4 5.0 5.5 2.2 22.8 19.0 2.4
#dce 774 774 774 774 774 774 774 774
Havg-pts 3.01 2.99 3.02 3.01 3.03 3.01 2.99 3.01
Time (5) 16.8 8.1 13.9 16.0 20.1 T72.7 T78.6 22.0
EP12 Mem (GB) 5.3 5.8 17.0 17.3 6.8 53.1 53.1 6.9
#dce 1990 1990 1990 1990 1990 1990 1990 1990
Havg-pts 2.95 2.92 2.91 2.89 2.92 2.89 2.87 2.91
Time (5) 15.3 15.3 32.3 341 16.5 TI1.0 1115 8.9
EP13 Mem (GB) 47 4.9 11.8 11.8 5.2 40.7 38.8 5.9
#dce 1135 1135 1107 1107 1135 1106 1106 1135
Hravg-pts 3.66 3.57 3.63 3.54 3.66 3.61 3.52 3.63
Time (5) T13.1 92.3 2508 264.2 117.3 136.6
Mem (GB) 83.3 485 139.1 140.6 64.2 76.4
EP14 #dce 2832 2832 2216 2216 2241 OoM OOoM 2241
F#avg-pts 4.32 4.02 3.65 3.60 3.70 3.68
Time (s) 167.6 169.0 237.1 247.0 190.7 289.2
- Mem (GB) 61.0 61.8 136.9 138.7 73.8 138.2
EP15 #dce 1618 1618 1592 1592 1618 oonT oony 1618
Havg-pts 4.86 4.83 4.83 4.80 4.84 4.81
Time (5) 121.3 T20.1 501.4 501.1 298.0 336.9
Mem (GB) | 101.7 104.8 382.6 381.7 277.4 309.3
EP16 sdce 2563 2563 2557 2557 2557 OOM OOM 2557
Havg-pts 7.20 6.61 6.97 6.39 7.07 7.05

Compared with SEL-kcs, RCEUS provides substantially higher precision and efficiency. At
k =1, it reduces #avg-pts by 87.9%, runs 2.2X faster, and uses 57.4% less memory. At
k = 2, it reduces #avg-pts by 80.7%, runs 2.9 X faster, and consumes 71.3% less memory.

4.3 RQ3: Extensibility

Table 3 shows that RCEUS composes cleanly with existing context-sensitive techniques —
including standard k-limiting [19, 9, 45, 35], selective k-limiting [22, 20, 25, 11, 36], and stack
filtering [18] — thereby supporting a range of precision—performance tradeoffs and further
demonstrating the benefit of preserving flow-entry callsites.

We evaluate four integrated configurations: RCEUS + SF (stack filtering only) and
RCEUS + kcs, RCEUS + SF-kcs, RCEUS + SEL-kes for k € {1,2}, where each baseline
augments its context abstraction with the one selected by RCEUS. Each integrated variant
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Figure 14 #avg-pts of RCEUS and RCEUS Figure 15 Speedups of RCEUS and RCEUSH+
+SF across all benchmarks. SF (normalized to Ics; unscalable marked x).

achieves smaller avg-pts than RCEUS alone, either due to stack filtering (RCEUS +SF) or
additional context sensitivity (RCEUS + kcs, RCEUS + SF-kcs, RCEUS 4+ SEL-kcs), at higher
analysis cost. Conversely, for every k-limiting baseline A € {kcs, SF-kcs, SEL-kes}, RCEUS
+A consistently yields lower avg-pts and, in almost all cases, faster analysis than running
A alone, since RCEUS reduces the amount of propagation work each baseline must perform.
Overall, RCEUS is the fastest across nearly all benchmarks and baselines (with only six
exceptions relative to RCEUS + SF), while incurring only slightly larger avg-pts. These
results confirm that selectively preserving flow-entry callsites for precision-critical functions
provides an effective and extensible mechanism for handling Rust’s layered abstractions.
Let us now examine our results in more detail below.
RcEUS vs. RCEUS+SF. Adding SF to RCEUS yields modest extra benefits: a further 3.3%
drop in #avg-pts (Figure 14), with nearly identical analysis time across all benchmarks
(Figure 15). This indicates that RCEUS already captures most effects of stack filtering:
analyzing precision-critical functions under their flow-entry callsites removes the bulk of
spurious heap and stack objects introduced by kecs. Still, SF provides a small, consistent
precision lift at no additional cost, offsetting RCEUS’s minor loss from analyzing non-
CritFuncs functions context-insensitively.
RcEeus vs. RCEUs+ A (A € {kes, SF-kcs, Sel-kes}). RCEUS also functions as a drop-
in enhancement for existing k-limited techniques, improving their scalability, efficiency,
and precision. With assistance from RCEUS, both Ic¢s and SEL-2c¢s scale to all the 16
benchmarks, whereas they fail to do so on their own (Table 2).
Across nearly all benchmarks, adding RCEUS accelerates each baseline. At k = 1,
integrating RCEUS yields average speedups of 2.5x, 1.2x, and 1.8x for kcs, SF-kcs, and
SEL-kcs, respectively. At k = 2, the corresponding speedups are 4.0x, 1.4x, and 2.2X.
Precision improves only modestly because RCEUS already resolves the dominant sources
of imprecision in Rust’s pointer analysis. At k = 1, kcs, SF-kcs, and SEL-kcs further
reduce #avg-pts by 3.0%, 4.9%, and 2.5%; at k = 2, by 3.0%, 4.3%, and 3.2%.

4.4 RQA4: Impact of Rceus’s Flow-Entry Preservation

RCEUS scales reliably across programs of all sizes, typically outperforming the baselines in
scalability, efficiency, and precision. As shown in Table 2, kcs is slowest and least precise,
failing on the largest benchmarks (meilisearch, gdrant, wasmtime) within the memory
budget. SEL-kcs speeds up kcs but is never more precise (provably as precise or less), while
SF-kecs improves precision at the cost of slower performance.

For the largest benchmark (wasmtime, 669K LOC), kcs, SF-kcs, and SEL-kcs all fail at
k = 2 due to OOM. Relative to 1cs, RCEUS reduces #avg-pts by 94.0% (120.29 — 7.20), cuts
memory by 66.2% (301.0GB — 101.7GB), and achieves a 14.9x speedup (1809.9s — 121.3s).
By comparison, both SEL-kcs and SF-kcs achieve a 3.0x speedup: SEL-kcs slightly increases
#avg-pts, whereas SF-kcs reduces it by 37.5%.
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Figure 16 Distribution of context-sensitive Figure 17 Average calling contexts per func-

and context-insensitive functions (RCEUS). tion for Ies, 2cs, and RCEUS (x: unscalable).

In Section 4.2, we demonstrated — albeit indirectly — that preserving flow-entry callsites
for precision-critical functions is highly effective for handling Rust’s layered abstractions. We
now examine this effect more directly and present an additional real-world case study.

Additional Scalability Analysis. Figure 16 shows the distribution of functions that RCEUS
classifies as context-sensitive or context-insensitive. On average, only 45.3% of functions
(those in CritFuncs) require context sensitivity, while the remaining 54.7% are analyzed
context-insensitively. RCEUS therefore applies context sensitivity only to this precision-critical
subset, preserving precision without sacrificing scalability.

Importantly, CritFuncs is distributed pervasively across all benchmarks, extending well
beyond Rust standard-library functions. Among functions in CritFuncs, an average of 48.33%
are standard-library functions, 23.45% are user-defined, and 33.41% are from third-party
libraries. Manual inspection of the largest benchmark (wasmtime) further confirms that
user-defined and third-party code frequently exhibits similar layered abstraction patterns,
including compositional wrappers over standard containers, custom implementations of
encapsulated unsafety, and trait-driven adapters layered on top of existing abstractions.
These pervasive and heterogeneous patterns make manual modeling impractical, highlighting
the importance of RCEUS’s flow-guided identification of precision-critical functions for
achieving both scalability and precision in real-world Rust programs.

Figure 17 compares per-function context counts for RCEUS, Ics, and 2¢cs. RCEUS averages
2.53 contexts per function, close to Ic¢s (2.35) and far below 2cs (4.79). Despite analyzing
all CritFuncs functions in separate contexts, RCEUS keeps context growth low, matching
1cs while avoiding the explosion of 2c¢s. Although RCEUS uses slightly more contexts per
function than cs on average, this selective precision prunes imprecise points-to information,
reducing propagation cost and memory consumption during the main analysis.

Real-World Case Study. We examine a real-world program to illustrate how RCEUS prevents
context explosion while preserving precision.

Rust’s major application domains — from command-line utilities to network services —
depend heavily on formatting and parsing built atop deeply layered trait implementations.
Frameworks such as Serde use chains of trait-driven adapters (Deserialize, Visitor,
MapAccess) that delegate across multiple layers and often recurse over input formats, creating
substantial call-graph depth even for simple tasks. For example, deserialization in zoxide —
one of our benchmarks — traverses a 31-function call chain that repeatedly manipulates the
same heap-allocated data. This layered design makes large k£ unscalable, and parsing-heavy
programs readily trigger combinatorial context blow-up.

Figure 18 shows a simplified example of regex parsing in Rust. The parse() function
repeatedly invokes check_values(), which creates an iterator over the input strings and, on
error, returns a reference derived from that input — a common pattern in real-world parsing
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1 fn main() {

2 let mut parser = Parser::new(); 16 fn check_values(vals: &Vec<String>) -> Result<(), Error>
3 parse (&parser) ; =

1} 17 for s in vals.iter) { // it = wals.iter()

5 fn parse(p: &Parser) -> Result<(), Error> { 18 // s = it.next()

6 for flag in ["--a", "--b", "--c"] { 19 if s.starts_with("!") {

v match flag { 20 return Err(s); // returns reference

8 "--a" => check_values(&p.vals)?, 21 } ¥ 0k(O)

9 "-—b" => check_values(&p.vals)?, 22 }

10 "--c" => check_values(&p.vals)?,

11 _=> 0,

lg
12 }; main()| [; [parse() 1: check_values()
[1] (3] ] Lo (L]

}
14 0x(0))
}

Figure 18 A Rust parsing example illustrating how RCEUS unifies repeated check_values() calls
under one flow-entry context while preserving precise iterator flows.

code. In full programs, parse() may be invoked on different Parser objects from different
flow-entry callsites; a context-insensitive analysis conflates them. Uniform k-limiting would
require at least k > 4 to separate these pointer flows, but such repeated, recursive operations
appear frequently in parsing code, making large k£ prone to combinatorial context blow-up.

RcCEUS avoids this blow-up by preserving only flow-entry callsites. In this example,
parse(), check_values(), iter(), and next () are precision-critical: when an error occurs,
check_values() returns an argument-derived reference that parse() propagates. RCEUS
identifies I3 as their flow-entry callsite and propagates it to the three calls to check_values()
at lines 8, 9, and 10, unifying these invocations under the same context. This prevents
redundant exploration of the deep call chain (iter (), next()) while preserving precision.

5 Related Work

RcEUS builds on two bodies of work: Rust-oriented static analyses targeting MIR, and general
techniques for context-sensitive pointer analysis developed largely for Java and C/C+4. We
summarize both to clarify how RCEUS differs from and advances the state of the art.

5.1 Static Analyses for Rust

Rust combines high-level memory safety with low-level control, but still permits unsafe code,
including external libraries. Protecting safe Rust from such untrusted components — through

memory isolation [24, 3] or address sanitization [30] — relies on precise points-to information.

Some approaches use SVF [37], a C/C++-oriented framework on LLVM IR that requires
manual compiler extensions to propagate MIR-specific constructs (such as raw pointers) into
LLVM IR. Our evaluation confirms that k-limiting — also employed in SVF — is imprecise
and inefficient for small &k, and unscalable for larger k.

A growing body of verification [14, 28, 27, 6], security [4], and bug-detection work [23, 2,
5, 17] now targets MIR, which faithfully captures Rust-specific semantics. These analyses
depend on precise points-to information and accurate call graphs, underscoring the need for
MIR-level pointer analyses such as RCEUS. For Rust pointer analysis, still in its early stages,
prior work includes RUPTA (kcs) [19] and its stack-filtering extension SF-kcs [18], which
serve as baselines demonstrating RCEUS’s advances over the state of the art.
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5.2 Context-Sensitive Pointer Analysis Across Languages

Extensive research has explored different flavors of context sensitivity — callsite [31], object [29],
and type sensitivity [35] for Java and C/C++ languages. All approaches rely on k-limiting:
increasing k sharply raises cost but yields only modest precision improvements, so practical
analyses typically restrict k& to 1 or 2 [9, 45, 35]. Numerous techniques have sought to improve
the efficiency-precision tradeoff of context-sensitive pointer analysis.

Selective Context Sensitivity. To improve the efficiency of k-limiting (especially in Java),
selective context sensitivity applies context sensitivity only to methods that meaningfully
affect precision, analyzing the rest context-insensitively [20, 22, 25, 13, 40]. The core challenge
lies in identifying these precision-critical methods.

Early approaches rely on heuristics computed via pre-analysis. Smaragdakis et al. [36]
proposed heuristics based on six manually designed metrics, using context-insensitive points-
to information to estimate method criticality. Jeong et al. [13] introduced a machine-learning
approach that assigns a context length to each method based on 25 atomic features, improving
scalability but incurring substantial training cost. SCALAR [21] estimates the amount of
context-sensitive points-to information to choose an appropriate context-sensitivity variant.

To improve the precision of selective strategies, ZIPPER [20, 22] identifies three precision-
loss patterns of value flows, while EAGLE [25] applies partial context sensitivity to selected
variables or allocation sites by reasoning about connected value-flow edges. Building on these
ideas, we develop a Rust-specific pre-analysis that uniformly handles both stack and heap
objects, avoiding the ad hoc code patterns required by earlier techniques.

Context Element Selection. Other approaches refine k-limiting by choosing which context
elements to retain. BEAN [41] removes redundant elements without reducing the number
of distinct contexts, yielding higher precision than traditional k-limiting with only small
overhead. Jeon et al. [10, 12] extend this line of work using machine-learned heuristics to select
context elements in Java, enabling deeper and more precise contexts without increasing k.

In contrast to approaches that rely on language-specific heuristics or manually crafted
rules, RCEUS exploits Rust’s underlying, language-wide design patterns. This generality
allows RCEUS to handle real-world Rust programs with deep layered abstractions effectively,
while improving precision and scaling robustly to large codebases.

Other Approaches. Additional techniques address the efficiency — precision tradeoff from
orthogonal angles. Wimmer et al. [48] improve scalability of type-based analysis by using
saturation: once points-to sets exceed a threshold, they are replaced by an over-approximation,
preventing further propagation. SkipFlow [16] enhances precision by pruning unreachable
control-flow branches using interprocedural data-flow tracking. Ma et al. [26] improve precision
by summarizing Java functions under three manually identified patterns, relying on Java-
specific heuristics and API specifications. In contrast, RCEUS’s pre-analysis approximates
CritFuncs and preserves soundness through its context-sensitive formulation.

6 Conclusion

Rust’s ownership model and layered abstractions fundamentally reshape the demands placed
on scalable and precise pointer analysis. We introduced RCEUS, a Rust-oriented framework
that constructs contexts by tracing interprocedural pointer flows and selectively preserving
only the flow-entry callsites needed to distinguish parameter-derived flows in precision-critical
functions. This flow-entry-preserving strategy eliminates the heap and stack conflation
inherent in k-limiting while avoiding its exponential context blowup.
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Across 16 real-world Rust applications — including Wasmtime — RCEUS delivers substantial

improvements in scalability, efficiency, and precision over state-of-the-art techniques, sharply
reducing points-to set sizes, memory usage, and analysis time. By controlling context growth
and mitigating points-to explosion, RCEUS provides a practical, extensible foundation for fu-

ture Rust analyses. Its precision and robustness enable more effective compiler optimizations,

bug detection, and security analyses within Rust’s expanding ecosystem.
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