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—— Abstract

Compositionality is essential for managing complexity in verification of concurrent programs, espe-
cially when proof certificates are needed. An effective verification scheme is to divide programs into
abstraction layers and verify by composing refinements between layers. However, vanilla verified
layers come with global states which severely limit their extensibility. This problem may be solved by
dividing a layer into objects with encapsulated local states. Although the idea has been successfully
realized in the sequential setting, it remains unclear if it also works in a concurrent setting where
function calls across layers are no longer atomic steps and foundational proofs are needed.

We propose an approach to foundational and compositional verification of concurrent objects
organized into multiple layers. The central idea is to represent concurrent objects as open labeled
transition systems with encapsulated threads and to adopt trace refinements as a uniform notion of
functional correctness which supports both vertical composition (layered refinement) and horizontal
composition (extension of layer interfaces). Due to the operational nature of transition systems,
it is straightforward to adopt traditional simulation techniques to produce foundational proof
certificates. We implement this framework in the Rocq theorem prover and demonstrate its
capability in foundational and compositional verification by verifying non-trivial lock-free concurrent
data structures.
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1 Introduction

Foundational verification aims at producing proof certificates for verified programs, with
proofs mechanized in an interactive theorem prover (e.g., Rocq [57] or Lean [16]) and
mechanically checked by a trusted kernel logic without relying on external automated tools
such as SMT solvers, thereby promoting confidence in formal verification. Despite efforts
devoted to verification techniques for concurrency, foundational verification of any non-trivial
concurrent program remains notoriously difficult.
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Compositional Verification of Concurrent Objects
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Figure 1 Verified Layers and Their Vertical Composition.

The main complexity in verifying non-trivial concurrent programs lies in reasoning about
(non-)interference between concurrent operations on shared states. Compositional reasoning
is key to manage this complexity, with which a concurrent program is divided into basic
units for reasoning where each unit is verified independently, and the verification results are
composed together to derive the correctness of the original program. The most prominent
technique for compositional reasoning of concurrency is the axiomatic style Hoare logic
proposed by Owicki and Gries [47] where threads are the basic units for reasoning. A Hoare
triple is defined for each thread. By proving the non-interference between Hoare triples for
threads, each thread can be independently verified like a sequential program. This technique
is a foundational element of modern concurrent separation logics like VST [2] and Iris [29].
However, the flexibility to support arbitrary program structures in separation logics requires
complicated verification techniques like frame rules [45, 51|, ghost variables [28, 47] and
rely-guarantee reasoning [27]. This severely limits its scalability to complex concurrent
programs. As such, the state-of-the-art tools (e.g., VST and Iris and their various extensions)
have not yet been testified against large programs like OS kernels [33].

1.1 Foundational and Compositional Verification of Layered Programs

One solution to the above problem is to avoid arbitrary program structures and instead focus
on programs inherently coming with a compositional program structure, thereby exploiting
simpler and more effective compositional verification techniques. In this work, we focus
on foundational verification of programs that can be decomposed into multiple abstraction
layers, such that a lower layer provides the only operations that its upper layer can perform.
This kind of programs is ubiquitous in practice, especially for systems software where layered
structures are the most natural abstraction for hiding implementation details.

Following this idea, formal verification has been successfully carried out at large scale
for both sequential and concurrent systems software organized into layers. For the former,
the most notable examples include Deep Specifications for building certified abstraction
layers [21], FSCQ [7], a file system whose end-to-end crash safety is established by composing
the proofs of individual layers, and Argosy [5], a compositional framework for verifying
layered file systems via recovery refinement. For the latter, the most notable examples
include CertiKOS, the first concurrent OS kernel with fine-grained locking that comes with a
functional correctness proof [22], seKVM, a verified hypervisor [56], HyperEnclave whose
page tables are verified using the layered approach [9], and the Civl verifier [34] which extends
the Boogie verifier [3] to support verification of layers of concurrent programs. All that work
comes with foundational proofs except for Civl.

Despite those successes, the layered approach alone is not compositional enough to support
reuse and extension of existing verified programs, which we elaborate below. The basic unit
in this approach is a verified layer, written as Lo - Mj : Ly, denoting a module M; invoking
APIs provided by a lower layer Ly that in turn implements an upper layer Ly, as depicted
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Figure 2 Horizontal Composition of Verified Layers.

in Figure la. Its correctness is usually defined as a refinement or simulation between the
semantics of M; running on Ly and that of Ly, denoted by M; ® Ly C L; where ® is the
linking operator. Modular verification is enabled by wvertical compositionality of verified
layers, as depicted in Figure 1b where M; ® My denotes the composed (linked) module in
which invocations between M; and M, through L; become internal calls. For example, the
entire CertiKOS kernel is divided into 38 layers (Lg, ... Ls7) such that L; 1 - M; : L; for
i€{1,...,37} where Ly provides the hardware interface and Ljz; exposes the OS APIs. By
verifying each layer M, and vertical compositionality, its correctness is established:

Lo = Mcertikos : Lar where Mcertikos = M @ ... ® Msy.

Now, suppose a third party would like to extend CertiKOS with a file system (which it
currently lacks), which is formalized as Ly = My : Ly where L is the hardware interface
My uses and Ly is the file system’s APIs. If L; is disjoint from Lo, one would expect to
simply link the file system and CertiKOS side-by-side and get an extended kernel Lo ® Ly F
Mcertikos @ My : Lz ® Ly. However, this is not possible because the naive layered approach
assumes each layer contains a global program state (e.g., CertiKOS uses one global log for
each layer [23]). If this global program state gets extended, then all the proofs about them
need to be updated. With the above example, the third party would need to
1. Reprove CertiKOS with the extended lowest layer, i.e., prove Lo ® Ly = M certikos : Lar;
2. Reprove the file system with the extended lowest layer, i.e., prove Lo ® Ly = My : Ly;
3. Link them together to get Lo ® Ly = Mcertikos ® My @ La7 @ Ly.

The first and second steps update and reprove the invariants on the global state with non-
interference properties between Ly and every layer of CertiKOS. For linking to succeed, they
should use the same invariants. All those involve an undesirable amount of work.

In summary, because of the existence of global states, verified layers could only support
horizontal composition with the same lower layer (as depicted in Figure 2a), not with
independent layers (as in Figure 2b). This limitation significantly undermines the value of
verified layers, as they cannot be reused without breaching their modularity. This observation
is general for naive verified layers and not limited to CertiKOS. For example, both the authors
of Civl [34] and seKVM [40] observe that extension of verified layers requires substantial
rewriting of proofs and relies heavily on automated proof generation to reduce manual efforts.

1.2 Challenges for Verifying Layers of Concurrent Objects

One solution to the above problem is to divide a layer with a single global state into objects
encapsulating their local states underneath a set of operations so that only through them
the local states can be accessed or modified. As a result, we get an even finer-grained
compositional structure where non-interference between objects in a single layer may enable
the desired horizontal composition. This idea has been successfully realized in the sequential
setting. A notable example is the ConFrm framework [25] for verifying sequential file
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21:4 Compositional Verification of Concurrent Objects

Table 1 Frameworks for Foundational and Compositional Verification of Layered Programs.

Layer Components SOTA Framework Foundational H. Comp V. Comp Concurrency

Global States CertiKOS [22] X
Sequential Objects ConFrm [25] X
Linearizable Objects CompLin [46] X

Concurrent Objects This Work

systems that supports both vertical and horizontal compositions. ConFrm verifies layers by
establishing refinement mappings [1], i.e., deterministic mappings from implementation states
to specification states, by viewing function calls as atomic steps. Horizontal composition is
achieved by composing independently verified objects operating on disjoint local states, and
deriving a new refinement mapping from those for individual objects. Vertical composition is
immediate because of the transitivity of refinement mappings which are essentially functions.

However, adapting this approach from sequential to concurrent settings faces significant
challenges. In the presence of multiple threads and non-determinism, a concurrent program
must be prepared for operations to be invoked and interleaved at arbitrary points during
execution. Consequently, function calls can no longer be regarded as atomic steps. This
necessitates mixing of simulation techniques beyond refinement mappings — such as forward,
backward, or hybrid simulations with non-deterministic mappings to sets of states [26, 13]
— for verifying layers with different levels of non-determinism. This not only complicates
foundational verification where new concurrent semantic models and proof techniques are
needed, but also makes it unclear if vertical and horizontal compositions still hold when a
uniform simulation that is both vertically and horizontally compositional no longer exists.

A solution to supporting verified concurrent objects cannot be easily obtained by modifying
existing layered verification frameworks for concurrency. In those frameworks, each layer is
verified following the Owicki-Gries style [47] where threads are basic units of reasoning and
rely-guarantee conditions of a single global state for threads are employed [27] (e.g., Civl uses
yield invariants [36] to reason about thread interference on global states and CertiKOS [22]
and subsequent verified hypervisors [56, 9] use global invariants to model interference between
threads and CPUs). Obviously, this approach does not answer the question of how to prove
non-interference between objects with isolated local states residing in a single layer.

The most recent development for solving this problem is the compositional theory of
linearizability [24] based on game semantics [46]. It focuses on linearizable concurrent objects
and encodes them into inherently composable denotations of objects, i.e., saturated strategies
in game models [18]. As such, vertical and horizontal compositions become possible through
algebraic operations on strategies. However, this denotational approach makes foundational
verification significantly more difficult. Previously, abstraction layers are given operational
semantics, or even written as structured imperative programs (as in Civl [36]). Therefore,
the well-known operational techniques (e.g., simulations) for proving refinements are directly
applicable. With game semantics, specialized program logics are needed to prove denotational
refinements between implementations and specifications [46], and complicated translations
between strategies in the mathematical domain and program states are needed in every step
of reasoning in the program logic. As such, the framework for compositional linearizability
has not yet been formalized in a theorem prover.



Y. Ni and Y. Wang

1.3 OQur Contributions

We propose an approach to addressing the challenges for verifying layers of concurrent objects,
which leads to a framework that is both foundational and fully composable (both horizontally
and vertically composable). As shown in Table 1, our framework overcomes the limitations
of previous state-of-the-art (SOTA) approaches and supports all the desired features for the
first time. Its key ideas are ) to treat concurrent objects as labeled transition systems (LTS)
allowing for non-atomicity so that conventional operational reasoning is directly applicable to
generated foundational proofs, and 2) to obtain full compositionality by encapsulating both
the state and control information of concurrent objects in LTS and using trace refinements [11]
(i.e., inclusion of execution traces consisting of observable events generated by concurrent
objects) of LTS as the uniform notion of correctness. The detailed contributions are described
below (the full development is formalized in Rocq; see the supplementary materials).
We introduce a novel form of labeled transition systems (LTS) that encapsulate both local
states and control information (i.e., threads) of concurrent objects beneath interfaces
that can both be invoked by upper layers and call into lower layers. It not only enables
non-atomicity of concurrent function calls, but also enables hierarchical construction and
horizontal composition of concurrent objects. As such, we could encode both concurrent
objects (i.e., L in Figure 2) and its implementation (i.e., M in Figure 2) as LTS.
Based on our semantic model, we develop a proof system for compositional verification of
multiple layers of concurrent objects. The correctness of layered objects is formalized as
trace refinements between LTS, i.e., inclusion of execution traces consisting of interface-
level events generated by concurrent objects. We show that, by exploiting the operational
structure of objects (instead of eliminating them as in denotational semantics), vertical
and horizontal compositions of trace refinements are possible (because non-interference
between threads and states in our LTS allows traces to be projected and combined
along the LTS structures as we discuss in §6). That is, full compositionality for layered
concurrent objects is achieved by using trace refinements as a uniform notion of correctness.
We demonstrate that foundational verification of layered concurrent objects is possible by
exploiting conventional operational techniques. In particular, trace refinements of LTS
are derivable via either forward or backward simulations. In contrast to the denotational
approaches, our framework keeps states and transitions explicit in the semantic model,
enabling simulation-based proofs by avoiding complicated translation between traces
and program states. In contrast to existing operational approaches (e.g., ConFrm), our
framework does not rely on a particular form of simulation (which may only work in
specific concurrent settings) and instead employs simple trace inclusions as the correctness
definition, which works in any concurrent setting and enables full compositional reasoning.
As case studies, we have verified a hierarchical implementation of concurrent timers based
on forward simulation, and a lock-free bounded queue implemented using arrays based on
backward simulation. Those studies show that our verified object layers are both reusable
and extensible for modular construction of large concurrent objects from smaller ones.

In this paper, we consider concurrent programs with preemptive semantics in the setting
of sequential consistency, i.e., atomic steps of concurrent processes may freely interleave
with each other. In fact, our basic transition systems allow more liberal behaviors and
obey sequential consistency only because of an intentionally placed constraint. It indicates
that this work may be extended to work with weak memory model, which is left for future
work. For generality of our approach, we avoid talking about specific programming languages
by using transition relations over abstract states and pseudo code to describe programs.
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Timer Queue Head Tail
Couﬂter N=6 4 1 9
Register Array 0 1 2 3 4 5

(a) Dependency Graph. (b) A Lock-Free Bounded Queue.

Figure 3 A Running Example.

int reg; // wvalue

bool CAS (old, new) void INC () void TICK ()
1. if reg == old then 1. int a := READ() 1. INCQO)
reg := new 2. int b := CAS(a,a+1) 2. return
2. return true 3. if !'b then goto 1
3. return false 4. return int*int TIME ()
1. int t := GETQ)
int READ () int GET () 2. int h := t / 60
1. int v := reg 1. int w := READQ) 3. int m := t mod 60
2. return v 2. return w 4. return (h, m)

a) Register. b) Counter. c) Timer.
g

Figure 4 Definitions of Register, Counter and Timer.

Connection with actual code requires further refinement and is also left for future work.
Finally, we only investigate safety properties and leave liveness verification to future work.

In the rest of the paper, we first introduce the background and challenges in §2. We
then present the key ideas in §3. In the subsequent three sections, we discuss our technical
contributions. We then present evaluation in §7. Finally, we discuss related work and
conclude in §8.

2 Background and Challenges

We first present an example that captures the essence of problems with global states and
with verifying concurrent objects. We then discuss three challenges the existing approaches
face, which exactly correspond to their limitations as described at rows 2—4 in Table 1.

2.1 A Running Example

The example concerns verification of two concurrent data structures in a layered fashion,
as shown in Figure 3a. The first one is a clock (called Timer) with two operations: TICK
increments time by one minute, and TIME returns the current time (in hours and minutes).
To implement them, Timer calls an underlying Counter which also has two operations: INC
and GET for incrementing and reading a natural number, respectively. Counter itself uses
a Register (provided by hardware) to implement counting via compare-and-swap (CAS)
instructions. The pseudo code for their implementations is shown in Figure 4. Note that, in
this and remaining figures, we assume each atomic step (also called an action) is numbered
(which may span multiple lines of code). Note also that the only shared state in Figure 4 is
the global variable reg (the register value), with remaining variables local to each function.

The second data structure is a bounded queue (called Queue) which provides two op-
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1, INC 2,GET 1,READ 1,v:=0 2,READ 1,READok O 1,CAS 0 1 1,reg:=1 1,CASok true 2,w:=1 1,INCok

0 0 0 0 0 0 0 0 1 1 1—>1
‘ 1, INC ‘ 2, GET ‘ / 1, cnt++ ‘ 2,w:=1
0 0 0 1

Figure 5 A Simulation between Implementation and Specification.

1, INCok
1 —1

int cnt; // wvalue

void INC () int GET ()
1. cnt++ 1. int w := cnt
2. return 2. return w

Figure 6 Specification of Counter.

erations: ENQ for appending an element to the tail (if the queue is not full), and DEQ for
removing and returning the head element (if the queue is not empty). Queue is given a
lock-free implementation following [8]. It uses an array (called Array and given by hardware
like registers) with a fixed size N and two Counter (modulo N) for recording head and tail
indices of Queue, respectively. An example of bounded queue of size 6 is shown in Figure 3b,
which is a snapshot after concurrent enqueue of {1,2, 3,4} and dequeue of the first element
(which happens to be 3). The code of Queue is given later in Figure 17 when it is needed.
On its own, Timer can be proven correct by layered refinement following the structure
in Figure 3a, which in turn requires verifying Counter. However, the proof of Counter cannot
be reused as is to prove Queue, for the same reason as we discuss the extension of CertiKOS
with a file system in §1. To see that, let us first look at how Timer and Counter are verified.

2.2 Background: Layered Refinement and Vertical Composition

A concurrent program is correct if it refines its specification, meaning that all its possible
behaviors are allowed by the specification. These behaviors are captured by the preemptive
semantics of concurrent programs that describes interleaving of atomic execution steps (or
actions) during execution. The first row of Figure 5 shows a sequence of interleaving execution
steps for Counter when threads 1 and 2 invoke and execute the INC and GET operations.
Each node represents the current counter value in reg. Each arrow is labeled with the thread
identifier and the action performed. There are three kinds of actions: function calls (e.g.,
INC), function returns denoted with the suffix ok (e.g., READok 0), and internal steps (e.g.,
v:=0). Following this sequence, thread 1 completes the INC operation, updating reg to 1,
while thread 2 reads the updated value but has not yet returned from GET.

To prove Counter correct, we define its specification in Figure 6. It abstracts Register by
maintaining a global variable cnt for counting. INC and GET capture the intended behaviors:
the former counts by 1, and the latter directly returns the counter value. An execution of
threads 1 and 2 invoking INC and GET is shown in the second row of Figure 5. Each node
contains the value of cnt and concurrent interleaving assumes atomic actions in Figure 6.

An implementation M refines its specification L, denoted by M Cpg L if there exists a
forward simulation with an invariant R relating states of M to L. For the counter example,
we establish M/ , Cr L., where M/, ., denotes the combination of code in Figure 4a and 4b
and L.p: denotes Figure 6. Here, R = {(reg,cnt) | reg = cnt}, i.e., R is identity (also
written as R(reg) = cnt). It is easy to check the execution of the implementation is simulated
by the specification while preserving R, as Figure 5 shows where vertical lines represent R.
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int rego, regi; int cntg, cnti;

bool CASp (old, new) void INCqo () 0 1 0 1

bool CAS; (old, new) void INC; () Lt Lo Lint ® Loy

int READy () int GETo O MO, + ML, = M°,® M},

int READ; () int GET1 O 0 1 0 1
L’(‘eg Lr‘eg LT‘E_(] ® Lreg

(a) LYy ® Lty (b) LY, ® LL,,. (c) Horizontal Composition.

Figure 7 Desired Horizontal Composition of Counter.

A verified layer, denoted by Lo Fgr M : Ly, is a concurrent program M; running on top
of a specification Ly to correctly implement the specification L4, i.e.,

LoFr M, : L1 < M, ® Ly Cr L.

We adopt the notation of Certified Concurrent Abstraction Layers (CCAL) [23]. Similar
definitions are found in other works on layered refinement (34, 36, 35]. Then, Lyeg Fr Mens
Lyt holds where L., and M,,; denote Figure 4a and Figure 4b, respectively.

With the implementation of counter abstracted into L., we can now prove the correctness
of Timer by using L.,;. Given a timer specification Lyymer, We prove Lens Fs Myimer © Liimer
where Mymer denotes Figure 4¢ and S is an invariant (Liimer is in our Rocq code). By vertical
composition of the verified layers Mcn¢ and Myimer, we prove that Lyeq Fros Mismer @ Meny :
Liimer where Ro S is the transitive composition of R and S. This concludes that the complete
implementation of timer in Figure 4 is correct with respect to its specification Lmer-

2.3 Challenge: Extending Verified Layers

However, existing approaches provide limited support for reusing or extending verified layers.
Consider verifying the bounded queue in Figure 3, which makes use of two counters and
an array. We naturally would like to exploit the already established correctness of Counter.
That is, to compose two instances of Counter to prove the implementation of two counters
(each relying on its own register) is correct with respect to their specification. Figure 7
illustrates this desired horizontal composition where a single counter (and register) layer is
extended with another one by duplicating the state and method.

Unfortunately, such horizontal composition is not supported in verified layers with
global states. One instead needs to update the global invariant from R(reg) = cnt to
H(reg,,reg,) = (cntg, cnty) and go through the following proof steps as discussed in §1.1:

1. Prove LY, ® L}, -y MO, : LY,
2. Prove L9, ® L, by M}, 1 LL,,
3. Compose them into L?eg ® Lieg g M2, @ MY, - M2, @ L,

To prove the first two steps, we need to show that there is no interference between M2 , and
L}, hence the execution of MY, maintains the invariant for L},,. Although this may seem
obvious in this example, it requires substantial changes to the old proof because function
calls are not atomic in a concurrent setting. Furthermore, in more complicated situations,
non-interference may be violated and results in failure of proofs. For example, this could
happen if we replace GET;(: € {0,1}) in Figure 7b with the following implementation:

int GET; ()

1. a = READ; ()

2. CAS:1_;(42, 0) // modifies the other register
3. return a
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cntval
Lo <----------- OCounterSpec ) OCounterSpec & OCounterSpec
Layer verified Denotational
. Mcnt _{ Soundness }_) OCounter % OCounter ® OCounter
by program logic: Composition
reg === -—-------~- ORegister ORegister & ORegister
regval

Figure 8 Verification of Two Counters in Compositional Linearizability.

2.4 Challenge: Verification of Encapsulated Objects with Concurrency

In our example, the state of a counter is only accessed by INC and GET (i.e., the ill-behaved case
above does not happen). Therefore, non-interference between a counter and its environment
is immediate if we could encapsulate the counter’s state under INC and GET. That is, by
dividing a verified layer into encapsulated and verified objects, we may achieve the desired
horizontal composition in Figure 7c.

ConFrm [25] implements this solution for layered sequential programs. A verified object
Ly F My : Ly generalizes a verified layer by encapsulating local states in L;. Due to
encapsulation, invariants for proving individual objects are hidden from the outside. Therefore,

the desired horizontal composition is possible without reproving non-interference properties.

However, ConFrm is designed for sequential programs, in that its semantics treat function
calls as atomic steps, which is not compatible with concurrent methods (e.g., those in Figure 4)
that could be interrupted arbitrarily during execution. Therefore, refinements provided
by ConFrm could not directly handle our examples. Furthermore, different simulation

techniques are needed for proving concurrent objects with different levels of non-determinism.

For example, Counter and Timer could be proved via a forward simulation with deterministic
invariants (i.e., essentially a refinement mapping), while the lock-free bounded queue needs
a much more complex backward simulation [8]. If different layers of objects make use of
different simulation relations, we inevitably need to combine them into some uniform notion
of simulation. However, there is at least a dozen of such simulations, none of which is agreed
as a standard and all of which seem quite non-trivial (even in a sequential setting [6]).

2.5 Challenge: Foundational Verification of Concurrent Objects

Compositional theory of linearizability [46] provides one way to solve the above problem. It
shows that linearizability could be characterized as a relation between strategies in game
models. By interpreting concurrent objects as strategies (i.e., a set of traces they could
produce), locality of linearizability [24] is proved. As locality denotes non-interference and
state encapsulation for linearizable objects, the horizontal composition in Figure 7c becomes

possible by treating all L and M as linearizable strategies, as depicted on the right of Figure 8.

Theoretically, this approach is capable of verifying layered concurrent objects. In reality, it
is highly difficult to generate foundational proofs with this approach. Despite its denotational
nature, the actual proofs are carried out operationally with a non-trivial embedding of a
program logic based on operational semantics [31] into game semantics. The soundness of
this logic ensures operational proofs indeed imply refinements in game semantics. To carry
out operational reasoning in this logic, one must define translation functions which decode
denotational traces to get back program states of objects. For example, the translation
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class Register {

class Counter {

class Timer {

int reg; Register rg; Counter cnt;
CAS (old, new); INC(); TICK();
READ(); } GET(O); } TIMEQ); }
bool CAS (old, new) void INC () void TICK ()
1. if reg == old then 1. int a := rg.READQ) 1. cnt.INC()
reg := new 2. int b := rg.CAS(a,a+l) 2. return
2. return true 3. if 'b then goto 1
3. return false 4. return int*int TIME ()
1. int t := cnt.GET()
int READ () int GET () 2. int h := t / 60
1. int v := reg 1. int w := rg.READ() 3. int m := t mod 60
2. return v 2. return w 4, return (h, m)

(a) Register. (b) Counter. (c) Timer.

Figure 9 Definitions of Register, Counter and Timer Objects.

function for Counter in Figure 8 is defined as follows:

ViVt, p; = (t,INC) = (35 > i, p; = (t, INCok)
A (Bk, i <k < j Apg = (t, INCok)))
1, Otherwise

i | 3t, pi = (¢, INC)},
entval(p) = {3t pi = ( )}

where cntval translates any trace p that contains only complete INC and INCok pairs into
the number of INC events in the trace as the value of Counter (where p; denotes the ith
event in p), and any other trace into a bottom value.

Using these auxiliary functions, the invariants are then formulated and proofs are built in
the program logic. In fact, translation functions must be used in every step of proof building.
This is already a lot of work for the small Counter example, and could get overwhelming for
any non-trivial example (e.g., see page 71 of [46]). We conjecture that this complexity is why
neither the compositional theory nor its accompanying case studies has yet been mechanized
in a theorem prover at the time this paper is written.

3 Key ldeas

We discuss the key ideas for addressing the challenges in the previous section, so as to obtain
an approach to verifying encapsulated objects that simultaneously support concurrency,
foundational proofs and full compositionality. The overall idea is to combine the strengths of
operational and denotational approaches, i.e., use operational semantics for encapsulating
state and concurrency and use denotational style of refinement (i.e., trace refinement) which
is proven both vertically and horizontally composable even in an operational setting.

3.1 Concurrent Transition Systems with Layered Interfaces

We represent concurrent objects as labeled transition systems (LTS) that encapsulate both
object states and all concurrent accesses. Such an LTS has interfaces for interacting with
upper and lower layers, thereby enabling vertical composition. Horizontal composition with
other concurrent objects becomes possible thanks to state and concurrency encapsulation.
Below we illustrate key features of LTS by using the example in Figure 4. We rewrite it into
an object-oriented style in Figure 9 to emphasize state encapsulation, i.e., global variables
in Figure 4 become member variables, and to make the dependency between objects clear.
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1,INC 2, GET 1, READ 2,READ 1,READok @  1,CAS a (a+1) 1,CASok b 1,goto 1, INCok

Figure 10 State Transitions of the Counter object.
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Figure 11 Horizontal and Vertical Composition of Concurrent LTS.

Concurrent LTS with Layered Interfaces. An LTS M : A — B describes the behaviors of
a concurrent object through small-step transitions where each step is the result of executing
an atomic action (e.g., a numbered block in Figure 9). It is parameterized by two interfaces
A and B where A describes all the possible operations M can perform on its lower layer
and B describes the operations that M provides to its upper layer. For example, a Counter
object in Figure 9b provides the INC and GET operations, and internally uses CAS and READ
offered by an underlying Register object. It is represented as Mcp¢ : Ireg — Icni, Where

I,e; = ({CAS 0 n,READ}, {CASok b,READok n}) and I.,; = ({INC,GET}, {INCok,GETok n}).

Each operation is divided into a query (e.g., CAS o n) and a reply (e.g., CASok b) where
queries carry arguments and replies carry return values. Because we are modeling preemptive
semantics, multiple threads can invoke the LTS arbitrarily, resulting in free interleaving of
atomic actions. Figure 10 illustrates some of the behaviors of M_,; starting from an initial
state (the leftmost node) where each node denotes a state and each arrow (i,a) describes a
small-step transition caused by thread i performing action a. Every path in Figure 10 denotes
an interleaved execution trace. For example, the topmost path describes an interleaving of
thread 1 executing INC to its completion and thread 2 partially executing GET. Note that
only the instruction at line 3 in Figure 9b causes an internal transition; the remaining actions
are all at the interface level. Because we assume sequential consistency, a thread runs in
program order and may re-enter the object arbitrarily after the previous call returns. As we
shall see, the explicit layer interfaces enable structured composition of transition systems.

Encapsulation of States and Threads. Our LTS maintains an explicit state which may
be changed by internal transitions and hidden from the environment. That is, queries and
replies in the interface (e.g., CAS o n, CASok b) do not mention internal states (e.g., register
values). This enables composition of object states like ConFrm [25]. Our transition steps
also explicitly record which threads are currently running inside an object. Only these
threads could affect the internal state of an object. For example, in the top-most path
in Figure 10, only threads 1 and 2 have accessed the counter. Combining with the fact that
the environment can access an object only through its interface, we fully capture all the
possible interference to the object’s state within its LTS. As we shall see below, this enables
both horizontal and vertical composition of verified concurrent objects.
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1,INC 2,GET 1,READ 2,READ 1,READok O 1,CAS 0 1 1,CASok true 1, INCok

D A o A M Ao A o

1,READ 1,v:=0 2,READ 1,READok O 1,CAS 0 1 1,reg:=1 1,CASok true 2,v:=1

Figure 12 Vertical Composition of Traces for Counter and Register.

1,CAS 0 11,regy:=11,CASok true

1,CAS 0 11,reg,:=1 1,CASok true 2,v:=1

1,READ 1,v:=0 2,READ 1,READok 0

Figure 13 Horizontal Composition of Traces for Two Registers.

Vertical Compositionality. Two LTS M; : A — B and M5 : B — C with a common layer
interface B could be vertically composed into M7 <t My : A — C, such that queries from
Ms into B are received by M7 and replies from M are received by M,. For example, let
Lyeg : 0—1I reg model the register object in Figure 9a. It is vertically composed with My to
form Lyeg << Mept : 0 — Ippe. This is described in Figure 11a where an LTS consists of its
internal state and interfaces such that only the methods in red are publicly visible. This
composition hides the interaction through the register’s interface, resulting in a complete
implementation of counter that does not rely on any underlying layer and that exposes INC
and GET operations. Figure 12 illustrates the composition of an execution trace of M.,; with
that of L., where events in different threads are marked with different colors. Note that
queries and replies through the middle layer are synchronized where downward arrows denote
calls and upward arrows denote replies. The remaining transitions remain unchanged, where
double lines denote stuttering steps when one LTS is paused while the other is running.

Horizontal Compositionality. Two LTS M; : Ay — B; and My : Ay — By can be
horizontally composed to form M; @ My : A} ® A, — By ® By where ® denotes union
of methods and states. For example, the horizontal composition of two L., is depicted
in Figure 11b such that two internal registers and their accessing methods are paired together.
The execution traces of the composed LTS are all the valid interleavings of traces of individual
LTS. Figure 13 illustrates how two parallel execution traces of L., are composed. Here,
thread 1 first performs READ on the second register, then performs CAS on the first register,
and finally performs CAS for the second register. These steps are interleaved with the
operations of thread 2. Note that, due to encapsulation provided by our LTS, separation and
hiding of object states remain even after vertical or horizontal composition. This provides a
foundation for compositional verification of concurrent objects as we shall discuss later.

Enforcing Sequential Consistency after Composition. Instruction reordering can happen
if concurrent objects are horizontally or vertically composed without any restriction, hence
violating sequential consistency. For example, let L.,; denote the counter specification
in Figure 15. Suppose [(1, INC), (1, INCok)] is a trace of L., representing that thread 1 calls
INC and returns. If we horizontally compose two L.,; by naively interleaving traces, the
composed object Lept ® Lep: may produce the trace [(1, INC), (1, INC), (1, INCok), (1, INCok)],
indicating that thread 1 calls into the other L.,; before returning from the first one. Such
behavior violates the program order and hence sequential consistency. To solve this problem,
we introduce an operator sc for instrumenting an LTS to explicitly record its active threads.
The “real” horizontal composition M; ® Ms operates on sc M; and sc M, and enforces
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1,INC 2,GET 1,READ 2,READ 1,READok O 1,CAS 0 1 1,CASok true 1, INCok
. 1 . - ¥ o T L . T . S,
1,READ 1,v:=0 2,READ 1,READok O 1,CAS 0 1 1,reg:=1 1,CASok true 2,v:=1
1,INC 2,GET 1, cnt++ 2,w:=1 1, INCok
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Figure 14 Trace Refinement between Counter and its Specification.

class Counter {

int cnt; void INC () int GET ()
INCQ); 1. cnt++ 1. int w := cnt
GET(); } 2. return 2. return w

Figure 15 Specification of Counter.

the restriction that a thread may call one object only if it is not active in any other object.

Similarly for vertical composition M; < My. The updated composition operations rule out
the invalid traces and ensure that composed LTS are always sequentially consistent.

3.2 Verified Concurrent Objects

Recall that the basic component of layered verification is a verified layer of the form
L tg M : L' indicating that a library layer L’ is implemented by a program M invoking
another library layer L. We generalize it to a verified concurrent object of the form L = M : L’
in which a concurrent object L’ is verified to be implemented by a concurrent program M
invoking the underlying object L. Here, L : ) — A and L’ : ) — B are closed objects, i.e.,
they do not depend on other objects (their underlying interface is empty), while M : A — B
is an open object. We sometimes call the former an object and the latter an implementation
(of an object) when it is obvious from context. Formally, a verified concurrent object is
defined via trace refinement between the implementation and specification, as follows:

L-M:L' < L3IMUCTscL' ALCscLAMCscM.

A trace refinement M T M’ holds if the observable behaviors of M i.e., traces containing only
events in the interfaces, are also the observable behaviors of M’. L C sc L (or M C sc M)
effectively means that L and sc L (or M C sc M) are observably equivalent since sc N C N
holds for any N. Therefore, L and M are both sequentially consistent. For example, we

get the verified concurrent object Ly = Mcpt : Lent by proving Lyeg 9 Mept & sc Lepg.

An example of this refinement is given in Figure 14 which shows the observable behavior
of the composed implementation (i.e., [(1, INC),(2, GET),(1,INCok)]) also occurs in the
specification. Verified concurrent objects enable foundational and compositional verification
by exploiting the following features:

Compatibility with Operational Reasoning. . Verified concurrent objects are proved by
directly employing operational techniques such as simulation. For example, to prove the
trace refinement Lye; I Meps C sc Loy, one simply uses the same invariant R(reg) = cnt
as before, and establish a forward simulation [43] between transitions in L,y 9 My, and
L nt. For example, (1,reg:=1) is simulated by (1, cnt++) in Figure 14. More sophisticated
simulation such as backward simulation [43] is needed for handling non-determinism in some
concurrent programs, as we shall see for the bounded queue example. Nevertheless, because
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L1|—M12L2 L2|_M2:L3 L1|—M1!L/1 LQ}_MQZLIQ
Vcowmp — — —— Hcowmp
Li+- My < Ms: Ls L1®L2|_M1®M21L1®L2
L1FM1<IMQIL2 MlgSC M1 L1FM12L2 LiE{Ll,SCLll}
LINK WEAKEN
Li <My F Ms: Ly L/l}_MliLQ

Figure 16 Composition Rules for Verified Concurrent Objects.

operational techniques are directly applicable, foundational verification becomes feasible
without needing sophisticated embedding into denotational domains.

Encapsulation of Invariants. Verified concurrent objects enable more flexible and modular
composition because they do not expose invariants. This is manifested by the fact that neither
their definition nor trace refinements is indexed by an invariant. For example, R(reg) = cnt
is only used to establish simulation of internal steps; it is not needed to show the inclusion of
observable events which do not mention internal states at all.

Trace Refinement as a Unified Correctness Condition. Because trace refinement only
describes a relationship between observable events and could be derived from any kind
of simulations, it serves as a unified correctness condition for verified concurrent objects.
A key discovery of this work is that trace refinement is both vertically and horizontally
composable if traces are generated from our concurrent LTS. This compositionality follows
from non-interference between encapsulated threads and states, which in turn allows traces
to be projected and combined along the structural composition of LTS. As a result, each
concurrent object can be verified independently using the most suitable simulation and then
composed together, as we illustrate below.

3.3 Composition of Verified Concurrent Objects

Compositional reasoning for verified concurrent objects is realized via the sound proof
rules in Figure 16. VCOMP enables vertical composition of layers as described in Figure 1b
except that a new vertical composition operator of LTS is used. HCOMP enables horizontal
composition as described in Figure 2b which was not previously possible for vanilla verified
layers. Notice that HCOMP makes use of ® instead of ® to ensure that the horizontally
composed objects are sequentially consistent. This is not necessary for VCOMP because 1) by
definition its premises ensure M; and M, are sequentially consistent, and 2) the < operator
preserves sequential consistency. The remaining rules are for deriving final refinement results
for composed objects. In particular, the linking rule LINK pushes the intermediate layer M;
downwards and instantiates the underlying object that Ms is built upon. The weakening
rule WEAKEN enables replacement of an underlying layer with a more refined one where
Ly C{Ly,scLi} denotes L} C Ly and L] C sc L.

A significant difference between our rules and existing work is that the former does not
mention global state or global invariant. Therefore, they are more modular and succinct
than before. For example, in CCAL (see Fig. 9 in [23]), horizontal composition employs rely-
guarantee reasoning on global invariants; additional compatibility and parallel composition
rules are needed for reasoning about multi-threading, which also employ global reasoning.
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class Queue<N> { class Array<N> { class Counter { class Register {
Counter front, rear; elem aryl[N]; Register rg; int reg;
Array q<N>; CAS(i, old, new); INCQ); CAS(old, new);
ENQ(v); READ (i) ; GET () READ () ;
DEQQ); } } } ¥

void ENQ (v: val) val DEQ ()

1. r := rear.GET() 1. £ := front.GET()

2. x := q.READ(r mod N) 2. x := q.READ(f mod N)

3. if r != rear.GET() then goto 1 3. if f != front.GET() then goto 1

4. if r == front.GET() + N then goto 1 4. if f == rear.GET() then goto 1

5. if x.val != null then goto 1 5. if x.val == null then goto 1

6. if !q.CAS(r mod N,x,(v,x.ref+1)) 6. if !q.CAS(f mod N,x,(null,x.ref+1))

then goto 1 then goto 1
7. rear.INC() 7. front.INC()
8. return 8. return x.val

Figure 17 Layered Implementation of a Lock-free Bounded Queue.

class QueueSpec<N> { void ENQ (v: val) val DEQ ()
list q; 1. if #q == N 1. if q == [h] ++ t
ENQ(v); then goto 1 then q := t
DEQQ); else q := q ++ [v] else goto 1

¥ 2. return 2. return h

Figure 18 Specification of the Queue.

3.4 Verification of the Running Example

To get an intuition of how foundational and compositional verification work in our framework,
we discuss the verification of our running example following the layered structure in Figure 3a.

We have already proved the correctness of Counter running on top of Register in §3.2,
ie., Lyeg = My @ Leng. We finish verifying Timer by following the same process as described
at the end of §2.2. That is, we define the specification of Timer as an object Lymer (its
definition is omitted and can be found in our Rocq proofs). We then prove Leon: b Miimer :
Liimer by forward simulation where My, denotes Figure 9c. By applying VCOMP, we get
L'reg F Mcnt < Mtimer : Ltimera which is reduced to Lreg < Mcnt F Mtimer : Ltimer by LINK.
Finally, by unfolding its definition and stripping away sc by observing sequential consistency
of objects, we get Lyeg <A Mcnt < Migmer C Ltjmer. That is, the Timer program in Figure 9
correctly implements (refines) its specification Lygyer-

We then verify the lock-free bounded queue (Figure 3b) whose code is presented in Fig-
ure 17. Queue is implemented by an Array object of size N which could be thought as a
sequence of Register objects (i.e., with similar CAS and READ operations) implemented by
hardware. A difference is that an element in the array is a structure of type elem with two
fields: val for storing the actual value and ref for recording how many times this element
has been modified. In particular, val could be null to indicate that no value is stored, and
ref is a “version number” for distinguishing the same values appearing at different moments.
Queue additionally employs two Counter objects as indices: front indexes the head of queue
and rear indexes the tail of queue as shown in Figure 3b; both are used modulo N.

Queue provides an enqueue operation ENQ and a dequeue operation DEQ. ENQ pushes a
value to its tail. At line 1 and 2, it gets the value x at the tail. At line 3 to 5, it checks if any
concurrent ENQ has taken effect. If so, it restarts from line 1. At line 6, the method attempts
to enqueue v by invoking CAS on the array. If it succeeds, it increments the tail index at line
7. DEQ follows a similar strategy to pop the head value.
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Verification of Queue is carried out in the following steps. First, we prove that Queue
object correctly implements a top-level specification L 4,¢ye, which formalizes code in Figure 18
where both ENQ and DEQ are atomic operations over a list of size N. By assuming specifications
for its underlying counters and arrays, we need to prove

Lcnt @ Lcnt @ Lary F Mqueue : Lqueue (1)

where L, denotes Array and M gyeqe denotes Queue in Figure 17. Because Queue contains
more sophisticated non-determinism, this is proved by backward simulation with a set of
highly non-trivial invariants on object states (see Example 20). Unlike the existing approaches,
such complexity is never exposed to users thanks to encapsulation of invariants.

Second, by applying HCOMP on Lyeq = Mept @ Lens and Lgry = Mg @ Loy where M;q is
an “copycat” implementation (i.e., identity), we get

Lreg @ Lreg @ Lary - Mcnt @ Mcnt @ Mid : Lcnt @ Lcnt @ Lary- (2)

Unlike the cumbersome rewriting shown in §2.3, we compose two verified counters as they are
with minimum effort, thanks to encapsulation and isolation of interference between objects.
Finally, by vertical composition of (1) and (2) we get

Lieg ® Lyeg @ Lary = (Ment @ Ment ® Myg) < Mgueue * Lgueue- (3)
By LINK and a sequence of WEAKEN, it is reduced to (where M;, is absorbed):

(Lreg <9 Ment) ® (Lreg << Ment) ® Lary = Mgueue * Lqueue- (4)
By unfolding this definition and eliminating sc, we get the final trace refinement:

((Lreg < Ment) @ (Lreg A Ment) ® Lary) < Mguewe T Lgueue- (5)

That is, the code in Figure 17 correctly implements the atomic concurrent queue in Figure 18.

In summary, the above example shows that verified concurrent objects can be foundation-
ally verified, reused as they are, and freely composed with other objects. In the subsequent
three sections, we shall formally discuss the above key ideas in more depth.

4 Semantic Model

4.1 Formalization of Concurrent Labeled Transition Systems
We first formalize the labeled transition systems equipped with layered interfaces.

» Definition 1 (Interface). An interface is a tuple A = (Q, R), where Q and R specify the
set of query and reply actions, respectively.

» Definition 2 (Labeled transition system). A labeled transition system M : A — B is a tuple
(S,N,I,—,—i, =4, —y, —f) parameterized by interfaces A and B. S is the set of internal
states; N C S is the set of initial states; I is the set of internal actions. The following
transition relations describe how threads in a set P execute within the system:
—C S x P xIxS: internal steps, where s 225 s' means thread p performs an internal
action j € I causing the internal state to transit from s to s';
—:C S X PxQp xS: calls from the higher-level interface (invocation transition);
s 2%y & denotes that thread p enters from the upper layer by initiating a query q, € @p,
causing the internal state to transit from s to s';
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ip = None 7 p = None ip=(CAS on) o=1v
(,7,v) p’(m—on)n ([p — (CAS 0 )i, 7, v) (i,7,v) 2= ([p — Noneli, [p — (CASok true)]r,n)
(a) Invoke CAS. (b) Execute CAS (successful case).
r p = (CASok b) ip=(CASon) oF#w

p,(CASok b)
e

(i,7,v) ¢ (4, [p — None]r, v) (i,r,v) 2225 ([p — Noneli, [p — (CASok false)lr,v)

(c) Return from CAS. (d) Execute CAS (failed case).

Figure 19 Transition Rules for the CAS Operation.

—:C S X P xQaxS: calls to the lower-level interface (external call transition);
—yC S x P Xx Ry xS: returns from lower-level calls (external return transition);
—;C S X P x Rp x S: returns to the higher-level interface (completion transition).

The transition relations are organized according to the system’s layered interfaces. They
precisely characterize how a transition system interacts with higher-level systems (via —; and
— ) and with lower-level systems (via —, and —). A key difference between our LTS and
the traditional ones (like in CertikOS and ConFrm) is that ours by definition captures only
the threads running inside the LTS, i.e., thread behaviors are encapsulated with the LTS,
which enables horizontal compositionality (see §6.2). Additionally, we prefer to use explicit
transition relations (rather than a single transition relation with multiple labels) to model
interactions with the environment because of the openness and layered nature of our LTS.
Since an implementation may both invoke and be invoked by its environment, such transitions
are separated into queries and replies. Furthermore, because an implementation may interact
with both upper and lower layers, these transitions are further classified according to their
layers. Thanks to such explicit structures, formal definitions of operations on our LTS become
more structured and intuitive, as we shall see in the rest of §4.

» Example 3 (Register object). Register in Figure 4a is encoded as L,.,. Its state (i,7,v)
consists of the register value v and per-thread buffers ¢ and r for pending invocations and
responses. The transition rules of CAS in Figure 19 specify invocation and return by a thread
p (first column) and the corresponding internal steps (second column).

» Example 4 (Counter implementation). The Counter M,,; additionally includes rules about
external calls and returns, as illustrated in Figure 20, where the system’s state is a tuple
(pe, a, b, w) recording program counters and local variables for threads currently executing
INC or GET. The first rule shows that when thread p reaches line 1 of INC (denoted by INC;)
in Figure 4b, it issues a READ query and waits for the reply (INC] denotes the return address).
The second rule shows p receives the reply and stores the return value n into its local variable.

pcp = INCy pcp = INC'l
(pe, 0, b,w) 255, ([p > (NG )Jpe a,byw)  (peya,byw) D (s (1NC2)pe [p - nla, b w)
(a) Call to External READ. (b) Return from External READ.

Figure 20 Selected Transition Rules about External Call and Return in INC.

4.2 Mechanism for Ensuring Sequential Consistency

By definition, our LTS are quite liberal: they make no assumptions about the execution
order of programs or threads. This could result in violation of sequential consistency as
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Figure 21 Transition Relations after Applying the sc Operator.

we discussed in §3.1. To solve this problem, we introduce a sequential consistency operator
(sc —), which augments a transition system with an additional thread state h that records the
states of threads currently executing within the system. Each such thread is either actively
running (denoted run) or waiting (denoted wait) for the return of an external call, meaning
that its control has been temporarily transferred to another transition system.

» Definition 5 (Sequential consistency operator). Given M’ : A — B, the sc operator turns
M = (SN, I' =, =y, =, =g, =) into a transition system M = sc M’ :

M :=(S"x H N x {ho}, I', =, =i, =, =z, —y),

where H is the set of functions of type (P — option {run, wait}) and hg maps each thread to
None, indicating that no thread is initially executing in the system. The transition relations
in Figure 21 ensure sequential consistency by inspecting active threads in the thread state h.

In the following sections, the sequential consistency operator will be used to define both
horizontal and vertical composition, ensuring that the behaviors of threads in the composed
system still satisfy sequential consistency.

4.3 Horizontal Composition

We define horizontal composition as combination of two transition systems into a new system
that integrates the functionalities of both components. To preserve sequential consistency,
we first apply sc to the components before combining them together.

» Definition 6 (Horizontal composition). Given transition systems M{ : A — B and M} :
C — D with My = sc M{ and My = sc M} (where we assume My, = (Sk, Nk, L, =, —ix
s e —as i) for k € {1,2}), the horizontal composition of M{ and My is defined as:

M{ ®M2/ = (Sl X SQ>N1 X N2711 +127_>7_>ia_>f7_>17%y)7

with the extended interface A® C — B ® D, where X @ Y = (Qx + Qvy,Rx + Ry) for
any two interfaces X and Y. The transition relations of horizontal composition are defined
in Figure 22, where T}, denotes any transition relations excluding invocation transitions —;,
ty denotes actions that trigger Ty, and si.h denotes the active threads in sy.

By definition, the horizontally composed LTS accepts any initial call to its components and
behaves like one of its components after that. The transition rules of horizontal composition
ensure thread encapsulation: after composition each transition is contributed by exactly one
thread in one component, while the other component’s state remains unchanged. Horizontal
composition also ensures that every thread is active only in a single LTS at any moment.
In particular, we require that no thread may execute in both components simultaneously,
ensured by the conditions in brackets (“[]”) in the invocation rules in Figure 22.
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Figure 22 Transition Rules for Horizontal Composition.

4.4 Vertical Composition

Vertical composition links objects in two adjacent layers by synchronization, which models
interaction between LTS, and hiding, which abstracts away these interactions. It is similar

to functional composition in game semantics [18], albeit applied to LTS instead of strategies.

We model synchronization as the control transfer of threads between two layers with
a common interface. Consider two LTS M; : A — B and M, : B — C that share the
interface B. When a thread p executing in My triggers an external call, we model its control
transfer to M; by triggering a simultaneous invocation transition in M;. Conversely, when p
reaches the end of a call into M7 by performing a completion transition, its control transfers
to Ms, represented by a simultaneous external return transition in Ms.

First, we formalize LTS with explicitly synchronized queries and replies called synchronized
labeled transition systems, which serve as an intermediate form for vertical composition.

» Definition 7 (Synchronized labeled transition system). Given interfaces A, B and C, a
synchronized LTS G : A — B — C' is a tuple (S,N,I,—, =i, =z, =y, = f, —>¢, —r)-

A synchronized LTS G exposes an interface with three layers: it offers interface C
to the higher-level, relies on interface A from the lower-level, and interacts internally via
interface B. The first eight components of G have the same meaning as in the standard
LTS. Additionally, a synchronized LTS has two specialized relations: synchronized query
transitions (—,C S x P x Qg x S) and synchronized reply transitions (—,C Sx P x R x S),
which model interactions via interface B in the system.

» Definition 8 (Synchronization). Given M{ : A — B and M} : B — C where My = sc Mj
and My = sc My (we assume My = (Sk, Ni, I, =, —igs = fir —ans —ry,) for k € {1,2}),

the synchronization of M| and M} results in a synchronized LTS M{||M}: A — B — C:
M{ﬂMé = (Sl X S27 Ny x N2ﬂ L+ I27 iy @y Py T gy _>r)7

where the transition rules are defined in Figure 23 (internal transitions are omitted and
performed by running either My or Ms):
the first column specifies invocation and completion transitions controlled by My ;
the second column specifies external call and return transitions controlled by My ;
the third column specifies the synchronized query transition triggered by the simultaneous
external call of Ms and invocation of My, and the synchronized reply transition triggered
by the simultaneous completion of My and external return of Ms.

» Example 9 (Synchronized counter). The Counter implementation M., can be synchronized
with the Register object Lyey to form Lyey||Mcns. For example, the transition in Figure 12
is derived by synchronizing the shared actions (e.g., READ and READoK).

As indicated by their multilayer interfaces, the synchronized query and reply transitions
are still observable to the environment in synchronized transition systems, which provides
information for deriving vertical compositionality (see §6.3). However, these interactions are
desired to be abstracted away when this composite system is used as a building block for
more complex systems. We formalize this abstraction as hiding.
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Figure 23 Transition Rules for Synchronization.
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of Hiding.

» Definition 10 (Hiding). Given a synchronized LTS G' : A — B — C = (S', N, I', =/, =
=1, =g, =y, —rqr, —r ), the hiding (o —) of G is a standard LTS:

oG :A— C:= (5 N, I'+ Qg+ Ry, =, =i, =1, =0, =y ),
with — defined in Figure 24, reducing synchronized query and reply into internal transitions.
Finally, we define vertical composition as the combination of synchronization and hiding.
» Definition 11 (Vertical composition). Given My : A — B and My : B — C, the vertical

composition (—< —) of My and My is the LTS My I My := o(MlﬂMg).

5 Correctness of Verified Concurrent Objects

We now formally define verified concurrent objects using trace refinement between concurrent
LTS. We then discuss how to prove them correct using simulation techniques.

As our transition systems interact with the environment only via interfaces, their traces
(i.e., sequences of queries and replies) capture all observable behaviors without exposing
internal states. Therefore, we are able to adopt standard trace refinement as the correctness
condition, i.e., inclusion of traces produced by LTS.

» Definition 12 (Event). Given an interface A, an event is a pair e = (p,w) where p € P is
a thread and w € Qa4 + Ra is a query or reply.

» Definition 13 (Execution). Given a (synchronized) LTS M, an execution s <, s' in M,
defined inductively as in Figure 25, represents a sequence of transitions from s to s’ that
generates events es. Here, —7: denotes any non-internal transition, i.e., =i/ f)z)y)q)r

» Definition 14 (Trace). Given a (synchronized) LTS M whose initial state space is N, a

. . t
trace t is an event sequence generated by an execution s —, s', where s € N.

» Definition 15 (Trace refinement). Given My, My : A — B, we say M, trace refines M,
denoted by My © Ms, if for any trace t of My, t is also a trace of M.

A direct application of refinement is to formally specify properties that a transition
system should satisfy, such as the sequential consistency of transition systems as follows.

» Definition 16 (Sequential consistency). An LTS M is sequentially consistent if M C (sc M).
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We define verified concurrent objects, requiring that the vertical composition of an
implementation M with a lower-level object L trace refines its specification L’.

» Definition 17 (Verified concurrent object). Given L:¢ - A, M : A— B, and L' : ¢ — B,
we write L M : L' if (1) L and M are sequentially consistent, and (2) LI M C sc L'.

Verified concurrent objects can be established using standard operational techniques such
as simulations. Moreover, generality of trace refinement allows different simulation techniques
to be applied in different situations. Below we formalize backward simulation, adapted from
standard automata theories [43] to illustrate this point (See the extended version for the
definition of forward simulation and the detailed proof of backward simulation).

» Definition 18 (Backward Simulation). For L:¢ - A, M : A— B and L' : ¢ — B, the
backward simulation between L|M and L', written as (L|M) ~y, L', is a relation b over S,
(states of L||M ) and Sy (states of L') s.t. (—i/¢ denotes —; or — ¢, and similarly for =g/, ):
1. For any state s1, there exists so such that s1 b sa,

2. If s € Ny and sy b sa, then so € N,

3. If s} ﬂn/f s1 and s1 b so, then there erists s s.t. sh ﬂ)i/f So with s b sh,

4. If (sh 2L 51 or s ﬂq/r s1) and s1 b so, then there exists s s.t. sh L* So with s} b sh.
In general, backward simulation can be defined between any two LTS. We present a specialized
version for synchronized systems, since in practice one LTS is the vertical composition of
an implementation with its underlying object (see Theorem 19). In this case, we often use
invariants of synchronized systems, stating that in a synchronized query transition, the
implementation and the object share the same arguments for a function call.

From backward simulation we derive verified concurrent object as follows.

» Theorem 19 (Backward Simulation). Given sequentially consistent systems L : ¢ — A,
M:A— Band L' :¢— B, if there exists a relation b s.t. (L|M) ~y, L', then L+ M : L'.

Intuitively, to prove L = M : L', we need to show L I M C L', which can be divided into two
steps following the definition of L 3 M. First, (L|[M) ~; L' ensures that every event in the
interface B generated by (L|[M) can also be generated by L’. Second, o(L[[M) hides events
in A generated by (L|[M). Note that, the simulation invariant b is not exposed in verified
concurrent objects, which enables their flexible compositionality as we shall see in §6.

» Example 20. To establish Lept @ Lent ® Loy Mgueue : Lqueue n §3.4, we can prove the
backward simulation between (Lent @ Lent @ Lary)||Mgueue and Lgyeue with the invariant
U = {((cnty, cnty, ary, h,t),q) | gather(h mod N,t mod N,ary) = q}, where

aryla...(b—1)], if a <0,

gather(a,b, ary) :=
aryla...(N—=1)] @ary[0...(b—1)], otherwise.

Here, h and t are auxiliary state variables of Mgy,cye recording the actual head and tail
indices. They are needed because cnty and cnty are incremented (line 7 in Figure 17) after
updating ary (line 6), so the queue contents cannot be directly reconstructed from these
counters. The gather function collects elements of ary from a to (b—1) (inclusively) if a < b,
and otherwise collects from a to the end of the array and then from index 0 to (b — 1).

To prove backward simulation, we must show that U is preserved by each step of
(Lent ® Lept @ LaryﬂMqueue). The intricate case arises when Array performs a successful
CAS (line 6) where an invariant is needed stating that a CAS implies that the local variable
r in ENQ, or f in DEQ, equals t or h, respectively. In other words, r or f holds the latest
index, indicating that no concurrent update has occurred. This invariant mutually depends
on about a dozen of other invariants that together capture the key properties of the queue.

21:21

ECOOP 2026



21:22

Compositional Verification of Concurrent Objects

6 Horizontal and Vertical Composition of Verified Concurrent Objects

We show that verified concurrent objects support horizontal and vertical composition enabled
by encapsulation of our transition systems. Before that, we first introduce plain composition
operators (§6.1), the basis for establishing compositionality.

6.1 Decoupling Sequential Consistency from Composition Operators

The composition operators (— ® — and — < —) apply sc to enforce sequential consistency.
This raises two issues. First, traces of M that violate sequential consistency are silently
removed by sc M, so verifying sc M does not convincingly establish properties of M itself.
Second, each composition reapplies sc, introducing unnecessary reasoning overhead.

To address the first issue, we treat sequential consistency as a property to be verified,
rather than an inherent assumption about every transition system. Consequently, we decouple
the sc operator from the composition operators, which also solves the second issue. Below,
we define such plain composition operators and establish refinements with the original ones.

» Definition 21 (Plain horizontal composition). Given My : A — B and My : C — D, their
plain horizontal composition is My @ My = (S1 X S2, N1 X No, It + Iz, =, =i, =, =z, —y)
where the transition relations are defined in Figure 22 with the conditions in brackets ignored.

We call this plain horizontal composition as it does not concern itself with consistency of
threads during execution. Similarly, we define plain synchronization and vertical composition.

» Definition 22 (Plain synchronization). Given My : A — B and M : B — C, M;||My =
(S1 % S2, N1 X No, It + I, =, =i, = 1, —a, —y, —>q, —>r) With transition rules defined in Fig-
ure 23.

» Definition 23 (Plain vertical composition). Given My and My, My <1 My := o(M; || Ms).

We decouple the sc operator from composition by the following extraction lemmas (See
the extended version of the paper for the detailed proofs of extraction lemmas).

» Proposition 24 (Horizontal extraction). If M1 : A — B and My : C — D are sequentially
consistent, then sc (M7 @ M) T My ® M.

» Proposition 25 (Vertical extraction). If My : A — B and My : B — C are sequentially
consistent, then sc (M; <1 M) T My 9 M.

6.2 Horizontal Compositionality of Verified Concurrent Objects

We establish horizontal composition by proving soundness of HCOMP in Figure 16 (soundness
of VCOMP is in §6.3, and the remaining rules are straightforwardly sound). As stated
in Theorem 26, two verified concurrent objects relying on separate lower-level objects can be
horizontally composed into a new verified concurrent object. This follows from encapsulation
of threads and invariants in our transition systems, which prevents interference across objects.

» Theorem 26 (Horizontal Compositionality). If Ly = My : L} and Ly & My : Lj, then
L1®L2 FMl @MgL&@LIQ

By unfolding the definitions, Theorem 26 is reduced to proving that trace refinement is
preserved after horizontal composition, as shown in Lemma 27.
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» Lemma 27 (Horizontal preservation). Given transition systems Li,L} : ¢ — A and
Lo, Ly :¢p— B, if sc L1 C sc L) and sc Ly C sc LY, then L1 ® Ly C L} ® L.

This can be derived by further proving that the execution of a horizontally composed
system can be projected to the execution of its two components, and that the execution of

components can be again combined to form an execution of the composite system, as follows.

Horizontal projection states that an execution of the horizontal composition can be
decomposed into the executions of its two components (ox es denotes the subsequence of es
consisting only of events in X):

» Lemma 28 (Horizontal projection). For Ly : ¢ — A, Ly : ¢ — B, and es, if (s1,52) —».
(s),84) is an execution in L1 ® Ly, then s; <2, s in sc Ly and sy ~2%%, sb in scLo.

Horizontal combination states that the executions of two transition systems can be
interleaved to form an execution of their horizontal composition. It is more subtle than
horizontal projection because we must ensure that every event in the interleaved trace is
admissible in the horizontally composed system, which preserves sequential consistency. We
introduce the notion of horizontal consistency (hi|ha Fp es) to capture such constraints (See
the extended version for the definition of horizontal consistency).

» Lemma 29 (Horizontal combination). For Ly : ¢ — A, Lo : ¢ — B, and es, if s1 oacs, sh
in scLi, sy 2%, sb in scLa, and s1.h|sy.h b, es, then (s1,50) —», (s],85) in Ly @ Lo.

Intuitively, the key of the two lemmas is that each transition of the composed system

originates from exactly one component, and the components do not interfere with each other.

The same non-interference property holds for vertical composition, as we shall see next.

6.3 Vertical Compositionality of Verified Concurrent Objects

The vertical composition rule VCOMP in Figure 16 is formalized as Theorem 30, i.e., if one
verified concurrent object implements the lower-level specification of the other, they can be
composed by hiding the shared intermediate layer.

» Theorem 30 (Vertical Compositionality). If Ly & M; : Ly and Ly = My : L3, then
L+ My < Ms: Ls.

As in the horizontal case, vertical compositionality relies on preservation of trace refinement
under vertical composition. Since vertical composition consists of synchronization followed
by hiding, this preservation reduces to preservation under synchronization (Lemma 31) and
under hiding (Lemma 32); we omit the proof of the latter as it is straightforward.

» Lemma 31. Given L, L' : ¢ -+ A and M : A — B, if sc LC sc L', then L||M C L'|M.
» Lemma 32. Given L,L' : ¢ — Aand M : A— B, if L|M T L'|[M, then L3I M C L' 3 M.

The proof of Lemma 31 parallels the horizontal case. Although synchronization introduces
more interaction than horizontal composition, executions can still be projected from, or
combined into, those of the synchronized system.

» Lemma 33 (Vertical projection). For L: ¢ — A, M : A — B, and es, if (51, 82) > (s, s5)
. . . m o . S .
is an execution in L||M, then s; 2%, s} in scL and sy <>, s in sc M.

» Lemma 34 (Vertical combination). For L:¢ — A, M : A — B, and es, if s1 ——», s} in
scL, so =%, sbh in sc M, and s1.h|sy.h b, es, then (s1,52) —>. (s),85) in L||M.

We omit vertical consistency (mi|ms F, es), as it mirrors the horizontal case. Vertical
projection and combination ensure that synchronization preserves refinement (Lemma 31).

21:23

ECOOP 2026



21:24

Compositional Verification of Concurrent Objects

7 Evaluation and Discussion

Our Rocq development took about 9 person-months. The entire framework consists of 16.1k
lines of code (LOC). It takes 1.7k LOC to formalize basic data types (e.g., maps), 1.3k
LOC to formalize transition systems, the sequential consistency operator and composition
operators as discussed in §4, 1.8k LOC to develop the refinement and forward/backward
simulation as described in §5, and 11k LOC for horizontal and vertical compositionality as
discussed in §6. As for the examples, we wrote proofs manually for them in Rocq. We wrote
5.5k LOC for the Register-Counter-Timer example, and 53.6k LOC for the bounded queue
example. For the latter, it takes 7.4k LOC for basic definitions of array and the skeleton of
simulation proofs, and 6.2k LOC for proving sequential consistency of these LTS to establish
verified concurrent layers. The remaining 40k are for proving that a set of mutually dependent
invariants hold for ENQ (20k) and DEQ (20k). Note that the proof for ENQ is almost identical
to that for DEQ (with mostly copy and paste) thanks to their symmetric structures.

The sizes of proofs for examples are primarily influenced by two factors: the size of the
system and the number of invariants that must be established. The former determines how
many transition steps need to be considered in the inductive reasoning, while the latter
determines how many times such inductive reasoning must be carried out. Consequently,
the proof size can be approximated as #LOC =~ (#invariants) x (#system-steps) X p, where
p denotes the average number of lines of code required to prove that a single invariant is
preserved by a single step. As a concrete example, consider the bounded queue. Its correctness
relies on 12 mutually dependent invariants and 160 auxiliary independent invariants, yielding
a total of 172 invariants. The system has 65 distinct transition steps. The Rocq proofs for
this example consist of approximately 40K lines of code. Using the above approximation,
this yields an average of p = (40000/172/65) = 3.57 lines of code per invariant per step.

With the above case studies, we show that foundational and compositional proofs for
layered concurrent objects are feasible, even for non-trivial lock-free data structures with only
brute-force and manual construction of Rocq proofs. In contrast, the existing denotational
approach has only been tested against a basic queue using ticket locks on paper [46]. As
discussed in §2.5, the verification in the denotational approach is actually carried out in
an operational fashion using a program logic. The denotational approach requires defining
functions that translate traces to states, and repeatedly performing case analyses over these
functions at each proof step, which introduces complexity proportional to the number of
translation cases. Analogous to the approximation of proof size for our approach given
earlier in this section, we estimate the proof size of the denotational approach as #LOC’ ~
(#invariants) x (#system-steps) x (#Ftranslation-cases) X p', where p’ is the average number
of lines required to prove a single case, and #translation-cases counts the average number
of case analyses introduced by translation functions. Consequently, the proof size grows
proportionally with both the number of system transition steps and the number of translation
cases. For a more detailed comparison of proof complexity between our approach and the
denotational one, we refer the reader to the extended version of the paper.

Of course, there is a very high amount of overhead to write proofs manually in Rocq as our
examples show. To reduce this overhead, we plan to integrate our framework with automatic
verification techniques for concurrent programs, which have been actively investigated. More
specifically, we will investigate the connection between our LTS and TLA [37] in which
correctness is also described as trace refinement and compositional inductive invariant
inference seems promising [10]. We also plan to connect with simulation frameworks with
built-in support for automation such as Veil [49].

We choose the lock-free bounded queue as our primary case study because it is not only
a representative and non-trivial concurrent data structure for illustrating compositional
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verification, but also a fundamental building block of real-world concurrent systems. For the
former, the original proof our work is based upon verifies the queue as a complete system built
directly over low-level Register and Array primitives [8]. In that work, there is no abstraction
of Counter objects; operations such as GET and INC in Figure 17 correspond respectively
to READ and CAS on Register objects (e.g., rear.INC() at line 7 of ENQ corresponds to
rear.CAS(r, r+1)). Our compositional verification identifies and abstracts this pattern into
a Counter object, thereby eliminating the need to reason explicitly about CAS operations
and the associated low-level invariants when establishing the correctness of queues. For the
latter, the LMAX Disruptor [58], a framework for low-latency inter-thread communication
widely used in high-frequency trading platforms, can be understood as a composition of
two concurrent bounded queues together with a component that processes data passed from
one queue and then passes the result to another. As such, we could verify this system
by composing our proofs with further refinements. We plan to investigate such real-world
concurrent systems in the future to demonstrate the practical benefits of our approach.

In this work, we focus on verification of non-recursive program structures. For circular
data structures such as trees or graphs, our proof approach can be applied when the goal is to
verify that a concrete implementation is correct w.r.t a functional specification. For example,
Lory b Mypee @ Liree denotes the correctness of an array-based tree. In such cases, the
verification proceeds similarly to our queue example by establishing simulation across layers.
More challenging scenarios arise when recursive decomposition is required for circular data
structures. For example, to verify a binary tree, we may show Lice ® Lipee b Myree @ Liree
where the first two Ly... denote the left and right sub-trees, respectively, and M., uses
them to implement a complete tree. This kind of proofs would require fixed-point reasoning
and new proof principles for composing trace refinements. We conjecture that this extension
is feasible, as our projection and combination theorems rely only on non-interference between
objects and do not inherently depend on whether the implementation is circular or not.

8 Related Work and Conclusion

We discuss related work on compositional verification of concurrent programs. We elide a
discussion of compositional verification of sequential programs (DeepSpec [21], FSCQ [7],
ConFrm [25], etc.) which has been done in the introduction.

Layered Refinement. Existing approaches to verification of concurrent programs offer
various degrees of compositionality. A first class of work treats programs as closed systems [26,
13, 12, 14, 41]. In these frameworks, programs are verified as a monolithic piece of code,
which often results in proofs that only work for this particular program and cannot be
further reused. A second category of work decomposes programs into libraries and their
clients, so that the verified libraries can be linked with different clients to form verified closed
programs [15, 53, 32, 60, 4, 20]. A particular example is verification of linearizability through
observational refinement [15]. In essence, these frameworks support verification of closed
programs consisting of only two layers: one at the bottom (libraries) and the other at the top
(clients). A third category of work generalizes the above approach to an arbitrary number of
layers of concurrent programs (e.g., CCAL [23], Civl [35], Compositional Linearizability [46],
etc.), which enables building concurrent libraries out of existing libraries. For example,
CCAL represents each abstraction layer as a transition system augmented with a global
log recording all events at that layer; layers at different abstraction levels can be vertically
composed. Civl models each layer of abstraction using structured programs, providing a
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notion of layered refinement. Our work lies in the third category: we model both objects
and implementations as transition systems equipped with layered interfaces that specify
interactions across layers. A key distinction between our model and existing ones is that our
verified layered objects do not expose invariants about internal states and running threads.
This design significantly improves the modularity of verified layers, which enables extension
of layers (i.e., horizontal compositionality), which we compare next.

Extension of Verified Layers. In multi-layer verification frameworks, although it is easy to
build new layers on top of existing ones, it is quite difficult to extend an existing layer when
concurrency is involved. For instance, CCAL allows horizontal composition only between two
verified layers that share a common lower layer and global invariant [23]. A similar limitation
appears in Civl, which introduces yield invariants [35] to reason about thread interference in
the global state. In contrast, our work follows the approach of ConFrm [25] by taking objects
— rather than threads — as the basic unit of a layer, and formalizes each object as an LTS
that fully encapsulates all interference between threads on the object’s state. Because of this
encapsulation, our object layers can be horizontally extended easily.

Foundational Verification. In concurrent settings, encapsulation using formalized concur-
rent objects already occurs in the compositional theory of linearizability [46]. However,
foundational verification in this framework has not yet been demonstrated, as discussed
in §2.5. To address this problem, our work draws inspiration from operational game se-
mantics [39] which establishes connections between transition systems and game semantics
in sequential settings, and from I/O automata [42] which models transition systems in
concurrent settings. These ideas collectively form the design of our concurrent LTS, which
enables direct adoption of simulation techniques for I/O automata (and transition systems
in general), thereby recovering the capability of foundational verification.

Concurrency Models. This work assumes preemptive concurrent semantics in the setting of
sequential consistency, i.e., arbitrary interleaving of concurrent executions. This assumption
is more relaxed than Civl which assumes cooperative semantics where concurrency occurs
only at yield points [35]. Similar to TLA [37], our LTS directly encode the native behaviors of
concurrent programs . This is more general than compositional linearizability which encodes
concurrent interleaving of sequential processes and is specifically designed for linearizable
objects. On the other hand, our work is more restrictive than existing work on two-level
(library-client) layered refinement that can handle weak memory models [32, 53, 50]. One way
to address this issue is to integrate operational weak memory semantics such as promising
semantics [30, 38] into our framework, which is left for future work.

Automation. A limitation of our framework is the lack of automation: verification of
non-trivial objects requires substantial manual effort, primarily in establishing invariants.
Prior work has made progress on automatic invariant generation. Civl automates inductive
invariants but does not produce proof certificates [35]. Other foundational frameworks that
do not decompose programs into layers also provide automation; for example, Diaframe [44]
automates linearizability proofs atop Iris [48, 29], and Veil [49, 19] automatically derives
simple invariants and generates proofs in Lean [16]. Integrating similar automation techniques
into our framework is an important direction for future work. As an initial effort, we have
examined systems that can be automatically verified by Veil and analyzed the structure
of invariants in their proofs. We observe that invariants that can be automated typically
express properties about local states preserved by a single transition, without quantification
over other states, threads, or executions. Based on this observation, we inspected the dozen
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mutually dependent invariants used in the backward simulation proof of the bounded queue.
We found that only three of them fall outside this category of invariants; they are for
reasoning about multiple threads or relationships between states across multiple steps. For
these invariants, manual proofs still seem necessary. As such, we plan to explore combination
of automated and manual verification techniques to reduce the overall proof effort.

Concurrent Separation Logics. Concurrent separation logics such as VST [2], Iris [29]
and their various extensions [62, 59, 55, 52, 17] could support general compositionality
(beyond layered composition), foundational verification (e.g., embedded in Rocq or other
theorem provers), preemptive and weak memory models, and support various automation
techniques. However, their compositionality is designed for constructs in programming
languages. Although such design enables powerful reasoning about intricate programs (e.g.,
dangling pointers), they are also at a lower level, tied to particular programming languages
and limited in scalability. As such, we believe that they are more suitable for foundational
verification of concrete programs, and will be very helpful for connecting our transition
systems with actual code written in programming languages.

Conclusion. We have presented an approach to the compositional verification of layered
concurrent programs via object-based transition systems with layered interfaces, which
overcomes the the limitations of existing work in both compositionality and foundational
verification. In the future, we plan to explore automation techniques that reduce the manual
effort, and to integrate program logics to connect our transition systems with actual code.
We also aim to extend our transition systems to support compositional liveness verification
by incorporating relevant verification techniques [54, 61].
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