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Abstract
Swarm protocols are a recently introduced formalism for specifying, implementing, and verifying
peer-to-peer systems called swarms. A swarm consists of distributed agents called machines that
communicate by asynchronous event propagation. Following a local-first model, each machine can
progress without requiring continuous connectivity to other machines. Existing models of swarms
are not compositional, making the modular development of large and complex swarm applications as
well as the reuse of code difficult. We address these issues by presenting novel theory and techniques
for the compositional specification, verification, and implementation of swarms. These results
enable the correct compositional reuse of pre-existing swarm protocols and machine implementations.
We implement these contributions in a companion software artifact which enables the automatic
integration of independently designed and verified swarm components.

2012 ACM Subject Classification Theory of computation → Distributed computing models; Software
and its engineering → Distributed programming languages; Software and its engineering → Formal
software verification

Keywords and phrases Swarms, Swarm Protocols, Concurrency, Distributed Coordination, Local-first
Software, Behavioural Types, Publish-Subscribe, Asynchronous Communication

Digital Object Identifier 10.4230/LIPIcs.ECOOP.2026.7

Related Version Full Version: https://arxiv.org/abs/2604.16097 [25]

Supplementary Material Software (ECOOP 2026 Artifact Evaluation approved artifact):
https://doi.org/10.4230/DARTS.12.1.18

Funding Research partially supported by the Horizon Europe grant 101093006 (TaRDIS) and by
the Italian Ministero dell’Università e della Ricerca “Dipartimenti di eccellenza” initiative.

Acknowledgements This work was inspired by the discussions at the Dagstuhl Seminar 24051 “Next
Generation Protocols for Heterogeneous Systems” [8]. We thank the organisers of the meeting and
Schloss Dagstuhl – Leibniz Center for Informatics for making this work possible.

ECOOP

Reusable V1

.1

A
rt
ifa

cts Evaluated

ECOOP

V1.1

A
rt
ifa

cts Available

ECOOP

© Florian Furbach, Lucas Clorius, Roland Kuhn, Hernán Melgratti,
Alceste Scalas, and Emilio Tuosto;
licensed under Creative Commons License CC-BY 4.0

40th European Conference on Object-Oriented Programming (ECOOP 2026).
Editors: Robbert Krebbers and Alexandra Silva; Article No. 7; pp. 7:1–7:30

Leibniz International Proceedings in Informatics
Schloss Dagstuhl – Leibniz-Zentrum für Informatik, Dagstuhl Publishing, Germany

mailto:f.furbach@surrey.ac.uk
https://orcid.org/0009-0008-4922-9363
mailto:luccl@dtu.dk
https://orcid.org/0009-0005-2224-2419
mailto:info@rolandkuhn.com
https://rolandkuhn.com/
https://orcid.org/0000-0003-1582-6238
mailto:hmelgra@dc.uba.ar
https://lafhis.dc.uba.ar/~melgratti
https://orcid.org/0000-0003-0760-0618
mailto:alcsc@dtu.dk
https://people.compute.dtu.dk/alcsc
https://orcid.org/0000-0002-1153-6164
mailto:emilio.tuosto@gssi.it
https://cs.gssi.it/emilio.tuosto
https://orcid.org/0000-0002-7032-3281
https://doi.org/10.4230/LIPIcs.ECOOP.2026.7
https://arxiv.org/abs/2604.16097
https://doi.org/10.4230/DARTS.12.1.18
https://doi.org/10.4230/DARTS.12.1.18
https://doi.org/10.4230/DARTS.12.1.18
https://creativecommons.org/licenses/by/4.0/
https://www.dagstuhl.de/lipics
https://www.dagstuhl.de


7:2 Compositional Design, Implementation, and Verification of Swarms

1 Introduction

Modern distributed systems face significant challenges in ensuring reliability, availability, and
scalability. Recent work on swarm protocols [40, 39] addresses these challenges by formally
specifying the behavior of interacting agents capable of independent yet coordinated progress.
In this approach, a swarm is modelled as an ensemble of distributed interacting agents,
called machines. Each machine can coordinate with others by emitting events (i.e., messages)
that propagate asynchronously through the swarm, and by subscribing to (some of) the
events emitted by other machines. Essentially, swarms are type-based publish/subscribe
systems with distributed asynchronous delivery [24]. Unlike most publish/subscribe systems
that aim for causal-consistent delivery (i.e., machines share a consistent view of the global
system state), swarms are designed to operate over inconsistent views, often corresponding
to inconsistent cuts of the global state [6]. This design choice prioritises availability over
consistency [28], following a local-first paradigm [38, 37]: each machine can make progress
independently, without requiring up-to-date global information or a continuously available
network connection. Such an approach enables decentralized decision-making, reducing
reliance on central coordination and improving robustness. However, it also introduces
potential inconsistencies: machines may take decisions based on stale or divergent state,
which may later require reconciliation [43].

The approach in [40, 39] advocates the usage of behavioral types [34, 26, 5] to ensure that
a swarm correctly reconciles inconsistencies. Roughly, the intended global behaviour of the
swarm (i.e., the expected interactions among machines) is formalised as a swarm protocol: a
specification that provides a bird’s-eye view of how machines playing different roles should
interact at runtime, without causing irreconcilable inconsistencies in the overall state of
the swarm. A swarm protocol G can then be projected onto the different roles to obtain
the corresponding machine specifications. When an ensemble of machines, each running
according to a projection of G, is deployed to form a swarm S, then (under well-formedness
conditions discussed later) the swarm S is guaranteed to execute in accordance with G.

A Use Case of Swarm Protocols and Swarms. To illustrate the theory and practice of
swarm protocols, we present a simplified use case in factory automation (“Industry 4.0”).1
The intended global behaviour of the swarm is specified by the Warehouse protocol illustrated
in Fig. 1. A machine playing the role of a transport vehicle T requests a part by emitting
an event of type partReq. A machine playing the forklift role FL responds by delivering the
requested part to the specified pick-up position pos. A machine playing role T then picks up
the part and emits an event of type partOK. Between consecutive requests, the door D may
close, emitting an event of type closingTime.

The swarm protocol Warehouse is then projected onto its roles T, FL, and D, yielding
a machine specification for each role. For example, the projection of Warehouse onto the
role D (door) results in the state machine shown in Fig. 2. For each event type, say
closingTime, a transition labelled closingTime! indicates that the machine emits an event
of type closingTime, while a transition labelled closingTime? indicates that the machine
accepts an event of that type. During the execution of a swarm, when a machine emits
an event, the event is appended to the emitting machine’s local event log; then, the event
asynchronously propagates to the logs of other machines. A machine changes its state only

1 We borrow the use case of an automatic warehouse operated by a swarm which has been implemented
in the open source Actyx toolkit [3].
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T⟨partReq⟩ FL⟨pos⟩
T⟨partOK⟩

D⟨closingTime⟩

Figure 1 The swarm protocol
Warehouse, involving the roles T (trans-
port), FL (forklift), and D (door).

0 13

closingTime!

partOK?

partReq?
closingTime?

Figure 2 Machine MD obtained by
projecting the swarm protocol Warehouse
(Fig. 1) onto role D (door).

1 // Machine implementation using the Actyx toolkit
2 const door = Warehouse.makeMachine('D')
3
4 // States
5 const s0 = door.designEmpty('s0')
6 .command('close', [closingTime], () => {
7 ...
8 return [closingTime.make({ time: new Date() })]
9 })

10 .finish()
11 const s1 = door.designEmpty('s1').finish()
12 const s3 = door.designEmpty('s3').finish()
13
14 // Accept events and change states
15 s0.react([partReq], s1, () => { ...; return s1.make() })
16 s0.react([closingTime], s3, () => { ...; return s3.make() })
17 s1.react([partOK], s0, () => { ...; return s0.make() })

Figure 3 Implementation of a Door Machine in Actyx.

0 1 2 3
T⟨partReq⟩ T⟨partOK⟩ A⟨car⟩

Figure 4 A Factory protocol that can interface with the Warehouse (Fig. 1) using the role T.

when it inspects its log and accepts an event from it; an event emission does not directly
cause a state change – rather, after an event is emitted, its acceptance triggers a state
transition. For example, in Fig. 2, state 0 of machine MD has a self-loop emitting an event of
type closingTime, as well as a transition that accepts the same event type. The non-atomic
nature of event emission (_!) and acceptance (_?) implies that events from different machines
may interleave: i.e., after a machine emits an event, and before that event is accepted, other
events from other machines may be emitted, propagated, and accepted.

In practice, machines can be implemented using the open source Actyx toolkit [3],
which provides a TypeScript API for defining swarm protocols, implementing machines,
and deploying swarms. Fig. 3 shows the TypeScript implementation of the state machine
MD in Fig. 2: the machine is called door and plays the role 'D' (line 2). Lines 5–12 define
the states s0, s1, s3 that map to states 0, 1, and 3 in MD, respectively, as follows. Line
5 introduces the state named s0 while lines 6–9 define the transition that emits an event
of type closingTime, which is declared using the command method. The elided code on line
7 implements the business logic associated with the event emission, while line 8 specifies
the information attached to the emitted event (in this case, a timestamp). Lines 11 and
12 introduce the states s1 and s3. Finally, lines 15–17 define the accepting transitions. In
particular, line 16 specifies that when the machine is in state s0 and receives an event of type
closingTime, it accepts the event and transitions to state s3. The omitted code implements
the corresponding application-specific business logic.

Once the code is written, the Actyx toolkit enables static verification to check that a
machine’s implementation adheres to an intended behaviour. Specifically, it provides APIs
for defining swarm protocols, tools for projecting protocols onto roles, a type extraction tool
that reconstructs machines from TypeScript code, and a type-checking tool to check whether
the projected and extracted machines are consistent [3]. For instance, the Actyx toolkit can
verify that the code in Fig. 3 conforms to the machine in Fig. 2, that is projected from Fig. 1.

ECOOP 2026
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Going back to the theory, the use of swarm protocols ensures a key correctness property:
if a swarm S consists of machines projected onto the roles of the same swarm protocol G (such
as Warehouse in Fig. 1), then the swarm S enjoys eventual fidelity to G [40]. Intuitively, this
means that, once every event propagates to every machine in the swarm S, all machines will
reach a consensus on which events reflect a transition specified in G, and how they conform
to an execution of G. This property also holds if, to increase reliability, the swarm includes
multiple replicas of machines projected from the same role (e.g., in the example above,
multiple machines may play the forklift role FL). The formulation and proof of eventual
fidelity are quite challenging, as they must take into account the shape of G, the swarm event
propagation mechanics, and the subscriptions of each machine (i.e., which events it sees).

Our Objective: Compositional Design and Verification of Swarm Protocols. The
previously-published theory [40] and implementation [3, 39] of swarm protocols only support
monolithic swarm design and implementation: i.e., they do not support developing a large
and complex swarm by combining modular, reusable swarm protocols and swarms that are
designed, implemented, and verified independently.

Consider the (simplified) protocol Factory shown in Fig. 4 where a transport (T) requests
and picks a part, which is then utilised by an assembly robot (A) to build a car (emitting an
event of type car). Notably, the Factory swarm protocol only specifies T’s events partReq and
partOK, and does not specify how the part is obtained (i.e., what happens “in between” T’s
events); such a detail could be part of another swarm protocol – such as Warehouse (Fig. 1),
where T gets the part from a forklift FL. Intuitively, the Factory protocol is a high-level view
of a production process, whereas the composition of Factory and Warehouse describes the
complete process where both protocols run concurrently with the transport role acting as an
interface between them.

Now, suppose that the Factory protocol changes into an updated swarm protocol Factory′

(where, e.g., the assembly robot A coordinates with other factory devices): it would be desirable
to compose Factory′ and Warehouse (unchanged), obtaining a complete, updated production
process protocol. Correspondingly, the machines projected from the Warehouse swarm
protocol should be reusable: for example, it should be possible to deploy the implementation
of the door role D from Warehouse (shown in Fig. 3) into any swarm that is “compatible”
with Warehouse, without requiring manual changes depending on whether other machines
implement the protocol Factory or Factory′.

Unfortunately, this scenario cannot be addressed with swarm protocol results in literature.
There is no method to design Factory and Warehouse as separate protocols and compose
them at a later stage: a whole FactoryWithWarehouse swarm protocol must be designed
at once, and then used to project swarm machines. Moreover, if a detail of the “factory”
part of the FactoryWithWarehouse swarm protocol changes and leads to an updated protocol
FactoryWithWarehouse′, the change may also impact the machines of the “warehouse” part
– e.g., the machine obtained by projecting FactoryWithWarehouse′ onto role D may differ
from the projection of FactoryWithWarehouse onto D in non-trivial ways, meaning that the
implementation of the Door machine in Fig. 3 may not be reusable and must be manually
revised. Therefore, developing new swarms, or adapting existing swarms to new requirements,
is a challenging and time-consuming endeavour. It would be highly desirable to have methods
and tools to safely compose swarm protocols and corresponding machines from [40, 39],
enabling their reuse in new scenarios. In this work, we introduce such methods and tools.
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Contributions and Outline of the Paper. We present a novel theory and implementation
of compositional swarm design, development, and verification. Our approach is based
on interfacing roles: given n swarm protocols G1, . . . , Gn (each one being sequential, as
required by [40, 39]) with suitable roles acting as interfaces, we introduce their composition
G1 || . . . || Gn. Also, given n swarms S1, . . . , Sn whose machines are projected from G1, . . . , Gn,
we introduce a method to compose S1, . . . , Sn. This allows for creating large and complex
swarms by reusing and composing machines that were previously projected from the individual
swarm protocols G1, . . . , Gn. The details behind this broad intuition are quite subtle, due to
the highly dynamic nature of swarm protocols, swarms, and their properties – and to achieve
these results, we develop novel swarm-specific notions of well-formedness and compositionality.

In § 2 we provide an overview of our approach. § 3 presents our new swarm protocol
composition and well-formedness, with a method for computing well-formed subscriptions.
§ 4 defines a projection of swarm protocols onto machines, a branch-tracking semantics for
such machines, and proves their eventual fidelity to well-formed swarm protocols. § 5 presents
our results on correctly composing swarms which realise different swarm protocols. In § 6
we discuss the companion software artifact of this paper: an extension of the open source
Actyx toolkit that implements the theory of §§ 3–5 to allow the practical compositional
development of swarms; we compare experimental results on different strategies for computing
the subscriptions of composed swarms. We discuss related work in § 7 and conclude in § 8.
Due to space limits, we provide proofs and further details in a separate technical report [25].

2 Overview and Main Results

Before presenting our development, in § 2.1 we give an intuitive account of the swarm
framework in [40]. Then, in § 2.2 we outline our approach and summarise our main results.

2.1 Swarms and Swarm Protocols
As mentioned in § 1, a swarm is an ensemble of machines that can make progress independently
without requiring up-to-date global information or an always-active network connection.
Each machine M maintains a local log lM of events received from the surrounding swarm.
These events are unique and have a globally agreed-upon total order [14] (usually defined in
a coordination-free manner using timestamps, which we leave implicit) and are used by M to
update its state when newly arriving events alter lM .

A swarm protocol G provides a global view of the intended interactions that should take
place during the swarm execution. To ensure correct interaction at run-time, each swarm
machine plays a specific role R in G. To this end, a machine is obtained by projecting G onto
R; the projection operation is based on the subscription of role R, i.e., which event types a
machine playing role R observes while running. E.g., the machine in Fig. 2 is obtained by
projecting the Warehouse protocol in Fig. 1 onto role D using a subscription that associates
D with all the event types of the protocol except pos (emitted by FL). The event emission
closingTime! in state 0 adds an event of type closingTime to the machine’s local log and
leaves the machine in state 0, whereas accepting an event of type closingTime from the log,
denoted as closingTime?, transitions the machine to state 3.

For an intuitive presentation of the execution of a swarm realising the Warehouse protocol,
let us consider a possible run of a swarm of three machines – MT, MFL, and MD – respectively
implementing roles T, FL, and D:
1. Machine MT performs a request and emits the event partReq1 (of type partReq), which

it adds to its local log lT.

ECOOP 2026
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Warehouse S

T

Factory S′

1
Composition

Warehouse || Factory

Well-formedness
Def. 12

Branch-tracking
§ 4.3

5 Eventual fidelity
Def. 31

Algorithm 1
Thm. 16 & § 6

7

8

Interfacing roles
Def. 1

2

3

4

6

Def. 2

Thm. 32

subscription

Defs. 34 & 36

Thm. 38

Figure 5 A synoptic view of our approach to swarm composition, with the main constructions
and their dependencies.

2. This event is asynchronously propagated to the local log lFL = partReq1 of MFL, thus
making MFL reach state 1 from where it delivers the part and emits posX (of type pos).

3. The event posX reaches MT, which picks up the part and emits the event partOK1 (of
type partOK).

4. These events propagate to machine MD, who adds them to its local log lD = partReq1 ·
posX · partOK1 . It then closes the door emitting the event 8PM (of type closingTime).

Remarkably, when deploying a swarm, multiple machines may assume the same role
in G, in a way that generalises replicated state machines [46]. In our Warehouse protocol
for instance, other machines may play role FL in addition to MFL. Such a machine may
concurrently deliver another part by emitting an event, say posY ; eventually, all events
propagate to all machines, and all machines reach the same log. For instance, the log
partReq1 · posX · posY · partOK1 · 8PM · represents a case where event posY is emitted after
event posX ; therefore posY will be ignored by all machines. The business logic driving the
machine that emitted posY can detect and compensate for this reconciliation.

Following [40], the key correctness property of a swarm S with respect to a protocol
G is eventual fidelity. Intuitively, eventual fidelity means that once the events emitted by
the machines in S propagate to the whole swarm, all machines in S reach a consensus
corresponding to a valid execution of G. Notably, [40] proves that eventual fidelity is
guaranteed by construction whenever G is well-formed and the machines in S are correct
projections of the roles in G; in other words, the swarm S does not need any runtime
orchestration to be eventually faithful to G.

2.2 Achieving Compositional Swarms
Unfortunately, as discussed in § 1, the theory and results in [40] do not feature any form
of compositionality and do not support modular swarm development. In this work, our
key contribution is a new approach enabling the compositional design, implementation and
verification of swarms. This is a challenging endeavour that we tackle by introducing a brand
new notion of well-formedness that (i) ensures eventual fidelity of a swarm to a protocol, and
(ii) is preserved by composition (unlike the well-formedness in [40]). In Fig. 5 we provide
an overview of our approach showing how its main constructions are related and how they
interact; the overview leverages the Warehouse and Factory composition use cases in § 1.

The pivotal notion upon which we develop our theory is interfacing roles, i.e., roles shared
by protocols which “agree” on common event types. For instance, the transport role T is an
interface between the Warehouse and Factory. Our composition operator _ || _ ( 1 in Fig. 5)
essentially acts as a synchronised product of the behaviour of the protocols involved in the
composition. For instance, consider the composition Warehouse || Factory of Warehouse and
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0 || 0 1 || 1

3 || 0

2 || 1 0 || 2

0 || 3

3 || 2

3 || 3
T⟨partReq⟩ FL⟨pos⟩ T⟨partOK⟩

D⟨closingTime⟩

A⟨car⟩

D⟨closingTime⟩

D⟨closingTime⟩

A⟨car⟩

Figure 6 The composition Warehouse || Factory of Warehouse and Factory.

Factory shown in Fig. 6. All actions performed by the interfacing role T (i.e., T⟨partReq⟩ and
T⟨partOK⟩) are synchronised between Warehouse and Factory while actions of non-interfacing
roles (i.e., A⟨car⟩ and D⟨closingTime⟩) are interleaved. Note that (i) the interleaving of
A⟨car⟩ and D⟨closingTime⟩ shows that they are concurrent and (ii) the loop in Warehouse
disappears from the composed protocol since Factory requires the delivery of just one part.

We develop a novel compositional notion of well-formedness for swarm protocols ( 2 ).
This notion provides a sufficient condition for statically verifying that a swarm is eventually
faithful to a protocol ( 3 ). As part of this development, we refine the semantics of machines
w.r.t. [40] by introducing a new branch-tracking mechanism. Specifically, in our new machine
semantics, each emitted event contains a pointer to the most recent branching, joining, or
looping event (Def. 6) that precedes it. This pointer establishes an event causality chain
and allows machines to ignore events which are invalid because they are not caused by
the expected branching/joining/looping event (this is illustrated in Example 29). Such
a causality chain was not present nor needed in [40] – but it is necessary for swarms to
work correctly with our compositional well-formedness, which removes restrictions that were
assumed in [40]. Therefore, the new branch-tracking semantics allows us generalise the
correctness results in [40]; moreover, it allows us to reduce the size of subscriptions needed
to correctly track protocol choices ( 4 ), thus increasing the efficiency of the swarm. Crucially,
well-formedness and branch tracking ensure that a swarm of machines projected from a
protocol G is eventually faithful to G ( 5 ).

Another contribution of this paper is the definition and implementation of Algorithm 1
( 6 ) to compute well-formed subscriptions for the composition of a set of input swarm
protocols; Algorithm 1 computes the subscriptions based on the individual structures of the
input protocols (e.g., Warehouse and Factory) without computing their composition (e.g.,
Warehouse || Factory) as it can be exponentially larger than the input protocols ( 7 ).

Finally, we develop a composition and adaptation of machines in a swarm ( 8 ), ensuring
they are eventually faithful to the corresponding composition of swarm protocols.

3 Composing Swarm Protocols

In this section we introduce the composition operation on swarm protocols (§ 3.1) and our
new notion of well-formedness (§ 3.2). We then provide an effective method for computing
subscriptions that guarantee the well-formedness of a protocol with respect to those subscrip-
tions (§ 3.3 and Theorem 16). First, as in [40], we formalise a swarm protocol (or simply
protocol) G as a regular term from the following coinductive grammar:2

G co::=
∑
i∈I

Ri⟨ti⟩ · Gi where R1, R2, etc. range over roles

2 A term is regular if it consists of finitely many distinct subterms. This condition ensures that the
language generated by the co-inductive grammar is finitely representable either using the so-called “µ
notation” [45] or as solutions of finite sets of equations [18]. Also, there is a correspondence between
these structures and finite-state automata; the interested reader is referred to [18].

ECOOP 2026
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The protocol G above specifies that (any machine implementing) role Ri is expected to emit
an event of type ti (for some i ∈ I) and let the protocol continue as Gi. The summation
operator

∑
represents a nondeterministic choice, so the order of summands is immaterial.

We write G = 0 if I is empty. For readability we use the infix notation for summations; for
instance, for the protocol Warehouse in Fig. 1 we write:

Warehouse = T⟨partReq⟩ · FL⟨pos⟩ · T⟨partOK⟩ · Warehouse + D⟨closingTime⟩ · 0

3.1 Protocol Interface and Composition
We introduce some convenient notation: given a protocol G =

∑
i∈I Ri⟨ti⟩ · Gi, we write

R⟨t⟩ ∈ G if R⟨t⟩ occurs anywhere in G (and likewise for t ∈ G, and R ∈ G).
In Def. 1 below we formalise when two protocols interface; intuitively, this happens when

event types common to the protocols are emitted by common roles only.

▶ Definition 1 (Protocol interface). Two protocols G and G′ are interfacing iff for any R⟨t⟩ ∈ G
and R′⟨t⟩ ∈ G′, it holds that R = R′. The set of interfacing roles is {R | R ∈ G ∧ R ∈ G′}.
When R⟨t⟩ ∈ G and R is an interfacing role, we say t is an interfacing event type.

Def. 2 below formalises a protocol composition operator _ || _ that allows two protocols
to run independently (items 1 and 2) – except for the synchronisations imposed by the events
from their interfacing roles, if any (item 3).

▶ Definition 2 (Protocol composition). Given protocols G =
∑

i∈I Ri⟨ti⟩ · Gi and G′ =∑
j∈J R′

j⟨t′
j⟩ · G′

j as well as a set of roles R, we coinductively define:

G || R G′ co:=
∑

{Ri⟨ti⟩ · (Gi || R G′)
∣∣ i ∈ I, Ri /∈ R} (1)

+
∑

{R′
j⟨t′

j⟩ · (G || R G′
j)

∣∣ j ∈ J, R′
j /∈ R} (2)

+
∑

{Ri⟨ti⟩ · (Gi || R G′
j)

∣∣ i ∈ I, j ∈ J, Ri⟨ti⟩ = R′
j⟨t′

j⟩} (3)

We let _ || _ be left-associative and simply write G || G′ instead of G || R G′ when R is the set
of roles that G and G′ interface on.

By construction, _ || _ is an idempotent and commutative internal operation on protocols.
Note that we do not introduce new protocol-level syntax for composed protocols: more
precisely, the result of G || G′ is a protocol obtained by interleaving event types that G and
G′ do not share while synchronising shared event types.3

▶ Example 3. The swarm protocol composition Warehouse || Factory informally depicted in
Fig. 6 is obtained by expanding Warehouse || {T} Factory:

Warehouse || Factory = T⟨partReq⟩ · FL⟨pos⟩ · T⟨partOK⟩ ·(
A⟨car⟩ · D⟨closingTime⟩ · 0 + D⟨closingTime⟩ · A⟨car⟩ · 0

)
+ D⟨closingTime⟩ · 0

⌟

In general, when two swarm protocols are composed, only those interfacing event types
emitted in both protocols in the same order are included in the composition; if interfacing
event types are missing in a component protocol or emitted in different orders, then the
composition excludes behaviour present in the component protocols, as shown in Example 4.4

3 This design decision allows us us to maintain backward compatibility with existing tools (see § 6).
4 Such behaviour restrictions are not consequential for our theoretical development. If undesired, they

can be identified by checking whether the relevant transitions of G and G′ remain present in G || G′.
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▶ Example 4 (Protocol composition and behaviour restrictions). Consider the swarm protocol
Warehouse in Fig. 1, and Factory′ = T⟨partOK⟩ · T⟨partReq⟩ · A⟨car⟩ · 0.

By Def. 2, the composition Warehouse || Factory′ yields D⟨closingTime⟩ · 0 because the
interfacing role T in Factory′ emits an event of type partOK before those of type partReq
– whereas Warehouse follows the opposite order. As another example, letting R = {T}, we
have Warehouse || R 0 = D⟨closingTime⟩ · 0 – because, by Def. 2, R “blocks” the actions of
role T in Warehouse as it cannot synchronise with 0. ⌟

3.2 Well-Formedness of Swarm Protocols and Subscriptions
We now introduce our new notion of well-formedness (Def. 12), which builds upon the
following three properties: confusion-freeness (Def. 5), causal consistency (Def. 8), and
determinacy (Def. 10). Although these three properties have the same name as those in [40],
their definitions deviate significantly to accommodate compositionality. Crucially, our well-
formedness is more general than that of [40] (except in some minor corner cases discussed
later in Footnote 11), hence we do not lose expressiveness.

Before proceeding, we introduce some additional notation. Given G =
∑

i∈I Ri⟨ti⟩ · Gi,

the predicate G Ri⟨ti⟩−−−→ Gi holds for all i ∈ I and indicates that some role Ri can emit an
event of type ti causing the swarm protocol G to continue as Gi. We write G t−→ G instead of
G R⟨t⟩−−→ G when the role R is immaterial. We sometimes write G R⟨t⟩−−→ when there is G′ such
that G R⟨t⟩−−→ G′, and similarly for G t−→. We write G ⊑ G′ if G is a subterm of G′. We shorten
G t1−→ · · · tn−→ G′ to G t1...tn−−−−→ G′; therefore, given a sequence of event types l = t1 . . . tn, we
write G l−→ G′ if G t1...tn−−−−→ G′.

By Def. 5 a protocol is confusion-free if: (1) every event type is emitted by only one role;
(2) event types are deterministic, i.e., an event emision leads to only one possible continuation;
and (3) the same event type can be emitted by different subterms only due to concurrency,
i.e., any subterm accounts for a different interleaving of independent event types.5

▶ Definition 5 (Confusion-Freeness). A protocol G is confusion-free if:
1. For every t ∈ G, if R⟨t⟩, R′⟨t⟩ ∈ G, then R = R′.
2. For every G1, G2, G3 ⊑ G and t ∈ G, if G1

t−→ G2 and G1
t−→ G3 then G2 = G3.

3. There are G1, . . . , Gn for n ≥ 1 such that G = G1 || . . . || Gn and for every t ∈ G and
i ∈ {1, . . . , n}, there is at most one subterm G′ ⊑ Gi such that G′ t−→.

In Def. 6 below we characterise four categories of event types in a confusion-free protocol:
(1) concurrent event types (i.e., those that are causally independent, see Fig. 7); (2) branching
event types (i.e., those that introduce decision points, see Fig. 8); (3) joining event types
(i.e., those that synchronize multiple concurrent branches, see Fig. 7); (4) looping event types
(i.e., those that are repeated due to loops, see Fig. 9). Notice that these categories are not
mutually exclusive: for instance, an event type can be both joining and branching.

▶ Definition 6 (Concurrent, Branching, Joining, and Looping Event Types). Let G be a
confusion-free protocol. An event type t is:
1. Concurrent with a t′ ̸= t if there exist G1, G2 ⊑ G such that G1

t−→ t′

−→ G2 and G1
t′

−→ t−→ G2.6

5 Item 3 of Def. 5 can be expensive to check on an arbitrary G, but is immediate when the appropriate
G1, . . . , Gn are given upfront (which is the common case when composing protocols).

6 Note that our definition of “concurrent events” together with confusion-freeness (Def. 5) ensure that for
all Ga, Gb ⊑ G and ta, tb ∈ G where ta, tb are concurrent and Ga

ta−→ tb−→ Gb, we also have Ga
tb−→ ta−→ Gb.
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R′ ⟨t′ ⟩ R ′′⟨t ′′⟩

R ′′⟨t ′′⟩ R′ ⟨t′ ⟩

R⟨t⟩

Figure 7 t′ and t′′ are concur-
rent; t is joining for t′ and t′′.

R⟨t⟩

R ′⟨t ′⟩

Figure 8 t is branching
with t′.

R⟨t⟩

R′⟨t′⟩

Figure 9 t and t′ are looping.

2. Branching with a t′ ̸= t at G1 ⊑ G if there are G2, G3 ⊑ G with G1
t−→ G2, G1

t′

−→ G3
such that G2 ̸= G3 and t, t′ are not concurrent.

3. Joining for t′ and t′′ at G3 if there are G1, G2, ⊑ G such that G1
t′

−→ G3, G2
t′′

−→ G3, and
G3

t−→ where t′ and t′′ are concurrent, but neither of them is concurrent with t.
4. Looping if there are G′ ⊑ G and l such that G′ l−→ t−→ G′.

A subscription σ (Def. 7 below) specifies which roles observe which event types; Def. 8 then
defines when a swarm protocol G is causally consistent w.r.t. a subscription σ. Intuitively,
causal consistency enforces two key requirements. First, each role must subscribe to the
event types it emits: this will be necessary later, when we define how to project machines
from G based on σ.7 Second, to follow the causal dependencies specified in the protocol,
roles must subscribe to the event types directly preceding the events they emit.

▶ Definition 7 (Subscription). A subscription σ is a mapping from roles to sets of event
types; i.e., σ(R) is the set of event types that role R subscribes to.

▶ Definition 8 (Causal-consistent swarm protocol). A protocol G is causal-consistent for a
subscription σ if, for all t′, R⟨t⟩ ∈ G:
1. t ∈ σ(R) and
2. t′ ∈ σ(R) if t′ and t are not concurrent and there is G1 ⊑ G such that G1

t′

−→ R⟨t⟩−−→.

▶ Example 9 (Causal consistency). Consider the Factory protocol in Fig. 4. By causal
consistency, the subscription σ(A) of the Assembly robot must include event types car and
partOK – respectively by the first and second condition of Def. 8. ⌟

Def. 10 below characterises subscriptions of determinate protocols, namely those where
each role R subscribes to the events that are crucial for tracking causality in a swarm protocol
G. Intuitively, depending on the category of an event type t in G (branching, joining,
or looping), Def. 10 require that (i) role R must subscribe to any event types that are
branching with t (clause Branching), (ii) R must subscribe to any concurrent event types
that immediatly precede t (clause Joining), and (iii) each role R must observe each loop
iteration, hence there must be at least one event type in each loop that all roles subscribe
to (clause Looping). Def. 10 relies on the set roles(t, G, σ), which is the set of roles that
subscribe to event types in G that causally depend on t according to σ. Formally,

roles(t, G, σ) = {R
∣∣ there are n ≥ 0, t0, . . . , tn, l1, . . . , ln such that:

t0 = t, G t0−→ l1−→ t1−→ · · · ln−→ tn−→ and
tn ∈ σ(R), and ti, ti+1 not concurrent for all 0 ≤ i < n}

7 As mentioned in § 2.1, and later formalised in Def. 25, if a machine playing role R emits an event of
type t, that machine will not change state unless it has an accepting transition for t. Subscribing R to
t ensures that the projection of a swarm protocol onto its roles (using Def. 21) will produce machines
that can change state by accepting every event type they emit.
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▶ Definition 10 (Determinate protocol subscriptions). A protocol G is determinate for
subscription σ if, for all G′ ⊑ G and t, R ∈ G
Branching: If t is branching with t′ at G′ and R ∈ roles(t, G′, σ), then t, t′ ∈ σ(R).
Joining: If t is joining for t′ and t′′ at G′ and R ∈ roles(t, G′, σ), then t, t′, t′′ ∈ σ(R).
Looping: If G′ l−→ G′ for some non-empty l then there are t′ ∈ l and G′′ ⊑ G′ such that

G′′ t′

−→ and t′ ∈ σ(R) for all R ∈ roles(t′, G′′, σ). We call t′ looping in σ.

▶ Example 11 (Branching vs. looping events). In Fig. 1, the loop Warehouse partReq−−−−−→ pos−−→ partOK−−−−→
Warehouse can be exited by event type closingTime, which branches with partReq. Con-
sequently, subscribing to partReq and closingTime is required by clause branching of Def. 10
– and the subscription to partReq also satisfies the clause looping. In general, if a protocol
contains a loop with a branching that exits the loop, then each branching event type that
continues the loop is also a looping event type in the subscription (by Def. 6) and subscribing
to it satisfies clause looping of Def. 10. ⌟

We now have all the ingredients to formalise when a swarm protocol is well-formed.

▶ Definition 12 (Well-formed swarm protocols). A protocol G is σ-well-formed if it is confusion-
free, causal-consistent in σ, and determinate for σ (Definitions 5, 8, and 10).

▶ Example 13 (Well-formed protocol and subscription). The protocol Warehouse || Factory in
Example 3 and Fig. 6 is confusion-free (by Def. 5). Now, take the assembly robot A and a
subscription σ such that Warehouse || Factory is σ-well-formed (by Def. 12): rule (1) of causal
consistency (Def. 8) requires car ∈ σ(A), implying A ∈ roles(partReq, Warehouse || Factory, σ);
therefore, from the branching rule of determinacy (Def. 10), we have partReq, closingTime ∈
σ(A). The joining and looping rules of Def. 10 hold vacuously, as there are no joining event
types or loops in Warehouse || Factory. ⌟

3.3 On Computing Subscriptions
This section introduces Algorithm 1 for computing subscriptions that guarantee well-
formedness (by Def. 12) for a composition G1 || . . . || Gn of given swarm protocols G1 . . . Gn.
In general, for any confusion-free swarm protocol G there is at least one subscription σ such
that G is σ-well-formed: it is the “total” subscription where each role in G subscribes to all
event types in G. However, if such a “total” subscription is used to project machines from G
(using Def. 21 later on), then the resulting swarm would consist of complex machines that
await the emission of all events emitted by all other machines, leading to inefficient executions.
It is hence worthwhile to compute smaller subscriptions that preserve well-formedness. Im-
portantly, for a composition G1 || . . . || Gn of n composable protocols (by Def. 14 below), our
Algorithm 1 operates on the input protocols without expanding their composition (Def. 2),
as the size of the expanded protocol may grow exponentially with n (as shown in § 6.2).

▶ Definition 14 (Sequential and composable swarm protocols). A protocol is sequential if it
does not contain concurrent events. A set of protocols is composable if they are pairwise
interfacing and each protocol is sequential and confusion-free.

Algorithm 1 takes a set {Gi}i∈I of composable protocols together with a set {σi}i∈I of
subscriptions, and generates a subscription σ such that G = G1 || . . . || Gn is σ-well-formed
and σi ⊆ σ holds for all i ∈ I. The algorithm initialises three sets:

σ, initially approximating the result as the union of the given σi. Each σi can be
understood as the specification of the event types that each role in Gi is interested in.
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Algorithm 1 Computing a subscription for a composition of protocols.

Input: A set {G1, . . . , Gn} of composable protocols and a set of subscriptions {σ1, . . . , σn}
Output: A subscription σ ⊇ σ1, . . . , σn such that G1 || . . . || Gn is σ-well-formed.

Let subscribers(G, σ) denote the roles that subscribe to some event type of G in σ.
σ :=

⋃
i≤n

σi

ifr := {R | ∃i, j ≤ n : i ̸= j ∧ R ∈ Gi ∧ R ∈ Gj}
conc := {{ti, tj} | i, j ≤ n, Ri⟨ti⟩ ∈ Gi, Rj⟨tj⟩ ∈ Gj , Ri /∈ Gj , Rj /∈ Gi}
repeat

for all i ≤ n, G′
i, G′′

i ⊑ Gi, and R, R′, t, t′ ∈ Gi do
Causal Consistency: If G′

i

R⟨t⟩−−→, then add t to σ(R); If G′
i

t′
−→ R⟨t⟩−−→, then add t′ to σ(R).

Branching: If t is branching with t′ at G′
i and R ∈ subscribers(G′

i, σ), then add t, t′ to σ(R).
Joining: For all j ≤ n, G′

j ⊑ Gj , and t′′ ∈ Gj such that G′
i

t′
−→ t−→, G′

j
t′′
−→ t−→, {t′, t′′} ∈ conc,

{t′, t} ̸∈ conc, {t′′, t} ̸∈ conc, and R ∈ subscribers(G′
i, σ): Add t′, t′′, t to σ(R).

Interfacing: If G′
i

R⟨t⟩−−→ G′′
i with R ∈ ifr and R′ ∈ subscribers(G′′

i , σ), then add t to σ(R′).
end for

until σ no longer changes
for all i ≤ n, G′

i ⊑ Gi, such that G′
i

t · l−−→ G′
i for some t and l, and R ∈ subscribers(G′

i, σ) do
Looping: If G′

i has no looping event type in σ, then add t to σ(R).
end for

ifr containing all interfacing roles.
conc containing all potentially concurrent event types, i.e., the pairs of event types
belonging to different components that are emited by non-interfacing roles.

The algorithm iteratively enlarges σ by applying monotone operations corresponding to
the definitions of causal-consistency (Def. 8) and branching and joining of determinacy
(Def. 10), together with the new operator interfacing, which is crucial for ensuring the correct
synchronisation of the protocols (as will be discussed below). The iteration terminates when
a fixed point is reached. The final phase ensures that every role that is involved in a term
that contains a loop l is subscribed to (at least) one looping event of l.

On the need of the interfacing step in Algorithm 1. One of the requirements of well-
formedness (Def. 12) is determinacy (Def. 10). Checking the determinacy of a composed swarm
protocol for a subscription requires the set roles(t, G′, σ) for subterms G′ = G′

1 || . . . || G′
n –

and computing that set would require the explicit computation of the expanded protocol
G′ (using Def. 2); however, the size of the expanded G′ can be exponential in n. To avoid
this exponential blow-up, Algorithm 1 uses the set subscribers(G′

i, σ) (where G′
i is a subterm

of one of the input protocols Gi) and its interfacing step to over-approximate the set
roles(t, G, σ) without explicitly expanding G = G1 || . . . || Gn. To see why this approach
yields the desired over-approximation, recall that R ∈ roles(t, G′, σ) holds if there exists a
path G′ t0−→ l1−→ t1−→ · · · ln−→ tn−→ such that t0 = t, tn ∈ σ(R), and every pair ti, ti+1 is not
concurrent for 0 ≤ i < n. Since ti and ti+1 are not concurrent, they must either belong to
the same concurrency-free input swarm protocol or they are separated by interfacing event

types that enforce their ordering. Consequently, there exists a path G′ t′
0−→ l′

1−→ t′
1−→ · · ·

l′
n′−−→

t′
n′−−→

satisfying the conditions above, where t′
1, . . . , t′

n′−1 are interfacing event types and t′
i, t′

i+1
occur within the same input protocol for 0 ≤ i < n′. The interfacing step propagates
subscriptions along this path, that is, if t′

i+1 ∈ σ(R), then also t′
i ∈ σ(R). Starting from

t′
n′ ∈ σ(R), repeated application of the interfacing step backwards along the path ensures that

t′
1 ∈ σ(R). Since t′

1 is in the same input protocol G′
i as t, we obtain R ∈ subscribers(G′

i, σ).
(This argument is formally stated in [25, §A, Lemma 39].)
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▶ Example 15 (Application of Algorithm 1 to Warehouse and Factory). We illustrate the
application of Algorithm 1 to the protocols Warehouse and Factory (depicted in Figures 1
and 4, respectively) and two empty subscriptions σ1 = σ2 = ∅. It is straightforward to
check that these two protocols are composable, since they are sequential, confusion-free
and they interface on T. Then, the algorithm initialises σ = σ1 ∪ σ2 = ∅, ifr = {T}, and
conc = {{closingTime, car}, {pos, car}}. Note that conc over-approximates the actual
pairs of concurrent event types. Indeed, only closingTime and car are concurrent in the
composition Warehouse || Factory (see Fig. 6). Now the algorithm starts the iteration with
the step causal consistency. Starting with role T and protocol Factory, we first add the event
types partReq and partOK to σ(T) because Factory has transitions where T emits such event
types. In Warehouse, the same role T emits partOK after FL emits pos; consequently pos is
added to σ(T). Subscriptions for the remaining roles, shown below, are obtained analogously.

σ =
{

T 7→ {partReq, partOK, pos}, FL 7→ {partReq, pos},

D 7→ {partOK, closingTime}, A 7→ {partOK, car}

}
Then, the branching step is executed. Note that partReq and closingTime are branching
in Warehouse. Therefore, (i) partReq is added to the subscriptions of the roles already
subscribed to event types of Warehouse, i.e., to D and A; (ii) analogously, closingTime is
added to T, FL, and A. Step joining is not actually applied in this example because its
conditions are not satisfied. Next, the interfacing step adds partOK to all roles that have
subscribed to some event that follows partOK in some of the protocols; hence, partOK is
added to FL because it already subscribed to partReq.

The fixed point of the iteration is:

σ =
{

T, FL 7→ {partReq, partOK, closingTime, pos}
D 7→ {partReq, partOK, closingTime}, A 7→ {partReq, partOK, closingTime, car}

}
In Warehouse, the event type partReq is looping in σ. However, it was already added to the
relevant roles due to the branching rule. Thus, the looping phase is not applied. ⌟

Theorem 16 below states that Algorithm 1 computes a subscription σ ensuring well-
formedness of the composed protocol. (Proof in [25, §A].)

▶ Theorem 16 (Correctness of Algorithm 1). If σ is a subscription computed from composable
protocols G1, . . . , Gn and σ1, . . . , σn using Algorithm 1, then G1 || . . . || Gn is σ-well-formed.

4 Realising Swarm Protocols as Swarms of Machines

We now address the problem of correctly realising a swarm protocol G (Def. 28), i.e.,
constructing a swarm of machines that interact as specified by G. We begin by fixing the
language for writing machines (§ 4.1). Following a top-down approach, we define a projection
operation (§ 4.2) to derive correct machines for the different roles of a protocol. Then, we
refine the swarm model introduced in [40] by adding a branch-tracking mechanism to the
semantics of machines (§ 4.3) in a swarm (§ 4.4). This revised semantics is essential for (1)
ensuring that the machines projected from a swarm protocol G are eventually faithful to G
(§ 4.5), and (2) enabling the composition of swarms (presented in § 5).

4.1 Machines
A machine models a swarm agent that processes a local log of events to make decisions
on the emission of new events. We define a machine as a grammar term (Def. 17) with a
corresponding finite-state automaton (Def. 18).
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▶ Definition 17 (Machine). A machine is a regular term from the coinductive grammar:

M co::= κ ·&i∈Iti? Mi where κ is a finite set of event types dubbed the emitter set

with ti ̸= tj for all i ̸= j ∈ I. We write 0 when κ = I = ∅.

▶ Definition 18 (Machine states and transitions). A machine M from Def. 17 can be described
as the deterministic finite-state automaton where:

Each distinct subterm of M (finitely many since M is regular) corresponds to a state.
The initial state is M itself.
There is an event acceptance transition M1

t?−−→ M2 whenever machine M1 has a
branch t? leading to M2

and an event emission transition M′ t!−→ M′ for any t in the emitter set of M′.

▶ Remark 19. The grammar-based presentation of machines (Def. 17) and the automaton
presentation (Def. 18) are equivalent: each distinct subterm corresponds to a state, branches
correspond to acceptance transitions, and emitter sets yield emission self-loops.

▶ Example 20. By Def. 18, the automaton depicted in Fig. 2 corresponds to the machine:8

MD = {closingTime} ·
(

(partReq? partOK? M) & (closingTime? 0)
)

Note that a closing-time event can be emitted only from MD (the initial state in the automaton
of Fig. 2) since closingTime belongs only to the emitter set of MD. Also note that in Fig. 2,
emitted events appear as self-loops: this is because (by Def. 18 above) a machine remains in
its current state while emitting an event; a state transition may occur only when a machine
accepts an event from its log. ⌟

4.2 Projecting a Swarm Protocol onto its Roles
By Def. 21 below, the projection of a swarm protocol G onto a role R yields a machine that
captures the behaviour of R in G. Specifically, the projected machine retains the event types
that are either emitted or subscribed to by R – and it disregards all other event types.

▶ Definition 21 (Projection). We coinductively define the projection of a σ-well-formed
swarm protocol G onto a role R as:

G ↓σ
R

co:= κ · &
{

t?(G′ ↓σ
R )

∣∣∣ ∃l : G l−→ t−→ G′ and l ∩ σ(R) = ∅ and t ∈ σ(R)
}

where κ =
{

t
∣∣ ∃l : G l−→ R⟨t⟩−−→ and l ∩ σ(R) = ∅

}
.

Observe that, by Def. 21, the initial state of the projected machine G ↓σ
R has:

A branch t? for every event type t that R subscribes to (by σ) and can be reached from
G after a (possibly empty) sequence of events of type l not subscribed to by R.
An emitter set κ consisting of all the event types that R can emit in G after a (possibly
empty) sequence of events of type l not subscribed to by R.

Hence, the projection G ↓σ
R may start by either emitting an event of a type in κ or proceed to

G′ ↓σ
R upon accepting an event of type t. Note that an event type t that is not subscribed to

by R does not appear in G ↓σ
R , i.e., the projected machine ignores all events of such a type t.

8 For readability, in our examples we often use brackets and infix notation for the branching operator &.
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G ↓σ
T =

partReq!

closingTime? partReq? pos?

partOK!

partOK? closingTime?

G ↓σ
D =

closingTime!

closingTime? partReq? partOK?

closingTime!

closingTime?

G ↓σ
FL = closingTime? partReq?

pos!

pos? closingTime?

G ↓σ
A =

closingTime? partReq? partOK?

car!

closingTime?

car!

car?

car?
closingTime?

Figure 10 Projection of G = Warehouse || Factory
(from Fig. 6) on roles T, D, FL, and A, using the subscrip-
tion σ defined in Example 22.

G ↓σ
T =

partReq!

closingTime? partReq? pos?
partOK!

partOK?

G ↓σ
D =

closingTime!

closingTime?
partReq?

partOK?

G ↓σ
FL =

closingTime?

partReq?

pos!

pos?

partReq?
closingTime?

Figure 11 Projection of G = Warehouse
(from Fig. 1) on roles T, D, and FL, using
the subscription σ defined in Example 29.

▶ Example 22 (Projection). Consider the swarm protocol G = Warehouse || Factory shown in
Fig. 6 and the following subscription (where E stands for the set of all event types in G):

σ = {T 7→ E \ {car}, D 7→ E \ {pos, car}, FL 7→ E \ {partOK, car}, A 7→ E \ {pos}}

The projections of G are shown in Fig. 10. ⌟

Notice that in Def. 21, when constructing the projection G ↓σ
R there might be multiple l

and Gi such that G l−→ ti−→ Gi, meaning the projected machine can accept or emit ti and then
reach one of potentially many different options for Gi ↓σ

R . Still, Lemma 23 ensures that if G
is well-formed, then G ↓σ

R relates G to only one unique machine.

▶ Lemma 23. If G is a σ-well-formed protocol, then G ↓σ
R is uniquely defined for all R.

Proof. (Outline; full proof in [25, §B].) The σ-well-formedness property ensures that the
projection satisfies G′ ↓σ

R = G′′ ↓σ
R for all sub-terms G′ and G′′ reachable from G by event types

not in σ(R) – so it does not matter which one is chosen in the construction of G ↓σ
R . This is

because the subscription σ includes all event types that can influence the future behaviour
of the projection – so in Def. 21, the event types selected in l (which are not in σ) do not
influence the shape of Gi ↓σ

R . ◀

4.3 Branch-Tracking Machine Semantics
In this section we define how machines emit events and process their local log of events. We
fix a set of events, ranged over by e ; each event has a unique event type t. An event log l is a
sequence e1 · e2 · . . . of pairwise distinct events. As anticipated in § 2.2, we incorporate a new
branch-tracking mechanism to the machine semantics originally proposed in [40] to establish
an explicit causal link between events. Such a link was not present nor needed in [40] – but it
is necessary for swarms to work correctly with our compositional well-formedness (Def. 12),
which removes restrictions assumed by the machine semantics in [40].

The behaviour of a machine M is determined by a log-processing function δ̂ (formalised in
Def. 24 below). Let T be the set of all event types. In defining δ̂, we assume that machines
are equipped with an additional element, which does not appear in [40]: A set of updating
event types M.UP ⊆ T .9 If an event e has a type t ∈ M.UP, we call e an updating event.

9 We will see in Def. 28 that this set is populated with branching, joining, and looping event types from a
swarm protocol.
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We also add to each event e a field e.lastup, which intuitively refers to the last updating
event that caused e. A machine M processes its log starting from the oldest event. When
processing an event e of type t, M performs a transition if:
1. There is an acceptance transition M t?−−→ M′; i.e., M accepts events of type t; and
2. e.lastup coincides with the last updating event observed by M; i.e., e.lastup is the last

updating event that causally preceded e.
If the two conditions above hold, then M accepts e and moves to the next state M′, i.e., the
continuation of the event acceptance transition, from which the remaning events in the log
are processed. Otherwise, M skips e and processes the next event in the log.

More precisely, in order to remember previously-seen updating events and check the
pointer e.lastup, each machine keeps a partial mapping lastup : T ⇀ E that associates each
event type t with the last updating event for the type t. The mapping lastup is built by the
machine while processing a log: initially, lastup is empty (i.e., ∅) and it is updated every
time a machine processes an updating event. The updating of lastup is performed as follows.
Let branch(M, t) be a partial mapping that, for each machine M and event type t, gives
the set event types that continue along the same branch as t until the next updating event;
specifically, if M t ?−→ t1 ?−−→ . . .

tn ?−−→ with t1, . . . , tn−1 /∈ M.UP and t1, . . . , tn not concurrent
with t, then t1, . . . , tn ∈ branch(M, t). The processing of an event e of type t by a machine
M that has an event acceptance transition M t?−−→ M′ is described by the following relation:

(M, lastup) e−→ (M′, lastup) if e.lastup = lastup(t) and t /∈ M.UP
(M, lastup) e−→ (M′, lastup[branch(M, t) 7→ e]) if e.lastup = lastup(t) and t ∈ M.UP.

where lastup[T 7→ e] denotes the update of lastup, namely the mapping that maps each event
type in the set T to event e, and behaves as lastup for other event types.

The mechanism through which a machine M processes a complete event log l , or equival-
ently determines its current state based on l , is specified by Def. 24 below.
▶ Definition 24 (Log-processing function). The log-processing function δ̂ is defined as
δ̂(M, l ) = δBT (M, l , ∅) where:

δBT (M, ϵ, lastup) = (M, lastup)

δBT (M, e · l , lastup) =
{

δBT (M′, l , lastup
′) if (M, lastup) e−→ (M′, lastup

′)
δBT (M, l , lastup) otherwise.

Note that in Def. 24, δ̂ is defined in terms of the auxiliary function δBT , which is in
charge of constructing lastup while traversing the log. Observe that δBT , and consequently δ̂,
returns a pair (M′, lastup) where M′ is the reached machine and lastup is the mapping built
after processing the log. Based on the current state computed by the log-processing function
δ̂, machines generate new events according to Def. 25 below.
▶ Definition 25 (Operational semantics of machines). A machine M with a local log l emits
events according to the following rule:

δ̂(M, l ) = (κ · &i∈Iti? Mi, lastup) t ∈ κ e has type t e.lastup = lastup(t)

(M, l ) t!=⇒ (M, l · e)
[emit]

The transition (M, l ) t!=⇒ (M, l · e) in Def. 25 reads as: “a machine M with a log l emits
an event e of type t.” Observe that the new event e is added to the end of the local log, and
the transition is possible only if, after processing l , the machine reaches a state κ · &i∈Iti? Mi

where the emission of events of type t is enabled (i.e., t ∈ κ). Moreover, e must be of type t
and must reference the last updating event for t.
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4.4 Swarms

A swarm (of size n) is a pair (S, l ) where:
S maps indices i ∈ {1, . . . , n} to machines and their local log, i.e. S(i) = (Mi, li);
l is a global log, i.e., a sequence consisting of all events generated by the machines in S
that preserves their order of generation. More formally:

Every log (global or local) l ′ = e1 · · · en totally orders its events using a relation <l′

defined as ei <l′ ej iff i < j;
The global log l contains all and only the events of the local logs li (for all i ∈ {1, . . . , n})
and preserves their respective ordering:

⋃
i∈{1,...,n} li = l and <li⊆<l .

For brevity, we may write S instead of (S, l ) (and call S a swarm) if the global log l is empty.

▶ Remark 26. The global log l of a swarm (S, l ) does not exist in actual swarm implementa-
tions: it is a formalisation device which models the global ordering and non-deterministic
propagation of events, as defined by swarm semantics formalised in Def. 27 below.

▶ Definition 27 (Swarm semantics). The behaviour of a swarm is defined by the smallest
relation closed under the following rules:

S(i) = (Mi, li) (Mi, li)
t!=⇒ (Mi, li · e) <li

⊆<l

(S, l · l ′) t!−−→ (S[i 7→ (Mi, li · e)], l · e · l ′)
[Local]

S(i) = (Mi, li) <li
⊂<l′⊆<l

(S, l ) τ−−→ (S[i 7→ (Mi, l ′)], l )
[Prop]

In Def. 27, rule Local formalises the emission of an event enabled at the machine at
S(i) of the swarm (S, l ). The emitted event e is appended to the local log of S(i) and non-
deterministically merged in the global log respecting the order of events previously generated
by S(i). Rule Prop models the asynchronous event log propagation among machines: for
some machine Mi with a local log li (that is strictly included in the global log l ), the rule
non-deterministically selects a log l ′ ⊆ l that contains li and transfers the events in l ′ to
li while preserving their order. Note that during an execution, machines can emit events
independently, and their local log may only partially reflect the “global state” in the global
log (due to the non-deterministic and asynchronous propagation of events).

Def. 28 below formalises the realisation of a swarm protocol G, i.e., a swarm whose
machines interact according to the roles G.

▶ Definition 28 (Realisation of a swarm protocol). A swarm (S, ϵ) of size n realises a protocol G
with respect to a subscription σ iff for all i ∈ {1, . . . , n}, (i) S(i) = (Mi, ϵ), and (ii) Mi = G ↓σ

R
for some R ∈ G; and (iii) Mi.UP is equal to the event types of G that are branching, joining,
or looping in σ. We also say that Mi realises R.

▶ Example 29 (Swarm protocol realisation and execution). Let E be the set of event types
in Warehouse (Fig. 1) and σ = {T 7→ E, FL 7→ E \ {partOK}, D 7→ E \ {pos}}. By Def. 12,
Warehouse is σ-well-formed. By Def. 28, the swarm SW below realises Warehouse w.r.t. σ:

SW = {iT1 7→ (MT, ϵ), iT2 7→ (MT, ϵ), iFL 7→ (MFL, ϵ), iD 7→ (MD, ϵ)}

where MT = Warehouse ↓σ
T , MFL = Warehouse ↓σ

FL, and MD = Warehouse ↓σ
D (shown in Fig. 11).

Notice that the machine in SW(iT1) and SW(iT2) play the same role T. By Def. 27, a possible
execution of the swarm SW is:
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(SW, ϵ) partReq!=====⇒ (S1, partReq1) S1 = SW[iT1 7→ (MT, partReq1)]
τ=⇒ (S2, partReq1) S2 = S1[iFL1 7→ (MFL, partReq1)]

pos!===⇒ (S3, partReq1 · pos2) S3 = S2[iFL 7→ (MFL, partReq1 · pos2)]
τ=⇒ (S4, partReq1 · pos2) S4 = S3[iT1 7→ (MT, partReq1 · pos2)]
τ=⇒ (S5, partReq1 · pos2) S5 = S4[iT2 7→ (MT, partReq1 · pos2)]

partOK!=====⇒ (S6, partReq1 · pos2 · partOK3) S6 = S5[iT1 7→ (MT, partReq1 · pos2 · partOK3)]
partReq!=====⇒ (S7, partReq1 · pos2 · partOK3 · partReq4) S7 = S6[iT1 7→ (MT, partReq1 · pos2 · partOK3 · partReq4)]
partOK!=====⇒ (S8, l ) S8 = S7[iT2 7→ (MT, partReq1 · pos2 · partOK5)]

τ=⇒
∗

(S9, l ) S9 = S8[iT1 7→ (MT, l ), iT2 7→ (MT, l ), iFL 7→ (MFL, l ), iD 7→ (MD, l )]

where, in states S8 and S9, the global log is l = partReq1 · pos2 · partOK3 · partReq4 · partOK5
and its events carry the following pointers:

partReq1.lastup = ⊥ (undefined)
pos2.lastup = partOK3.lastup = partReq4.lastup = partOK5.lastup = partReq1

In each state of the swarm, we compute the state of a machine for its local log using δ̂

(Def. 24), which in turn uses the branching, joining, and looping events in l to update the
mapping lastup and only considers events carrying correct pointers. For this example, when
the machines process the event partReq4, they will update their mapping lastup to obtain:

lastup[partReq, pos, partOk, closingTime 7→ partReq4]

In this updated mapping, all event types of Warehouse point to partReq4, which means that
the machines will only accept new events e such that e.lastup = partReq4. Observe that, in the
execution above, the event partOK5 was emitted by the machine with ID iT2 in response to
the event partReq1. Hence, partOK5.lastup = partReq1 ̸= partReq4; i.e., the event partOK5
is causally linked to partReq1 through branch tracking. Since the machines expect events,
whose lastup fields refer to partReq4, the event partOK5 is ignored by all machines after the
logs propagate. Once this happens in state S9, the machines reach the states:

δ̂(MT, l ) = (FL⟨pos⟩.T⟨partOK⟩.Warehouse) ↓σ
T

δ̂(MD, l ) = (T⟨partOK⟩.Warehouse) ↓σ
D

δ̂(MFL, l ) = (FL⟨pos⟩.T⟨partOK⟩.Warehouse) ↓σ
FL

Here, the machines MT and MFL expect the forklift to emit an event of type pos, while MD
(which does not subscribe to pos in σ) is waiting for an event of type partOK that has the
correct pointer and thus follows pos in the swarm protocol Warehouse. These states are
consistent with each other: (T⟨partOK⟩.Warehouse) ↓σ

D = ((FL⟨pos⟩.T⟨partOK⟩.Warehouse) ↓σ
D .

Thus they correspond to a valid run of the Warehouse swarm protocol. ⌟

▶ Remark 30. Running the swarm of Example 29 with the semantics of [40] can lead to a
state where the machines irremediably diverge due to the absence of branch tracking and the
resulting lack of event causality tracking. We illustrate this situation in [25, §H].

4.5 Eventual Fidelity of Swarm Protocol Realisations
In this section, we address the problem of ensuring that a swarm behaves correctly with
respect to a swarm protocol G. As our correctness criterion, we adopt the notion of eventual
fidelity (Def. 31 below). Intuitively, a swarm is eventually faithful to a protocol G if, in every
execution, once all machines have received all messages, they agree on the same consistent
view of the execution path of G. By consistent view, we mean that machines are able to
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determine which events belong to the effective execution path through G and disregard all
other events that may have been emitted inconsistently. We call such a view the effective log
(see [25, §C] for the formal definitions). Recall that the global log l of a swarm contains all
events emitted by the machines. The effective log w.r.t. G, written eff(l, G), is the sublog of
l that consists solely of those events of l that follow the earliest valid path through G and are
causally linked by branch tracking. We also define the effective log with respect to a specific
machine M, written eff(l, M), as the sublog of l containing only the events that M accepts
(i.e., all the events not ignored by the log-processing function δ̂).

To formalise the eventual fidelity of a swarm to a protocol G, we assign to every machine
in the swarm some role of G: we denote this by a mapping r from machines to the roles they
play. Eventual fidelity requires that if a machine M that plays role r(M) is provided with a
global log l produced by the swarm, then M accepts only those events which are in the global
effective log and to which r(M) subscribes. We denote such events by eff(l, G) ↓σ(r(M)),
which is the projection of eff(l, G) onto the event types that role r(M) subscribes to in σ.

▶ Definition 31 (Eventual fidelity). A swarm (S, ϵ) of size n is eventually faithful to a protocol
G with respect to a subscription σ if for all l such that (S, ϵ) →∗ (S′, l), for all R ∈ G, and
for all i ∈ {1...n}, we have eff(l, G) ↓σ(r(Mi))= eff(l, Mi) where Mi is the machine at S(i).

Theorem 32 below ensures that a realisation of a swarm protocol G (i.e., a swarm consisting
of machines projected from G, by Def. 28) is eventually faithful to G. (Proof: [25, §D].)

▶ Theorem 32 (Eventual fidelity of swarm protocol realisations). If a swarm S realises a
σ-well-formed protocol G, then S is eventually faithful to G with respect to σ.

▶ Example 33 (Effective logs and eventual fidelity). Consider the swarm protocol Warehouse
(Fig. 1), its projected machine MD = Warehouse ↓σ

D , (Fig. 11), and the log l from Example 29.
By [25, Definitions 41 and 42], the effective logs for Warehouse and MD filtered from l are:

eff(l , Warehouse) = partReq1 · pos2 · partOK3 · partReq4
eff(l , MD) = partReq1 · partOK3 · partReq4

Therefore, we have eff(l , Warehouse) ↓σ(D)= eff(l , MD): hence, the effective logs for the
machine and the swarm protocol align, as required by eventual fidelity (Def. 31). ⌟

5 Composing Machines and Swarms

In this section, we present an approach for realising a composition of swarm protocols
G1 || . . . || Gn by composing swarms of pre-existing machines which realise the individual
protocols Gi (for i ∈ {1, . . . , n}). This is crucial for enabling the reuse of pre-existing machines
and their deployment in new, larger swarms (that we implement in § 6). We first formalise
the composition of machines (§ 5.1); then, we introduce an automatic adaptation mechanism
(§ 5.2) for such pre-existing machines, enabling us to compose entire swarms (Algorithm 2)
while guaranteeing eventual fidelity to the composed swarm protocol (Theorem 38).

5.1 Machine Composition
Similar to swarm protocol composition (Def. 2), in Def. 34 below we define the composition
of two machines M and M′ as a synchronised product. Intuitively, if a transition is common
to M and M′, the machines synchronise and the continuation of M || M′ is given by the
composition of both corresponding continuations of M and M′ (clause Common Events);
otherwise, the continuation of M || M′ is the composition of the continuation of either M or
M′ with the other machine unchanged (clauses Events Unique).
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▶ Definition 34 (Machine composition). Let M := κ · &i∈Iti?Mi and M′ := κ′ · &j∈Jt′
j?M′

j

be machines. Let T be the set of event types that occur in both M and M′. The composition
of M and M′, written M || M′, is defined as M || T M′, which in turn is coinductively defined:

M || T M′ co:= κ′′ · &k∈Ktk?Mk

where K is the smallest set such that for all i ∈ I, j ∈ J :
Common Events (ti ∈ T , ti = t′

j): There is a k ∈ K with tk = ti and Mk = Mi || T M′
j.

Events Unique to M (ti /∈ T ): There is a k ∈ K with tk = ti and Mk = Mi || T M′.
Events Unique to M′ (t′

j /∈ T ): There is a k ∈ K such that tk = t′
j and Mk = M || T M′

j.
Then, the emitter set κ′′ is κ′′ = (κ ∪ κ′) ∩ {tk | k ∈ K}.

Note that by Def. 34, the acceptance transitions of M || M′ consist of the acceptance
transitions of both M and M′; common transitions are synchronised via the set T , hence
they are only enabled in a state if both M and M′ can take them. Further, an event type
t belongs to the emitter set of M || M′ if and only if (i) t belongs to the emitter set of
either M or M′, and (ii) either t ∈ T and both machines accept t, or t ̸∈ T and one of the
machines accepts t. This means a machine either implements an interfacing role and thus
only emits events in T or it is non-interfacing and thus only emits events not in T . Also
note that, as with swarm protocol composition (Def. 2), we do not introduce new syntax
for composed machines: composed machines are treated as ordinary machines, to maintain
backward compatibility with existing tooling (that we extend in § 6).

▶ Example 35 (Relating swarm protocol composition, projection, and machine composition).
Consider the swarm protocols Warehouse and Factory in Figures 1 and 4, and the subscription
σ from Example 22. Also consider the projected machines Warehouse ↓σ

D in Fig. 11, and
Factory ↓σ

D = partReq? · partOK? · 0. If we compose these two machines (using Def. 34), then
we derive the machine denoted as G ↓σ

D in Fig. 10, and therefore we have:

Factory ↓σ
D || Warehouse ↓σ

D = (Factory || Warehouse) ↓σ
D

Note that this holds because, in σ, the roles of both projected machines subscribe to the
interfacing event types that synchronise the composed swarm protocols (by Def. 2). ⌟

5.2 Machine Adaptation
In Def. 36 we introduce a function A that adapts a single machine M, projected from a swarm
protocol Gk, so that it behaves correctly when used in a swarm with other adapted machines
that were projected from swarm protocols G1, . . . , Gn. Intuitively, the adaptation function
A restructures the transition graph of M in two steps (described in more detail below): (1)
it adds automatically generated acceptance transitions to wait for extra synchronisation
event types required by a composed subscription σ, and (2) it disables transitions whose
continuations are incompatible with the other projections. Notably, A does not rewrite the
logic of M: the adapted machine looks different from M (see Example 37 below) but is still
just the original automaton with a thin structural wrapper that delays progress until required
synchronisation events are emitted by other machines, or disables incompatible paths.

▶ Definition 36 (Machine adaptation for swarm composition). Let G1, . . . , Gn be swarm
protocols with subscriptions σ1, . . . , σn. Let M be a machine that, for some k ∈ {1, . . . , n},
realises role R in the swarm protocol Gk for subscription σk. Let σ be a well-formed subscription
for G1 || . . . || Gn (obtained via Algorithm 1). Then, we define the machine adaptation A as:

A
(
M, (Gi)i∈{1,...,n}, R, k, σ

)
= (G1 ↓σ

R || . . . || (M || Gk ↓σ
R ) || . . . || Gn ↓σ

R ) .
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Algorithm 2 Swarm composition (shortened version of [25, §E, Algorithm 3]).
Input: G1, . . . , Gn composable protocols, which are respectively realised by swarms

S1, . . . , Sn for the subscriptions σ1, . . . , σn.
Mappings r1, . . . , rn that respectively map machines to the role they implement,
i.e., rk(Sk(i)) is the role realised by the machine at Sk(i).

Output: A swarm S that realises G1 || . . . || Gn.
1: Apply Algorithm 1 to obtain a well-formed subscription σ for G1 || . . . || Gn.
2: For each swarm Sk, for each machine Sk(i):

adapt Sk(i) into M′ = A
(
M, (Gi)i∈{1,...,n}, rk(Sk(i)) , k, σ

)
according to Def. 36.

3: Return a swarm built up from the machines adapted in the previous step.

We also set A
(
M, (Gi)i∈{1,...,n}, R, k, σ

)
.UP as the set of branching, joining, or looping event

types selected by Algorithm 1: this overapproximates the set of branching/joining/looping
event types of G1 || . . . || Gn.

To better see the effect of the adaptation A in Def. 36, observe that by Algorithm 1 we
have σk ⊆ σ, hence the subscriptions σ and σk may differ; consequently, Gk ↓σk

R and Gk ↓σ
R

may not coincide. Additionally, R might be an interfacing role; therefore, it might appear
in other protocols besides Gk. Hence, the input machine M must be adapted to play role R
while conforming to all protocols where R appears. Consequently, the adaption of M involves
the following two steps (that were outlined above):
1. M is composed with Gk ↓σ

R to adapt it to the behaviour expected by the subscription
σ (which may be larger than σk). This adaptation may force M to await and accept
additional events types, i.e., those in σ(R) that are not in σk(R).

2. M is also composed with the projections obtained from the remaining protocols of
the composition. This step may prune some transitions of M that are absent in the
other protocols and add necessary transitions from the other protocols to ensure correct
synchronisation in the composed swarm.

We extend the adaptation mechanism in Def. 36 to whole swarms: Algorithm 2 takes
a set of swarms that respectively realise protocols G1, . . . , Gn, and automatically generates
a swarm that realises G1 || . . . || Gn. Specifically, Algorithm 2 uses Algorithm 1 to find a
suitable subscription for the composition, and then it applies the adaptation function in
Def. 36.10 (For a more detailed version of Algorithm 2, see [25, §E, Algorithm 3].)

▶ Example 37 (Composing swarms by adapting their machines). Recall the swarm SW whose
machines are projected from the swarm protocol Warehouse and subscription σ in Example 29.
In order to compose SW with another swarm SF projected from Factory using Algorithm 2,
we apply the adaptation in Def. 36 to all machines in both SW and SF, and we obtain a
swarm SW || F that realises the composed protocol Warehouse || Factory. We illustrate this on
the forklift machine MFL = Warehouse ↓σ

FL. We first apply Algorithm 1 (as in Example 15) to
obtain a subscription σ′ such that Warehouse || Factory is σ′-well-formed, and which contains
the initial σ and the interfacing event types needed for synchronising the machines that
implement Warehouse and Factory. By Def. 36, the machine adaptation of MFL is:

A(MFL, (Warehouse, Factory) , FL, 1, σ′) =
(

MFL || Warehouse ↓σ′

FL

)
|| Factory ↓σ′

FL

10 The complexity of Algorithm 2 is exponential in the size of the projections of the input protocols; instead,
a “monolithic” adaptation (i.e., composing input machines with a projection of the whole composition
G1 || . . . || Gn) would be exponential in the input protocols. If all roles subscribe to all event types,
then these complexities are equal, because protocols and projections have the same sizes. However, in
practice, the subscriptions (thus, the projections) are usually much smaller, hence Algorithm 2 is more
efficient: e.g., in our experiments in § 6.2, the roles only need to subscribe to ∼30% of the event types.
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Figure 12 How Def. 36 adapts the machine MFL = Warehouse ↓σ
FL to Warehouse || Factory.

where “1” is the index of Warehouse in the tuple (Warehouse, Factory). The stages of the
adaptation are depicted in Fig. 12, where the state numbers show the relationship between
the original machine and its adaptations. The original MFL is adapted with the projection of
its original swarm protocol (Warehouse) using σ′ (computed with Algorithm 1) to obtain the
machine MFL || Warehouse ↓σ′

FL: observe that this adapted machine has an additional state 3
which forces the machine to wait for an event of type partOK after pos, between the original
states 2 and 4. When MFL || Warehouse ↓σ′

FL is further composed with Factory ↓σ′

FL, the adapted
machine loses the possibility in state 4 of awaiting another event of type partReq and looping
to state 2: hence, in state 4, the adapted machine can only await and process an event of
type closingTime. Using Algorithm 2, this final machine is added to the adapted swarm
SW || F. Then, Algorithm 2 repeats this adaptation for every machine in SW and SF. ⌟

We can now state the correctness of our swarm composition procedure. (Proof: [25, §F].)

▶ Theorem 38 (Correctness of swarm adaptation and composition). Let S be a swarm ob-
tained by applying Algorithm 2 to swarms S1, . . . , Sn, protocols G1, . . . , Gn and subscriptions
σ1, . . . , σn. Then, S is eventually faithful to G1 || . . . || Gn.

The key insight in the proof of Theorem 38 is that the subscription σ computed by
Algorithm 1 includes all the events needed for the synchronization of the composed swarm.
This ensures that each adapted machine is a correct projection of the composed swarm
protocol. Therefore, a machine adapted from the input swarm Si will execute without
desynchronising and diverging from other machines adapted from another input swarm Sj

(for i, j ∈ {1 . . . n} such that i ̸= j).

6 Implementation and Experiments

We now present our implementation of the theory in §§ 3–5. In § 6.1 we discuss how we
extend the open source Actyx toolkit [3] to support branch-tracking machine semantics
and machine adaptation (which are key elements of our compositional approach), and to
statically verify our new, compositional well-formedness of swarm protocols. Then, in § 6.2
we benchmark different strategies for computing the subscriptions of composed swarms.

Our implementation is available in the companion artifact of this paper. It enables a
worfklow for constructing complex swarms from simpler ones, where a developer can (1)
assemble a library of swarm protocols and corresponding machine implementations, (2)
compose a set of protocols to model a desired scenario, and (3) automatically adapt the
machine implementations (via Algorithms 1 and 2) so they follow the composed protocol.

6.1 Branch Tracking, Adaptations, and New Verification Facilities
Branch Tracking and Adaptation. The machine-runner library [2] of Actyx features a
TypeScript API to program machine implementations. E.g., Fig. 3 shows the implementation
of a machine M (as formalised in Def. 17) for the role D of our Warehouse use case.
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The machine-runner library also helps instantiating and running machine implement-
ations in a swarm using the Actyx middleware [1] which implements the log propagation
mechanisms described in § 4.4. Let us discuss our extension of machine-runner.

To support our new branch-tracking semantics (Def. 24), (1) we added a pointer e.lastup
(“previous updating event”) to each event e, and (2) we modified machine-runner to produce
and use e.lastup. We also added new methods to automatically adapt machine implementations
by Def. 36. This allows developers to re-use and deploy existing machine implementations
in composed swarms. For example, to adapt the machine implementation door of role D in
Fig. 3 to the composed swarm Warehouse || Factory, a programmer can simply invoke:

adaptedDoor = adaptMachine('D', listOfProtocols, 0, subscriptions, [door, s0])

The parameters to adaptMachine are the machine role D, a list of the swarm protocols in the
composition, the index of Warehouse in that list, a well-formed (and automatically generated)
subscription for the composition, and the original door machine with its initial state.

New Static Verification Facilities. The machine-check library of Actyx can statically
verify (i) the well-formedness (as defined in [40]) of a protocol G w.r.t. subscription σ,
and (ii) whether the machine implementation of a role R of G emits and accepts events
as specified by the projection of G ↓σ

R . We extended machine-check to verify our new
well-formedness of protocol compositions (Definitions 2 and 12) and generate well-formed
subscriptions (Algorithm 1). We also updated the machine-check projection code (which
was based on [40]) to conform to our revised projection in Def. 21. This enables (1) the static
verification of machine implementations in composed swarm protocols, and (2) the automatic
adaptation of previously-implemented machines to work correctly in a composed swarm.

6.2 Experiments on Compositional Subscription Computation

A key element for the correct composition of protocols and swarms is the availability of a
subscription σ suitable for composition (required by Def. 31 and Theorem 32). We analyse
the performance and trade-offs of Algorithm 1, which computes such subscriptions (see § 5).

Algorithm 1 may compute a subscription larger than necessary, causing non-optimal
performance in the deployed swarm. Therefore, we compare Algorithm 1 with a naive
algorithm (available in [25, §G]) that computes the “exact” subscription by directly applying
Def. 12. More precisely, this algorithm takes a set {G1, . . . , Gn} of composable protocols and
subscriptions {σ1, . . . , σn}, expands the composed protocol using Def. 2, and applies Def. 12
to produce the smallest σ ⊇ σ1, . . . , σn for which G = G1 || . . . || Gn is σ-well-formed. As
mentioned in § 3.3, the expansion of the n composed protocol makes the time complexity of
this “exact” algorithm exponential in n – whereas Algorithm 1 is polynomial in n.

Benchmark Selection and Experimental Setup. We created a benchmark consisting of
454 sets of randomly-generated swarm protocols. Each set consists of n swarm protocols
G1, . . . , Gn (with n ∈ {1, . . . , 10}) with up to 9 roles each; each role emits up to 9 event types.
To cover a broad range of possible practical cases, the random generation produces variety of
branching and looping patterns; moreover, protocols Gi and Gi+1 share an interfacing role,
for all i ∈ {1, . . . , n − 1}. To avoid behaviour restrictions (Example 4), all protocols follow a
pattern: two interfacing event types t1 and t2 may be separated by a random number of
choices with non-interfacing event types, but t1 and t2 are always enabled in the same order.
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Our experiments invoke both Algorithm 1 and our “exact” algorithm on empty input sub-
scriptions, to obtain the smallest possible output subscription for each protocol composition
G1 || . . . || Gn. We measured the execution times using Criterion [23]; for each randomly-
generated set of protocols, Criterion invoked Algorithm 1 and the “exact” algorithm at least
50 times after 3 seconds of warm-up, reporting averages, medians, and standard deviations.

Results. Fig. 13 plots the execution time measured in our experiments against the number
of transitions in the composition G1 || . . . || Gn; note that the number of transitions grows
exponentially in n. As expected, Algorithm 1 is more scalable than the “exact” algorithm,
which suffers from the exponential blow-up of the composition: e.g., generating a subscription
for a composition of protocols with ∼105 transitions takes ∼0.01 seconds for Algorithm 1
and ∼10 seconds for the “exact” algorithm. Notably, the trends in Fig. 13 persist if we
discount the time needed to expand the composition of protocols before invoking the “exact”
algorithm – which spends much more time applying Def. 12 on the expanded composition.

Fig. 14 compares the accuracy of the two algorithms, measured as the fraction of event
types involved in the generated subscription σ. Specifically, Efrac is the fraction of all event
types subscribed to by a role in σ on average across all roles. For instance, Efrac = 0.2 means
that, on average, a role subscribes to one out of five event types, while Efrac = 1.0 means that
all roles subscribe to every event type. In general, a lower Efrac means less subscriptions and
a higher degree of concurrency, leading to a swarm with smaller and more efficient machines.
The plot shows that the “exact” algorithm requires roles to subscribe to ∼22.4% of all event
types in the input protocols. Algorithm 1 requires subscribing to ∼29.9% of the event types,
which is quite close to the “exact” algorithm. The difference occurs because Algorithm 1 may
not see that parts of the input protocols become unreachable in the composition, and thus,
may produce redundant subscriptions to some updating event types; also, Algorithm 1 adds
interfacing event types to subscriptions (even when not required by well-formedness). This is
necessary to ensure correct machine adaptation without expanding the composed protocol.

Comparing Subscription Sizes with Those of [40]. In § 2.2 we mentioned that the well-
formedness definition of [40] may lead to larger subscriptions than necessary, compared to
our Def. 12 and Algorithm 1. We now quantify this claim experimentally. Fig. 15 compares
the sizes of minimal well-formed subscriptions according to our Def. 12 and [40] for 2093
randomly generated swarm protocols. Since [40] does not support concurrent events, these
2093 protocols are sequential (Def. 14), hence the minimal well-formed subscriptions for [40]
and Def. 12 are larger than those in Fig. 14. Fig. 15 shows that our Def. 12 and Algorithm 1



F. Furbach, L. Clorius, R. Kuhn, H. Melgratti, A. Scalas, and E. Tuosto 7:25

require roles to subscribe to ∼47.6% of all event types in the input protocols on average,
whereas [40] requires ∼70.8%.11 Fig. 15 also shows that, for sequential protocols, Algorithm 1
yields the same output subscriptions as the “exact” algorithm: this is because the protocols
contain no interfacing event types, nor behaviour restrictions like those in Example 4.

7 Related Work

This work embraces the research path taken in [40], advocating local-first cooperation [38, 37]
in the design, analysis, and development of distributed applications modelled as swarms
of machines, using swarm protocols as a specification language. We tackle the problem of
compositional design and verification of swarms – which was left open in [40] and, to the
best of our knowledge, is not addressed elsewhere. The importance of modularisation for
managing software complexity has been well established since early work [44]: separate parts
of a system should be composed via well-defined interfaces that hide implementation details
between components. We accomplish this using interfacing roles (Def. 1) whose emitted
events act as the glue that binds different swarm protocols and swarms into larger ones.

Technical Differences w.r.t. [40]. Besides introducing our new compositionality results, in
this work we simplify the theory of [40] aligning it to the common usages of the open source
Actyx toolkit [3], without reducing the expressiveness of the model:

The grammar in Def. 17 is as in [40], except that we do not explicitly model the “commands”
a machine performs when emitting events: we assume a 1:1 correspondence between
events and commands, leaving the latter implicit. Moreover, our transitions range over
single event types instead of finite non-empty sequences of event types.
In Def. 27, our rule Local simplifies the corresponding rule in [40]: since we have
a 1:1 correspondence between events and commands, the shuffling operator of [40] is
unnecessary. Also, our rule Global simplifies the corresponding rule in [40].12

A key challenge of our compositional approach, compared to the “monolithic” approach
of [40], is that in the monolithic setting, the eventual fidelity of a machine M is only ensured
if M knows and accepts the guard event for every command that precedes M’s event emissions
– and this, in our one-event-per-command setting, would mean that M must know and accept
all events that precede M’s emissions. However, in our composed swarms, a machine M
projected from one swarm protocol may encounter events produced by other machines and
protocols that M did not originally anticipate. To address this, our revised machine semantics
(§ 4.3) tracks event causality more precisely, requiring a machine M that plays role R to accept
only those events that can affect R’s behaviour. This is achieved via updating event types
and our improved swarm semantics (Def. 27): each event carries minimal causal information,
i.e., a pointer to the last relevant updating event observed by the emitting machine. This

11 In Fig. 15, the boxplots of the “exact” algorithm and Algorithm 1 contain two outliers with Efrac = 1,
greater than all values in the boxplot for [40]. These outliers are very small protocols with a choice
where a role R only appears in one of the branches. In this case, our Def. 12 requires R to subscribe to
event types in all branches of the choice, whereas [40] only requires R to subscribe to the branch where
R participates. Hence, our Def. 12 requires additional subscriptions for such cases – but it also provides
a stronger guarantee w.r.t. [40]: a machine playing role R can determine if the swarm is following a
branch of the protocol where R is not involved.

12 More specifically, the closure property imposed on the sub-log l′ in [40] is not necessary in this work.
This is because we do not need to ensure that for each event e in the global log l emitted by a machine
of a swarm S, say S(j), l includes each event e′ that precedes e in the local log of S(j).
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allows a machine to decide whether to accept or ignore an event. The main result of [40] is
that any swarm S that realises a well-formed G is eventually faithful to G; we generalise this
result to composed swarms and protocols in §§ 4.5 and 5.2.

Global Types and Behavioural Types. Swarm protocols are inspired by global types,
a.k.a. choreographies [32, 33]; they describe multiparty interaction pattern from a global point
of view, and they can be projected onto roles to obtain local specifications, against which one
can check the correctness of implementations. The literature on global types / choreographies
includes compositional approaches: e.g., partial choreographies that can be composed
ensuring deadlock-freedom [42], and refinements to replace part of a choreography with a
more complex one [20]. However, the highly dynamic and non-deterministic semantics of
swarms is significantly different from the semantics in global types literature. When compared
to the literature on behavioural types [26, 34, 5], our approach and [40] significantly depart
from the usual assumptions. Standard behavioural typing approaches ensure all interacting
components are aware of the current state of the distributed computation. In contrast, we
aim at eventual consistency [14]: i.e., machines can make transient discordant choices that are
reconciled as the logs propagate in the swarm. This is akin to data replication methods, where
there is a trade-off between availability, consistency, and partition tolerance [28]. Several
approaches have emerged to balance this trade-off, including conflict-free replicated data
types [47], cloud types [15], consistency contracts [49], invariants [30, 36, 7], linearizability [51],
and operational models for applications such as GSP [16, 29]; a key difference in our approach
lies in how we achieve eventual consistency, and how we introduce compositional mechanisms.
Moreover, in standard behavioural type sytems, the variability in the number of participants
has been addressed via parametricity, e.g. in multiparty session types [52, 21, 22, 17, 35]:
this requires explicit handling of the parameters of the protocol. Instead, swarm protocols
do not restrict the number of instances playing a given role.

In behavioural types literature, most compositional approaches require component pro-
tocols to be aware that they are part of a composition: e.g. hybrid types [27] distin-
guish inter-component vs. intra-component interactions; other approaches allow composi-
tion via open endpoints [42, 50]. An approach closer to ours is Participants-as-Interfaces
(PaI) [9, 11, 12, 10, 13]. Like us, PaI allows viewing a closed system as an open one – but
PaI’s interfaces use complementary roles as forwarders that connect protocols, whereas our
interfacing roles simply play their roles and do not act as forwarders.

Choreographic Programming Languages [41]. differ from swarm protocols in both goals
and approach. Choreographic programs provide a global implementation of communicating
roles via point-to-point messages, with notions of compositionality inspired by programming
languages theory (e.g., higher-order choreographic programs [48, 19]). Swarm protocols and
projected machines, by contrast, serve as specifications only: machines are implemented
and checked separately, e.g., using the Actyx toolkit. Moreover, machines operate under
asynchronous, subscription-based event propagation, with possible event reordering and
machine replication. These goals and semantics are significantly different from choreographic
programming languages, and thus, they lead to a different notion of composition.

8 Conclusion and Future Work

We have presented novel results on the compositional verification and implementation of
swarms and swarm protocols. Our results enable a compositional swarm design process,
as well as the reuse of existing swarm systems and their extension with new functionality.
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We believe our novel compositionality results can be applied to other local-first distributed
systems. We have implemented our results in a custom version of the open source Actyx
toolkit for swarm application development [3], thus enabling the compositional design and
implementation of swarms in practice. We have also streamlined the swarm theory presented
in [40], while aligning it with the observed use of Actyx tools in the real world.

Future Work. Swarms and machines have some similarity with actor systems [31, 4]
(asynchronous communication, replication) but differ significantly in their semantics (out-of-
order event propagation). We are not aware of specific work on the composition of actor
systems – although the communicating finite-state machines used in [11, 12, 13] have analogies
with actors (message buffers can be seen as a form of mailbox), hence their approach to
compositionality may be applicable to actors. This is a valuable area of study, and we will
investigate whether our compositionality results can be applied to actor systems.

Currently, our method of composing protocols and swarms (Algorithms 1 and 2) and
our correctness result (Theorem 38) are limited to compositions of sequential protocols
without internal concurrency: i.e., we support compositions of the form G1 || . . . || Gn where
each Gi is a sequential protocol (by Def. 14) – and this allows us to reuse and compose all
swarm protocols that are well-formed according to [40], and all machines projected from
such protocols. However, we do not currently support arbitrary compositions of concurrent
protocols, like e.g. (G1 || G2) || (G3 || G4). To address this limitation, we plan to build upon our
results and generalise them to design a full-fledged module system for swarm development.
We will also study better compositional methods for the computation of subscriptions and
the minimisation of swarm machines, in order to improve the precision of our Algorithm 1
(measured in § 6.2) without losing scalability for larger swarms.
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