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—— Abstract
The Large Weight Syndrome Decoding problem LWSD is a fundamental problem in coding theory. It

consists in determining whether a given linear code admits a high Hamming weight vector associated
with a specific syndrome. LWSD is a variant of the classical syndrome decoding problem, which
conversely seeks a low Hamming weight solution for a linear system defined over the binary field F.
In this paper, we investigate a generalization of this problem to the case of a prime finite field Fz,
referred to as LWZSD. We propose several models using Boolean Satisfiability (SAT) formulas and
compare the efficiency of our approaches using state-of-the-art solvers.
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1 Introduction

Information security has become a major strategic concern for states, businesses, and citizens,
in a context where the multiplication of digital exchanges makes the use of cryptography
essential to ensure the confidentiality, authenticity, and integrity of sensitive data. In this
context, symmetric cryptography enables confidential communication between at least two
parties who share a common secret key, using a symmetric encryption algorithm (such as
AES [13]) to protect communications and enable secure key exchange or electronic signatures.
However, the emergence of quantum computers challenges the robustness of classical schemes,
leading the American National Institute of Standards and Technology (NIST) to launch a
standardization process for post-quantum algorithms based on asymmetric schemes which
rely on key pairs and hard problems, such as code-based decoding, to ensure robust security
against both classical and quantum adversaries [10].

Meanwhile, automated reasoning tools have become powerful instruments for analysis and
optimization in cryptography, particularly for refining attacks against classical symmetric
schemes [12, 21]. Yet, many algorithms remain understudied from this perspective and
the application of these tools to asymmetric and particularly quantum-resilient schemes
remains limited despite the existence of problems that naturally lend themselves to such
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approaches. In this regard, the propositional satisfiability (SAT) problem stands out as
a powerful automated reasoning tool capable of assisting in the analysis and exploration
of quantum-resilient cryptographic constructions. SAT consists in determining, given a
formula in Conjunctive Normal Form (CNF), whether there exists a variable assignment
that satisfies it [8]. It stands out as a fundamental decision problem in computer science
and artificial intelligence, used to solve a wide range of problems in various fields such as
cryptography [17, 29, 31], hardware and software verification [16], and planning [24]. Tt was
the first problem proven to be NP-complete [11].

In this paper, we focus on decoding problems. To ensure reliable information transmission
over noisy channels, error-correcting codes, specifically binary linear codes, are used to add
redundancy for detecting and correcting errors [26]. While codes in information theory are
typically designed to make this problem easy to solve for fluid communication, decoding
a binary linear code in the general case is an NP-complete problem [4]. Cryptographers
have been interested in this problem since the 1970s [19], when McEliece introduced the first
public-key encryption scheme whose security relies on the hardness of decoding a binary
linear code. With the advent of post-quantum cryptography, code-based cryptography
has grown significantly in recent years, with numerous efforts in both constructions and
attacks [20, 15, 22].

A problem of particular interest to cryptographers is syndrome decoding, which consists
in recovering the noise from the code’s parity-check matrix [3]. In practice, this problem
amounts to solving an underdetermined linear system modulo 2, under the constraint that the
solution must have a low Hamming weight. Recent work has explored modeling this problem
using CNF and XNF (XOR-CNF) formulas [5, 6]. Our work extends this line of research by
studying the Large Weight Syndrome Decoding problem (or LWSD). Unlike the classical
binary case, we consider here a generalization over a prime finite field F, (LWZSD). Moving to
Fz prevents the direct use of XNF formulas. We explore four distinct propositional encodings,
based on one-hot, unary, and binary representations. These approaches reformulate the
linear constraints modulo Z using auxiliary variables and Pseudo-Boolean constraints, while
also integrating the error weight constraint. We compare these different models to analyze
their respective performances with state-of-the-art SAT solvers.

This paper is organized as follows. In Section 2, we recall the fundamental concepts
necessary for our study, including the LWSD problem and the SAT problem. Next, in Section 3,
we introduce our CNF encodings of this problem. We then analyze the experimental results
obtained to compare these different approaches in Section 4. Finally, we conclude and discuss
future work in Section 5.

2 Preliminaries

2.1 Satisfiability

Let X = {x1,22,...,2,} be a set of Boolean variables that can take the values True (T or
1) or False (L or 0). A literal is either a variable x € X or its negation Z. A CNF formula
¢ is a conjunction of clauses ¢ = C1 ACy A --- A Cyy,, where each clause C; is a disjunction
(V) of literals. An assignment a : X — {True, False} is a function mapping each variable
in X to a truth value. Thus, a clause is satisfied by an assignment « if at least one of its
literals is satisfied by . A CNF formula ¢ is satisfied by an assignment « if all its clauses
are satisfied by a. In this case, the formula is said to be satisfiable and « is a model of ¢.
The propositional satisfiability problem (SAT) consists in determining whether a given
CNF formula is satisfiable. Modern SAT solvers are extremely efficient and manage to solve
formulas with a large number of variables and clauses in a remarkably short time, despite
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the established theoretical hardness of the problem. Indeed, these solvers are based on the
CDCL [28] (Conflict-Driven Clause Learning) algorithm and employ powerful mechanisms
such as conflict analysis, backjumping, and dedicated branching heuristics [8]. In our models,
we will also use Pseudo-Boolean (PB) constraints which impose a bound on a weighted sum
of literals (2?21 a; X ZZ-) ok where a;,k € Nand o € {<,=,>}. In the case where all weights
are set to 1 (and can therefore be omitted), such constraints are more commonly called
cardinality constraints. PB and cardinality constraints are typically used in solvers to impose
relevant bounds during the search and can be efficiently encoded into clausal form [25].

2.2 Large Weight Syndrome Decoding problem (LWSD)

Large Weight Syndrome Decoding problem (LWSD) is a fundamental variant of the syndrome
decoding problem which, given a binary linear code, consists in determining whether there
exists a codeword with a large Hamming weight. The generalisation of LWSD to the case of
a prime finite field Fz leads to LWZSD. We are thus interested in determining, for a given
linear code defined over F, the existence of a large weight codeword.

» Definition 1 (Hamming Weight). The Hamming weight wt(e) of a wvector e =
(€0, ..., en—1) € F% is defined as the number of non-zero components, i.e.,

wt(e) := |[{j €{0,...,n—1} | e; #0}]

» Definition 2 (LWZSD). Let F; be the finite field with Z elements, where Z is prime, and
let n, k, and t be integers such that k < n and t < n. An instance of the LWZSD(n, k, )
problem consists of a parity-check matriz H € F(ank)xn and a vector s € ]Fgfk (called the
syndrome). A solution to this problem is a vector e € F% such that He' =sT with wt(e) > t.

If we denote H; ; the coefficient in the i-th row and j-th column of the parity-check
matrix H, and s; the i-th component of the syndrome. LWZSD(n, k, t) can then be defined
as follows:

Ei: Y Hyj-ej=simodZ V0<i<n-—k-1 (1a)
0<j<n—1
wt(e) >t (1b)

Equation (1la) requires that, for each E;, the weighted sum of the components of the error
vector e is congruent to the syndrome s; modulo Z, while Equation (1b) ensures that e has
a Hamming weight at least equal to t.

» Example 3 (Large Weight Syndrome Decoding over F3). Let us consider a linear code over
F3 with parameters n = 5, k = 2, and a minimum weight threshold ¢ = 3. The parity-check
matrix H € F3*5 is given in systematic form [I3 | A] as:

10 01 2
H={10 1 0 2 1
001 1 2

Consider the syndrome s = (0,1,1)7 € F3. We seek a vector e € F3 satisfying He' = s'
(mod 3) with wt(e) >t = 3.
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1. Propose a candidate vector e: Unlike standard syndrome decoding which seeks a low
Hamming weight solution, here we are looking for a high weight solution. Consider the
candidate:

e=(1,0,2,1,2)7 ,

which has weight wt(e) =4 > 3, satisfying the weight constraint.

2. Verify the syndrome equation: We compute He' (mod 3):

1
100 1 2\ [0 6 0
He'=(0 1 0 2 1] |2]|=[(4]=(1] (mod3)
00112/ (1 7

2

The vector e = (1,0,2,1,2) " satisfies both conditions of LWZSD(5,2, 3): it is consistent with
the syndrome s, since He' = s' (mod 3), and has weight 4 > ¢ = 3.

The Wave signature scheme [14] illustrates one of the first cryptographic constructions
explicitly relying on the hardness of syndrome decoding over Fs for large weight error
words. Bricout et al. [9] studied this problem in detail, highlighting that the combinatorial
structure of large weight ternary decoding differs significantly from that of classical binary
decoding. Their analysis exploits algorithms based on Information Set Decoding (ISD)
techniques [23, 30, 2] and shows that the large weight case constitutes a relevant framework
for cryptographic applications. Indeed, this problem is considered a credible alternative to
the quantum threat, as Shor’s algorithms [27] do not apply to the structure of error-correcting
codes.

Algorithmic approaches to syndrome decoding have long been dominated by ISD tech-
niques, which perform a randomized search over information sets with high success probability.
These methods are highly optimized and represent the state of the art in practice. However,
they are inherently heuristic in nature, in the sense that they do not guarantee finding
a solution within a deterministic bound. In contrast, the SAT approach proposed in this
paper is exact: it either produces a certified solution or proves that none exists. While
the performance of SAT solvers does not yet surpass that of optimized ISD variants for all
instances, this work provides the necessary foundation for such a comparison.

More recently, classical syndrome decoding and the Low Weight Codeword problem
have been studied from the perspective of propositional satisfiability, resulting in SAT and
MaxSAT models in the form of CNF and XNF (XOR-CNF) formulas [5, 6]. These works
naturally exploit the XOR structure inherent to Fy to derive efficient encodings. In contrast,
the LWZSD problem involves fields F; where Z > 2, which limits the direct use of XOR
constraints. Consequently, those models are not directly transposable to our framework,
necessitating the study of dedicated encodings, which are presented in the following section.
Specifically, the One-Hot and Unary encodings are directly inspired by these prior models,
which we adapt to the finite field Fz and to the large-weight variant of the syndrome decoding
problem. We additionally introduce two novel encodings based on a binary representation of
the field elements.
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3 Modeling Large Weight Syndrome Decoding

3.1 Variables and Notations

In this section, we introduce the variables, sets, and notations that will be used in the
following sections to describe the various models. We denote by E; the i-th equation of
the system, for 0 < i < n —k — 1. To simplify the notations, let m = n —k — 1. To

encode each e; € {0,...,Z — 1}, we introduce the Boolean variables e; 1,€;2,...,¢e; z_1, for
0<j<n-—1,whereejr =14 e; > k. Inother words, if e; =v,thene;; =---=¢€;, =1
and ej 41 = -+ = ejz—1 = 0. For each equation F;, we define the set Vg, as the set of
indices of the variables appearing in E;. More formally, for all i € {0,...,m}, we have:

Ve, ={j€{0,...,n—1} | H; ; # 0}

For each equation E;, we consider the weighted sum of the variables appearing in it,
namely > ..y, H;je;. In this context, we introduce for each equation a set denoted Kg,,
corresponding to the set of integer values that this sum can take while satisfying the

congruence imposed by s;. To characterize this set, we begin by determining a lower bound.

Since the error vector e must satisfy wt(e) > ¢, meaning it contains at least ¢ non-zero
components, this implies that at most n — ¢ components of e are zero among the participating
variables. Consequently, we set m; = max(O, |Ve,|— (n— t)), which represents the minimum
number of non-zero components that must occur in E;. We then define V™ as the set of
indices corresponding to the m; smallest coefficients H; ; among j € Vg,. Hence, we can
formally define the lower bound oW eN by:

min

min

NO- min{v > Z H;j|v=s; (mod Z)}
JeVER

(@)

min

In other words, v, : is the smallest integer value congruent to s; modulo Z and greater than
or equal to the minimum achievable sum. Similarly, we can determine an upper bound for
the set Kp,. Indeed, each variable e; takes an integer value between 0 and Z — 1. Thus, the
weighted sum ) eV, H; je; reaches its maximum value when all variables e; are equal to
Z — 1. For this value to belong to the set Kp,, it must also respect the congruence imposed

by s; modulo Z. We therefore formally define vfﬁéx € N by:

()

max

=max{v < (Z-1) Z H;j|v=s; (mod Z)}
JEVE,

In other words, vl(ﬁzlx is the largest integer value less than or equal to the maximum possible
sum and congruent to s; modulo Z. We can then define the set of possible values that the
weighted sum i€V,
s; in Fz as follows:

H; je; can take in equation E;, accounting for the parity imposed by

Kg, = {ve { o)

min’ ‘o

vfﬁéx}’ v=s; (mod Z)}

Other variables will be introduced in the following sections, their semantics depending on
the specific context of each model.

3.2 One-Hot Encoding

To represent the value taken by the sum of the variables in each equation, we introduce
variables w;, for all (i,v) € {0,...,m} x Kg,, which are assigned to True if and only if
the sum of the variables in equation E; is equal to v, i.e., >
LWZSD(n, k,t) can then be written in the following form:

jevy, Hij€ej =v. The system
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Z—1
Z ZHi,jej,cJF Z VT = Z v, Y0<i<m (2a)

JEVE,; c=1 vEKE, veKp,

Y wiu=1, Y0<i<m (2b)
'uEKEi

ejoVeju1, V0<j<n—-1,2<v<27-1 (2¢)

n—1
Zej,l Z t (2d)
7=0

Constraint (2a), written as a PB constraint, enforces that the weighted sum of error variables
e; in equation E; is exactly equal to the value v chosen by the variables z; ,. Constraint (2b)
guarantees that only one sum value is selected for each equation. Constraint (2c¢) ensures
that if e; , = 1, then all e; . with ¢ < v are also equal to 1. Finally, constraint (2d) requires
the error vector e to have at least ¢ non-zero components.

» Proposition 4. The propositional formula induced by constraints (2) is satisfiable if and
only if the system LWZSD(n, k,t) admits a solution.

Proof. First, we establish that constraints (2a), (2b), and (2¢) are equivalent to the syndrome
Equation (1a). Let ¢ € {0,...,m}, noting that £ = 1 — Z, constraint (2a) can be written as:

Z—-1
Z HZJZ €j7c+ Z v(l_mi,v): Z v.
c=1

JEVE, vEKE, veEKpg,

This equality is equivalent to:

Z—-1
Z Hi,j (Z ej’c> = Z V- Tiw
c=1

JEVE, vEKE,

Under constraint (2c), the variables e; . constitute an encoding of the variable e;, with
ej = Zf;ll ej.c. We thus obtain:

E Hi’j . ej = E UV Tiw-

jGVEi UGKEi

Furthermore, constraint (2b) imposes that, for each equation E;, the variables x; , form a
one-hot encoding of the possible sum values modulo Z. Given the definition of the set Kg;,,
this constraint is therefore equivalent to the syndrome equation (1a) of the LWZSD(n, k, t)
problem. It remains to consider the weight constraint. By construction, the variable e; ; is
true if and only if e; > 1. Thus, we have:

Wt(e):’{je{o,...,n—l}|ej7é0}|:i:ej,1.
§=0

Constraint (2d) is thus equivalent to constraint (1b). This establishes the equivalence
between the solutions of the LWZSD(n, k, t) system and the assignments satisfying constraints
in (2). <
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3.3 Unary Encoding

We can also observe that, in the general case, the elements of the set Kg, increase by
increments of Z. To take advantage of this structure, we redefine the semantics of the
variables z; ,, as follows: z;, =1 & Zjein H; ;e; > v, Vv € Kg,. The system can then be
written as follows:

Z ZH,JejC + Z Z-Zi,=00 , Y0O<i<m (3a)

JEVE; =1 veKpg, \{vmm}

TiwVTiv_z, YO<i<m,veKg)\ {vmm} (3b)
€ivV€ju_1, VO<j<n-1,2<v<”7Z-1 (3C>
n—1

Z ej1=>t (3d)
=0

Constraint (3a) expresses, in PB form, the relationship between the weighted sum of error
variables e; in equation F; and the value selected among variables x;,. Constraint (3b)
guarantees that if ., e; > vistrue, then } .y, e; > v—Z is also true, thus ensuring the
consistency of the encodlng Constraint (3c) encodes the unary representation of variables e;.
It imposes that, whenever e;, = 1, all variables e; . with ¢ < v are also set equal to 1.
Finally, the weight constraint (3d) ensures that the error vector e has at least ¢ non-zero
components.

» Proposition 5. The propositional formula induced by constraints (3) is satisfiable if and
only if the system L\WZSD(n, k,t) admits a solution.

Proof. We demonstrate that, under constraints (3b) and (3c), the Pseudo-Boolean con-
straint (3a) is equivalent to the syndrome equation (1a) of the LWZSD(n, k, t) system. Noting
that T = 1 — x, constraint (3a) can be rewritten as follows:

Z—-1
SN Hijeje=vl+ > Z-(min—1)

JEVE, c=1 vEKp, \{o') 3

min

(2) (@)

We note here that by definition of the sets Kg,, we have ZveKE'\{v@ } Z = Umax — Upin-

Thus, similarly to the proof of Proposition 4, we can deduce the following equivalent form:

2: e =W §, .
2,7 J min 7,V
H;;-eij=uv + Z-x

JEVE, veKp, \{v{),}

min

Under constraint (3b), the consistency of the variables z; , for selecting successive values of
v in Kg, by increments of Z is ensured. Consequently, constraint (3a) is satisfied if and only
it > i€V, H; ;e; is equal to one of the elements of the set Kg,, which corresponds exactly
to the condition imposed by the syndrome equation (1la) associated with E;. |

3.4 Binary Encoding

In this section, our objective is to represent in binary the quotient of the Euclidean division
of the sum Z]ev
For each equatlon FE;, 0 < i < m, this constraint implies the existence of a unique integer
q € N such that:

Z HiJ' e; = 8; + Zq.
JEVE,

i,7€;, while naturally enforcing the congruence constraint imposed by s;.
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We then represent ¢ in binary using auxiliary variables x; , € {0,1}, defined by x; ¢, =1
if and only if the ¢-th bit of the binary representation of ¢ is 1, for 0 < ¢ < L; — 1. We
denote by b;(q) := (®i.L,—1, Ti,L;—2, - - -, Ti,0) the binary representation of ¢, where L; is the
minimum number of bits required to encode the maximum possible value of ¢ in equation F;.

We let b; ¢(q) denote the f th bit of this representation, such that b; ¢(q) = ;4. Specifically,
(1)

since we have defined v{Zy (resp. v,,;,) as the maximum (resp. minimum) possible integer

sum for equation F;, we can introduce the following notations:

(1)
VUmax — Si . o g
qg;x = Tl and ql(;?n = %1’

(4)

where gmax (resp. q( )

min

) represents the quotient of the Euclidean division of vr(nzix (resp. v

by Z. Thus, we can represent the quotient g as follows, with L; representing the number of
bits required for ¢:

())

min

Li—1
q= Z 2¢ Z; ¢, where L; = {logz (qfnzlx + 1)—‘ .
£=0

The LWZSD(n, k, t) system can therefore be written in the following form:

ZH”e]—i—ZZ2 ng—sz—i—ZZﬂ Vo<i<m (4a)
JEVE,
€joVejp_1, VO<j<n—-1 2<v<7-1 (4b)
n—1

Z €41 Z t (40)
7=0

Constraint (4a), written in PB form, expresses that the weighted sum of error variables
> Ve, H; ;e; satisfies the modulo Z relation, using the auxiliary variables x; o representing
the quotient ¢ in binary. Again, constraints (4b) and (4c) correctly encode the error variables
and require the error vector to have at least ¢ non-zero components.

» Proposition 6. The propositional formula induced by constraints (4) is satisfiable if and
only if the system L\WZSD(n, k,t) admits a solution.

Proof. Under constraints (4b), the Pseudo-Boolean constraint (4a) is equivalent to the syn-

drome equation (1a) of the LWZSD(n, k,t) system. For an equation E;, with ¢ € {0,...,m},
isolating the weighted sum of error variables in (4a) yields:

Z H”ej—sZJrZZQeZJrZ (zig—1)

JEVE,
Thus, by setting q := e 0 Lot x; ¢, we obtain the following form:
L;—1
D Hijey=si+Z ) 2wig=si+27q
J€VE, £=0

which corresponds to the syndrome equation (1a) for E;. <
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It should be noted that the expression s; + Zq does not account for the lower and upper
bounds imposed by the original problem. Indeed, for each equation E;, only sum values
belonging to the set K, are admissible. However, our current model also allows values that
should not be reachable, specifically, quotients ¢ such that s; + Zq ¢ Kg,. It is therefore

necessary to eliminate these invalid configurations by adding complementary constraints.

Below, we present two methods to enforce this restriction by acting directly on the quotient
and its representing auxiliary variables.

Exhaustive Filtering

Since ¢ is represented using L; bits, the maximum value it can take is 2% — 1. According to

the previous construction, the only admissible values for the quotient ¢ are those between
(4) (@)

Grin and gmax. Thus, all values in the following intervals should be forbidden:
1D =10,¢% 1 U 1¢@ 2% 1], Vie{o,...,m}

Consequently, for each forbidden value, we can add a clause that explicitly excludes the
assignment corresponding to that value. Such clauses must enforce that at least one bit of
the quotient is different and are formally written as follows:

\/ Tig V \/ Tig, Vie{0,...,m},vel® (5)
0<e<L;—1 0<e<L;—1
bi,e(v)=0 bi,e(v)=1

» Example 7. Consider v = 12, whose 4-bit binary representation is b;(v) = (1,1,0,0). The
resulting clause to forbid this value is: (Z; 3V ;2 Vi1V 2;0), which prevents the assignment
(wi,S, T5,2,%i,1, xi,O) = (]-a 1; 0, 0)

We obtain a first binary model that combines the set of Constraints (4) and (5). For
each equation F;, this exhaustive filtering method generates exactly one clause per forbidden
value of ¢. In order to reduce the number of clauses and achieve a more compact encoding,
we propose in the following section a more judicious method that acts directly on the binary
variables representing the quotient.

Compact Filtering

To begin, we define the set Ji (resp. Jr(m)n
in gl ( o

The treatment of the lower bound ¢

) as the set of indices where the bit is 1 (resp. 0)
(%)

r(fgn relies on a symmetrical reasoning.

Let (bi,r,—1,---,bi0) be the binary decomposition of qﬂgx. We identify the set of block

start indices, denoted by Bl(ﬁéx ={le Jé’f&x | bii—1 = 0}, which corresponds to the minimum
positions of each sequence of consecutive 1s in the binary representation of qr(ﬁ)ax.

> Example 8. Consider ¢\l = 111001101. Then J{, = {8,7,6,3,2,0}, and the set
By = {6,2}.

representing the binary prefix of qr(f;;x formed by

max
3 J I
the bits read from the most significant bit to the least significant bit, up to and including

the bit at index j. The variable p

We introduce auxiliary variables p!

max

satisfies the following equivalence, where j’ denotes the
first index greater than j in Bmax.
pﬁljdx < p;njax A /\ Ti1 N /\ Tig

J<I<G -1 J<k<j -1
bi1=1 b;.1=0

resp. ¢ ). In the following, we only detail the reasoning for the upper bound gmax-
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This relation is encoded in CNF by the following clauses:

/\ (pinax vV Zi l) A pinax \ \/ ‘Tz l )

JISLi—1 j<I<Li-1
bivlzl
Vie{0,...,m}, j = max(B{) ) (6a)
2 e % A AN (YO0 WO AN (2 Sl )
i<y -1 j<i<i’—1
bi1=1 b;,;1=0
Apmevprsy \) 2y \ @ |
JLISG =1 j<I<y~1
bi1=1 b;,;=0
Vi€ {0,...,m}, Vj € B\ {max(B{),)}, j' = min{l € By, |1 > j} (6b)

Thus, p;’5™ enforces the bits between j (inclusive) and j’, while recursively relying on i
to guarantee the consistency of the remaining prefix.

Recall that L; corresponds to the minimum number of bits required to represent qr(n?ix
such that s; + Z - qfnLX = vl(n?ix is the largest integer sum before the reduction modulo Z
belonging to the set Kg,. It is clear that the most significant bit b; ,,_; = 1. Thus, to obtain
a value strictly greater than qgéx, it is necessary to modify at least one of the lower-order bits
(indices from 0 to L; —2). To eliminate values greater than ql(ri)lx, we first forbid configurations
in which, between two bits set to 1, at least one bit set to 0 is flipped, thereby producing a

value strictly greater than qgéx. To prevent this, we can use the following clauses:

A (Pmvae), Vie{o...m), vj e B, =max{l € J, | 1<} (6c)
JH1<k<j—1

The above constraint allows the binary prefix up to index j (inclusive) to be identical to that
of qmax, while forbidding any bit strictly between j — 1 and j' + 1 from taking the value 1.
However, when we reach the last element of the set JI(TQLX, the lower-order bits may still be
equal to 0. In this case, it would be possible to obtain a value strictly greater than qr({i;x by
replacing one of these zeros with a 1. To prevent this, we generate the following clauses:

A (v, vie{o...m} j=min(J0,) if0¢ I, (6d)
0<k<j—1

By combining the constraints (4) and the clausal constraints of the compact filtering, we
obtain a model that eliminates values strictly greater than qr(flzix (and strictly smaller than
(4)

qmln
the number of bits required for the quotient ¢, the exhaustive filtering requires O(2%¢) clauses

by symmetric reasoning). Finally, note how, for a given equation E; where L; represents

without any additional variables whereas the compact one requires only O(L;) clauses and
variables.

» Example 9. Let n = 20, Z = 3, t = 19, and consider the parity equation Ey =
[1,0,0,0,0,0,0,0,2,1,2,0,2,2,2,1,1,0,2, 1] with sp = 1. The indices of the variables appear-
ing in the equation are Vg, = {0,8,9,10,12,13,14,15,16, 18,19}, with |Vg,| = 11. Since the
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Table 1 Binary representation of quotients and status of the sums ¢ - Z + so (v': authorized, X:
forbidden).

q | To,3 Xo2 Xoa1 Too | ¢-Z+ so | Status
o] o 0 0 0 X (6¢)
1| 0 o o0 1 4 X (6c)
21 0 0 1 0 7 X (6¢)
310 0 1 1 10 X (6¢)
41 0 1 0 0 13 X (6d)
51 0 1 0 1| 9 =16 v
6 0 1 1 0 19 v
7 0 1 1 1 22 v
8 1 0 0 0 25 v
9 1 0 0 1 28 v
10 1 0 1 0 31 v
11| 1 0 1 1| o0 =34 v
12| 1 1 0 0 37 X (6c)
13| 1 1 0 1 40 X (6¢)
14| 1 1 1 0 43 X (6c)
15| 1 1 1 1 46 X (6¢)

weight constraint imposes wt(e) >t = 19, there can be at most n —t = 1 zero components
in the error vector. Thus, we set my = max(0,|Vg,| — (n — t)) = 10, which represents the
minimum number of non-zero components that must participate in this equation.

We can now define the set Kg,, which corresponds to the integer values that the sum of the
error variables can take while satisfying the congruence imposed by sg. There are 5 coefficients
equal to 1 and 6 coefficients equal to 2. We then define Vg‘gi“ ={0,9,15,16,19,8,10,12,13,14}
as the set of indices corresponding to the mg smallest coefficients Hy ; among j € Vg,. This
set allows us to determine the lower bound of the set Kg,, which is Zjevgz)‘“ Hy ; = 15.

We also know that the weighted sum of the error variables reaches its maximum value when
all variables e; are equal to Z —1; thus, the integer sum achieved by this equation must satisfy
15 < ZjEVEO Hj je; < 34. Since the modular constraint imposes ZjeVEO Hyjej =so=1
(mod 3), the admissible values are exactly Kg, = {v € [15,34] | v = 1 (mod 3)} =
{16,19,22,25,28,31,34}. Thus, v'%) = 16 and v = 34.

Recall that the weighted sum of error variables for an equation E; is written as

L;—1
E Hz’,j ej =8; + A E 261171'73 s
JEVE, £=0

where ¢ = Zf;gl 251’1‘7[ represents the quotient, and L; is chosen to encode all admissible

»© g .
values of q. We calculate Ly = log2< {#J +1 = 4 and, therefore, only four bits

are needed to represent all possible values of the quotient. Table 1 illustrates the filtering
process applied to the configurations of the quotient g encoded on Ly = 4 bits. To eliminate
values strictly greater than qﬁ?gx = 10115, we define IO, = {3,1,0} and B, = {3}. We
introduce an auxiliary variable pg'3* by applying constraint (6a), representing the prefix of

(0)

¢max up to index 3, which gives the following clauses: (pg'3* V xo,3) as well as (pg'3* V %o 3)-
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Then, by applying constraint (6¢), we enforce that variable z 2 cannot take the value 0

max

when pi'3* is true, leading to the clause (pg's* V wo2). We proceed in a similar manner to

eliminate values strictly lower than q(o) = 01015.

4 Experimental Evaluation

4.1 Experimental Setup

To evaluate the models introduced in the previous section, we tested instances from the Large
Weight Ternary Syndrome Decoding Challenge! (LW3SD), with n values ranging from 10 to
100. We denote our models (2), (3), (4), (4-5), and (4-6) as CNF1, CNF2, CNF3, CNF3-E
and CNF3-C, respectively. Additionally, we implemented these models using the CP-SAT
solver from OR-Tools?, denoted as CP1, CP2, CP3, CP3-E and CP3-C, corresponding to their
respective CNF formulations. Experiments were conducted using the CryptoMiniSat [29]
and CaDiCalL [7] SAT solvers, alongside the CP-SAT solver. All tests were performed on
the MatriCS computing platform® on the bigmem partition equipped with 12 dual-processor
Intel Xeon E5-2680 v4 servers (2.40 GHz), each with 512 GB of RAM. The time limit was
set to 3600 seconds (1 hour) per instance.

We used the PySAT library? to encode our models® as well as the Pseudo-Boolean
constraints. In particular, we use the CardNetwork [1] encoding for the cardinality constraints
present in all CNF models. For a cardinality constraint of the form Z?:I l; < b, the complexity
in terms of the number of clauses (and variables) generated is O(hlog?b) for CardNetwork.
We selected the BinMerge encoding [18] to encode the Pseudo-Boolean constraints, which
has a complexity of O(hlog® hlog W), where h denotes the number of literals in the sum
and W the maximum weight. Finally, for each value of n and each model, we generated 20
instances using distinct random seeds.

4.2 Performance Analysis

The results regarding the number of solved instances and solving times, including the PAR1
scores, are presented in Table 2. The Penalized Average Runtime (PAR1) score represents
the average solving time, with unsolved instances penalized by the full timeout value (3600
seconds). This analysis highlights a clear distinction between immediate fficiency on small
instances and scalability on more complex ones. On a small scale (n < 30), the CP-SAT
solver, particularly with the CP1 model, dominates in terms of speed, often solving instances
in less than a second. However, this initial efficiency degrades sharply as the instance size
increases; CP-SAT models struggle significantly starting from n > 70, where the number of
solved instances drops rapidly. In contrast, the SAT solvers CaDiCaL. and CryptoMiniSat
prove to be far more robust as the problem scales. Specifically, the CNF3 model paired with
CaDiCalL achieves a high overall success rate, solving a total of 153 instances and recording
a PARI1 score of 992.91. Similarly, CryptoMiniSat combined with the CNF1 model shows
excellent stability, also solving 153 instances and reaching the best overall PARI1 score of
990.02. Both solvers remain capable of processing instances where CP-SAT approaches
almost systematically fail to produce a solution within the allotted time.

https://decodingchallenge.org/large-weight
https://developers.google.com/optimization/cp/cp_solver
https://www.matrics.u-picardie.fr/

https://pysathq.github.io/

Our code and benchmarks are available at https://github.com/carlberton/sat-LWZSD.git
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Table 2 Solving time results (sum rounded to seconds) for each size n and weight ¢ across the
different models of the LW3SD problem. For instances not solved within the time limit, the number
of successfully solved instances is indicated in parentheses “()”. Within each solver category, the
best results are highlighted in bold, first by the number of instances solved then, in case of a tie,
by the total solving time (milliseconds are considered in the case of another tie). The best overall
performance across all configurations is underlined.

Instance CaDiCaL CryptoMiniSat CP-SAT

n t CNF1 CNF2 CNF3 CNF1 CNF2 CNF3 CP1 CP2 CP3
10 9 89 14 1 86 15 32 0 1 1

20 19 50 192 1 38 201 1 1 1 1

30 | 29 18 148 11 7 32 1 3 9 2

40 39 52 103 11 24 127 7 17 33 14

50 | 49 90 72 85 173 250 114 162 328 79

60 59 807 567 696 1167 980 867 1614 3807 836
70 | 69 11773 14143 10705 11166 10752 12155 20704 (11) 10296 (6) 19897 (10)
80 | 79 7889 (4) 10528 (7) 16032 (12) 14877 (11) 17254 (12) | 14704 (10) 852 (1) - (0) 1011 (1)
90 | 89 4581 (2) - (0) 1841 (1) 465 (1) - (0) - (0) - (0) - (0) 1256 (1)
100 | 99 533 (1) - (0) - (0) 803 (1) - (0) - (0) - (0) - (0) - (0)
TOTAL || 25882 (147) | 25767 (147) | 29383 (153) || 28806 (153) | 29611 (152) | 27881 (150) || 23353 (132) | 14475 (126) | 23097 (132)
PAR1 1083.41 1082.83 992.91 990.02 1012.06 1039.4 1340.77 1404.37 1339.48

—e— CaDiCaL - CNF1

- a- CaDiCaL - CNF2

--#.. CaDiCaL - CNF3

—ea— CryptoMiniSat - CNF1

- #- CryptoMiniSat - CNF2

--#-. CryptoMiniSat - CNF3
CPSAT - CP1

- @- CPSAT - CP2

--#.- CPSAT - CP3

3,000

2,000

Time (s)

1,000

110 120 130 140 150 160

Instance (n)

Figure 1 Evolution of solving times sorted in increasing order for the different solvers and models
of the LW3SD problem.

Figure 1 presents the solving times sorted in increasing order for each configuration.
These curves provide a clear visualization of the scalability and overall robustness of each
approach. It can be observed that the CP-SAT configurations (CP1, CP2, CP3) diverge
sharply and very early, with their curves taking off around the 120th instance. Their solving
times rapidly reach the 3600-second time limit, reflecting the performance degradation noted
in previously. In contrast, the SAT configurations demonstrate much better scalability. The
curves for CaDiCaL and CryptoMiniSat remain significantly lower for a longer duration, only
crossing the 1000-second threshold after the 135th instance. Notably, CryptoMiniSat with
CNF1 and CaDiCaL with CNF3 stand out as the most efficient configurations, as they are
the last to reach the timeout. This behavior visually confirms the gap in scalability: while
CP-SAT saturates on intermediate instances, the SAT solvers manage to solve a significantly
higher number of difficult instances before failing.
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Figure 2 Comparison of solving times in seconds per instance of the LW3SD problem between
CNF3 and its filtering variants CNF3-E and CNF3-C.

Given these results, although CP-SAT proves effective on small-scale instances, it fails
to maintain competitive performance as problem difficulty increases, solving significantly
fewer instances than the SAT configurations. The analysis of the trade-off between solving
time and success rate highlights two dominant configurations: CNF3 with CaDiCaL. and
CNF1 with CryptoMiniSat. This suggets that CNF models are highly sensitive to the
internal mechanisms of the solvers. Specifically, a one-hot representation appears better
suited for dedicated cryptographic SAT solvers like CryptoMiniSat, which leverage specialized
techniques such as XOR extraction and Gaussian elimination. In contrast, the log-based-
encoding model (CNF3) seems more compatible with modern general-purpose SAT solvers
like CaDiCal., which utilize heuristics optimized for standard CNF formats.

4.3 Impact of Filtering Strategies

In this section, we analyse the CNF3-E and CNF3-C variants to determine whether the
addition of explicit filtering constraints can further enhance or, conversely, hinder the
performance of SAT solvers for LW3SD. Figure 2 presents a pairwise comparison of the
filtering strategies applied to the CNF3 model. These scatter plots provide a clear visual
confirmation that the overhead of filtering generally outweighs its benefits. The unfiltered
CNF3 encoding stands out as the most efficient solution. When compared to the exhaustive
filtering approach, CNF3 proves faster in 49.5% of cases with CaDiCalL (versus 27.5% for
CNF3-E) and 47% with CryptoMiniSat (versus 30.5% for CNF3-E).

Beyond solving speed, the superiority of the unfiltered model is further evidenced by the
number of successfully solved instances. As shown in Table 2, CNF3 achieves the highest
success rate with 153 solved instances (76.5%), whereas the addition of exhaustive filtering
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leads to a drop in robustness, solving only 143 instances (71.5%) with CaDiCaL and 151
(75.5%) with CryptoMiniSat. This dominance is even more evident against the compact
filtering model (CNF3-Compact), where CNF3 performs better in 51% of the total instances
for both solvers (versus 27.5% and 25% for CNF3-C, respectively). In terms of total success
rate, the compact filtering model also underperforms, resolving only 147 instances (73.5%)
with CaDiCaL and 146 (73%) with CryptoMiniSat. In the scatter plots, this is reflected
by the high concentration of points above the diagonal, showing that the versions without
filtering consistently reach a solution in less time. Ultimately, the simpler CNF3 model not
only provides faster solving times but also maintains a higher success rate on the most difficult
instances, confirming that the overhead of filtering constraints outweighs their theoretical
pruning benefits.

The comparison between the two filtering techniques shows more divided results. With
CaDiCal, the compact version is slightly more efficient, 38.5% wins against 35.5%. Conversely,
with CryptoMiniSat, the exhaustive version takes the lead, winning in 43% of instances
compared to 34% for the compact version. Ultimately, these results showcase that for the
LW3SD problem, the simpler, unfiltered model (CNF3) remains the most robust. The
addition of filtering constraints increases the formula’s complexity (clause and variable
density) to a point where it hinders the SAT solver’s search frequency.

5 Conclusion

This paper presents a study of various CNF models for the Large Weight Syndrome Decoding
(LWZSD) problem over the finite field Fz (where Z is prime). We conducted an experimental
evaluation on ternary instances (Z = 3), comparing the performance of the introduced models
using state-of-the-art SAT solvers, specifically CryptoMiniSat and CaDiCal, as well as the
CP-SAT solver. Our experiments demonstrate that SAT solvers are significantly more robust
and succeed in solving the most complex instances.

An interesting perspective of this work involves adapting the internal mechanisms of SAT
solvers to better exploit the intrinsic structure of the LWZSD problem, notably through the
design of dedicated branching heuristics. For example, error variables could be prioritized
based on the distribution of coefficients in the parity-check equations or the target error
weight. Furthermore, it would be worthwhile to design more compact models that better
capture the complex relationships between the different syndrome equations. Such models
could exploit structural similarities between equations, thereby avoiding the encoding of
redundant patterns. This could potentially reduce the encoding size and improve solver
efficiency. Finally, to handle even more challenging instances, it would be relevant to explore
dedicated incomplete methods or to develop hybrid approaches combining complete and
incomplete techniques, aiming to balance scalability with solution guarantees.
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