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—— Abstract

Cryptographic protocols are essential to secure communication but remain difficult to design correctly,
motivating the need for rigorous verification methods. This paper provides a brief overview of
symbolic verification techniques, focusing on the evolution and impact of the tool PROVERIF over
the past 25 years. We discuss its core principles, key extensions for richer security properties, and
recent work on handling algebraic theories such as exclusive-or (XOR). We conclude by highlighting
ongoing challenges, including usability and interoperability between verification approaches.
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1 Introduction

Cryptographic protocols are at the core of security in modern digital communications.
They underpin everyday systems such as secure web browsing, messaging applications,
and authentication infrastructures. Despite their apparent simplicity, these protocols are
notoriously difficult to design correctly. Subtle flaws often escape detection by traditional
testing-based approaches, yet may lead to severe security breaches when deployed at scale.

This situation has motivated the development of formal verification techniques for cryp-
tographic protocols. Rather than relying on empirical testing, these methods aim to provide
mathematically rigorous guarantees that security properties such as confidentiality, or au-
thentication hold against all possible adversarial behaviors. In practice, however, manual
reasoning is error-prone and does not scale to realistic protocols. This has led to an increasing
need for automated or at least mechanised verification techniques [6].

Two main paradigms coexist for modeling cryptographic protocols: the symbolic and
the computational approaches. In the computational model, cryptography is grounded in
complexity-theoretic assumptions, while in the symbolic approach, cryptographic messages
are modeled as first-order terms, possibly along with an equational theory representing
attacker capabilities. This idea, originally proposed in [33], has been refined over the years,
giving rise to a variety of symbolic models. These models capture a wide range of attacker
capabilities and enable the automated verification of protocols. Although abstract, the
symbolic approach has proven remarkably successful in practice. It enables a high degree
of automation and supports the analysis of complex, concurrent scenarios with potentially
unbounded numbers of protocol sessions.

Among the most widely used symbolic verification tools are PROVERIF [10] and TAM-
ARIN [43], which have proven effective for the analysis of real-world protocols. These tools
have been successfully applied to protocols that underpin widely deployed systems and critical
infrastructures, including the TLS 1.3 protocol [8, 29, 9], which secures web communications;
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the 5G-AKA protocol [28], used for authentication in modern mobile networks; the EMV
protocol suite [7], which supports billions of payment card transactions worldwide; and the
Signal protocol [40], forming the basis of end-to-end encrypted messaging applications used
daily by hundreds of millions of users. These case studies demonstrate the ability of symbolic
verification tools to scale beyond toy examples and provide meaningful security guarantees
for complex systems.

2 A Bird’s-Eye View of the State of the Art

This section provides a high-level overview of the main ideas and selected results in the
formal verification of security protocols. Rather than aiming for completeness, we focus on
key concepts and representative approaches that have shaped the field.

Although cryptographic protocols may be required to satisfy many properties, the earliest
theoretical results focus on trace properties (i.e., properties over the sequences of messages
that may be exchanged during protocol executions), and in particular on secrecy: some
data generated by an honest participant, such as session keys, should not be revealed to
the attacker. To verify such properties, the attacker is typically modeled as an active entity
with complete control over network communications. In particular, it may eavesdrop on and
replay messages, impersonate honest participants, and generate fresh values (nonces). It
may also construct new messages from its knowledge using its deduction capabilities. The
problem of deciding whether a protocol preserves secrecy against such an active adversary is
referred to as the security problem.

Results for an unbounded number of sessions

Although cryptographic protocols are often described in a concise way, their verification
problem is difficult due to several sources of unboundedness in their modeling, such as the
number of sessions, the length of messages, or nonce generation. Several encodings of the Post
Correspondence Problem have been proposed (see, e.g., [3]) to establish the undecidability
of the security problem. In particular, using nonce generation, it has been shown that the
security problem is undecidable even when message length is bounded [36].

Despite these negative results, several decidability results have been obtained under
restrictive assumptions. One of the earliest results is a PTIME complexity result for ping-
pong protocols between two participants [32]. In such protocols, at each step, one agent
applies a sequence of operators to the last received message and forwards the result to the
other agent. A large body of work has also focused on the class of tagged protocols, where
a distinct tag (i.e., a constant) is added to each ciphertext. The purpose of tagging is to
prevent confusion between messages corresponding to different protocol steps. While this
assumption alone is not sufficient to obtain decidability, it has been used to derive several
positive results, e.g., [44], including more recent developments [22, 37, 25].

Results for a bounded number of sessions

A well-known result from 2001 shows that the security problem becomes decidable (NP-
complete) when the number of protocol sessions is bounded [45]. Note that, even under the
assumption of a bounded number of sessions (and therefore a bounded number of nonces),
designing a decision procedure remains non-trivial. Indeed, under a bounded number of
sessions, the labelled transition system (LTS) representing protocol executions, while finite
in depth, remains infinitely branching: whenever an honest agent is waiting for an input, the
attacker may provide any message that it can deduce from its current knowledge.
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All the results presented so far rely on the perfect cryptography assumption, where
cryptographic primitives (such as pairing and encryption) are modeled without any algebraic
properties. In particular, encryption is treated as a black box: the only way to recover a
plaintext from a ciphertext is by possessing the corresponding decryption key. However, many
cryptographic constructions rely on equational theories that introduce non-trivial algebraic
structure. Prominent examples include modular exponentiation, which underlies many
key-exchange protocols, and exclusive-or (XOR), the latter being widely used in lightweight
cryptography and low-power devices such as RFID systems due to its efficiency.

Reasoning modulo associative and commutative (AC) operators, and in particular XOR,
is challenging in symbolic verification, as it introduces a non-trivial equational theory with
rich algebraic properties. The study of XOR in symbolic protocol verification dates back
to 2003, with two independent decision procedures for the security problem under a fixed
number of protocol executions [24, 21]. Both works were published at LICS 2003 and were
later recognized with the LICS Test-of-Time Award in 2023, highlighting their impact on
the field. Subsequently, other equational theories have been investigated, leading to both
decidability results (e.g., [20]) and undecidability results [30, 31].

While theoretically important, such decidability results do not scale well to realistic
deployments. In practice, tools based on these procedures are limited by the small number
of protocol sessions they can effectively analyze. Moreover, many of these procedures,
particularly those involving algebraic operators such as XOR, have, to the best of our
knowledge, never been implemented.

Some existing verification tools

Regarding the two main tools already mentioned in the introduction, PROVERIF and
TAMARIN, they date back to 2001 [10] and 2013 [43], respectively (or even 2008 if one
considers SCYTHER, the ancestor of TAMARIN [27]). While these are not the only tools for
symbolic verification, they are certainly the two main ones for the analysis of protocols with
an unbounded number of sessions.

Both tools support some classes of equational theories, in particular those that can
be represented by a convergent rewriting system satisfying the finite variant property [23].
However, experience has shown that handling equational theories involving AC operators,
such as XOR, is significantly more challenging. The support for this theory was investigated
in the context of PROVERIF in 2008 [41, 42] through a dedicated extension. However,
this approach operates at the level of Horn clauses and is restricted to protocols that can
be expressed using @-linear Horn clauses. Moreover, it supports secrecy properties only.
Support for XOR was integrated into TAMARIN in 2018 [34]. In TAMARIN, the corresponding
extension supports a broader range of security properties [34]. However, a recently identified
soundness issue related to an optimization for XOR led to significant termination problems
when the optimization was disabled [39, 38]. As a consequence, the procedure was revised
and later extended beyond XOR to support user-defined AC operators [39].

3 25 years of ProVerif

This gap between decidability results and practical requirements has led to the development of
semi-decision procedures and sound approximations. Rather than guaranteeing termination,
a tool such as PROVERIF aims at scalability and practical effectiveness.
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ProVerif in 2001

PROVERIF does not rely on a bounded-session assumption nor on a general decidability result.
Instead, it is based on a simple representation of protocols using Horn clauses, together with
an efficient procedure for determining whether a fact is derivable from these clauses. More
precisely, PROVERIF relies on a resolution algorithm with selection to check derivability. The
first version of PROVERIF was developed by Bruno Blanchet in 2001 and published at the
CSFW conference [10].

&%
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At that time, PROVERIF only handled secrecy properties, and the user had to specify
the protocol directly in terms of Horn clauses. The tool may fail to terminate or return
“cannot be proved”, but when it succeeds in proving a property, the result is sound. Despite
its incompleteness, PROVERIF has demonstrated strong practical effectiveness, and already
in its early versions many protocols from the literature were successfully analyzed with very
modest computational resources. This work, first published at CSFW 2001, received the
Test-of-Time Award twenty years later in recognition of its impact on the community.

Since its first version, PROVERIF has undergone numerous extensions and has achieved
significant success on a wide range of real-world protocols. It has been successfully applied
to the analysis of TLS 1.3 [8, 9] and secure messaging protocols such as Signal [40]. Its
scalability and high level of automation have made it one of the most widely used tools in
symbolic protocol verification. Over time, several extensions have further improved the tool,
notably the introduction of the applied pi-calculus [1] as a convenient specification language
for security protocols, as well as many enhancements to the input language (e.g., private
channels, tables, phases, ...). We briefly outline below some of the main advances that have
been made for this tool.

Attack reconstruction

While the Horn-clause technique used in PROVERIF can prove security properties for an
unbounded number of sessions, it initially provided no concrete information when proofs failed.
In 2006, an efficient attack reconstruction technique was introduced [2]. The core idea is to
exploit derivations of the attacker’s knowledge to reconstruct explicit attack traces. Since these
derivations rely on abstractions that ignore session counts and synchronization constraints,
reconstructing valid executions is non-trivial. When successful, it produces an attack trace
corresponding to a real protocol execution. The approach was implemented in PROVERIF
and constitutes a key feature in the evolution of the tool, significantly improving its ability
to produce concrete counterexamples. It was subsequently extended to accommodate the
successive developments of PROVERIF, including authentication properties and cryptographic
primitives defined by equational theories.

From secrecy to privacy-type properties

Very soon after its initial version, the algorithm was extended to handle authentication
properties expressed as correspondence queries [11]. A few years later, in 2005, support was
added for equivalence-based properties such as anonymity and unlinkability [12]. This exten-
sion enabled reasoning about privacy properties formulated in terms of indistinguishability.
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Intuitively, two protocols P and @ are indistinguishable if an attacker cannot determine
whether it is interacting with P or with ). This notion constitutes a general framework for
expressing privacy-related properties, including anonymity, vote privacy, and unlinkability.
The notion of equivalence used in PROVERIF is the so-called diff-equivalence. It is defined
over bi-processes, i.e., pairs of processes that share the same structure and differ only in
the terms they manipulate. The semantics of bi-processes is given in terms of a reduction
relation describing how a bi-configuration may evolve. A bi-process can reduce only when
both sides can perform the same step in a synchronised way; for instance, a conditional must
evaluate identically on both sides. Otherwise, the bi-process blocks. As expected, this notion
of equivalence is stronger than standard trace equivalence used in security definitions, but
it is sufficient to establish some security properties. Since its introduction in 2005, several
works aimed at extending the applicability of diff-equivalence and improving the analysis of
privacy properties such as unlinkability [14, 19, 5], although some limitations remain.

Global states and beyond

The ability of PROVERIF to handle protocols with global state has significantly evolved over
recent years, starting with the introduction of STATVERIF in 2011 [4] and later GSVERIF in
2018 [15]. While PROVERIF is highly effective for the automatic analysis of security protocols,
it has traditionally struggled with constructs involving global state, such as counters, tables,
or memory cells, due to its internal abstractions. STATVERIF was introduced to address
this limitation, but it is restricted to a finite number of cells and may quickly suffer from
state explosion. These limitations are overcome by GSVERIF. The approach relies on
transforming security queries into an equivalent form that can be handled by PROVERIF
through automatically generated formulas. This transformation was proved sound and
enables global-state reasoning to be delegated to automatically derived lemmas. Experimental
evaluations show that this front-end, when combined with PROVERIF, outperforms existing
tools in terms of both efficiency and protocol coverage.

Building on these ideas, a major extension of PROVERIF was developed in 2022 to improve
the precision of the analysis and reduce inconclusive results [13]. PROVERIF was enriched
with native support for constructs such as lemmas and axioms, allowing for instance the
formulas generated by GSVERIF to be directly expressed as axioms and exploited earlier
in the verification procedure, thereby increasing the number of successful proofs. The
features introduced in [13] not only broaden the scope of the tool but also improve its
precision by reducing spurious attacks and enhancing termination behaviour in practice. In
addition, several core algorithms of PROVERIF were redesigned and optimised, including
clause generation, resolution, and subsumption techniques. These improvements resulted in
significant performance gains on large-scale case studies.

Beyond the perfect cryptographic assumption

From its early versions, PROVERIF has supported a variety of standard cryptographic
primitives, including symmetric and asymmetric encryption, digital signatures, hash functions,
and a restricted form of modular exponentiation allowing the modelling of Diffie-Hellman
key exchange. As highlighted in Section 2, extending verification tools to richer primitives
and capturing their algebraic properties — or modelling their inherent weaknesses — has long
been a central concern of the community [26].

Recently, several works have further extended the scope of symbolic modelling. In 2023,
a refined treatment of hash functions was proposed [16], based on the observation that fine-
grained properties of hash functions cannot be faithfully captured using standard equational
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reasoning alone. This work led to extensions of both TAMARIN and PROVERIF, enabling
the analysis of protocols that rely on non-idealised assumptions about hash functions and
uncovering attacks stemming from discrepancies between symbolic models and concrete
implementations. Similar ideas were later applied to the modelling of mix-nets in [35], leading
to the discovery of attacks on several electronic voting protocols using PROVERIF.

In 2026, an extension of PROVERIF was developed to handle the XOR equational the-
ory [17]. This extension integrates algebraic reasoning into the symbolic framework while
preserving the automation and scalability of the tool. Although currently limited to trace
properties, it already enables the analysis of protocols that were previously beyond the
reach of PROVERIF. Extending this approach to richer equational theories, such as bilinear
pairings, as well as to diff-equivalence properties, remains future work.

4  Conclusion

Formal verification of cryptographic protocols has made significant progress over the past
two decades, leading to mature tools such as PROVERIF and TAMARIN that are now capable
of handling complex, real-world protocols. However, several fundamental challenges remain.

Beyond the continuous extension of these tools to support richer classes of protocols and
security properties, an important direction concerns usability. Making formal verification
accessible to non-expert users remains a key issue, in particular by reducing the modeling
effort and improving automation in realistic settings. Equally important is the question
of interoperability between tools. Rather than forcing users to choose between different
frameworks with complementary strengths, it is desirable to develop unified or interoperable
ecosystems that allow results and models to be shared and combined.

Initial steps in this direction have been made with the development of the platform
SAPIC+ [18], which aims at bridging different verification approaches. However, much
remains to be done to fully integrate symbolic and computational techniques within a common
framework. Addressing these challenges is essential to make formal verification both more
widely usable and more broadly applicable to the analysis of modern cryptographic systems.
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