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Abstract
We describe our experience developing qrhl-tool, a theorem prover for verifying quantum crypto-
graphic protocols, both in the post-quantum and the full quantum setting. The tool is built around
quantum relational Hoare logic (qRHL), a relational program logic for reasoning about pairs of
quantum programs in the style of game-based cryptographic proofs. We discuss the design choices
underlying the tool: in particular, a hybrid architecture that delegates ambient-logic reasoning to
Isabelle/HOL while qrhl-tool itself handles qRHL judgments and the program language; an advanced
memoization mechanism (hashed computations) that enables efficient incremental proof checking;
and a deliberate path towards a foundational implementation. We walk through a small worked
example (the hardness of inverting f ◦ f given a one-way permutation f) to illustrate how these
pieces fit together in practice. Along the way we highlight what we got right, what we got wrong,
and which limitations (procedure parameters, local variables, runtime reasoning) we would approach
differently if starting over today.
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1 Introduction

Cryptographic systems are ubiquitous in today’s society, and security flaws in cryptographic
systems can have high costs, financially, in terms of privacy, or sometimes even human safety.
Unfortunately, however, cryptographic systems are notoriously hard to analyze since we
need to prove not only that they withstand normal operations, but that they are secure
under any adversarial behavior. Especially if we are in the computational model, the proofs
involve complexity-theoretic arguments, involving nontrivial arguments about the runtime of
adversaries. (The computational model of cryptography considers the actual computational
problems involved in an attack, such as needing to factor large integers; in contrast, the
symbolic model is an idealized model that abstracts from these.) This creates the situation
where, even if we have a mathematical proof of security, we may have limited trust in the
security of the system. After all, human-generated proofs may have undetected accidental
mistakes, and the more complex the proof, the more likely this is.
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2:2 Developing a Quantum Crypto Theorem Prover from Scratch

As a consequence, mechanized verification of cryptographic protocols was introduced.
Most famous, probably, is the EasyCrypt tool [5, 3]; however, a number of other tools have
also approached this task, such as CryptoVerif [11], CertiCrypt [4], FCF [20], CryptHOL [6],
and SSProve [17]. The typical approach is to treat the cryptographic scheme and the security
definition together as a small program, called a “game” [21, 8], and use techniques from
program analysis to show the desired security properties.

The situation becomes even more dire when considering quantum cryptography. Quantum
cryptography comes in two flavors: Post-quantum cryptography considers the security of
classical protocols against adversaries that have a quantum computer (quantum adversaries
for short). Quantum protocols, in contrast, actually involve quantum-mechanical processes
in the construction of the protocol. (That is, even honest protocol participants have to use
quantum communication channels or quantum computers.) Quantum cryptographic security
proofs, especially in the computational model, are even more involved, and, especially due to
the non-intuitive nature of quantum mechanics, more likely to contain incorrect assumptions
and mistakes.

In this light, it is only natural to want a way to do mechanized verification of quantum
cryptography. (Both post-quantum cryptography and quantum protocols.)

In this paper, we describe our solution to this problem, the qrhl-tool quantum cryptography
theorem prover [30, 24]. We describe the overall structure, some of the challenges encountered,
and discuss some of our experiences with the choices we made.

Related work. There is a second theorem prover (developed subsequently) for verification
of post-quantum crypto, namely EasyPQC [2]. EasyPQC takes a simpler approach to the
underlying logic; it can only explicitly express programs that compute classical functions in
superposition, and pre- and postconditions are classical (and hold in superposition). This is
probably enough for many post-quantum crypto proofs, but not all. However, we should
stress that the implementation of EasyPQC does not match the theory in the paper, and is
not sound.1

2 How to do (quantum) crypto proofs

Before we start discussing our theorem prover itself, let us take a step back and understand
how proofs are usually done in cryptography. For this, we consider a simple example, the
one-way permutation. A one-way permutation is a bijective function f that is easy to
compute, but for which it is hard to compute inverses. The cryptographic security property
here is the “hard to compute inverses” part; it talks about something an adversary should
not be able to do. Of course, a sufficiently powerful adversary could just enumerate all
potential preimages of y to find x with f(x) = y, so a one-way permutation can only be
secure against computationally limited adversaries. This is where the complexity-theoretic
aspects of cryptography come from. We can define this security property as follows:

▶ Definition 1. A bijective function f : X → X is (τ, ϵ)-one-way iff for any τ -time adversary
A, we have Pr[x = x′ : x $← X, y ← f(x), x′ ← A(y)] ≤ ϵ.

Here Pr[x = x′ : x $← X, y ← f(x), x′ ← A(y)] denotes the probability that x = x′ holds
after executing the following steps: Pick x uniformly at random from X, set y := f(x),
and then run adversary A with input y. So altogether, it means: what’s the probability

1 Based on our own experiments and discussions with the authors.
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that the adversary finds the preimage x, given y = f(x). And we want it to be ≤ ϵ, at
least if the adversary doesn’t run more than τ time steps. The values τ (runtime) and ϵ

(attack probability) are parameters of the definition, they tell us how good of a one-way
permutation f is.

How can we prove anything about this? A simple example:

▶ Theorem 2. If f is (τ, ϵ)-one-way, then g := f ◦ f is (τ − τf , ϵ)-one-way where τf is the
time needed for one evaluation of f .

Proof. Let A be a (τ−τf )-time adversary. Let B be the adversary defined by B(y) := f(A(y)).
Notice that B is a ((τ − τf ) + τf )-time adversary, i.e., τ -time. We have

Pr[x = x′ : x $← X, y ← g(x), x′ ← A(y)]

= Pr[x = x′ : x $← X, z ← f(x), y ← f(z), x′ ← A(y)]

= Pr[z = f(x′) : x $← X, z ← f(x), y ← f(z), x′ ← A(y)]

= Pr[z = z′ : x $← X, z ← f(x), y ← f(z), z′ ← B(y)]

= Pr[z = z′ : z $← X, y ← f(z), z′ ← B(y)]
≤ ϵ

Here all equalities are obvious since we only replaced the programs and conditions in the
probabilities by programs and conditions that do the same. And ≤ holds by assumption
because f is one-way and B is τ -time. ◀

This very simple example illustrates a number of crucial aspects of cryptographic proofs:
Computational assumptions: We don’t show unconditionally that our cryptosystem (here g)
is secure, but instead show it under the assumption that something else is computationally
difficult (here breaking f). This is state of the art; the kinds of assumptions made vary
drastically.
Proof by reduction: The proof involves a reduction: we define a new adversary B in terms
of the adversary A we are actually interested in. This adversary (after a more or less
complex sequence of transformations) is then considered as an adversary against our
computational assumption.
Reduction losses: In our example, the security of g is worse than that of f . Namely, g is
only secure against (τ − τf )-adversaries. Similarly, in most proofs the ϵ will also change.
Runtime calculations: We need to know the runtime of B given the runtime of A. In
general, these calculations can be more complex.
Sequences of games / program transformations. A large part of the proof consists of
starting with one small program (the operations x $← X, y ← g(x), x′ ← A(y) from the
proof of Theorem 2), and transforming it step by step until we reach something easier
to analyze (last probability in the proof). These small programs are traditionally called
“games”, hence the name “game-based proofs” for this style of proofs [21, 8].

We cheekily called the transformation steps “obvious” in our proof. In reality, they
may only seem obvious because we have an intuition about how to read algorithms. Yet a
cryptographer will often be hard pressed to nail down the exact mathematical laws involved
here. This is aggravated by the fact that in pen-and-paper cryptography, there is rarely a
precise definition of the underlying “programming language” and its semantics. This is one
of the avenues where a mechanized proof will differ most from the pen-and-paper one.

ITP 2026



2:4 Developing a Quantum Crypto Theorem Prover from Scratch

A second issue is the runtime calculations: We claimed that B has an additive overhead
of τf steps compared to A, where τf is the time for computing f . This may seem obvious
since B only has one additional computation of f . But without a precise machine model
we lack a rigorous argument for that. In fact, cryptographers will usually not specify the
machine model, or claim that the machine model is that of a Turing machine without the
details.2

Quantum cryptography. The above discussion was a bit vague as to whether we were
speaking about classical or quantum cryptography. In fact, the above example can be applied
the same way to a classical and to a quantum crypto setting. Namely, it just boils down to
whether we interpret a “τ -time adversary” as meaning a “τ -time probabilistic algorithm” or
a “τ -time quantum algorithm”. In the first case, we will have a classical crypto definition and
proof, in the second case a quantum crypto definition and proof. (More specifically, we are
then doing post-quantum crypto as the function f that would be used by honest participants
is still a classical function.)

But wait, how can this be? How can the same proof show both classical and quantum
security? Isn’t quantum security a stronger requirement (since adversaries with a quantum
computer are more powerful than those without)? The answer lies in the assumptions we
make: If we interpret Theorem 2 in the quantum setting, what it says is “if f is secure
against quantum adversaries, then g is secure against quantum adversaries”. So this is an
incomparable statement as we have strengthened both the premise and the conclusion. This
is often the case: when going to the post-quantum setting, all we need to do is to reinterpret
the assumption to hold against quantum adversaries.

This example may lead to the conclusion that when doing quantum cryptography, proofs
don’t change. The adversary may be quantum, but that is hidden away from our sight since
we only use it as a black box (e.g., when wrapping A inside B). This is not (always) true,
though:

If we are considering quantum protocols (where also the honest protocol participants use
quantum mechanics), there is no way around understanding quantum mechanics.
Rewinding is a crypto proof technique where we use programs such as “run adversary A,
then reset A to an earlier state, then run A again”. While this sounds innocuous (all we
need is a memory snapshot at the right time), it fails in the quantum setting because it
is not possible to clone quantum states. Very different (and much more complex) proof
techniques are needed [37, 29].
Random oracles [7] are an idealized modeling of hash functions. We omit the details here,
but it suffices to know that in the quantum setting, random oracles inherently talk about
quantum-mechanical effects [13].
Last but not least – even in the simple case above, if we go for full rigor (or mechanized
proofs), the definition of the semantics of programs, and the justification under the hood
for the different reasoning rules, will be inherently quantum. Our simple proof just doesn’t
show this.

2 Using Turing machines is probably worse than not specifying a machine model at all: Turing machines
do not match our intuition for how computers work very well. For example, we are not aware of crypto
papers that would include the time for moving the Turing machine heads into the right position, or
clearing a tape for invoking A after computing f . We make the daring claim that cryptographers never
really mean Turing machines when they talk about Turing machines, but rather some variant of RAM
machines.
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3 The underlying logic

As the aforementioned section has illustrated, at the core of classical or quantum crypto
proofs is the concept of a sequence of games where we need to relate consecutive programs.
We therefore need some logical foundations that help us to talk about the relationship of two
programs. In the simplest case, we might want to say something like “both programs compute
the same function”, but in many cases (especially inside a proof when relating individual
program fragments), we may need to be more flexible and express arbitrary relationships
between the inputs and outputs. This can be done with so-called relational Hoare logic
(RHL) [9]. In RHL, we can compare two deterministic imperative programs p and q, and
make statements such as “if the variables of p and q stand in relation A before running
the programs, then after running the programs, they stand in relation B.” Written, e.g.,
{A} p ∼ q {B}RHL. An example would be:

{x1 = x2}x← x+ 1 ∼ x← x− 1 {x1 = x2 + 2}RHL

The formal definition is fairly straightforward:

▶ Definition 3 (RHL). {A} p1 ∼ p2 {B}RHL holds iff for any two initial states m1,m2 that
satisfy A, we have that m′

1,m
′
2 satisfy B where m′

i := JpiK(mi).

To be fully precise, we of course additionally need to define the denotational semantics JpK of
a deterministic program mapping the initial state m to the final state m′.

As an important special case, we can express that two programs are denotationally equal
as {x1 = x2 ∧ y1 = y2 ∧ . . . } p1 ∼ p2 {x1 = x2 ∧ y1 = y2 ∧ . . . }RHL where x, y, . . . are all
variables of the programs p1, p2.

This concept was generalized by [4] to the case of probabilistic programs. In probabilistic
relational Hoare logic (pRHL) we compare two probabilistic programs, and we still wish to
state that some relationship between their variables holds after execution. One might be
tempted to say:

▶ Definition 4 (pRHL – bad variant). {A} p1 ∼ p2 {B}pRHL-bad holds iff for any two initial states
m1,m2 that satisfy A, we have that m′

1,m
′
2 satisfy B with probability 1, where the m′

i are
sampled (independently) according to the distributions JpiK(mi). (JpK(m) is the denotational
semantics that returns the distribution of final states.)

This definition is not satisfactory. For example, {x1 = x2}x
$← {0, 1} ∼ x

$← {0, 1} {x1 =
x2}pRHL-bad does not hold. Namely, if we sample the final states, we get a random bit x1 and a
random bit x2, and these will be equal only with probability 1

2 . Yet, we would want this to
hold since the two programs are equal. (Otherwise it will become very hard to reason about
the fact that two programs do the same).

The solution from [4] is:

▶ Definition 5 (pRHL). {A} p1 ∼ p2 {B}pRHL holds iff for any two initial states m1,m2 that
satisfy A, we have that: There exists a joint distribution µ′

12 on program states such that
Jp1K(m1), Jp2K(m2) are the left/right marginals of µ′

12, and such that m′
1,m

′
2 jointly sampled

from µ′
12 satisfy B.

In other words, if we sample (m′
1,m

′
2)← µ′

12, then m′
i is distributed like the final state of

JpiK(mi), but they are not necessarily independent. This logic behaves a lot better than
pRHL-bad; this stems from the fact that sampling m1,m2 independently in Definition 4 led
to a much too strict interpretation of satisfying the postcondition. In particular, we now
have {x1 = x2 ∧ y1 = y2 ∧ . . . } p1 ∼ p2 {x1 = x2 ∧ y1 = y2 ∧ . . . }pRHL iff Jp1K = Jp2K.

ITP 2026



2:6 Developing a Quantum Crypto Theorem Prover from Scratch

This definition turns out to give rise to a logic that is very useful for reasoning about
classical cryptographic sequences of games, as shown in particular by the success of the
EasyCrypt tool [5] which uses it as its main logic.

Quantum relational Hoare logic. Inspired by pRHL, we developed an analogous logic
for the quantum setting, quantum relational Hoare logic (qRHL). This faced additional
challenges beyond those faced in the probabilistic case. Depending on small changes in the
design decisions (that made no difference for the probabilistic case), different reasoning rules
failed and led to an unusable logic. A thorough discussion is given in [30]; we only present
the final result here. We will try to describe the definitions in a way that does not require
expertise in quantum computing, at the expense of being informal.

The first question is how predicates on initial/final states can be expressed. In the determ-
inistic and probabilistic case, the predicates A,B were simply logical expressions3 involving
the variables x1, y1, . . . and x2, y2, . . . of the two states m1,m2. Or, stated differently, a
predicate is represented as a set of pairs of memories. By “memory” we mean an assignment
of values to all program variables. Let M denote the set (or type) of all memories, formally
something like M :=

∏
x∈Vars Type(x).

In the quantum case, this is not as simple, since the state of a program (before or after
running it) can be a superposition of many different variable assignments, e.g., α1|m(1)⟩+
α2|m(2)⟩+ . . . where m(i) ∈ M are different classical states, and the αi tell us how much
each classical state is present in the superposition (and the |. . . ⟩ is some customary notation).
Intuitively, one can think of such a state as a vector with coefficients αi. All possible quantum
states over M of a program form a Hilbert space that we call ℓ2(M). (A Hilbert space is a
vector space with some additional properties.)

A natural way of representing predicates over quantum states is then not to specify an
arbitrary set of quantum states (as in the classical case), but specifically a subspace of the
Hilbert space of all states. (This is also known as Birkhoff–von Neumann quantum logic [10].)
Specifically, when talking about the relationship of states of two programs, we use subspaces
of ℓ2(M×M).

We then say two quantum states ψ1, ψ2 satisfy a predicate A if their tensor product
ψ1 ⊗ ψ2 ∈ A. (The tensor product ⊗ puts two quantum states on smaller quantum systems
together into a bigger system.) We will also need to consider so called mixed states (density
operators) ρ, for the sake of this exposition it suffices to know that these essentially represent
probability distributions over quantum states, needed for representing the output of programs
that involve measurements and classical probabilistic operations.

With this notion, we are ready to define qRHL, quite analogous to pRHL:

▶ Definition 6. For quantum programs p1, p2,4 {A} p1 ∼ p2 {B}qRHL holds iff for any two
initial states ψ1, ψ2 with ψ1⊗ψ2 ∈ A, we have that: There exists a joint separable mixed state
distribution ρ′

12 over M×M such that the mixed states Jp1K(ψ1), Jp2K(ψ2) are the left/right
marginals of ρ′

12, and such that ψ′
1, ψ

′
2 jointly sampled from ρ′

12 satisfy ψ′
1 ⊗ ψ′

2 ∈ B.

3 Which logic, like first-order logic, higher-order logic, etc., depends on the specific implementation.
4 Technically, we would need to define exactly what programs we can represent, and their semantics. We

omit this in this exposition. Suffice it to say that it’s a programming language with classical and quantum
variables, unitary operations, if- and while-statements, and probabilistic sampling. Semantically, JpK is
a function mapping mixed states to mixed states.
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Here the “left/right marginals” of ρ′
12 are the states one gets when throwing away the

right/left half of the state ρ′
12 (partial trace). And “separable” means that there is no

quantum entanglement between the left and right part of the state. (The requirement of
separability has no intuitive justification. This is simply one of the variations of the qRHL
definitions we needed to fine-tune to make reasoning work in the end.)

Syntax for predicates. Designing the basic meaning of qRHL judgments (Definition 6)
is only part of what we need to do for the logical foundations. For example, we need to
decide how to actually write predicates. In the classical case, even though predicates are
logically sets, we prefer to write them as a first- or higher-order formula over variable names.
Similarly, in the quantum case, we don’t want to specify a subspace by explicitly specifying
a basis to the subspace, we want to be able to describe it via formulas. Fortunately, this
turns out to be reasonably easy: Operations such as sum and intersection of subspaces take
(vaguely) the role of disjunction and conjunction in predicate logic, and even quantifiers
have their analogues in suprema and infima of families of subspaces. Adding some basic
predicates such as x =q ψ, denoting the subspace of all states where the variable x has
state ψ, we can write quite powerful predicates. For example,

∨
a∈N x =q |a2⟩ would mean

“there exists an a such that x is in state |a2⟩.” Particularly interesting is the question
how to express “x1 and x2 have the same quantum state” (something that in the classical
setting is simply x1 = x2). We will not go into details; it suffices to say that there is
a meaningful way to express this as a subspace, which we write x1 ≡q x2. With this
definition, we can recover important reasoning rules from the classical case. For example,
{(x1, y1, . . . ) ≡q (x2, y2, . . . )} p1 ∼ p2 {(x1, y1, . . . ) ≡q (x2, y2, . . . )}qRHL iff Jp1K = Jp2K. It
should be noted, however, that this quantum equality does not always behave exactly like
classical equality does; it does have its occasional quirks. For details, see [30].

Local variables. An additional question to cover is that of procedures, parameters, return
values, and local variables. After all, we need to be able to declare an adversary, and call
the adversary from another program, and define reduction adversaries, and call encryption
schemes, and much more. Unfortunately, in the quantum setting, these things are more
complex. We cannot simply pass the values of quantum variables as this would mean copying
quantum data which is not meaningful. Instead, we need to do some kind of call-by-name,
then worry about aliasing etc. We decided to try and avoid these complications in our logical
foundations, and have opted for a simplistic solution to this:

There are no procedures, only imperative programs without parameters or return state-
ments acting on explicitly declared global variables. The only language feature we add is
the possibility that one program calls another (without passing inputs or getting outputs
back). How can we use that to encode statements like x′ ← A(y)? We simply declare global
variables adv_in and adv_out, and we write adv_in← y, call A, x′ ← adv_out. And the
adversary accesses adv_in or adv_out directly.

We then claimed: besides somewhat annoying manual bookkeeping about which variable
is allowed to be accessed by which program (which we have to support anyway to allow
global variables with secrets), we can then emulate anything that can be done with proper
procedure calls and local variables. (Recursive calls are something you cannot emulate this
way, but those are typically not needed in the programs we encounter in game-based proofs.)
It is admittedly somewhat annoying for the user, but no real limitation considering that the
programs we consider are relatively small.

ITP 2026



2:8 Developing a Quantum Crypto Theorem Prover from Scratch

Unfortunately, we were wrong. While this argument is sound in the classical case, it
does not work in the quantum case. The difference between our “pseudo-local” variables
(i.e., global variables that we mentally declare as local) and true local variables is that for
true local variables, it is guaranteed that their content is destroyed after a procedure exits.
Keeping the value of a variable around seems irrelevant as long as we don’t refer to it anymore
(in programs or post-conditions). Yet, quantum equality has an idiosyncrasy: x1 ≡q x2 can
only hold if x1, x2 are not entangled with any other variables. So if there is a “pseudo-local”
variable y still lying around that got entangled with x1 at some point, x1 ≡q x2 becomes
untrue due to the mere existence of y.

So we ended up extending our logical foundations with local variables in a somewhat
ad-hoc manner. We introduce a local block {local x;P}. This means (informally speaking),
that the value of the global variable x is pushed onto a stack, and then initialized within the
block with a fresh value. And at the end of the block it is recovered from the stack. See [31]
for details. This works ok, but leads to annoying corner-cases when not used carefully. In
particular, if P calls other programs, the local-block around P may actually affect their
access to x, too. In a nutshell, we are not very happy with this solution; in retrospect we
would have done it differently. But we stuck to this solution because a different approach
would have required a major rewrite of the theorem prover at that point. (But see Section 6.)

4 Architecture

We now discuss the overall architecture of our theorem prover. That is, design choices that
are not very specific to qRHL and quantum crypto, but may inform the design of other
special purpose theorem provers.

4.1 Hybrid architecture
One probably uncommon design choice we made is a hybrid architecture involving our self-
written tool (in Scala), and the existing Isabelle/HOL theorem prover. The motivation came
from our experiences with EasyCrypt: After a first attempt at embedding pRHL directly
in the Rocq theorem prover [4], they decided that it would be less cumbersome and more
user-friendly to implement a tool for reasoning about pRHL from scratch, called EasyCrypt.
EasyCrypt has builtin support for probabilistic while programs and pRHL judgments and
reasoning. This avoids the necessity of modeling all of this in Rocq (making life easier for
the developers), and avoids possible idiosyncrasies of the embedding of pRHL into Rocq
(making life easier for the user). There is, however, one drawback: In cryptographic proofs,
we often do not need to purely apply pRHL reasoning rules, we also need to perform a fair
degree of reasoning outside of pRHL. (To give a simple example: in an analysis of the RSA
cryptosystem, we will need the various facts about modular arithmetic.) So all the necessary
mathematics has to be formalized from scratch in EasyCrypt, even though it may already
exist in other theorem provers that are better suited for general purpose math reasoning.
This meant that EasyCrypt had to develop the necessary capabilities to support these proofs,
too. This seemed like an unnecessarily large burden on the developers to us.

In the quantum setting, this is even more of a hindrance: Now we need to reason about
Hilbert spaces, operators, subspaces, etc. So to avoid this, we designed our prover qrhl-tool
with a hybrid architecture:

On the surface, qrhl-tool has its own input syntax and reasoning capability (tactic-based
backward reasoning). However, we developed a Scala library scala-isabelle [28] that
allows to start an instance of the Isabelle theorem prover in the background. Qrhl-tool does
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this, and delegates all reasoning in the ambient logic to Isabelle/HOL. (By ambient logic we
mean anything that does not involve qRHL judgments.) Specifically, we got the following
advantages:

We did not need to invent any syntax for formulas that are not specific to qRHL or the
program language. Whenever we encounter some expression in ambient logic, we send it
to the Isabelle process for parsing. For example, when we write lemma name: 1+1=2.,
the proposition 1+1=2 is parsed by Isabelle, and its meaning is opaque5 to our tool.
We get large parts of the syntax for programs for free. For example, assignments have
the form x <- expr; where expr is sent to Isabelle for parsing and can be an arbitrary
well-typed Isabelle term. Same for more complex objects, such as on x apply operator;
where operator can be an arbitrary mathematical description of an operator to apply to
the quantum variable x.
We get a syntax for predicates. Remember from Section 3 that predicates are subspaces,
but that we want to specify them using various connectives (like supremum) to get a usable
way to work with predicates. This is made easy:6 We just define the various connectives as
constants in Isabelle (or use existing constants), and export the parsing to Isabelle. When
doing reasoning in qRHL, tactics will often copy the predicates more or less unchanged
into the resulting verification conditions (e.g., some_subspace ≤ some_other). This
works very smoothly with our approach, since both the predicates and the verification
condition are internally already stored as Isabelle terms.
We can reuse existing tactics from Isabelle and adapt them easily in our tool. For example,
our simp tactic, when applied to a qRHL judgment, will run Isabelle’s simplifier on the
pre-/postcondition.
We can import Isabelle theories. So if there is some complex mathematical lemma we
need in our proof, and that lemma is not specific to qRHL or our programs, we write and
prove that lemma completely inside Isabelle, and use it in the qrhl-tool proof.

However, we should not hide the disadvantages of this approach: The learning curve for
the tool may increase (unless the user is already familiar with Isabelle/HOL) because now
one needs to work in Isabelle/HOL and qrhl-tool, depending on the specific subtask. It can
be annoying to have to switch between two tools repeatedly. And finally, setup becomes
somewhat more complex because one needs to install both qrhl-tool and a matching Isabelle
implementation (and configure the paths in qrhl-tool).

What alternatives are there to this approach?
Write a theorem prover from scratch without using any preexisting prover. We discussed
the disadvantages above.
Implement the new theorem prover as a library of theorems and special purpose tactics.
This approach was taken, e.g., by [6, 20, 17] for classical crypto. Whether this approach
leads to more or less usability depends a lot on the underlying theorem prover and how
customizable it is. E.g., can we introduce custom syntax for programs, etc.? Are there
any logical constructs in program declaration that cannot easily be modeled?7

5 Actually, in our tool we can inspect the internals of this term. But we don’t have to when it does not
involve qRHL specific reasoning.

6 Easy from the programming point of view. There is still a fair amount of mathematics formalization
involved, see [14, 36, 35].

7 For example, if in qrhl-tool, we declare two variables via quantum var x : bit. quantum var y :
bit., they will automatically be different variables (x ̸= y). This is important, e.g., when trying to show
that one subprogram (using x) does not interfere with another (using y). Similarly in EasyCrypt. In a
typical math-oriented theorem prover, there is no immediate analogue to this. Two constants that are
defined the same way (e.g., consts x : bit qvariable or similar) can never be shown to be distinct.
So when embedding into a general purpose theorem prover, one will have to deal with questions like
“how to show that two variables are not the same one” that follow by definition in a special-purpose
theorem prover written from scratch.

ITP 2026



2:10 Developing a Quantum Crypto Theorem Prover from Scratch

We do not have a final answer as to whether the approach we took was the best for this
situation, but it is certainly one to consider when writing another domain-specific theorem
prover from scratch.

To conclude, we should also discuss why we specifically used Isabelle/HOL as the
underlying theorem prover. At the time of starting the project (mid 2017), according to our
best knowledge at the time, Isabelle/HOL had the best existing library for real and complex
analysis, on which we based our mathematical foundations for quantum mechanics. We feel
that this situation has since changed, with Lean’s mathlib [18] providing a large amount of
foundations. So if we were to start the project again, we might choose Lean [15] instead.

Another reason for Isabelle was the availability of the sledgehammer tool [12] which is
very good at proving simple subgoals automatically. This advantage needs to be revisited;
we are not sure about the state-of-the-art in Lean in that respect.

We might also choose to avoid a hybrid architecture, and instead try to stay completely
within Lean, trying to customize it as far as possible to make the tool easy to use.

4.2 Hashed computations

In a nutshell, the main-loop of the theorem prover reads commands one at a time (coming
from the user, e.g., via the ProofGeneral [1] UI), keeps a list of all commands, and keeps a
tree of all files in the current directory. Each time a command is added (or a command is
removed via undo), a stateless function is called and passed the file tree and the command
list, and computes the result of executing all commands in all dependencies and the command
list.

Now this has the advantage of being quite simple conceptually: We do not need to track
where we need to restart computation, when some dependency has changed. On the other
hand, if done as described here, the prover would be horrendously inefficient; each time a
command is entered, all proofs would be rechecked.

This is why we added another layer to this approach, a form of advanced memoization.
When a function is called, a hash of all its inputs is computed, and the function is rerun
only if the inputs changed. That, on its own, would already avoid rechecking all proofs.
The computations that only depend on inputs that have not changed would not need to be
recomputed. However, we can go further: we implemented a datastructure that keeps track
of which parts of its inputs a memoized function accesses. If these parts have not changed,
the function does not need to run again. For example, if a function takes a file system tree
as input, but only accesses one file in it, it would only need to be recomputed if that file
changes.

This advanced memoization leads to several advantages (without additional explicit
tracking of dependencies):

When a dependency changes, the changes will automatically be taken into account without
needing to rerun anything explicitly.
If the user edits a dependency, or the proof further up, but that change is purely
presentational (whitespaces, comments, . . . ), nothing will be recomputed. (The parsing
will happen again, since the memoization of the parse function will notice changed inputs.
But the output of the parsing will not change, and therefore the proof checking, which is
the computationally heavy stuff, will not happen again.)
If the user edits a proof higher up or in a dependency, this will not require recomputation
of everything between that proof and the current point, since nothing depends on the
proof content, only on the proven theorem itself.
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When the user edits something (e.g., accidentally inserts a character near the beginning
of the file), leading to recomputation, and then undoes that change, then we recover
the previous state instantly (no recomputation needed). Without memoization, the user
would in such a situation have to wait for the whole file to rerun.

We believe this approach might be useful in similar tools, too. (Theorem provers; compilers
with incremental compilation.)

We have implemented this mechanism in an independent library hashedcomputation [22].
(However, we should stress that this library is not very polished; it is used only inside the
theorem prover and would need additional work to be a production ready library.)

4.3 ProofGeneral
We used ProofGeneral [1] to provide the UI. In a nutshell, ProofGeneral allows us to use
Emacs to edit a proof file, and to send it line by line to the prover (and to go back to earlier
positions, creating synthetic undo commands). It also parses the output of the tool to present
a message and a goal window.

With ProofGeneral, it is very easy to develop the UI of an interactive theorem prover
(essentially, the theorem prover just needs to read commands one by one). To get things like
semantic syntax highlighting, information when hovering over symbols, etc., as customary in
modern IDEs, this simplistic approach is not suitable. A more structured protocol (such as
language server protocol [19]) with a compatible IDE would probably have been a better
starting point.

4.4 Path towards a foundational prover
A theorem prover is called foundational if all reasoning is broken down to elementary
mathematical reasoning steps. A non-foundational one can have non-trivial tactics that are
proven sound by hand, but require us to trust their implementation. Note that a foundational
prover also can have powerful tactics on the user level; that tactic just needs to internally
break down its operation to a sequence of elementary steps.

One additional reason for our hybrid architecture (not mentioned in Subsection 4.1)
was to have a migration path towards a foundational theorem prover. Our theorem prover
qrhl-tool currently has many tactics that correspond to rules proven secure, e.g., in [30],
but not implemented foundationally. This was important to be able to get qrhl-tool up and
running, but we would like to have the possibility to transition to a foundational approach
in the long run. The hybrid architecture allows this: we can fill in more and more of the
underlying math in Isabelle/HOL, and transfer one tactic at a time into Isabelle/HOL (while
keeping the frontend the same). This makes the transition easier because one does not need
to make a hard cut and restart from scratch.

This is still work in progress (with a lot of work ahead).

5 QRHL in qrhl-tool

We now explain – on a high level – how qRHL is supported in qrhl-tool. For this, we go
through a simple example, and discuss on each step how the architecture supports this. (And
what limitations there are.) The example is the example proof from Theorem 2. Admittedly,
this is a very simple example that seems to hardly touch quantum-specific challenges. But
since under the hood, the same machinery needs to be used even for these simple cases, it is
still a convenient example. Details of the commands involved can be found in the qrhl-tool
manual [26]. The source of the example can be found in [23].
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As a first step, we create an Isabelle file OWP.thy that contains all declarations (and
possibly lemmas) that we wish to do in Isabelle/HOL:
theory OWP imports QRHL.QRHL begin
declare_variable_type X
axiomatization f :: ‹X ⇒ X› where bij_f: ‹bij f›
definition g where ‹g = f ◦ f›
lemma [iff ]: ‹f x = f y ↔ x = y› by [...]
end

In this file, we define a not-further specified type X; declare a function f and axiomatize
that it’s a bijection, and let g be f ◦ f. Mostly, this is standard Isabelle. Yet two things are
specific to qrhl-tool:

First, we load a background theory QRHL.QRHL; this theory loads all Isabelle formalizations
we made to support qrhl-tool: both mathematical theories and definitions (more on that
later), and project-specific Isabelle configuration.
We declare the type X with a custom command declare_variable_type. This declares
a new type, but adds qrhl-tool-specific customization: specifically, it declares it to be
of typeclass universe which says that the type is small enough to be used as type of a
program variable.8

Now the main qrhl-tool file owp.qrhl:
isabelle OWP.

This command loads the internal Isabelle process, with the theory OWP we just defined.
quantum var qglobA : infinite .
classical var cglobA : infinite .
classical var adv_in : X.
classical var adv_out : X.
classical var x : X.
classical var x’ : X.

Here we declare all the program variables needed throughout the proof. (I.e., global variables
accessible by all programs.) We can declare classical and quantum variables. Internally, not
much is happening, they are just registered in an environment. The tool does, however, check
that they are all of typeclass universe.

Let us understand what variables we need to declare, and how they relate to some of the
limitations of qrhl-tool:

cglobA, qglobA: We’ll define an adversary later; this adversary is supposed to be a
quantum adversary. Since the adversary is assumed to have a persistent global state, we
create two program variables that “belong” to the adversary, one for classical and one for
quantum state. They are of type infinite which is a predeclared infinite type; to model
that the adversary has arbitrarily much memory. (We could as well have used bit list
or similar; using infinite is just stylistic.)
adv_in, adv_out: These are needed for inputs/outputs in adversary calls. This is
necessary because of our lack of support for function parameters as discussed in Section 3,
page 7.
x, x’: These are just variables we will use in our programs below. If we had true local
variables, we would not need to declare them as global variables here.

8 Basically, any type that is constructed from countable types, powersets, and function types is small
enough. But if we would allow arbitrarily large types, we would get into logical contradictions since the
type of all program states would then be a valid variable type.
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adversary A free qglobA , cglobA , adv_in , adv_out .

Our result needs to hold for any adversary A. So we declare one. Implementation-wise, this
just means registering this adversary in the environment. Logically, it means A is an arbitrary
fragment of code. The only restriction put on it is that it accesses only the variables qglobA,
cglobA, adv_in, adv_out. This is important: if it could access x, it could simply read the
secret value it needs to guess.
program g_owp := {

x <$ uniform UNIV;
adv_in <- g x;
call A;
x’ <- adv_out ;

}.

This is used to define what it means for g to be a one-way permutation. Notice how this
is not a full definition. We simply define a program that corresponds to the fragment
x

$← X, y ← f(x), x′ ← A(y) inside Definition 1. The full security definition would be
something like “for any τ -time A, Pr[x = x′ : g_owp] ≤ ϵ”. This overall security definition
is left implicit; we will talk about this limitation later. Internally, this just registers the
program code in an environment. It also defines g_owp in the Isabelle process; this currently
uses an embedding where the different program constructors (such as assign, sample, while,
. . . ) are simply axiomatized constants. This means, Isabelle cannot prove anything about
these programs, but it provides a path towards actually implementing those definitions later
and migrating towards a foundational tool (see Subsection 4.4).
program B := {

call A;
adv_out <- f adv_out ;

}.

This defines the adversary B in terms of A (see the proof of Theorem 2). From the point of
view of the tool, a reduction-adversary is just another program fragment.
program f_owp := {

x <$ uniform UNIV;
adv_in <- f x;
call B;
x’ <- adv_out ;

}.

This is the game that defines that f is a one-way permutation (with respect to adversary B).
Note the duplication: We had to state the definition (or more to the point, the main game
from the definition) twice, once for f, once for g. This is a limitation of the tool; we do not
have a convenient way of making parametric definitions. In our case study [32], where we
proved quantum security of a variant of the Fujisaki-Okamoto transform [16], we ended up
using some preprocessing scripts to generate multiple variants of the same files. A full-fledged
module system with parametric definitions would be very useful. We stress, however, that
this also leads to a considerably more complex background theory. For example, in the
EasyCrypt tool, there are cloned theories and program modules that are quite powerful, but
their formal meaning is unspecified at this point, and it is not currently clear how to define
them in a way that existing tactics work in a sound way.9

9 We have no reference for this, but this is our conclusion after discussions with the authors.

ITP 2026



2:14 Developing a Quantum Crypto Theorem Prover from Scratch

ambient var rho : program_state .
lemma security : Pr[x=x’ : g_owp(rho )] = Pr[x=x’ : f_owp(rho )].

Here we state the final result. This needs to be read as: “for the same initial state ρ, the
probability that x = x′ is the same in programs g_owp and f_owp”. Note that we don’t show
the actual security claim “if f is a (τ, ϵ)-one-way permutation, then g is a (τ − τf , ϵ)-one-way
permutation”. Instead, we exhibit an explicit reduction adversary B, and the actual security
claim is now a “trivial” corollary from:

the fact that lemma security holds for all A
the “obvious” fact that the runtime of B is that of A plus τf . (Recall: τf is the time for
evaluating f.)

Now relying on this “obvious” fact is a big limitation. We cannot close this gap with
qrhl-tool because it does not allow us to reason about runtime. This is a common
phenomenon in crypto theorem provers. In EasyCrypt, there are extensions for reasoning
about runtime, but the final word about how best to do this seems to be still out.

Internally, this command reads the statement of the lemma using the Isabelle parser,
and creates an Isabelle goal internally. The goal is shown to the user (through the Isabelle
pretty printer). On the Isabelle side, not much happens either. All that is done in the
background theories (QRHL.QRHL) is to axiomatize a constant probability with custom
syntax Pr[...], but without giving it an actual definition. (Again, this gives us a migration
path to foundationality.)

byqrhl .

Here it gets interesting. byqrhl is a tactic that transforms a subgoal of the form Pr[...]
= Pr[...] (or with ≤ or ≥) into a qRHL judgment that is sufficient for proving this goal.
The resulting judgment is represented internally as a quadruple of pre-/postcondition and
two programs. Pre- and postcondition are terms fully represented in Isabelle; the programs
are represented in qrhl-tool. Qrhl-tool prints the current goal as:

Pre: C l a[x1 = x2 ∧ adv_in1 = adv_in2 ∧ cglobA1 = cglobA2
∧ adv_out1 = adv_out2 ∧ x’1 = x ’2] ⊓ J qglobA1 K ≡q J qglobA2 K

Left: (1) call g_owp;
Right: (1) call f_owp;

Post: C l a[(x1 = x ’1) = (x2 = x ’2)]

While byqrhl is simply an axiomatized tactic (meaning, we have hardcoded in the qrhl-tool
source code what it does), the representation of the pre-/postcondition in Isabelle is fully
defined, and all lemmas we use when working with these are fully formalized! (The programs
are simply kept in internal representation without special Isabelle support.) In a nutshell,
the pre-/postconditions are of type mem2 ell2 ccsubspace, where mem2 is the type of pairs
of memories (M×M in our notation from Section 3). Then mem2 ell2 is the Hilbert space
with states |(m1,m2)⟩ for m1,m2 ∈M as a basis. And mem2 ell2 ccsubspace is the type
of all (topologically closed) subspaces of mem2 ell2. Comparing this with our discussion
from Section 3, we see that this is exactly the type we wanted for representing quantum
predicates on pairs of memories. However, since we will need to reason in Isabelle about these
predicates (in a foundational way!), these types need to be fully defined. And since mem2 is
infinite, this needs the full machinery of infinite dimensional Hilbert spaces (and operators
thereon, and subspaces thereof, etc.). In fact, the development of this background math has
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given rise to several large libraries of Isabelle formalization [14, 36, 35]. This background
material is probably the largest effort in developing the theorem prover. (The hardcoded
tactics are relatively simple Scala methods instead.)

To explain what exactly is happening in the postcondition: We see a classical expression
(x1 = x’1) = (x2 = x’2), i.e., an expression involving only the classical variables of the
programs. Intuitively, this is the postcondition we need to hold for the two probabilities from
lemma security to be equal. However, we need a quantum predicate here, i.e., a subspace,
not a boolean. For this, we have simply defined an Isabelle function Cla[...] that maps a
boolean to a subspace; this allows us to embed classical predicates into quantum predicates.10

Looking at the precondition, we additionally see ⊓, meaning the intersection of two subspaces,
and ≡q, meaning quantum equality (discussed in Section 3). So with this precondition, the
qRHL judgment essentially states that the postcondition needs to follow if the initial states
of the two programs satisfy that all variables (including the quantum variables) have the
same values.

The proof continues:

inline g_owp.
inline f_owp.
inline B.
wp 1 2.
equal 1.

1: { simp. }
wp 1 1.
rnd x,x <- map_distr (λx. (x, f x)) ( uniform UNIV ).
skip.

A sequence of tactics, inlining the definitions of the programs we defined, and applying
various qRHL reasoning rules. (We omit the details here, see the manual [26] instead.) The
last tactic skip transforms the qRHL subgoal (which now has two empty programs) into
an inequality between subspaces. (Specifically, the precondition at that point needs to be a
subspace of the postcondition.) We get the goal:

C l a[x1 = x2 ∧ adv_in1 = adv_in2 ∧ cglobA1 = cglobA2
∧ adv_out1 = adv_out2 ∧ x’1 = x ’2] ⊓ J qglobA1 K ≡q J qglobA2 K
≤ C l a[ map_distr fst ( map_distr (λx. (x, f x)) ( uniform UNIV ))
= uniform UNIV ∧ map_distr snd ( map_distr (λx. (x, f x))
( uniform UNIV )) = uniform UNIV] ⊓ (

d
z∈supp ( map_distr (λx. (x, f x))

( uniform UNIV )). (
d

adv_out2 adv_out1 . C l a[ adv_out1 ̸= adv_out2 ]
+ C l a[( fst z = adv_out1 ) = (snd z = f adv_out2 )])
⊓ C l a[ cglobA1 = cglobA2 ∧ g (fst z) = f (snd z)
∧ adv_out1 = adv_out2 ] ⊓ J qglobA1 K ≡q J qglobA2 K )

Admittedly near impossible to read. But fortunately the next tactic manages to just prove it:

simp! g_def bij_f.

This runs the Isabelle simplifier, and due to the rich math setup, it solves the goal immediately.
The proof then ends with:

qed.

10 Formally, Cla[False] is defined as the 0-subspace, and Cla[True] as the whole subspace.
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Note that we did the whole game-based proof in one step. We could have followed the
game sequence from the proof of Theorem 2 and made one Pr[...]=Pr[...] lemma for
each step. This would have been just as easy, but the proof here was simple enough that
qRHL can do it in one go.

6 Future work

In our opinion, the biggest limitation of the existing qrhl-tool is the treatment of local
variables and the lack of procedure parameters and return values. As discussed in Section 3,
these are not straightforward to handle in the quantum setting. We are currently developing a
large refactoring of qrhl-tool [25] that has a systematic and logically clean treatment of these.
To model quantum variables (and to be able to pass them around nicely to subprocedures),
we use the formalism of “quantum references” [34]. These are quantum analogues to lenses
in functional programming, i.e., they can point into part of a larger data structure. We use
these to let quantum variables be pointers into some larger quantum memory. We already
have extensive formalization of references in Isabelle/HOL [33, 27], but lots still needs to be
done. The refactoring is currently in an unusable state.

An alternative direction is a complete rewrite inside a theorem prover, e.g., Lean (abandon-
ing the “hybrid architecture”). We have not yet decided whether this is a suitable direction
to take, but given the recent surge in popularity of Lean, it might be worthwhile.
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