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—— Abstract

Schroer et al. [48] developed a verification infrastructure for rapid prototyping of automated verifica-
tion techniques for probabilistic programs (PPs), which is based on the quantitative intermediate
verification language HeyVL. In a nutshell, users encode programs, specifications, and proof rules
into a single HeyVL program. The verification conditions obtained from such a HeyVL program are
then discharged with SMT solvers or probabilistic model checkers. However, ensuring that a HeyVL
encoding is correct can be subtle and error-prone, just like reasoning about PPs in general.

In this paper, we develop mechanized foundations for writing formal correctness proofs for both
HeyVL encodings and PP verification techniques that are grounded in the basics of probability
theory. To this end, we formalize Markov decision processes (MDPs) — a standard model for assigning
operational semantics to PPs. We construct suitable probability spaces for MDPs to ground them in
probability theory. Furthermore, we develop least fixed-point characterizations of expected total costs
of MDPs, which are useful for relating program logics or denotational semantics to an operational
MDP semantics. We apply these characterizations to formalize sound weakest-precondition-style
calculi for both partial and total correctness reasoning about the expected behavior of PPs with
unbounded loops, nondeterminism, and conditioning. Finally, we develop a deep embedding of the
HeyVL intermediate verification language. We apply the above machinery to prove the correctness of
various existing HeyVL encodings. During that process, we improved the original HeyVL encoding
of an invariant-based proof rule for loops.

All of our results have been formalized in the interactive theorem prover Lean on top of mathlib.
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1 Introduction

Probabilistic programs (PPs) are ordinary programs with the ability to make decisions based
on the outcome of random experiments. They appear, for example, as implementations of
randomized algorithms or protocols and as descriptions of statistical models; see [4] for an
overview. Since reasoning about PPs can be subtle and counterintuitive, their verification is
an active research area, see e.g. [9, 1, 19, 42, 51, 38, 18] for recent developments.
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Schroer et al. [48] developed the CAESAR verification infrastructure to enable rapid
prototyping of automated PP verifiers for new program logics and proof rules. At the heart
of CAESAR lies HeyVL, an intermediate verification language inspired by BOOGIE [37] for
describing verification conditions in the expectation-based approach to PP verification a la
Kozen [35] and Mclver & Morgan [41]. After encoding a verification problem as a HeyVL
program, CAESAR generates verification conditions and discharges them with SMT-solvers
or probabilistic model checkers [50]. Examples of verification techniques that have been
automated with CAESAR include a new proof rule for almost-sure termination of randomized
distributed algorithms [18], a calculus for bounding expected outcomes of PPs with continuous
distributions [11], and an approach for programmatic strategy synthesis [6, p. 15].

However, building automated verification tools by encoding to HeyVL also faces obstacles:
(i) Developing HeyVL encodings is error-prone and can result in unsound verification tools,
because reasoning about PPs can be counterintuitive. For example, a PP might terminate
almost-surely, i.e. with probability one, but still have an unbounded expected runtime [32].
(ii) Moreover, justifying the correctness of a HeyVL encoding is subtle compared to classical
encodings into intermediate verification languages (cf. [37]), because Jones [28] showed that
there is no notion of strongest postconditions for reasoning about the expected behavior of PPs.
Every encoding must thus be justified in terms of backward-moving weakest preconditions.
(iii) The encoded program logic might be unsound, especially if it lacks a formal correctness
proof with respect to the foundations of probability theory. (iv) HeyVL encodings can result
in mathematically intricate verification conditions that cannot be resolved by fully automatic
tools without substantial manual effort, e.g. by adding user-supplied lemmas or axioms.

This paper complements CAESAR with a Lean [16] formalization of the HeyVL intermediate
verification language. Moreover, it develops foundations for proving HeyVL encodings correct
with respect to basic probability theory in mathlib [40]. After discussing related work in
Section 2 and preliminaries in Section 3, we proceed in three steps:

First, in Section 4, we formalize Markov decision processes (MDPs) — a standard model
for assigning operational semantics to PPs that can be thought of as the probabilistic
analogue to labeled transition systems. To connect MDPs to probability theory, we formalize
their probability spaces by leveraging the recent addition of the Ionescu-Tulcea theorem to
mathlib [39]. Furthermore, we develop least fixed point characterizations of expected costs
of MDPs a la [10] and [5, Ch. 2.2] that are suitable for PP verification.

Second, in Section 5, we consider a variant of the popular probabilistic guarded command
language (pGCL) with unbounded loops, conditioning, and nondeterminism. We formal-
ize weakest-precondition-style calculi for reasoning about the expected behavior of pGCL
programs in total and partial correctness settings. Moreover, we leverage our fixed point
characterizations to prove these calculi sound with respect to an operational MDP semantics.

Third, in Section 6, we develop a deep embedding of the HeyVL intermediate verification
language and its underlying assertion language HeyLo. As a case study, we apply the above
machinery to confirm the soundness of various HeyVL encodings from the original paper by
Schroer et al. [48], which contains informal proof sketches only. In particular, we improve their
encoding of loops by formalizing a more local version of k-(co)induction [7]; see Section 5.5.

Finally, our formalization effort lays the groundwork for interactive verification of HeyVL
programs. Figure 1 shows how to generate verification conditions for a quantitative Hoare
triple (cf. [48, p. 12]) with an attached loop invariant in Lean. In every iteration of the
while loop, a fair coin flip determines whether the variable y is halved or decremented. We
use tick(1) to model that every execution of the loop body consumes one time unit. The
triple states that the expected number of loop iterations is at most the sum of y and the
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def NatLog := vc[D, wp]
{ [0 <yl * t(y + nlog2(y)) }
while 0 < y inv([0 < y] * t(y + nlog2(y))) {
{y:==y/23Y[1/21{y:=y-11%}; tick(1)

{0}

Figure 1 Lean code for generating verification conditions of a quantitative Hoare triple. The
arrows are Lean notation for type coercion to cast natural numbers into extended non-negative reals.

binary logarithm of y if y > 0 holds initially. Otherwise, it is zero. Apart from the arrows for

type coercion in Lean, we use the same syntax for programs and specifications as CAESAR.

Proving this triple with CAESAR requires user-supplied lemmas or unverified axioms to deal
with the binary logarithm function nlog2. A standard tactic-based Lean proof of the triple
comprises roughly 11 lines of code (see Figure 8 discussed on page 19).

Contributions. While there exist previous formalizations of MDPs and calculi for reasoning
about pGCL programs (see Section 2), we make the following contributions on top of developing
a new formalization of MDPs and proven-sound expectation-based calculi in Lean:
Our wp-calculus supports conditioning. Furthermore, we extend Kaminski’s duality
theorem [31, Thm. 4.25] to support programs with conditioning. To this end, we formalize
a weakest liberal preexpectation (wlp) calculus and prove it sound with respect to an
MDP semantics via a novel weakest fault-tolerant preexpectation (wfp) calculus.
We develop a deep embedding of the HeyVL intermediate verification language by Schroer
et al. [48] and prove the soundness of HeyVL encodings for the verification of pGCL
programs with unbounded loops. Moreover, we use the aforementioned calculi to certify
the soundness of HeyVL encodings for verifying pGCL programs.
We refine the proof principle of k-(co)induction [7] for invariant-based verification of pGCL
loops such that variables, which are not modified in the loop body, do not have to be
considered in the rule’s premise. The resulting proof principle of idle k-(co)induction led

to a HeyVL encoding for loops that is more complete than the original one [48, Sec. 4.2].

Access to formalization. Our source code is available online!, where the file Paper.lean
references definitions and theorems in the order in which they are presented. While we mostly
use mathematical notation with reduced clutter, many symbols link to the documentation.

2 Related Work

There exist various formalizations of probabilistic models and techniques for their analysis

that overlap with our work. In particular, Holzl [24, 25] formalized MDPs in Isabelle/HOL.
His work is based on previous formalizations of measure and probability theory [26, 22].

Earlier formalizations exist [46, 12], but do not support explicit constructions of MDPs in
terms of their underlying transition system. Schéaffeler and Abdulaziz [47] built on Holzl’s
work to formalize fixed point characterizations of expected costs in MDPs that are similar
to ours. Holzl [23, 24] also formalized the weakest preexpectation calculus (wp) and the
expected runtime calculus [32] for pGCL and proved them sound with respect to an MDP
semantics. Earlier mechanizations of wp-style calculi for PP verification have been developed

! https://aurora-dtu.github.io/securing-the-foundations-of-an-intermediate-language-for-
prob-prog-verification/Paper/ITP26.html
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in Isabelle/HOL [27, 14, 15] and Rocq [45], but lack a soundness proof with respect to an
operational semantics. In particular, Cock [14, 15] opted for a very shallow embedding of wp,
whereas the other formalizations (including ours) use a deep embedding.

Our work significantly overlaps with the above formalizations of fixed point characteriza-
tions for MDPs and wp-style calculi for reasoning about pGCL. In addition to the above, our
Lean formalization includes proven-sound calculi for reasoning about partial correctness [41]
and conditioning [43]. To this end, we formalize a weakest liberal preexpectation calculus
and prove it sound with respect to an operational MDP semantics via a novel weakest
fault-tolerant preexpectation calculus. Furthermore, we give the first embedding of the
intermediate verification language HeyVL [48] in an interactive theorem prover.

Recently, various program logics for PP verification have been formalized on top of
Iris [29], including Tachis [21] and Eris [1]. Similarly to Elora [3] and probabilistic Hoare
logic [17], these logics take a different approach to PP verification than we do by working
with predicates instead of expectations. We cite further related work at the relevant places.

3 Preliminaries

We mostly use mathematical notation. Given a type, say «, we implicitly lift operations or
relations on « to functions f,g: f — a by pointwise application, e.g. f < g iff fb < gb for
all b € 5. We add brackets to function calls like f b whenever it supports readability.

We denote by RY, the set of non-negative reals extended by infinity. The one-bounded
reals are Rjg ;) = {p: RS, [ p < 1} and the set of Booleans is B = {false, true}. All three
sets are complete lattices with a canonical ordering <. Let («, <) be a complete lattice with
least element | and greatest element T. A function f: o — « is monotone if a < b implies
fa < fb. Tt is continuous if f Unpeny cn = Upenf (cn) for all ¢: N — «a, where U denotes
the supremum. It is co-continuous if f Mpeny cn = Mpenf (cn) for all ¢: N — a , where
M denotes the infimum. Every monotone function f: a — « has a least fixed point Ifp f
and a greatest fixed point gfp f by Tarski’s theorem [49]. By Kleene’s theorem [33], we
have Ifp f = Unenf™ L if f is continuous, where f*"*1 o = f(f"x) and f°x = x. Moreover,
gfp [ = Mpenf™ T if f is co-continuous.

A measurable space (€0, B) is a non-empty set ) of outcomes equipped with a o-algebra,
i.e. B C 22 is a collection of subsets of  that contains the empty set (} and is closed
under complement and countable union. A probability measure on (Q,B) is a function
p: B — Rygq) such that pQ =1 and p (UienE;) = ),y 1 B for every countable disjoint
sequence E1, Fs,... in B. Put together, the triple (2, B, ) is called a probability space.
A random wvariable on (€, B, 1) is a function X: Q — RZ,. Its expected value is given by
Exp[X] = [ co(X w)du. A probability space is discrete if there is a countable subset E C €
such that (i) {e} € B for all e € E and (ii) > . pn{e} = 1. For discrete probability spaces,
the expected value of a random variable X simplifies to Exp[X] = > .y u{e}- Xe.

A probability mass function (PMF) over a set S is a function p: S — RS, such that
> scgPs=1. We denote by PMF S the set of all PMFs over S. There is extensive support
for constructing discrete probability measures from PMFs in mathlib.

4 Expected Total Costs in Markov Decision Processes (MDPs)

MDPs are a standard model for systems with both probabilistic and nondeterministic behavior.
Our main goal is to use MDPs as an intuitive device to assign operational semantics to
probabilistic programs (cf. [32, 20]). Hence, we formalize MDPs as the probabilistic analogue
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to transition systems based on the popular textbook by Baier and Katoen [2, Ch. 10].
Specifically, we formalize (1) discrete time Markov chains and connect them to probability
theory in mathlib by constructing a suitable probability space; (2) optimal expected total
costs in MDPs in terms of sums over all paths of induced Markov chains; and (3) equivalent
fixed point characterizations of optimal expected costs. For a thorough introduction to MDPs
and probability theory, we refer to [44, 2, 13, 30].

4.1 Markov Chains

We first formalize Markov chains and connect them to probability spaces in mathlib.

» Definition 1. A Markov chain (MC) is a triple (S,P,t), where S is the set of states,
P: S — PMF S is the transition probability function, and « € S is the initial state.

Throughout this section, we implicitly fix an MC (S, P,¢) to avoid clutter. We denote by
succss = {s' € S | Pss’ > 0} the set of all direct successors of state s. A path m in an MC
is a non-empty finite or infinite sequence of states, where every state is a successor of the
previous state. The set of all finite paths of length n € N (of the fixed MC) is

Path™ = {sps1...5n | So =t AVi€0...n—1,8;41 € succs s; }.
The set of all finite paths is Path = | J,,.y Path=". Analogously, the set of all infinite paths is
Path® = {5081 e | so =t AVi€eN, Si41 € succs Si}.

To reason about the probability of sets of paths, we need a suitable probability space over
infinite paths. The textbook approach [2, 36] is based on cylinder sets, i.e. all infinite paths
that have a given finite path as a prefix. Formally, the set of finite prefizes of an infinite
path m = sgs; - - - € Path” is defined as prefm = {sg...s; € Path | i € N}.

» Definition 2. The cylinder set of m € Path is Cylm = {n’ € Path” | 7 € pref7’}.

The following theorem specifies the desired probability space (cf. [2, Def. 10.10]). It also
justifies that the probability of a finite path is the product of its transition probabilities.

» Theorem 3. Let C be the smallest o-algebra that contains {Cyl 7 | m € Path}. Then there
exists a probability measure Pr on the measurable space (Path”,C) that satisfies

Pr(Cylm) = H Ps;Sit1 for all m = s¢sy ... 8y, € Path.
0<i<n

Note that cylinder sets are defined differently in mathlib, namely from a measure-theoretic
perspective as the product measure of a family of probability measures as opposed to the
path-centric approach of [2]. During the proof of Theorem 3, we show that both definitions
are equal such that we can rely on mathlib to construct probability measures. At a high level,
we prove Theorem 3 in three steps. First, for any fixed state s € S, we construct a discrete
probability space (£, 2%, us) over the successors of s, i.e. Q, = succs s with p, {s'} = Pss’.
Second, we construct a probability space (£, 2%, 1), where Q = (7: Path) — (succs 7) consists
of maps from finite paths 7 to their successors succsm = {ms’ | s’ € succs (last7)}. We then
apply the Ionescu-Tulcea theorem (cf. [34, Theorem 14.32]), which has recently been added
to mathlib [39], to construct the (unique) probability measure p as an infinite product
obtained from the probability measures us. Finally, we show that Pr from Theorem 3 is a
probability measure over C. To this end, it suffices to construct Pr as the pushforward of
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u by a measurable function embed: € — Path®, i.e. we prove PrC = i (embed~! C) for any
C € C.2 Proving the last step involves reconciling Definition 2 with mathlib’s definition
of cylinder sets. Formalizing Theorem 3 required substantial effort, because one needs to
manage dependent instances of Measurablespace to invoke intinitepi (the Ionescu-Tulcea theorem
in mathlib) to construct a suitable product measure. To embed it into our path-centric
view, the formalization effort forced us to define measures over successors of finite path
fragments (as opposed to over states). Otherwise, we would not have been able to express
probabilities of paths with loops. We have not encountered this explicit connection between
measure-theoretic cylinders and cylinders of paths in the literature or existing formalizations.
We thus believe it to be a novel construction.

4.2 Expected Costs of MDPs as Sums over Paths

We extend Markov chains to Markov decision processes (MDPs) by allowing choices between
one or more PMFs in every state.

» Definition 4. An MDP is a triple (S, A, P), where S is the set of states, A is the set of
actions, and P: S — A — PMF S is a partial function that assigns at most one PMF over
successor states to every state-action pair. For every s € S, we require that Psa is defined
for at least one action a.

Figure 2 shows how MDPs are defined in Lean. We use FunLike to mirror mathematical
notation for transition probabilities between two states. This enables writing p s o s’ instead
of ((p s @).map fun pmf — pmf s’).getd 0. Throughout the remainder of this section, we implicitly
fix an MDP (S, A, P). We denote by succs, s = {s’ | Psa s’ # 0} the set of successors of state
s for a given action a. The set of actions enabled in state s is act s = {a | succs, s # 0}. We
collect all successors of s in the set succs s = {s’ | Ja € A. s’ € succs, s}. Paths in MDPs are
defined analogously to paths in Markov chains (see Section 4.1), but for any given initial
states. In particular, Path=" s = {m € Path™" | firstm = s} refers to the set of paths that
start in state s € S.

For MDPs, the probability of moving from a state s to s’ is not uniquely determined,
because it depends on the chosen action. Hence, an MDP does not specify a single probability
space like a Markov chain. A scheduler resolves such nondeterminism by choosing the next
action based on the history of previously visited states. Every scheduler thus induces an
MC with a well-defined probability space. We will ultimately consider optimal expected
costs by minimizing or maximizing over all possible schedulers. Formally, a scheduler is
a function S: Path — A such that S is an enabled action for every finite path m € Path,
i.e. S7 € act (last m). We denote by Sched the set of all schedulers (of the fixed MDP). The
probability of a path m = sqg ... s, with respect to S is Probg 7w = H?:_ol Ps;(Ss08s1...58i)Sit1-
This definition is justified, because every scheduler S and every initial state ¢ induce a Markov
chain whose state space consists of all finite paths of the MDP that start in ¢.

» Definition 5. Given an MDP (S, A,P), the Markov chain induced by a scheduler S and
an initial state ¢« € S is given by the triple (Pathe, Ps,t), where Ps = Ar.Pm (S).

By Theorem 3, the probability space underlying an induced Markov chain yields the above
definition of path probabilities Probg 7 for MDPs.

2 More specifically, for f € Q, the embedding embed f = sgs1 ... € Path® is given by s, = last (f" 1) for
all n € N, where ¢ is the MC’s initial state, i.e. the repeated application of f.
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structure MDP (State Act : Typex*) where
P : State -+ Act - Option (PMF State)
exists_P_isSome s : da, (P s «).isSome

instance : FunLike (Option (PMF State)) State ENNReal where
coe pmf’ x := if let some pmf := pmf’ then pmf x else O

theorem inducedMC_cyl (7 : M.Path) (h’ : w.Prob & # 0) :
(M.inducedMC S 7[0]).Pr (m.toMC h’).Cyl = w.Prob S := by

Figure 2 Three Lean code excerpts: First, the Lean definition MDPs (cf. Definition 4). Second,
the instance of FunLike for option PMF, allowing us to invoke P s a s’ even when an action is not
enabled, returning zero in that case. Third, the Lean version of Theorem 6.

» Theorem 6. For every path m = sq...s, of an MDP and every scheduler S with Probg 7w #
0, the MC induced by S and sog contains the path 7' = (s9)(s051) - .. (S051 - .-8n) and

n—1
Pr(Cyln’) = Probsm = [ Psi(Ssos1...s:)si41.
=0

To reason about expected costs, we equip MDPs with a cost function c: S — R, that
determines the cost ¢s when moving out of a state s € S. The function Cost,: Path — R,
assigns to every finite path m = sps1...s, its cumulative cost Costem = Y i ¢s;. The
cumulative cost function is a random variable in any Markov chain induced by a scheduler &
and an initial state sg. The expected cost of an MDP under a scheduler S is defined as the
expected value (over an infinite horizon of steps n) of that random variable.

» Definition 7. The expected cost ECostS of an MDP (S, A,P) under a scheduler S € Sched
and a cost function c: S — RS, maps every initial state s € S to

ECostf s = |_| N Z Probs 7 - Cost. 7.
n
rePath=n s

Rather than selecting a scheduler, we often consider the optimal expected cost over all
schedulers. Our Lean formalization is parameterized in an optimization o € {A, D} that

resolves nondeterminism either in an angelic (maximizing) or demonic (minimizing) fashion.
To enable a uniform representation, we define a 4 b = amaxb and a Op b = aminb.

Analogously, we define Al:li fi=1_J;fiand DDZ- fi=T[]f1

» Definition 8. The optimal expected cost of an MDP with initial state s and optimization
o € {A, D} over schedulers S € Sched is defined as

OECs = OD ECost‘CS s = OD Z Probg 7 - Cost,. .
SeSched SseSched — €N .
rePath=ns

In other words, the optimal expected cost of an MDP with a fixed initial state is obtained by
determining the minimal (resp. maximal) expected cost under all schedulers, which amounts
to the maximal sum of costs over paths of any fixed length weighted by their probabilities.

4.3 Expected Costs of MDPs as Least Fixed Points

We now give a least fixed point characterization of the above “sum over all paths” definition
of optimal expected costs. Throughout this section, let (S, A, P) be an MDP. The complete
lattice underlying this approach is the set of all cost functions C = {c|c: S — RZ,}.

» Lemma 9. (C, <) is a complete lattice with ¢; < ¢co iff c1 8 < cos for all s € S.
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Securing the Foundations of an Intermediate Language for Prob. Prog. Verification

The Bellman operator (cf. [13, 44]) attempts to recursively compute optimal expected values
by selecting locally optimal actions.

» Definition 10. Given a cost function ¢ € C and an optimization o € {A, D}, the Bellman
operator ®7 : (S — RSy) — S — RSy of an MDP is given by

v = As.cs+ oL E Psas' -vs'.
a€aCts s csuces, s

Our goal is to characterize the optimal expected value of an MDP (Definition 8) as the
least fixed point of the corresponding Bellman operator. An angelic interpretation of
nondeterminism, i.e. 0 = A, admits a direct proof using Kleene’s fixed point theorem,
induction on the length of paths, and the fact that suprema can be swapped.

» Lemma 11. &4 is continuous and monotone.
» Theorem 12. Ifp (1)24 = OECZ4 = As. I—'SESChedl—lneN ZT(EPath:" s Probg 7 - Cost, 7.

The proof for a demonic interpretation of nondeterminism, i.e. 0 = D, is more involved. For
instance, ®2 is not necessarily continuous, which prevents using Kleene’s fixed point theorem.
However, continuity is restored if one focuses on finitely-branching MDPs, i.e. if the set of
successors succs s and the set of enabled actions act s are finite for every state s.

» Lemma 13. ®7 is monotone. For finitely-branching MDPs, ®P is continuous.

®P always has a least fixed point by Tarski’s and Knaster’s theorem. Throughout the
remainder of this section, we focus on finitely-branching MDPs. An additional challenge
when resolving nondeterminism demonically is that we take the infimum over all schedulers &
and the supremum over the length of paths n. However, suprema and infima do not commute.
In fact, commuting them would admit a proof analogous to Theorem 12:

» Lemma 14. Ifp CI)CD = As. LlneNl_lSeSched Zﬂ-epath:" s Probgs 7 - Cost. 7.

To justify swapping the supremum over the path-length n and the infimum over schedulers S,
we construct a specific scheduler such that the optimal expected value is attained. A key
observation is that we can always choose a scheduler that depends on the current state only.

» Definition 15. A memoryless scheduler of an MDP (S, A,P) is a function L: S — A.

The Bellman operator induced by a memoryless scheduler £ is defined as before except that
the chosen action is already determined by £ and the current state:

PEv = Ns.cs+ Z Ps(Ls)s -vs

s'ESUCCS (L 5) 8

Every memoryless scheduler £ corresponds to a scheduler S such that S& = £ (last7) for all
7 € Path. We thus also write ECost’ for expected costs under a memoryless scheduler.

» Lemma 16. For every memoryless scheduler £, we have ECosts = Ifp ®~.

We now construct a memoryless scheduler that always picks an action that achieves the
lowest expected cost with respect to the Bellman operator’s least fixed point Ifp ®2.

» Definition 17. The optimal demonic memoryless scheduler £ with respect to Ifp ®7 is

L = )s. argmin Z Psas -Ifp &7 5.

a€ACts o esuces g4 s
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One can show by antisymmetry that the least fixed point of the Bellman operator ®2
coincides with the least fixed point of the optimal demonic memoryless scheduler L.

» Lemma 18. Ifp ®D = Ifp OL.
Put together, Lemmas 14 and 18 yield the desired least fixed point characterization.
» Theorem 19. For every finitely branching MDP, we have OECP = Ifp ®P.

Proof. By antisymmetry. The case > follows from Lemma 14. For the case <, we have
OEC? "L ® MgeschedECostS < ECost? "% 0 ifp &L ML 1%y 3P, <

5 Reasoning about a Probabilistic Guarded Command Language

We now leverage Theorems 12 and 19 to develop weakest-precondition-style calculi for
reasoning about probabilistic programs that are sound with respect to an operational MDP
semantics. Specifically, we consider a variant of the probabilistic guarded command language
(pGCL) [41] — a popular language for studying probabilistic program verification techniques —
featuring unbounded loops, nondeterminism, resource consumption [32], and conditioning [43].
This section (1) briefly introduces our flavor of pGCL alongside some design considerations,
(2) describes the language’s operational MDP semantics, (3) develops calculi for reasoning
about quantitative properties of pGCL programs, (4) discusses how those calculi are proven
sound, and (5) formalizes invariant-based proof rules for loops.

5.1 Program States and Syntax

Our variant of pGCL is typed over a (possibly infinite) set V' of variables, where every
variable is assigned a type by a context I' : ¥V — Type. The set of (program) states is
Statey, = (v : V) — T'v. We denote by Ey[r] = Statey — 7 the set of expressions over
variables in V that evaluate to values of type 7. In particular, Ey[RZ,] denotes the set of
random variables over program states, which are also called empectatio;bs. We often omit the
subscript V and type contexts I'. We created a collection of simplification rules such that one
can work with expectations as with Lean’s existing type ENNReal for extended non-negative
reals. Note that mathlib does not have a built-in type Ry 1) for probabilities. Rather than
introducing a type Ry 1; and then working with E[Rg 11, it turned out to be more ergonomic
to define E[R[g 1;] directly in terms of expectations that are bounded by one:

def ProbExp (I' : I'[V]) := {e : E[I', ENNReal] // e < 1}
To update the value of a variable x in a state o or expression X : E[7], we define:

ol —v] = Ay.if z =y then velse oy, wherez:Vandv:Tx

X[z—e] = Mo Xo[z— eo], wherex:V and e: E[I' z]

Figure 3 shows how states and expressions are defined in Lean alongside the syntax of
pGCL. We denote by pGCL the set of pGCL programs, which includes standard commands for
assignments, sequential composition C7; Cs, probabilistic choice Cy [p] C5, nondeterministic
choice C [] Cy, unbounded loops, resource consumption (tick), and conditioning based on
observations. An example of a pGCL loop is found in Figure 1 on page 3.
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def State {V : Typex} (I' : T'[V]) := (s : V) = I's
variable {V : Typex} {I' : T'[V]}
notation "E[" I" "," o "]" => State I' »+ «

inductive pGCL (I' : I'[V]) where

skip : pGCL I'

assign : (v : V) = E[T", T" vl » pGCL I"

seq : pGCL I' » pGCL I' » pGCL I'

prob : pGCL I" = ProbExp I' = pGCL I" - pGCL T
nonDet : pGCL I' » pGCL I' » pGCL I"

loop : E[I', Prop] = pGCL I' » pGCL I'

tick : E[I', ENNReall - pGCL I'

observe : E[I', Prop] - pGCL I'

deriving Inhabited

Figure 3 Definition of program states, expressions, and pGCL syntax, where V is the global set of
program variables and ENNReal is RY,. Moreover, Type* indicates definitions that are generic over
types. The clause deriving Inhabited tells Lean that the type pecL has a default constructor, namely
skip. Various parts of mathlib require instances of Inhabited.

5.2 Operational Semantics

To assign operational semantics to pGCL programs, we (1) define a small-step execution
relation using structural operational semantics, (2) turn that relation into an MDP, and
(3) assign costs to states. The execution relation determines which steps can be performed
with a given action, namely L(eft), R(ight), or N(one), and a given probability.

» Definition 20. The set of program configurations is given by Conf = (pGCLU {{}, 4 }) X State,
where pGCL refers to all pGCL programs (see Figure 3), | indicates successful termination,
and 4 indicates termination with an observation failure.

» Definition 21. The small-step execution relation — C Conf x {L,R,N} x Ryg 1) x Conf

1s defined inductively by the rules in Figure 4, where we denote by s 29y ¢ q step from
configuration s to s' with probability q € Ry 1 and action o € {L,R,N}.

Most inference rules in Figure 4 are standard. Deterministic commands are always performed
with action N and probability 1. The command tick e behaves like skip, but models consumption
of e resources. An observation observe b can be thought of as a classical assertion: If b holds in
the current state, execution successfully terminates; otherwise, we encounter an observation
failure and move to 4. By the rules for sequential composition Cy; Cs, it is not possible
to recover from an observation failure. The probabilistic choice Cy [p] Cs flips a coin with
bias p; depending on the outcome, it executes Cy or Cs. The nondeterministic choice C7 [| Cs
nondeterministically executes C;7 with action L or Cs with action R. Our Lean formalization
mirrors the definition of the execution relation in Figure 4 using an inductive data type
(pecL.step). Working with the execution relation required proving many rudimentary properties
first, including which actions and successors are enabled in a given configuration, progress,
finiteness, and well-formedness of successor probabilities. All of these properties are laborious
to prove, making them good candidates for future proof automation.

The execution relation induces an infinite-state MDP by summing the probabilities of all
steps with the same action between two configurations. To ensure that we get an MDP, we
add a dedicated sink state 1 with a self-loop that is reached after program termination.

» Definition 22. The operational MDP is (Conf U {L},{L,R,N}, P), where P is given by
Zsﬂs/ q, ’LfS € pGCL X State

Psas = (1, if s=(,0) ors=(4,0) ors’=1), a=Nands =L

0, otherwise.
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(Cy;

(

(

Q

Cy o) =5 (4,0") if (Cy,0) =5 (4,0")

while b do C', o) L (O, while b do C", ) if bo = true

1

while b do C',0) N (1L o) if bo = false

Figure 4 Inductive definition of the execution relation —s, where 0,0’ € State, = : V, e : E[[" 7],
r:E[RS], b: E[B], p € E[Rpo,11], ¢ € Ro,13, C1,C2,C" € pGCLU {{, 4}, and a € {L, R, N}.

To enable compositional reasoning about the expected behavior of probabilistic programs
in a continuation-passing style, we consider parameterized cost functions c: (X : E[RZ)]) —
Conf — RS, where X represents the cost after successful termination. We will pri;narily
work with two cost functions: We use ct for reasoning about total correctness and cp for
reasoning about partial correctness. The cost function ct assigns cost X o to terminating
configurations ({}, o) and cost r o to configurations (tickr, o), while cp ignores tick r commands
and assigns a cost of one whenever an observation fails.

» Definition 23. The cost functions ct,cp: E[RZ,] — Conf — RS, are given by

Xo if s=(,0) )
_ Xo ifs=({,0)
ro if s = (tickr, o)
ctX s = and cpXs =41 if s=(4,0)
CtX<Cl,U> if82<01; CQ,O’> .
) 0 otherwise.
0 otherwise

To compactly represent our operational MDP semantics, we define an expectation transformer
based on the optimal expected cost OEC of the operational MDP for any given parameterized
cost function ¢, optimization o, and pGCL program C'.

» Definition 24. The operational expectation transformer
op: (0:{A,D}) = (c: E[RO;O] — Conf — R‘?O) — (C : pGCL) — (X : E| ‘?O]) — E| ‘?0}
is given by op2[C(X) = /\U'ODSGSChed ECost? cx) (C,0).

The following lemma justifies the claim that working with the parameterized cost functions
ct and cp in Definition 23 facilitates compositional reasoning.

» Lemma 25. Let c € {ct,cp} and o € {A,D}. For all programs C1,Cy € pGCL and all
expectations X € E[RS,], we have opZ[C1] (op2[Ca] X) < 0p2[Ch; Ca] X.
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C : pGCL wp[C] X wip[C]Y

skip X Y

x=e X[z — € Y[z — €

Cy; Cy wp[[C4] (wp[Ca] X) wip[Cy] (wip[C2] Y)

C1 [l C2 p-wp[C1] X + (1 —=p) -wp[Co] X p-wip[C1] Y + (1 —p)-wip[C] ¥
C1[] Co wp[C1] X O, wp[C2] X wip[C1] Y O, wip[C2] YV

while b do C”  Ifp (\ijp[[C’]] bX) gfp (\PW|p[[C’]] bY)

tick 7 r+X Y

observe b [b] - X [b] - Y

Figure 5 Definition of weakest (liberal) preexpectation calculi parameterized in a resolution
o € {A,D} of nondeterminism. We omit the parameter o to improve readability. Moreover,
X,r € B[RS, Y,p € E[Rg,1)], e € E[l'z], and b € E[B]. The least and greatest fixed points of the
characteristic functional ¥ are denoted by Ifp U and gfp ¥, respectively.

5.3 Weakest Preexpectation Calculi

We now develop weakest preexpectation calculi a la Mclver & Morgan [41] for reasoning
about the expected behavior of pGCL programs. Those calculi subsume [15, 32, 43], amongst
others. Specifically, we consider expectation transformers

et: (0: {A,D}) = (C:pGCL) — (X : E[RZ]) — E[RZ],

where o resolves nondeterministic choices, C is the given program, and X is the postex-
pectation. Figure 5 shows two expectation transformers, where we omit o to reduce clutter.
The weakest preexpectation wp[C] X intuitively captures the expected value of X after
successful termination of C' if nondeterminism is resolved according to o. The weakest liberal
preexpectation calculus wip[C]Y works on one-bounded expectations only, i.e. Y < 1, and
corresponds to partial correctness reasoning. That is, wip[C] Y is the expected value of Y
after termination of C' plus the probability that C' does not terminate.

We briefly go over the definitions of wp and wlp in Figure 5, which are mostly standard
(cf. [31, 43, 41]). For skip, assignments, and sequential composition, both calculi are defined
like classical weakest preconditions. The probabilistic choice C7 [p] Co computes the convex
sum of the weakest (liberal) preexpectations of C; and Cs according to the expression
p : E[R[g,1j]. For every Boolean expression b : E[B], one can choose p as the indicator function

[b] = Ao. if b =true then 1 else 0

to model an ordinary conditional statement if b {C} else {C3}. The nondeterministic choice
(4 [] C2 computes either the maximum (for o = A) or minimum (for o = D) of the weakest
(liberal) preexpectations of C7 and Cs. As is standard, the weakest preexpectation of a loop
is given by the least fixed point of its characteristic function

U,bX = MNZ.[b]-9Z+[b] X,

where the expectation transformer g: E[RY)] — E[RY,] is wp[C’']. The weakest liberal
preexpectation of loops while b do C” is defined analogously except that we take the greatest
fixed point (with respect to the complete lattice E[Rjy 1]) and that g is chosen as wip[C] .
Both wp and wlp are monotone by construction, because they are formalized as ordertion, which
are bundled monotone functions defined in mathlib. Their least and greatest fixed points
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thus exist by Tarski’s theorem [49]. Using ordertion synergizes well with inequality tactics such
as geongr and grv. However, we noted that proving equalities this way sometimes interferes
with automation due to two different notions: Equality on the bundle structure of orderton
and equality on their underlying functions (via prunLike.coe).

The command tick ” models resource consumption, e.g. the passing of r time units; it
has no effect when considering weakest liberal preexpectations. Finally, observeb behaves
like a classical assertion: If b holds, there is no effect. Otherwise, the weakest (liberal)
preexpectation is pulled down to the constant 0, representing a failure.

Based on wp and wlp, we also define a calculus for reasoning about conditional expected
values & la [43]: The conditional weakest preexpectation transformer cwp is given by

cwp: (C: pGCL) — (X : E[RS,]) — E[RT], awp[C] X =

Intuitively, cwp[C] X rescales the expected value of X after termination of C' by the probab-
ility that no observation has failed during C’s execution. We express cwp in terms of two
other expectation transformers, because it cannot be computed compositionally [43].

5.4 Soundness

We now show that wp and wlp are sound in the sense that they compute the optimal expected
costs of the operational MDP for a suitable initial configuration and cost function. The
proofs are quite different: For wp, we give a direct proof based on a template that works for
many expectation-based calculi. For wlp, we define a different calculus, connect it to MDPs,
and then relate that calculus to wlp.

To bridge the gap between wp and MDPs, we first reformulate the Bellman operator ®
(see Definition 10) wrt. a monotone expectation transformer et: pGCL — E[RZ,] — E[R,],
an arbitrary parameterized cost function c: E[RZ)] — Conf — R, and 0 € {A,D}.

» Definition 26. The higher-order Bellman operator
£2letl[C]: (BIRS] - BIRS,)) — (BRSy] - EIRS,)) s given by
t[C'N X o' ifs=(C",0")
Elet][C] = AX. Ao @, x) (C.o) As. 4 0 ifs=1

cXs otherwise

&9[et] performs one step of the operational semantics and analyzes the remaining program C’
with et. The crux of proving wp sound lies in leveraging Theorems 12 and 19 to relate the
least fixed point of £9[et] to the operational expectation transformer op from Definition 24.

» Lemma 27. Ifp £2 = op.

The proof is by fixed point induction, specifically ordertom.1fp_induction in mathlib. It requires
continuity of the underlying Bellman operator ®2 (see Lemmas 11 and 13), but not of the
expectation transformer et. Lemma 27 yields a recipe for proving that any calculus given by
an expectation transformer et equals an operational expectation transformer opg:

» Lemma 28 (Soundness Recipe). If &2[et] <et and et <Ifp £ then op? = et.

We apply this recipe to show that the weakest preexpectation transformer wp is sound
with respect to the operational expectation transformer given by the cost function ct from
Definition 23. To discharge the recipe’s premises, we rely on the following lemma, which is
specific to the considered cost function.
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> Lemma 29. £2[et][C1; Co] X = et[C1] (et[C2] X) holds for c € {ct,cp} from Definition 23.
Soundness of wp is then proven by Lemma 28, Lemma 29 and induction on C.
» Theorem 30 (Soundness of wp). wp®[C] X = opZ[C] X holds for o € { A, D}.

We also apply Lemma 28 to prove the calculus wlp for partial correctness sound when
using the cost function cp from Definition 23. However, discharging the recipe’s premise
wlp < Ifp fgp is challenging, because the weakest liberal preexpectation of loops is defined as
a greatest instead of a least fixed point. To address this issue, we first characterize wlp in
terms of a new fault-tolerant preexpectation calculus wfp.

» Definition 31. The weakest fault-tolerant preewpectation calculus wip[C] : E[Rg ] —
E[Ryo,y)] is defined analogously to wip[C] except that

wfp[while b do C'] Y = Ifp (\ijfp[[C’]] bY) and wfp[observe b] Y = 1.

Intuitively, wfp[C] Y computes the probability of ¥ after termination of C. In contrast to wip,
it adds the probability of observation failures instead of the probability of nontermination.
Observations are thus treated like classical assumptions instead of assertions. Analogously
to Theorem 30, we apply the recipe in Lemma 28 to prove wfp sound with respect to an
operational MDP using the cost function cp from Definition 23.

» Lemma 32 (Soundness of wfp). wfp?[C]Y = op,[C] X holds for o € {A,D}.

We then relate wlp to wfp by carefully complementing one-bounded expectations and inter-
pretations of nondeterminism. To this end, we define A =D and D = A.

» Theorem 33 (Soundness of wip). wip®[C]Y =1 —wfp°[C] (1 —-Y) for all Y € E[Rg y].

The proof is by induction on C|, using the identity gfp f =1 —Ifp AY.1— f (1 —Y) for loops.
Proving Theorem 33 via wfp emerged naturally from our formalization of least fixed points
for expected costs in MDPs with the aforementioned relationship between least and greatest
fixed points. Theorem 33 is similar to [31, Thm. 4.25], which does, however, not cover
observations. Soundness of conditional weakest preexpectations cwp and related variants [31,
Fig. 8.3] follows directly from Theorems 30 and 33, because they are expressed in terms of
wp and wlp. Furthermore, soundness of the expected runtime transformer by Kaminski et
al. [32] is a special case of Theorem 30 if one uses tick7 commands to model runtimes.

From the perspective of carrying out the proofs in Lean, the soundness recipe (Lemma 28)
seems to provide the right interface between operational MDP semantics and expectation
transformers. It allows us to focus mostly on proving properties of a specific operational
semantics with respect to the higher-order Bellman operator &.

5.5 Quantitative Loop Invariants

Reasoning about the expected behavior of loops requires reasoning about fixed points (see
Figure 5). We use latticed k-induction by Batz et al. [7] to bound least fixed points from
above. Analogously, we use k-coinduction to bound greatest fixed points from below.

» Lemma 34. Let I € E[RY], ©: E[RY,] — E[RS,] monotone and =, = A\X. (0 X) O, 1
with o € {A,D}. For every k € N,

OELI)<T implies 1fp© <1T and I<O(ERT) implies I<gfpO.

k-induction k-coinduction
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For k = 0, Lemma 34 generalizes classical loop invariants (cf. [31, Ch. 5]). As shown in [7],
larger values of £ may admit simpler inductive invariants. To reason about loops in pGCL, it
suffices to instantiate the above lemma such that © is the characteristic function ¥ of a loop
while b do C for the calculus of interest (see Figure 5). Moreover, I is a quantitative loop
invariant. For weakest preexpectations, Lemma 34 yields a proof rule for upper bounds.

» Theorem 35. For © = Wy b X, I € IE[ROZOO], Zp as in Lemma 34, and k € N,
O (E5LT)<T implies wplwhile bdoC] X < I.

For weakest liberal preexpectations, Lemma 34 yields a rule for lower bounds.

» Theorem 36. For © = Yiwipley bY, I € E[Rp 1], Ea as in Lemma 34, and k € N,
I<O(ERT) implies T <wlp[while bdoC] Y.

For practical verification purposes, the above proof rules may require overly complicated
invariants. For example, to discharge the premise of Theorem 36 for k£ = 0, we must prove
Io < (©1I)0c for all program states o — even if many of those states o are irrelevant due to
variable initialization before a given loop. In classical program verification, it is common to
consider loop invariants within their context, i.e. the loop invariant is only checked for states
that actually reach the loop. This approach also works when reasoning about probabilistic
loops with wp and wlp. However, justifying it is trickier than for classical loop invariants,
because we need to argue entirely at the level of backward-moving weakest preexpectations.?
To this end, we first define the set of all states that cannot be distinguished from a given
state o9 by considering only a subset of variables.

» Definition 37. EQV 0¢ = {0 € State | Vv € V,0v = gg v} for oy € State and V C V.

We denote by modsC' C V the set of all variables that can be modified by program C,
i.e. appear on the left-hand side of an assignment. Its complement modsC' contains all
variables that are never modified by C.

To establish an upper bound on wp for a loop while b do C' and an initial state o, it then
suffices to find an invariant I as in Theorem 35 for all states in EQ (modsC) 0.

» Theorem 38 (ldle k-induction). For ©, Zp, I, k as in Theorem 35 and o( € State,
Vo € EQag (modsC), © (EhI)o < Io implies wp[while b do C] X o < I oy.

The main idea is that it suffices to consider states over V\ mods C, because variables in mods C

can be replaced by constants wherever they occur. After that, we can invoke Theorem 35.

We adapt Theorem 36 analogously to obtain a proof rule for lower bounds on wlp.

» Theorem 39 (ldle k-coinduction). For ©, E4, I, k as in Theorem 36 and oy € State,
Vo € EQag (modsC), Io <O (E5T)o  implies oo < wip[while b do C X oo.
In Section 6, we will use the above theorem to justify a loop encoding in the quantitative

intermediate verification language HeyVL.

3 In fact, Jones [28] showed that there is no forward-moving calculus in the sense of strongest postconditions.
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def HeyVL.vp (C : HeyVL) (¢ : HeyLo .ENNReal) : HeyLo .ENNReal :=
match C with

heyvl {@x :~ Qu} => (p.map (fun v +— @[x +> v])).toExpr

| heyvl {reward(@a)} => ¢ + a

| heyvl {@S_1 ; @S_2} => S_1.vp (S_2.vp ¢)

| heyvl {if (M) {@S_1} else {@S_2}} => S_1.vp ¢ M S_2.vp ¢

| heyvl {assert(@y)} => ¢ M ¢

|

|

|

heyvl {assume(@y)} => ¢y = ¢
heyvl {havoc(@x)} => heylo {[]| x, @p}
heyvl {validate} => ——¢p

Figure 6 Excerpt of the HeyVL language’s verification preexpectation transformer in Lean.

6 Sound Encodings into an Intermediate Verification Language

This section focuses on the design decisions of embedding the intermediate verification
language HeyVL by Schroer et al. [48] into Lean. We first briefly discuss how HeyVL is
embedded into Lean. After that, we use the machinery developed so far to prove the
correctness of HeyVL encodings of the calculi wp and wlp from Section 5. For a thorough
introduction to HeyVL, we refer to [48, 50].

6.1 The Intermediate Verification Language HeyVL

We briefly describe our formalization of HeyVL, which builds on top of HeyLo — a real-valued
logic that extends a relatively complete syntax for probabilistic program verification with
verification-specific operators [8]. The following grammar summarizes the syntax of HeyLo:

o pr=a€RG [z eV ot+ele-p]... (real-valued first-order terms)
Mz leNe|le=@|~p (infimum quantifier + Heyting algebra)
Uz U@ | @] —p (supremum quantifier + dual connectives)

Every HeylLo formula ¢ is interpreted as an expectation () : State — RZ,. As in (8], HeylLo
consists of first-order terms including real arithmetic, e.g. 2z 4 0.5, indicator functions [b],
where b is a Boolean predicate, and supremum and infimum quantifiers. Furthermore,
to express verification conditions, HeylLo features two quantitative notions of conjunction,
implication, and negation. Intuitively, there are two notions to express lower and upper bounds
on expectations. For example, to express lower bounds, we typically use the conjunction Il
and its associated implication =, which are defined as follows:

(p1Mpa) = Ao.min{(p1) o, (p2) 0} (v1 = p2) = Ao.if (p1) 0 < (p2) o then oo else (p2)) o

The corresponding negation ~ ¢ is syntactic sugar for ¢ = 0. Together with its dual notions
L, «~, =, these operators form a Bi-Heyting algebra for RY), hence the name Heylo.

We build on top of the extensive support for Biheytinghlgebra’s in mathlib. Notice, however,
that the negations ~ and — in [48] and in mathlib are swapped. We stick to the usage in
mathlib for better automation. We define HeylLo as a deep embedding with variable types
limited to N, RZ)), and B such that we can derive instances of Lean.ToExpr. This allows using
Lean’s interpreter to evaluate expressions ahead of time.

HeyVL is an intermediate verification language inspired by BOOGIE [37] for expressing
quantitative verification conditions as programs. The semantics of a HeyVL program C
is a HeyLo formula, which is defined by a wp-style wverification preexpectation transformer
vp: HeyVL — HeyLo — HeylLo. Figure 6 shows an excerpt of how vp[C] ¢ is defined in Lean.
The blocks neyvi { ... ¥ add custom syntax such that programs are written as in the verifier
CAESAR [48]. The escaping symbol e is used to insert Lean terms in those blocks.
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def spGCL.enc (C : spGCL) (0 : Optimization) (E : Encoding) :
Globals - Globals x HeyVL := fun G
match C with
| spgcl {while @b inv(@I) {@C}} =>
let (G, C) := C.enc 0 E G
match E with
| .wlp => (G, heyvl {
assert(@I) ; havocs(@C.mods) ; validate ; assume(QI) ;
if (@b) { @C ; assert(@I) ; assume(0) } })
| .wp => (G, heyvl {
coassert(@I) ; cohavocs(@C.mods) ; covalidate ; coassume(@I) ;
if (@b) { @C ; coassert(@I) ; coassume(T) } })
spgel {{ec_1} [ep] {eCc_2}} =>
let (G, C_1) :=C_l.enc 0 E G ; let (G, C_2) := C_2.enc 0 E G
let_fresh choice : .Bool « G
(G, heyvl { choice :~ flip(@p); if (choice) {@C_1} else {@C_2} })

Figure 7 Excerpt of the HeyVL encoding of wlp and wp reasoning about pGCL with invariants.

HeyVL supports probabilistic assignments = :~ u, where p is a probability distribution,
adding rewards or costs, sequencing and nondeterministic choices. To express verification
conditions, HeyVL also includes quantitative versions of assertions, assumptions, and havoc
(i.e. “forgetting” the value of a variable). Their definitions are analogous to weakest pre-
conditions, but use the HeylLo connectives M, =, and inf, instead of logical conjunction A,
implication =-, and universal quantification Vz. HeyVL also features a statement validate
to turn a quantitative expression into a Boolean one, where 0 corresponds to false and oo
corresponds to true. The full HeyVL language includes complementary versions of assertions,
assumptions, and havoc, which use the dual HeyLo operators. Intuitively, those dual versions
are used for reasoning about upper instead of lower bounds. Notice that vp is computable,
because HeyVL has no loops or recursion. To reason about loops, adequate proof rules must be
encoded as HeyVL programs. We will present such an encoding for pGCL loops in Section 6.2.

We say that a HeyVL program verifies if its associated verification condition is valid.

» Definition 40. A HeyVL program C' verifies if (vp[C] oo]) = 0.

This definition is analogous to the verification condition wp[C]true = true for classical
weakest preconditions. To encode a verification problem P, users have to encode P as a
HeyVL program C' such that (vp[C] oo) = oo implies that P is valid.

6.2 Case Study: Correctness of Encodings for pGCL

To demonstrate the usefulness of our formalization, we encode upper-bound reasoning about
weakest preexpectations and lower-bound reasoning about weakest liberal preexpectations
to HeyVL and prove those encodings correct with respect to the calculi from Section 5. By
Theorems 30 and 33, this also proves those encodings sound with respect to an operational
MDP semantics and its associated probability space. We consider both angelic and demonic
interpretations of nondeterminism. To reason about unbounded loops, we leverage the
invariant-based proof rules discussed in Section 5.5. Our case study subsumes those in the
original HeyVL paper [48], which encodes weaker proof rules for loops.

We first define a syntactic version spGCL of pGCL, where all expressions are written in
HeylLo. As a subset of pGCL, spGCL inherits all of its properties. Furthermore, loops in spGCL
must be annotated with quantitative invariants, which have been studied in Section 5.5.
Those invariants must be one-bounded when working with the wlp calculus. Figure 7 shows
an excerpt of the HeyVL encoding enc%, C, where o € {A, D}, E € {wlp,wp}, and C' € spGCL
for (1) loops annotated with invariants and (2) probabilistic choices.
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The wlp-encoding of loops with invariant 1 in Figure 7 intuitively reads as follows: We
first require that 1 holds before the loop by asserting it. To apply Theorem 39 (for k = 0),
we check that 1 is an invariant for every program state that can be reached by changing
variables modified in the loop body. We obtain such states by navocing (i.e. assigning arbitrary
values to) all modified variables. For every resulting state, we then verify the premise of
Theorem 39, where we use validate to ensure that the result is either true or false. To check
the invariant condition, we assume 1 holds in any of the aforementioned states and, if the
loop guard holds, assert that the invariant holds after executing the loop body once. The final
assume discards the result after the check. The wp-encoding of loops is analogous, but uses
the dual statements. Readers familiar with intermediate verification languages like BOOGIE
may notice that the wlp encoding of loops is almost identical to an encoding for classical
weakest liberal preconditions. The main difference is the additional vaiidate statement to
turn a quantitative condition into a Boolean one. For further details on the loop encoding,
we refer to [48]. However, the original encoding [48] havocs all program variables, i.e. it
requires that the invariant condition holds in every possible context. By contrast, we apply
the improved proof rule developed in Theorem 39.

To encode a probabilistic choice Cy [p] Cy we flip a coin with bias p and assign the result
to a fresh variable choice and branch on choice to continue with the encoding of C; or Cs. To
generate fresh variables, we pass around a pre-populated set ciobais of existing variables. We
opted against using the state monad staten, because it complicated subsequent proofs.

To show that our HeyVL encoding is correct for upper-bound reasoning with wp, we prove
that the encoding’s verification preexpectation overapproximates wp.

» Theorem 41. wp?[CT (¢) < (vp[enchp (C)] ¢) for all C' € spGCL and ¢ € Heylo.

Analogously, we prove that the encoding’s verification preexpectation underapproximates
wlp, where we implicitly require that all loop invariants are one-bounded.

» Theorem 42. (]vp[[enc\‘;vlp(C)]} @) < wip[C] () for all C € spGCL and ¢ € HeyLo, (@) < 1.

To prove the wlp-encoding sound, it remains to incorporate a given candidate lower-bound 1
and the postexpectation ¢ into our encoding. To this end, we assume 1 before the encoding
and assert @ after the encoding. The following theorem states that validity of the resulting
verification condition (see Definition 40) indeed implies that ) lower-bounds the weakest
liberal preexpectation of the encoded program and ¢.

» Theorem 43. (vp[assume w;encsvlp(C); assert @] oo) = oo implies () < wip®[C] (¢).

The result for reasoning about upper-bounds with wp is analogous, but uses HeyVL’s comple-
mentary assumptions and assertions.

In our formalization, we invested some effort to keep functions computable, which allows
executing the verification condition generator vp using Lean’s metaprogramming capabilities
at any point. Figure 8 illustrates for our initial example from Figure 1 how verification
conditions are generated as proof obligations and then discharged with various tactics.
Notably, vc_sinp is a custom tactic that transforms the opaque vatLog.sound goal with the cbv
tactic, which uses symbolic call-by-value evaluation to compute a reduced version of the
proof obligations. The rest of the proof uses general-purpose tactics of Lean (gring, simp) and
domain-specific tactics available in mathlib (grw, ring_nf).
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0.

Bgving and C. Matheja

theorem NatLog.soundess : NatLog.sound := by
vc_simp
rintro (_ | y) <;> simp

grv [(by omega : 1 <y <> 0 <y), (by omega : (y + 1) /2 <y + 1]

grw [(by gcongr; omega : y.log2 < (y + 1).log2)]

simp [+ ENNReal.toReal_le_toReal, ENNReal.mul_eq_top, ENNReal.toReal_add]
if h : y = 0 then subst_eqgs; ring nf; simp

else

7

rw [ENNReal.toReal_sub_of_le]

- simp [Nat.zero_lt_of_ne_zero hl; grind

- simp; apply (Nat.le_log2 ?_).mpr <;> grind
- grind [ENNReal.natCast_ne_top]

Figure 8 Lean proof of the quantitative Hoare triple from Figure 1.

Conclusion

We laid the foundations for formally justifying the correctness of HeyVL encodings with respect
to a foundational reference semantics, namely weakest preexpectation calculi, their expected
total costs in terms of operational MDPs, and expected values of random variables for the
probability spaces of those MDPs. Existing automated tools, such as CAESAR [48, 50], can
be employed to discharge the resulting verification conditions. The simplification strategies
created during the formalization effort can be used for interactive program verification.

Future work includes improving the ergonomics and tactics for writing interactive proofs.
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