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—— Abstract

The hardness vs. randomness paradigm aims to construct pseudorandom generators (PRGs) based
on complexity theoretic hardness assumptions. A seminal result in this area is a PRG construction
by [27, 24]. A sequence of works [25, 30, 36, 31] generalized the result of [27, 24] to nondeterministic
circuits, and showed that if E = DTIME(2O(”)) requires nondeterministic circuits of size 29(”), then
for every sufficiently large s, and every € > %, there is an ePRG G : {0, l}T:O(IOgSHOg Do {0,1}°
that runs in time poly(s), and fools size s nondeterministic circuits. In particular, for every size s
nondeterministic circuit C,

Pr[C(G(U;)) =1) < Pr[C(Us) = 1] + e

Applebaum et al. [1] showed that “black-box techniques” cannot achieve such results for e = PR ON
In order to circumvent this problem, Artemenko et al. [2] suggested a “multiplicative” version of
PRGs, which requires that:

Pr[C(G(U,)) = 1] < 2 Pr[C(U.) = 1] + <.

This still gives that Pr[C(G(U,)) = 1] is very small, if Pr[C'(Us) = 1] is very small, and is therefore
suitable for applications that only require this consequence. [2] constructed such multiplicative
PRGs for € = s (based on very strong hardness assumptions).

In this paper, we give an optimal construction of multiplicative PRGs for nondeterministic circuits.
More specifically, under the same hardness assumption used for (standard) PRGs for nondeterministic
circuits, we show that for every ¢ > 2%, there is a multiplicative PRG G : {0, 1}’":0(10g stlog ¢) _y
{0,1}° that runs in time poly(s) and fools size s nondeterministic circuits.

This gives the optimal seed length under a hardness assumption that is necessary, and provides
improvements in several applications of multiplicative PRGs. Our result improves upon the previous
multiplicative PRG construction of [2], which uses a stronger hardness assumption against Y3-circuits,
and where the seed length is the suboptimal r = O(log s) + O(log %)2 Our result also improves
upon the recent multiplicative PRG of Shaltiel [28] that only achieves very small stretch (the output
length in [28] is less than twice the seed length).

Our PRG construction borrows ideas from the recent “low stretch” PRG of Shaltiel [28], and
the (standard) PRG construction of Shaltiel and Umans [30]. Loosely speaking, we aim to get
the “multiplicativity” of the former, and the “large stretch” of the latter. While both approaches
generalize the list-decoding results of Sudan, Trevisan and Vadhan [34], the two results are tailored to
two very different parameter regimes, and we introduce several new ideas to make the two approaches

co-exist.

2012 ACM Subject Classification Theory of computation — Pseudorandomness and derandomization
Keywords and phrases Hardness vsRandomness, Pseudorandomness, Nondeterministic Circuits
Digital Object Identifier 10.4230/LIPIcs.CCC.2026.18

Related Version Extended Version: https://eccc.weizmann.ac.il/report/2026/017/

© Alon Dermer and Ronen Shaltiel; COMPUTATIONAL
oY licensed under Creative Commons License CC-BY 4.0 COMPLEXITY
41st Computational Complexity Conference (CCC 2026). CONFERENCE

Editor: Dana Moshkovitz; Article No. 18; pp. 18:1-18:20

\\v Leibniz International Proceedings in Informatics
LIPICS Schloss Dagstuhl — Leibniz-Zentrum fiir Informatik, Dagstuhl Publishing, Germany


mailto:alon.dermer@gmail.com
mailto:ronen@cs.haifa.ac.il
https://cs.haifa.ac.il/~ronen/
https://orcid.org/0000-0002-5182-593X
https://doi.org/10.4230/LIPIcs.CCC.2026.18
https://eccc.weizmann.ac.il/report/2026/017/
https://creativecommons.org/licenses/by/4.0/
https://www.dagstuhl.de/lipics
https://www.dagstuhl.de

18:2

Multiplicative Pseudorandom Generators for Nondeterministic Circuits

Funding Alon Dermer: The research was supported by ISF grant 1006/23.

Ronen Shaltiel: The research was supported by ISF grant 1006/23 and also co-funded by the
European Union (ERC, NFITSC, 101097959). Views and opinions expressed are however those
of the author(s) only and do not necessarily reflect those of the European Union or the European
Research Council. Neither the European Union nor the granting authority can be held responsible
for them.

Acknowledgements We want to thank anonymous referees for helpful comments.

1 Introduction

1.1 Pseudorandom Generators With Respect To a Relation

Pseudorandomness is a viewpoint that says that a distribution Z over {0,1}" is “similar” to
the uniform distribution U,,, from the point of view of some function C : {0,1}™ — {0, 1},
if the quantities p; = Pr[C(U,,) = 1] and ps = Pr[C(Z) = 1] are “similar”. Typically, this
similarity is measured by choosing a parameter 0 < e < 1 and using the standard (additive,

double-sided) relation %, on [0,1] defined as follows:

D1 . p2 = |p2—pi| <e
or in other words, Z is pseudorandom for C' if:
|Pr[C(Z) =1] = Pr[C(Uy) =1]| < e

In this paper, following [2, 28] we will also consider other relations (as we explain below
in Section 1.3). In the definition below, we define pseudorandomness, and pseudorandom
generators (PRGs) with respect to an arbitrary relation, and obtain the standard notion as
a special case.

» Definition 1 (Pseudorandomness with respect to a relation). Let ~ be a relation on [0, 1].
Given a function C : {0,1}™ — {0,1}, a distribution Z over {0,1}™ is pseudorandom for C
with respect to ~, if

Pr[C(Uy) = 1] ~ Pr[C(Z) = 1].

We will abbreviate “with respect to” as “w.r.t.” for brevity. Given a class C of functions
C:{0,1}™ — {0, 1}, we say that Z is pseudorandom for C w.r.t. ~, if it is pseudorandom
for every C in the class C w.r.t. ~.

. e d
We say that Z is e-pseudorandom for C, if it is pseudorandom for C w.r.t. ~ .1

» Definition 2 (Pseudorandom generators w.r.t. a relation). Let ~ be a relation on [0,1]. A
function G : {0,1}" — {0,1}™ is a PRG for a class C w.r.t. ~, if G(U,) is pseudorandom
for C w.r.t. ~. G is an ePRG for C if it is a PRG for C w.r.t. %16.

1 We remark that if the class C is closed under complement then the standard notion is also obtained
when using the (one sided) relation

p1~epr <= p2<p1te

in which the absolute value is removed.
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1.2 PRGs for Nondeterministic Circuits from Hardness Assumptions

In this paper we will consider PRGs for the class of functions computable by either de-
terministic or nondeterministic circuits of a specified size s. We will consider PRGs in
the “Nisan-Wigderson setting” in which the PRG will be allowed to run in time p(s) > s
for some polynomial p(s). It is well known that such PRGs imply circuit lower bounds,
and therefore, explicit constructions of such PRGs (e.g. [24]) require complexity theoretic
hardness assumptions. We now discuss a well known (family of) hardness assumptions.

We say that “E is hard for exponential size circuits of some type”, if there exists a problem
L € E=DTIME(2°™) and a constant § > 0, such that for every sufficiently large n, circuits
of size 2°™ (of the specified type) fail to compute the characteristic function of L on inputs
of length n. (See full version for a more formal definition).

The assumption that E is hard for exponential size (deterministic) circuits was used by
the celebrated paper of Impagliazzo and Wigderson [24] to imply PRGs for (deterministic)
circuits. Subsequent work [25, 30, 36, 31] shows how to obtain PRGs for nondeterministic
circuits, assuming that E is hard for exponential size nondeterministic circuits.? These two
results are stated below.

» Theorem 3 ([24]). If E is hard for exponential size (deterministic) circuits, then for every
sufficiently large s, there is an e-PRG, G : {0,1}7=00°8) _ 10 1}* for size s (deterministic)
1 3

circuits, with € = <. Furthermore, G is computable in time poly(s).

» Theorem 4 ([30]). If E is hard for exponential size nondeterministic circuits, then for
every sufficiently large s, there is an e-PRG, G : {0,1}7=0008s) _ {0 1}* for size s non-
1

deterministic circuits, with € = <. Furthermore, G is computable in time poly(s).

We remark that in both theorems, it is known that the assumption is necessary for the
conclusion. Note that both theorems obtain error ¢ = % It is natural to ask whether it
is possible to obtain smaller error of € = s~“() (at the cost of increasing the seed length).
Unfortunately, we have evidence that “black-box techniques” cannot produce such results,
even when starting from significantly stronger assumptions.

» Theorem 5 ((Informal) [1, 20]). “Black box techniques” cannot give a version of Theorem 3
or Theorem 4 in which e = s~ () even if:
The seed length r is increased from r = O(logs) tor =s — 1.
The hardness assumption is strengthened to “E is hard for exponential size 3;-circuits”,
for an arbitrary constant i. Here a ¥;-circuit is a circuit with special gates that compute
a complete language in the complezity class X¥. See precise definition in full version.

The PRG is only w.r.t. ~ rather than w.r.t. %15.

The reader is referred to [1, 20] for a precise formulation of these results. We stress that
all proofs in the PRG literature use “black-box techniques”.

We remark that “cryptographic PRGs” can do better, and achieve error that is “negligible
in 5. However, cryptographic PRGs (even w.r.t. ~.) do not exist against nondeterministic
circuits, because in the cryptographic setting, the adversary has the computational resources
to run the PRG, and can easily use nondeterminism to break the PRG.

?

The assumption that E is hard for exponential size nondeterministic circuits is standard, and was used
in many results [4, 25, 26, 30, 9, 17, 21, 31, 32, 15, 1, 10, 2, 22, 14, 5, 12, 6, 7, 29, 28]. It can be viewed
as a scaled, nonuniform version of the widely believed assumption that EXP # NP.

Here, and in the remainder of the paper, we often set m = s, as a size s circuit can receive at most s
input bits, and can choose to ignore some of them.

18:3
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1.3 Multiplicative PRGs

A useful property of a -PRG, G : {0,1}" — {0,1}™ with very low error § = s~*(1) against
size s nondeterministic circuits, is that for every nondeterministic circuit C of size s,

p1 =Pr[C(Uy) =1 <06 = ps =Pr[C(G(U,)) = 1] <26 = O(9).

That is, if p; is guaranteed to be very small, then ps is also guaranteed to be very small. We
will loosely refer to this property as “preserving small probabilities”. Some applications of
PRGs for nondeterministic circuits (that we will survey later on) require § = s~«() but
only rely on “preserving small probabilities”.

Motivated by such applications (and the negative results of Theorem 5) Artemenko et
al. [2] and Shaltiel [28] defined a notion of “multiplicative PRGs” that implies “preserving
small probabilities” (and can be constructed under hardness assumptions). More specifically,
inspired by differential privacy, they consider PRGs w.r.t. the following “one-sided” relation
(which combines multiplicative and additive terms).

P1L ey P2 == p2 <€ p1 40

» Definition 6 (Multiplicative PRGs [28]). 4 A function G : {0,1}" — {0,1}™ is an (e, 6)-
multiplicative PRG for a class C if it is a PRG for C w.r.t. ﬁ(6,5).

Note that even if we take € = 1, then for every § > 0, we have that a (1, d)-multiplicative
PRG G : {0,1}" — {0,1}™ “preserves small probabilities”, because

Pr[C(Uy,) =1 < = Pr[C(G(U,)) =1] <e'-Pr[C(Uy) = 1]+ = O(9).

Recent work [28, 8] shows that multiplicative PRGs (with this definition) are useful when
constructing extractors for samplable distributions. For the applications considered in this
paper, it will always suffice to take e = 1, and very small §, and so, we advise the reader to
focus on the parameter §.

1.4 An Optimal Multiplicative PRG for Nondeterministic Circuits

The main result of this paper is a new construction of multiplicative PRGs for nondeterministic
circuits.

» Theorem 7 (Optimal multiplicative PRGs for nondeterministic circuits). If E is hard for
exponential size nondeterministic circuits, then for every sufficiently large s, and every
2—1S <5< %, there is an (%,5)—multiplicatz’ve PRG,

G :{0,1}7=00e3) _ 10 1}

for size s nondeterministic circuits. Furthermore, G is computable in time poly(s).

4 We remark that [2] use a different relation, more specifically the “double sided” relation:

md m m
D1~ (c,5) P2 <= D1 ~(c,5) P2 and p2 ~(c 5) P1.

However, as we will see, in applications we typically only need the one sided version of 2(6,5).
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1.4.1 Optimality of the multiplicative PRG

Our multiplicative PRG is optimal in the following features:
The hardness assumption is necessary: The assumption that E is hard for exponential
size nondeterministic circuits, easily follows from the conclusion of Theorem 7. In fact, it
follows for much weaker parameters, see full version for details. Another way to view this
is that we are able to get a multiplicative PRG using the same hardness assumption that
is necessary and sufficient for standard PRGs in Theorem 4.°
The seed-length is optimal up to a constant: For every 2i <6< %, we obtain seed length
r = O(log %) This is obviously best possible (except for the constant hidden in the
O(+) notation) as a probability space defined using r random bits cannot have nonzero
probabilities that are smaller than 27".
We achieve € = % which by Theorem 5 is best possible for black-box techniques. While
we do achieve this, we remark again that for many applications ¢ = 1 suffices.

1.4.2 Comparison to previous multiplicative PRG constructions

Artemenko et al. [2] constructed a multiplicative PRG which is suboptimal precisely in
the two features mentioned above. They rely on the stronger assumption that E is hard
for exponential size Ys-circuits (rather than the necessary assumption that we rely on).
Furthermore, the seed length that they use is quadratically larger. More specifically, they
obtain r = O(log $)? rather than the optimal r = O(log ).

Shaltiel [28] constructed a multiplicative PRG that has similar parameters to our The-
orem 7, with the difference that the output length m is much smaller. More specifically,
there exists a constant « > 0, such that the output length is m = (1 + «) - r. Note that this
means that this PRG has small stretch (it cannot even double its seed length) whereas the
PRG of Theorem 7 achieves the optimal output length m = s (and a circuit of size s cannot
receive more than s bits as input). In particular, the PRG of Theorem 7 achieves superlinear
stretch for § = 27°0) polynomial stretch if § < 2_30'9, and almost exponential stretch if
= 2—logo(1> s

The proof of Theorem 7 builds on ideas from the two previous constructions [2, 28] (as
well as other ideas) as we explain in detail in Section 2.

1.4.3 Black-box impossibility for a version of Theorem 7 for
deterministic circuits

Given the similarity between Theorem 3 and Theorem 4 (which are identical except for
replacing “deterministic circuits” with “nondeterministic circuits”) it is natural to ask whether
we can prove a version of Theorem 7 in which nondeterministic circuits are replaced by
deterministic circuits. The next theorem shows that (in a similar sense to Theorem 5)
“black-box techniques” cannot prove such a result.

It is easy to see that an (e, §)-multiplicative PRG for a class C that is closed under complement, is also
an O(e 4 0)-PRG for C. The class of nondeterministic circuits of size s is not known (and not expected)
to be closed under complement. Therefore, the aforementioned implication does not apply. Nevertheless
our PRG has the property that for every relevant § in Theorem 7, the multiplicative PRG that we
construct is a i—PRG for nondeterministic circuits. Note that by Theorem 5 this is the best we can
hope for.

5 The PRG of [2] is only stated for § = 2750(1), however, it seems to us that it can be extended to any
1

1
<0<
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» Theorem 8 ((Informal) Black-box impossibility for a deterministic version of Theorem 7).
“Black box techniques” cannot give a version of Theorem 7 in which e = 1, § = s«
and all occurrences of “nondeterministic circuits” are replaced by “deterministic circuits”.
Furthermore, this holds even if the seed length r is increased to r = Q(s).

This shows that if one wants a multiplicative PRG for deterministic circuits of size s,
with § = s~ at the moment, we only know how to give such a result as a consequence of
Theorem 7, and require the assumption that E is hard for exponential size nondeterministic
circuits.

The proof of Theorem 8 follows by carefully adapting the black-box impossibility result
of Grinberg, Shaltiel and Viola [20], and is deferred to the full version.

1.5 Randomness Reduction in Explicit Constructions for coNP /poly
Properties

Explicit construction problems have the following form: We are given a property (namely
a language P € {0,1}*) and a number m, and want to efficiently produce a string z € P
of length m. For many famous properties P it is known that Pr[U,, € P] > 1 — u(m), for
an exponentially small g(m). In many cases (like producing a rigid matrix, or a generator
matrix for a linear code that meets the Gilbert-Varshamov bound) it is also known that
P € coNP.

This holds whenever the probabilistic argument showing that Pr[U,, € P] > 1 — u(m)
works as follows: It uses a union bound over exponentially many “bad events” B;, where for
each individual “bad event” B;, there is a deterministic (or even nondeterministic) circuit
C;(z) of size s = poly(m), that checks whether z is in the “bad event” B;. Note that in
this case, the union of bad events is in NP, as checking whether a given z is in the union
of “bad events”, amounts to checking whether there exists an i such that C;(z) accepts.
Consequently, P (which is the complement of the union of bad events) is in coNP.”

We are interested in designing a randomized polynomial time algorithm Construct that
on input 1™, produces a string of length m that has the required property w.h.p. Our
focus is the tradeoff between randomness complexity (the number of random bits used)
and the error (the probability that the obtained string is not in P). Multiplicative PRGs
G :{0,1}" — {0,1}™ for nondeterministic circuits of size poly(m) immediately apply for
this problem. More specifically, by defining Construct(1™) = G(U,-) and using Theorem 7 we
obtain the following result.

» Theorem 9 (Randomized explicit construction with error 4, using r = O(log %) random bits).
Let P be a language in coNP /poly such that for every sufficiently large m,

Pr[U,, € P] > 1—46(m),

for 0 < §(m) < % If E is hard for exponential size nondeterministic circuits, then there
exists a randomized polynomial time algorithm Construct such that for every sufficiently large
m, Construct(1™) produces a string of length m, using r = O(log ﬁ) random bits, and we
have that:

Pr[Construct(1™) € P] > 1 —3-d(m).
7 To demonstrate this point, consider the problem of explicitly producing an m bit string z that encodes

a generator matrix A, for a binary code that meets the Gilbert-Varshamov bound. Here, for every
“message” i, the “bad event” B; checks whether the string A. - ¢ has low Hamming weight.
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Theorem 9 gives the “correct” tradeoff between the amount of random bits r, and the
error 0. This improves upon the previous work of Artemenko et al. [2] (that relied on
the multiplicative PRG of that paper) and used a stronger hardness assumption (against
Y.4-circuits) and larger randomness of r = O(log rin))g rather than r = O(log ﬁ)

1.5.1 Reducing communication when agreeing on a string with a certain
coNP /poly property

Let P be a language as in Theorem 9. Imagine a “cryptographic scenario” where two parties
Alice and Bob want to agree on some string z € P of a specified length m (for some later
use). The obvious approach is for Alice to choose a random z + U, and send it to Bob. In
this approach, the communication used is m.

Assuming the hardness assumption, and using Theorem 9, Alice can choose a random
xz € U, for r = O(log ﬁ), send it to Bob, and both players can apply Construct on their
own. This reduces the communication from m to r. Typically in cryptographic scenarios
one expects error that is negligible in m, and we can take any function § = m~“() and
reduce the communication complexity from m to say r = log(%) which is only slightly

larger than logm. Furthermore, note that 6 = m~“() is precisely where standard PRGs are
inapplicable, whereas multiplicative PRGs obtain the “correct” tradeoff.?

1.6 Multiplicative PRGs For Nonboolean Circuits

Dubrov and Ishai [16] suggested a natural generalization of PRGs, which extends the
standard definition (in which the circuit C' outputs one bit) to a setting where C' outputs ¢
bits. Thinking ahead, in the definition below, we consider PRGs w.r.t. a relation, and the

notion of [16] is obtained for the relation ag..

» Definition 10 (nb-PRGs w.r.t. a relation). A function G : {0,1}" — {0,1}™ 4s a {-nb-PRG
for a class C w.r.t. a relation ~ on [0,1], if for every function C : {0,1}™ — {0,1}* in the
class C, and for every (arbitrary) function D : {0,1}* — {0,1},

Pr[D(C(Unn)) = 1] ~ PrD(C(G(U,)) = 1]

1.6.1 Motivation for nb-PRGs

It is easy to see that for the relation %ie and ¢ = 1, this definition coincides with the standard
definition. For sufficiently large ¢, and m > £ (a good choice to keep in mind is m = () we
may view a function C : {0,1}™ — {0,1}¢ as a “sampling procedure” which uses m random
bits to produce a sample from the distribution P = C(U,,). It is natural to ask whether
it is possible to produce a sample from a distribution P’ that is e-close to P in statistical
distance, using fewer random bits.?

nb-PRGs (w.r.t. %) were introduced by Dubrov and Ishai [16] specifically for this
application. More specifically, the distribution P’ = G(U,.) is generated using only r random

bits, and Definition 10 immediately implies that P and P’ are e-close in statistical distance.

We remark that recent work of [11] gives a pseudo-deterministic randomized algorithm for constructing
strings with properties P € P, and this allows two parties to agree on such a string (w.h.p) with no
communication.

Note that here, we want P and P’ to be statistically indistinguishable and not just computationally
indistinguishable. The latter goal is easier to obtain, but in some settings it is crucial for the two
distributions to be statistically indistinguishable, so that even computationally unbounded adversaries
D cannot distinguish between them.

18:7
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Consequently, an £-nb-PRG G : {0,1}" — {0,1}*® for (deterministic circuits) of size s (w.r.t
'rlvde) can be used to reduce the randomness complexity of every sampling procedure C' that
runs in time s, and produces a distribution P = C(Us) on ¢-bit strings. More specifically,
the randomness complexity is reduced from s to r, while producing a distribution P’ that is
e-close to P in statistical distance.

Note that we cannot hope for r < £, because a possible procedure C(z) is one that
outputs the first ¢ bits of z, and samples the distribution P = U,. It is impossible to sample
a distribution P’ that is close in statistical distance to U, using fewer than ¢ random bits.

1.6.2 Constructions of nb-PRGs for polynomial size circuits

Applebaum et al. [1] (improving upon [16, 3]) showed that for every sufficiently large s, and
every £ > log s there is an -nb-PRG G : {0,1}7=9() — {0,1}* for circuits of size s (w.1.t.
2, ). This was obtained assuming E is hard for exponential size nondeterministic circuits. It
is not known whether this hardness assumption is necessary, and as far as we know it may be
possible to replace “nondeterministic circuits” with “deterministic circuits” in the hardness
assumption. This result does achieve optimal seed length of » = O(¥), and error € = %, which
is best possible in light of Theorem 5, using the observation that every £-nb-PRG is also a
1-nb-PRG which is a PRG.

1.6.3 Multiplicative nb-PRGs for polynomial size circuits

In some cryptographic applications of nb-PRGs presented in [16, 2] (that we survey in the
full version) the desired statistical distance € should be “negligible”. Motivated by these
applications Artemenko et al. [2] observed that these applications only require “preserving
small probabilities”, and it is sufficient to use “multiplicative nb-PRGs” (that is nb-PRGs
w.r.t 2(1,5) for § = s~() for these applications. We will refer to such f-nb-PRGs as
“(¢,€,9)-multiplicative nb-PRGs”, and define these explicitly below.

» Definition 11 (Multiplicative nb-PRGs). A function G : {0,1}" — {0,1}™ is an (¢,¢,0)-
multiplicative nb-PRG for a class C, if for every function C : {0,1}™ — {0,1}¢ in the class C,
and for every (arbitrary) function D : {0,1}* — {0, 1},

Pr[D(C(G(U,))) = 1] < e - Pr[D(C(Uy,)) = 1] + 6.
In this paper we give an improved construction of multiplicative nb-PRGs.

» Theorem 12 (Improved multiplicative nb-PRGs). If E is hard for exponential size non-
deterministic circuits, then for every sufficiently large s, every £ > log s, and every QL <6< %
there is an (¢, %, ) -multiplicative nb-PRG,

G - {0, l}r:O(éﬂog%) N {0’ l}s

for size s deterministic circuits. Furthermore, G is computable in time poly(s).

We remark that Theorem 12 also holds if one replaces “deterministic circuits” by “single
valued nondeterministic circuits”.

Theorem 12 achieves the optimal seed length of r = O(¢ + log %), and in particular, the
right dependence on both ¢ and ¢ (up to constants). The previous construction of Artemenko
et al. [2] achieved seed length 7 = ¢ + O(log(1/5))? which has incorrect dependence on 6.
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While we do not know whether the hardness assumption in Theorem 12 is necessary,
the hardness assumption used is the same hardness assumption that is used for (standard)
nb-PRGs. In contrast, the previous construction of Artemenko et al. [2] assumes the much
stronger assumption that E is hard for exponential size Yg-circuits.

The proof of Theorem 12 appears in the full version and shows that a multiplicative
PRG with correct dependence on § (as we obtain in Theorem 7) immediately implies a
multiplicative nb-PRG.

2  Technique

In this section, we give a detailed informal overview of the main ideas that we use. This
informal overview is intended to help the reader to understand the later technical sections
(which contain full definitions, statements and proofs and do not build on the informal
explanation of this section).

The readers can skip to the technical section if they wish.

2.1 An Overview of the Structure of (Standard) PRG Constructions

Let us start by revisiting the high level structure of (standard) PRGs for deterministic circuits,
and specifically, the one by [24, 34] that give the PRG that is stated in Theorem 3. In this
setting, we are given a parameter s, and aim to construct a 6-PRG G : {0,1}90°g®) — [0,1}*

e . . . . ad .
for (deterministic) circuits of size s, w.r.t. ~g, for § = %, under a hardness assumption.

Thinking ahead, we think of § as a parameter, and will later consider the case where
§=swl),

2.1.1 Low degree extension

When we aim to construct a §-PRG for size s circuits and § = % we first choose a large
constant ¢y and set d = %0 where 3 is the constant from the harnmess assumption. We choose
the input length ¢ for the hardness assumption to be ¢ = dlogs = O(log s). Invoking the
hardness assumption, we obtain a function f : {0,1}¢ — {0, 1} that cannot be computed by
circuits of size 294 = s but can be computed in time 2°0() = poly(s). We then “extend”
the function f into its “low degree extension” f. This is a degree poly(s) multivariate
polynomial f : Fg — [y, where ¢ = poly($), and is an extension of f, in the following
sense: For some fixed (and pre-determined) subset H C F, of size s, there is an efficiently
computable bijective map ¢ : {0,1}* — H¢ such that for every z € {0,1}, we have that
f(é(z)) = f(z). In the terminology of error-correcting codes, this amounts to encoding (the
truth table of) f using the Reed-Muller code to obtain the codeword that is (the truth table

of) f.

This step can be viewed as (nonboolean) hardness amplification: More specifically, Sudan,
Trevisan and Vadhan [34] gave a local list-decoding algorithm showing that a circuit C of size
s such that Prg s [C(2) = f(2)] > 6, can be used to obtain a circuit B of size poly(s, ¢) that
computes f correctly. For § = 1 (which is the setting in Theorem 3) we have that ¢ = poly(s)

and can choose ¢g to be sufficiently large so that poly(s, ¢) < s, contradicting the hardness
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N

of f. Consequently, we can conclude that for every circuit C' of size s, Pr[C/(X) = f(X)] < 4.
This argument fails if § = s~ as then ¢ = s*(1) and the size of the obtained circuit B is

poly(s,q) = s*(1) and does not contradict the hardness assumption.'©

2.1.2 Concatenating with a boolean code (or Goldreich-Levin)

The next step is to transform the nonboolean function f : ]Fg — IF4 to a boolean function
qg: ]Fg x Fq — {0,1}. For this purpose it is helpful to assume w.l.o.g. that ¢ is a power of 2
(so that v € Fy can be thought of as a log ¢ bits string). One then defines:

g(w,v) = <f(w),v),

where the inner product is taken over Fo. In coding theoretic terms, this can be viewed as
code-concatenation, namely, encoding each symbol of the “codeword” f by the Hadamard
code, so that (the truth table of) g is the encoding of f by the code which is the concatenation
of Reed-Muller and Hadamard.

The overall process of obtaining g from f is often referred to as “boolean hardness
amplification” as one can show that the function g has the property that for § = X, it follows

s?
that every circuit P of size s,

Pr [P(wvv) = g(wﬂv)] < 6a

d
w(—]Fq,'ue]Fq

by showing that otherwise, there exists a small circuit C which breaks the (nonboolean
hardness) of .

We stress that unlike the case of nonboolean hardness amplification, there are black-box
limitations by Applebaum et al. [1] showing that assuming hardness against nondeterministic
circuit (or even Y;-circuits for large 7) does not help to obtain boolean hardness amplification
—«()_ This is closely related to the limitations mentioned in Theorem 5, and is the

essence of why we cannot expect (standard) PRGs with error § = s~+(1).

ford =s

2.1.3 PRGs with one bit-stretch

At this point (at least for = 1) one can construct a (standard) PRG with one bit stretch by:

G(x) =z, 9(x)

Note that the seed length of G is the input length of g which isn = (d+1)-logg = O(logq) =
O(log s+1log %), which is indeed O(log s) for § = 1. The correctness of this PRG G follows by
first showing that for a uniform = < U, if a circuit D of size s distinguishes (z, g(z)) from
(z,U7) (w.r.t. EL\gl(;) then by a “distinguisher to predictor” argument, there exists a circuit P
of roughly the same size of D, such that Pr[P(z) = g(z)] > % + 4, which is a contradiction
to the boolean hardness amplification.

10We remark that Trevisan and Vadhan [35] showed how to “speed up the local decoding using non-
determinism” and obtain a nondeterministic C of size poly(s,log q). This allows taking § = s~ (in
fact even exponentially small in s) and still obtain nonboolean hardness amplification, under a hardness
assumption against nondeterministic circuits. While this result will not be useful for us directly as
stated, we will later use a similar approach to “speed up” a size poly(s, q) deterministic circuit, and
replace it by a size poly(s,log ¢) nondeterministic circuit.
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2.1.4 PRGs with large stretch

At this point, the original proof of Theorem 3 uses the Nisan-Wigderson generator [27] and

2
“combinatorial designs” to take a seed x of length r = O(lggs) and stretch it to s strings
Z1,...,2s € {0,1}" such that the construction G(x) = g(z1),...,9(zs) is a PRG. Note that

for § = 1 this PRG indeed has seed length r = O(log s)

2.2 Multiplicative PRG: The Construction

We now aim to prove Theorem 7 and construct a (1, §)-multiplicative PRG G : {0, 1}9(°8 5 -
{0, 1}* for size s nondeterministic circuits, under the assumption that E is hard for exponential
size nondeterministic circuits. The main thing to remember is that now J can be much
smaller than é, and a good choice to keep in mind is § = 2~V5. Our plan is to follow the steps
in Section 2.1. More specifically, given s and 3= < § < %, we set ¢ = poly(s/d) = poly(1/4),
exactly as done earlier. However, in contrast to the standard setting in which § = % and
q = poly(s), we will be dealing with ¢ = s*(!) which may be ezponential in s.

We proceed with the first two steps described in the previous section (low-degree extension
and Goldreich-Levin) for this modified choice of ¢ and ¢ and obtain the function g : Fg xFq —

PN

{0,1}, defined by g(w,v) = (f(w),v) over Fa. Recall that the input length of ¢ (in bits) is
n=0(logs +log 3) = O(log $).

2.2.1 “Standard approach” fails even for one bit stretch

Note that unlike the previous section, we do not expect to show that G(z) = (z,g(x)) is a
PRG w.r.t. ~, as by Theorem 5, black-box techniques (like we use here) cannot give such a
result. Nevertheless, it was recently shown by Shaltiel [28] that G is a PRG w.r.t. m(%ﬁ).
Our goal is to construct a multiplicative PRG with much larger stretch, that outputs s bits.

2.2.2 Using the Shaltiel-Umans PRG construction

Extending the number of random bits using the Nisan-Wigderson generator [27] (as done in
the previous section) gives a seed length that does not have the correct dependence on §. This
is because, as explained in the previous section, using the Nisan-Wigderson generator (and
combinatorial designs) one can at best get a seed length of r = 0(1:;5) = O(}gif)g ~ (log 1)?,
for ¢ that is exponentially small in s. This limitation in the seed length of the Nisan-Wigderson
generator is a focus of some earlier work (see [23, 30] for a discussion) and Shaltiel and
Umans [30] gave a different PRG construction (in the standard setting) that avoids this type
of loss.

Our plan is to use the approach of [30] and adjust it to the multiplicative setting. The
Shaltiel-Umans PRG [30] relies on a d x d matrix A over F, with some specific properties
that we will soon explain. For every 0 < j < d — 1, they define G : Fg xF, — {0,1}* as
follows:

G(w,v) = g ((AS")O . w,v) g ((AS")“ .w,v) .

Note that the seed length of each G; is (d + 1)logqg = O(log }). The final PRG G :
({o, 1}(‘”1)10“)(1 — {0,1}* is given by:

G(.Z'07...,$d,1) = Gj(xj)

U
_

<.
I
=)

and note that its seed length is O(d - log 1) = O(log ) as required.
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2.2.3 Adjusting for an exponentially large field size

We will use this construction. A difficulty is that the construction and analysis of [30] are
tailored to a parameter regime in which ¢ = poly(s). This is because several components in
the construction and analysis run in time poly(q). While, this is acceptable in the original
construction where ¢ = poly(s), it is a deal breaker in our case in which ¢ may be exponential
in 5.1t

Jumping ahead, we mention that a lot of the modifications that we make in the construction
and analysis of [30] are required to reduce the running time of certain procedures from poly(q)

to poly(s). The first such example is in the choice of the matrix A.

2.2.4 A modified property for the matrix A

As the matrix A is used by the PRG construction, that is required to run in time poly(s), we
need to use a matrix A that can be found in time poly(s). The PRG construction of [30]
relies on a matrix that we only know to find in time poly(g). As we cannot afford this, we
will use a matrix A with a modified property, that can be found in time poly(s). We now
elaborate on this issue.

The property of the d x d matrix A over F, that is used in the analysis of [30] is that it
is regular, and for every w € Fg such that w # 0,

{Ai-w:lgiqu—l}:Fg\{O}.

In addition, the PRG construction of [30] also relies on the fact that (by appropriately

d
choosing the relationship between s and ¢) the matrix B = Aﬁ satisfies that for every
w € H? such that w # 0, {B"-w:1 < < s — 1} = H?\ {0}. We will refer to this property
as the “additional property”.

In [30] it was shown that a matrix A with the original property can be found in time
poly(q?) = poly(gq), but we do not know how to find it in time poly(s). Because of this reason
(as well as additional reasons that we will explain later on) we will use a matrix A that
only has the “additional property”. Namely, in our construction we will use a matrix A that

satisfies that A is regular, and for every w € H¢ such that w # 0,
{A" w:1<i<s®—1} = H'\ {0}.

Recall that H is of size s, and using similar arguments to the ones used in [30], it follows that
a matrix A that satisfies only the modified property can be produced in time poly(s?, log q) =
poly(s). The precise statement appears in the full version. With this choice, computing G
indeed takes time poly(s) as required. Jumping ahead, we will need to modify the proof
of [30] to work with this modified property of A.

H'We remark that Umans [36] gave a modified PRG construction which uses a more complicated low
degree extension, but avoids the need to xor the outputs of d “candidate PRGs”. This yields reduced
seed length, as one avoids the need to choose d independent seeds. Note however that in our setting,
d = co/B is a constant, and so this saving is insignificant. In any case, it seems to us that extending
the approach of [36] to the multiplicative setting, is more difficult than extending the approach of [30].
Loosely speaking, this is because there are more technical issues to handle when adjusting the modified
low degree extension of Umans [36] to exponentially large field size. It seems to us that some of the ideas
used in this paper to adjust for exponentially large can be extended to the framework of Umans [36],
but we did not pursue this direction, as at the moment, there is no clear motivation to do so.
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2.2.5 How to find a matrix A with the modified property in time poly(s)

For completeness we briefly survey the algorithm of [30] for producing a matrix A. In [30],
the matrix A with the “original property” is obtained by identifying the vector space ]Fg
with the extension field F a (in the natural way). The multiplicative group of this field
is cyclic, and a generator « for this group can be found by exhaustive search in time
poly(¢?). The function x — « - z over Fg is an invertible IF-linear map, and therefore, can
be represented by an invertible d x d matrix A over Fy. This indeed gives that A is regular,
and {Ai-v:lgiqu—l}zﬂ‘?g\{()}.

d
Shaltiel and Umans [30] were able to argue that B = A% satisfies the “additional
property” by carefully selecting the parameters s and ¢, to guarantee that there is a subfield
of size 5% in [F,a that coincides with (the set) H ¢, By the same argument, one can use brute
force search to find a generator of the multiplicative group of the subfield, rather than the big
field. As this subfield is only of size s? (rather than ¢?), the time of the brute force search
for the generator can be reduced from poly(g?) to poly(s?,logq) = poly(s).

2.3 Multiplicative PRG: The Analysis

We will now outline the proof of Theorem 7. We assume for the purpose of contradiction
that G is not a multiplicative PRG with the required parameters, and therefore, there exists
a size s nondeterministic circuit D : {0,1}* — {0, 1}, that “distinguishes” a pseudorandom
output from a uniform output, meaning that Pr[D(Us) = 1] 2(%75) Pr[D(G(U,)) =1].

Our goal is to contradict the hardness assumption by constructing a nondeterministic
circuit B of size s for f. On a high level, we will try to imitate the analysis of Shaltiel
and Umans [30] (that applies in the standard case) by also using ideas from the approach
of Shaltiel [28] (that shows that G(z) = x, g(x) is a multiplicative PRG). We will have to
deal with the fact that ¢ is no longer polynomial in s, and that we use a matrix A with the
modified property.

The first step in the [30] analysis is to argue that as G is the xor of d “candidates’
Go,...,G4_1, a nondeterministic “distinguisher” D for G, yields d nondeterministic distin-
guishers Dy, ..., Dgy_1 for Gy, ...,G4_1. This step can easily be adjusted to our multiplicative
setting (see full version for details).

The second step in [30] (as in many PRG constructions) is to use a hybrid argument [18] to
argue that for every 0 < j < d—1, the circuit D; distinguishes between two distributions which
only differ in the last bit. This hybrid argument can be easily adapted to the multiplicative

9

setting (see full version for details). To make the notations simpler, we concentrate only on
j =0, and then the first s — 1 bits of Gy(w, v) are given by:

Prv(w,v) = (F(A% - w),v), ..., (f(A°~2 w),v),

whereas the last output bit of Go(w,v) is Nxt(w,v) = (f(A*~1 - w),v).

For a uniformly chosen seed (w,v) for Gy, this “multiplicative hybrid argument” gives
that Dy distinguishes (Prv(w,v),U;) from (Prv(w,v), Nxt(w,v)) w.r.t. m(%,g). More formally,
we have that:

Pr[Dg (Prv(w,v),Uy) = 1] Z(%ﬁ) Pr[Dg (Prv(w, v), Nxt(w, v)) = 1].12

12 Here, we are slightly cheating as (just like in the case of the standard hybrid argument) there are small
quantitative losses the multiplicative hybrid argument incurs, and both % and ¢ should be divided by s
(See full version for details). However, this quantitative loss is insignificant for our purposes, and we
ignore it in this high level overview.
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2.3.1 The multiplicative setting does not have a “distinguisher to
predictor” argument

So far, the analysis we sketched closely follows the proof of [30] by finding “multiplicative
analogs” for the steps in the original proof. Now, however, we arrive at a step for which
there does not seem to be a multiplicative analog. In the standard setting, one can use
a “distinguisher to predictor” argument to transform the distinguisher Dy into a predictor
Py(Prv(w, v)) which predicts Nxt(w, v) correctly with probability roughly £ + 4.

In our setting, § = s~ and such a predictor is not useful. Loosely speaking, had we
been able to use such a predictor to contradict the hardness of f, we would have broken the
limitations of Theorem 5. Instead, we will need to proceed without using a “distinguisher to
predictor” step, and instead we will try to imitate the next steps of the analysis of [30] using
a distinguisher Dy rather than a predictor. Loosely speaking, following [28], we will try to
circumvent this difficulty using nondeterminism. Before we explain how to do this, let us
briefly survey how the original proof of [30] proceeds after obtaining a predictor Py.

2.3.2 How [30] use the predictor

Note that for every w, ((f(w), v))ver, is the Hadamard encoding of f(w). Loosely speaking,
by using list decoding techniques, [30] obtain a (nonboolean) predictor P§ such that:

Py (F(A%w), ... f(a 2 w)) = (AT )

with probability roughly . Loosely speaking, Shaltiel and Umans [30] show how to “error-
correct” P to an errorless predictor Pj that succeeds with probability one. We will explain
some of this argument later.

Once the nonboolean predictor is errorless, one can obtain a circuit B that computes
f as follows: The circuit B will be hardwired with some wy € Fg, and the evaluations
f(AO Swp)y -y f(AS*2 -wp). When given = € {0, 1}*, the circuit B will compute a number *
such that A" - wy = ¢(x) (where ¢ is the map ¢ : {0,1}* — H? of the low degree extension)
and then we know that f(z) = f(¢(z)) = f(A" - wp).

Note that B can use FJ to predict the “next element” f (A*~1 . wg) from “previous
elements” f(AO SWO)y e ey f(AS’2 -wp), and then continue to predict f(AS - wp) from f(A1 .
wp),y - f (A*~1 . wy) that are now available to it. By using this process iteratively, one can
reach i* and compute f(A" - wg) = f(z).

It should be noted that as described above, this iterative process takes too much time.
This is because i* could be very large. Using a matrix A with the original property, it could
be that i* = ¢¢ — 1 and this could take ¢ steps. With the modified property the number of
steps can be reduced to s¢ (assuming we can arrange that wo € H? so that the starting point
is in H9). We will later explain how to modify the approach of [30] so that we can arrange
that wy € H%. The reduced number of steps follows because by the modified property of A
we have that i* < s.

However, even with this reduction in the number of steps, this takes too much time, as
s4 =2 and it is trivial to obtain a size 2¢ circuit B for a function f on ¢ bits. This issue
is the reason that [30] use many “generators” Gy,...,G4_1 in their construction. Loosely
speaking, when using ¢ generators, [30] shows (by a complicated argument that we will not
explain in this high level overview) how to reduce the number of steps from i* to (i*)'/*.
This gives that in our setup, using a matrix with modified property, so that i* < s¢, by using
t = d candidates, we can reduce the number of steps from s? to s, and the obtained circuit
B will end up being of size s that indeed contradicts the hardness of f.
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2.3.3 Learning the next curve

As we explained above, the proof of [30] uses error-correcting techniques to error-correct a
“noisy predictor” into an “errorless predictor”. We now give an overview of this argument
(and later explain how to imitate it using a distinguisher instead of a predictor). The main
technical step in this process considers the following probabilistic setting: Let r be a large
constant, and consider a uniformly chosen degree » polynomial C': F; — ]Fg (which we will
refer to as a curve). Loosely speaking, the approach of [30] is to design an errorless predictor
Py which predicts all the evaluations of the “next curve”

(far-cw)

teF,

from evaluations on previous curves, namely from:

(far-cwy,.... faa2.cw)

teF,

Note that the evaluations on the next curve, are evaluations of the univariate polynomial

pt) = f(A - C)).

This polynomial is a nonzero polynomial with low degree (as f ,C are low degree, and A is a
regular matrix). For every t € Fy, one can use the “noisy predictor” Pj for w = C(t), using
the previous evaluations, and obtain a prediction for p(t). For every t € F,, C(¢) is uniform
over ]Fg7 and this means that we expect a d-fraction of the ¢ predictions to be correct. At this
point, [30] use Sudan’s list-decoding algorithm for the Reed-Solomon code [33] to obtain a
list of L = poly(1/d) polynomials such that one of them is the correct polynomial p. For the
sake of explaining the argument, let us cheat and assume that L = 1, and one can “uniquely
decode” to the correct polynomial.'3

2.3.4 Arranging that a random curve intersects H¢

Recall that earlier, we promised to show that “errorless prediction” can start from a point
wp that is in H? rather than Fg. This does not follow from the argument of [30]. Loosely
speaking, this is because the random curve C is unlikely to intersect the set H¢, and so it
may be the case that no “starting point” is in H¢.

One of the modifications that we introduce in this paper (which already applies in the
original setting of [30]) is a modified probability space for the analysis of [30]. In this modified
probability space, we insist that the random curve C intersects the set H%. More specifically,
rather than choosing the curve C uniformly at random, we choose it conditioned on the
event that {C'(0) = wp} for some wy € H?. Fortunately, it is possible to carry out the
analysis of [30] with this modification. Loosely speaking, this is because even in the modified
probability space, the random variables (C(t));,\ {0} are distributed like ¢ — 1 elements
that are (r — 1)-wise independent.

13 Shaltiel and Umans are able to achieve L = 1, by considering a significantly more complicated random
experiment in which two curves C! and C? are chosen at random, so that each one is uniform, but the
two curves are “interleaved” (meaning that they are correlated in a specially designed way that allows

list-decoding to imply unique decoding). We will not explain this argument in this high level overview.

Our full proof repeats this argument (see full version for details) with some changes that we explain
below.
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2.3.5 Using a distinguisher instead of a predictor

We now return to the multiplicative case. Recall that we stopped after obtaining a distin-
guisher Dy such that

Pr[Dg (Prv(w,v),Uy) = 1] 2(%,5) Pr[Dg (Prv(w,v), Nxt(w, v)) = 1].

As we explained earlier, in our setting when ¢ is very small, and we cannot use a “distin-
guisher to predictor” argument. Instead, we will have to imitate the proof of [30] using the
distinguisher Dy.

A key idea is that while we don’t have a predictor, we are in a setting where we are
allowed to use nondeterminism. Inspired by [6, 28], our high level idea is to “learn the next
curve” in two steps: We first use nondeterminism to guess the coefficients of the “correct
polynomial” p(t) = f(A5~! - C(t)). We then design an efficient test such that the correct
polynomial p passes the test, but no other low-degree polynomial does. This means that
using nondeterminism, we can reduce the task of “learning the next curve” to the task of
“testing the next curve”.

Note that in the framework, the verification step of “testing the next curve” can itself be
nondeterministic, as even then, the entire “guess and test” computation can be implemented
by a small nondeterministic circuit. This additional freedom of using nondeterminism twice
will be crucial in the argument.

More specifically, we will be able to show that there exists a number v > 0 (which can be
exponentially small in s) such that for a random ¢, v < Fy, the correct polynomial p satisfies:

Pr[Do(Prv(C (1), v), (p(t), v)) = 1] = 7.

On the other hand, for every low degree polynomial p # p,

1

Pr[Do(Prv(C(1),v), (p(t),v)) = 1] <e™* - 7.

Loosely speaking, this “multiplicative distance” between v and e ~ is inherited from the

fact that the distinguisher Dy distinguishes w.r.t. a multiplicative relation. We will not go
into precise details of this proof that builds on ideas from [6, 28] that are adapted to the
setting considered in [30]. In fact, in the actual proof, we can only show that the second
inequality holds for p which agrees with p on r choices of ¢t € F,. In this high level overview,
we will cheat and ignore this technicality (which introduces significant complications).

In order to test whether a given low degree polynomial p is the correct polynomial p, we
will prepare the size poly(s) nondeterministic circuit:

B(t,v) = Do(Prv(C(1), v), {p(t), v)-

All that is left is to design a test that given a size poly(s) circuit B, distinguishes the case
that B accepts at least a ~y-fraction of its inputs, from the case that B accepts at most
e s - ~y-fraction of its inputs.

2.3.6 Using the Goldwasser-Sipser “set lower bound” protocol

We now explain how to distinguish the two cases. To gain some intuition, note that we do not
have time to go over all inputs to B as their number is larger than ¢, and is not polynomial
in s. Tt is also not feasible to distinguish the two cases by taking a sample of poly(s) random
inputs to B, because the “additive distance” v — e v may be exponentially small in s,
and a poly(s) size sample cannot be used to distinguish.
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Fortunately, distinguishing between these two cases is precisely what nondeterministic
circuits are good at. Following [28], we use the “set lower bound” of Goldwasser and
Sipser [19] for this purpose. The Goldwasser-Sipser “set lower bound” is typically stated as
an AM protocol, where the input is a size s deterministic circuit B, and Merlin claims that
B accepts a y-fraction of the inputs (for some given v > 0). We can adapt this protocol to
our setting by observing that:

The Goldwasser-Sipser AM protocol works not just for deterministic circuits, but also for

nondeterministic circuits. (This essentially follows because AM with a constant number

of messages can be collapsed to two messages).

AM C NP/poly, and so, the Goldwasser-Sipser AM protocol can be implemented by a

nondeterministic circuit of size poly(s).

The error of the Goldwasser-Sipser protocol is multiplicative. More specifically, even

when v is exponentially small, when given a size poly(s) circuit B, the Goldwasser-Sipser

protocol can distinguish the case that B accepts at least a ~y-fraction of the inputs, from
the case that B accepts at most a e - ~-fraction of its inputs.'4
Note that in the argument above we use nondeterminism three times: We use nondeterminism
as Dy is a nondeterministic circuit. Nevertheless, even if we were constructing a multiplicative
PRG for deterministic circuits and Dy is deterministic, we need nondeterminism to guess the
correct polynomial p, and then we need additional nondeterminism to run the Goldwasser-
Sipser protocol.

Organization of this paper

Due to space constraints, this version is an extended abstract and does not contain full
statements and proof. The reader is referred to [13] for a full version of this paper.

3 Conclusion and Open Problems

In this paper we give an optimal construction of multiplicative PRGs for nondeterministic
circuits, as well as multiplicative nb-PRGs. Both are constructed under the hardness
assumption that E is hard for exponential size nondeterministic circuits.

A natural open problem is to find more applications of multiplicative PRGs. In addition
to the applications mentioned in this paper, recent work [28, 8] utilizes multiplicative PRGs
as building blocks in explicit constructions of extractors for samplable distributions, as well
as other types of “hard to sample functions”. It is natural to ask whether the multiplicative
PRGs of this paper can provide improvement in these applications.

Theorem 5 shows that we cannot expect to obtain (standard) e-PRGs with error € = s
under assumptions of the form: there exists an ¢, such that E is hard for exponential size

—w(1)

Y;-circuits. Is there a way to bypass these limitation by introducing another type of plausible
assumption? We remark that it is possible to bypass this limitations if one is willing to

M T00sely speaking, it is this property of nondeterministic circuits that avoids black-box limitations
and enables us to obtain multiplicative PRGs with § = s~“MW under a hardness assumption against
nondeterministic circuits. Loosely speaking, the black-box impossibility results of [1] follow by showing
that size poly(s) nondeterministic circuits (or even X;-circuits for any large ¢) cannot distinguish the

case where a circuit B of size s accepts % + s7“W of its inputs from the case that it accepts % of its
inputs. This is essentially why we are not able to use predictors in our proof. However, we can use

“multiplicative” distinguishers, as this leads to the need to distinguish between a circuit that accepts at

least y-fraction of inputs, from a circuit that accepts at most e s - fraction of inputs, and we’ve just
seen that nondeterministic circuits can perform this task.
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assume the very strong assumption that E is hard for exponential size PSPACE-circuits

(as also mentioned in [2]). However, maybe there’s a completely different line of plausible
assumptions that can bypass such limitations.

A related open problem is that we don’t know whether (standard) nb-PRGs for de-

terministic circuits require a hardness assumption against nondeterministic circuits. This

assumption is used by current constructions [1], but unlike other cases mentioned in this

paper, there are no black-box impossibility results that prevent such an nb-PRG from being

based on the assumption that E is hard for exponential size deterministic circuits.
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