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—— Abstract

We investigate the tasks of deterministically condensing and extracting randomness from Online Non-
Oblivious Symbol Fixing (oNOSF) sources, a natural model of defective random sources for which it
is known that extraction is impossible in many parameter regimes [AORSV, EUROCRYPT’20]. A
(g, £)-oNOSF source is a sequence of £ blocks X = (Xi,...,X¢) ~ ({0,1}™)*, where at least g of the
blocks are good (are independent and have some min-entropy), and the remaining bad blocks are
controlled by an online adversary where each bad block can be arbitrarily correlated with any block
that appears before it.

The existence of condensers (in regimes where extraction is impossible) was recently studied in
[CGR, FOCS’24]. They proved condensing impossibility results for various values of g and ¢, and
they showed the existence of condensers matching the impossibility results in the special case when
n is exponential in £ (i.e., the setting of few blocks of large length).

In this work, not only do we construct the first explicit condensers matching the existential
results of [CGR, FOCS’24], but we make a doubly exponential improvement by handling the case
when n is only polylogarithmic in . We also obtain a much improved explicit construction for
transforming low-entropy oNOSF sources (where the good blocks only have min-entropy, as opposed
to being uniform) into uniform oNOSF sources.

As our next result, we essentially resolve the question of the existence of condensers for oNOSF
sources by showing the existence of condensers in almost all parameter regimes, even when n is a
large enough constant and ¢ is growing.

We find interesting connections and applications of our results on condensers to collective
coin flipping and collective sampling, problems that are well-studied in fault-tolerant distributed
computing. We use our condensers to provide very simple protocols for these problems.

Next, we turn to understanding the possibility of extraction from oNOSF sources. For proving
lower bounds, we introduce and initiate a systematic study of a new, natural notion of the influence
of functions, which we call online influence, and establish tight bounds on the total online influence
of functions, which imply extraction lower bounds. Lastly, we give explicit extractor constructions
for oNOSF sources using novel connections to leader election protocols, and we further construct
the required leader election protocols. These extractor constructions achieve parameters that go
beyond the standard resilient functions of [AL, Combinatorica’93].
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1 Introduction

Randomness is extremely useful in computation with wide-ranging applications in algorithm
design, cryptography, distributed computing protocols, machine learning, error-correcting
codes, and much more [34, 39]. Most of these applications require access to high quality
randomness. However in a lot of settings, especially arising in practice, algorithms only
have access to low quality source of randomness. This motivates the notion of condensers:
functions that transform weak random sources into strong random sources that are of better
quality.

The standard way of measuring the amount of randomness is using min-entropy. Form-
ally, for a source (distribution) X with support , define its min-entropy as H.(X) =
mingeq logy(1/Pr[X = z]). If Q = {0,1}" and H.(X) > k, we say that X is an (n, k)-
source. We will also need the notion of smooth min-entropy, which measures how close a
distribution is to having high entropy. Formally, for a source X, its smooth min-entropy with
parameter ¢ is defined as H5 (X) = maxy.x—y|<e{Hoo(Y)}, where |-| denotes the statistical
distance.

With this, we are ready to formally define deterministic condensers:

» Definition 1. A function Cond : {0,1}" — {0,1}"™ is a (kin, kout, €)-condenser for a family
of distributions X if for all X € X with X ~ {0,1}" and Hoo(X) > kin, we have that
HE, (Cond(X)) > k-

We say an is the input entropy rate, % is the output entropy rate, and m — ko s
the entropy gap of Cond.

The task of the condenser is to make the output entropy rate as high as possible compared
to the input entropy rate; i.e., to make the output distribution more “condensed”. Related
to this, it is also desirable to have as small entropy gap as possible. Condensers with entropy
gap 0 are known as randomness extractors and have been extensively studied in theoretical
computer science.
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When X is the family of all distributions, it is folklore that no non-trivial condensing
is possible.! So, we additionally assume that X is a structured family of sources.? Since
extractors are the highest quality condensers, a significant amount of work has focused on
constructing extractors for many interesting families of sources [38, 11, 17, 30]. However, for
many natural family of sources, one can provably show that no extractor can exist.

In this work, we focus on one natural family of sources where it is known that extraction
is impossible (for many interesting parameter regimes): online non-oblivious symbol fixing
sources (o0NOSF sources).? Formally:

» Definition 2. A (g,¢,n, k)-oNOSF source X = (Xy,...,Xy) with ¢ blocks is such that each
block X; is over {0,1}", g of the blocks are independent sources with min-entropy k (“good
blocks”), and each “bad block” is an arbitrary function of the blocks with an index smaller
than it. When k = n, we will call such sources uniform (g,¢,n)-oNOSF sources, and when n
is clear from context, we will simply call them uniform (g,£)-oNOSF sources.

Our results at a glance

The previous work of [10] gave a condenser impossibility result for oNOSF sources and
showed the existence of a condenser matching that result as long as the block length n was
exponential in the number of blocks . We construct explicit condensers for oNOSF sources
that match the results of [10]; in fact, we only require n to be polylogarithmic in ¢, providing
a doubly exponential improvement over the (existential) result of [10]. Next, we essentially
resolve the existence question for oNOSF source condensers by showing that good condensers
exist even when n is a (large) constant and ¢ grows. To go with these results, we obtain an
improved construction for transforming low-entropy oNOSF sources into uniform oNOSF
sources. Moreover, we find new applications of our results on condensers to collective coin
flipping and collective sampling, and use these connections to provide simple protocols for
these problems. In the complementary direction, we construct explicit extractors for uniform
oNOSF sources by explicitly constructing the required leader election protocols; the results
of which are summarized in Tables 1 and 2. Also in the context of extractors for oNOSF
sources, we introduce the new, natural notion of online influence for Boolean functions and
show extraction lower bounds for oNOSF sources by establishing tight bounds on the total
online influence of functions.

On the Utility of Condensing for oNOSF sources

We note that condensers (and sources with high min-entropy rate) are very useful: the
condensed distribution can be used to efficiently simulate randomized algorithms with small
overhead, perform one-shot simulations for randomized protocols, cryptography, interactive
proofs, and much more. For details on these applications and more, see [1, 15, 10, 14].

1 Assuming m < n (wlog this holds since |Cond ({0, 1}™)| < 2™), m — kout > (n — kin) —log(1/(1 —¢)) and
hence the output entropy rate cannot be more than the input entropy rate without incurring extremely
large error (> 0.999).

A different route, that has been widely studied, is to assume access to a short independent seed. In this
work, we will limit ourselves to the deterministic or seedless setting.

These sources are in contrast to non-oblivious symbol fixing (NOSF) sources where bad blocks can
be arbitrary functions of all the good blocks and oblivious symbol fixing sources (OSF) where bad
blocks do not depend on any good blocks. NOSF sources were introduced in [30] and OSF sources were
introduced in [12] with applications in leakage-resilient cryptography, and have been well-studied.
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Practical applications to blockchains and cryptography

oNOSF sources are inspired by real-time randomness generation settings such as in blockchains
where the adversary has some probability of corrupting a block. Moreover, it is known
that non-corrupted blocks have some amount of min-entropy [7]. In fact, several works
have attempted to use Bitcoin or Ethereum as a source of randomness in cryptographic
protocols [7, 6, 35, 9]. However, the authors of [6] showed that even when the adversary has
a small, constant probability of corrupting a block, randomness extraction is impossible from
Bitcoin.* Our results show that in this setting, it is still possible to get a condensed source
with a high min-entropy rate. It is known that such sources are still useful for cryptographic
protocols, such as hedged public-key enryption [4]. Further, there are natural cryptographic
settings, such as creating a Common Reference String, that are widely used in various
cryptographic protocols where oNOSF sources naturally arise [1].

Practical applications to fault-tolerant distributed computing

One common scenario in distributed computing is that of many agents (e.g., servers in a
network) attempting to collectively take a decision using several rounds of communication
over a common broadcast channel in the presence of computationally unbounded adversarial
agents, which render cryptographic primitives ineffective. Protocols for collective coin flipping,
leader election, and collective sampling are prime examples of this scenario that have been
intensively studied ([5, 19, 13, 3, 18] and many more), and already connected to the extractor
literature [31, 32]. In Section 3, we explain how condensing or extracting from oNOSF
sources can be viewed as a variant of these protocols. As a consequence, our new results on
condensers provide a new protocol for collective sampling and impossibility results for these
protocols can be translated into lower bounds against extractors and condensers for oNOSF
sources.

Organization

The remainder of our introduction is structured as follows. We give an overview of previous
work in Section 1.1 before presenting our main existential and explicit condenser results in
Section 1.2. In Section 1.3, we present our results on the limits of extraction from oNOSF
sources. Later on, in Section 3, we explain how our results on condensers have implications
for collective coin flipping and sampling protocols.

1.1 Previous Work
Extractors

The study of extractors for oNOSF sources was initiated by [1].5 Their results include the
following:
It is impossible to extract from uniform oNOSF sources when the fraction of good blocks
is 0.99.
An explicit transformation from (g,4,n,0.9n)-oNOSF source into a source over
({0,139~ where g — 1 of the blocks are uniform and independent.
An explicit transformation from (g,¢,n,0.1n)-oNOSF source into a source over
({0,1}9())100¢ \where g — 1 of the blocks are uniform and independent.

4 This mirrors our extraction impossibility result for oNOSF sources.
5 In [1], these sources were called SHELA (Somewhere Honest Entropic Look Ahead) sources.
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Even though the output entropy rate is only slightly more than the input-entropy rate
in the second result and smaller in the third result, the fact that a lot of the blocks are
truly uniform is very useful, and they find interesting cryptographic applications of these
“somewhere-extractors”.

Before our work, the best known extractors for oNOSF sources could be obtained by
using resilient functions or equivalently, extractors for NOSF sources (non-online version of
oNOSF sources) constructed by [2, 11, 33, 26, 27] ; these require g > £ — ﬁ.

Condensers

oNOSF sources were further studied by [10], where they obtained the following results
regarding condensers:
When n > k > ¢, there exist functions that can transform a (g, ¢, n, k)-oNOSF source
into a uniform (g — 1,¢ — 1,0(k/¢))-oNOSF source (this function can be made explicit
with slightly worse dependence on output length).
When n > 29 and g > 0.5¢ , there exists condenser Cond : ({0,1}")¢ — {0,1}m=0(¢/9)
such that for any uniform (g, £, n)-oNOSF source X, HZ (Cond(X)) > m — O(log(n/¢)).6
Their result is not explicit.
It is impossible to condense from uniform (0.5¢, ¢, n)-oNOSF sources with output entropy
rate more than 0.5.7

We also mention a related family of sources, namely adversarial Chor-Goldreich sources.

Uniform oNOSF sources can be seen as a special case of adversarial Chor-Goldreich sources
where the good blocks are uniform. Constructing condensers where the output entropy rate
is g/¢ for adversarial Chor-Goldreich sources is already a challenging task, although such
condensers in various parameter regimes have been recently constructed [15, 22]. The paper
of [16] recently constructed condensers for a related, more general model.

1.2 This Work: New Condenser Constructions

Previous works only showed the existence of condensers for oNOSF sources when n > 2«
We vastly improve on this result in two ways. First, we construct explicit condensers that
work even when n > polylog(¢) and provide an explicit transformation from low-entropy
oNOSF sources to uniform oNOSF sources that works even when the min-entropy of a block
k is only polylog(n). Second, we show that condensers for oNOSF sources exist when n is
just a large constant, only leaving open the question of the existence of such condensers
for when n is a very small constant (e.g., n = 1). We also discover surprising connections
between condensers for oNOSF sources and protocols for natural problems in distributed
computing, such as collective coin flipping and collective sampling. Lastly, we initiate the
study of online influence of Boolean functions, a natural generalization of influence that
captures the one-sided nature of our online adversary to help us analyze the setting of n = 1.
We now discuss our results in detail below.

1.2.1 Explicit Condensers

We construct the first explicit condensers for oNOSF sources. Our ultimate result is founded
on a baseline construction that itself is an explicit condenser for oNOSF sources that matches
the existential results of [10] and works for any block length n = 29 log(1/¢) as long as at
least 51% of blocks are good.

6 They get a tradeoff for g < 0.5¢ as well
7 They get impossibility for other smaller g as well
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» Theorem 3 (Theorem 16 restated). For all ¢ > 0 and n,f € N where n > 249 log(1/e),
there exists an explicit condenser Cond : ({0,1}™) — {0,1}™ such that for any (g =
0.51¢,¢,1n)-0NOSF source X, we have that HZ (Cond(X)) > m — 29 log(1/¢) where m =
0.0001¢4n.

Surprisingly, we are able to improve upon this baseline to obtain explicit condensers that
work for oNOSF sources where the block length n is only at least poly(log(€)/e).

» Theorem 4 (Informal version of Theorem 13). For all e > 0 and n,{ € N where n >
poly(log(¢)/€), there exists an explicit condenser Cond : ({0,1}")¢ — {0,1}™ such that for
any (g = 0.514,4,n)-oNOSF source X, we have that HZ (Cond(X)) > m — poly(log(¢)/e) -
log(n) where m = 0.0014n — O(¢log(¢)log(1/¢)).

Since condensing when g = 0.5¢ is impossible, both results are tight. We note that
neither result completely subsumes the other. Our baseline construction in Theorem 3 has
an exponential dependence of n on £ instead of the polylogarithmic dependence achieved in
Theorem 4; however, the latter result requires the dependence n > poly(1/¢) compared to
n > log(1/e) for the baseline construction.

Using our new results regarding transforming oNOSF sources to uniform oNOSF sources,
we also obtain explicit condensers for (0.51¢, ¢, n, k)-oNOSF sources for the same parameter
regime:

» Corollary 5. For all n, ¢,k € N where n > poly(£) and k > polylog(n), there exists an
explicit condenser Cond : ({0,1}™)¢ — {0,1}™ such that for any (g = 0.51¢,¢,n,k)-oNOSF
source X, we have that HS (Cond(X)) > m — polylog(¢) - log(n) where m = 0.001¢n —
O(£log(¢)loglog(?)) and e = poly(1/log(¥)).

We can also extend our result to explicitly condense from uniform (g, £,n)-oNOSF sources
in the same parameter regime so that the output entropy rate is 1/ |¢/g| — o(1), which is
tight according to the impossibility result of [10].

Previously, [10] showed how to existentially condense from uniform (g,¢,n)-oNOSF
sources when n = 299 However, they relied on the existence of a very strong pseudorandom
object: “output-light” low-error two-source extractors. Such extractors, even without the
output-lightness requirement, are extremely hard to construct and it is a major open problem
to obtain such extractors. We are able to construct explicit condensers by creating new
tools that allow us to use an oNOSF source to sample indices within an oNOSF source,
and stitching them together so that the base pseudorandom object we rely on are seeded
extractors that we know how to explicitly construct with near optimal parameters.

1.2.2 Transforming Low-Entropy oNOSF sources to uniform oNOSF
sources

We show how to existentially, as well as explicitly, with a slight loss in parameters, transform
(g,¢,n, k)-oNOSF sources into uniform (0.99g, ¢ — 1,n)-oNOSF sources. Formally, we show:

» Theorem 6. For all ¢,n,k,c where n = poly(log(¥)),k = O(log({/¢)), there exists a
function f such that f transforms (0.51¢,¢,n,k)-oNOSF sources into uniform (0.509¢,¢,m)-
oNOSF sources with error e where m = Q(k).

Our construction can also be made explicit with slightly worse dependence on m and ¢.
See the full version of our paper for the full tradeoff.
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Previously, [10] provided such a transformation only for n > k > Q(¢). Hence, our
transformation makes a major improvement on their parameters. Such an improvement allows
us to obtain better condensers for low-entropy oNOSF sources in the regime n = poly(log(¢/¢))
(see Theorem 8).

1.2.3 Existential Condensers

We show how to condense from uniform (g, ¢, n)-oNOSF sources for almost all settings of ¢
and n when g > 0.51¢. In particular, we show:

» Theorem 7. For all {,e where £ > O(log(1/¢)), and n = 10, there erists a condenser
Cond : ({0,1}™)¢ — {0,1}™ such that for any uniform (0.51¢,¢,1n)-oNOSF source X, we
have HE_ (Cond(X)) > 0.99m where m = Q(¢ + log(1/¢)). Furthermore, when n = w(1), the
output entropy rate becomes 1 — o(1).

This is tight since [10] showed it is impossible to condense uniform (0.5¢, ¢,n)-oNOSF
sources beyond output entropy rate 0.5.

Using our new results regarding transforming oNOSF sources to uniform oNOSF sources,
we also obtain condensers for (0.51¢, ¢, n, k)-oNOSF sources when n > poly(log(¥¢)),

» Theorem 8. For all {,n,c where n = poly(log(¢/e)),k = Qlog({/e)), there exists a
condenser Cond : ({0,1}™)* — {0,1}™ such that for any (0.51¢,¢,n,k)-oNOSF source X, we
have HE_ (Cond(X)) > m — O(m/log(m)) — O(log(1/e)) where m = Q(k).

We sketch the proof of both of these theorems in Section 2.1 We can also extend our
result to condense from uniform (g, ¢,n)-oNOSF sources for all g, ¢ and constant n where
the output entropy rate is 1/ |¢/g| — 0.001. This is tight since [10] showed it is impossible to
condense such sources beyond output entropy rate 1/ [£/g].

Previously, [10] showed how to existentially condense from uniform (g,¢,n)-oNOSF
sources when ¢ > 0.51¢, provided n > 2¢® . As n gets smaller, condensing becomes harder
since a uniform (g, £, n)-oNOSF source is also a uniform (g - n/1000, ¢ - n/1000, 1000)-oNOSF
source. Hence, we greatly improve the parameters while using different and much simpler
techniques.

1.3 Extraction from oNOSF Sources

Next we discuss our positive and negative results on the limits of extraction from oNOSF
sources. Our upper bound results (explicit extractors) are based on a novel connection to
leader election and coin-flipping protocols; to instantiate this connection and give explicit
extractors, we construct novel protocols for these distributed problems. Our lower bounds are
based on a new notion of influence of functions, namely online influence, that we introduce
and analyze.

Extraction Lower bounds via Online Influence

For simplicity, we focus on the case of n = 1, which leads to interesting new questions about
Boolean functions. We refer to such uniform (g, ¢, 1)-oNOSF sources as (g, £)-oNOBF sources;
oNOBF stands for online non-oblivious bit-fixing sources. We ask what is the exact tradeoff
between ¢, ¢, and ¢ for extracting from oNOBF sources. Towards this, we introduce the
notion of online influence.

5:7
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» Definition 9 (Online influence). For a function f: {0,1}* — {0,1}, the online influence of
the i-th bit is

oLlfl= E [

z~U; g

B Ueaml- ) E o]

yNUz,i yNUZ—i

and the total online influence is oI[f] = Zlf 1 oL [f].

1=

We establish new structural results on online influence, including a Poincaré-style inequal-
ity and use them to obtain the following extraction lower bound.

» Theorem 10. For ¢ < 0.01, there do not exist extractors for (0.97¢,¢)-oNOBF sources
with error at most ¢.

A similar extraction lower bound was shown in [1] using different techniques.

Explicit Extractors via Leader Election Protocols

Here we present our explicit constructions of extractors for ONOBF and oNOSF sources. The
following are our main results.

» Theorem 11. There exists an explicit function Ext : {0,1}¢ — {0,1} such that for any
(9,£)-oNOBF source X where g > £ —£/(Clog({)), we have Ext(X) ~._1 /100 U1, where C' is

a large constant.

» Theorem 12. There exists an explicit function Ext : ({0,1}")¢ — {0,1}" such that
for any (g,€,n)-oNOSF source X where g > £ — £/(Clog*(¢)) and n > log({), we have
Ext(X) ~.—1/100 Un, where C is a large constant.

It is instructive to contrast our results with the non-online setting (where adversarial
bits may depend on any good bit), called NOSF sources and NOBF sources. For both these
sources, the current best extractors require g > ¢ — @, which is much more than what
Theorem 11 and Theorem 12 require.

We contrast the results for both settings in Tables 1 and 2. In these tables, we are
providing known upper and lower bounds on the value of b(¢), defined as the maximum
number of bad symbols for which extraction is still possible with a small constant error — so
lower bounds correspond to best known constructions of such functions and upper bounds
refers to the best known limitation of such functions. We write “O(¢)” to mean “cf for some
small universal constant ¢ < 1”.

To interpret our results in terms of (online) influence of coalitions, it will be useful to
extend the definition of online influence to subsets of coordinates. We formally do so in
the full version of the paper. Intuitively, we're measuring the influence of the exact same
adversary as in an oNOSF source. Using this connection, we observe that online-resilient
functions are equivalent to extractors for uniform oNOSF source sources (with one bit output).
Thus, our explicit extractor results immediately imply explicit online-resilient functions. We
present this connection in the full version of the paper.

Our main technique for Theorems 11 and 12 is a new generic way to transform leader
election and coin flipping protocols into extractors for oNOBF and oNOSF sources. The
general idea of constructing an extractor is to simulate an appropriate leader election

8 Recall that this lower bound is for (g, £, n)-oNOSF sources with n > log(#).
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Table 1 b(¢) bounds in the non-online setting.

Source ‘ Lower bound Upper bound
NOBF | Q (5557), [2] O (7)), 28]
NOSF | Q(h), [2] 0(¢), [8]

Table 2 b(¢) bounds in the online setting.

Source ‘ Lower bound Upper bound
oNOBF | Q (@), [Theorem 11] O(¥¢), Theorem 10 or [1]
oNOSF | Q (5%), [Theorem 12] ® o), 1]

protocol with the source at hand (o0NOBF or oNOSF), and output according to the chosen
leader. To instantiate this transformation, we revisit previous leader election protocols. Our
leader election protocols provide a slightly stronger than usual guarantee: a good player is
elected as the leader with probability close to 1. This contrasts with the usual guarantee in
leader election protocols, where a good leader is chosen with only a non-trivial (constant)
probability. We give more connections to distributed computing in Section 3 where we
delineate applications of our results to collection coin flipping and collective sampling. For
further details, see the full version of our paper.

2 Proof Overview

Our proof overview begins by outlining our new explicit result for condensers in Section 2.1
that is able to handle polylogarithmic block length. Next, we present our transformation
of low-entropy oNOSF sources to uniform oNOSF sources in Section 2.2 before discussing

our existential results for condensers that can handle constant block length in Section 2.3.

We present the main ideas behind our results regarding online influence and extractor lower
bounds in Section 2.4. In Section 2.5, we overview our extractor constructions for oNOBF

and oNOSF sources that are based on a general transformation from leader election protocols.

We refer the reader to the full version of this paper for more details and for formal proofs of
all our results.

2.1 Explicit Condensers for Uniform oNOSF Sources

We sketch here our constructions (as well as proof ideas) of explicit condensers for uniform
(0.514, £,m)-oNOSF sources.” The goal will be to construct explicit condensers that work
with as few good sources as possible while minimizing the block length n. In particular, we
will show:

Q(1)
» Theorem 13. For alle > 0 and n,? € N where n > (M) , there exists an explicit

€

condenser Cond : ({0, 1}")* — {0,1}™ such that for any (g = 0.51¢,¢,n)-oNOSF source X, we
o(1)
have that HE_ (Cond(X)) > m— (%) -log(n) where m = 0.001-¢n—0 (£log(¢) log(1/e)).

9 Since all sources are uniform here, we will not explicitly mention this again.
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We will require two main tools to show this. The first one uses ideas from the leader election
literature and allows us to sample an O(log(¢)) sized committee starting from ¢ players while
essentially maintaining the fraction of bad players. Formally:

» Lemma 14. For alle; > 0, n,¢ € N, and constant €, > 0 where n > Q(log(¢) log(1/es)),
there exists an explicit function oNOSFSamp : ({0,1}")¢ — [(]° where D < O(log(£/es))
with the following property.*® For all S C [¢] and (g,¢,n)-oNOSF sources X, we have that

D

. [ (oNOSFSamp(2) 1| '*Z" > sa} <,

At a high level, to construct oNOSFSamp, we slightly modify the committee selection
procedure from [36] and instantiate it with a seeded extractor with near optimal dependence
on the seed [40].

Our second tool is a seeded condenser for general min-entropy sources X that uses an
oNOSF source Y as the seed, where the bad bits in Y can depend on X.

» Lemma 15. There exists a constant Cocond such that for all ng, k,ny,t € N with e > 0 and
ny > (Cacond)' log(tny /), there exists an explicit condenser 2Cond : {0,1}"= x ({0,1}"v)" —
{0,1}™ where m = % (k — (Cacona)" log(tng /€)) so that the following holds: For all (ng,k)-
sources X and (g = 1,£ = t)-oNOSF sources Y ~ ({0,1}) such that the good blocks in'Y are
independent of X and the bad blocks in'Y can depend on X, we have that HS, (2Cond(X,Y)) >

m — (C2Cond)t 1og(tnx/5)'

We will sketch how to construct this in Section 2.1.6. Using these tools, we are ready to
present our explicit condenser. In fact, we will provide sketches of five different constructions
of explicit condensers with increasingly better parameter dependence; the fifth (and final)
one is the construction given by Theorem 13. The parameters they will vary in are the
fraction of good blocks (i.e., g/¢) and the block length n. As we will see, each construction
will build on ideas from the previous construction.

2.1.1 Construction 1: 51% good and n > 2%

We here construct the following condenser:

» Theorem 16. For all e > 0 and n,? € N where n > 29 log(1/¢), there exists an explicit
condenser Cond : ({0,1}")* — {0,1}™ such that for any (g = 0.51¢,¢,n)-oNOSF source X,
we have that HE (Cond(X)) > m — 29 log(1/¢) where m = 0.0001 - nf.

Proof sketch. Let v = 0.01 and ¢ = ¢/2. We decompose the input X into two equal
sized parts so that X = (X1, Xs) where both Xy, X,y ~ ({0,1}")%2 = ({0,1}™)¢. Since
X has (0.5 + )¢ good players, we infer that each of X;,Xs has at least v¢ = (27) - ¢
good players. In particular, we use the fact that Hoo(X1) > (27) - (¢n/2) and that X is
a (g =(2v)¢/2,£/2,n)-oNOSF source. With this, we let 2Cond be the condenser from our
second tool Lemma 15 and let our final output be 2Cond(X1, X2). Note that here ¢ = £ and
s0, this requires n > (Cacond)* log(én/¢), an inequality that we indeed satisfy. The guarantees
from Lemma 15 provide us with the desired claim. |

10 Even though the output domain of oNOSFSamp is a vector, we will abuse notation and often treat it as
a set.
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Each of the subsequent constructions will use a similar construction idea as above.

However, they will try to decrease ¢t as much as possible, where ¢ is the number of players in
the oNOSF source when applying 2Cond from Lemma 15. Note that any reduction results in
a decrease in the block length requirement n.

2.1.2 Construction 2: 67% good and n > poly(¥€)

Our next construction requires a slightly larger fraction of good blocks. However, the block
length required is exponentially improved.

» Theorem 17. For all e > 0 and n,f € N where n > (f)ﬂ(l), there exists an explicit
condenser Cond : ({0,1}") — {0,1}™ such that for any (g = 0.67¢,£,n)-oNOSF source X,

we have that HZ (Cond(X)) > m — (5)0(1) log(n) where m = 0.001 - ¢n.

Proof sketch. Let v = 0.67 — (2/3). Let ¢/ = ¢/3. We decompose the input X into three
equal sized parts so that X = (X1, X3, X3) where all X;,X2, X3 ~ ({0, 1}”)[. Since X has
((2/3) + 7)€ good players, we easily see that each X; is a (g = 3v¢',¢',n)-oNOSF source.
We use X; to sample a O(log(¢)) sized committee from Xjz. To do so, we use
oNOSFSamp, 5 : ({0,1}")Y — ({0,1}*)? from Lemma 14 with S C [¢'] being the set
of good players from X3, the approximation factor £, = v and sampling error 5 = €/3. Let

Cs C [V'],|C5] < D3 = O(log(¥'/e)) = O(log(¢/¢)) be the committee of players thus obtained.

The approximation property of the sampler guarantees us that out of > 3v¢' good players in
X3, at least 2v|C3| many good players will be in C3 with probability 1 — ¢/3. Let Y3 be the

(2yDs3, D3, n)-oNOSF source obtained by restricting the players in X3 to the committee Cs.

We finally use 2Cond from Lemma 15 and output 2Cond(Xs, Y3). Here, the parameter ¢ in
Lemma 15 will be set to D < O(log(¢/¢)), and hence, Lemma 15 would only require that

O
n > (Coy,g)tlog(tn/e) = (£) (1), a condition that we do meet. We carefully compute the
remaining parameters to infer the claim. <

2.1.3 Construction 3: 76% good and n > poly(log(¥))

We build on our previous construction and show how to condense when the block length
requirement is again exponentially decreased. This comes at a cost of slightly larger fraction
of good blocks.

€

condenser Cond : ({0,1}") — {0,1}™ such that for any (g = 0.76¢,¢,n)-oNOSF source X,
o(1)
we have that HE_ (Cond(X)) > m — (%) log(n) where m = 0.001 - ¢n.

Q(1)
» Theorem 18. For alle > 0 and n,f € N where n > (M) , there exists an explicit

Proof sketch. Let v = 0.01. Let ¢ = ¢/4. We decompose the input X into four equal sized
parts such that X = (X1, X3, X3,X4) and conclude that each X; is a (g = 4v¢', ¢, n)-oNOSF
source. However here, we claim something stronger. Call i € [¢'] a totally good index if it
corresponds to a good player across each of the four blocks. Since X has (3/4 + ) - (4¢)
good players, there must be > 4+¢' totally good indices.

We first use X; to sample a Do = O(log(¢/¢)) sized committee Co C [¢'] using the sampler
from Lemma 14 such that Co will have at least 3~ fraction of totally good indices. We let Y4
be the (g = 3vDs, D2, n)-oNOSF source obtained by restricting X to indices from Co.

Second, we use Y5 to sample a Dy = O(log(log(¢)/¢)) sized committee C4 C Co such that
C4 has at least 2+ fraction of totally good indices. We let Y4 be the (¢ = 2Dy, D4, n)-oNOSF
source obtained by restricting X4 to indices from Cy.

5:11

CCC 2026



5:12

Condensing and Extracting Against Online Adversaries

Third and last, we use 2Cond from Lemma 15 and output 2Cond(X3,Yy). Here, the
parameter ¢ in Lemma 15 will be set to Dy < O(log(log(¢) /<)), and hence, Lemma 15 would

o)
only require that n > (Ca,.,,)" log({n/e) = (M) , a condition that we do meet. We

£
carefully compute the remaining parameters to infer the claim. <

2.1.4 Construction 4: 67% good and n > poly(log(¥))

Our next construction maintains a similar guarantee as before on the block length and
decreases the requirement on the fraction of good blocks.

Q(1)
» Theorem 19. For alle > 0 and n,f € N where n > (@) , there exists an explicit
condenser Cond : ({0,1}")* — {0,1}™ such that for any (g = 0.67¢,¢,n)-oNOSF source X,

log(0) ) ©)
we have that HE (Cond(X)) > m — (g—) log(n) where m = 0.001 - {n.

S

Proof sketch. Let v = 0.67 — (2/3). Let ¢ = £/3. We decompose X = (X1, X2, X3) so that
each X; is a (g = 3v¢', ¢/, n)-oNOSF source with 3v¢' totally good indices.
For the first step, we again use X; along with a sampler from Lemma 14 to obtain
Cy C [¢'] with Dy = |Co| < O(log(¢/e) and a subsource of Xy restricted to Co - Y2 that
is a (g = 2yD2, D2, n)-oNOSF source. For the second step, we again use Yo to sample a
D3 = O(log(log(¢)/e)) sized committee C3 C Cq such that C3 has > v fraction of totally good
indices. We let Y3 be the (g9 = vD3, D3, n)-oNOSF source obtained by restricting X3 to
indices from C3. Third and last, we use 2Cond from Lemma 15 and output 2Cond(X3,Y3).
Again the parameter ¢ in Lemma 15 will be set to D3 < O(log(log(¢)/¢)) and would only
log(¢) ) o)
> .

Analyzing this construction requires more care since we use Xs to both sample from X3
and as a source for 2Cond. We use the chain rule for min-entropy to argue that most fixings
of Yo = yo will leave Xy with lot of entropy (since sampler requires few random bits) and
observe that such a fixing still leaves X3 as oNOSF source with the same parameters. Also
since for most fixings of Yo = ys, the committee C3 has « fraction of good players, we obtain
our claim. |

require that n > (

2.1.5 Construction 5: 51% good and n > poly(log(¥))

We lastly construct the condenser promised in our main result (Theorem 13).

Proof sketch of Theorem 13. Let v = 0.01. Let ¢ = ¢/2. We decompose X = (X1, X3) so
that each X; is a (g = 2¢¢',¢',n)-oNOSF source with 2v¢' totally good indices.

For the first step, we let X} be the (2v¢', ¢, n})-oNOSF source obtained by taking a
prefix of length n} from each source where we set nj < n but also nj is long enough to be
used by the sampler from Lemma 14. We use X} with such a sampler to obtain a committee
Ci2 C [¢'] with D19 = |C12] < O(log(¢/e) and a subsource of X5 restricted to Cq_,2,
which we call Y15, that is a (g = (3/2)yD1-2, D1-,2,n)-0NOSF source.

We argue that: 1) most fixings of X are such that they leave X; with high entropy, and
2) that the committee C1_,o obtained will have 3~/2 fraction of good players. We obtain this
using the chain rule for min-entropy and by guarantees of the sampler. We condition on such
a fixing from here on.

For the second step, we use Y1_2 to sample a Do_,o = O(log(log(¢)/¢)) sized committee
Co_yo C C12 such that Co_ 5 has > «y fraction of totally good indices. We let Yo_,5 be the
(9 = vDs_y2, Dy_,5,n)-0NOSF source obtained by restricting X to indices from Co_,s.
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Lastly, we use 2Cond from Lemma 15 and output 2Cond(X1, Y2_,2). The parameter ¢
in Lemma 15 will be set so that it would only require that n > (% 0(1). We must be a
bit careful about the error parameter exconq for 2Cond and we will choose it to be extremely
small.

Analyzing this construction requires care since we use Xy both to sample from within
X, itself and also as a seed for 2Cond. We cannot use the chain rule since a fixing of Y1
will destroy the structure of the source X5. We first see that the sampler guarantees that
no matter how the adversary behaves, with probability 1 — e/4, the sampler will succeed in
selecting a committee Co_,o with v fraction of good players. We pay €/4 in error and now
assume that the sampler always succeeds in doing so. We then compare two scenarios: one
scenario Opt where the bits in Y;_.» are all uniform and independent of all other bits and
another scenario Adv where the bits in Y;_,5 are all controlled by an adversary (guarantees
on this latter scenario suffice for our claim). Let the total number of bits in Y;_,5 be equal
to b1_s2. Under scenario Opt, we easily see that we succeed and with error escong will have
high entropy - say k. We compare this to scenario Adv and use the fact that the adversary
can only control few bits, to conclude that in scenario Adv, with error £xcond 2b1%2, the
output will have entropy k — b1_.2. Since we carefully chose €xcong to be small enough and
b1_,o is small since we only use Y;_,o as source for the sampler, the output will still have
small error and will have high-entropy as desired. |

2.1.6 Construction of 2Cond

We now sketch how to construct our desired 2Cond.

Proof sketch of Lemma 15. Let X and Y = (Y3,...,Y;) be the two sources. For i € [t],
let n; ~ C*~i*11og(tn,/c) where C is a large constant. For i € [t], let Z; be the length n;
prefix of the block Y;. Our final construction will be the parity of the outputs of seeded
extractors applied with source X and seeds Z;. More formally, we output

t

P sExt: (X, Z;),

i=1

where sExt; is any explicit near optimal seeded extractor such a from [25].

We proceed to sketch the analysis. We are guaranteed that there exists at least one j € [¢]
from Y that is good. We first condition on fixing blocks Z,...,Z;_;. Since these blocks
can depend on X, we apply the chain rule for min-entropy and conclude X will only lose
some small amounts of entropy (the amount will be very small since these blocks are tiny
compared to the amount entropy in X). Moreover, since the adversary is online, Z; remains
uniform even after this fixing. We now view our construction as

9(X) & @) sExti (X, Z;)

i=j

where g is the fixed function obtained by fixing Y1,..., Y _;.

We now compare two scenarios: (1) Where all of Z;, ..., Z, are uniform (2) Only Z; is
uniform and Z;44,...,Z; are arbitrarily controlled by an adversary and can even depend
on X:

In the first scenario, we further condition on fixing Z;1,...,Z;. Since in this scenario Z;

are independent and random, X retains the same entropy and Y; remains uniform. So our
overall output is of the form h(X) & sExt;(X, Z;) for some fixed function h. We condition

5:13
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on fixing output h(X). Since the number of output bits m < Hu(X), we apply the chain
rule to infer that X still has lots of entropy when we do this fixing. Now the output is just
z @ sExt; (X, Z;) where z is a fixed string, and hence is uniform.

The second scenario is more realistic and, in the worst case, this is what can actually
happen. We then use the result that if an adversary controls few bits in the input distribution,
then they cannot make the output of the condenser too bad. With this, since we carefully
chose geometrically decreasing lengths of Z; to help control the error, we indeed obtain that
the output will be condensed. |

2.2 Converting Low-Entropy oNOSF Sources to Uniform oNOSF
Sources

They key part of our proof for condensing from low-entropy oNOSF sources is a transformation
from low-entropy oNOSF sources to uniform oNOSF sources. Here, we sketch the proof for
our transformation in Theorem 6 and compare it to that of [10]. Both these transformations
rely on two-source extractors as a basic primitive.

Given a (g,¢,n,k)-oNOSF source X = Xj,...,Xy, [10] uses excellent existential two-
source extractors to define output blocks O; = 2Ext(X; 0--- 0 X;_1,X;) fori € {2,...,/¢}
and define their transformation as f(X) = Oa, ..., Oy. They show that O; is a good block if:
(1) X; is a good block and (2) at least one block amongst X, ...,X;_1 is a good block. They
showed that such a good block will be uniform and independent of the blocks Os,...,0;_1
and argued there will be g — 1 such good output blocks. This indeed shows their output is a
uniform (g — 1,4 — 1, m)-oNOSF source. However, each of their output blocks has length
m =0 (%) < O (%), and so they were not able to handle the case of n = o(¢). We improve
on their construction by using a “sliding window” based technique to obtain a much better
transformation that can even handle n = poly(log(¥)).

» Theorem 20. Let d, g, gout, ¥, n, m, k,e be such that gou < g — H%z,n >k > log(nd —
k) + md + 210g(2gout/c). Then, there exists a function f : ({0,1}™)¢ — ({0,1}™)*~! such
that for any (g,¢,n, k)-oNOSF source X, there exists uniform (gout, ¢ — 1, m)-oNOSF source
Y for which |f(X) —=Y| <e.

The parameter d in our theorem statement above is the width of our sliding window.
When we set d = ¢ we recover the analysis of [10]. The true advantage of our transformation
emerges when d is very small compared to ¢. For instance, when g = 0.51¢,n = poly(log(¢))
and k = poly(log(?)), we set d to be a large constant and conclude that the output distribution
is a uniform (0.509¢, ¢, poly(log(¢))-NOSF source.

Proof sketch of Theorem 20. Define O; = 2Ext(X;_40---0X;_1,X;). We call O; a good
output block when X; is good and there is at least one good block amongst {X;_4,...,X;—1}.

We first compute the number of good output blocks gou¢. Let ji, ..., 74 be the indices of
the good input blocks in X and d; = j;4+1 — J; be the gap between the i-th good block and
the next (i + 1)-th good block. If the gap d; is at most d, then O;; must be a good output
block. So, gou: is the number of 4 such that d; < d. Since g > 0.51¢, such large gaps cannot
appear too often and we compute that gy > g — H%z

Next, we show that the good output blocks are indeed uniform conditioned on all

as desired.

previous output blocks. With this, we will obtain that the output distribution will be
uniform (goyut, ¢ — 1, m)-oNOSF source as desired. Let ¢ be the index of a good output block.
We want to show that O; is uniform conditioned on Oq,...,0;_;. To do this, we first
observe that any input block contributes to at most d 4+ 1 good output blocks. This means
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that(X;_4 0 ---0X;_1), which has min-entropy at least k, loses at most d - m min-entropy
conditioned on fixing O1,...,0;_1. Moreover, X; still remains uniform and independent
of (X;_qg0---0X;_1) when fixing these previous output blocks. Hence, the output of the
two-source extractor will indeed be uniform as desired. |

We can make Theorem 20 explicit by using the explicit two-source extractors at a slight
cost of dependence on m and ¢.

2.3 Existence of oNOSF Condensers for All £ and n

Here we sketch the proof of Theorem 7. This result states that when g = 0.51¢ and n = 1000,
there exists a condenser Cond for uniform (g, ¢, n)-oNOSF sources so that the output entropy
rate is 0.99, the number of output bits is m = O(£ +log(1/¢)), and the error of the condenser
is € where ¢ < 2720 jg arbitrary.

Our construction uses amazing seeded condensers with 1 -log(1/¢) dependence on seed
length. We slightly modify our source and then apply such seeded condenser. Here is a proof
sketch:

Proof sketch for Theorem 7. Let X=(Xj,...,Xy) be such a source. Let Y; ~ ({0, 1}7)0-5
be the source obtained by concatenating the first 0.5¢ blocks of X. Since 0.51¢ blocks are
good, there exist at least 0.01¢ uniform blocks in Y;. We treat Y as a single distribution
over nf bits with min-entropy > 0.01/n. Let Yy ~ {0,1}%5¢ be the source obtained by
concatenating 1 bit from each of the last 0.5¢ blocks of X. Once again, since 0.51¢ blocks
are good, there exist at least 0.01¢ uniform bits in Yo. We will use the following seeded
condenser:

» Theorem 21. For all d,ec such that d > log(¢n/e) + O(1), there exists a seeded condenser
sCond : {0, 1}%-57 x {0, 1} — {0, 1}™ such that for all X ~ {0, 1}°-5" with H,,(X) > 0.014n,
we have HE (sCond(X,Uy)) > 0.014n + d where m = 0.014n + d + log(1/e) + O(1).

Our condenser Cond will output sCond(Y7,Y32). Observe that not only is Yo not uniform,
there could be as many as 0.49¢ “bad bits” in Y5 that can depend on Y;. To remedy this,
we use the well known fact that the behavior of such adversarial Y5 cannot be far worse than
the behavior if Yy were uniform. Concretely, suppose if Yo were uniform and the output
entropy and error were k and €. Then for the actual Y3, the output entropy will be k — 0.49¢
and error will be ¢ - 20-49¢,

For us, it means the following: let scond, kscond e such that HZxer (sCond (Y7, Ug.s¢)) >
kscond- Then, it must be that Hg;)’m'gm”d (sCond(Y1,Y2)) > kscond — 0.49£. So, for our final
error to be some ¢, we need to have escong = € - 27949, For seeded condensers to exist,
we need 0.5¢ > log(¢n/escond) + O(1) and we check that such an inequality can indeed be
satisfied if e > 27001,

Hence, we finally obtain that our seeded condenser will output 0.01¢n + O(¢) bits and
will have output entropy m — A where A = O(¥). Hence, if n is a large enough constant, our
output entropy rate, =2 will be > 0.99 as desired. |

m

» Remark 22. Here (in the inequality 0.5¢ > 1 -log(¢n/escond)) We crucially used the fact
that there exist seeded condensers with seed length dependence 1-log(1/e). Currently, we do
not have explicit constructions with this dependence. We also could not have used a seeded
extractor since for them, the seed length dependence is 2 - log(1/¢). For that to work, we
would need to assume g > 0.76¢.
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2.4 Online Influence and Extractor Lower Bounds

In this subsection, we provide a brief overview of our results regarding online influence
and sketch how they imply extractor lower bounds against oNOBF sources. We also
contrast this with the established notion of influence for Boolean functions. For any function
f:4{0,1}" — {0,1}, define the function e(f)(z) = (—1)7®).

A Poincaré inequality and extractor lower bounds

One fundamental inequality about regular influence is the Poincaré inequality which states
that Var(f) < I[f]. We prove a similar result for online influence.

» Theorem 23. For any f: {0,1}* — {0,1}, we have Var(e(f)) < oI[f] < /¢ Var(e(f)).

It is not hard to derive extractor lower bounds for oNOBF sources from the above result.
The high level idea is to collect bits with high online influence, which is guaranteed by the
first inequality in the above theorem (using an averaging argument) to form a coalition of
coordinates that has enough online influence to bias the claimed extractor.

The proof of Theorem 23 is based on techniques from the Fourier analysis of Boolean
functions. The following key result implies Theorem 23.

» Lemma 24. For any f :{0,1}* — {0,1} and i € [{],

oLi(f)? < D (S)? < oLi(f).
SCli]
S>i
Influence vs Online Influence

It is not hard to see that oI;[f] < I;[f] for all i € [¢], with equality always holding for i = ¢
as an adversarial online bit in the last index can see every good bit. Moreover, we observe
that for monotone functions, the notion of online influence is equivalent to regular influence,
so any separation between the two notions must come from non-monotone functions.

We exactly exhibit such a separation via the address function Addr, : {0, 1}'°8¢+¢ — {0,1}
which considers its first log ¢ bits as an index in {1,...,¢} and then outputs the value of the
chosen index. It is easy to show that the first log ¢ bits of Addr, have no online influence,
while the remaining bits have online influence of O (%) This is in contrast to the well known
result of [28] showing that, for a balanced function such as Addr,, there must exist a bit

with influence at least Q2 (%)

2.5 Extractors via Leader Election Protocols

We sketch our main idea for constructing an extractor for oNOBF sources. Similar ideas
work more generally for extracting from oNOSF sources. As mentioned above, we use a novel
connection to leader election protocols to construct extractors.

Suppose 7 is an (r — 1)-round leader election protocol over ¢ players where in each round,
each player sends 1 bit and with the guarantee that if there are at most §¢ bad players, then
a good player is chosen as leader with probability 1 — e. Suppose X is an (g, £r)-oNOBF
source, where g > Ir — §¢. We simply partition the bits of X into chunks X, Xo, ..., X,
where each X; is on £ bits, and simulate the protocol 7 by using the j’th bit of X; as the
message of the j’th player in round ¢, for all 1 < j < fand 1 <¢ <r — 1. At the end of this
simulation suppose j* € [¢] is the chosen leader. Then we output the j*’th bit of X, as the
output of the extractor.
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Briefly, the reason that the above is a valid simulation of 7 is the fact that the value
of any bad bit in this online setting just depends on bits that appear before it, which is
allowed in the leader election protocol (where in round 4, the message of a bad player can be
any function of the messages in the same round or previous rounds). The correctness of the
extractor now follows from the fact that since the number of bad players (i.e., bad bits in X)
is at most 64, the guarantee of the protocol ensures that the chosen leader j* € [¢] is a good
player with probability at least 1 — ¢, and in this case the j*’th bit of X, must be uniform.

We note here that in the usual definition of leader election protocols, the requirement is
to select a good leader with constant probability, which is a weaker guarantee than what
we need to instantiate the above plan. It turns out that we can combine leader election
protocols from prior works, in particular from [18] and [3], to construct protocols with the
stronger guarantee we require.

3 Application to Collective Coin Flipping and Collective Sampling

We now discuss applications of our results on condensers for oNOSF sources to fault-tolerant
distributed computing. Condensing from oNOSF sources can be viewed as a special case of
coin flipping and collective sampling protocols in the full information model that arise in
fault-tolerant distributed computing.

3.1 Background

Say there are ¢ players who have a common broadcast channel and want to jointly perform a
task such as collectively flipping a coin. Some b players out of them are “bad” and want to
deter the task. We assume the bad players are computationally unbounded so cryptographic
primitives are of no use. We further assume that each player has private access to uniform
randomness. [5] initiated the study of this model and aptly termed this task as “collective
coin flipping.”

The simplest way to collectively flip a coin would be for all the players to initially agree
on a function f : {0,1}* — {0, 1}, then synchronously broadcast one random bit r;, and to
finally agree on the output being f(r1,...,r¢). However, synchronizing broadcasts is hard,

and it could be that the bad players set their output as function of the bits of the good

¢
log ¢

players. [28] showed that no function f can handle more than O ( ) corruptions.

One way to allow for more corruptions (almost linear) among players is to consider
“protocols” that allow more rounds of communication. In particular, a protocol can be
thought of as a tree where each vertex represents a “round” where in every round the
following happens: all good players sends their bits, then all bad players send their bits as a

function of the bits of the good players, and they jointly compute a function of these bits.
Depending on the outcome of the function, everyone branches on one branch in this tree.

Furthermore, every leaf is labeled with final outcomes (say 0 or 1) and, once a leaf is reached,
that is the outcome that everybody agrees on. [20] initiated the study of protocols where
the outcomes are from a larger range and where the bad players are trying to minimize the
largest probability of any outcome. They called this problem “collective sampling.”

3.1.1 Known Results

[5] showed that for protocols with outcomes {0,1}, b bad players can always ensure that
some outcome occurs with probability at least % + 2%. [3] first constructed a protocol that
can handle a linear number of corruptions. Follow-up works tried to reduce the number of
rounds in this protocol where, in some settings, players were allowed to send more than one
bit per round [36, 18].
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[20] showed that for all collective sampling protocols and all outcomes, there exists a way
for b bad players to coordinate and ensure that an outcome that happens without corruption
with probability p, now happens with probability p'~(®/™ > p (1+ %log(l/p)). Nearly
matching collective sampling protocols were constructed by [20, 37, 24]. For an overview of
further results and bounds, see [13].

3.2 Connection to oNOSF Sources

The problem of extracting or condensing from oNOSF sources can be seen as special cases or
variants of collective coin flipping and collective sampling that provide very simple protocols.
For instance, suppose one has an extractor or condenser f for uniform (g, ¢, n)-oNOSF sources.
Then, consider a protocol where all ¢ players take turns and output n random bits. The
agreed final outcome is f applied on these #n bits. This leads to protocols that are structurally
much simpler since players don’t have to carefully compute whose turn it is to go in various
rounds and can obliviously prepare for their turn.

The above protocol can also be viewed as a relaxed version of a 1-round protocol where
instead of everyone providing their output asynchronously, they take turns and provide
outputs one after another in a simple sequential manner.

3.2.1 Previous Results Interpreted in oNOSF source context

Previous impossibility results can be interpreted in the context of extracting / condensing
from uniform oNOSF sources. For instance, collective coin flipping impossibility results of [5]
imply extraction impossibility results for uniform (g, ¢,n)-oNOSF sources when n = 1. They
imply:

» Corollary 25. There does not exist an %—ewtmctor for uniform (g,£,1)-oNOSF' sources.

Similarly, we observe that the notion of collective sampling is equivalent to O-error
condensing. Hence, lower bounds of [20] imply 0O-error condensing lower bounds for uniform
(g,¢,m)-oNOSF sources when n = 1. Formally:

» Corollary 26. There does not exist a condenser Cond : {0,1}* — {0,1}™ for uniform
(9,¢,1)-oNOSF sources that can guarantee output smooth min-entropy (with parameter € = 0)
more than k = % - m.

3.2.2 e-Collective Sampling

Since collective sampling lower bounds show that for any protocol, O-error condensing beyond
rate g/¢ is impossible, one can naturally ask whether condensing with small error ¢ is possible.
We call this problem e-collective sampling, where the goal is to output a distribution which
is e-close to a distribution where every output has small probability.

Interpreted this way, this is exactly what protocols arising out of our condensers for
uniform oNOSF sources provide: Using Theorem 7, when each player has access to 10%
random bits, there exists a simple protocol that can handle 0.49¢ corrupt players such that
the players can collectively sample a distribution over m = O(¢) bits which is 2=*(“)-close to
having entropy 0.99m. As far as we are aware, such a protocol is not implied by any other
previous protocol. Most previous protocols are obtained through leader election protocols,
which do not seem useful here since the leader has access to only constant number of bits.

We similarly obtain explicit protocols using Theorem 4 for the case when each player has
access to n > poly(log(¢)/e) many bits.
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3.2.3 Collective Coin Flipping and Sampling with Weak Random Sources

A natural extension to collective coin flipping and sampling in the full information model
is when all players only have access to weak source of randomness (that are independent
from each other) instead of true uniform randomness. This question was first studied by [21].
[29] used network extractor protocol to transform weak random sources of each player into
independent private random sources. This way, after using the network extraction protocol,
players can follow the usual collective coin flipping / sampling protocol. [23] improved the
network extraction protocol using two-source non-malleable extractors.

Using our (g, ¢, n, k)-oNOSF source condensers, we obtain alternative, simple e-collective
sampling protocols in the setting where players have access to weak sources of randomness. We
obtain such an existential protocol using Theorem 8, and explicit protocol using Corollary 5.

4 Open Problems

We list here some interesting open problems left by our work:
While we obtain explicit condensers for almost all parameter regimes, it remains open
to construct them when the bock length is constant, matching the parameters of our
existential results. As we show, one way of achieving this would be to explicitly construct
a seeded condenser with dependence on seed length being 1 -log(1/¢).
All our condensers have entropy gap much larger than a constant. It will be interesting to
show there exist condensers with constant entropy gap (for any values of n, £) for uniform
oNOSF sources. A slightly weaker but equally interesting question is to construct seeded
extractors for uniform oNOSF sources with constant seed length.
Show that there exist non-trivial condensers for 0ONOBF sources or show no such condenser
exists. We conjecture that no condenser exists with output entropy rate larger than the
input entropy rate for such sources.
Construct e-collective sampling protocols with fewer rounds than the ones obtained using
uniform oNOSF source condensers. It will also be interesting to explicitly construct such
protocols when the number of players are very large compared to the number of bits each
player has access to. Further, proving lower bounds for e-collective sampling protocols is
a natural direction to explore.
Determine the exact threshold for extracting from oNOBF sources and oNOSF sources.
Our lower bounds show extraction is impossible when g < 0.99¢ while our constructions

using leader election protocols require g > ¢ — Q) (@) for oNOBF sources and g >

L—Q (ﬁ) for (g, ¢,n)-oNOSF sources where n > log(¢). Using the connection between
extractors and leader election protocols, lower bounds for extraction imply lower bounds
for leader election protocols. In particular, matching lower bounds for extraction would

imply all current leader election protocols are tight, a long standing open problem.
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