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Abstract
We study how to construct hash functions that can securely instantiate the Fiat-Shamir transforma-
tion against bounded-depth adversaries. The motivation is twofold. First, given the recent fruitful line
of research of constructing cryptographic primitives against bounded-depth adversaries under worst-
case complexity assumptions, and the rich applications of Fiat-Shamir, instantiating Fiat-Shamir
hash functions against bounded-depth adversaries under worst-case complexity assumptions might
lead to further applications (such as SNARG for P, showing the cryptographic hardness of PPAD,
etc.) against bounded-depth adversaries. Second, we wonder whether it is possible to overcome the
impossibility results of constructing Fiat-Shamir for arguments [Goldwasser, Kalai, FOCS ’03] in
the setting where the depth of the adversary is bounded, given that the known impossibility results
(against p.p.t. adversaries) are contrived.

Our main results give new insights for Fiat-Shamir against bounded-depth adversaries in
both the positive and negative directions. On the positive side, for Fiat-Shamir for proofs with
certain properties, we show that weak worst-case assumptions are enough for constructing explicit
hash functions that give AC0[2]-soundness. In particular, we construct an AC0[2]-computable
correlation-intractable hash family for constant-degree polynomials against AC0[2] adversaries,
assuming ⊕L/poly ⊈ S̃umn−c ◦ AC0[2] for some c > 0. This is incomparable to all currently-known
constructions, which are typically useful for larger classes and against stronger adversaries, but
based on arguably stronger assumptions. Our construction is inspired by the Fiat-Shamir hash
function by Peikert and Shiehian [CRYPTO ’19] and the fully-homomorphic encryption scheme
against bounded-depth adversaries by Wang and Pan [EUROCRYPT ’22].

On the negative side, we show Fiat-Shamir for arguments is still impossible to achieve against
bounded-depth adversaries. In particular,

Assuming the existence of AC0[2]-computable CRHF against p.p.t. adversaries, for every poly-
size hash function, there is a (p.p.t.-sound) interactive argument that is not AC0[2]-sound after
applying Fiat-Shamir with this hash function.
Assuming the existence of AC0[2]-computable CRHF against AC0[2] adversaries, there is an
AC0[2]-sound interactive argument such that for every hash function computable by AC0[2]
circuits, the argument does not preserve AC0[2]-soundness when applying Fiat-Shamir with this
hash function. This is a low-depth variant of Goldwasser and Kalai.
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1 Introduction

The Fiat-Shamir transform [23] is a generic method for converting public-coin interactive
protocols into non-interactive ones while preserving the original protocol’s functionality. First
proposed as a practical method to compile identification schemes into digital signatures, the
Fiat-Shamir transform was then realized to be an extremely general technique for minimizing
interaction in any public-coin protocol. The basic idea of Fiat-Shamir is to replace the
verifier’s message in each round (which consists of random coin tosses) with a deterministic
hash of the protocol transcript so far. As a typical example, consider a three-round public-coin
interactive proof/argument system (P, V ) for a language L. When proving a statement x ∈ L,
the prover P first sends a message α, the verifier V responds with random coins β, and then
P sends the last message γ. To convert the interactive protocol (P, V ) into a non-interactive
protocol (P F S , V F S), the Fiat-Shamir transform uses a hash function h (randomly chosen
from a hash family H) and removes the verifier’s coin tosses β by setting β = h(x∥α)1. Then
P F S can directly compute β and send (α, β = h(x∥α), γ) in one shot without any interaction
(actually β can be omitted since it is clear from x, α and the public hash function h). See
Figure 1 below for a visual explanation.

P V

α

β ← U

γ

Fiat-Shamir P F S V F S
h← H

α, β = h(x∥α), γ

Figure 1 Instantiating Fiat-Shamir on (P, V ) for proving x ∈ L.

1.1 The soundness of Fiat-Shamir
The central problem of Fiat-Shamir is its soundness – justifying whether and when the
Fiat-Shamir transform results in a sound non-interactive protocol has long been a focus of
research in cryptography. It was shown by Pointcheval and Stern [41] that the soundness of
Fiat-Shamir holds in the random oracle model (ROM), i.e., the soundness of any constant-
round public-coin protocol can be preserved if we model the Fiat-Shamir hash function
as a random oracle. However, it is more desirable to prove the soundness of Fiat-Shamir

1 “∥” means the concatenation of two strings. Here we use h(x∥α) but not h(x, α) to emphasize that h
takes as input the entire transcript till now (consisting of x and α) instead of taking x and α separately
as two inputs.

https://doi.org/10.4230/LIPIcs.ITC.2026.4
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transformation in the plain model: the Fiat-Shamir hash should be instantiated by an explicit
hash function in contrast to an idealized one, and the security in the random oracle model
cannot provide any guarantee here.

In the plain model, the difference between proofs and arguments becomes crucial. By
using proofs, we mean protocols that are sound against any cheating provers (can be
computationally unbounded), while by using arguments, we mean protocols that are sound
against only computationally bounded (probabilistic polynomial-time) cheating provers. We
summarize the main positive results here.

Fiat-Shamir for proofs. If a hash function is correlation intractable (CI) then it can
securely instantiate Fiat-Shamir for proofs [11]. In the past few years there has been a long
line of work on correlation intractable (CI) hash functions [10, 34, 11, 27, 9, 40, 7, 28, 31,
38, 15, 19] showing that we can securely instantiate Fiat-Shamir on interactive proofs of
which the “bad relation” (which is roughly the messages (α, β) that may allow the prover
to cheat) meets some special constraints. CI hash functions have already been used for
applying Fiat-Shamir to some practical interactive proofs, e.g., the sumcheck protocol and
the GKR protocol [32], and also for constructing non-interactive cryptographic primitives
from standard cryptographic assumptions, e.g., non-interactive zero-knowledge (NIZK)
[40, 7, 28, 31, 19] and succinct non-interactive arguments (SNARGs) [32, 17, 18, 29, 33, 15].
Fiat-Shamir for arguments. In the context of arguments, however, the soundness of
Fiat-Shamir is still poorly understood. In some applications of Fiat-Shamir, we do know
how to instantiate Fiat-Shamir securely on some special arguments using just CI hash
functions (see, e.g., the SNARG constructions from [35, 17, 18, 29, 15]). However, the
security mainly comes from the statistical property in their soundness such that these
arguments can somehow be regarded as proofs – actually we are still using the framework
for proofs. Outside the scope of “proof-like” arguments, there are only few positive
results about some specific protocols, e.g., Fiat-Shamir for Schnorr’s or Lyubashevsky’s
identification schemes [14].

As we can see, positive results showing the soundness of Fiat-Shamir in the plain model
concentrate almost all on proofs, while the soundness of Fiat-Shamir for arguments remains
largely open (instantiating Fiat-Shamir soundly on proofs is intuitively easier since proofs have
stronger security guarantees than arguments). Furthermore, there have been impossibility
results or strong negative indications on the soundness of Fiat-Shamir for arguments in the
plain model. Goldwasser and Kalai [26] constructed a set of three (contrived) arguments such
that Fiat-Shamir using any explicit hash function must be insecure on at least one of them.
In addition, Dwork et al. [21] showed that (constant-round, public-coin) zero-knowledge
arguments can also serve as counter-examples for Fiat-Shamir2, and constructions of such
protocols are known based on various cryptographic assumptions (see, e.g., [3, 6, 37]).

1.2 Fiat-Shamir and cryptography against bounded-depth adversaries
In this work, we study the soundness of Fiat-Shamir in a new setting where the adversaries’
parallel time is further limited. In contrast to the standard security notion in cryptography
that the adversaries run in probabilistic polynomial time (p.p.t.) with no further limitation,
we consider a relaxed version of security that the adversaries are from bounded-depth (and

2 The intuition of [21] is: we can construct a cheating verifier that sends messages according to the
Fiat-Shamir hash function, and the zero-knowledge property guarantees that a simulator can efficiently
simulate the view of such a cheating verifier. If the protocol is sound after Fiat-Shamir, the simulator can
then be used to decide the language. Therefore, Fiat-Shamir can only be sound when the zero-knowledge
protocol proves a language in BPP.
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4:4 Fiat-Shamir for Bounded-Depth Adversaries

thus bounded parallel time) circuit classes like AC0[2] (poly-size constant-depth circuits
with NOT gates and unbounded fan-in OR, AND, and MOD2 gates) and TC0 (poly-size
constant-depth circuits with NOT gates and unbounded fan-in OR, AND, and threshold
(THR) gates, where a threshold gate returns 1 if at least half of its inputs are 1, and 0
otherwise). If we can get positive results for Fiat-Shamir against bounded-depth adversaries,
it will be very exciting: given the rich applications of (or inspired by) Fiat-Shamir in recent
years (such as SNARGs for P, showing the cryptographic hardness of PPAD [16], etc.),
instantiating Fiat-Shamir hash functions against bounded-depth adversaries might lead
to further applications against bounded-depth adversaries. Furthermore, given the strong
negative indications and the extreme lack of positive results on Fiat-Shamir for arguments
against p.p.t adversaries, we would like to see if it is possible to bypass the known impossibility
results in the bounded-depth setting.

Recently there has been a fruitful sequence of work on constructing cryptographic
primitives with security against only bounded-depth adversaries3, including one-way functions,
pseudorandom generators, collision-resistant hash functions [20], one-way permutations [22],
fully homomorphic encryption schemes [8, 42], and non-interactive zero-knowledge [42].
Compared to their analogs with the standard p.p.t. security, these primitives are indeed
less secure but can rely only on worst-case complexity assumptions or even be unconditional
(see, e.g., the construction of CRHF against AC0 in [20], where AC0 is the class of poly-size
constant-depth circuits with NOT gates and unbounded fan-in OR and AND gates). Here
we continue this line of work with a specific focus on Fiat-Shamir in the same setting: the
soundness is rather weak (but still non-trivial) against circuit classes as low as AC0[2], while
the underlying assumption is likewise weak. The choice of bounded-depth circuit classes is
also motivated by the developments in circuit complexity, where strong lower bounds for
bounded-depth classes are known. Therefore, it is very likely that we can translate these
lower bounds into good hash constructions that are only useful for Fiat-Shamir against the
same bounded-depth classes.

Also note that the lowest circuit class we care about is AC0[2], which stands for poly-size
constant-depth circuits with NOT gates and OR, AND, MOD2 gates with unbounded fan-in.
We choose AC0[2] because our results (as shown in the next section) can indeed work for
classes as low as AC0[2], and AC0[2] is arguably the smallest circuit class that makes Fiat-
Shamir reasonable. In cryptography, almost all hash functions (and other cryptographic
primitives) use some kind of linearity or algebra over finite fields, and constructions without
the use of parity or modulo gates are rare. To the best of our knowledge, there are only
two exceptions about classes lower than AC0[2]. The first one is the cryptography in AC0 by
Degwekar et al.[20], but their construction is still inherently using parity, except they use
some clever tricks to bound the number of bits in the parity by polylog. The other one is the
cryptography in NC0 by Applebaum et al. [2] (where NC0 is the same as AC0 except that
OR and AND gates have only bounded fan-in), but their construction is not robust enough,
e.g., their PRG can only have additive stretch.

1.3 Our results
Our results include two independent parts that make progress on both the positive side
and the negative side. On the positive side, we give new constructions of Fiat-Shamir hash
functions for proofs in the bounded-depth setting. Inspired by the correlation intractable hash

3 This research topic is also referred to as “fine-grained cryptography” like in [20]. We do not use the
notion “fine-grained” because in complexity theory it usually refers to unrobust classes like DTIME[n2].
We use the name “cryptography against bounded-depth adversaries” to avoid any possible ambiguity.
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by Peikert and Shiehian [40] and the FHE with bounded-depth security by Wang and Pan [42],
we construct a new family of correlation intractable hash functions against bounded-depth
adversaries. It allows us to generally instantiate Fiat-Shamir, at least on a class of interactive
proofs, to obtain non-interactive cryptographic primitives in the bounded-depth setting. On
the negative side, unfortunately, we observe that our positive results on proofs are almost
the best we can do in the bounded-depth setting. In particular, we show that the known
impossibility results for Fiat-Shamir for arguments like Goldwasser and Kalai [26] can be
extended to the bounded-depth setting.

1.3.1 Positive results

We first present the positive results for Fiat-Shamir for proofs against bounded-depth
cheating provers. In particular, we show new constructions of correlation-intractable (CI)
hash functions for relations representable by constant-degree polynomials that are secure
against bounded-depth adversaries.

Our construction is inspired by the CI hash function constructed by Peikert and
Shiehian [40], which uses the FHE scheme of Gentry, Sahai, Waters [24] (henceforth GSW-
FHE) as a building block. Our main observation is that the FHE scheme against low-depth
adversaries constructed by Wang and Pan [42] bears a striking similarity with GSW-FHE.
The similarity allows us to replace GSW-FHE with WP-FHE to obtain a CI hash func-
tion against low-depth adversaries assuming worst-case complexity assumptions. Our main
positive result is:

▶ Theorem 1 (Informally stated, see Theorem 28). Assuming NC1 ̸= ⊕L/poly, there exists a
CI hash function family for constant-degree polynomials against NC1 that is computable in
AC0[2].

The circuit class NC1 (which stands for poly-size O(log n)-depth circuits with bounded
fan-in NOT, OR, and AND gates) is just a typical example and can actually be replaced
with lower circuit classes. See Section 3.3 for more details. The worst-case complexity
assumption is a standard assumption in the area of cryptography against bounded-depth
adversaries: previous constructions of, e.g., one-way functions, pseudorandom generators,
collision-resistant hash functions [20] are all based on the same assumption.

1.3.2 Negative results

On the negative side, we get two (incomparable) impossibility results in the bounded-depth
setting. The first one shows the non-existence of a universal Fiat-Shamir hash against
bounded-depth adversaries; while the second one extends the work by Goldwasser and
Kalai [26] showing the existence of a protocol that makes every Fiat-Shamir hash fail even in
the bounded-depth setting.

C-soundness and C-arguments. For simplicity, we say a protocol has C-soundness if it is
sound against adversaries computable in the complexity class C. Also, we use the notation C-
arguments for protocols with C-soundness. Typical choices of C include bounded-depth circuit
classes AC0[2], TC0, or NC1. When just saying an argument, we refer to a P/poly-argument.

We first (informally) define what a universal Fiat-Shamir hash is in the bounded-depth
setting.

ITC 2026



4:6 Fiat-Shamir for Bounded-Depth Adversaries

▶ Definition 2 (Universal Fiat-Shamir hash, informal). For circuit classes D ⊆ C, we say a
hash function family H is a universal Fiat-Shamir hash from C to D if Fiat-Shamir using H
always results in a sound non-interactive D-argument starting from any (3-round public-coin)
interactive C-argument that matches the input and output lengths of H (i.e., the protocol’s
instance + first message length should be H’s input length, and the protocol’s second message
length should be H’s output length).

Note that Definition 2 is already enough to capture a large class of hash functions, which
is a fixed hash function family as long as the input and output lengths are determined. As
an example, the CI hash function in [11] fits well into this format. However, there also exist
hash functions outside the scope of Definition 2. For example, the CI hash from [40] does
not fit into this definition4 because its key length depends on some specific property of the
interactive proofs we want to collapse, which cannot be fixed in advance given only the input
and output lengths (more precisely, its key length depends on how fast we can compute the
“bad function” of the protocol). Based on this definition, we give our first negative result:

▶ Theorem 3 (Informally stated, see Theorem 5.2 of [13]). Assuming the existence of a
CRHF family that is computable in D and collision-resistant against C with any polynomial
shrinkage, there does not exist a universal Fiat-Shamir hash from C to D with any polynomial
input and output lengths.

Here we further justify our assumption of a low-complexity CRHF. One can examine that
the CRHF construction fA(x) = Ax mod q based on the hardness of short integer solution
(SIS) [1] is actually computable in TC0 (and has polynomial shrinkage). Also, the discrete-log
(DLOG)-based CRHF construction fg,h(x1, x2) = gx1 · hx2 can also be computed by a TC0

circuit using some standard pre-processing techniques. Therefore, low-complexity CRHFs
are known from these well-studied cryptographic assumptions, which leads to the following
corollary:

▶ Corollary 4. Assuming SIS/DLOG, there does not exist a universal Fiat-Shamir hash that
can soundly transform any interactive argument into a non-interactive TC0-argument.

Actually, similar results hold also for circuit classes lower than TC0. We present a
candidate AC0[2]-computable poly-shrinkage CRHF based on a variant of SIS, indicating
the impossibility of a universal Fiat-Shamir hash achieving even only AC0[2]-soundness. See
Appendix B of the full version [13] for more discussions on the AC0[2]-computable CRHF.

Even more generally, we show that the result of Goldwasser and Kalai [26] – albeit looks
complicated and requires super-constant depth at a first glance – can be generalized to the
bounded-depth setting with adversaries from circuit classes as low as AC0[2].

▶ Theorem 5 (Informally stated, see Theorem 6.1 of [13]). For any circuit class C ⊇ AC0[2],
assuming the existence of a CRHF family with arbitrary polynomial shrinkage that is com-
putable in C and collision-resistant against C, there exists a 3-round public-coin C-argument
such that instantiating Fiat-Shamir using any hash function computable in C does not result
in a sound non-interactive C-argument.

Compared to the previous result in Theorem 3 showing impossibility even when we
require only some weaker soundness on the Fiat-Shamir-collapsed protocol, Theorem 5 shows
only the impossibility of Fiat-Shamir hash functions preserving the same level of soundness

4 Here we are only talking about the formats of these hash functions (e.g., how the key length is chosen)
instead of their specific functionalities – of course, we do not have such a universal Fiat-Shamir hash
with security against p.p.t. due to [26].
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due to some technical issues. However, instead of saying every FS hash must fail on some
tailored protocol, Theorem 5 is stronger in the sense that it shows the existence of some
fixed protocol that makes every Fiat-Shamir hash fail. The Fiat-Shamir hash is allowed to
depend arbitrarily on the fixed interactive protocols (e.g., the third message’s length |γ| or
the prover/verifier running time, which are not allowed in Definition 2 and Theorem 3).

Also note that the CRHF in our assumption can be instantiated (at least for AC0[2] ⊆
C ⊆ NC1) by the CRHF from [20] that is computable in AC0[2] and secure against NC1 based
on the worst-case complexity assumption NC1 ̸= ⊕L/poly.

1.4 Related works
Aside from the results like Goldwasser and Kalai [26] showing that there is an interactive
argument such that no explicit hash function can collapse the protocol while preserving
soundness, there have also been negative results for some restricted classes of protocols, in
particular, for protocols related to SNARGs like Kilian’s protocol [36]. Kilian’s protocol is a
4-message succinct argument for any NP language. The idea of collapsing Kilian’s protocol by
Fiat-Shamir comes from Micali’s CS proofs [39], which are now usually referred to as succinct
non-interactive arguments (SNARGs). While Micali’s construction applies Fiat-Shamir in the
random oracle model, there have been negative results on Fiat-Shamir for Kilian’s protocol
in the plain model. Gentry and Wichs [25] showed a substantial barrier to constructing
SNARGs in general (not limited to collapsing Kilian’s protocol), and the problem of securely
instantiating Fiat-Shamir on Kilian’s protocol also suffers from this barrier. More recently,
Bartusek et al. [5] showed that Fiat-Shamir with any explicit hash function can never be
secure on some contrived instantiation of Kilian’s protocol.

CI hash functions for constant degree polynomial relations against all ppt adversaries
exist under various assumptions (for example, in [9, 7]), but none of them is computable
in AC0[2]. After the initial publication of our work, Dao et al. [19] construct a CI hash
function for degree-d polynomial relations against all ppt adversaries, assuming the hardness
of solving random degree-d equations. When d is a constant, their hash function is also
computable in AC0[2]. Let us remark that the assumptions used in their work and our work
are technically incomparable, but we think our assumption is arguably weaker since it is a
worst-case complexity assumption.

Organization. The rest of this paper is organized as follows. We first give an overview
of the intuition and techniques underlying our results in Section 2. Then in Section 3, we
present details of the main positive result, which is the construction of CI hash functions.
Details of the negative results are deferred to the full version (see Sections 5 and 6 of [13]).

2 Technical Overview

2.1 Positive results
Our positive result is inspired by the CI hash function in [40], which crucially relies on the
FHE scheme of Gentry, Sahai, Waters [24] (henceforth GSW-FHE). Our main observation
is that the FHE scheme against low-depth adversaries constructed by Wang and Pan [42]
(henceforth WP-FHE) bears a striking similarity with GSW-FHE, therefore it can be used
as in [40] to obtain a CI hash function against low-depth adversaries.

Let us start by explaining the intuition of [40]. They consider sparse relations defined
by efficient functions i.e. {(x, f(x))} for some efficiently computable function f . Designing
a hash function h(k, x) that is correlation intractable for a single function-defined relation

ITC 2026



4:8 Fiat-Shamir for Bounded-Depth Adversaries

is trivial: simply define h(k, x) = f(x) + 1. The construction [40] utilized the idea: for
any f , a random hash key will look indistinguishable from a hash key that is specifically
designed to be correlation intractable with respect to the relation defined by f , i.e. the
construction achieves the notion of “somewhere correlation intractability”. This idea can
be implemented by using any fully homomorphic encryption scheme, i.e., the hash key is
the homomorphic encryption of the circuit that computes a fixed function g0 (hence for
any f , it looks indistinguishable from the encryption of the circuit that computes f), and
the hash function homomorphically computes g0(x) + 1 using a universal circuit U(x, ·) s.t.
U(x, f) = f(x). The result of homomorphic evaluation would be a ciphertext of g0(x) + 1, so
it remains as the last step to decrypt this ciphertext. One idea, as shown in [9], is to put the
encryption of the FHE decryption function inside the public key.

h(k, x) = Eval(pk,U(x, ·), ct), where k = (pk, ct), ct = Enc(pk, g0) ≈ Enc(pk, Dec(sk, f(·))⊕ 1).

Then for any function f , if k is sampled according to (pk, Enc(pk, Dec(sk, f(·))⊕ 1)), we have

f(x) = h(k, x) =⇒ f(x) = Enc(pk, Dec(sk, f(x))⊕1) =⇒ Dec(sk, f(x)) = Dec(sk, f(x))⊕1.

However, in this approach, in order to show the hash key k does not leak FHE secret key,
we need to assume circular security. [40] bypasses this “decryption problem” based on an
observation about the ciphertext of GSW-FHE. Namely, for any vector (yi)i∈[n], if we have
the ciphertext of each yi, then we can compute Ar + y where A is the FHE public key and r

is derived from the randomness used to encrypt each yi. Coarsely, if y = f(x) as the result
of homomorphic evaluation, then from f(x) = Ar + f(x) we find a solution for Ar = 0. [40]
manages to reduce breaking SIS assumption to breaking correlation intractability of their
construction.

Our construction of CI against low-depth adversary can be explained in a single sentence:
replace GSW-FHE in the construction [40] by WP-FHE. We claim that these two FHE
schemes, though under different assumptions and are against different adversaries, are similar
to each other in a precise sense: WP-FHE can be regarded as the mod-2, noise-free version
of GSW-FHE. We provide the following table to sustain this intuition.

Table 1 Comparison between GSW-FHE and WP-FHE.

GSW-FHE WP-FHE
(pk, sk) kT A = e ≈ 0 kT A = 0

Enc AR + mG AR + mI

Dec kT ct · G−1((0, . . . , 0, q/2)T ) kT ct · (0, . . . , 0, 1)T

Evaladd ct0 + ct1 − 2ct0 · G−1(ct1) ct0 + ct1

Evalmul ct0 · G−1(ct1) ct0 · ct1

The replacement allows the hash function to be computable in AC0[2]. Also, we use
a result in [22] to show that the security of our construction follows from the worst-case
complexity assumption.

2.2 Negative results
Our main impossibility result comes from extending the impossibility result by Goldwasser
and Kalai [26] to the bounded-depth settings. For readers familiar with [26], we first highlight
the main technical challenges and techniques behind our extension.
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Merkle tree hash: The construction of [26] relies on a Merkle tree hash to succinctly
commit to messages that may have an arbitrary polynomial size. In our bounded-depth
setting, however, the depth of the Merkle tree is inherently limited to a constant. To
handle limitation on depth, we base our construction on the stronger assumption of
a low-depth CRHF with polynomial shrinkage – then a constant-depth Merkle tree is
enough to handle any polynomial-size message.
PCP in AC0[2]: [26] also uses probabilistic checkable proofs (PCPs) to guarantee the
efficiency of the protocols. Since the prover in our setting is only allowed to do bounded-
depth computations, we need a PCP satisfying all the required properties (including
efficient oracle-construction, proof of knowledge, and reverse sampling as in [26, 4]) within
a bounded-depth circuit class. To meet the efficiency requirements here, we construct such
a PCP in AC0[2], i.e., a PCP with AC0[2]-oracle-construction, AC0[2]-proof-of-knowledge,
and AC0[2]-reverse-sampling (see Appendix C of the full version [13]).

Now we present the intuition of how to make Fiat-Shamir fail and our first impossibility
result that directly follows the intuition (see Theorem 3). There is a simple intuition behind
all existing contrived impossibility results: the prover in an interactive protocol is never able
to predict the verifier’s choice of the next message, but Fiat-Shamir makes the verifier’s
messages “predictable”. Consider the standard 3-round public-coin setting where the protocol
transcript is (α, β, γ). While sending the first message α, the prover can never predict the
next message β in advance – no matter what prediction it makes, the verifier’s random choice
of β coincides with the prediction only with negligible probability. However, things become
totally different when we collapse the protocol by Fiat-Shamir: with the help of a randomly
chosen hash function h ← HF S , the prover now directly generates (α, β = h(x∥α), γ) in
one shot without the verifier’s random choice. In other words, the next “verifier’s message”
β = h(x∥α) is just a fixed value after generating α, and of course, the malicious prover can
predict β.

Based on the above observation, we can design an interactive protocol that simply asks
the prover to predict the next message: in the first round, the prover tries to predict β by
submitting the description of a function α = Ĉ (we use C to denote the circuit of the function
and Ĉ to denote the encoding of C), which means his prediction of β is C(α) = C(Ĉ).
Then the verifier randomly chooses β and sends it to the prover, ignores the prover’s third
message, and finally accepts iff β = C(α) holds (which means the prediction is correct).
This is an interactive proof for the empty language: the verifier always rejects except the
randomly-chosen β happens to be the fixed value C(α), which holds with only negligible
probability5. After applying Fiat-Shamir, unfortunately, the non-interactive protocol becomes
totally broken. Given a Fiat-Shamir hash h← HF S , the cheating prover can simply send the
description of this hash function (i.e., send α = ĥ(x∥·) with the instance x hardcoded), and
then the Fiat-Shamir transformation requires β to be β = h(x∥α), which makes the verifier
accept.

This counter-example can work in the bounded-depth setting (since what the cheating
prover does is simply copying the Fiat-Shamir hash function). However, there is an implicit
limitation: when saying α = ĥ(x∥·), β = h(x∥α), we implicitly require the Fiat-Shamir

5 Note that in an interactive protocol for the empty language, there is no honest prover since no instance
can be proved (except with negligible probability). Or we can say the honest prover is just a machine
that sends all-0 strings of some fixed lengths in each round. We clarify here that when describing the
prover’s behaviors, we actually mean what the prover is supposed to do (and the verifier will check it
later). For example, by saying the prover sends α = Ĉ, we actually mean the cheating prover sends
an arbitrarily α and the verifier will parse α into the description of a circuit C when deciding to
accept/reject.
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P V

α = Ĉ

β

γ = ∅ Parse α into Ĉ.
Accept iff β = C(α).

Fiat-Shamir

P F S V F S
h← H

α, β = h(x∥α), γ

α← ĥ(x∥·).

Parse α into Ĉ.
Accept because
β = h(x∥α) = C(α).

Figure 2 A protocol for the empty language that is not sound after Fiat-Shamir.

hash h to have a short enough description that can fit into its input, i.e. |h| ≤ |α|. As
a result, this counter-example fails to capture a large class of Fiat-Shamir hash functions
with the description length longer than the input length. This limitation somehow makes
the counter-example worthless, since Fiat-Shamir hash functions usually have larger sizes:
as shown in the work of Canetti et al. [12], a hash function cannot even be correlation
intractable (i.e., preserving soundness for proofs) if its key length is shorter than the input
length.

In order to bypass this limitation, we made some modifications based on the protocol
above. Instead of sending the whole circuit description Ĉ in the first round, the prover
only commits to such a description by sending a succinct commitment α = f(Ĉ) (f is the
commitment function) – although the description may be long, its commitment can still be
short enough to fit into the Fiat-Shamir hash’s input. After that, the prover in the third
round sends γ = Ĉ in clear to open the commitment, and the verifier decides to accept or
reject by checking if α = f(Ĉ) (the opening is correct) and β = C(α) (the prediction is
correct). See Figure 3 for an illustration of the modified protocol. In this case, a cheating
prover after Fiat Shamir transformation can still set C to be the Fiat Shamir hash function
h(x||·), and it is clear to see the verifier will accept the proof regardless the input x.

f
P V

α = f(Ĉ)

β

γ = Ĉ Parse γ into Ĉ.
Accept iff α = f(Ĉ) ∧ β = C(α).

Fiat-Shamir

P F S V F S

f , h← H

α, β = h(x∥α), γ

α← f(Ĉ)
γ ← Ĉ

Parse γ into Ĉ.
Accept iff α = f(Ĉ)
∧β = C(α) ∧ β = h(x||a)

Figure 3 The modified protocol for the empty language.

In order to fit into the bounded-depth setting, we instantiate the succinct commitment f

with a CRHF that can be computed in low depth and has enough shrinkage, which leads to
our first negative result as shown in Theorem 3. Note that the exact shrinkage of CRHF
matters here because we cannot boost the shrinkage arbitrarily in the bounded-depth setting:
the circuit depth grows as we stack a CRHF several times to build a Merkle tree. The
detailed security proof of this protocol is deferred to the full version (see Section 5 of [13]).

In the aforementioned counterexample, the hash function size remains bounded by a
predetermined polynomial. This paper also explores adapting the findings of Goldwasser
and Kalai [26] to achieve a more general negative result. Drawing inspiration from their
construction, and by carefully addressing circuit depth and the challenges previously men-
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tioned, we present three protocols. We demonstrate that at least one of these protocols must
serve as a counterexample to the Fiat-Shamir transformation. Our strategy hinges on a
win-win argument involving these three protocols: either an adversary can break the security
of one protocol after the Fiat-Shamir transformation, thus invalidating it, or no adversary
can compromise the security of another. In the latter case, we can leverage a protocol that is
easily broken post-transformation but challenging to prove secure as our counterexample.
The actual win-win argument is more intricate, involving all three protocols. For a detailed
explanation, please refer to Section 6 of [13].

3 Correlation Intractability Against Bounded-Depth Adversaries

In this section we show positive results for Fiat-Shamir for proofs against bounded-depth
adversaries. We first observe that the construction of correlation intractable (CI) hash
functions of Peikert and Shiehian [40] is computable in TC0, therefore it has already implied
the existence of a CI hash function family computable in TC0 against adversaries in circuit
class D ⊇ TC0, assuming SIS is hard against D. We then show our main result: the
construction of CI hash functions computable in AC0[2] against adversaries in any circuit
class C ⊇ AC0[2], assuming ⊕L/poly ⊈ S̃umn−c ◦ C for some constant c > 0, which is a
worst-case complexity assumption.

The rest of Section 3 is organized as follows. In Section 3.1 we provide the background
needed for this section. In Section 3.2 we present the construction in [40]. The reasons we
choose to present the construction in [40] are:

We emphasize that the construction and hardness reduction can be computed in TC0;
The full construction makes the latter construction (which is our main result) more
understandable.

Then in Section 3.3 we present our main construction of CI hash function computable in
AC0[2] against low-depth adversaries.

3.1 Selected Backgrounds

3.1.1 GSW Fully Homomorphic Encryption
▶ Definition 6 (Lattice Gadgets over Zq). For a positive integer modulus q, let l = ⌈lg q⌉. We
define the “gadget” vector as

gT = (1, 2, . . . , 2l−1) ∈ Zl
q.

For every u ∈ Zq, there is an efficiently computable binary vector g−1(u) ∈ {0, 1}l such
that g · g−1(u) ≡ u (mod q), i.e., the binary representation of u. We treat g−1 : Zq → {0, 1}l

as a function that computes binary decomposition.
The gadget matrix is defined as Gn = In ⊗ gT , and sometimes we drop the subscript n.

Similarly, we define the function G−1 = (I ⊗ g−1) : Zn
q → {0, 1}nl, which applies g−1 to each

coordinate and concatenates the results. For any u ∈ Zn
q , we have

G ·G−1(u) = u.

▶ Construction 7 (GSW-FHE). GSW-FHE is given by the function family GSW-FHE =
{GSW-FHEGenn, GSW-Encn, GSW-Decn, GSW-Evaln}n∈N, parameterized by the lattice di-
mension n, the error distribution χ, the modulus q, and the number of samples m = n ⌈log q⌉.
We assume these parameters are chosen properly so that LWEn−1,2m,q,χ is believed to be hard.
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GSW-FHEGenn:
1. Take A′ ← Z(n−1)×2m

q , s′ ← Zn−1
q , and e← χ2m.

2. Compute b = A′T s′ + e ∈ Z2m
q .

3. Return

pk = A =
(

A′

bT

)
∈ Zn×2m

q , sk = k =
(
−s′

1

)
∈ Zn

q .

(Note that kT A = eT ≈ 0.)
GSW-FHEGen′

n: return pk = A← Zn×2m
q sampled uniformly at random.

GSW-Encn(pk = A, µ ∈ {0, 1}):
1. Take R← {0, 1}2m×m ∈ Z2m×m

q .
2. Return ct = AR + µG ∈ Zn×m

q .
We allow GSW-Encn to take a vector in Zm

2 as the input, instead of a single bit. In this
case, the encryption of each dimension of that vector (using independent randomness)
is concatenated together by each row. That is, for a length-m vector x, GSW-Enc(pk =
A, x) = AR + xT ⊗ In ⊗ gT , where R← Z2m×m2

2 .
GSW-Decn(sk = k, ct):

1. Take w = (0, 0, . . . , 0, ⌈q/2⌉)T ∈ Zn
q .

2. Compute the value of V = kT ct ·G−1(w), output the decrypted message as
⌈

V
q/2

⌉
.

GSW-Evaln. We describe it by giving how to homomorphically compute addition and
multiplication in Zq.

GSW-Evaladd
n (pk = A, (ct0, ct1)): return ct0 + ct1 − 2ct0 ·G−1(ct1) ∈ Zn×m

q .
GSW-Evalmul

n (pk = A, (ct0, ct1)): return ct0 ·G−1(ct1) ∈ Zn×m
q .

▶ Remark 8. For any constant-degree polynomial function family {fn}, the corresponding
circuit family computing GSW-Evaln(pk, fn, (ct1, . . .)) is in TC0. WP-FHE, which will be
defined later, has a stronger property: the circuit family computing homomorphic evaluation
of constant-degree polynomial function is in AC0[2].

3.1.2 Inert Commitment
Let A ∈ Zn×2m

q be the public key of GSW-FHE, and let Ci = ARi +xiG be the homomorphic
encryption of scalar xi ∈ {0, 1}, for i ∈ [m]. Then we concatenate all Ci’s together,
and view it as a commitment (relative to A) to xT = (x1, · · · , xm)T under randomness
R =

(
R1, · · · , Rm

)
, i.e.

C =
(
C1, · · · , Cm

)
= AR + xT ⊗G = AR + xT ⊗ In ⊗ gT = GSW-Enc(A, x).

Since any matrix M ∈ Zn×m
q can be “vectorized” as an vM ∈ Znm

q , so that (xT⊗In)·vM =
Mx, we have

cM = C ·G−1(vM ) = A (R ·G−1(vM ))︸ ︷︷ ︸
rM

+(xT⊗In⊗gT )·(Im⊗In⊗g−t)vM = ArM +Mx ∈ Zn
q .

We view cM as an “inert commitment” to Mx ∈ Zn
q , and we write it as InertEval(M, C).

▶ Definition 9 (Inert Commitment). Given C ∈ Zn×m2

q as the homomorphic encryption of
some length-m vector, and M ∈ Zn×m

q as a matrix, we write

InertEval(M, C) := cM = C ·G−1(vM ),

where vM ∈ Znm
2 is the vector satisfies (xt ⊗ In) · vM = Mx for any length-m vector x,

obtained by reordering the elements of M .
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3.1.3 Correlation intractability
▶ Definition 10. We say a relation R ⊆ X ×Y is searchable in a set of functions F if there
exists a function f : X → Y in F such that if (x, y) ∈ R then y = f(x).

We say a relation class S = {Sn}n∈N (i.e. a set of relations for each n) is searchable in
a function family F = {Fn}n∈N if for each n ∈ N, for all R ∈ Sn, R is searchable in Fn.

▶ Definition 11. Let S = {Sn} be a relation class and C be a circuit class. A hash function
family

H =
{

hn : {0, 1}lk(n) × {0, 1}lin(n) → {0, 1}lout(n)
}

with a key generation algorithm

GenH =
{

GenH,n : {0, 1}∗ → {0, 1}lk(n)
}

is correlation intractable for S against C if for every circuit family A = {An} ∈ C, there
exists a negligible function negl(·) such that for every n ∈ N, for every R ∈ Sn,

Pr
[
(x, hn(k, x)) ∈ R

∣∣∣∣ k ← GenH,n

x← An(k)

]
< negl(n).

We omit the polynomials lk(n), lin(n), lout(n) when they are clear from the explicit con-
struction.

3.1.4 Cryptographic primitives against bounded-depth circuits
We consider the capability of adversaries as some circuit class that at least contains AC0[2]
(thus can compute matrix multiplication in Z2), with the assumption that the same circuit
class augmented by an error-tolerant majority gate is not able to compute ⊕L/poly.

▶ Assumption 12. For a certain circuit class C s.t. AC0[2] ⊆ C, there exists a constant c > 0
s.t. ⊕L/poly ⊈ S̃um1/nc ◦ C.

For example, Assumption 12 is widely believed to be true for C ∈ {AC0[2], TC0, NC1}.
▶ Remark 13. When C = NC1, the assumption above is equivalent to ⊕L/poly ̸= NC1 as
in [20].

In the following we introduce two distributions ZeroSamp and OneSamp. By using
the result from randomized encoding [30, 2], any algorithm that distinguishes these two
distributions can be used to compute functions in ⊕L/poly. Therefore, from the hardness of
⊕L/poly (as in Assumption 12), we can show that it is hard to distinguish ZeroSamp from
OneSamp. Please see [20] for more detailed discussion.

▶ Definition 14 (ZeroSamp, OneSamp). Let n be the security parameter. For r(1) ∈ Zn(n−1)/2
2 ,

and r(2) ∈ Zn−1
2 , denote

L(r(1)) =


1 r

(1)
1 r

(1)
2 · · · r

(1)
n−1

1 r
(1)
n · · · r

(1)
2n−3

. . . . . .
...

1 r
(1)
n(n−1)/2

1

 , R(r(2)) =


1 0 0 0 r

(2)
1

1 0 0 r
(2)
2

. . .
...

...
1 r

(2)
n−1
1

 .
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Also, let Mn
0 , Mn

1 be the following n× n matrices:

Mn
0 =

(
0T 0

In−1 0

)
, Mn

1 =
(

0T 1
In−1 0

)
(In−1 is the identity matrix of rank n− 1).

Then we define two sampling procedures:
ZeroSamp(n): take r(1) ← {0, 1}∗

, r(2) ← {0, 1}∗ and output L(r(1))Mn
0 R(r(2)).

OneSamp(n): take r(1) ← {0, 1}∗
, r(2) ← {0, 1}∗ and output L(r(1))Mn

1 R(r(2)).
Note that the output of ZeroSamp(n) always has rank n− 1, and the output of OneSamp(n)
always has rank n. What’s more, the random bits used by A← ZeroSamp(n) also gives the
kernel of A, and therefore we sometimes use A, k ← ZeroSamp(n) where k s.t. Ak = 0 is
additionally given by ZeroSamp(n).

If the security parameter n is clear from context, we may drop it and use the notation
ZeroSamp, OneSamp.

Previous literature discovered that NC1 circuits cannot distinguish ZeroSamp and
OneSamp if ⊕L/poly ̸= NC1. We extend this idea from NC1 to other circuit classes that
contain AC0[2], as stated in the following lemma.

▶ Lemma 15 (See Lemma 4.3 of [20] for C = NC1). For any circuit class C ⊇ AC0[2], if
Assumption 12 holds for C, there is a negligible function negl(·) such that for any family
F = {fn} in C, for an infinite number of values of n,

| Pr [fn(M) = 1 | M ← ZeroSamp(n)]− Pr [fn(M) = 1 | M ← OneSamp(n)] | < negl(n).

▶ Remark 16. As Remark 3.1 of [20] points out, from worst-case complexity assumptions, we
can only achieve infinitely-often primitives, as if we assume D ⊈ C where C,D are circuit
classes, we only mean that there exists a function family {fn} ∈ D, such that for any function
family {gn} ∈ C, fn ̸= gn for infinitely many n.

However, as long as we strengthen the assumption from the previous one to that there
exists {fn} ∈ D, for all {gn} ∈ C, ∃n0 such that fn ̸= gn for all n > n0, we can achieve the
conventional almost-everywhere security. We state this observation below. All our construc-
tions assuming 12 automatically achieve almost-everywhere security using the strengthened
assumption, and we only state theorems in the infinitely-often secure version for brevity.

▶ Assumption 17 (Strengthened assumption). For a certain circuit class C s.t. AC0[2] ⊆ C,
there exists c > 0 s.t. ∃{fn} ∈ ⊕L/poly such that for any function family {gn} ∈ S̃um1/nc ◦ C,
∃n0 such that fn ̸= gn for all n > n0.

▶ Lemma 18. For any circuit class C ⊇ AC0[2], if Assumption 17 holds for C, there is
a negligible function negl(·) such that for any family F = {fn} in C, for all but infinitely
many n,

| Pr [fn(M) = 1 | M ← ZeroSamp(n)]− Pr [fn(M) = 1 | M ← OneSamp(n)] | < negl(n).

Since we extend previous work from NC1 to general circuit classes C, and our previous
lemmas 15, 18 are slightly different from those in literature (see lemma 4.3 of [20], where
n = n(λ) is polynomial of security parameter), we include proofs of those lemmas in
Appendix A of [13].
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▶ Construction 19 (WP-FHE [42]). WP-FHE is given by the function family WP-FHE = {
WP-FHEGenn, WP-Encn, WP-Decn, WP-Evaln}n∈N.

WP-FHEGenn: Take AT , k ← ZeroSamp(n), and set pk = A, sk = k.
WP-FHEGen′

n: Take AT ← OneSamp(n), and then output pk = A.
WP-Encn(pk = A, m ∈ {0, 1}): Take R ← Zn×n

2 , then return ct = AR + mIn ∈ Zn×n
2 .

We allow WP-Encn to take a vector in Zn
2 as input, instead of a single bit. In this

case, the encryption of each dimension of that vector (using independent randomness) is
concatenated together by each row. That is, for a length-n vector x, WP-Enc(pk = A, x) =
AR + xT ⊗ In, where R← Zn×n2

2 .
WP-Decn(sk = k, ct): Let c be the n-th column vector of ct, and then return k · c.
WP-Evaln. We describe it by giving how to homomorphically compute addition and
multiplication in Z2.

WP-Evaladd
n (pk = A, (ct0, ct1)): return ct0 + ct1 ∈ Zn×n

2 .
WP-Evalmul

n (pk = A, (ct0, ct1)): return ct0ct1 ∈ Zn×n
2 .

▶ Remark 20. We emphasize the striking similarity between GSW-FHE and WP-FHE. The (pk,
sk) pairs of both schemes are (pk= A, sk= k) where A is a matrix, k is a vector with kT A ≈ 0
in GSW-FHE, and kT A = 0 in WP-FHE. What’s more, if we treat the identity matrix I

as G’s analog in Z2, then the encryption of both schemes is Enc(pk = A, m) = AR + mG.
Similarly, homomorphic addition of both schemes is adding two ciphertexts together, and
Evalmul(ct0, ct1) = ct0G−1(ct1) for both schemes. Recall Table 1 as a summary of the above
observations.

Our proof uses the following lemma:

▶ Lemma 21 ([22]). For any circuit class C ⊇ AC0[2], if Assumption 12 holds for C, then
{pA(x) = Ax : A ← OneSamp} is a collection of one-way permutations against C, that is,
for any adversary family {An}n∈N ∈ C, there exists a negligible function negl(·) such that for
infinitely many n,

Pr

Ay = Ax

∣∣∣∣∣∣
A← OneSamp(n)
x← Zn

2

y ← An(A, Ax)

 < negl(n).

[22] only proves the lemma for C = NC1, but actually their proof can be applied to any
circuit class C that satisfies requirement 12. We give a sketch of their proof.

Proof sketch. The idea is to use the adversary {An}n∈N that breaks one-wayness with
probability 1/p(n) to distinguish ZeroSamp and OneSamp. First, checking Ay = Ax involves
only matrix multiplication, so we can assume An returns y with Ay = Ax or ⊥. Since
{An}n∈N ∈ C cannot distinguish ZeroSamp and OneSamp, we have

Pr

Ay = Ax

∣∣∣∣∣∣
A← ZeroSamp(n)
x← Zn

2

y ← An(A, Ax)

 >
1

p(n) − negl(n) >
1

p′(n) .

For A sampled from ZeroSamp, whenever An finds y s.t. Ay = Ax, we have probability
1
2 that x ̸= y due to the randomness of x (recall A is of rank n− 1, so y has two solutions),
in which case we have x − y as a non-trivial kernel of A. Therefore by invoking An we
have non-negligible probability to obtain the kernel of A, which can be used to distinguish
ZeroSamp and OneSamp (recall that the output of OneSamp is always full-rank).

We emphasize that only matrix multiplication in Z2 is used in this reduction, and thus
the reduction is computable in C ⊇ AC0[2]. ◀
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3.2 CI from SIS against bounded-depth adversaries
In this subsection, we follow the construction of [40] to show that it can be computed in TC0,
yielding a CI hash against bounded-depth adversary under the super-weak assumption of
SIS against bounded-depth adversaries.

▶ Theorem 22. For any circuit class C that contains TC0, for any polynomial S(n) and
constant d, assuming the hardness of SISn,m+1,q,β for q = poly(n), l = ⌈log q⌉, m = nl and
sufficiently large β = mO(d) against C, there exists a hash family computable in TC0 that
is CI for any relation class searchable by size-S(n)6, degree-d polynomials {fn : {0, 1}n →
{0, 1}m}n∈N, against adversaries in C.

This theorem is proven by the construction exhibited in this subsection (see Construc-
tion 24, Lemma 26). By lemma B.3 of [13], when n is large enough, by setting q ≥ nΩ(d)

s.t. q ≥ β · nΩ(1), there is an polynomial time reduction from nΩ(d)-approximate SIVP to
SISn,m+1,q,β .

▶ Remark 23. The hash function is only CI for constant-degree polynomials because TC0

circuits can only perform a constant number of homomorphic multiplications (which involve
matrix multiplications). Therefore, achieving constant-degree polynomials is the best we can
do with FHE-based constructions.

▶ Construction 24. The hash family H = {hn}n∈N with key generation algorithm GenH =
{GenH,n}n∈N is parameterized by an arbitrary circuit size S(n) = poly(n) and depth d. Let
U(C, x) = C(x) denote the universal circuit for size-S, degree-d polynomials (hence, it is
also a constant degree polynomial itself). We write q = q(n), l = ⌈log q⌉, m = nl.

GenH,n: generate A ← Zn×2m
q and C ← GSW-Enc(A, 0S(n)) = AR + 0S(n) ⊗ G, where

R ∈ Z2m×m. Choose a uniform random a← Zn
q , output the hash key k = (a, C).

hn(k = (a, C), x ∈ {0, 1}n): let circuit Ux(·) = U(x, ·), and output

G−1
n [a + InertEval(Gn, GSW-Eval(Ux, C))] ∈ {0, 1}m.

We first show this hash function family can be computed in TC0, then show its correlation
intractability. The latter property directly follows the proof of Theorem 3.4 in [40].

▶ Lemma 25. Construction 24 can be computed by TC0 circuits.

Proof. Computing GenH,n and hn only requires:
Computing iterative sum mod q = poly(n); (In this construction, we only need to compute
the product of a normal matrix (with each element in Zq) and a binary matrix (with
each element in {0, 1}), so it suffices to compute iterative sum in Zq.)
Generating universal circuit Ux from x; (we only need to replace some input gates with
binary values.)
Computing G−1

n , i.e. bit decomposition, which is trivial since we store a number in Zq as
a binary number.

All these tasks can be computed in TC0. ◀

▶ Lemma 26. Assuming the hardness of SISn,m,q,β for a sufficiently large β = mO(d) against
C adversary, Construction 24 is correlation intractable (cf. Theorem 22).

6 Here “size” means the encoding length of the constant degree polynomial.
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Proof. Let A = {An}n∈N ∈ C be any adversary that breaks correlation intractability against
{fn}, i.e.

Pr

hn(k = (a, C), x) = fn(x)

∣∣∣∣∣∣∣∣∣∣
A← Zn×2m

q

C ← GSW-Enc(A, 0S(n))
a← Zn

q

x← An(k)


is non-negligible.

First, we change C ← GSW-Enc(A, 0S(n)) to C ← GSW-Enc(A, f) for f = fn by hybrid
argument. It can be done because the distribution of C is statistically indistinguishable by
the following lemma.

▶ Lemma 27 (Item 1 of Proposition 2.10 in [40]). For any x ∈ Zn
q , the statistical distance

between the distribution of (A← Zn×2m
q , C = GSW-Enc(A, x)) and uniformly random is in

negl(m) by the leftover hash lemma.

Therefore,

Pr

hn(k = (a, C), x) = fn(x)

∣∣∣∣∣∣∣∣∣
A← Zn×2m

q

C ← GSW-Enc(A, fn)
a← Zn

q

x← An(k)


is also non-negligible. Then we can use A to break SIS. Since hn(k, x) = fn(x) implies that

Gn · fn(x) =Gn · hn(k, x)
=a + InertEval(Gn, GSW-Eval(Ux, C))
=a + (Ar + Gn · fn(x))
=A′z + Gn · fn(x),

where

A′ =
[
a A

]
∈ Zn×(m+1)

q , z = (1, r) ∈ Zm+1.

Note that ||z|| = mO(d) as Ux is done by universally computing depth-d circuits.
So our SIS attacker works as follows: given an SIS instance A′, the attacker takes A as

the last m columns of A′ and generates C ← GSW-Enc(A, f) with randomness R retained.
After taking x ← An(k), it simulates the computation of hn(k, x) to get r, then outputs
z = (1, r). The attacker is in C since the reduction is in TC0. ◀

3.3 CI from worst-case complexity assumptions
In this subsection, we bypass the reliance on the lattice assumptions, which therefore also
allows the hash function to be computable in AC0[2], by applying techniques from [40] to WP-
FHE (see Construction 19) instead of GSW-FHE (see Construction 7). This approach provides
the construction of a hash function family that is computable in AC0[2] and correlation-
intractable for any relation searchable in constant-degree polynomials (with bounded circuit
size) against any circuit class C ⊇ AC0[2], assuming ⊕L/poly ⊈ S̃umn−c ◦ C for some c > 0.
The result can be stated as follows:

ITC 2026
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▶ Theorem 28. For any circuit class C ⊇ AC0[2], if Assumption 12 holds for C, for any
polynomial S(n) and constant d, there exists a hash family computable in AC0[2] that is
CI for any relation class searchable by degree-d polynomials {fn : {0, 1}n → {0, 1}n}n∈N
computable by circuits of size S(n), against adversaries in C (following the “infinitely many”
version of security).

3.3.1 Adaptation of inert commitment
In our construction, all computation are performed in Z2, hence we restate the inert commit-
ment in Z2, i.e, set q = 2. Although it is just the special case for q = 2, we emphasize that
in this case, G is simplified to the identify matrix (as what we observed in WP-FHE), hence
the inert commitment is greatly simplified.

▶ Definition 29 (Inert Commitment in Z2). Given C = WP-Enc(A, x) ∈ Zn×n2

2 as the
homomorphic encryption of some length-n vector, and M ∈ Zn×n

2 as a matrix, we write

InertEval(M, C) := cM = C · vM ,

where vM ∈ Zn2

2 is the vector satisfies (xT ⊗ In) · vM = Mx for any length-n vector x,
obtained by reordering the elements of M .

3.3.2 Construction
Here we present the construction of the CI hash family to prove Theorem 28.

▶ Construction 30. The hash family H = {hn}n∈N with the key generation algorithm
GenH = {GenH,n}n∈N is parameterized by an arbitrary circuit size S(n) = poly(n) and
depth d. Let U(C, x) = C(x) denote a universal circuit for size-S, degree-d polynomials.

GenH,n: generate A← OneSamp and C ←WP-Enc(A, 0S(n)), choose a uniformly random
a← Zn

2 and output the hash key k = (a, C).
hn(k = (a, C), x ∈ {0, 1}n): define the circuit Ux(·) as Ux(·) = U(x, ·) and output

a + InertEval(In, WP-Eval(Ux, C)) ∈ {0, 1}n
.

Proof of Theorem 28. We prove that for any circuit class C ⊇ AC0[2], Construction 30
is a CI hash family against C if Assumption 12 holds for C. Let A = {An} ∈ C be any
adversary family that breaks CI for some sequence of polynomials {fn}. Since given x, we
can check whether hn((a, C), x) = fn(x) in C (which only involves matrix multiplication
and computing fn(x)), w.l.o.g., we assume that An always outputs some x ∈ {0, 1}n s.t.
hn((a, C), x) = fn(x) with non-negligible probability or outputs ⊥ after taking k = (a, C)
sampled according to GenH,n as input.

We abuse the notation to let fn ∈ {0, 1}S(n) also denote the encoding of the circuit that
computes this function. The idea is to apply the hybrid argument to change the input
distribution of An. We observe that the following two distribution are equivalent, since A

(sampled from OneSamp) is always full-rank, which makes AR below being uniformly random.
Hence the two distributions are indistinguishable for C circuits.

D0
n = {(a, WP-Enc(A, 0S(n)) = AR + 0S(n) ⊗ In) : a ← Zn

2 , A ← OneSamp, R ←
Zn×nS(n)

2 }.
D1

n = {(a, WP-Enc(A, fn) = AR + fn ⊗ In) : a← Zn
2 , A← OneSamp, R← Zn×nS(n)

2 }.
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▶ Lemma 31. For any circuit class C ⊇ AC0[2], if Assumption 12 holds for C, any circuit
family {An} ∈ C cannot distinguish D0

n and D1
n, i.e,∣∣ Pr

[
An(k) = 1

∣∣ k ← D0
n

]
− Pr

[
An(k) = 1

∣∣ k ← D1
n

] ∣∣ < negl(n).

So after switching the input to An from k ← D0
n to k′ ← D1

n, An should also output
x ∈ {0, 1}n s.t. hn(k′ = (a, WP-Enc(A, fn)), x) = fn(x) with non-negligible probability.
Since

fn(x) =hn(k′, x)
=a + InertEval(In, WP-Eval(Ux, WP-Enc(A, fn)))
=a + InertEval(In, AR + fn(x)t ⊗ In)
=a + ArIn

+ fn(x),

we have ArIn
= a (in Z2). So if we record the randomness used to compute WP-Enc(A, fn),

by calculating hn(k′, x), we are able to compute rIn = A−1a. However, this allows us to
invert pA(x) = Ax, which is impossible by Lemma 21. ◀
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