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—— Abstract
This work deals with the fundamental problem of characterizing which multiparty distributions can
be securely sampled with information-theoretic security against passive corruption, when there is
no setup or honest-majority. We focus on the case of 4-party distributions with boolean outputs
for each party. We show that such a distribution is securely samplable if and only if every 2-party
distribution derived from it by partitioning the parties into two sets is securely samplable. This
extends a similar characterization previously known for 3-party distributions.
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1 Introduction

A fundamental question in the theory of secure multi-party computation (MPC) is to
understand which functionalities can be securely realized. This question, posed in different
settings, has led to a large and influential body of work in cryptography [7, 4, 5, 10, 3, 8, 9,
6, 11]. However, despite these major advances, a most basic question remains open:

Which multi-party functions have information-theoretically secure protocols without
any setup or restrictions on the set of parties that can be corrupted?

Here, by information-theoretic security we mean statistical security against passive corruption
(but other variants are also interesting and remain open).

As a stepping stone towards answering this question, one can investigate this question
restricted to functionalities which have no input — i.e., the setting of secure sampling. In this
case, we fully understand the landscape of 2-party and 3-party distributions. Specifically,
2-party distributions that are securely samplable are exactly those which are “simple” —
a combinatorial characterization which we define later (see [11] and references therein).
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Further, 3-party distributions that are securely samplable are exactly those which when
partitioned into 2-party distributions (by merging any two parties) always result in simple
2-party distributions [12]. However, these works leave open the question of 4 or more parties.

In this work we investigate the question of characterizing 4-party boolean distributions
(i.e., each party receives a bit as its output). We show that the combinatorial characterization
for 3-party distributions generalizes to this case.

Our proof involves a careful case analysis tailored to 4-party boolean distributions. In
particular, our positive results (protocols for certain distributions) rely on sets satisfying a
certain combinatorial condition having an “additive representation” over an abelian group.
As we show in Appendix A, with a larger number of parties, not all securely samplable
boolean distributions are additively representable.

1.1 OQOur Contribution

To state our result for securely samplable 4-party distributions, we recall that a 2-party
distribution is securely samplable if and only if it is simple.! Given an n-party distribution,
we can derive 2-party distributions by partitioning the set of parties into two; the original
distribution is said to be simple* if every such partition results in a 2-party distribution that
is simple.

Clearly, if an n-party distribution is securely samplable, so is every distribution derived
using a 2-way partition; hence only simple* distributions are securely samplable. In [12]
it was shown that 3-party distributions that are securely samplable are exactly simple*
distributions, and the question of whether this characterization holds for a larger number of
parties was raised.

In this work we show that for 4-party boolean distributions (i.e., where each party gets a
single bit), this is a sufficient condition as well:

» Theorem 1. A 4-party boolean distribution is statistically securely samplable against passive
corruption of any number of parties if and only if it is simple*.

We leave open the question for 5-party distributions, as well as non-boolean 4-party
distributions, whether being simple* is sufficient for secure samplability. Another open
problem we leave is to extend our sufficiency results to perfectly secure sampling (as was
done in [12] for 3-party distributions samplable using a circuit over uniformly random bits).

1.2 Related Work

As mentioned above, a large body of work has looked into the broader question of character-
ization of the class of 2-party and multi-party functions that can be information-theoretically
securely computed, under several settings. Here we shall mention just a few of them which
are closest in spirit to our setting.

In our setting of passive corruption without setup or honest-majority restrictions, the
2-party case is largely well understood (see [11] for a survey). However, for randomized
2-party functions there appear to be no simple combinatorial characterizations; instead a
recent line of work has given algorithmic characterizations [1, 2].

L A 2-party distribution Pxy is said to be simple if there exists a “common information” random
variable QQ (that is, Q can be expressed as a deterministic function of X and also as a deterministic
function of Y), such that X and Y are independent conditioned on Q.



H. K. P. Anilkumar, K. Jain, M. Prabhakaran, and V. M. Prabhakaran

In the same setting, a characterization of securely computable multi-party functions (with
more than 2 parties) remains elusive. Chor and Ishai [6] investigated a question similar
to the one we explore, for deterministic functions (with inputs). Specifically, they asked if
every 2-party function derived from an m-party function by partitioning the parties into two
sets is securely computable, then whether the original function is guaranteed to be securely
computable. In their case, they answered this problem in the negative. (For us, the answer
is positive.)

The work most closely related to ours is [12], which considered the same sampling as
ours. Their result in our setting (point-to-point channels and no setup) was limited to 3
parties, leaving the case of more parties open.

1.3 Overview

In this section, we give a detailed technical overview of our proof. Our main goal is to show
that all simple* 4-party boolean distributions are securely samplable.

One may hope for a generic secure protocol for sampling from an n-party distribution
that relies only on the fact that the distribution is simple*. Indeed, in the case of 3-party
distributions, such a generic protocol was identified in [12]. Unfortunately, for 4-party
distributions we do not know if such a generic protocol is possible. Even restricted to
boolean outputs, we rely on a careful case analysis to construct secure protocols for all
simple* distributions. At a high level, there are two parts to our proof: (1) analyzing simple*
4-party boolean distributions, and identifying a small class of explicit distributions for which
protocols do not follow from prior work, and (2) showing that each of these distributions

does indeed have a secure sampling protocol. We give an overview of these two parts below.

An Example of a Simple* Distribution

Before we proceed further, to familiarize the reader with the notions of simple and simple*
distributions, we present an example.

It will be convenient to reinterpret a 2-party distribution Px y as a distribution over
edges in a bipartite graph: an edge (z,y) corresponds to Pxy(z,y) > 0.2 If Pxy is a
simple distribution, then this graph breaks up into connected components each of which is a
complete bipartite graph (a.k.a. biclique). When the distribution is uniform over its support,
this also is a sufficient condition for it to be simple.

Now, we consider an example of a 4-party simple* distribution: Let (Xj,...,X4) be
uniformly distributed over S = {(0,0,0,0),(0,0,1,1),(0,1,0,1),(1,0,0,1)}. To verify that
it is simple*, we consider each subset J C {1,2,3,4} and check that the pair of random
variables (X7, X5) is simple.

For example, (see Figure 1) for J = {1}, the 2-party distribution of (Xi,X(234}) is
uniform over {(0,000), (0,011), (0,101), (1,001)}; the bipartite graph of this distribution
has two connected components, each has a single node on the left-hand side and hence is
a biclique. For J = {1,4}, we have (X( 4}, X{2,3}) uniformly distributed over {(00,00),
(01,01),(01,10), (11,00)}; in this case, the graph has two connected components — one
component with 00 in the right-hand side and the other with 01 in the left-hand side — both
of which are bicliques. Verifying this for all non-empty J C {1,2,3,4} confirms that the
distribution is simple*.

2 For simplicity, for now we consider distributions which are uniform over their support. In the more
general case, we consider a weighted graph with the weight of the edge (x,y) being Px v (z, ).
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Figure 1 Bipartite graphs corresponding to the different partitions (X, X ;) for the support
S =4{(0,0,0,0),(0,0,1,1),(0,1,0,1),(1,0,0,1) }.

Understanding 4-Party Boolean Simple* Distributions
Reducible and Non-reducible Distributions

We start by dividing the simple* distributions into two cases: (1) reducible distributions
which can be securely sampled using a secure sampling protocol for a 3—party distribution,
and (2) non-reducible distributions, which we will analyze further.

Informally, a distribution is reducible if one of the parties has an output independent
of the others, or if two parties have the same (or opposite) output. If a 4-party simple*
distribution is reducible, it is easy to see that removing the independent/duplicate party
results in a 3-party simple* distribution. Next, by [12], we obtain a secure sampling protocol
for this 3-party distribution. Finally, this 3-party protocol can be readily transformed to a
4-party secure protocol for the original distribution.

Non-reducible simple* distributions require more work. We catalog all such 4-party
boolean distributions, so that we can show that each one of them is securely samplable. We
do this in two steps: first we characterize the support of such distributions (“admissible
supports”), and then we characterize the probability mass over such a support.

Support of Non-reducible Simple* Distributions

Firstly, for a 2-party simple distribution, the support can be identified with a bipartite graph
whose connected components are bicliques. For a simple* distribution, the requirement on its
support is that for every partition of the parties into two, the resulting 2-party distribution’s
support forms a disjoint collection of bicliques.

Being simple* and non-reducible imposes several combinatorial constraints on the support.
In particular, we argue that the support, viewed as a subset of {0,1}*, forms a “code” of
distance at least 2, and it should be of size 4, 5, 6 or 8.

To be able to easily enumerate the supports, we consider two supports equivalent if they
are related to each other by a permutation of the parties followed by complementing the
outputs of a subset of the parties. Then, up to this equivalence (which we call relabeling),
we exhaustively argue that there is only one support each of size 5, 6 and 8, and only two
supports of size 4 that are possible for a 4-party boolean simple* distribution. In the sequel
we refer to these five possible supports as the admissible supports.

Non-reducible Simple* Distributions

To complete our explicit characterization of non-reducible simple* 4-party boolean distri-
butions, we need to understand how probabilities could be assigned to the elements in an
admissible support while maintaining simple* nature. One obvious choice is the uniform
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distribution. This can be further generalized to a product-form: we associate a non-negative
weight to each output (0 and 1) of each party, and the probability of any output tuple in the
support is proportional to the product of the weights assigned to each party’s outcome. If
the uniform distribution is simple*, such a transformation over the same support keeps it
simple*.

Remarkably, these product-form distributions turn out to be the only distributions that
are simple*. We prove this by analyzing each of the five admissible supports separately.

Protocols for Simple* Distributions

Since a secure protocol for a reducible 4-party simple* distribution can be obtained from the
secure protocol for a simple* 3-party distribution (from [12]), we focus on the non-reducible
4-party boolean simple* distributions. Then it suffices to give a statistically secure protocol
for simple* distributions with each of the 5 admissible supports identified above.

Firstly, we note that due to the product form of these distributions the following “sample-
and-check” template suffices for a statistically secure protocol:

Each party locally samples an independent bit according to its fixed marginal distribution.

They will “semi-securely” compute whether the bits they collectively sampled lie in the

support of the desired distribution. If it does, they output the sampled bits and terminate;

else, they repeat the whole process. (After security parameter many attempts, one party

may sample an element and send it to the others; this occurs with negligible probability.)
Here a “semi-secure” membership test is a protocol which provides privacy guarantees when
the inputs do form a member of the set (i.e., if two distinct elements of the set have the
same bits restricted to a subset of the parties, then their views are distributed identically
when the protocol is executed with those two inputs). When the inputs form an element
outside the set, there is no privacy guarantee. Note that such a protocol suffices in the above
template since we reject samples which are not elements of the support.

To instantiate the second step of this template, we need a semi-secure set-membership
test, for each of the five admissible supports. The key to our protocols is the observation
that all the admissible supports are “additively representable,” as defined below. (In our
case, X; = {0,1} and n =4.)

» Definition 2. A set S C X} x ... x X, is said to be additively representable if there
exist a finite abelian group G, a set of maps p; : X; — G and an element g € G, such that

S ={(w1,. e iy i) = g}

We note that every additively representable set has a simple semi-secure membership
protocol (against passive corruption). It is well known that the summation task over any finite
abelian group can be securely computed. To check membership in an additively representable
set S, each party locally maps their input z; to p;(z;), and then they securely compute the
sum Y ., pi(x;). If this sum equals g, then the parties only learn that their inputs form an
element of the set; otherwise, they do learn information beyond the fact that the inputs are
not in the set, but this is permitted in a semi-secure protocol.

To complete our proof, we need to show that each of the five admissible supports we
identified as supports for simple* distributions are additively representable. We show that
this is indeed the case (using groups Zs,Zs and Zg). In particular, for the example from the
beginning of this section, S = {(0,0,0,0),(0,0,1,1), (0,1,0,1),(1,0,0,1)}, we use the group
Zg, the target element g = 0, and maps p; = po = pz which map 0 — 0 and 1 — 1, and
pa:0—0and pg:1— —1.
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2 Preliminaries

For any positive integer n, we write [n] to denote the set {1,...,n}. We use uppercase letters
in italics to denote sets and uppercase letters in upright to denote random variables.

Multi-Party Distributions

A distribution P over a (finite) alphabet X is simply a function P : X — [0, 1] such that
> wex P(x) = 1. The basic objects of interest in this work are n-party distributions. These
are simply distributions defined over some alphabet X} x - - - x X,,, with the connotation that
an element (z1,...,2,) sampled from this distribution will be distributed among n parties
Pi,...,Py, so that P; gets ;. We shall often write such a distribution as Px, . x,, where
the random variable X; denotes the element given to P;. The distribution Px,, . x, is said
to be boolean if each X; is a boolean random variable — i.e., its alphabet is {0,1}.

For any J C [n], we will use X; to denote the tuple of variables (X;);cs. We also define,
for z € X, x ... x X, and subset J C [n], the element xz; to be the tuple obtained by
restricting x to the indices in J. When there is no ambiguity, we shall often represent a tuple
by a string (e.g., 0000 instead of (0,0,0,0)).

Protocols

The other basic object in this work is a secure sampling protocol. In an (inputless) protocol,
parties Pq,..., P, have access to private randomness at the beginning of the protocol. The
protocol proceeds in rounds; in every round, each party sends a message to each of the
other parties, where the message is a function of the sender’s private randomness and all the
messages that it received in all the previous rounds in the protocol. After a finite number of
rounds, the protocol should terminate and each party P; should produce an output.

For a protocol II, the random variable Viewi-T denotes the view of a party P;, which
consists of the private randomness of P; and all the messages received by P; during the
entire protocol. The random variable out!! denotes the output produced by P;. outll is a
deterministic function of View?.

The statistical distance (total variation distance) SD(X;, X5) between two random vari-
ables X; and X5 defined on some alphabet X is

1
SD(X,Xs) = 3 Z [Pr[X; = 2] — Pr[Xo =z]| = rTnCaﬁ(Pr[}Q eT]—Pr[Xy, € T)).
TEX -

The support of an n-party distribution P over Xy x ... &, is supp(P) ={z € X1 X ... x X, :
P(z) > 0}. For any distribution Px vy q, the statement that X and Y are independent
conditioned on Q will be denoted by the Markov chain X <> Q < Y.

» Definition 3 (Securely Samplable Distribution). For € > 0, a protocol II is said to e-securely
sample from Px,. . x, if for each C C [n] there exists a random variable Simc (jointly
distributed with the ideal outputs X)) such that

Simg < X¢ + Xg, and (1)

SD ((X@ Sim¢) , (outg, Viewg)) <e. (2)

Px,...x, is said to be securely samplable if for every e > 0 there exists a protocol that
e-securely samples from it.
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When e = 0, we say that Px, .. x, is samplable under perfect security.

» Definition 4 (Bipartite Graph of a 2-Party Distribution). The bipartite graph of a 2-
party probability distribution Pxy over the alphabet X x Y is defined as the weighted graph
Gpyy = (X, Y, Pxy). That is, the weight of an edge (x,y) € X x Y is Pxy(z,y).

» Definition 5 (Simple 2-Party Distribution). A 2-party distribution Px y over the alphabet
X x Y is said to be simple if there are functions wy : X - RT, wy: Y - RY, q1 : X = Z
and q2 : Y — Z such that for allx € X,y € Y,

wi(z)wa(y) i @ (90.) =a(y) 3)
0 otherwise

Px v(z,y) = {

The following alternate view of a simple distribution is often convenient: Px vy is simple
if and only if there exists a random variable Q over Z jointly distributed with X and Y
such that

1. Q is a deterministic function of X and a deterministic function of Y.

2. The Markov chain X <> Q <> Y holds; i.e., X and Y are independent conditioned on Q.
Indeed, if Pxy is simple as defined, taking Q = ¢;(X) it holds that Q = ¢2(Y) also
w.p. 1. Further, for a given ¢, for all z,y s.t. q1(v) = ¢2(y) = ¢, Pxvje(z,ylg) =

wi(@)wa(y) _ wy (z)wa () . _
Pal@=0) (3, o m@)(Y, o w) and 0 for all other z,y; then Px|q(z|q) =
wa () w2 (y)

D an(y)=q Px.vIQ(T: yla) = DT and similarly Py|q(ylq) = W)
so that Px viq(=,yle) = Px|q(z|q)Py|q(ylg). (This factorization also holds for (x,y) for
which it is not the case that ¢;(x) = ¢2(y) = ¢, as the LHS and at least one of the factors in
the RHS are 0.)

Conversely, if such a Q exists, we use the given deterministic functions that define Q
as q1,q2 and set wy(x) = Px(z), w2(y) = Pyjq(ylg2(y)), so that, for z,y pairs such that

Px y(z,y) > 0, we have
Pxy(z,y) = Pxy,Q@,y,01(z) = ¢2(v)) = Px,q(x, q1(x))Pyjq(ylg2(v))
= Px(7) Pyiq(Wlg2(y)) = wi(@)wa(y). (4)
We will often refer to the variable Q as the common information for a simple Px y.

» Proposition 6 ([13]). A two-party distribution is simple if and only if it is securely
samplable.

The notion of a simple distribution can be extended to n-party distributions for n > 2 as
follows.

» Definition 7 (Simple* Distributions). An n-party distribution Px,,, is a simple* distribution
if for every set J C [n], the 2-party distribution ijxj is a simple distribution.

More explicitly, a distribution Px, is simple® if, for every non-empty J C [n], there is a
weight function wy : X; — R and an index function ¢z : X; — Z such that

P (2) = wy(zy)ws(zz) if qi(zy) = ¢5(z7)
["] 0 otherwise.

» Lemma 8. If an n-party distribution is securely samplable, then it is simple*.

6:7
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Proof. If an n-party distribution Px, . x, is securely samplable using a protocol II, for
every J C [n], consider the 2-party protocol in which one party simulates the parties (P;);c.s
in II, and the other party simulates (Pi)z‘ej' This is a secure sampling protocol for PXJXT
By Proposition 6, it follows that for every J C [n], the distribution Px,x- is simple, which
means that Px, . x, is simple*. |

n

3 4-Party Boolean Simple* Distributions are Securely Samplable

In this section we present the overall structure of our proof of Theorem 1, that a 4-party
boolean distribution is securely samplable if and only if it is simple*.

By Lemma 8, the “only if” direction is immediate. Therefore, it remains to prove that
every simple* 4-party boolean distribution is securely samplable.

The proof is divided into two parts. In this section we first identify families of simple*
4-party distributions whose secure samplability can be obtained from the secure samplability
of a suitable 3-party distribution. We call these distributions reducible. In the next section
we then analyze the remaining simple* 4-party distributions.

» Definition 9. An n-party distribution Px, . x, s said to reduce to the (n — 1)-party
distribution Px,, ,, for ani € [n] if either of the following conditions hold:
1. X is distributed independently of the other variables, i.e., X; LX)\ (i}
2. For some i’ # i and some deterministic function f, X; = f(X;/).

Px, ... x, s said to be reducible if it reduces to Px, for some i € [n]. Otherwise, we call

it non-reducible.

n]\{i}

We shall establish that if a 4-party simple® distribution is reducible then it is securely
samplable. For this, we first need the following lemma.

» Lemma 10. Suppose P reduces to P'. Then,
1. If P is simple*, then so is P’.
2. If P’ is securely samplable, so is P.

Proof. Suppose P is Px, . x, and P’ is Px 1 iy W.lo.g, we shall take ¢ = n, so that P is

PX[WH. We prove each of the items in the claim.

P simple* — P’ simple*. To show that P’ is simple*, for any subset J C [n — 1] and
its complement J = [n — 1]\ J, we need to show that the 2-party distribution Px X5 18
simple. For this we can use the fact that PXJ,Xju{n} is simple. We fix a J now.

Recall that there are two ways in which P can reduce to P’ — either X,, is independent of
X[p—1]; or Xy, is a function of Xy for some i’ # n.

In the former case, we invoke the following claim, with U = X7,V = X5 and W = X,,, to
conclude that Px, x- is simple.

> Claim 11. Let Pyyw = PyvPw. Then, if the two party distribution Py yw is simple, so
is the two-party distribution Py v.

Proof. Let Q be common information of Py yw. Note that since WAL(U,V), U+ V <> W,
which further implies that Q < V < W as Q is a function of U. Using this conditional
independence, we have that since, Q is a function of (V, W), Q must be a function of only V.
Moreover, Q is a function of U. This, along with the fact that U+ Q < (V,W) = U +
Q < V completes the proof that Py v is simple. <
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In case X,, is a function of X, for some i’ # n, we invoke the following claim, again with
X;=U, X5 =V and X, =W, and assuming w.l.o.g, that i’ € J (swapping the roles of J,J
if necessary).

> Claim 12.  Suppose Pyw,v defined on U x V x W is simple, where W = f(U) for a
deterministic function f : U — W. Then Py v is simple.

Proof. Let Q be the common information for Pyw,v. Since Q is a function of (U, W), it is
a function of U as well; and Q is also a function of V since it is the common information.
Furthermore, since (U, W) <> Q +> V, therefore, U +> Q <> V. N

Thus in either case, if P is simple*, so is P’.

P’ securely samplable = P securely samplable. Given an (n— 1)-party secure protocol
for sampling P’, we shall upgrade it to an n-party protocol for P. Again, we separately
consider the two different ways in which P can reduce to P’.

If X,, is independent of X[, _), we obtain a secure protocol for P in which the nt™ party
simply outputs a sample from the marginal distribution Px, and independently, the other
n — 1 parties run the given protocol for sampling from Px, _, .

If X, is a function of X; for some i’ # n, say, X,, = f(X;/), we obtain a secure protocol

for P in which the first n — 1 parties run the given protocol for sampling from Px_, after

—1]7
which party i’ sends the value f(X;) to the n*® party, who outputs it.
It is easy to see that in either case, the protocol obtained above is a secure protocol for

sampling from P. <

We now need the following result about secure samplability of 3-party distributions
from [12].

» Proposition 13 ([12]). A 3-party boolean distribution is securely samplable against passive
corruption of any subset of parties if and only if it is simple*.

Now we state the main result of this section.

» Lemma 14. If a 4-party distribution is simple* and reducible, then, it is securely samplable.

Proof. Suppose a 4-party distribution P is simple* and reduces to a 3-party distribution P’.
Then by Lemma 10 (item 1), P’ is simple*. Then, by Proposition 13, P’ is securely samplable.

Invoking Lemma 10 (item 2), we conclude that P is securely samplable, as desired. <

4  Supports of Simple* Non-Reducible 4-Party Boolean Distributions

» Definition 15 (Relabeling a Distribution). A relabeling of n-party distributions over X"
is a bijection ®, : X" — X" specified by a tuple ¢ = (m,01,...,0,) where 7 : [n] — [n]
is a permutation and, for each i € [n], each o; : X — X is a bijection. The bijection
O, 0 X" — X" is defined as Py (x1,...,1,) = (al(mﬁ(l)), . ,Un(x,r(n))). We define the
relabeled distribution ¢(P) by

p(P)(v) = P(‘D;l(v)), YoveXm.

6:9
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Example. Let X = {0,1} and n = 4. Let 7 swap coordinates 1 and 2 (so (1) = 2,7(2) = 1),
let o1 be bit-flip (o1(b) =1 —b), and let 09, 03,04 be the identity. Then ®,(x1,z2, 3, 24) =
(1—m9, 21, 23, T4), so for any (vy,ve,v3,v4) € {0,1}* we have p(P)(v1,v2,v3,v4) = P(vg, 1—
v1, V3, vg). It is easy to see that relabeling does not affect the combinatorial property of
being simple*, nor the cryptographic property of being securely samplable. We record this in
the following lemma.

» Lemma 16 (Invariance under relabeling). Let P be an n-party distribution Px, . x, and
¢ a relabeling for it. Then P is simple* if and only if p(P) is simple*, and P is securely
samplable if and only if (P) is securely samplable.

In this section we show that a simple* non-reducible 4-party boolean distribution, up to
relabeling, must have one of the following five sets as its support. In the sequel, we shall
refer to them as the admissible supports.

S, := {0000,0011,0101,0110, 1001, 1010, 1100, 1111},

S5 := {0000, 0011,0101, 1010, 1100, 1111},

S5 := {0000, 0011,0101,1001, 1110},

S, := {0000,0011,0101, 1001},

Ss := {0000, 0011,0101, 1110}. (5)

» Proposition 17. Let P be a simple* non-reducible 4-party boolean distribution. Then, up
to relabeling, supp(P) must be one of S1,S2,S3,S54, 55 defined in Equation (5).

The proof proceeds by a case analysis on |supp(P)|. We first rule out supports of size
smaller than 4, then analyze the cases of support sizes 4 through 8, and finally rule out
supports of size larger than 8. This yields Proposition 17.

Case Analysis of Supports of Different Sizes

Before proceeding with our analysis, we introduce the following unweighted bipartite graph
for representing the support of a 2-party distribution derived from an n-party distribution
with a given support.

» Definition 18 (Support graph). Let S C Xy X -+ x X, and let J C [n],J # 0. The support
graph Bj]q is the bipartite graph whose left vertex set is X, whose right vertex set is X\ s,
and whose edge set is E(B5) := {(z,x,)\7) 1 v € S}.

We shall also refer to a few combinatorial properties of the support of a simple* non-
reducible boolean distribution. For this it will be useful to define minimum Hamming distance
of a subset S C {0,1}" as A(S) = ming yes dp(z,y), where, dg(x,y) denotes the Hamming

rH#yY
distance between x and y, namely, the number of coordinates on which x and y differ.

» Lemma 19. Let S be the support of a simple® non-reducible boolean distribution. Then:

1. A(S) > 2;

2. no coordinate is constant on S, i.e., there is no i € [n] such that for a fized b, x; = b for
allx € S.

3. no two coordinates are identical on all of S or complementary on all of S.

Proof. Let P be a non-reducible simple* distribution over {0,1}" such that S = supp(P).
For item (1), suppose there exist distinct z,y € S such that dy(x,y) = 1. Let ¢ € [n] be the
unique coordinate on which x and y differ, and let r := x,)\ {iy = Yu)\ (4} Since P is simple™,



H. K. P. Anilkumar, K. Jain, M. Prabhakaran, and V. M. Prabhakaran

the two-party distribution (X;, Xp,)\ ;1) is simple. Let Q be its common information. Then Q
is a deterministic function of X;, and also of X\ 153 Since both Pr[(X;, X\ g53) = (0,7)] > 0
and Pr[(X;, X[\ i3) = (1,7)] > 0, it follows that the two values X; = 0 and X; = 1 give rise
to the same value of Q and hence Q is constant. Therefore X; LX)\ {3, so P is reducible
which gives a contradiction.

For item (2), if some coordinate ¢ were constant on S, then X; would be constant, and
hence independent of X{,}\ ;3. Thus P would be reducible, a contradiction.

For item (3), if coordinates ¢ and j were identical on S or complementary on .S, then X;
would be a deterministic function of X;. Thus again P would be reducible, a contradiction. <«

Now we are ready to start our case analysis of supports of non-reducible simple* 4-party
boolean distributions, organized by the size of the support. We start by ruling out supports
of size smaller than 4.

» Lemma 20. Let P be a simple* non-reducible 4-party boolean distribution, and let S :=
supp(P). Then |S| > 4.

Proof. By Lemma 19, no coordinate is constant on S, and no two coordinates are identical
or complementary on S.

Suppose |S| < 3, and write S = {z(1), ..., ()} with ¢t < 3. For each coordinate i € [4],
consider the length-¢ bitstring (xgl), . ,xl(t)) € {0,1}!. Since no coordinate is constant on S,
this bitstring is neither all-0 nor all-1. Hence there are at most 2¢ — 2 possibilities. Identifying
a bitstring with its complement leaves at most TT’2 < 3 equivalence classes. Since there are
4 coordinates, two coordinates lie in the same class, so they are identical or complementary

on S, a contradiction. |

» Lemma 21. Let S C {0,1}* be such that A(S) > 2, and let J C [4] satisfy |J| = 2. Then
every vertex of B§ has degree at most 2.

Proof. Let u be a left vertex of B§. If u had three distinct neighbors v(!),v(® v(3) then
among the three 2-bit strings v, v, v3) there would be two that differ in exactly one
coordinate. The corresponding two points of S would then differ in exactly one coordinate,
contradicting the assumption that A(S) > 2. The same argument applies to the right
vertices. <

» Lemma 22. Let P be a simple* non-reducible 4-party boolean distribution, and let S :=
supp(P). If |S| =4, then, up to relabeling, S is either Sy or Ss.

Proof. By Lemma 19, A(S) > 2, no coordinate is constant on S, and no two coordinates
are identical or complementary on S.

Since |S| =4, A(S) < 2. Indeed, if A(S) > 3, then the radius-1 Hamming balls around
the four points of S would be disjoint, each of size 5, which is impossible in {0,1}*. Thus

there exist ,y € S with dg(z,y) = 2. Up to relabeling, we may assume that 0000,0011 € S.

Consider the support graph Bf{gm}. The left vertex 00 is adjacent to the right vertices
00 and 11. If some other point z € S satisfied z(34; € {00,11}, then the connected
component containing the left vertex 00 would contain a second left vertex adjacent to
both 00 and 11 (to both 00 and 11 due to the fact that P is a simple* distribution). Since
no coordinate is constant on S, this second left vertex cannot be 01 or 10, and hence it
must be 11. Therefore {0000,0011,1100,1111} C S. But then the coordinates 1 and 2 are
identical on S, a contradiction. Let z,y be the two points in S\ {0000,0011}. We have

T34}, Y3,4) € {01,10}.
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If x¢34y = Y34}, then, after swapping coordinates 3 and 4 if necessary, this common
value is 01. Since A(S) > 2, the points  and y must then be 0101 and 1001. Thus S = Sy.

Suppose instead that w34y # yg3.4). Then {z(34},y(3.4)} = {01,10}. Neither z; oy
nor yy;,23 is 00 since z,y € S\ {0000,0011} and A(S) > 2. If {z{1 2y, 971,21} = {01, 10},
then, up to relabeling, S = {0000,0011,0101,1010}. In B{SL:,)}7 the left vertices 00 and 11
have neighborhoods {00, 11} and {00}, respectively. These two left vertices have a common
neighbor but different neighborhoods, so this graph is not a union of bicliques, contradicting
that P is simple*. Hence, one of the points x,y satisfies z(; oy = 11 or yg; 03 = 11. Up to
swapping coordinates 3 and 4, we may assume that 1110 € S. The remaining point must
then be 0101 or 1001, and a further swap of coordinates 1 and 2 if necessary, gives 0101.

Hence, S is a relabeling of Ss. <

» Lemma 23. Let P be a simple* non-reducible 4-party boolean distribution, and let S :=
supp(P). If |S| =5, then, up to relabeling, S = Ss.

Proof. By Lemma 19, A(S) > 2, no coordinate is constant on S, and no two coordinates
are identical or complementary on S.

Consider the support graph Bfm}. By Lemma 21, every connected component is one of
K11, K12, Ko,1, or K3 5. Let ny1 be the number of K5 ; components, let n12 be the number
of components which are either K 2 or K5 1, and let nys be the number of K32 components.
Counting edges gives n11+2n12+4n20 = 5, and counting vertices gives 2n11 +3n12+4n9s < 8.
The only nonnegative integer solutions are (n11,n12,n22) = (1,0,1) and (1, 2,0).

Assume first that (n11,n12,n22) = (1,0,1). Because A(S) > 2, the two left vertices in
the K52 component are opposite vertices of {0,1}?, and the same holds on the right. Up to
relabeling, we may therefore assume that S = {0000} U {0101,0110,1001,1010}. In Bj{glyg},
the left vertices 00 and 11 have neighborhoods {00,11} and {00}, respectively. These two
left vertices have a common neighbor but different neighborhoods, so this graph is not a
union of bicliques, contradicting that P is simple*. Hence (n11,n12,n22) = (1,2,0). Up to
relabeling, this forces S = {0001,0010} U {0100,1000} U {1111}. Flipping coordinate 4 maps
this set to S;. <

» Lemma 24. Let P be a simple* non-reducible 4-party boolean distribution, and let S :=
supp(P). If |S| = 6, then, up to relabeling, S = Ss.

Proof. By Lemma 19, A(S) > 2, no coordinate is constant on S, and no two coordinates
are identical or complementary on S.

Consider the support graph Bfm}. By Lemma 21, every connected component is one
of Kq1, K12, K21, or K23. Let ni1, n12, and ngy be the corresponding component counts.
Counting edges gives n11 +2n12+4nso = 6, and counting vertices gives 2n11 +3ni2+4n9s < 8.
The only nonnegative integer solutions are (n11,n12,n22) = (0,1,1) and (2,0, 1).

Assume first that (n11,n12,n20) = (0,1,1). Because A(S) > 2, the two left vertices in
the K52 component are opposite, and the same holds on the right. Up to relabeling, we
may assume that S = {0000,0011} U {0101,0110,1001,1010}. In Bfl’?,}, the left vertices
01 and 10 have neighborhoods {01, 10} and {01}, respectively. These two left vertices have
a common neighbor but different neighborhoods, so this graph is not a union of bicliques,
contradicting that P is simple*.

Hence (n11,n12,n22) = (2,0,1). Up to relabeling, this forces

S ={0011} U {1100} U {0101,0110,1001, 1010}. Flipping coordinates 2 and 3 maps this
set to Ss. ]
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» Lemma 25. There is no set S C {0,1}* with |S| = 7 such that A(S) > 2 and BY is a
union of bicliques for every J C [4] with |J| = 2.

Proof. Consider the support graph Bfm}. By Lemma 21, every connected component is
one of Ky 1, K12, Ko1, or Kao. Let ny; be the number of K; ; components, let n12 be the
number of K » or Ky ;1 components, and let ngs be the number of K3 » components. Counting
edges gives ni1 + 2n19 + 4nge = 7, while counting vertices gives 2n1; + 3n12 + 4ngy < 8.
Subtracting yields ni1 +nio < 1.

If ngy > 2, then |S| > 8, a contradiction. If ngs = 1, then nq; + 2n12 = 3, but
n11 + niz < 1 implies nq11 + 2n12 < 2, a contradiction. If nyy = 0, then ny1 4+ 2n12 = 7, but
again ni1 + 2n12 < 2, a contradiction. Thus no such set S exists. |

» Lemma 26. Let S C {0,1}* be such that A(S) > 2. Then |S| < 8. Moreover, if |S| =8,
then, up to relabeling, S = 5.

Proof. Join two strings in {0,1}* by an edge if they differ in exactly one coordinate. Since
A(S) > 2, no such edge has both endpoints in S. Every point of S has exactly four neighbors
in {0,1}*, so the number of edges with one endpoint in S and the other in {0,1}*\ S is 4|9/
On the other hand, every point of {0,1}*\ S is incident to at most four such edges, so

4[S| < 4(16 — |5]).

Hence |S| < 8.

Now assume that |S| = 8. Then equality holds above, so every point of {0,1}*\ S is
adjacent to four points of S. In particular, A({0,1}*\ S) > 2. Thus {0,1}* is partitioned
into two sets of size 8, with A(S) > 2 and A({0,1}*\ S) > 2. Since every edge of {0,1}*
joins an even-weight vector and an odd-weight vector, membership in S alternates with
parity along every edge. Therefore S is exactly one parity class. If necessary, flipping one
coordinate maps the odd-parity class to the even-parity class, which is 5. |

Proof of Proposition 17. Let S := supp(P). By Lemma 19, A(S) > 2, no coordinate is
constant on S, and no two coordinates are identical or complementary on S. By Lemma 20,
|S| > 4. By Lemma 25, |S| # 7. By Lemma 26, |S| < 8. Thus |S| € {4,5,6,8}. If |S| =4,
apply Lemma 22. If |S| = 5, apply Lemma 23. If |S| = 6, apply Lemma 24. If |S| = 8, apply
Lemma 26. <

5 Securely Sampling Non-Reducible Simple* 4-Party Boolean
Distributions

To complete the proof of Theorem 1, it remains to show that all non-reducible simple*
4-party boolean distributions are securely samplable. By Proposition 17 and Lemma 16, it
suffices to consider simple* distributions whose support is one of the 5 admissible supports
S1,S52,55,54,S5.

The argument in this section has three parts. First, we show that any “product-form
distribution” is statistically securely samplable, provided its support admits a “semi-secure

membership-test”; both these notions are defined below and the result is stated as Lemma 29.

Next, as stated in Lemma 30, we show that each of the five admissible supports admits a
semi-secure membership-test because each is additively representable. Finally, we show that
every simple* distribution supported on one of the five admissible supports is a product-form
distribution; this is stated in Lemma 31.

We present the above definitions and the statements of these three lemmas below.
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» Definition 27 (Product-form distribution). A distribution P on Xy X ... x X, is said to
be a product-form distribution if there exist a nonempty set S C X x ... X X, and weight
functions w; : X; — RT such that supp(P) = S and, for every x € S,

N

P(z1,...,2n) = ! sz(xz) (6)
i=1

where Z 2= 32, . es [T, wi(z;) is a normalization factor.

» Definition 28 (Semi-secure Membership-Test). An n-party protocol 11 is said to be a semi-
secure membership-test for a set S C X} X ... X X, if, on running I1 with inputs x; € X; to
each party, all parties learn whether (x1,...,x,) € S, and further, for all C' C [n], the joint
views of the parties in C' are identically distributed on executions of 11 with inputs x,x' € S
such that xc = xp.

Note that above, there is no privacy guarantee for inputs not in S.
We prove the following three lemmas in Sections 5.1-5.3.

» Lemma 29. Let P be an n-party product-form distribution with support S C X; X ... X,.
Also, suppose there exists a semi-secure membership-test for S. Then P is securely samplable.

More precisely, for any € > 0, there is an e-secure sampling protocol for P that invokes
the membership-test O(log1/¢) times.

» Lemma 30 (Admissible Supports have Semi-Secure Membership-tests). Each of the supports
S1,...,S85 admits a semi-secure membership test.

» Lemma 31 (Non-Reducible Simple* Distributions are Product-Form). Let P be a 4-party
simple* boolean distribution whose support is one of S1,...,S5. Then P is a product-form
distribution.

Combining Lemmas 29-31 with Proposition 17 and Lemma 16, we directly obtain the
following, which is then used to complete the proof of Theorem 1.

» Lemma 32. Every non-reducible simple* 4-party boolean distribution is securely samplable.

Proof. Let P be such a distribution. Then by Proposition 17 and Lemma 16, it can be
relabeled to a simple* boolean distribution P’ whose support is one of the admissible supports
S1,5,853,54,S55. Then, by Lemmas 30 and 31, P’ satisfies the requirements of Lemma 29,
and hence is securely samplable. By Lemma 16, so is P. |

Proof of Theorem 1. Let P be a simple* 4-party boolean distribution. If P is reducible,
then by Lemma 14, it is securely samplable. On the other hand if P is non-reducible, by
Lemma 32, it is securely samplable. Thus every simple* 4-party boolean distribution is
securely samplable. The converse holds by Lemma 8. |

In the rest of this section, we prove Lemmas 29-31.

5.1 Secure Sampling via Rejection Sampling

A distribution in product-form is amenable to being sampled using a rejection sampling
procedure:
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Rejection Sampling Step. Given a distribution Px in product-form with support S C
X % ... x X, and weight functions w; : X; — RT.
Independent Sampling: For ¢ = 1 to n, independently sample X; such that
Pr[X; = 2] = wi(x)/Z;, where Z; = ), wi(T).
Accept or Reject: If the values sampled (z1,...,x,) are such that (z1,...,2,) € S,
output it, else output L.
Note that the probability of accepting is Z I, wilzy) _ _Z

(wlwnvIn)eS

It is easy to see that conditioned on accepting, the output is distributed according to
Px .3 Now consider a process that repeats the rejection sampling step at most k times until
a step accepts; if it accepts, then we output the sample in that step, and if it rejects in all k&
steps, then we output a sample from Px. (Later, we shall implement this procedure using a
protocol.)

The output of this entire process is also distributed as Px. Further, the probability of this
procedure requiring the final direct sampling step is (1 — HZZi )k, Note that 0 < Z < 1L Z:

(as follows from the definition of a product-form distributibn)7 and hence this probability
decreases exponentially with k.

Proof of Lemma 29. Let the weight functions associated with the product-form distribution
Pbew : X, = Rt fori=1ton. Also, let Z = Z(whm@”)es H:-L:l wi(x;) and Z; =
ZwiEXi Wi (xl)

Our protocol is to use the rejection procedure above, for some number of iterations & (to
be specified below), with the rejection step implemented using a membership-test. If the
final direct sampling step is required (because all k iterations of the rejection sampling step
rejected), this will be carried out by a fixed party.

The view of the adversary consists of an integer ¢ (the number of iterations of the rejection
sampling step that are rejected in the protocol), a view of the membership test in the first ¢
iterations, and the view in the final iteration (either an accepting iteration of the rejection
sampling step, or a direct sampling step). We argue that this entire view can be perfectly
or e-statistically simulated (depending on whether the party designated for direct sampling
is corrupt or not). The integer ¢ is distributed according to a fixed geometric distribution
and can be simulated. Given ¢, to simulate the view of the first ¢ iterations, we faithfully
simulate the protocol for all parties conditioned on their inputs not being in S; each of these
executions is independent of the others and independent of ¢ itself. For the final iteration, if
t < k, then we simulate the view of the adversary as follows: the z; sampled by each corrupt
party is set to be exactly the ideal output given to the simulator; and, the view of the corrupt
parties in the membership test is sampled from the fixed distribution of views when inputs
are in the set. In the case t = k, there are two possibilities. If the party designated for direct
sampling is not corrupt, the view simply consists of the outputs x; sent to each corrupt party;
however, if the designated party is corrupt, the simulation fails.

This simulation is perfect when the designated party is not corrupt. In case it is corrupt,
we note that conditioned on ¢ < k (in both simulation and real execution), the simulation
is perfect; so the statistical difference between the simulated view and the real view is at

H1 w; (x

i)
3 Probability of the procedure outputting (z1,...,2,) € S is Hiz, and the probability of accepting

7 H w;(z;)

is H 7 The conditional probability is their ratio, which is the desired probability =i

i
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most the probability that ¢ = k, which corresponds to all k iterations of rejection sampling

rejecting. This, as discussed earlier, has probability o where o = 1 — % 7 < 1. To make
this simulation error at most €, we set k > log(1/e)/log(1/a) = O(log(f/e)) (since « is a
constant that depends only on the given distribution P). |

5.2 Semi-Secure Membership-Test for Admissible Supports
To prove Lemma 30, we rely on the following observation.

» Lemma 33 (Semi-secure membership-test protocol for an additively representable set). Let
S C X X...x X, be additively representable (Definition 2). Then S admits a semi-secure
membership test.

Proof. Since S is additively representable, there is a finite abelian group G, maps u; : X; = G
and an element g € G such that

S:{xeXlx...xXn: zn:,ui(xi):g}.
i=1

The semi-secure membership test proceeds as follows: Each party with input z; locally
computes p;(z;) € G. A standard perfectly secure protocol for addition in G allows the
parties to compute the sum Y., p;(z;). They output 1 if and only if the revealed sum
equals g. If the input lies in S, then the revealed sum is always g, and so on such inputs the
protocol reveals nothing beyond membership in S. No security is required when the input
lies outside S. <

Now to prove that the admissible supports in Equation (5) have semi-secure membership
tests, we can show that they are additively representable. We do this below.

Proof of Lemma 30. Each of the five admissible supports is additively representable. In
particular,

Si={xec{0,1}: oy +astaz+zs=0 (
SQZ{IE{O71}4II1—$2—$3+$4EO (
Sy ={rec{0,1}*: oy +ao4+23—24=0 (mod 3)},
S4:{$€{0,1}45%14’%24’%3*1’450 (
S5 ={rec{0,1}*: 4y + 2y +23—24=0 (mod 6)}.
A direct check on the 16 points of {0,1}* shows that each displayed congruence holds
exactly on the corresponding support. Note that each equation corresponds to an additive
representation where multiplying by a coefficient ¢ corresponds to the local map u(0) =

0, (1) = ¢, and the modular addition corresponds to addition in an abelian group. Therefore
each S; is additively representable, and the conclusion follows from Lemma 33. <

5.3 Proof of Lemma 31: Case Analysis of Admissible Supports

We shall invoke the following observation in the arguments below.

» Lemma 34 (The Kj 5 constraint). If Py vy is a simple two-party distribution over U x V
such that there exist ug,u1 € U and vo,v1 € V with Py vy (u;,v5) >0 for alli,j € {0,1} (i.e.,
the biclique {ug,u1} X {vo,v1} is a subgraph of the support graph), then

Py v (ug,v0)Pyv(ui,v1) = Py v(uog,v1)Pyv(ui,vo). (7)
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Proof. Since Py v(ui,vj) > 0, we have Py v(u;, vj) = wi(u;)wa(v;) for some weight functions
wy,ws as required in Equation (3). Then the LHS and RHS of Equation (7) are both
[io wi (u)ws (vs). <
» Lemma 35 (Support S1). If P is a simple* 4-party boolean distribution with supp(P) = Si,
then it is a product-form distribution.

Proof. Recall that S; = {0000,0011,0101,0110,1001,1010,1100,1111}. Note that for all
the three subsets up to complement J C [4] with |J| = 2, namely, {1,2},{1,3} and {1,4},
the support graph Bfl has two K32 components, one of them defined on {00,11} x {00, 11}
and the other one defined on {01,10} x {01,10}. Applying Lemma 34 to the components in
B{Sllﬁz} gives

P(0000)P(1111) = P(0011)P(1100), P(0101)P(1010) = P(0110)P(1001).

Symmetrically (since the support is symmetric along coordinates 2,3 and 4), for 3{51173} and
BfllA}, we have
P(0000)P(1111) = P(0101)P(1010), P(0011)P(1100) = P(0110)P(1001), and
P(0000)P(1111) = P(0110)P(1001), P(0011)P(1100) = P(0101)P(1010)

respectively. Now, if P is simple*, then every one of these equalities must hold, and hence
we have the following;:

P(0000)P(1111) = P(0011)P(1100) = P(0101)P(1010) = P(0110)P(1001). (8)

For brevity, let a := P(0000), b := P(1100), ¢ := P(0011), d := P(1010), e := P(0101),
f:=P(1001), g := P(0110) and h := P(1111). Then

ah =bc=de = fg. (9)
Define weights w; as follows: w;p := ,/Z—‘;, Wy 1= Tfn’ ws = ﬁ, Wy 1= ain'

Then, the following can be verified directly (from the definition of w; for b,d, f, and us-
ing Equation (9) as well for the rest): b = awiws, ¢ = awswy, d = awjws, e =
awswy, f=awiwy, ¢ = awsws, h = awiwowsws. That is, we have for each x € 57,
P(z) = CLH?=1 w;". Defining functions w; : {0,1} — R* as w;(a) = wf, and noting that

> wes, P(x) =1, we can see that (6) holds. <

» Lemma 36 (Support S2). If P is a simple* 4-party boolean distribution with supp(P) = Sa,
then it is a product-form distribution.

Proof. Recall that S, = {0000,0011,0101, 1010, 1100, 1111}. For J € {{1,2},{1,3}}, the
K5 5 component of 852 is on {00,11} x {00,11}. For B%A}’ the K32 component is over
{01,10} x {01,10}. Applying Lemma 34 gives, respectively,

!
—~ =
o O
o O
o O
o O
S~—
el
—~~
— =
—_ =
—_ =
—_ =
S~—
([
e}
—~
[ew]
()
—
[
S~—
e}
—
—
—
[aw]
[ew]
=

P(0101)P(1010),
P(0011)P(1100) = P(0101)P(1010).

If P is simple*, then the displayed equalities must hold, and hence we have

P(0000)P(1111) = P(0011)P(1100) = P(0101)P(1010). (10)
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Now let a := P(0000), b := P(0011), ¢ := P(0101), d := P(1010), e := P(1100), and
f = P(1111). Then af = be = cd. Set wy = 1, wy := £, w3 = g, and wy 1= £. By

construction, awiws = e, awjws = d, and awswy = c¢. The remaining nontrivial values

are awswy = %d = b and awiwowsws = % = f, using be = cd and af = cd. Thus
P(z) = anle w;* for every z € Sp. With w;(a) = wf*, and noting ) g, P(z) = 1 we
get (6). <

For the remaining three supports, every distribution on the support already has the
product form (6); no additional simple* constraints need to be imposed.

» Lemma 37 (Supports Ss, S4,S5). If P is a 4-party boolean distribution with supp(P) =
Ss, 84 or Ss, then P is a product-form distribution.

Proof. We shall denote the probabilities of the following elements: a := P(0000),b :=
P(0011),c:= P(0101),d := P(1001), and e := P(1110) for all these supports.

ea? awy’

1/3
Case Ss5. Recall that S; = {0000,0011,0101,1001,1110}. Set wy := (bcd) Ly = A

Wy 1= ﬁ7 and ws := abw4. Then awswy = b, awswy = ¢, and awjwys = d by construction,
and awjwows = a - an vl aﬁ)4 = a’;ﬁz =e. Thus P(z) = a[],_, w;" for every x € Ss,

and with w;(a) = w, we get (6).

Case Ss. Recall that S; = {0000,0011,0101,1001}. Set wy := £, wy := £, wy := 2, and
wyg = 1. Then awswy = b,awswy = ¢, and awjwy = d, so P(z) = aH?Zl w;t for every
x € Sy, and with w;(a) = wg, we get (6).

Case S5. Recall that S5 = {0000,0011,0101,1110}. Set wy := $5, wo := £, w3 := 3, and
wy = 1. Then awswy = ¢, awsws = b, and awjwaws = e. Hence, P(x) = aH;l:l w;* for
every © € S5, and with w; (o) = wf, we get (6). <

Proof of Lemma 31. The proof follows immediately from Lemma 35, Lemma 36 and
Lemma 37. <
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A Beyond 4 Parties: A 6-Party Simple* Distribution without Additive
Representation

In Section 5, our positive results for 4-party boolean simple* distributions relied on the fact
that all 5 admissible supports are additively representable (Definition 2), which naturally
enables a semi-secure membership test. A fundamental question is whether all boolean
simple* supports have an additive representation.

In this appendix, we show that this is not the case. We present a 6-party simple* boolean
support that is not additively representable, but the distribution uniformly distributed over
the support is statistically securely samplable.

A.1 The 6-Party Support Sg

Consider the 6-party boolean distribution uniformly distributed over the support Sg C {0, 1}5,
where Sg = {000000, 101100, 110010,010101,001011, 111001, 100111}. One can verify that
this distribution is simple* by checking every bipartite support graph across bipartitions.

» Lemma 38. The support Sg is not additively representable.

Proof. Assume for contradiction that Sg is additively representable. That is, there exist
maps p; : {0,1} — G, where G is some finite abelian group G, and a target element g € G,
such that x € Sg if and only if Z?zl wi(x;) = g.

Since 000000 € Sg, we have Z?:l 1i(0) = g. We can shift the maps without loss of
generality by defining fi;(x;) = pi(z;) — ps(0). This ensures that [i;(0) = 0 for all 4, and the
target natively becomes § = 0. Thus, z € Sg <= 25:1 fi(z;) = 0.
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Let a; = f1;(1) € G. The inclusion of the sequence of six non-zero points of Sg yields the
following additive relations in G:

a1 +az+as=0 (11)
a1 +as+as =0 (12)
as+ag+ag =0 (13)
as +as +ag =0 (14)
a1 +az+az+as=0 (15)
ay+ag+as+ag=0 (16)

Adding equations (11), (12), (13), and (14) and subtracting equations (15) and (16) yields:

(a1 +asz + aq) + (a1 + a2 + as) + (a2 + a4 + ag) + (as + as + ag)
—(a1+a2+a3+a6)—(a1+a4+a5+a6)
=az+az+as+as=0.

This implies that the point 011110 is evaluated to 0, and thus must also belong to the set.
However, 011110 ¢ Sg, which yields a contradiction. Consequently, Sg is not additively
representable over any finite abelian group. <

A.2 Securely Sampling Sg

Let m = 011110 be the specific point that we saw in the proof of Lemma 38. Define the set
T = S U {m}, resulting in

Ts = {000000, 101100, 110010, 010101,001011, 111001, 100111,011110}.

Note that Tg has an additive representation over the group Z3. By setting the target
element g = (0,0,0) and defining the maps y; : {0,1} — Z3 such that y;(0) = (0,0,0) for
all 4 and the non-zero mappings are p1(1) = (1,0,0), p2(1) = (0,1,0), us(1l) = (1,0,1),
wa(1) =(0,0,1), ps(1) = (1,1,0), and pe(1) = (0,1,1), the set Tg is defined exactly by the
single equation:

6
Zui(xi) = (0,0,0)

Because Tj is additively representable, it admits a semi-secure membership test (by Lemma 34),

and the uniform distribution supported on Tg is securely samplable.
We construct the secure sampling protocol for uniform distribution over Sg via the

following protocol:

1. The 6 parties sample a joint outcome X = (Xy,...,X¢) uniformly spanning Ts enabled
through a semi-secure membership test of T.

2. Let d = X @& m. Note that X = m if and only if d = 000000. Every party i samples an
independent, uniformly random bit r; € {0,1}, and computes w; = r;d;.

3. The parties securely compute the sum 8 = @?:1 u; over Zy and reveal it via a standard
secure summation protocol.

4. If B =1, they accept X and terminate. Otherwise, they reject and repeat.

» Theorem 39. The uniform distribution over Sg is statistically securely samplable using
the protocol described above.
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Proof. First, we analyze the output distribution. In step 1, the protocol samples X uniformly
from Tg. If X = m, then d = X & m = 000000. This implies u; =0 for all ¢ € {1,...,6}, and
the revealed sum is always 8 = 0, so the sample is rejected. If X € Sg, then d # 000000,
and there is at least one coordinate i where d; = 1. Since r; is sampled uniformly and
independently in step 2, the term u; = r;d; is uniformly and independently distributed over
{0,1} for every such coordinate 7. This makes 5 uniformly distributed as well. Hence, every
X € Sg is accepted with probability exactly 1/2. Conditioned on acceptance, the output is
exactly the uniform distribution over Sg.

Next, we establish privacy. Fix a corrupt coalition C C {1,...,6}. We construct a
simulator for the view of C. On a given output X¢, the simulator generates the local random
bits r¢ uniformly. It remains to simulate the transcript of the secure summation for the
accepted condition 5 = 1.

Let D = {z®m |z € Tg}. Observe two properties of D:

1. D is a linear space under bitwise XOR.
2. For any two distinct, non-zero vectors d, e € D, their sets of non-zero coordinates intersect.

That is, no two non-zero vectors in D have disjoint supports.

In the real protocol, the honest parties’ contribution to 3 is @iec u; = ®i¢0 rid;. The
secure summation transcript is perfectly simulatable from the corrupt inputs uc and the final
sum [ = 1, provided that the honest contribution to 8 is uniformly random. This uniformity
holds as long as dge # 0 (meaning that there is at least one honest party i ¢ C with d; = 1).

Suppose, for contradiction, that there exist two valid outcomes z,y € Sg corresponding
to the same output Xo = z¢ = y¢ for the coalition, and it happens that d = x & m satisfies
dce = 0. This means d is entirely supported on C. Let e = y ® m. Because z¢ = y¢, the
vector d @ e = x @ y is zero on C, meaning it is entirely supported on C¢. By property 1,
both d and d @ e are in D. Since their supports are disjoint, property 2 implies that one must
be the zero vector. Since x € Sg, it follows that d # 000000, and therefore d & e = 000000,
which implies = y.

Therefore, for any given output X for the coalition, exactly one of two cases applies:

dce # 0 for all valid « consistent with X¢. In this case, the honest parties always supply

an independent, uniform bit to 8. The simulator simply sets 8 = 1 and perfectly simulates
the secure sum transcript.

X is consistent with exactly one outcome x € Sg. In this case, the simulator knows the

entire vector X, and can simulate the secure sum transcript by simulating the honest

parties as well.
Furthermore, rejected iterations are independent and the view for such iterations can be
simulated by simulating all parties conditional on S = 0. The statistical distance between the

simulated view and the real view approaches zero exponentially with the number of rounds.

This satisfies the security requirement. <
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